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OPENING STATEMENT OF SENATOR CARL LEVIN, CHAIRMAN 
Chairman LEVIN. Good morning, everybody. Today’s hearing con-

tinues a series of posture hearings that the Senate Armed Services 
Committee (SASC) is conducting on our combatant commands. 
Today we receive testimony from the U.S. Strategic Command 
(STRATCOM) and the U.S. Cyber Command (CYBERCOM), a sub- 
unified command of STRATCOM. 

Let us welcome General C. Robert Kehler, USAF, the Com-
mander of STRATCOM; and General Keith A. Alexander, USAF, 
the Commander of CYBERCOM. I thank them both. We thank you 
for your great work. We thank you. If you would pass along our 
thanks to those who work with you for their service, we would 
greatly appreciate it. 

This hearing comes at a time when the Department of Defense 
(DOD) and other Federal agencies face the twin threat of seques-
tration and an expiring Continuing Resolution (CR) and we will 
want to hear from our witnesses what impact budget restrictions 
and uncertainty are likely to have on their programs and their op-
erations over the coming months. 

General Kehler, here are five of the issues that I hope you’ll ad-
dress this morning: First, are you satisfied with the status of our 
nuclear deterrence? 

Second, are you satisfied with the National Nuclear Security Ad-
ministration’s (NNSA) ability to maintain our nuclear stockpile so 
we can ensure without testing that the stockpile remains safe and 
meets military requirements? 

Third, do you believe we have the ability to protect our space as-
sets and to reconstitute them, if necessary, given the growing con-
gested and contested nature of space? 

Fourth, DOD has allocated a block of the electromagnetic spec-
trum that connects our space, cyber, and electronic warfare assets 
to our forces. STRATCOM is the lead combatant command for syn-
chronizing spectrum operations. How concerned are you about pre-
serving DOD’s access to this block of spectrum, given the com-
peting pressure to allocate more spectrum towards commercial use? 

Fifth and finally, what is your view on the links between the 
space and cyber domains and the potential for integration of capa-
bilities and operations in both domains? 

Now, relative to CYBERCOM, for years, and especially since 
DOD proposed to establish a CYBERCOM, the SASC has empha-
sized the lack of an effective, mature policy, strategy, rules of en-
gagement, doctrine, roles and missions, and command and control 
arrangements that are so critical to managing this vital but com-
plex new domain. Progress in this area has been slower than we 
desired, but appears to be picking up some steam. 

After Congress failed to pass comprehensive cyber security legis-
lation, the President developed and issued an Executive order 
aimed at improving the security of critical infrastructure and to 
better share cyber threat information. The President has also re-
cently issued a classified Presidential Policy Directive governing 
cyber operations. DOD, working through the interagency planning 
process, has developed a set of emergency action procedures for 
cyber crisis situations similar to the processes in place and regu-
larly exercised for nuclear and ballistic missile defense operations. 
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The Joint Staff is ready to issue its first-ever document covering 
cyber doctrine. Finally, we understand that the Joint Staff states 
that it will soon issue rules of engagement for military com-
manders. 

The fact that these foundational policy frameworks and planning 
actions are now just taking shape serves as a stark illustration of 
how immature and complex this warfare domain remains. 

The National Defense Authorization Act (NDAA) for Fiscal Year 
2013 included a sense of Congress provision that raised serious 
concerns about the complications that could be caused by making 
CYBERCOM a full unified command. The NDAA also included a 
provision that requires the Secretary of Defense to create a process 
for designated defense contractors to report to DOD when networks 
containing DOD information are successfully penetrated, and we’d 
be interested in hearing the views of our witnesses on our recent 
important addition to the law in that regard. 

Meanwhile, China’s massive campaign to steal technology, busi-
ness practices, intellectual property, and business strategies 
through cyberspace continues, and it continues relentlessly. Last 
year’s report by the National Counterintelligence Executive, plus 
the recent report by the Mandiant Corporation and the very recent 
Cyber National Intelligence Estimate, all leave little doubt that 
China’s actions are a serious threat to our Nation’s economic well- 
being and to our security. 

It’s long past time when the United States and our allies, who 
are also being attacked in this way, should be imposing costs and 
penalties on China for their behavior. The Defense Science Board 
(DSB) released a study in January that provides a grim assessment 
of the ability of DOD and the owners of critical infrastructure to 
defend vital systems and networks against capable adversaries. In 
light of vulnerabilities highlighted in that report, the DSB suggests 
building resilience into our forces and infrastructure in addition to 
trying to improve defenses. 

We look forward to hearing from General Alexander on the ex-
tent to which CYBERCOM is capable of preventing adversaries 
from seriously damaging our critical infrastructure. 

We have a long way to go to protect our vital infrastructure and 
services from damaging cyber attacks. That’s why I supported the 
Lieberman-Collins bill that the Senate failed to act on last year. 
That’s the reason why the President issued his recent Executive 
order. That’s the reason why all of us are deeply concerned about 
this issue and look to working together to try to address the threat 
that exists particularly from China in that area. 

Senator Inhofe. 

STATEMENT OF SENATOR JAMES M. INHOFE 

Senator INHOFE. Thank you, Mr. Chairman. I agree with all of 
your statements and I am very concerned. I think it’s a very sig-
nificant hearing with both Generals Kehler and Alexander. I want 
to thank both of you for the time that you’ve given me personally 
to help me along, particularly you, General Alexander, because it’s 
a tough issue that not many of us understand, certainly not as well 
as you do. 
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The importance of our nuclear forces for the security of the Na-
tion and that of our allies was made clear by Deputy Secretary of 
Defense Carter before this committee just last month. Even in the 
face of the drastic budget cuts and all of this brought about by se-
questration, he said: ‘‘We in the Department of Defense will try to 
protect our nuclear capabilities to the maximum extent possible,’’ 
and that ‘‘the nuclear deterrence is the last thing that you want 
to do serious damage to.’’ While we all agree with that in this 
room, there are a lot of people out there who really don’t, because 
it’s not as well-understood as the conventional threats that face us. 

It’s troubling, General Kehler, the statement that you made to 
the House Armed Services Committee (HASC) last week. As se-
questration impacts continued to grow, you said: ‘‘Reduced readi-
ness and curtailed modernization will damage the perceived credi-
bility of our capabilities, increasing the risk to achieve our primary 
deterrence and assurance objectives.’’ You’re exactly right and I’m 
glad you made that very bold statement. In other words, if we don’t 
consistently demonstrate a commitment to modernizing our nuclear 
deterrent both in words and in funding, our allies might lose con-
fidence in the U.S. nuclear umbrella, while potential adversaries 
could be led to believe that they hold a nuclear advantage over the 
United States, which I think that gap is closing. It disturbs me. 

While the President has been absent on the issue, I was pleased 
to hear him acknowledge in his State of the Union message the 
need to strengthen our own missile defense capabilities. 

Now, on the cyber end of it, I do agree—and I’m skipping a lot 
of my opening statement because some of the contents made ref-
erences to China, because that is a fact and it would be redundant. 
But this administration has thus far failed to implement an effec-
tive cyber deterrence strategy that dissuades those seeking to hold 
our economic and national security interests at risk in cyberspace. 
Not a day goes by where it is not reported that our national secu-
rity is being exploited in the cyber domain. Nation states such as 
Iran and China have been exposed publicly for attempting to gain 
access to national secrets and undermine our defense and economic 
interests. Criminal and terrorist organizations continue to actively 
pursue and exploit malicious capabilities, with little resistance or 
consequences. 

Despite my concern on White House policy, progress is being 
made within DOD. Organizations and structures are maturing, and 
DOD is beginning to rise above the interagency gridlock that’s 
sought to undermine DOD’s reach. 

I’m happy to welcome General Alexander and applaud him and 
his team for the progress that they have made in just the last year 
in developing the foundations necessary to start developing an of-
fensive cyber capability. I will confess to them the conversation 
that you and I had. My concern over your future is to make sure 
you’re there long enough until we can find somebody who under-
stands this very complicated issue and can deal with it as effec-
tively as you have. 

Certainly more must be done and the resources must be allo-
cated. However, progress is being made and I’m pleased to see 
DOD is moving past the defense-only mind set. I think we need to 
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get beyond that so that we can understand that there’s an offensive 
angle to this that’s going to have to be pursued. 

So under sequester, every DOD account will be subject to the 
highest level of scrutiny. The threats we face, however, are blind 
to our fiscal woes and are emboldened by our dysfunction. Every 
dollar we spend has to be maximized, and those going toward nu-
clear deterrence, missile defense, and cyber should be placed at a 
premium. That’s nuclear deterrence, missile defense, and cyber; 
that’s what is the most significant part, I believe, of the hearing 
that we’re having today. 

Thank you, Mr. Chairman. 
[The prepared statement of Senator Inhofe follows:] 

PREPARED STATEMENT BY SENATOR JAMES M. INHOFE 

Thank you, Mr. Chairman. I want to thank General Kehler and General Alex-
ander for their many years of service to our Nation and acknowledge the dedication 
of the brave men and women under their command, whose main mission is to pro-
tect this nation against strategic attack. 

The importance of our nuclear forces for the security of our Nation and that of 
our allies was made clear by Deputy Secretary of Defense Carter, when he told this 
committee last month that, even in the face of the drastic budget cuts brought about 
by the sequester, ‘‘we in the Department of Defense will try to protect our nuclear 
capabilities to the maximum extent possible, ‘‘and that nuclear deterrence ‘‘is the 
last thing that you want to do serious damage to.’’ 

Yet, his comments seem to foretell that despite the Department of Defense’s best 
efforts, we can expect shortfalls in funding for the nuclear modernization commit-
ments that were the basis for the President’s policy to reduce U.S. nuclear forces, 
as well as the Senate’s support for the New Strategic Arms Reduction Treaty 
(START) treaty. 

It is important to recall the linkage between nuclear force reductions and the need 
to modernize our nuclear infrastructure and weapons. Indeed, the President’s own 
2010 Nuclear Posture Review stated, ‘‘these investments are essential to facilitating 
reductions while sustaining deterrence under New START and beyond,’’ 

It was terribly troubling to hear General Kehler tell the HASC last week that, 
as the sequester impacts continue to grow, ‘‘reduced readiness and curtailed mod-
ernization damage the perceived credibility of our capabilities, increasing the risk 
to achieving our primary deterrence and assurance objectives.’’ In other words, if we 
do not consistently demonstrate—both through words and funding—a commitment 
to modernize our nuclear deterrent, our allies might lose confidence in the U.S. nu-
clear umbrella, while potential adversaries could be led to believe they might hold 
a nuclear advantage over the United States. 

Another important rationale for the President’s decision to reduce both the role 
and numbers of nuclear weapons is what the 2010 Nuclear Posture Review refers 
to as ‘‘the growth of unrivaled U.S. conventional military capabilities.’’ Yet, we have 
heard from the Chairman of the Joint Chiefs of Staff and the Service Secretaries 
that the sequester and future years funding reductions will have real, negative con-
sequences for our ability to deal with crises around the world. 

I would like to hear from General Kehler what these trends portend for the role 
of U.S. nuclear forces in our military strategy, especially in light of the fact that 
virtually all the other nuclear powers are modernizing their nuclear forces and plac-
ing more reliance on nuclear weapons in their national security strategy. Under 
these circumstances, further reductions in our nuclear arsenal would be ill advised. 

I was pleased to hear the President finally acknowledge, in his recent State of the 
Union address, the need to ‘‘strengthen our own missile defense capabilities.’’ I hope 
the use of the phrase, ‘‘our own,’’ was a specific reference to our ground-based mid-
course defense system, which I believe has suffered from neglect over the past 4 
years and now must be expanded and modernized to stay ahead of the ballistic mis-
sile threat to the Homeland. 

Unfortunately this administration has thus far failed to implement an effective 
cyber deterrence strategy that dissuades those seeking to hold our economic and na-
tional security interests at risk in cyberspace. Not a day goes by where it is not re-
ported that are national security is being exploited in the cyber domain. Nation 
states such as China and Iran have been exposed publicly for attempting to gain 
access to national secrets and undermine our defense and economic interests. Crimi-
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nal and terrorist organizations continue to actively pursue and exploit malicious ca-
pabilities with little resistance or consequences. This must change. More must be 
done to make it clear that there will be consequences for anyone who seeks to un-
dermine our national security through cyberspace. While the White House has been 
quick to blame Congress on the need for cyber legislation, it has been slow in devel-
oping and implementing the far more important strategy for exposing, countering, 
and deterring our adversaries. 

Despite my concerns on White House policy, progress is being made within the 
Department of Defense. The organizations and structures are maturing and the de-
partment is beginning to rise above the interagency gridlock which has sought to 
undermine the Pentagon’s reach. I am happy to welcome General Alexander and ap-
plaud him and his team for the progress they have made in just the last year in 
developing the foundations necessary to start developing the offensive cyber capa-
bilities and personnel necessary to defend the Nation and project power in the cyber 
domain. 

Certainly, more must be done and resources must be allocated; however, progress 
is being made and I am pleased to see for the Department is moving past its defense 
only mindset. The full spectrum of cyber defense—from our mainframe computers 
to our network switches to our endpoints—must not be overlooked and the asym-
metric and relatively low cost potential of offensive cyber must be a priority. 

Under sequester every Department of Defense account will be subject to the high-
est level of scrutiny. The threats we face however are blind to our fiscal woes and 
are emboldened by our dysfunction. Every dollar we spend must be maximized and 
those going towards nuclear deterrence, missile defense and cyber should be placed 
at a premium. The full spectrum of strategic capabilities must not be overlooked, 
as they are the Nation’s ultimate insurance policy. 

Chairman LEVIN. Thank you so much, Senator Inhofe. 
General Kehler. 

STATEMENT OF GEN. C. ROBERT KEHLER, USAF, 
COMMANDER, U.S. STRATEGIC COMMAND 

General KEHLER. Good morning, sir. With your permission, I’d 
like to make my full statement a part of the record, please. 

Chairman LEVIN. It will be. 
General KEHLER. Good morning, sir, and Senator Inhofe, distin-

guished members of the committee: I am honored to join you today. 
It’s a privilege to begin my third year leading the outstanding men 
and women of STRATCOM. 

I’m also pleased to be here with General Keith Alexander, whose 
responsibilities as the Commander of CYBERCOM and Director of 
the National Security Agency (NSA) cover some of the most criti-
cally important national security subjects. General Alexander and 
I and our staffs are in constant contact, I greatly value his leader-
ship, his vision, and his counsel. 

Uncertainty and complexity continue to dominate the national 
security landscape, even as the United States transitions from a 
decade of active conflict in Southwest Asia. Uncertainty and com-
plexity make this transition unlike any we have experienced in the 
past. Many regions of the world remain volatile and increasing eco-
nomic and infrastructure connections mean regional issues can 
quickly have global consequences. Events over the past year vali-
date this perspective. 

Since my last appearance before the committee, we have seen 
violent extremists continue to act against or threaten U.S. inter-
ests, citizens, allies, partners, and our Homeland. Cyber activities 
increased in both quantity and intensity, with the potential for 
greater exploitation of U.S. intellectual property, institutions, and 
critical infrastructure. 
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Iran’s nuclear ambitions remain concerning. North Korea con-
ducted a missile launch in violation of its obligations under mul-
tiple United Nations (U.N.) Security Council resolutions and an-
nounced last month it conducted another nuclear test. Civil war 
continues in Syria. Russia and China continue to improve and dem-
onstrate their strategic capabilities. 

Fiscal uncertainty is adding unique challenges. Not only are the 
additional sequestration reductions steep, but the law allows little 
flexibility in how to apply them, and we’re working from a CR 
while the Services are transitioning contingency needs to the base 
budget—all of this during a time when continued readiness is es-
sential, modernization is overdue, violent extremists remain active, 
threats in space and cyberspace are increasing, and the possibility 
of nuclear and ballistic missile proliferation persists. 

As we confront these challenges, our enemies and potential en-
emies are watching. In this uncertain and complex world, 
STRATCOM remains focused on conducting the missions that are 
most critical to protect our core national security interests, and my 
priorities support this focus. Our fundamental purpose remains 
constant: With the other combatant commands, we must deter, de-
tect, and prevent attacks against the United States, assure our 
friends and allies of our security commitments to them, and, if di-
rected, employ appropriate force to achieve national objectives 
should deterrence fail. 

To do this, our men and women wield a range of complementary 
capabilities to create the tailored effects the Nation needs. Our pri-
mary objective is to prevent conflict by influencing in advance the 
perceptions, assessments, and decisions of those who would con-
sider threatening our vital national interests. Ultimately this re-
quires the continuing credibility of America’s military capabilities, 
brought to bear in concert with other elements of national power. 

While our heritage in STRATCOM is nuclear and our nuclear 
vigilance will never waver as long as those weapons exist, today’s 
STRATCOM is far more diverse and versatile than ever before. Mr. 
Chairman, I am pleased to report that STRATCOM is capable of 
executing its assigned missions today. However, given the potential 
impact fiscal uncertainty and declining resources could have on 
STRATCOM, I am concerned that I may not be able to say the 
same in 6 months or a year. 

I’m most concerned with the impact financial uncertainty is hav-
ing on our people. Uniformed and nonuniformed members alike 
have managed the effects of sustained high-stress combat deploy-
ment and operational tempos. They willingly take personal risks 
for their country, but they are fearful of taking financial risks for 
their families. Hiring restrictions, salary freezes, and the likelihood 
of unpaid furloughs are especially troubling to our civilians. By the 
way, civilians comprise about 60 percent of the STRATCOM head-
quarters staff. They hold key leadership positions. They represent 
critical expertise and they make up much of the essential workforce 
which provides crucial functions like intelligence, maintenance, and 
sustainment. 

Because they are such dedicated patriots, I believe our military 
and civilian members will cope with the effects of financial uncer-
tainty in the near term. But I worry that over time our most expe-

VerDate Nov 24 2008 14:56 Jan 07, 2015 Jkt 000000 PO 00000 Frm 00007 Fmt 6601 Sfmt 6602 Z:\DOCS\85626.009 JUNE



184 

rienced professionals will retire early and our best young people 
will leave to pursue more stable opportunities elsewhere. We are 
detecting hints of that now. Beyond the human dimension, seques-
tration will eventually impact the command’s readiness and curtail 
growth in new areas like cyber and cyber defense. 

Now, even though the Services are trying to give STRATCOM’s 
missions as much priority treatment as possible within the law— 
and you heard that from Deputy Secretary Carter last month—we 
could not remain immune. So while the immediate impact will vary 
by command, overall in STRATCOM the effect is a bit like an ava-
lanche. Seemingly small initial impacts are going to grow. As time 
passes, we will see greater impacts and potential impacts to things 
as Senator Inhofe mentioned, like the nuclear deterrent, to global 
strike, to missile warning and missile defense, the situational 
awareness in both space and cyberspace, and to our support to 
warfighters around the globe. 

In the longer term, continuing in this financial path will affect 
STRATCOM’s modernization and long-term sustainment needs, po-
tentially eliminating or jeopardizing a number of important recapi-
talization efforts. Of course, ultimately such reductions could im-
pact our ability to deter and assure. 

Mr. Chairman, STRATCOM’s responsibilities have not changed, 
but the strategic and fiscal environment in which we must carry 
them out is much different than a year ago. I remain enormously 
proud of the superb men and women I am privileged to lead and 
potential adversaries must know that we can meet our mission re-
sponsibilities today. But the pathway we’re on is creating growing 
risk to our defense strategy and our ability to execute it. 

I look forward to working with this committee and Congress on 
these difficult and complex challenges. I will certainly carry back 
your message of appreciation for the men and women who we are 
privileged to be associated with. I look forward to your questions. 
Thank you. 

[The prepared statement of General Kehler follows:] 

PREPARED STATEMENT BY GEN. C.R. KEHLER, USAF 

Mr. Chairman and distinguished members of the committee, I am honored to join 
you today. It is my privilege to lead U.S Strategic Command (STRATCOM), and on 
behalf of our 54,500 outstanding military and civilian men and women I am pleased 
to report STRATCOM remains capable and ready to meet our assigned missions. I 
thank Congress and this committee for your support and I look forward to con-
tinuing to work together to ensure our national security today and tomorrow. 

STRATCOM TODAY 

Uncertainty and complexity continue to dominate the national security landscape. 
Today’s operating environment is increasingly characterized by the potential for per-
sistent conflict across all domains—air, sea, land, space and cyberspace—where 
state and non-state actors alike can employ highly adaptive combinations of strate-
gies, tactics and capabilities to simultaneously and quickly exploit and transit polit-
ical, geographic and domain boundaries. These hybrid threats are challenging ear-
lier assumptions; stressing our plans, practices, and organization; compelling unity 
of effort; and demanding flexible and innovative approaches to create effects tailored 
to the unique actors, circumstances and scenarios we face. In short, yesterday’s bat-
tlefield is rapidly becoming tomorrow’s global battlespace. 

Events continue to validate this perspective. Even as the United States continues 
to transition from today’s conflicts, the reality of preparing for tomorrow’s chal-
lenges has emerged. Violent extremists continue to threaten U.S. interests, allies, 
partners, and the Homeland. Their acts remind us that we must remain both vigi-
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lant and engaged with our combatant command (CCMD) partners to prevent a ter-
rible connection between such extremists and weapons of mass destruction (WMD). 
In December 2012, North Korea conducted a missile launch in violation of its obliga-
tions under multiple United Nations Security Council resolutions and announced 
last month it conducted another nuclear test. Iran continues to pursue its ballistic 
missile program and its nuclear ambitions. The Arab Spring continues to unfold and 
the outcome remains unresolved. Syria, a state with significant stocks of chemical 
weapons, continues to be gripped by civil war. 

We continue to see improvements in more traditional militaries whose capabilities 
can range from low-end conventional, to sophisticated, all-domain regional and glob-
al (including WMD). China conducted a successful anti-ballistic missile test and con-
tinues to modernize its nuclear forces. South and East China Sea tensions rose be-
tween China and the Philippines (Scarborough Shoals) and Japan (Senkaku/ 
Diaoyutai Islands) respectively. Russia continues to modernize its nuclear forces and 
increase its level of strategic military activity. 

Hostile cyber activities have increased in both quantity and intensity, and the po-
tential exists for even greater activity against U.S. intellectual property, institu-
tions, and critical infrastructure. U.S. national power relies heavily on cyberspace 
and the capabilities it enables; therefore, we must continue to improve the protec-
tion and resilience of our networks as we work to increase cyber capacity and capa-
bility. 

Fiscal uncertainty presents our people with an unprecedented combination of pro-
fessional and personal concerns as well. The all-volunteer military and civilian team 
has performed beyond our greatest expectations and is the envy of the world; but 
some of the best young uniformed and non-uniformed people assigned to 
STRATCOM are questioning their future. The uncertainty surrounding civilian hir-
ing restrictions, salary freezes, and the possibility of unpaid furloughs is especially 
troubling since 60 percent of the STRATCOM headquarters staff and much of the 
essential workforce which supports our missions and sustains our mission critical 
platforms and systems are civilians. Preserving this combat-experienced military-ci-
vilian team in the face of further force reductions, a potential decline in readiness 
and unpaid furloughs is one of my greatest concerns. 

The possibility of dramatic budget reductions creates additional problems. The in-
flexible nature of cuts associated with sequestration and the associated out year 
budget cuts of over $50 billion per year across the Department of Defense, will likely 
cause dramatic decreases in force readiness that will eventually impact our ability 
to deter aggression and assure allies and partners. The impact of across-the-board 
reductions and out year budget cuts to readiness accounts will cascade as time 
passes; recovery from such cuts will take longer and be more difficult to achieve. 
Similarly, cuts to investment accounts will delay often deferred and much needed 
modernization to the nuclear enterprise, curtail the expansion of cyber capabilities 
needed to meet the growing threat, and will delay other key capabilities. In all cases 
risk will increase. 

The challenges inherent in these examples remind us that as we plan, prepare 
and apply current capabilities to existing problems, we must also remain aware of 
and prepared for the unexpected. Within the new defense strategy we must main-
tain the organizational, programmatic, and intellectual flexibility to deal with sur-
prise and meet the uncertainties of tomorrow’s unforeseen problems. 

STRATCOM remains focused on conducting the missions most critical to protect 
the core national security interests described in the 2012 defense strategic guidance: 
defeating al Qaeda and its affiliates and succeeding in current conflicts; deterring 
and defeating aggression by adversaries, including those seeking to deny our power 
projection; countering WMD; effectively operating in cyberspace, space, and across 
all domains; maintaining a safe and effective nuclear deterrent; and protecting the 
Homeland. 

While our heritage is nuclear and our nuclear vigilance will never waver as long 
as nuclear weapons exist, today’s command is far more diverse and versatile. The 
missions and forces assigned to this command allow us to gain a global perspective 
and to create synergy from a range of strategic capabilities—those that can impact 
many people or systems, affect large physical areas, act across great distances, per-
sist over long periods of time, change the status quo in a fundamental way, and pro-
vide the President ready military options in extreme circumstances—that is unique 
among the CCMDs. STRATCOM’s nuclear and conventional strike, space, cyber, and 
other capabilities remain foundational to confronting the challenges of the future. 
The United States can neither deter adversaries and assure allies nor prevail in war 
without them—simply put, STRATCOM’s responsibilities and capabilities under-
write freedom of action for our Nation and generate viable options for our national 
leaders. Our seemingly diverse missions share commonalities: they are strategic in 
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nature, global in scope, and they are interdependent with the responsibilities and 
capabilities of the other CCMDs, the whole of the U.S. Government, and key allies. 

21ST CENTURY DETERRENCE AND ASSURANCE 

Future conflict will: 
• Encompass all domains (air, sea, land, space, and cyberspace, all tied to-
gether through the electromagnetic spectrum) 
• Cross traditional geographic and manmade boundaries 
• Involve a wider range of actors with access to advanced, low-cost capabili-
ties 
• Likely involve the U.S. homeland and multiple combatant commands 
• Demand that the United States continue to evolve toward an inter-
dependent joint force that is integrated in every aspect 

STRATCOM’s primary mission objective is to deter strategic attack on the United 
States, our allies and partners by making anyone who might contemplate such an 
attack recognize that they will not achieve their goals and will pay an extraordinary 
price if they try. We employ many means to influence the perceptions and assess-
ments of others; but the continuing credibility of America’s capabilities is the most 
effective deterrent against a strategic attack on the United States. 

Deterrence and assurance have been part of the national lexicon for well over half 
a century and, for many of those decades, strategic deterrence was synonymous with 
nuclear deterrence (i.e., using nuclear weapons to deter a massive nuclear or con-
ventional attack on the United States or our allies). Today we believe deterrence 
and assurance concepts address a broader array of strategic attacks from individual 
actors who will have widely different capabilities and motivations. While nuclear at-
tack will always remain unique in its potential for impact and devastation, today’s 
strategic attacks are potentially broader and defined by their effect versus a specific 
weapon or means of delivery. Therefore, it is increasingly clear that the capabilities 
we need, to deter or defeat attacks, are those that can meet multiple scenarios and 
take full account of the interdependencies and interactions among CCMDs and 
across the air, sea, land, space, and cyberspace domains—all tied together through 
the electromagnetic spectrum. 

It is also increasingly clear that we must carefully shape our deterrence planning 
to specific actors and situations. To do this will require a deeper and more com-
prehensive understanding of our potential adversaries and their decisionmaking 
processes, a robust understanding of the threats they pose, and more flexibility and 
speed in our strategy development and planning processes. In practice, 21st century 
deterrence encompasses a wider range of complementary tools, including both nu-
clear and strong conventional forces, perhaps non-kinetic capabilities, limited mis-
sile defenses, unfettered access and use of space and cyberspace, and modern capa-
bilities that are both resilient and sustained. 
STRATCOM Missions 

• Strategic Deterrence 
• Space Operations 
• Cyberspace Operations 
• Joint Electronic Warfare 
• Global Strike 
• Missile Defense 
• Intelligence, Surveillance, and Reconnaissance 
• Combating Weapons of Mass Destruction 
• Analysis and Targeting 

Future conflicts will likely involve multiple CCMDs from the outset, and so we 
must improve how we integrate our efforts across CCMDs and with the whole of 
the U.S. Government and allies. We need the resources, the situational awareness, 
the organizations, and the decisionmaking capabilities with the responsiveness and 
flexibility to provide the tailored effects the President might need before, during, or 
after armed conflict. 

Assuring U.S. allies and partners also contributes to deterrence by demonstrating 
to our adversaries that our alliances and coalitions are resilient and enduring. Our 
assurance efforts must leverage the strengths of the individual CCMDs, Services, 
and agencies, and complement other efforts already in place or in planning. Assur-
ance is not necessarily a byproduct of deterrence; it is a deliberate effort in itself 
and one that often requires additional resources beyond those needed for deterrence. 

STRATCOM is helping to shape the DOD’s approach to deterrence and assurance. 
I’m pleased to report we have made significant progress in this regard through our 
Deterrence and Assurance Campaign. This campaign arranges STRATCOM’s ac-
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tions, operations, and messages in time, space, and purpose to achieve our deter-
rence objectives, ensure combat readiness, and generate unity of effort. The cam-
paign is oriented toward four strategic military objectives. 

• Enhancing strategic military deterrence. Adversaries who contemplate 
strategic attack on the United States and our allies must perceive unac-
ceptable costs and an inability to obtain desired outcomes. 

• Maintaining our readiness and capability to employ force to prevent and 
defeat all strategic attacks, not just nuclear. 

• Strengthening efforts to prevent proliferation and use of WMD and miti-
gate effects if such weapons are used. This includes accelerating the 
speed with which we develop and field capabilities like standoff detection, 
better nuclear forensics and improved global situational awareness. 

• Increasing the combat capability of the Joint Force by continuing to inte-
grate and exercise STRATCOM capabilities and support plans across mis-
sion areas and with other CCMDs and allies. 

• The end result of the campaign planning and organizational effort is a 
STRATCOM that is more effective and soundly positioned to meet today’s 
challenges, deter tomorrow’s threats, and assure allies and partners of 
U.S. commitment to them. 

COMMAND PRIORITIES 

CDR STRATCOM Priorities 
• Deter nuclear attack with a safe, secure, and effective nuclear deterrent 

force 
• Partner with the other combatant commands to win today 
• Respond to the new challenges in space 
• Build cyberspace capability and capacity 
• Prepare for uncertainty 

The new U.S. defense strategy is based on a future Joint Force that will be small-
er and leaner, but will be agile, flexible, ready, and technologically advanced. The 
strategy also incorporates the concepts of networked warfare (recognizing the inter-
dependence of both the forces and the CCMDs) and unity of action (integrated mili-
tary action as part of a comprehensive whole of government and, when needed, 
multi-national approach). Within this new strategy and in support of STRATCOM’s 
assigned missions, I have identified five priorities: 

As long as nuclear weapons exist, STRATCOM’s top priority must be to deter nu-
clear attack with a safe, secure and effective strategic nuclear deterrent force. 
STRATCOM plans, operates and, if directed by the President, employs the strategic 
nuclear deterrent force as needed to achieve national objectives. To meet national 
deterrence objectives, we continue to maintain a Triad of ballistic missile sub-
marines, intercontinental ballistic missiles (ICBMs), nuclear capable heavy bombers 
and associated aerial tankers, and an assured warning and command and control 
system. To provide the President with maximum flexibility, we maintain a portion 
of the missile submarine and ICBM forces in a ready-to-use posture that is governed 
by strict nuclear surety procedures and is constantly under the direct positive con-
trol of the President. I can assure you that today’s nuclear weapons and Triad of 
delivery platforms are safe, secure, and effective. 

My second priority is to bring STRATCOM’s tremendous military capabilities to 
bear in support of our CCMD partners as needed to address today’s conflicts. Over 
the last year we have worked hard with the other CCMDs, departments and agen-
cies to institutionalize and enhance the integrated and synchronized joint force ca-
pability that was the by-product of the last decade of conflict. To that end we are 
actively exploring and creating new processes and relationships to wield all of the 
Nation’s capabilities in responding to future threats. 

My third priority is to ensure that space capabilities will be available whenever 
and wherever they are needed. Space capabilities are integral to the American way 
of warfare and today’s space environment is characterized by more participants, 
more activity, and the proliferation of a variety of capabilities that can threaten our 
access to and freedom of action in space. In order to preserve the national security, 
humanitarian, scientific, and commercial advantages we gain from operating in 
space, STRATCOM has spent much of the last year improving our contingency plans 
and working with our Service components to enhance the resilience of our space ca-
pabilities. 

My fourth priority is to continue building the cyberspace capability and capacity. 
Cyberspace is central to civil, commercial, humanitarian and national security en-
deavors as well and, like space, we need to protect our access to and freedom of ac-
tion in cyberspace. We are also working with others in the U.S. Government to help 
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protect the Nation’s intellectual property and critical infrastructure. We are actively 
collaborating with partners in industry, academia, and the Intelligence Community 
to achieve those goals. At the same time we are working hard with U.S. Cyber Com-
mand to shape our future cyber force and advocate for the resources to meet the 
increased demands of this new domain. 

Finally, we expend considerable effort trying to understand the emerging strategic 
environment to avoid or limit the impact of surprise which military history makes 
clear is a deadly enemy. We explore ways to limit the impact of surprise by inte-
grating our plans and operations with other CCMDs, agencies, and partners through 
realistic and challenging exercises, and by exploring alternative scenarios and fu-
tures through aggressive tabletop exercises. We are also creating opportunities for 
Joint Forces to exercise in an environment in which space and cyberspace capabili-
ties are degraded. 

ENDURING ADVANTAGES 

Given the uncertainty in the global environment abroad and the fiscal environ-
ment at home, the Nation must rely ever more heavily on the enduring advantages 
represented by our people and the ability of our interdependent Joint Force to main-
tain global awareness and project power. STRATCOM contributes and advocates for 
major capabilities that enable these enduring advantages. 
Our People 

People are our greatest and most enduring strength. The men and women of 
STRATCOM remain fully engaged with our many mission partners every day—both 
at home and abroad—despite uncertainty and a high mission pace multiplied by the 
inherent stresses of conflict and combat. As a result of DOD-wide suicide statistics 
and other human factors indicators, we have renewed our efforts to ensure our 
workforce remains viable, strong, capable, and resilient. We have taken specific 
steps to strengthen our workforce and enhance the working environment—address-
ing the wholly unacceptable nature of sexual assault within our ranks, respecting 
and including servicemembers of all sexual orientations, understanding and treating 
combat-induced stress, and confronting and preventing the tragedy of suicide. These 
efforts are a good start toward protecting our most valuable asset, but we must do 
more. Leaders at all levels of STRATCOM are emphasizing the critical issues of per-
sonal health and well-being that are confronting our military and civilian members 
and their families. 

I fully support the efforts of the Secretary of Defense, Chairman of the Joint 
Chiefs of Staff, Service Chiefs, and Congress to recruit, retain, and support our Ac-
tive Duty, Reserve, National Guard, and civilian personnel. Our strategy demands 
that we also support educational efforts (including lifelong science, technology, engi-
neering and math skills development) that will enable us to sustain the unique and 
highly technical nuclear, global strike, space and cyber workforce skills we need. 
However, I am extremely concerned about the impacts of actual and potential budg-
et reductions on our people. While I believe these amazing professionals will con-
tinue to cope with uncertainty in the near-term, I cannot say the same over time 
if the financial risks to the individuals and their families persist. 
Global Awareness 

Our future success also depends on enhancing our enduring advantage in global 
awareness. Over the past decade, U.S. air, sea, and space-based capabilities have 
provided unfettered global access for the surveillance and reconnaissance informa-
tion needed to detect and characterize trends and events. Most often, these plat-
forms operated in uncontested environments. As we go forward, STRATCOM and 
its mission partners need to work to ensure the United States sustains this advan-
tage in anti-access/area denial (A2/AD), cyberspace, space, and other contested oper-
ating environments. 

Space situational awareness (SSA) is foundational to unfettered freedom of action 
in all domains. SSA involves not only characterizing the dynamic physical arrange-
ment of the space domain, but also the EMS through which we transmit and receive 
spacecraft commands and mission data. Protecting our assets from unwanted elec-
tromagnetic interference is one of our highest priorities, and we are in the process 
of streamlining procedures to detect, identify, characterize, geolocate, and resolve 
such problems. 

Many nations share the space domain and it is in our best interest to create an 
environment where the sharing of SSA data facilitates transparency. We provide 
conjunction analysis and collision warning for space operators around the world, in-
tent on reducing the risk of collision that would create dangerous space debris. 
STRATCOM has entered into 35 signed commercial SSA sharing agreements. In 
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2012, we provided orbital data to 90 commercial and foreign, and 180 U.S. entities. 
We received and reviewed nearly 500,000 satellite observations and screened over 
1,000 active satellites on a daily basis. From those screenings we provided over 
10,000 conjunction warnings, supported 75 conjunction avoidance maneuvers, and 
fulfilled over 300 orbital data requests for more than 85 separate entities. Those 
numbers will grow every year, lending urgency to SSA improvements and establish-
ment of appropriate ‘‘rules of the road’’ that will govern orbital behavior and allow 
us to more easily detect problems as they occur. 

We are also working to share the awareness advantages of space with some of 
our closest allies and partners. The Combined Space Operations concept is built 
upon the current Joint Space Operations Center (JSpOC) at Vandenberg Air Force 
Base, CA, with virtual connections between it and other nations’ space operations 
centers around the world. This new paradigm enables partnering nations to work 
together to maintain the strategic advantage of access to space capabilities through 
synchronized activities and sustainable, combined military space operations. 

Another component of global awareness, cyberspace, has become a key element for 
operations in all other domains, and cyber capabilities have enabled military forces 
to function with greater efficiency, precision and lethality. Adversaries also recog-
nize the contribution of cyberspace to their overall warfighting capabilities and con-
tinue to pursue the advantages that effective use of cyberspace can provide. The re-
sult is a competitive and continuous life cycle of modification, enhancement and re-
placement of information technology systems that friends and foes alike can use to 
gain military, economic, or social advantages. We believe that military functions and 
battlefield operating systems will increasingly depend upon agile use of cyberspace 
to gain advantages in combat. 

Other intelligence, surveillance, and reconnaissance (ISR) capabilities also 
strengthen global awareness; the space capabilities described just above provide 
some of these, but a large number of other systems—manned and unmanned air-
craft, ships, submarines, cyber, human—make critical contributions as well. In crisis 
or contingency, ‘‘ISR’’ is one of the first capabilities commanders request and expect 
for the duration of the mission. From determining the status of Syrian chemical 
weapons, to identifying violent extremist organizations’ safe havens in North Africa, 
to monitoring tensions in the South and East China Seas, to assessing Iran’s 
progress with nuclear weapons, to tracking the development and deployment of ad-
versary ballistic missiles—ISR has gone from an enabler to an essential component 
of all military operations. 

A fourth component of global awareness is control of usable portions of the elec-
tromagnetic spectrum (EMS). Almost every modern technological device is reliant on 
the EMS. The commercial sector is now the primary driver of spectrum technology 
development which has led to an exponential increase in the availability of EMS- 
dependent devices and a global proliferation of emerging commercial off-the-shelf 
and dual-use technologies. This proliferation creates competition with the military’s 
required access to the EMS and potentially pits economics against national security 
needs. STRATCOM is working with the Services, Joint Staff, and the Office of the 
Secretary of Defense (OSD) to engage the whole of government to develop a coopera-
tive way ahead to secure spectrum access. 

STRATCOM employs capabilities in the air, space, cyberspace, and at sea in order 
to ensure the Nation maintains global awareness as the foundation for deterrence 
and, ultimately, to project power when and where needed. 
Power Projection 

The United States has long held a decisive military advantage through our ability 
to project power to any corner of the globe. U.S. conventional forces are second to 
none and our forward presence around the world ensures we can rapidly respond 
to crisis in any theater of operations. Adversaries and potential adversaries have 
taken note of this and are working to deny us this advantage through A2/AD strate-
gies, improvements to their own capabilities, and the acquisition of WMD to discour-
age or limit U.S. action. As described in the 2012 DOD strategic guidance, ‘‘In order 
to credibly deter potential adversaries and to prevent them from achieving their ob-
jectives, the United States must maintain its ability to project power in areas in 
which our access and freedom to operate are challenged.’’ 

The ballistic missile submarines (SSBNs), ICBMs, heavy bombers, and cruise mis-
siles assigned to STRATCOM remain the core of our nuclear deterrent. These highly 
reliable platforms are credible because we continue to invest the resources required 
to properly evaluate their performance and upgrade their capabilities on a recurring 
basis. Each time we test a ballistic missile or forward-deploy a heavy bomber, our 
allies and potential adversaries take note; our ability to transparently demonstrate 
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the continued effectiveness of these tools creates a lasting impression which en-
hances our deterrent. 

As effective as the U.S. deterrent force is today, we must plan for the likely cir-
cumstance that while we are projecting power abroad in a future crisis or conflict, 
we will also be defending the homeland in cyberspace and against missile or ter-
rorist attack, perhaps at the outset of—or even before—a regional conflict goes 
‘‘hot’’. This is an operational challenge that has strategic implications for warning, 
thresholds, plans, and responses. Therefore, U.S. plans and operations across mul-
tiple CCMDs must be so well integrated and synchronized that when executed, they 
function as a single, coherent American campaign. Over the past year, STRATCOM 
has begun a complete reassessment of our operational plans to ensure we are well- 
integrated with our mission partners in the other CCMDs. We continue to exercise 
and seek robust training opportunities with these partners (including opportunities 
that highlight operations in contested environments) to ensure we are ready to 
achieve the objectives directed by the country’s senior leaders. 

KEY INVESTMENTS 

Deciding what capabilities are needed to meet these goals—hardware, people, or-
ganizations and procedures—is more difficult. Success in this context will be in-
creasingly problematic as resources decline, but we can compensate by comple-
menting planned investments with new operational concepts, more comprehensive 
and collaborative plans, and more effective use of the capabilities we have. 
Key Investment: Nuclear Deterrent Forces 

Over the past 2 decades, the United States has responded to changing geopolitical 
conditions by making appropriate reductions in the total number of nuclear delivery 
platforms we operate and the number of weapons in our nuclear stockpile. These 
reductions were determined based on a careful assessment of the capabilities re-
quired to provide the options and effects a President might need to achieve national 
security objectives. These capabilities include the nuclear weapons, the strategic de-
livery platforms, surveillance and reconnaissance systems, supporting intelligence, 
and the systems by which we command and control these unique forces. We must 
continue to invest in each of these areas even as we reduce to force levels specified 
by New START. 

Many of our current nuclear command and control (NC3) systems were designed 
for the Cold War and require modernization in order to effectively meet the chal-
lenges presented in the evolving security environment. Using new and emerging 
technologies, we have set a course to transform the Nation’s NC3 architecture to 
achieve robust and resilient 21st century capabilities. As part of modernizing nu-
clear command and control, last year we broke ground on the new STRATCOM 
Command and Control (C2) Facility. Our current headquarters was built in 1957 
to support a single mission, nuclear deterrence and operations, with the cor-
responding C2 technology of the time (the land line telephone). Our greatly ex-
panded mission set, combined with the vastly more complex supporting technology 
placed increasing demands on the legacy electrical and air handling systems to the 
point where we suffer numerous electrical, cooling, water, fire detection/suppression, 
and other basic service interruptions. Your continued support for the new facility 
is greatly appreciated and will ultimately provide better command and control for 
all of our strategic forces. 

The Triad of SSBNs, ICBMs and nuclear-capable heavy bombers, all with their 
associated support elements—offers a mutually reinforcing strategic package that 
provides a credible deterrent to our adversaries, assurance to our allies and part-
ners, and flexibility for the President. 

• Because of the extended service life of the current SSBN fleet, it is essen-
tial to provide sufficient resources to replace our Ohio-class ballistic missile 
submarines. Last year’s decision to delay the Ohio-class Replacement Pro-
gram by 2 years is all the risk I would recommend in this critical program. 
• The Minuteman III force is sustainable through 2030 and potentially be-
yond with additional modernization investment. The ongoing Ground Based 
Strategic Deterrent Analysis of Alternatives is studying the full range of 
concepts to sustain this Triad leg beyond 2030. 
• Planned sustainment and modernization activities will ensure a credible 
heavy nuclear and conventional bomber capability through 2040 for the B– 
52 and 2050 for the B–2. Looking forward, a new, long-range nuclear-capa-
ble penetrating bomber is required. STRATCOM is working with the Air 
Force to develop requirements for the next nuclear and conventional capa-
ble long-range strike platform and long-range stand-off missile. Addition-
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ally, the Air Force is replacing the aging KC–135 tanker fleet with the KC– 
46A, ensuring an enduring air refueling capability essential to long-range 
bomber operations. 

Regarding the nuclear weapons themselves, modernization has in practice meant 
sustainment of the nuclear warheads manufactured 20-plus years ago. At the same 
time, the United States has maintained a unilateral moratorium on nuclear testing 
for over two decades. Thus, the nuclear weapons enterprise faces the complex chal-
lenges of certifying the effectiveness and reliability of nuclear weapons without actu-
ally testing them with nuclear explosions. Considerable progress has been made to-
ward managing these challenges with aggressive science and surveillance programs, 
but our future confidence in the stockpile will depend centrally on our continuing 
ability to attract outstanding people with scientific, engineering and technological 
talent to this work. 
Key Investment: Global Strike 

Today, the only prompt global strike capability to engage potentially time-sen-
sitive, fleeting targets continues to be ballistic missile systems armed with nuclear 
weapons. We continue to require a deployed conventional prompt strike capability 
to provide the President a range of flexible military options to address a small num-
ber of highest-value targets, including in an anti-access and area denial environ-
ment. 
Key Investment: Combating Weapons of Mass Destruction (CWMD) 

STRATCOM continues to make progress in our global CWMD efforts by synchro-
nizing planning efforts across the combatant commands through cooperation on re-
gional CWMD campaigns, alignment with Theater Campaign Plans and incorpora-
tion of CWMD objectives and concepts in deliberate and crisis action planning ef-
forts with combatant commands. 

Identifying and countering WMD requires extensive technical knowledge, capabili-
ties, and timely and relevant intelligence. In support of DOD objectives, 
STRATCOM continues to pursue capabilities necessary to detect, interdict, and con-
tain WMD. One of my highest priorities in addition to securing and reducing dan-
gerous materials is acquiring the capabilities to monitor and track lethal agents and 
their means of delivery, and defeating or responding to the use of these weapons. 
Just this year, we established and sponsored a new University Affiliated Research 
Center (UARC). The center will advance cutting-edge defense research in support 
of STRATCOM—as well as the rest of the U.S. Government—in the mission areas 
of global deterrence and combating weapons of mass destruction, along with inter-
national space and cyber law. The UARC will help address these challenges by pro-
viding unique access to academic perspectives and research methods not currently 
found anywhere in the DOD, and will help ensure critical skill sets are nurtured, 
developed and available for DOD to engage current and future CWMD challenges. 
We are truly excited about this new partnership. 

A key element of our CWMD efforts is the continuing maturation of STRATCOM’s 
Standing Joint Force Headquarters for Elimination (SJFHQ–E). The SJFHQ–E 
achieved initial operational capability in September 2012 and is successfully sup-
porting the other combatant commands with WMD elimination expertise and plan-
ning. When fully operational, SJFHQ–E will be able to quickly integrate into an 
operational headquarters, conduct both deliberate and crisis planning, and maintain 
awareness of the WMD environment. 
Key Investment: Intelligence, Surveillance, and Reconnaissance (ISR) 

The ISR community is increasingly being challenged to operate effectively in anti- 
access/area-denial environments. Additionally, our ability to process and analyze 
data from increasingly capable ISR platforms is a growing challenge. Analysts are 
dealing with more data on an increased operations tempo that imposes ever-greater 
demands on analysis and reporting timeliness. Greater efficiencies are clearly need-
ed, and we are seeking them through improved data management, increased com-
puting power and capability to help the analysts, and more effective management 
of ISR processing, exploitation and dissemination. Our intent is to manage resources 
globally while maintaining regional and local focus, thus ensuring we can more 
quickly reprioritize during and between emerging crises and contingencies, guaran-
teeing knowledge dominance for our commanders. Additionally, we are looking at 
ways we can reduce these gaps through globally connected, focused integration and 
by managing the exploitation and analytic resources in a more unified structure. 
Key Investment: Electromagnetic Spectrum (EMS) 

In August 2012, STRATCOM established a federated Joint Electromagnetic Spec-
trum Operations (JEMSO) Office, staffed by subject matter experts from across the 
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headquarters and our components. This new organization supports all CCMDs with 
spectrum advocacy, operations, test and evaluation, and contingency planning. The 
JEMSO Office, in collaboration with the Joint Staff, is driving the development of 
a holistic JEMSO policy and doctrine that consolidates the activities of electronic 
warfare and spectrum management in order to significantly improve spectrum-re-
lated mission cohesion, agility, and responsiveness. We have created a mission part-
nership with OSD and the Joint Staff to chart a path forward regarding strategy, 
doctrine, and best practices to ensure that all facets of the process are built in a 
cogent and logical manner. Engagement beyond DOD will be vital for success in 
management of this mission area. The JEMSO Office will support the combatant 
commands through contingency planning, training, and advocacy for EMS capabili-
ties to enhance combat effectiveness across all warfighting domains. To address the 
rapid technological advances and significant proliferation of EMS-dependent sys-
tems, STRATCOM’s Joint Electronic Warfare Center (JEWC) is leading a com-
prehensive, globally oriented, cross-domain, JEMSO assessment. This assessment 
will continue STRATCOM’s effort to inform EMS-dependent capability acquisitions, 
ensuring our warfighters are armed with the best possible training and equipment 
to effectively operate in this dynamic environment. 
Key Investment: Missile Defense 

Ballistic missiles continue to become more accurate, lethal, and capable—remain-
ing a significant threat to the U.S. Homeland and a growing threat to our allies and 
our forces deployed abroad. In response, U.S. and allied capabilities to deter, detect, 
and defeat these weapons are also growing, with decades of research and develop-
ment continuing to pay dividends in terms of capability and credibility. Missile de-
fense capabilities address limited threats to the homeland and our regional partners 
and allies. Ballistic missile threats are likely to grow at least as rapidly as our de-
fensive assets, giving us little margin for error in acquisition and force management 
decisions. Sustained missile defense investments support deterrence and assurance 
goals by significantly improving the protection of our Homeland, our forward-based 
forces, and our allies and partners. STRATCOM is committed to future capability 
development efforts that leverage past successes, address the most pressing and 
most likely threats, and produce field-tested, reliable assets in a cost-effective man-
ner. 

Over the past year, these efforts substantially improved our overall missile de-
fenses. We deployed and integrated radars in Europe and the Middle East, improv-
ing threat coverage and available battle space. We concluded a review board and 
plan to test a revised design of the Capability Enhanced (CE II) interceptor to re-
turn it to full mission capability. We increased the number of Aegis BMD-equipped 
ships. We conducted testing and development of future elements of the European 
Phased Adaptive Approach (EPAA), an effort that improves missile defenses 
through the acquisition and integration of more advanced capabilities and the ex-
pansion of key partnerships. 

STRATCOM coordinates the integrated air and missile defense Prioritized Capa-
bilities List (PCL) across other CCMDs to improve Service and Missile Defense 
Agency understanding of prioritized joint warfighter capability needs. To this end 
the PCL advocates for continued support to regional and homeland missile defense 
needs. This includes the upgrade of early warning radars and their integration with 
existing fire control systems for enhanced early warning and engagement. More 
broadly speaking we must avoid delays in development and fielding of needed mis-
sile program upgrades. We must also continue testing individual components in an 
operationally realistic end-to-end manner, and preserve integrated multinational ex-
ercises which contribute to enhanced operational cooperation and increased con-
fidence in our capability and that of our allies. This enhances efforts to provide per-
sistent detection; expand data sharing among the United States, allies, and part-
ners; field effective defensive systems; and provide appropriately robust joint train-
ing. As the Joint Functional Manager for missile defense capabilities, STRATCOM 
recommends the global allocation of low-density, high-demand assets, including 
force rotations, and force sufficiency—thus making the best use of limited resources. 
Key Investment: Space 

Space is no longer the exclusive domain of superpowers—the number of countries 
that share the domain continues to grow as barriers to entry continue to decline. 
Space is foundational to the global economy, international strategic stability, and 
our national security. However, the strategic advantages space provides are in dan-
ger of diminishing. America must continue its leadership role to ensure space is ac-
cessible, usable, and responsibly preserved for all users. As the CCMD responsible 
for military space operations, support, and capability advocacy, we remain focused 
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on ensuring intergovernmental collaboration, international cooperation, and access 
to and shared use of space. 

Access to orbit remains vital to national security and the key to achieving it is 
an industrial base that is capable, responsive and affordable. Diversity in the launch 
marketplace could prove a positive development, and accordingly STRATCOM sup-
ports the Air Force’s efforts to expand the available industrial base of certified and 
proven launch providers. The success of companies like Space-X is an encouraging 
step in the right direction but we must continue to invest in capabilities that assure 
our access to space. 

We must retain a robust and enduring capability to detect, track and analyze each 
of the more than over 20,000 objects on orbit today. Clearly, there is an inter-
national demand for continued and ever-improving SSA, but challenges remain in 
the form of critical SSA architecture legacy elements that are well past their design 
life. Addressing these challenges remains a high priority but fluctuating funding 
profiles and constrained budgets make maintenance of existing forces and infra-
structure and timely acquisition of new capabilities more difficult. The JSpOC is en-
abled by the JSpOC Mission System (JMS) which is being developed to provide key 
SSA, command and control, data processing, integration, and exploitation capabili-
ties. Continued JMS progress is vital to streamlined data processing integration, in-
formation sharing with partners and allies, and understanding of adversary intent 
in space. 

Our assessment of existing on-orbit and ground-based communication, intel-
ligence, surveillance, geolocation, and environmental monitoring assets is acceptable 
yet fragile. To preclude any gaps in our ability to provide support for the warfighter, 
we must program and procure replacements to our aging systems in a timely man-
ner. 
Key Investment: Cyberspace 

The great power of technology—and our reliance on it—means that cyber threats 
represent one of the most serious national security, public safety, and economic 
challenges facing the Nation. The ongoing theft of the Nation’s critical commercial, 
civil and unclassified military data by foreign intelligence and security services con-
tinues to erode U.S. economic and national security and reduce the competitive edge 
of the U.S. businesses. U.S. Government departments, the private sector, allies and 
international partners must become more actively involved in securing our collective 
networks and to preventing our adversaries from inadvertently gaining generational 
increases in technology through inadequate cyber security practices. 

Improving the DOD’s ability to operate effectively in cyberspace requires invest-
ment in five major areas: defensible architecture (the Joint Information Environ-
ment), trained and ready forces, effective command and control, global situational 
awareness, and policies and rules of engagement to defend the Nation in cyberspace. 
Of these, the most urgent investment is increasing the numbers, training and readi-
ness of our cyber forces. We are recruiting, training, and retaining the best and 
brightest our Nation has to offer, but the operational demands of cyberspace exceed 
our capacity to conduct sustained operations. We must continue to grow and align 
our cyber forces to enable operations and support CCDRs and their components. 

It is also essential that we prepare our forces to operate in a cyberspace environ-
ment in which expected network resources and data are degraded or unavailable, 
or whose confidentiality and integrity cannot be confirmed. Toward this end we have 
made progress in developing joint cyberspace training and certification standards 
that will serve as the common foundation for training all DOD cyber operators. 

Sharing of cyber threat indicators and countermeasures must occur in near real- 
time to enable prevention as well as response. We are fostering close information 
sharing relationships with the Department of Homeland Security, law enforcement 
agencies and private sector companies in the Defense Industrial Base, but we need 
to make it easier for the government to share threat information more broadly. At 
the same time we must also establish and develop baseline standards for our critical 
private-sector infrastructure to help companies take proactive measures to secure 
their networks. 

CONCLUSION 

The Nation and our military are confronted with an unprecedented confluence of 
geopolitical, technological, and fiscal challenges that have the potential to threaten 
the readiness of our military, the execution of our National Security Strategy and 
the security of our Nation. These challenges may be daunting but they are not para-
lyzing. We are building our future on a strong and successful past, and your sup-
port, together with the hard work of the outstanding men and women of the U.S. 
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Strategic Command, will ensure that we remain ready, agile, and effective in deter-
ring strategic attack, assuring our allies, and defeating current and future threats. 

Chairman LEVIN. Thank you very much, General Kehler. 
General Alexander. 

STATEMENT OF GEN. KEITH B. ALEXANDER, USA, 
COMMANDER, U.S. CYBER COMMAND 

General ALEXANDER. Thank you, Chairman Levin, Ranking 
Member Inhofe, and distinguished members of the committee. It’s 
an honor to lead the men and women of CYBERCOM. It’s also a 
tremendous honor to work with and for General Bob Kehler. He 
has been truly supportive of everything that we’re trying to do in 
CYBERCOM, and he’s the only one that’s nice to me, and as an in-
telligence officer, that’s unique. [Laughter.] 

It does give me great pleasure to come here today and talk to you 
about the great things that we’re doing at CYBERCOM, but also 
to address some of the questions that you’ve put on the table and 
I think some of the questions that have troubled the committee in 
the past. I will try to answer some of those. I cannot answer all 
of those today. 

First, the role of DOD. It takes a team to operate in cyberspace 
and we’ve talked about this team approach. But at times I think 
in talking about the team approach we’re not clear on who’s in 
charge when. For defending the Nation in cyberspace or in any way 
when the Nation is under attack, that’s a DOD mission and that 
falls to STRATCOM and CYBERCOM in cyberspace. We are also 
responsible for supporting the combatant commands in their cyber-
space operations and for defending the DOD networks, as well as 
supporting the Department of Homeland Security (DHS) and de-
fending critical infrastructure. We must also gather important 
threat information to protect, prevent, and mitigate and recover 
from cyber incidents in support of DHS and the Federal Bureau of 
Investigation (FBI). 

As I said, no single public or private entity has all the required 
authorities, resources, or capabilities to respond to or prevent a se-
rious cyber attack. I work closely with Secretary Napolitano and 
Deputy Secretary Lew at DHS and with Director Bob Mueller at 
FBI. We all see eye-to-eye on the importance of cyber, of supporting 
each other in these cyber missions. FBI’s role in domestic cyber-
space is absolutely critical to disrupting cyber criminals and stop-
ping cyber attacks and leading investigation in those areas. DHS’ 
work to defend the Government and to strengthen the security pos-
ture of critical infrastructure is essential. They are the lead for do-
mestic cyber security and help protect Federal networks and crit-
ical infrastructure. 

To act quickly, we must have clear lanes of responsibility and 
rules of engagement. We all recognize that the private sector plays 
a key role in this area, and having the ability to work with the pri-
vate sector is important to us and one of the key reasons we need 
cyber legislation. The Executive order issued last month, as you 
noted, Mr. Chairman, is a step in the right direction, but it does 
not take away the need for cyber legislation. 

I’d like to point out before I go forward that civil liberties, over-
sight, and compliance are key for both CYBERCOM and NSA in 
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operating in this space, and we take that requirement sincerely 
and to heart and ensure that we do every part of this properly. I 
would also point out that we can do both. You can protect civil lib-
erties and privacy and protect our Nation in cyberspace. I think 
that’s one of the things that we need to educate the American peo-
ple on, how do we do that, how do we work with industry to do 
this. 

If you look at the strategic landscape—you’ve hit on much of 
that, Mr. Chairman. When you look at the strategic landscape from 
our perspective, it’s getting worse. Cyber effects are growing. We’ve 
seen the attacks on Wall Street over the last 6 months grow signifi-
cantly, over 140 of those attacks over the last 6 months. Last sum-
mer in August we saw a destructive attack on Saudi Aramco where 
the data on over 30,000 systems were destroyed. If you look at in-
dustry, especially the antivirus community and others, they believe 
it’s going to grow more in 2013, and there’s a lot that we need to 
do to prepare for this. 

Let me just talk a little bit about what we’re doing to prepare 
for it from our perspective. As many of you know, we are already 
developing the teams that we need, the tactics, techniques, proce-
dures, and the doctrine for how these teams would be employed, 
with a focus on defending the Nation in cyberspace. 

I would like to be clear that this team, this Defend-the-Nation 
team, is not a defensive team; this is an offensive team that the 
DOD would use to defend the Nation if it were attacked in cyber-
space. Thirteen of the teams that we are creating are for that mis-
sion set alone. We’re also creating 27 teams that would support 
combatant commands and their planning process for offensive 
cyber capabilities. Then we have a series of teams that would de-
fend our networks in cyberspace. Those three sets of teams are the 
core construct for what we’re working with and the Services to de-
velop our cyber cadre. 

As you noted, the key here is training our folks to the highest 
standard possible. I think that’s the most important thing that we 
are on the road to and it’s the most important partnership that we 
have with NSA and others, is ensuring that the training standards 
that we have for our folks is at the highest level. 

I’d just like to hit on a few key points that we’re doing to develop 
this cyber strategy. You mentioned command and control. General 
Kehler, the combatant commands, the Service Chiefs, and I are all 
looking at the command and control, how we work this with the 
other combatant commands. That’s a key issue. We have done a lot 
of work on that and we’ve ironed out how the joint cyber centers 
at each combatant command would work with CYBERCOM, how 
we push information back and forth, and how we’d have oper-
ational control and direct support of teams operating in their area. 
There will be more to do in this as the teams come on line. 

One of the key things that we have to address is situational 
awareness, how do you see an attack in cyberspace. Today seeing 
that attack is almost impossible for the DOD. Specifically, an at-
tack on Wall Street would probably not be seen by us. It’s going 
to be seen by the private sector first, and that’s a key need for in-
formation-sharing. It has to be real-time to DOD, DHS, and FBI, 
all at the same time, one government team. If we’re going to re-
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spond in time to make a difference, we have to see that in real 
time. Those companies that are sharing that information with us 
have to have liability protection. 

We’re also building the operational picture that we would share, 
CYBERCOM would share, with the other combatant commands, 
with DHS, with FBI, and with other national leaders. 

We need a defensible architecture, and you’ve heard about the 
joint information environment, our cloud security. Not only is that 
more defensible, it was created by some of our folks to come up 
with the most defensible architecture we could make; it’s also more 
secure. It’s not perfect. No architecture is perfect in security, but 
it is better than where we are and it’s cheaper, and it’s something 
that we should push for. 

Mr. Chairman, you mentioned authorities, policies, and standing 
rules of engagement. We’re working that hard, but, as you’ve al-
ready stated, this is a new area for many of our folks, especially 
within the administration, within Congress, and the American peo-
ple. Setting those right, we’re being cautious in ensuring that we’re 
doing that exactly right and sharing the information we have with 
Congress. 

So in conclusion, from my perspective no one actor is to blame 
for our current level of preparedness in cyberspace. Many don’t un-
derstand how serious the threat is, so we need to educate people 
on this threat. We must address this as a team, sharing unique in-
sights across government and with the private sector. We must le-
verage the Nation’s ingenuity through an exceptional cyber work-
force and rapid technological innovation. The U.S. Government has 
made significant strides in defining cyber doctrine, organizing 
cyber capabilities, and building cyber capacity. We must do much 
more to sustain our momentum in an environment where adver-
sary capabilities continue to evolve as fast or faster than our own. 

Mr. Chairman, that completes my statement. 
[The prepared statement of General Alexander follows:] 

PREPARED STATEMENT BY GEN KEITH B. ALEXANDER, USA 

Thank you very much, Chairman Levin and Ranking Member Inhofe, for inviting 
me to speak to you and your colleagues today on behalf of the men and women of 
U.S. Cyber Command (CYBERCOM). I have the honor of leading them on a daily 
basis, and let me assure you there is not a finer and more dedicated team of 
servicemembers and civilian personnel anywhere. It gives me great pleasure to ap-
pear before you to talk about their accomplishments, and to describe some of the 
challenges they face in performing their difficult but vital mission of keeping U.S. 
military networks secure, helping to protect our Nation’s critical infrastructure from 
national-level cyber attacks, assisting our combatant commanders around the world, 
and working with other U.S. Government agencies tasked with defending our Na-
tion’s interests in cyberspace. 

CYBERCOM is a subunified command of U.S. Strategic Command in Omaha, 
though we are based at Fort Meade, MD. We have approximately 834 active-duty 
military and civilians assigned from an authorized end strength of 917 (plus con-
tractors), and a budget of approximately $191 million for fiscal year 2013. 
CYBERCOM has strong, evolving, and growing cyber components representing each 
of the Services: Fleet Cyber Command/Tenth Fleet, Army Cyber Command/Second 
Army, Air Force Cyber Command/24th Air Force, and Marine Forces Cyber Com-
mand. Each of our Service Cyber Components also has representation at our head-
quarters. Combined we and they have more than 11,000 people in our force mix. 

CYBERCOM shares its headquarters with key mission partners in the National 
Security Agency (NSA), which I also lead. CYBERCOM’s colocation with NSA pro-
motes intense and mutually beneficial collaboration. The Department of Defense 
(DOD) established CYBERCOM in 2010 to leverage NSA’s capabilities. This part-
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nership is key to what we are doing now, and provides the essential context for all 
the activities I shall describe below. The people under my command and direction 
at CYBERCOM and NSA are collectively responsible for operating the Department’s 
information networks, detecting threats in foreign cyberspace, attributing threats, 
securing national security and military information systems, and helping to ensure 
freedom of action for the U.S. military and its allies in cyberspace—and, when di-
rected, defending the Nation against a cyber attack. Also nearby at Fort Meade is 
another key mission partner, the Defense Information Systems Agency (DISA). The 
constellation of agencies and capabilities in the Washington, DC, region makes for 
a unique synergy of people and ideas—a nexus for military and national cybersecu-
rity innovation. 

CYBERCOM has deployed representatives and mission support elements world-
wide. We have an expeditionary cyber support unit forward in Afghanistan. We also 
have liaison officers at each Combatant Command (serving as that Command’s CSE 
lead) and in several other key offices and agencies in the Washington area. The flow 
of information and advice across CYBERCOM and its Service components and the 
commands, agencies, and foreign mission partners here and overseas is improving 
slowly but steadily. 

Since I last spoke with you in March 2012, our progress has accelerated. In De-
cember we moved ahead with building a balanced and highly capable military cyber 
force designed to meet our joint warfighting requirements. We have laid out and 
codified team composition, training, and certification standards to field a world-class 
force in support of the Combatant Commands (CCMD). Although we have much 
work to do, we are focused on doing it right and meeting the CCMDs’ and the Na-
tion’s most pressing cyber defense requirements. In short, we have moved ahead to 
normalize cyber operations within the U.S. military, and to turn that capability into 
a reliable option for decisionmakers to employ in defending our Nation. This 
progress will not only make our military more capable but our networks and infor-
mation more secure. We have serious threats facing us, as I shall explain. Our 
progress, however, can only continue if we are able to fulfill our urgent requirement 
for sufficient trained, certified, and ready forces to defend U.S. national interests in 
cyberspace. 

THE STRATEGIC LANDSCAPE 

U.S. Cyber Command operates in a dynamic and contested environment that lit-
erally changes its characteristics each time someone powers on a networked device. 
Geographic boundaries are perhaps less evident in cyberspace, but every server, 
fiber-optic line, cell tower, thumb drive, router, and laptop is owned by someone and 
resides in some physical locale. In this way cyberspace resembles the land domain— 
it is all owned, and it can be reshaped. Most networked devices, for example, are 
in private hands, and their owners can deny or facilitate others’ cyber operations 
by how they manage and maintain their networks and devices. Cyberspace as an 
operating environment also has aspects unique to it. Events in cyberspace can seem 
to happen instantaneously. Data can appear to reside in multiple locations. There 
is a great deal of anonymity, and strongly encrypted data are virtually unreadable. 
In cyberspace, moreover, sweeping effects can be precipitated by states, enterprises, 
and individuals, with the added nuance that such cyber actors can be very difficult 
to identify. The cyber landscape also changes rapidly with the connection of new de-
vices and bandwidth, and with the spread of strong encryption and mobile devices. 
Despite the unique characteristics of cyberspace, states still matter because they can 
affect much of the physical infrastructure within their borders. Convergence is our 
watchword; our communications, computers, and networks are merging into one dig-
ital environment as our political, economic, and social realms are being reshaped by 
the rush of innovation. 

In this environment that is both orderly and chaotic, beneficial and perilous, we 
at CYBERCOM have to focus on actors who possess the capability—and possibly the 
intent—to harm our Nation’s interests in cyberspace or to use cyber means to inflict 
harm on us in other ways. Unfortunately, the roster of actors of concern to us is 
growing longer and growing also in terms of the variety and sophistication of the 
ways they can affect our operations and security. 

State actors continue to top our list of concerns. We feel confident that foreign 
leaders believe that a devastating attack on the critical infrastructure and popu-
lation of the United States by cyber means would be correctly traced back to its 
source and elicit a prompt and proportionate response. Nonetheless, it is possible 
that some future regime or cyber actor could misjudge the impact and the certainty 
of our resolve. 
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We have some confidence in our ability to deter major state-on-state attacks in 
cyberspace but we are not deterring the seemingly low-level harassment of private 
and public sites, property, and data. As former Secretary of Defense Panetta ex-
plained to an audience in New York last October, states and extremist groups are 
behaving recklessly and aggressively in the cyber environment. Such attacks have 
been destructive to both data and property. The Secretary mentioned, for example, 
the remote assaults last summer on Saudi Aramco and RasGas, which together ren-
dered inoperable—and effectively destroyed the data on—more than 30,000 com-
puters. We have also seen repressive regimes, desperate to hold on to power in the 
face of popular resistance, resort to all manner of cyber harassment on both their 
opponents and their own citizens caught in the crossfire. Offensive cyber programs 
and capabilities are growing, evolving, and spreading before our eyes; we believe it 
is only a matter of time before the sort of sophisticated tools developed by well-fund-
ed state actors find their way to non-state groups or even individuals. The United 
States has already become a target. Networks and websites owned by Americans 
and located here have endured intentional, state-sponsored attacks, and some have 
incurred damage and disruption because they happened to be along the route to an-
other state’s overseas targets. 

Let me draw your attention to another very serious threat to U.S. interests. The 
systematic cyber exploitation of American companies, enterprises, and their intellec-
tual property continued unabated over the last year. Many incidents were per-
petrated by organized cybercriminals. Identity and data theft are now big business, 
netting their practitioners large profits and giving rise to an on-line sub-culture of 
markets for stolen data and cyber tools for stealing more. Much cyber exploitation 
activity, however, is state-sponsored. Foreign government-directed cyber collection 
personnel, tools, and organizations are targeting the data of American and western 
businesses, institutions, and citizens. They are particularly targeting our tele-
communications, information technology, financial, security, and energy sectors. 
They are exploiting these targets on a scale amounting to the greatest unwilling 
transfer of wealth in history. States and cybercriminals do not leave empty bank 
vaults and file drawers behind after they break-in—they usually copy what they 
find and leave the original data intact—but the damage they are doing to America’s 
economic competitiveness and innovation edge is profound, translating into missed 
opportunities for U.S. companies and the potential for lost American jobs. Cyber-en-
abled theft jeopardizes our economic growth. We at CYBERCOM work closely with 
our interagency partners to address these threats. 

We must also watch potential threats from terrorists and hacktivists in cyber-
space. The Intelligence Community and others have long warned that worldwide 
terrorist organizations like al Qaeda and its affiliates have the intent to harm the 
United States via cyber means. We agree with this judgment, while noting that, so 
far, their capability to do so has not matched their intent. This is not to downplay 
the problem of terrorist use of the Internet. Al Qaeda and other violent extremist 
groups are on the Web proselytizing, fundraising, and inspiring imitators. We 
should not ignore the effectiveness with which groups like al Qaeda and its affiliates 
radicalize ever larger numbers of people each year—on more continents. The Fed-
eral Bureau of Investigation and other agencies cite instances in which would-be 
terrorists found motivation and moral support for suicide attacks at jihadist 
websites and chat rooms. This is an especially serious and growing problem in areas 
of hostilities where our troops and personnel are deployed. Another threat that is 
not growing as fast as we might have feared, on the other hand, is that of 
hacktivists with a cause or a grievance that leads them to target U.S. Government 
and military networks. Our vulnerabilities to this sort of disruption remain, but 
2012 saw fewer such incidents than 2011. 

LOOKING AHEAD: THE COMMAND’S PRIORITIES 

I have established several priorities for U.S. Cyber Command in dealing with 
these risks and threats. We are actively working to guard DOD’s networks and in-
formation and helping to defend the Nation. Key to countering these threats is 
learning how to grow our capabilities in this challenging domain. We have no alter-
native but to do so because every world event, crisis, and trend now has a cyber- 
aspect to it, and decisions we make in cyberspace will routinely affect our physical 
or conventional activities and capabilities as well. CYBERCOM is building cyber ca-
pabilities into our planning, doctrine, and thinking now—while we as a nation have 
time to do so in a deliberate manner. We do not want to wait for a crisis and then 
have to respond with hasty and ad hoc solutions that could do more harm than 
good. 
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When I say we are normalizing cyber operations, I mean we are making them a 
more reliable and predictable capability to be employed by our senior decision-
makers and Combatant Commanders. Normalizing cyber requires improving our 
tactics, techniques, and procedures, as well as our policies and organizations. It also 
means building cyber capabilities into doctrine, plans, and training—and building 
that system in such a way that our combatant commanders can think, plan, and 
integrate cyber capabilities as they would capabilities in the air, land and sea do-
mains. 

In keeping with DOD’s Strategy for Operating in Cyberspace, U.S. Cyber Com-
mand and NSA are together assisting the Department in building: (1) a defensible 
architecture; (2) global situational awareness and a common operating picture; (3) 
a concept for operating in cyberspace; (4) trained and ready cyber forces; and (5) ca-
pacity to take action when authorized. Indeed, we are finding that our progress in 
each of these five areas benefits our efforts in the rest. We are also finding the con-
verse—that inertia in one area can result in slower progress in others. I shall dis-
cuss each of these priorities in turn. 
Defensible Architecture: 

DOD owns 7 million networked devices and thousands of enclaves. Cyber Com-
mand works around the clock with its Service cyber components, with NSA, and 
with DISA to monitor the functioning of DOD networks, including the physical in-
frastructure, the configurations and protocols of the components linked by that in-
frastructure, and the volume and characteristics of the data flow. This is a dynamic 
defense, and it consistently provides better security than the former patch-and-fire-
wall paradigm. Patches and firewalls are still necessary—I wish everyone kept 
theirs up-to-date—but they are an insufficient defense for DOD networks. Dynamic 
defenses have brought about noticeable improvements in the overall security of 
DOD information environment. We know for a fact that our adversaries have to 
work harder to find ways into our sensitive but unclassified networks. Unfortu-
nately, adversaries are willing to expend that effort, and DOD’s architecture in its 
present state is not defensible over the long run. We in the Department and the 
Command are crafting a solution. The Department’s bridge to the future is called 
the DOD Joint Information Environment (JIE), comprising a shared infrastructure, 
enterprise services, and a single security architecture to improve mission effective-
ness, increase security, and realize information technology (IT) efficiencies. The JIE 
will be the base from which we can operate in the knowledge that our data are safe 
from adversaries. Senior officers from CYBERCOM and NSA sit on JIE councils and 
working groups, playing a leading role with the office of the DOD’s Chief Informa-
tion Officer, Joint Staff J6, and other agencies in guiding the Department’s imple-
mentation of the JIE. NSA, as the Security Adviser to the JIE, is defining the secu-
rity dimension of that architecture, and has shown how we can pool big data and 
still preserve strong security. We have even shared the source code publicly so pub-
lic and private architectures can benefit from it. DOD is benefitting from that 
knowledge and from our growing understanding of the totality of measures, proce-
dures, and tools required to assure the health and security of even the biggest net-
works and databases. 
Increased Operational Awareness: 

Enhanced intelligence and situational awareness in our networks will help us 
know what is happening in the cyberspace domain. This effort can be likened to a 
cyber version of the tactical air picture of friendly, neutral, and aggressor aircraft 
that a Combined Air Operations Center in a Combatant Command typically main-
tains. We are now issuing a weekly Cyber Operating Directive across the DOD cyber 
enterprise for just this purpose, so that all .friendlies. understand what is hap-
pening in cyberspace. Our improving knowledge of what is normal in cyberspace is 
crucial to grasping what is not normal. We at CYBERCOM are also helping DOD 
increase our global situational awareness through our growing collaboration with 
Federal Government mission partners like the Department of Homeland Security 
(DHS), the FBI, and other departments and agencies, as well as with private indus-
try and with other countries. That collaboration in turn allows us to better under-
stand what is happening across the cyber domain, which enhances our situational 
awareness, not only for the activities of organizations based at Fort Meade but also 
across the U.S. Government. I am happy to report that at least one of our foreign 
partners has volunteered to invest in this and enter its own network traffic data 
to contribute to a common picture. 
Operating Concepts: 

Our operating concept calls for us to utilize our situational awareness to recognize 
when an adversary is attacking, to block malicious traffic that threatens our net-
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works and data, and then to maneuver in cyberspace to block and deter new 
threats. I am pleased to report that in December, the Department endorsed the 
force presentation model we need to implement this new operating concept. We are 
establishing cyber mission teams in line with the principles of task organizing for 
the joint force. The Services are building these teams to present to U.S. Cyber Com-
mand or to support Service and other combatant command missions. The teams are 
analogous to battalions in the Army and Marine Corps—or squadrons in the Navy 
and Air Force. In short, they will soon be capable of operating on their own, with 
a range of operational and intelligence skill sets, as well as a mix of military and 
civilian personnel. They will also have appropriate authorities under order from the 
Secretary of Defense and from my capacity as the Director of NSA. Teams are now 
being constructed to perform all three of the missions given to U.S. Cyber Com-
mand. We will have: (1) a Cyber National Mission Force and teams to help defend 
the Nation against national-level threats; (2) a Cyber Combat Mission Force with 
teams that will be assigned to the operational control of individual Combatant Com-
manders to support their objectives (pending resolution of the cyber command and 
control model by the Joint Staff); and (3) a Cyber Protection Force and teams to help 
operate and defend DOD information environment. 
Trained and Ready Forces: 

Each of these cyber mission teams is being trained to common and strict oper-
ating standards so that they can be on-line without putting at risk our own military, 
diplomatic, or intelligence interests. Doing this will give not only U.S. Cyber Com-
mand’s planners, but more significantly our national leaders and combatant com-
manders, a certain predictability in cyber capabilities and capacity. Key to building 
out the Cyber Mission Force articulated in our Force Planning Model is having the 
training system in place to train each of the cyber warriors we need, in the skill 
sets we require and at the quality mandated by the cyber mission. We have that 
training system in place for the operators, and now we need to build the accom-
panying command and staff academic support packages and programs to ensure our 
officers and planners know how to effectively plan for and employ cyber capabilities 
for our Nation. As a result of this operator and staff training system, decision-
makers who require increments of cyber skills to include in their plans will know 
how to ask for forces to fill this requirement, and planners will know how to work 
cyber effects into their organizations’ plans. To build the skills of the force—as well 
as to test the ways in which its teams can be employed—U.S. Cyber Command has 
sponsored not only an expanding range of training courses but also two important 
exercises, Cyber Flag and Cyber Guard. The latter assembled 500 participants last 
summer including 100 from the National Guards of 12 States. They exercised State 
and national-level responses in a virtual environment, learning each other’s com-
parative strengths and concerns should an adversary attack our critical infrastruc-
ture in cyberspace. Cyber Flag is our annual exercise at Nellis Air Force Base in 
Nevada and we conduct it with our interagency and international partners. Our 
most recent running of Cyber Flag introduced new capabilities to enable dynamic 
and interactive force-on-force maneuvers at net-speed, while incorporating actions 
by conventional forces as well at Nellis’ nearby training area. 
Capacity to Take Action: 

Successful operations in cyberspace depend on collaboration between defenders 
and operators. Those who secure and defend must synchronize with those who oper-
ate, and their collaboration must be informed by up-to-date intelligence. I see great-
er understanding of the importance of this synergy across the Department and the 
Government. The President recently clarified the responsibilities for various organi-
zations and capabilities operating in cyberspace, revising the procedures we employ 
for ensuring that we act in a coordinated and mutually-supporting manner. As part 
of this progress, DOD and U.S. Cyber Command are being integrated in the machin-
ery for National Event responses so that a cyber incident of national significance 
can elicit a fast and effective response to include pre-designated authorities and self- 
defense actions where necessary and appropriate. CYBERCOM is also working with 
the Joint Staff and the combatant commands to capture their cyber requirements 
and to implement and refine interim guidance on the command and control of cyber 
forces in-theater, ensuring our cyber forces provide direct and effective support to 
commanders’ missions while also helping U.S. Cyber Command in its national-level 
missions. In addition, we are integrating our efforts and plans with combatant com-
mand operational plans and we want to ensure that this collaboration continues at 
all the commands. Finally, most cyber operations are coalition and interagency ef-
forts, almost by definition. We gain valuable insight from the great work of other 
partners like the Departments of Justice and Homeland Security, such as in their 
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work against distributed denial of service attacks against American companies, 
which in turn helps DOD fine-tune defenses for the DOD information environment. 
We also benefit from sharing with the Services and agencies of key partners and 
allies. We welcome the interagency collaboration and evolving frameworks under 
which these efforts are proceeding, especially such revisions that would make it 
easier for the U.S. Government and the private sector to share threat data, as the 
administration previously emphasized. In addition, new standing rules of engage-
ment for cyber currently under development will comply with and support recently 
issued policy directives on U.S. cyber operations. 

BUILDING FOR THE FUTURE 

We have made strides in all of our focus areas, though what gratifies me the most 
is seeing that we are learning how they all fit together. We are building quickly and 
building well, but we are still concerned that the cyber threats to our Nation are 
growing even faster. From the technological, legal, and operational standpoints we 
are learning not only what is possible to accomplish but also what is wise to at-
tempt. Our plans for U.S. Cyber Command over the foreseeable future—which ad-
mittedly is not a very distant horizon—should be understood in this context. 

In a speech last fall, then-Secretary Panetta emphasized the Department’s need 
to adjust our forces as we transition away from a decade of war. He explained that 
a wise adjustment makes cuts without hollowing out the force, while also investing 
in ways that prepare us to meet future needs. We will do that, he said, by increas-
ing our investments in areas including space and cyber. It is fair to ask how we 
plan to use such new resources while others are trimming back. Our new operating 
concept to normalize cyber capabilities is just the sort of overarching theme to unite 
the whole institutional push. We need to foster a common approach to force develop-
ment and force presentation—up to and including the Service component and joint 
headquarters—given the intrinsically joint nature of this domain. 

Let me emphasize that this is not a matter of resources alone—it is a matter of 
earning trust. We will continue to do our work in full support and defense of the 
civil liberties and privacy rights enshrined in the U.S. Constitution. We do not see 
a tradeoff between security and liberty. We can and must promote both simulta-
neously because each enhances the other. U.S. Cyber Command takes this responsi-
bility very seriously. Indeed, we see this commitment in our day-by-day successes. 
We in DOD and DHS, with the Department of Justice and industry, for instance, 
have shown that together we can share threat information, to include malware sig-
natures, while still providing robust protection for privacy and civil liberties. 

Building the Department’s defensible cyber architecture will let us guard our 
weapons systems and military command and control as well as our intelligence net-
works. We hope to take the savings in personnel and resources gained by moving 
to the JIE and have the Services repurpose at least some of them to hunt for adver-
saries in our DOD networks and even to perform full-spectrum operations. Although 
doing so will require a large investment of people, resources, and time, in the long 
run it will be cheaper to train Service personnel than to hire contractors. Moving 
to the JIE will make sharing and analytics easier while also boosting security. I 
know this sounds paradoxical but it is nonetheless true, as NSA has demonstrated 
in its Cloud capability. If we know what is happening on our networks, and who 
is working in them and what they are doing, then we can more quickly and effi-
ciently see and stop unauthorized activities. We can also limit the harm from them 
and more rapidly remedy problems, whether in recovering from an incident or in 
preventing one in the first place. This is our ultimate objective for operations on our 
DOD information architecture. 

As we grow capacity, we are building cyber mission teams now , with the majority 
supporting the combatant commands and the remainder going to CYBERCOM to 
support national missions. When we have built this high-quality, certified, and 
standardized force, we will be able to present cyber forces with known capability 
sets to our combatant commanders—forces they can train with, plan for, plan on, 
and employ like forces and units any other military domain. This gets at the essence 
of normalizing cyber capabilities for DOD. Furthermore, we want to increase the 
education of our future leaders by fully integrating cyber in our existing war college 
curricula. This will further the assimilation of cyber into the operational arena for 
every domain. Ultimately we could see a war college for cyber to further the profes-
sional military education of future leaders in this domain. 

CONCLUSION 

Thank you again, Mr. Chairman and members of the committee, for inviting me 
to speak to you today. I hope you will agree with me that U.S. Cyber Command 
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has made progress across the board in the last year, thanks to the support of Con-
gress and our interagency and international partners, as well as the hard work of 
its many dedicated men and women. The novelist and visionary William Gibson 
once noted .The future is already here, it’s just not evenly distributed.. We are see-
ing that future at U.S. Cyber Command. Cyber capabilities are already enhancing 
operations in all domains. We are working to contain the vulnerabilities inherent 
in any networked environment or activity while ensuring that the benefits that we 
gain and the effects we can create are significant, predictable, and decisive. If I 
could leave you with one thought about the course of events, it is that we have no 
choice but to normalize cyberspace operations within the U.S. military and make 
them part of the capability set of our senior policymakers and commanders. I am 
ready to take your questions and to clarify our command’s achievements and chal-
lenges, and to discuss any concerns that you might wish to share. 

Chairman LEVIN. Thank you so much, General Alexander. 
We’ll have an 8-minute first round. 
General Kehler, let me start with you. The DSB released a report 

in January that has a number of noteworthy assertions and I’d like 
you to start with this assertion and comment on it. The report says 
that: ‘‘Our nuclear deterrent is regularly evaluated for reliability 
and readiness.’’ But then it says: ‘‘However, most of the systems 
have not been assessed against a sophisticated cyber attack to un-
derstand possible weak spots.’’ 

Can you comment on that? Then, General Alexander, I’m going 
to ask you to comment on that as well. 

General KEHLER. Mr. Chairman, in general terms I agree with 
the thrust of the DSB report. I think that they’ve pointed out a 
number of places that we need to do better. Let me hone in specifi-
cally on the nuclear command and control system for just a second. 
Much of the nuclear command and control system today is the leg-
acy system that we’ve had. In some ways that helps us in terms 
of the cyber threat. In some cases it’s point-to-point, hard-wired, 
which makes it very difficult for an external cyber threat to 
emerge. 

However, we are very concerned with the potential of a cyber-re-
lated attack on our nuclear command and control and on the weap-
ons systems themselves. We do evaluate that. I think, as the DSB 
pointed out, in terms of an end-to-end comprehensive review, I 
think that’s homework for us to go and accomplish. 

In what we have done to date and the pieces that we have looked 
at to date, which has been going on for quite some time, I am con-
fident today that the nuclear command and control system and the 
nuclear weapons platforms themselves do not have a significant 
vulnerability that would cause me to be concerned. We don’t know 
what we don’t know, and I think what the DSB pointed out is that 
we need a more comprehensive recurring way to evaluate such a 
threat. On that, I am in agreement with them. 

But I don’t want to leave you with the perception that I believe 
that there is some critical vulnerability today that would stop us 
from being able to perform our mission or, most importantly, would 
disconnect the President from the forces. I believe we have looked 
at that. I receive those reports. We’ve done a lot more over the last 
1 to 2 years. But I think in general terms the DSB is right. We 
need to do better at exercising such threats and we need to do bet-
ter working with Keith and his team to detect such threats, red 
teaming, as the DSB suggested. I think we have a ways to go here 
until we put a punctuation mark at the end of the sentence. 
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Chairman LEVIN. Is that underway? Are those kinds of contin-
uous reviews underway? 

General KEHLER. Yes, sir, they are. In fact, the pace of those 
things has increased. We completed, for example, a review of the 
Minuteman intercontinental ballistic missile (ICBM) system not so 
very long ago. We have a little bit of different problem, of course, 
with aircraft that are in flight and submarines that are under way. 
We’re confident in the connectivity to those. 

But I think that this is something we’re going to need to increase 
the volume of the gain here on this whole issue. 

Chairman LEVIN. Thank you. 
General Alexander, do you want to add anything to that? 
General ALEXANDER. Mr. Chairman, I would just add three key 

points. First, General Kehler has led a series of meetings on the 
nuclear command and control, working with both the NSA side and 
the CYBERCOM side, to look at vulnerabilities and address those. 
I would tell you I think they’ve done a great job over the last 6 
months in doing that and I think that’s moved in the right direc-
tion and leads to the conclusion that General Kehler just gave. 

I would also add that our infrastructure that we ride on, the 
power and the communications grid, are one of the things that is 
a source of concern, how you maintain that. Now, we can go to 
backup generators and we can have independent routes, but it com-
plicates significantly our mission set. It gets back to, in the cyber 
realm, how the government and industry work together to ensure 
the viability of those key portions of our critical infrastructure. 

Chairman LEVIN. General Alexander, there’s a real theft going 
on of our technology and our business strategies, our intellectual 
property, by China particularly, but not exclusively by China. The 
question is, of course, what is it going to take to stop that practice? 
I will reserve that question for later if there’s time. 

But I guess the real question I want to focus on right now is 
whether the Intelligence Community can determine not only which 
Chinese Government organizations are stealing our intellectual 
property, but also what Chinese companies may be receiving that 
intellectual property and using it to compete against U.S. firms? 

General ALEXANDER. Walking a fine line, Mr. Chairman, I would 
say that the Intelligence Community has increased its capabilities 
in this area significantly over the last 7 years. I can give you spe-
cific examples in a classified setting. 

Chairman LEVIN. Because it’s really important that we act. I 
think there’s a consensus here in Congress that this has to stop 
and that we have to find ways of preventing it, stopping it, re-
sponding to it in every way we can. This is a threat which is at 
the moment probably an economic threat, but some day could be 
a physical and a military threat as well. So we will take that in 
a classified setting. 

General Alexander, you mentioned three teams that you’re cre-
ating, I believe. Is there a timetable for those three teams? 

General ALEXANDER. Mr. Chairman, we’re working with the 
Services on that. The intent is to roughly stand up one-third of 
those, the first third, by the end of September of this year, the next 
third by September of the next year, 2014, and the final third by 
September 2015. The Services are on track. In fact, I would tell you 
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great kudos to the Service Chiefs because they are pushing that 
faster. The key part of that is training. I am extremely proud of 
the rate that they’re pushing that on. 

Chairman LEVIN. General Alexander, you mentioned the Execu-
tive order. You’ve indicated that information-sharing is needed in 
real time. Give us your personal view as to why Congress needs to 
pass cyber legislation and what needs to be in there? What is miss-
ing now that needs to be in legislation which Congress hopefully 
will pass? 

General ALEXANDER. There are three key elements that I believe 
personally that need to be in cyber legislation: first, the ability for 
industry to tell us in real time—and this is specifically the Internet 
service providers—when they see in their networks an attack start-
ing. They can do that in real time. They have the technical capa-
bility, but they don’t have the authority to share that information 
with us at network speed. They need liability protection when we 
share information back and forth and they take actions. 

The third part is more difficult and the Executive order in part 
addresses that. That’s how do we get the networks to a more defen-
sible state. It’s like your own personal computers; how do we set 
the standards without being overly bureaucratic, but how do we set 
the standards so that the power grid, our communications infra-
structure, banks and the government can withstand cyber exploits 
and attack? That resiliency needs to be built in. 

I think what the Executive order offers us is a way of discussing 
that with industry, led by Dr. Pat Gallagher at the National Insti-
tute of Standards and Technology (NIST), would allow us to sit 
down with different sectors of industry and get their insights on 
the most efficient way of doing that and, coming back then from 
Congress, how do we incentivize them for moving forward and in 
some cases, for example the power companies, how do we help 
move them through regulatory processes. 

Chairman LEVIN. Just to complete that point, you talk about the 
ability to communicate. You talk about the authority to share. Do 
we need legislation to authorize the sharing? That’s the privacy 
piece of it? 

General ALEXANDER. Mr. Chairman, it is the authority for them 
to share back information on the networks to the government. 
That’s the part that needs to be in there. 

Chairman LEVIN. All right. But that’s essentially a privacy or a 
commercial protection of secrets, of proprietary information, issue? 

General ALEXANDER. In combination, and I think it goes to some 
of the previous acts that have been there on computer and protec-
tion that’s out there. I think what we have to do is tell them it’s 
okay to share this level of information with the government. Spe-
cifically from our perspective, that information that we need to 
share is the fact of an exploit or an attack that’s coming in. 

We need to have it in real time. The complication, to really get 
to the point of your question here, is when the government shares 
back signatures it becomes more complicated because some of our 
capabilities are classified. So we have to have a way of giving them 
classified information that they would have to protect, and then if 
they see that classified information, think of this as going up to 
New York City on the New Jersey Turnpike. The EasyPass would 
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see a car going by. What we’re telling the Internet service provider 
is if you see a red car tell us that you saw the red car, where you 
saw it, and where it’s going. 

In cyberspace it would be they saw this significant event going 
from this Internet address to this target address, and they could 
tell us that at network speed and they could stop that traffic. It 
is important to recognize the role of industry because government 
could not easily scale to what the Internet service providers could 
do. It would be very costly, very inefficient. So we’re asking indus-
try to do that. 

Mr. Chairman, that does not get into the content of those com-
munications. I think it’s absolutely important for people to under-
stand we’re not asking for content. We’re asking for information 
about threats. Think of that as metadata. 

Chairman LEVIN. You’re aware of the fact that in the last de-
fense authorization bill we put in a requirement that industry that 
has clearance for classified information is required to report threats 
to the government, and the regulations and rules for that are cur-
rently being written and I presume you’re having an input in that; 
is that correct? 

General ALEXANDER. That’s correct. We’re working with them. 
The issue would be with the defense industrial base, they don’t see 
all the threats coming in all the time. Oftentimes the threats that 
we see have gotten in long before. So I think we need a total ap-
proach. I think that’s a good step in the right direction. 

Chairman LEVIN. What, the law that we wrote? 
General ALEXANDER. Yes. 
Chairman LEVIN. Okay. Thanks. Thank you. 
Senator Inhofe. 
Senator INHOFE. Thank you, Mr. Chairman. 
I’m going to ask for some brief answers to a couple of questions 

here. General Kehler, there seems to be unanimity in drawing the 
relationship between the nuclear reductions and nuclear mod-
ernization. It’s been stated several times, and I will quote Sec-
retary Gates, who said: ‘‘When we have more confidence in the 
long-term viability of our weapons system, then our ability to re-
duce the number of weapons that we must keep in the stockpile is 
enhanced.’’ Do you agree with that and with the linkage in general 
that I’m referring to? 

General KEHLER. Yes, sir, I do. 
Senator INHOFE. Would you take that last statement, that says 

‘‘When we have more confidence in the long-term viability of our 
weapons system,’’ is there reason to believe that we do now have 
more confidence? Have we done what’s necessary to have that, to 
earn that confidence in the existing system? 

General KEHLER. Sir, I’m confident in the deployed weapons 
today. I am confident in the stockpile that provides the 
sustainment spares and the hedge against any technical failure 
that we might experience. I’m confident in that stockpile today. 
Every year my predecessors, the Commanders of STRATCOM prior 
to me, and I are responsible to provide our assessment of the stock-
pile, and through this year I can certify. 

Senator INHOFE. Do you feel you’ve had the resources necessary 
to do that to your expectations and to ours? 
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General KEHLER. Yes. Although the resources have increased 
over the last couple of years and that has helped us, I think that 
the resources were dwindling to an unacceptable point. 

Senator INHOFE. Let me get into the Homeland missile defense. 
We’ve said for quite some time that there’s less concentration on 
the Homeland part of the missile defense. I’m referring to, of 
course, the number of ground-based interceptors (GBI) going down 
under this administration from 44 to 30, but it’s really more than 
that because there were 10 of them that would have been part of 
the Poland GBI, which would have been more for protection of the 
eastern part of the United States. 

It was interesting because I had Vaclav Klaus in my office yes-
terday and we were talking about a conversation we had not too 
many years ago, where he made the statement to me, he said: ‘‘Are 
you sure now, if we put our radar system in the Czech Republic 
and agree and do what’s necessary in Poland for a GBI for the 
Western Europe and Eastern United States, that you won’t pull the 
rug out from under us?’’ Of course, I said ‘‘yes.’’ But we did anyway. 

Now we’re looking at where we are today and I would ask you, 
General Kehler, are you satisfied with the numbers that we’ve gone 
down to in terms of our GBIs and do you think that we should be— 
there are a lot of options I’ll ask you about in a minute. Are you 
satisfied with the number of GBIs we have right now at 30? 

General KEHLER. I am satisfied that we can defend against a 
limited attack from North Korea today with 30. 

Senator INHOFE. What about Iran? 
General KEHLER. I am confident that we can defend against a 

limited attack from Iran, although we are not in the most optimum 
posture to do that today. 

Senator INHOFE. I think you’re being a little too cautious—not 
cautious enough here when you say a ‘‘limited attack,’’ when our 
intelligence has shown us that Iran is going to have the capability 
and a delivery system by 2015. We’re looking at what we have 
today with some options there. They’re talking about possibly an 
option on the east coast, an option on additional GBIs—I think 
you’d probably say it’s not necessary—at Fort Greely to enhance 
our capability. 

I’m concerned, as I always have been going all the way back to 
the Poland operation that was pulled out, with what was going to 
happen as far as the east coast of the United States. I know you’re 
somewhat cautiously confident. How would you characterize your 
level of confidence in the protection of the eastern part of this coun-
try with the capability that we have today? 

General KEHLER. Again, cautious. It doesn’t provide total defense 
today. 

Senator INHOFE. What about the idea of a third site in the 
United States? 

General KEHLER. It is under consideration along with, as impor-
tantly, the sensors that will be important for the threat from Iran. 

Senator INHOFE. Okay, I’m concerned when you talk about SM– 
3 Block 2A missiles. The date of that I believe currently that we 
could expect that would be 2018, is that correct? 

General KEHLER. Around 2018, yes, sir. 
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Senator INHOFE. The capability that I’ve been concerned about 
with Iran is 2015. I would share with you and I’d like to have you 
send to me your level of confidence about what’s going to happen, 
what our capability is in that 3-year interim time. 

General KEHLER. Yes, sir. 
Senator INHOFE. That can be for the record, if you would do that 

for me. 
[The information referred to follows:] 
Given that we can defend against a limited attack from Iran today, I remain 

guardedly optimistic regarding the potential Iranian ballistic missile threat between 
2015 and 2018. On 15 March 2013, the Secretary of Defense announced the plan 
to increase the number of emplaced ground-based interceptors from 30 to 44, add 
a second AN/TPY–2 radar in Japan, initiate environmental studies of potential east 
coast interceptor sites, and restructure the SM3–IIB program to develop common- 
kill vehicle technology. By funding additional GBIs and investing in common-kill ve-
hicle technology in addition to already planned improvements to sensors and com-
mand and control systems, we add protection against threats from Iran sooner while 
providing additional defense against a North Korean threat. We are actively engag-
ing with other combatant commands and the Missile Defense Agency to understand 
which concepts and technologies best address this 3-year window and show the most 
promise over the longer term. 

Senator INHOFE. Let’s see. Let’s go to, if we could, General Alex-
ander. First of all, you’ve been very helpful to me in bringing to 
my attention some of the things that I—some of my shortfalls in 
knowledge, as I’ve confessed to you, on this whole issue. Yet I con-
sider it to be so incredibly important. Right now, as you’re well 
aware, the mainframe computers, while could be considered a relic 
of the 1980s and the 1990s, of the past, they are still integral to 
our core infrastructure and have unique security vulnerabilities 
that are not as well appreciated at this endpoint in security. 

Do you agree that layered defenses are essential and that the ef-
forts must be made to ensure our mainframes receive comparable 
attention on the vulnerability protection? It seems to me that most 
of the focus is on where all of the data is stored and all the new 
stuff that’s coming on, and are we adequately protecting the main-
frame components of our systems? 

General ALEXANDER. Senator, as we’ve discussed, I believe 
there’s more work that needs to be done in protecting the main-
frame computers and that portion of the total information infra-
structure. It’s not the only vulnerability and probably not the most 
frequent one that we see, but it’s an important one to address be-
cause it is at the heart of many of our systems. As you’ve stated, 
it is one of the ones that we don’t normally look at. But it is one 
that our information assurance folks are addressing and it’s one, as 
you stated, that’s key to a layered defense. 

Senator INHOFE. I think that’s important, because what you hear 
is the new systems coming on more than the mainframe. I’m glad 
to know that you’ll be paying adequate attention to that relative 
to some of the new innovations that we see. 

There was an article in the Wall Street Journal, I think it was 
yesterday, that talked a little bit about how the banks are seeking 
help on Iran cyber attacks. It says: ‘‘Financial firms have spent 
millions of dollars responding to the attacks, according to bank offi-
cials, who add that they can’t be expected to fend off attacks from 
a foreign government.’’ 
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Then further down in the article it says: ‘‘U.S. officials have been 
weighing options, including whether to retaliate against Iran. Offi-
cials say the topic was discussed at high-level White House meet-
ings a few weeks ago, a U.S. official said, adding, ‘All options are 
on the table.’ ’’ 

Could you address this for me? 
General ALEXANDER. Senator, what I can do is hit more theo-

retical and then in a closed session address that more specifically, 
that question. But I think this gets to the heart of it. How do we 
defend the country and when does DOD step in to defend the coun-
try, and what are the actions that the Internet service providers 
can do, and what’s the most logical approach to this? Why I say 
logical is that distributed denial of service attacks, those are what 
mainly today are hitting Wall Street. Those types of attacks are 
probably best today, if they’re at the nuisance level, mitigated by 
the Internet service providers. 

The issue that we’re weighing is when does a nuisance become 
a real problem and when are you prepared to step in for that. 
That’s the work that I think the administration is going through 
right now in highlighting that. In order to do that, it gets back to 
the question the chairman had asked about information sharing. 
For us to stop this at network speed, we have to see it at network 
speed, and that’s going to be key to helping the banks and others. 

I do see this as a growing problem and I believe this is one of 
the problems that the antivirus community and others have 
brought forward to say, here’s what you’re going to see in 2013. 
What we’re seeing with the banks today, I am concerned is going 
to grow significantly throughout the year. We have to address it. 

Senator INHOFE. I appreciate that. 
Then lastly, just for the record, General Kehler, I have been con-

cerned about our allies losing confidence in the strength of our um-
brella that’s out there, and I’d like to have you—we all remember 
during the New START treaty, which I opposed, the President was 
very specific on the things that he was going to do. I look at these 
things and I see that they haven’t, with specific reference to the 
B61 bomb, the warheads of 78 and 88 and the air-launched cruise 
missiles, and the Los Alamos processing facility. These are all be-
hind the schedule that was put out back during the New START 
treaty. 

So for the record, I’d like to have you evaluate what we have 
done, that we should have done, and were told was going to be 
done if that treaty would pass, if you would do that for the record. 

General KEHLER. Yes, sir, I will. 
[The information referred to follows:] 
Sustainment and modernization of the nuclear enterprise is a complex process de-

pendent on the execution of long-term planning that is informed by accurate cost, 
schedule, performance, and capacity projections. Even minor perturbations in any 
of these areas can result in significant long-term impacts. 

For example, the 2011 Budget Control Act fundamentally changed the funding 
outlook for the National Nuclear Security Agency and caused the Nuclear Weapons 
Council (NWC) to make modernization program adjustments to meet budget con-
straints. These choices represent a balance between the condition of the stockpile, 
modernization needs of the infrastructure, and the current fiscal environment. 

The NWC understands the out-years of the fiscal year 2013 budget submission 
have additional risk. In response, the NWC recently approved a long-range stockpile 
strategy and an implementation plan to restructure modernization efforts for the fis-
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cal year 2014 budget submission. This strategy and plan address the critical weapon 
life extension and stockpile management issues discussed during consideration of 
New START. Even with a new strategy and implementation plan, the full impacts 
of additional sequestration reductions remain unknown, and thus I remain con-
cerned about the long-term effects of fiscal uncertainty on our plans and programs 
to maintain the stockpile, sustain the infrastructure, and retain a technically pro-
ficient workforce. 

Senator INHOFE. Thank you. 
Chairman LEVIN. Thank you, Senator Inhofe. 
Senator Reed. 
Senator REED. Thank you very much, Mr. Chairman. 
Thank you, gentlemen, for your service. 
General Kehler, in your discussions with Senator Inhofe you 

talked about the capacity to withstand, I believe, a limited attack 
from a country like North Korea or Iran. I think it’s important to 
determine what that means. Their existing capabilities would allow 
them only to mount a limited attack or they could mount a limited 
attack, and something more than that? I.e., are we capable of de-
fending today against what they have, and at what point do you 
feel that they could go beyond a limited attack? 

General KEHLER. Senator, let me split that into two different 
questions. There’s a question for the theater and the theater-class 
ballistic missiles, where the numbers are large and we continue to 
try to deploy capabilities to be able to blunt such a large ballistic 
missile attack in theater. 

Senator REED. Which would not be against the United States. It 
would be against regional powers. 

General KEHLER. Regional powers, our allies, or forward forces, 
et cetera, and perhaps in some cases Guam and other U.S. terri-
tory. 

Senator REED. But not the continental United States. 
General KEHLER. Yes, sir. 
Then the second question is about a limited threat to the United 

States, and the current ballistic missile defense system is limited 
in two important ways: number one, in terms of the size of raid, 
if you will, that it could deal with; and number two, in terms of 
the technological capability of it. So our system is limited. It is lim-
ited in terms of the size—and sir, before I say it’s X number of bal-
listic missiles, what I can say is we are confident we could defeat 
a threat from North Korea today. But, given the potential progress 
we are seeing from them, we are considering right now whether we 
need to take additional steps. 

Senator REED. That’s a fair response. But today you feel con-
fident you could protect the continent of the United States from an 
attack. Then the question is their technology, how fast it evolves. 

General KEHLER. Yes, sir. 
Senator REED. You’re considering that, as you must. 
General KEHLER. Numbers and whether they evolve in terms of 

an intercontinental threat. We’re working with the Intelligence 
Community on that to see if we can’t scope that. But that has our 
attention. Their activities have our attention and it has our con-
cern. 

Senator REED. Thank you. 
Let me shift gears slightly. The architecture of our nuclear deter-

rence has been the triad; sea, air, and land. One aspect is the re-
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placement of the Ohio-class ballistic missile submarine. That’s 
slipped a bit. Can you give your assessment of whether we can 
allow additional slippage or is that something we have to get on 
with? 

General KEHLER. I think we have to get on with the replacement 
for the Ohio-class submarine. I support the triad. I continue to sup-
port the triad. I think that what it brings to us still are the three 
big attributes: survivability, flexibility, and responsiveness. That 
confounds an attacker. 

I think that continues to serve us well, and of course the most 
survivable of the legs is the Ohio replacement. As far as we can 
see into the future, I think we’re going to require a replacement for 
the Ohio class. Here’s the interesting part. They will reach a date 
certain that they are no longer capable of going to sea and being 
used the way they’re used today. The Navy is working very hard 
to make sure we understand that time with clarity. We intend to 
keep those submarines longer than any other submarines we’ve 
ever had before. So I think we will reach a point that we must have 
a replacement and I believe we understand where that point is, 
and the current program puts us right about there. 

Senator REED. Thank you. 
Let me ask a question to both of you which involves the triad. 

You made the point that the most invulnerable leg of the triad is 
the submarine. There’s been lots of discussion of the potential for 
disruption of the electric grid as one of the major ways to inflict 
damage on the United States. To what extent, General Kehler, are 
your land-based assets, the missile silos and the airfields, depend-
ent critically on the local grid that could be taken down and there-
fore, either wittingly or incidentally, two legs of the triad could be 
knocked out without an explicit kinetic blow? 

General KEHLER. Sir, the nuclear deterrent force was designed to 
operate through the most extreme circumstances we could possibly 
imagine. So I am not concerned that a disruption in the power grid, 
for example, would disrupt our ability to continue to use that force 
if the President ever chose to do that or needed to do that. 

I am concerned, though, about some other facets of this. One, of 
course there’s a continuing need to make sure that we are pro-
tected against electromagnetic pulse and any kind of electro-
magnetic interference. Sometimes we have debates over whether 
that’s a Cold War relic and I would argue it is not. We need to be 
mindful of potential disruptions to that force. But I am not con-
cerned about disruptions to the power grid, for example, or other 
critical infrastructure pieces impacting that force. 

Senator REED. General Alexander, your comments about this, the 
potential threat? 

General ALEXANDER. Sir, I agree with what General Kehler said 
with nuclear command and control and the way that we do that 
specifically. I think what it really impacts is, as you look at com-
mands like U.S. Transportation Command and others, our ability 
to communicate would be significantly reduced and it would com-
plicate our governance, if you will, and our ability for the govern-
ment to act. 
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I think what General Kehler has would be intact. So the con-
sequence of that is, it’s the cascading effect into operating in that 
kind of environment that concerns us, concerns me mostly. 

Senator REED. General Alexander, let me raise an issue that, as 
Senator Levin indicated the Collins-Lieberman legislation was not 
successful. I share his view it’s very important because right now 
we have essentially a voluntary scheme. One of the arguments 
that’s raised by the opponents is that it would impose too much 
cost on the business community, et cetera. 

With your knowledge of the potential state and non-state ability 
to disrupt the economy of the United States, not our STRATCOM 
but ATM machines, et cetera, have you done a calculation of the 
potential cost to the economy if someone decided to conduct, not an 
intermittent attack on a banking system, but a concentrated at-
tack? 

General ALEXANDER. Senator, an attack on a bank would be sig-
nificant. It would have significant impacts. If people can’t get to 
their money the impact of that is huge, and you’ve seen that and 
we’ve discussed that impact. 

What I’m concerned about is a distributed denial of service at-
tack could accomplish that. A significant distributed denial of serv-
ice attack could make it very difficult for our people to do online 
banking, online trading, and others. So there’s the cost of losing 
that. If you think about Amazon, 1 hour of Amazon costs $7 million 
in profit to them if they were offline. 

There’s also a cost that complicates legislation in that each of our 
critical infrastructure portions of our industry have different levels 
of cyber readiness, if you will. So the banks and the Internet serv-
ice providers are generally pretty good, the power companies not so 
good, and the government somewhere in between. So the cost for 
repairing, for fixing that, is significant. 

I think the issue that I get talking to industry is their concern 
on creating an overbureaucratic regulatory process. So I do think 
that what the administration has put forward is, let’s sit down and 
talk to them on the way to address this, is a great step forward. 
It really does allow us now to sit down with industry and say, so 
here’s what we think needs to be done. 

In my discussions with the power company specifically, their 
comment is: Look, we’d like to do that, but that’s going to cost 
more; how do we do that? 

Senator REED. But the point, my final point, is from your per-
spective right now if an attack, which is conceivable, took place, the 
cost to that company would be many times the cost of preemptive 
action today. Yet they still object to that cost. Now, the probability 
of attack has to be weighed. If that probability today is 1 percent, 
that cost, that might be a reasonable judgment. But I think the im-
pression I get from your testimony and consistently is that percent-
age or probability goes up and up and up each day, until we reach 
the point where, do the math and if they’re not investing in pro-
tecting themselves, those financial institutions, then the cost 
they’re likely, probably to shoulder, will be catastrophic. They don’t 
seem to get that point, though. 

General ALEXANDER. I think that’s accurate. Just as you’ve said, 
it increases every day. That’s the concern and I think you’ve seen 
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that from industry stating the same thing. So I do think we have 
to have this public debate on that and get it right. 

Senator REED. Thank you very much. 
Chairman LEVIN. Thank you, Senator Reed. 
Senator Ayotte. 
Senator AYOTTE. Thank you, Mr. Chairman. 
I want to thank both of our witnesses for your leadership and for 

your service to our country. 
I wanted to follow up, General Kehler, on the issue of the ICBM 

threat to the country that Senator Inhofe and Senator Reed asked 
you about. You used the term ‘‘not optimum’’ in terms of some of 
the challenges we may face there. Just so it’s clear to people, if 
now, an ICBM were headed to the west coast we would get a shoot- 
look-shoot at it, correct, because of our missile defense system? But 
we don’t have an east coast missile defense system, so if Iran devel-
ops ballistic missile capability we don’t have the same capacity, do 
we, on the east coast of the country? 

General KEHLER. While I hate to say it, the answer is it depends. 
It depends on what a country like Iran would do, where they would 
launch from, what the azimuths are, et cetera. The intent is that 
as time passes and additional features are added to the ballistic 
missile defense system that our capability to defend improves. 

Senator AYOTTE. But just so we’re clear, as of today am I not cor-
rect in saying that west coast, North Korea, we get shoot-look- 
shoot? We don’t get the same capacity on the east coast of Iran— 
some analysts believe that they could develop this ICBM capability 
as soon as 2015. That may or may not be correct. But at this point 
our missile defense is—the capacity is different on the east coast 
of the country versus the west coast, isn’t that true? 

General KEHLER. I would tentatively say yes and provide you a 
better answer for the record. 

[The information referred to follows:] 
The Ballistic Missile Defense System is capable of defending the east coast 

against a limited intercontinental ballistic missile threat from Iran today. It’s capac-
ity to do so differs from its capacity to defend the west coast from North Korea due 
to a number of technical, operational, logistical, and geographical factors. On 15 
March 2013, the Secretary of Defense announced the plan to increase the number 
of emplaced ground-based interceptors (GBI) from 30 to 44, add a second AN/TPY– 
2 radar in Japan, initiate environmental studies of potential east coast interceptor 
sites, and restructure the SM3–IIB program to develop common-kill vehicle tech-
nology. By funding additional GBIs and investing in common-kill vehicle technology 
in addition to already planned improvements to sensors and command and control 
systems, we add protection against threats from Iran sooner while providing addi-
tional defense against a North Korean threat. 

Senator AYOTTE. I appreciate it, because the National Research 
Council actually this year recommended an additional ballistic mis-
sile site on the east coast; isn’t that right? 

General KEHLER. Yes. They are one of the organizations that has 
looked at this, yes. 

Senator AYOTTE. I certainly would like to hear your view more 
specifically as to why an east coast missile defense site would or 
would not enhance our capability to address an ICBM coming from 
Iran, particularly protecting the population base in the east coast 
of the country. 

General KEHLER. I’d be happy to provide that for the record. 
Senator AYOTTE. Thank you, General. 
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I also wanted to follow up. As I understand it, last week you tes-
tified in the HASC that any potential future nuclear arms reduc-
tions with the Russians should be bilateral in nature; is that fair? 

General KEHLER. That’s fair. 
Senator AYOTTE. So my follow-up question to that is, should they 

not be bilateral and verifiable? Is verifiable important if we were 
going to take arms reductions based on what we were going to 
count on a bilateral understanding with the Russians? 

General KEHLER. I believe verifiable is important. 
Senator AYOTTE. Why is verifiable critical or important when we 

think about entering these types of understandings with the Rus-
sians, or any other country for that matter, with regard to nuclear 
arms? 

General KEHLER. Senator, from a military perspective, I believe 
we have been on a successful and deliberate pathway with the Rus-
sians that has allowed us to reduce the threat to the American peo-
ple and to our allies while at the same time being able to achieve 
our national security objectives, and we’ve done so in a way that’s 
verifiable. I think that’s a winning combination of things. 
Verification has proven to be important for us, I believe, from an 
assurance standpoint, and I think it’s important. It has also pro-
vided second and third order benefits in terms of transparency and 
engagement with Russia which I think has been very valuable. 

Senator AYOTTE. General, are the Russians in full compliance 
with all existing arms control agreements with the United States 
right now? 

General KEHLER. The United States’ view is that they are not in 
compliance with the Conventional Forces in Europe Treaty. 

Senator AYOTTE. Are there any other treaty obligations they’re 
not in compliance with? 

General KEHLER. As I recall, and I’ll provide the official answer 
for the record, there are a couple of other treaties where we have 
questions about the way they are going about it. I think the only 
one that we have said that we do not believe officially that they 
are complying with is Conventional Forces in Europe. 

I can tell you that so far under New START all of the indications 
I have is that they are, in fact, complying. 

Senator AYOTTE. I would actually like a follow-up for the record, 
just with the question of whether they are in full compliance with 
all existing arms control agreements with the United States. 

General KEHLER. I’ll provide that for the record. 
[The information referred to follows:] 
The Department of State (DOS) publishes detailed assessments of U.S. and for-

eign nation compliance with obligations in all arms control, nonproliferation, and 
disarmament agreements, or commitments to which the United States is a partici-
pating state. The August 2012 DOS report titled, ‘‘Adherence to and Compliance 
with Arms Control, Nonproliferation, and Disarmament Agreements and Commit-
ments,’’ stated that the Russian Federation ‘‘failed to comply’’ with provisions of the 
Treaty on Conventional Armed Forces in Europe. In addition, the report expresses 
‘‘concerns’’ regarding the Russian Federation’s adherence to the Chemical Weapons 
Convention, the Treaty on Open Skies, and the Biological and Toxin Weapons Con-
vention. I would defer to the DOS for further details. 

Senator AYOTTE. Thank you, General. 
I also wanted to ask you—you and I talked about this when you 

came to see me in my office yesterday, which I appreciated, to talk 
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about these issues—about an article that appeared in the Sunday 
New York Times titled: ‘‘Cuts Give Obama Path to Leaner Mili-
tary.’’ In that article it essentially said that the sequestration cuts 
would allow the administration to call for deep reductions in pro-
grams long in President Obama’s sights, and among those pro-
grams were an additional reduction in deployed nuclear weapons 
and stockpiles and a restructuring. 

There’s some other restructuring, but the issue I want to ask you 
about is an additional reduction in deployed nuclear weapons. Can 
you tell me right now—in the article it said that the Joint Chiefs 
had agreed that we could trim the number of active nuclear weap-
ons in America’s arsenal by nearly a third and make big cuts in 
the stockpile of backup weapons. Is there any intention by the ad-
ministration right now that you’re aware of or any recommendation 
pending to significantly reduce our active nuclear weapon arsenal 
by a third or make big cuts in the stockpile of our backup weapons, 
as outlined in this article? 

General KEHLER. Senator, I can’t comment on the article. What 
I can say is that from the Nuclear Posture Review forward cer-
tainly the administration has undertaken a study to look at what 
alternatives may exist beyond New START, for reductions beyond 
New START. We participated in that conversation and in parts of 
the study. In fact, we did parts of the study at STRATCOM. We 
were fully involved, and to my knowledge no decisions have been 
made. 

Senator AYOTTE. Let me just say that, obviously, I think that 
preserving our nuclear deterrent is very important. I think that 
making significant reductions right now, at a time with what’s hap-
pening in North Korea, with the threat we face from Iran, and also 
from the situation where we find ourselves, I think, in the world, 
that obviously I hope that if there are any reductions that are 
made, for example, with the Russians, that will be done through 
the treaty process. The New START was done through the treaty 
process. 

One of the things this article also says is that there could be re-
ductions made with the Russians without a treaty. So I don’t know 
whether you would weigh in on whether we should go through the 
treaty process, but in my view I think that Congress should have 
an ability to weigh in on these issues. 

As a follow-up, I wanted to ask you, General Alexander, about 
the role of the Guard in cyber issues. Where do you see the Guard 
in general, not just the Air National Guard, but all of the Guard, 
playing what role they would play with regard to how we meet the 
challenges facing us with cyber attacks, and what role could the 
Guard play on a State basis working with, obviously, you, General 
Kehler and General Alexander, and how can the Guard help in 
this? 

General ALEXANDER. Thank you, Senator. I’ve sat down with the 
Guard leadership, all the adjutant generals from all the Guard, 
and talked about the role and responsibility of the Guard in cyber-
space. I think there are two key things that they can do: First by 
setting up protection platoons and teams and training them to the 
same standard as the Active Force, it gives us additional capacity 
that we may need in a cyber conflict. 
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The second part is it also provides us an ability to work with the 
States, with the Joint Terrorism Task Force and cyber forces that 
FBI has, and with DHS to provide additional technical capacity for 
resilience and recovery. I think those two areas the Guard can play 
a huge role in. 

The key is training them to the same standards. We talked about 
that with all the Guard chiefs. They agree with that and we are 
working towards that objective. 

Senator AYOTTE. Thank you both. I appreciate it. 
Chairman LEVIN. Thank you, Senator Ayotte. 
Senator Nelson. 
Senator NELSON. Thank you, Mr. Chairman. 
General Kehler, you spoke very crisply about us having the abil-

ity in our command and control to control our nuclear response. I 
appreciate that, and that is assuring, even though we might have 
a cyber attack that would take out electric grids and so forth and 
so on. 

What about the Russians and the Chinese? Do they have the 
ability to stop some cyber attack from launching one of their nu-
clear ICBMs? 

General KEHLER. Senator, I don’t know. I do not know. 
Senator NELSON. Mr. Chairman, I think that’s a question that 

we ought to see to what degree we could answer. That reminds me, 
in the disintegration of the Soviet Union it was the United States 
that took the initiative through Nunn-Lugar to go in and try to se-
cure those nuclear weapons. That turned out to be a very success-
ful program. 

In this new world of cyber threats, we, of course, have to be re-
sponsible for ours, but we have to worry about those others on the 
planet that have a nuclear strike capability protecting theirs 
against some outside player coming in and suddenly taking over 
their command and control. 

General Alexander, do you have any comment on that? 
Chairman LEVIN. I wonder if you would yield before his answer. 
Senator NELSON. Certainly. 
Chairman LEVIN. That is, it’s a very important question. I won-

der for starters—and I didn’t mean to, I shouldn’t interrupt the an-
swer—is to whether for starters, Senator Nelson, we should ask the 
Intelligence Community writ large as to what we know about that. 

Senator NELSON. Okay. If you want to save that—— 
Chairman LEVIN. No, no. We will do that. It’s a great idea. It’s 

an important point and we will take that on. We will ask. But let 
me not interrupt further the answer. 

Senator NELSON. Okay. I know General Alexander is going to be 
constrained as to what he can say in this setting. So let me just 
defer that then for a classified setting. 

Chairman LEVIN. Not just classified, but also a broader Intel-
ligence Community assessment as well, if we could do that, Senator 
Nelson. 

Senator NELSON. General Alexander knows everything about ev-
erything. 

General KEHLER. Senator, if I could add just one additional 
point, though. I would say that we know—I think because we’ve 
worked with the Russians over the years and we’ve had fairly de-
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cent transparency with the Russians over the years, I think we un-
derstand they are very careful about their nuclear command and 
control. They are very careful about the way they provide what we 
would call nuclear surety as well. 

This is also one of the reasons for why we would like to see addi-
tional transparency with China, because we would like to be able 
to have these dialogues with them in a military-to-military kind of 
context. It’s something that we have been trying to push now for 
quite some time. 

Senator NELSON. Exactly. As we go into the session that the 
chairman has recommended, let’s just don’t stop with China. What 
about the Brits? What about the French? Do they have the capa-
bilities of stopping a rogue cyber attack from coming in and sud-
denly messing up their command and control? 

Okay. General Alexander, you must be one of the most frustrated 
people on the planet, because you know the threat in cyber and 
here Congress can’t get anything done because certain players 
won’t allow the passage of the legislation. So let me ask you, what 
is it about liability protection that the private sector would feel 
comfortable about in order so that real-time, as you said, we have 
to have the private sector respond to an attack with the informa-
tion in real time in order to be able to meet this present and in-
creasingly dangerous threat? 

General ALEXANDER. Senator, I’ll give you my answer here and 
I’d ask to just take that for the record to get you a really accurate 
and detailed answer on it, because I do think this is important to 
lay this out. 

The issues as I see it for liability protection are in two parts. 
When the Internet service providers and companies are acting as 
an agent of the government and make a mistake and are subject 
to lawsuits, the issue becomes they get sued so many times by so 
many different actors that they spend a lot of money and time and 
effort responding to those lawsuits when we’ve asked them to do 
something to defend the Nation. So there is that one set. 

The other is, let’s say theoretically that we send a signature that 
says stop this piece of traffic because it is that Wiper virus that 
hit Saudi Aramco, but we the Government mischaracterize it and 
when they stop it that stops some traffic that they didn’t intend to 
nor did we. We make a mistake. Mistakes are going to happen be-
cause when you have real-time concerns, emergency concerns, some 
traffic may be impacted. 

That traffic that is impacted, the Internet service providers 
would quickly fix by altering that signature to get it right. But 
some traffic has been delayed or disrupted by their actions because 
we’ve asked them to, which could make them also subject to law-
suits. 

So I think it’s in that venue that we have to give them immunity 
from those kinds of actions. I’m not talking about giving them 
broad general immunity and I don’t think anyone is. It is when 
they’re dealing with the Government in good faith in these areas 
we should protect them for what we’re asking them to do. I think 
that’s in the venue. 

I’ll get you a more specific answer from our legal folks on the 
technical side. 
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[The information referred to follows:] 
There are three main areas where concerns about liability may be inhibiting pri-

vate sector action from either sharing cyber threat information with the Govern-
ment or taking action to stop cyber attacks and intrusions. Some protections in 
these areas should be considered: 

• First is that several current statutes effectively limit or prohibit the 
Internet service providers and others from sharing cyber threat information 
with the Government. Those legal constraints should be appropriately 
modified so that companies can share cyber threat information, subject to 
appropriate privacy protections. 
• Second is a broader risk that companies will be subject to private law-
suits sharing cybersecurity information with the Government. Again, there 
also needs to be liability protection in this area, subject to appropriate pri-
vacy protections and limits on what may be shared. 
• Finally, if they act to stop cyber attacks or intrusions, obviously compa-
nies should be held accountable if they cause damage by acting irrespon-
sibly. However, in some cases the companies may be taking action on cyber 
threat information provided to them by the Government, or using tech-
niques shared with them by the Government. We should consider liability 
protection for the company when it is really the Government that may be 
at fault, not the company itself. 

Senator NELSON. This should not be that hard, because we’ve 
been through this before with the metadata on the question a few 
years ago of being able to intercept traffic in order to identify the 
terrorist wherever the terrorist was. Clearly, we’ve dealt with it be-
fore and liability protections, so we ought to be able to get this one. 

General ALEXANDER. Senator, if I may, I think there’s broad con-
sensus on information sharing and liability protection. Where it 
really gets uncomfortable, if you will, is regulations, standards, 
what the Government does there. That’s the really hard part, in 
part because all the industry sectors are so different. 

I think that’s one of the things that the administration has done 
that really puts the step forward, is the Executive order now gives 
us an avenue to start discussing that. I think that’s very useful. I 
think any legislation should point to that and look at incentives to 
get industry and others to having a more resilient infrastructure. 

Senator NELSON. Thank you. 
Thanks, Mr. Chairman. 
Chairman LEVIN. Thank you. Thank you, Senator Nelson. 
Now it is Senator Blunt. 
Senator BLUNT. Thank you, Mr. Chairman. 
General Alexander, on the staffing of CYBERCOM, it’s been re-

ported that you need to expand in a significant way. Do you want 
to talk a little about what you see as your staffing needs and also 
how you’d meet those staffing needs? How do you compete for the 
kind of people you need that are in the private sector now? 

General ALEXANDER. Senator, thank you. There are two issues 
here and let me just pull them apart to accurately answer your 
question. We’re not talking about significantly increasing the 
CYBERCOM staff per se. We’re actually asking the Service compo-
nents of CYBERCOM to field teams that could do three missions: 
defend the Nation from an attack, support our combatant com-
manders, and defend our networks with cyber protection platoons. 

Those sets of teams are what is the big growth that we’re talking 
about and that the Services are looking at. We are working closely 
with each of the Services in setting standards, training standards 
for those. 
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The good news: So far the Services have stood up and met every 
goal that we’ve put for them here. I just give my hats-off to the 
Service Chiefs and our components in doing that. So we are right 
now in line, on track for one-third of that force being completed by 
September and about one-third the next September 2014, and the 
last third by 2015, that target range. 

The good news is we are taking the most serious threats and ad-
dressing those first with the teams that have already stood up. 
They’re already on line and actively working in this field. So we al-
ready have teams up and running, thanks to the Army, Air Force, 
and Navy for setting those teams up. 

So what we’re talking about is bringing those folks in. Now, 
doing that, there’s two parts to it. One is training, so we can take 
kids, young adults, with great aptitude. They don’t have to be cyber 
experts. We can help them get there. I will tell you, my experience 
is people who want to work in this area and have the desire—we 
have a machinist’s mate from the Navy, a machinist’s mate—I 
talked to him and I said, ‘‘well, how’d you get here?’’ He goes: ‘‘I 
really wanted to do it.’’ He is one of our best. So we’ve asked the 
Navy to give us all their machinist’s mates. No, just kidding. 
[Laughter.] 

So when you look at it, there is great talent out there. The real 
key part is how do we keep them, how do we incentivize them, and 
what are the programs that we’re doing? We’re working on a pro-
gram with the Services to do that, and setting up their career fields 
for the Services to have this common among the Services. 

Senator BLUNT. A concept I’d like you to talk about if you want 
to and think about if you haven’t thought about it. Senator Vitter, 
Senator Gillibrand from this committee, and I, along with Senator 
Coons and others, are looking at some legislation that would create 
more cyber warrior opportunities in the National Guard. Missouri’s 
done some of this already, as I think you know. These are people 
who are actively in this work every day anyway, who would then 
be available to react or be available to train. 

Do you have a sense of how that might be part of what you’re 
looking at in the future? 

General ALEXANDER. Senator, we have National Guard folks on 
our staff. We are actively working that with the Guard. A few 
weeks ago I sat down with all the adjutant generals from all the 
States and walked through how we could do this, how we train ev-
erybody to the same standard, Active and Guard. Their roles, two-
fold. Just to quickly summarize, one would be how they work with 
the States, DHS, FBI, in resiliency and recovery and helping the 
investigative portion, and how they work with us in a cyber conflict 
to complement what we’re trying to do. We will not have enough 
force on our side, so we’ll depend on Reserve and National Guard 
just like the rest of our force structure. 

Senator BLUNT. I think in this area that gives—for instance, 
your machinist’s mate, if he decides, he or she decides, for some 
reason that they don’t want to be in the full-time force, but they 
have this great skill level that they’ve acquired, to take that to the 
Guard. 

General? 

VerDate Nov 24 2008 14:56 Jan 07, 2015 Jkt 000000 PO 00000 Frm 00042 Fmt 6601 Sfmt 6602 Z:\DOCS\85626.009 JUNE



219 

General KEHLER. Senator, if I just might pile into the conversa-
tion for a moment. I think it’s just as important for us to remind 
ourselves that, whether it’s growth in cyber, whether it’s invest-
ment in replacement for the Ohio-class submarine, no matter 
which piece of the future that we are looking at here, all of this 
is sensitive to the budget decisions. 

Sequestration, for example, and those budget totals will, in fact, 
impact all of this. While General Alexander is right, there is some 
growth that is underway—and I think the Services have been very 
generous in that regard—there will be impacts across the board 
here. We just can’t predict what those will look like today until the 
actual budgets are redone. 

Senator BLUNT. General Kehler, have you talked about the se-
questration and the CR component of that? We had people in here 
in the last few days that have talked about how important it is we 
update your spending request, and hopefully we’re in the process 
of doing that. But would you visit with me a little bit about that? 

General KEHLER. Yes, sir. I think we would be in favor of as 
much certainty as we can put back into the process. That is a way 
to help with certainty, and that will be very beneficial. I think, as 
I said earlier, the most immediate impact for us and the most con-
cerning and troubling impact in STRATCOM is the impact that we 
will see on our civilians. That is not insignificant, and I think we 
have to be very mindful of the potential damage that those impacts 
will have. 

Beyond that, then there are the impacts on the readiness ac-
counts that we will see. That’s like a slow-motion movie. In 
STRATCOM this will be like watching something in slow motion. 
It will occur. It is happening now. It’s just we do not see the effect 
yet. We will see that effect as the months progress. 

Senator BLUNT. I think these two things come together here, 
where the failure to update the priorities by refusing to appropriate 
and debate those bills on the floor has come together with then cut-
ting those old priorities on a line-by-line basis, and it’s challenging. 

General KEHLER. Yes, sir. 
Senator BLUNT. General Alexander? 
General ALEXANDER. Senator, I was just going to add that it im-

pacts CYBERCOM in a similar way, two parts. The CR holds us 
to the fiscal year 2012 budget, but, as you now know, we’re stand-
ing up all these teams in fiscal year 2013 and the funding for that 
was in the fiscal year 2013 budget. So about 25 percent of our 
budget right now is held up. That’s significant. 

One-third of our workforce are Air Force civilians and they are 
going to be impacted by this furlough. When you think about it, 
here are the folks that we’re asking to do this tremendous job and 
we’re now going to furlough many of them. That’s a wrong message 
to send people we want to stay in the military acting in these ca-
reer fields. 

Senator BLUNT. What’s the impact of dividing your workforce be-
tween the uniformed personnel and the civilian personnel? What’s 
the internal management challenge of that, General Alexander? 

General ALEXANDER. Actually, it works well together. 
Senator BLUNT. I know it works well, but when the civilian force 

takes a furlough—— 
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General ALEXANDER. Right. It has a significant impact because 
they look at it and they say, why are we being targeted for this? 
It is a smaller group, and when you look at it, both sides agree that 
this is the wrong way to handle it. 

I think I would add to what General Kehler said, is we need to 
give the Service Chiefs and the military the ability, the flexibility 
to look at where we take these cuts and do it in a smart way. Right 
now, just doing it by activity doesn’t make sense. We would not do 
it if we ran this as an industry. 

Senator BLUNT. I couldn’t agree more. 
General Kehler, when I was at Whiteman Air Force Base the 

other day the commanding general there on this topic said: The ci-
vilian force is an integral part of what we do and we don’t need 
to send a message to them that somehow they’re not as integral to 
what happens every day as the uniformed force is. He showed real, 
I thought, very good management concern about how you keep your 
team together when the law is dividing your team and part of your 
team’s taking the hit that the other part’s not taking. 

Not suggesting, by the way, that we do anything to the uni-
formed force, but I think this is maybe one of those, the law of un-
intended consequences. You think you’re protecting the uniformed 
force and in writing the law that way then all the personnel obliga-
tion goes onto the other side. 

Do you have anything you want to say about that? 
General KEHLER. Sir, I couldn’t agree more. The role of our civil-

ians has changed dramatically over the years that I’ve served. 
Today they are integral to everything we do. They are leaders in 
our organizations. They occupy senior leadership positions. In 
many cases, they represent the expertise and the experience that 
we do not have in the uniformed force. 

So in a place like STRATCOM, in a place like CYBERCOM, in 
a place like the nuclear enterprise, where our senior civilians really 
represent most of the experience that’s left in these types of highly 
technical, highly complicated places—certainly in the space part of 
our business, we have some senior civilians who are in very impor-
tant parts of the DOD space organizations. 

So I think that my concern with the sequestration begins with 
the intentional and then the unintentional intangible impacts that 
we might see on our workforce. It is the uncertainty that goes with 
that that concerns me the most. 

If I could just add one more thing, we have had a very successful 
intern program to try to entice young college graduates to enter 
civil service so that they can have government careers. It’s been 
very successful. So in Omaha we find that a number of these 
youngsters who are just beginning their careers in civil service 
with college degrees are looking around today and wondering if this 
is their future. 

Senator BLUNT. Exactly. 
Thank you, Generals. 
Chairman LEVIN. Thank you, Senator Blunt. 
Senator Donnelly. 
Senator DONNELLY. Thank you, Mr. Chairman. 
To General Kehler, General Alexander, thank you so much for 

your service. 
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General Alexander, does the private sector have the same skills 
that your team does in reacting to cyber security and to cyber at-
tacks, and being able to protect themselves? 

General ALEXANDER. The private sector has some tremendous 
talent in this area, which we need to leverage and partner with. 
So I want to be clear. There are two parts to answering this ques-
tion accurately, I think. When you look back 70 years ago to Enig-
ma and you look at the making and breaking of codes and doing 
some of the special work that the predecessors to NSA did, we have 
special capabilities both in CYBERCOM and NSA. Hence that part-
nership. That gives us unique insights to vulnerabilities and other 
things that we can share back and forth. 

It is that area that is perhaps most important in identifying 
those vulnerabilities and sharing it with industry, those things that 
could impact our industry. But industry has like skills and sees dif-
ferent things. So the antivirus community is very good in this area, 
and I don’t want to underestimate them. What you’re actually 
doing is saying, let’s put the best of those two teams for our Nation 
together to defending us. I think that’s, in legislation, one of the 
key things that we need to do. 

Senator DONNELLY. When we look at what’s going on, a huge 
amount of this is efforts to try to steal America’s intellectual prop-
erty, from defense contractors, from private businesses, and from 
our military. If you are a business and you’re developing products 
and you’re going to patent it, you may be concerned about your 
ability to protect against a cyber attack. You know how to develop 
a great product that may help cars run faster, on less fuel, et 
cetera, but cyber attacks are not your thing. 

If you were that company, what would you recommend to them 
in terms of protecting themselves? 

General ALEXANDER. I would recommend that they first talk to 
companies like McAfee, Symantec, Mandiant, and others that have 
great experience in this and that can give them great advice. The 
defense industrial base also has companies that can do that. That 
takes them one step. 

I think Senator Inhofe brought up a good point that needs to be 
brought in here and that is it needs to be a layered defense. So 
there are things that they can do to have a more resilient and more 
protected architecture, and those things they should do. It’s like 
having Norton Antivirus in your home computer. 

Senator DONNELLY. Sure. 
General ALEXANDER. Those are the key things and we can help 

them with that. There’s another part. We know things about the 
network that now we’ll call classified information, that would be 
useful for us to share to protect those. But what we can’t do is 
share those so widely that the adversary knows that we know 
them, or we lose that capability. 

So that part of sharing has to be done properly, in a classified 
forum, that those Internet service providers and other companies 
can use to protect the networks. That’s why I say it’s almost two 
layers to this. 

Senator DONNELLY. You had mentioned before, you talked about 
being on offense as well. Are there communications made to those 
countries, to those organizations, that have done cyber attacks 
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against us that there are consequences in regards to what we can 
do as well? 

General ALEXANDER. The President did make that statement 
publicly in 2011, that we’d respond to cyber attacks with all the 
broad range of options that he has before them. I think some com-
panies have been talked to privately. I can’t go into that here. I 
think that’s the first logical step that we should take, is say if you 
do A it will really upset us. That’s why they don’t have me do it. 
They have people who can really put this in the right words. But 
I think we ought to have those demarches and other things with 
other countries, and I know the interagency process does work that 
closely. 

Senator DONNELLY. General Kehler, in regards to North Korea 
and what we have seen in the past few weeks, at this point what 
adjustments to our posture are needed, if any, to make sure that 
not only our friends in South Korea, but our own Nation and our 
other allies are protected? 

General KEHLER. Senator, we’re looking across our entire range 
of activities to see if any adjustments need to be made. What I 
would say is that deterring North Korea from acting irrationally is 
our number one priority, and that deterrence begins on the penin-
sula with our alliance with the Republic of Korea. It extends to our 
conventional forces that are forward on the peninsula. It extends 
to other forces that are available in the theater to Admiral 
Locklear and General Thurman. It extends ultimately all the way 
back to our nuclear deterrent. 

Today my assessment of certainly STRATCOM’s role in this is 
that we are capable of offering to the President the full range of 
options. Whatever he chooses to use in response to a North Korean 
act, I believe we can make available to him, and I’m confident in 
that today. 

We are looking, though, at the pace of the North Korea threat 
to see whether or not the limited missile defense that we have in 
place, both in the theater and for the United States, is on the right 
pathway to deal with the threat. We’re working that with the Intel-
ligence Community to see if there’s a more complete assessment 
that we need to put in place today and whether that will cause us 
to make any adjustments. 

Senator DONNELLY. With some areas, some countries, you can in 
a way determine here’s what we expect them to do next. Has North 
Korea—you talked about rational actors. Is it difficult at times to 
determine what they are going to do next and what steps they will 
take? 

General KEHLER. I believe it’s difficult. I believe that we all think 
that’s difficult, especially with a new leader that, frankly, I think, 
we’re still getting to know. So I think that there are great debates 
about rational, irrational, et cetera. I think for us anyway it is a 
question about readiness for us, and us being ready to respond in 
any way that might become appropriate. I am confident today that 
we can respond in appropriate ways. 

We participate in exercises, of course, with U.S. Pacific Com-
mand and with our command on the peninsula, as they are partici-
pating with the Republic of Korea in their exercise series. So I be-
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lieve that we are demonstrating the credibility of our capabilities 
and that’s important. 

Senator DONNELLY. Do you see coordination between North 
Korea and Iran in Iran’s efforts to develop further nuclear tech-
nologies and in Korea’s efforts? 

General KEHLER. Sir, I would prefer to have that conversation in 
a different setting. 

Senator DONNELLY. That’s fine. 
Thank you, Mr. Chairman. 
Chairman LEVIN. Thank you, Senator Donnelly. 
Senator Fischer is next. 
Senator FISCHER. Thank you, Mr. Chairman. 
Thank you, gentlemen, for being here today. General Kehler, it 

is a pleasure to see you again. 
Earlier you said that we can protect the continental United 

States with the resources that we currently have. Is that correct? 
General KEHLER. Against a limited threat, yes. 
Senator FISCHER. Against a limited threat. Would you agree that 

that equation would rapidly change if others would be able to de-
velop technology to detect our submarines, if governments would 
become more hostile to us, and if we don’t maintain the systems 
that we have? 

General KEHLER. Senator, I think that any time the threat 
changes that that certainly causes us to review and could cause us 
to make adjustments in all kinds of places, yes. 

Senator FISCHER. Are we addressing those concerns now? 
General KEHLER. Yes, we are. 
Senator FISCHER. Are we maintaining our nuclear arsenal to the 

standards you would like to see? 
General KEHLER. We are today and—however, with a caveat. The 

caveat is that all along over the last 2 years that I’ve been in com-
mand we have made a point of agreeing forcefully with the need 
to both modernize the deterrent and make sure that the enterprise 
is capable of sustaining it. So with those caveats, then yes, I am 
comfortable that we are capable of maintaining a safe, secure, and 
effective deterrent. 

Senator FISCHER. With those caveats, you can perform the mis-
sion that you are asked to do right now? 

General KEHLER. Yes. 
Senator FISCHER. Do you agree with the statement: the more 

useable weapons are, the more deterrent value they have and the 
less likely they will be used? 

General KEHLER. I would generally agree with that. I typically 
say the more credible the deterrent is, and that, of course, includes 
that we are able to employ it if we were ever in the situation where 
the President asked for us to employ it. 

Senator FISCHER. Do you believe that our conventional forces 
today would be able to execute a deterrence mission that’s cur-
rently performed by our nuclear weapons? 

General KEHLER. I think in some cases conventional forces are 
capable of executing—of producing a military result that would be 
similar to what a nuclear weapon could do. The question about de-
terrent effect, I think, is an interesting one, and in some cases yes, 
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I believe that strong conventional forces clearly improve and in-
crease our overall deterrent, just like a number of other factors do. 

But I believe that nuclear weapons continue to occupy a unique 
place in our defense strategy, in our national security, and in glob-
al perceptions; I think they continue to occupy a unique place. 

Senator FISCHER. From your response, I would assume that you 
would agree that we need to maintain the balance that we cur-
rently have, then, with our nuclear deterrent in balance with our 
conventional forces. Is that a good balance right now? Are we at 
a good point? 

General KEHLER. I think an interesting thing has happened. I 
believe that we are. I think that they are complementary, I would 
say. What has happened, I believe, since the Cold War is that our 
increases in our conventional capabilities and in the overwhelming 
conventional power projection that we can bring to bear around the 
world has made a difference in the role of our nuclear deterrent. 
I think that we’ve been able to narrow the role of that nuclear de-
terrent accordingly. 

But I think as we go forward that will be an interesting question 
to watch, whether our conventional forces remain strong. 

Senator FISCHER. But at current levels you believe that it is a 
good balance? If those levels would drop with conventional forces 
or with nuclear, but focusing on the conventional, if we see the nu-
clear side drop, if we don’t maintain the arsenal that we have now 
or if we continue to limit it, can the conventional forces pick up the 
slack? 

General KEHLER. I think in some cases the answer is yes. I don’t 
think they can across the board. I don’t think that they substitute 
for the effect of the nuclear deterrent. However, I do think that 
conventional forces do, in fact, make a difference in terms that we 
are no longer in a position where we have to threaten nuclear use 
in order to overcome a conventional deficiency. So that’s made a 
difference. 

I also think that we need—saying that they are in some kind of 
balance today doesn’t mean in my view that there isn’t some oppor-
tunity to perhaps go below New START levels. 

Senator FISCHER. Would you like to elaborate on that? 
General KEHLER. I think there are still—as I said earlier, from 

my military perspective, I think that we have in the deliberate 
pathway we have been on with the Russians over the years in re-
ducing the number of weapons that can potentially threaten the 
United States or our allies, and we’ve done that in a way that’s 
maintained stability and we’ve done that in a way that’s been 
verifiable, I think that has provided benefit to us from a military 
perspective. I think that if there are additional opportunities in the 
future we ought to explore those. 

Senator FISCHER. Would you recommend going below the New 
START levels unilaterally? 

General KEHLER. I would not. I think that again the formula for 
success has been that we have done this with the Russians and I 
think that’s the formula for continued success. I believe that cer-
tainly Secretary Panetta was very public about that. I’ve seen some 
correspondence from Secretary Hagel where he has agreed with 
that. The President mentioned in his State of the Union address 
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that he wanted to work with the Russians. I think that’s a con-
sistent theme that we have seen across the board. 

Senator FISCHER. It’s been suggested by opponents to our nuclear 
program that the program’s on a hair trigger. Do you believe that 
there is any risk that’s caused by our readiness posture right now? 

General KEHLER. We go to extraordinary lengths to make sure 
that our nuclear deterrent force is both safe and secure, and I be-
lieve that it is safe and I believe that it is secure. It is also under 
the positive control of the President of the United States. 

Senator FISCHER. Do you believe that it makes our country safer? 
General KEHLER. I believe that in today’s global environment 

that having a portion of our force in a ready to use posture for the 
President meets our needs today. But we are always reviewing that 
to see whether that’s the appropriate balance for tomorrow or the 
day after. I think that will vary as the world situation changes. 

Senator FISCHER. Thank you. 
General Alexander, if I could just ask you a brief question. The 

defense authorization bill said that Congress should be consulted 
about any changes to the Unified Command Plan as it relates to 
CYBERCOM. Would you commit to providing this committee, this 
panel, with justification for elevating to a CYBERCOM? 

General ALEXANDER. Absolutely. I think right now the Secretary 
and others are looking at that and I know that the intent is to 
share everything with this committee before they take any action 
and make sure the committee is comfortable with any actions. 
Right now it’s just in the discussion phases. The new Secretary has 
to look at it and I think that will take some time, and they will 
bring it back. 

Senator FISCHER. Thank you very much. 
Thank you, Mr. Chairman. 
Chairman LEVIN. Thank you very much, Senator Fisher. 
Senator Blumenthal is next. 
Senator BLUMENTHAL. Thank you, Mr. Chairman. 
Thank you both for your service, your extraordinary contribution 

to our defense readiness and our Nation. 
Perhaps I could begin, General Alexander, by asking you a gen-

eral question which perplexes me. We agree, I think all of us on 
this committee, with you that the threat of cyber attacks and cyber 
interference with key parts of our Nation’s infrastructure, our pri-
vate companies that are so vital to our national defense, is a clear 
and present danger to our Nation. Yet the Nation as a whole seems 
unaware, certainly unalarmed, by this threat. 

I know that you’ve thought a lot about these issues, have spoken 
to us about them privately as well as publicly. I wonder if you have 
some suggestions for us as to how we or you or the President can 
make the Nation more aware about them. Obviously, the President 
has spoken about them, but I wonder whether you have some 
thoughts for us. 

I know it may seem as though it’s in the political realm, but real-
ly in the educational task that I think we face together to make 
the country aware of the real threat physically and otherwise of 
cyber attack. 

General ALEXANDER. Senator, thank you. What you bring out is 
the key, I think, to really moving the legislation and other things 
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forward, and that’s educating people on the threat, accurately edu-
cating them on the technical side—what does this mean, what’s a 
cyber attack, and what are the effects, what’s going on, what are 
we losing, and what should we do. 

There are many reasons that industry and other players are con-
cerned about legislation and other things. Part of it is the cost, the 
bureaucracy that comes in. Part of it is addressing a very complex 
issue that at times it’s easier to ignore, and that’s theft of intellec-
tual property. The fact that they lose it is an issue, but for the 
country, for the Nation as a whole, this is our future. That intellec-
tual property from an economic perspective represents future 
wealth and we’re losing some of that. 

Senator BLUMENTHAL. You’ve referred to it, I think, as the great-
est single illegal transfer of wealth in the history of the world. 

General ALEXANDER. Illegal, yes, exactly. I’m concerned that if 
we don’t stop it, it will hurt our Nation significantly. There’s two 
parts to stopping it. One is fixing our infrastructure, working to-
gether with industry and government to stop these attacks. Then 
the second, as was brought out by Mr. Donnelly, perhaps our ad-
ministration and others reaching out to those countries and stop-
ping them. 

I think the second part is ongoing right now. We have to step 
back to the first part and look at how we educate. I do believe that 
we have to be more public in some of this and we have to defuse 
the alarming stuff that comes out on civil liberties and privacy and 
have a candid set of discussions on what it means to protect in 
cyberspace. I think that’s often lost. Often it is just thrown out 
there as a way of stopping progress when what will happen, what 
I’m really concerned about, is a significant event happens and then 
we rush to legislation. 

We have the time now to think our way through and get this 
right. We should educate people and do that. We are pushing the 
same thing, and we’ll help in any way we can, Senator. 

Senator BLUMENTHAL. Thank you. 
General Kehler, if I may ask you. You have stated that ‘‘It is es-

sential to provide sufficient resources to replace our Ohio-class bal-
listic missile submarines.’’ As you’re aware, the fiscal year 2013 
budget deferred procurement of the first Ohio replacement boat by 
2 years. I’d like you to share with the committee, to the extent that 
you can, whether 12 submarines are still required—I assume that 
they are—and how in general terms a requirement like this is es-
tablished, and what we’re going to do to achieve that goal? 

General KEHLER. Senator, we established the requirement by 
looking into the future and making a number of judgments about 
the future, which is what we do with every weapons system that 
we put on the books. In this case, though, I think we’ve started to 
report the assessment that the value of a submarine-based deter-
rent, as we go to the future, will remain as high as it is today. 
Then the question doesn’t become if you need to do it; in my mind 
it becomes when do you need to do it. 

So we’ve worked this very carefully with the Navy, and it is ulti-
mately the Navy’s assessment of the current performance of the ex-
isting submarines and their longevity that’s driving the answer to 
this question. Much like any other military platform, the amount 
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of use that gets put on it determines its lifetime. In the case of sub-
marines, which I don’t know much about, but a number of subma-
riners who work for me remind me constantly that it’s the cycles 
on a submarine. It’s a harsh environment, first of all, and then you 
get the pressure, no pressure, pressure, reduced pressure, et cetera. 

So that does things to metallurgy and it does things to fittings 
and it does things to the internal workings of a submarine that ul-
timately cause them to question the continued safety of being able 
to cycle down and up. The Navy tells us that we’re going to reach 
that. It’s not going to be a bright line in the sand that on today 
they’re all okay and tomorrow they’re not. There’s a zone that 
they’re going to enter and sliding these an additional 2 years to the 
right puts them in the zone. 

My view would be it’s not prudent for us to slide them further, 
unless of course the Navy steps forward and says, no, we can go 
another couple of years. I don’t know that they’re going to say that. 
I don’t expect that they will. But I think again it’s not a bright line 
in the sand. I think the issue for us will be 12 looks like the right 
number as we go to the future. That can always be adjusted as we 
go to the future. It seems to be the right balance between capa-
bility and cost, and that’s going to be important as we go to the 
future, no question about that. 

So on balance my view is that we do need to go forward with 
that. We need to go forward with long-range strike aircraft as well, 
and we need to complete the analysis of alternatives on the future 
of the ICBMs beyond 2030. That’s not a decision we have to make 
today, but it is an analysis of alternatives that needs to go forward. 

Senator BLUMENTHAL. But there’s no question right now that 12 
is the right number? 

General KEHLER. I don’t have a question that that’s—I would say 
that that’s a minimum number that we sit there looking at today. 
I don’t know if the number gets larger than that, and that will de-
pend, I believe, on a number of factors as we go forward. 

Senator BLUMENTHAL. When you say that sliding to 2 years puts 
us in the zone, could you explain what you mean? 

General KEHLER. The first of the Ohio-class submarines will 
begin to reach the end of their service lives at just about the time 
the first of the replacements comes on line. It’s a dance that we’re 
working. By the way, we’re working this with the United Kingdom 
as well because they are looking to piggyback, if you will, on this 
program for their own replacement. So this is a very delicate pro-
grammatic dance that the Navy is doing with the U.K. as well as 
with the needs that STRATCOM has put on them. 

Senator BLUMENTHAL. Thank you. 
My time has expired. Perhaps I can follow up with some ques-

tions and also to General Alexander, if we can explore perhaps fur-
ther the education of the public, which is so vital to the work really 
that you’re doing and that we’re seeking to assist you to do. 

Thank you very much. Thank you both. 
Chairman LEVIN. Thank you, Senator Blumenthal. 
Senator Sessions. 
Senator SESSIONS. Thank you, Mr. Chairman. 
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I thank both of you for your leadership in the important com-
mands that you have, both of which are extremely important to 
America. 

DOD acknowledges, General Kehler, that Russia is increasing its 
reliance on nuclear weapons and that the pace and scope of China’s 
nuclear programs, as well as the strategy behind their plans, raises 
questions about their future intentions and the number of weapons 
they intend to have. Likewise, India and Pakistan are modernizing 
their nuclear forces and the French President recently commented 
that nuclear weapons are essential for France. Of course, North 
Korea continues to expand its capabilities, while Iran is on the 
verge of acquiring nuclear weapons. 

So I’m not aware of any country reducing their nuclear stock-
piles, except perhaps us as we continue to look at that. 

But let me ask you, what are the strategic implications of these 
trends of enhanced nuclear weapons around the world? 

General KEHLER. Senator, they do have implications for us. I 
think first of all, when we look at assessing other nuclear arsenals 
around the world what we do is we look at intent and capability. 
I think none of us believe that the Russians intend to attack the 
United States. I think we don’t believe the Chinese intend to attack 
the United States, et cetera. However, they have the capability to 
do so, and as long as they do then we have an obligation to deter 
against such an attack. That means we have to be mindful of the 
capabilities that they are bringing to bear. 

We note their modernization and we certainly note their num-
bers. I think, at least again from my military perspective, arms 
control and arms reductions have helped us in terms of limiting or 
reducing in some cases the threat that we face. 

We get to a point here, though, where as we work toward a goal, 
if the eventual goal is zero, you get to a point where other arsenals 
I think begin to bear on this equation. 

Senator SESSIONS. I couldn’t agree more about that. I think it’s 
unimaginable that if we go to zero that every other country in the 
world would go to zero, and that would place us at a strategic dis-
advantage of great magnitude and cannot be allowed to happen. 

Could the disparity in public vision of countries and their nuclear 
weapons, some or most of these I’ve mentioned more robust than 
the United States, could that make our allies nervous? I’m con-
cerned about these discussions that we’re having about further re-
ducing our nuclear weapons to a level I think is dangerous, about 
what discussions—what impact they might be having on our allies 
around the world, like Japan and South Korea, that have relied on 
the U.S. nuclear umbrella for the past 7 decades. 

If our arsenal and therefore the nuclear umbrella we provide con-
tinue to shrink, I’m concerned that our partners will look to create 
their own, and this is the very definition of proliferation, it seems 
to me. 

As you may have seen, the Sunday New York Times reported 
that following North Korea’s third nuclear test some influential 
South Koreans are now beginning to openly call for the South to 
develop its own nuclear arsenal. 

Is this a factor that we should consider as we evaluate the level 
of nuclear weapons that we want to maintain? 
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General KEHLER. Yes, sir, I believe it is a factor you have to con-
sider. 

Senator SESSIONS. In a message to the U.S. Senate in February 
2011, President Obama said: ‘‘I intend to modernize or replace the 
triad of strategic nuclear delivery systems of heavy bomber, air- 
launched cruise missile, and ICBM, and nuclear-powered ballistic 
missile submarines and SLBMs, and maintain the United States’ 
rocket motor industrial base.’’ 

Additionally, 2 days before the vote on the New START treaty 
in a letter to Senators Inouye, Feinstein, Cochran, and Alexander, 
President Obama reaffirmed this commitment to nuclear mod-
ernization, stating: ‘‘I recognize that nuclear modernization re-
quires investment for the long-term. That is my commitment to 
Congress, that my administration will pursue these programs and 
capabilities for as long as I am President.’’ 

Can you tell us where we are on the efforts to modernize our 
triad and our nuclear infrastructure, and are we on pace to comply 
with the President’s commitment? 

General KEHLER. Sir, I can tell you that through the submission 
of the 2013 President’s budget, with some exceptions that we 
talked about last year—there were still issues in the nuclear enter-
prise, the weapons part of the business. The program didn’t close, 
if you recall that from last year. But the 2013 budget continued the 
modernization efforts across the board. Some were later than oth-
ers, but it continued the modernization efforts. 

The 2013 budget turned into a CR. I don’t know what the re-
mainder of the year is going to bring to us in terms of the 2013 
piece of this. 

The 2014 piece—we’ve worked pretty hard over the last year to 
try to structure the 2014 piece so that it would also continue all 
of the things that you’ve mentioned here. I don’t know what’s going 
to happen to the 2014 piece, given the additional investment reduc-
tions that will have to come with sequestration. So, I can’t tell you 
today what it looks like, sir. I can’t tell you it’s not going to hap-
pen. I just can’t tell you what’s going to happen yet, because we 
don’t have a budget on the Hill yet that describes our position. 

Senator SESSIONS. Do you believe financially we should follow 
through with the commitments that the President had and this is 
a reasonable defense posture and expenditure for the United 
States? 

General KEHLER. I believe, as the advocate for the strategic force, 
that this continues to be a wise investment on our behalf, I do. 

Senator SESSIONS. In the last NDAA, we articulated certain ex-
pectations of the NNSA, which manages our nuclear weapons pro-
duction, and the Nuclear Weapons Council (NWC), of which you’re 
a member, with regard to the shaping and reviewing of NNSA’s 
budget. You review the budget and through the Council have input 
into that. Specifically, our report said: ‘‘The conferees expect that 
the NWC not only certify, as required by law, that the NNSA budg-
et as it is submitted to Congress, but that the NWC also take an 
active role in shaping and reviewing the NNSA budget as it is pre-
pared for submission to Congress and negotiated with the Office of 
Management and Budget (OMB) during the budget review proc-
ess.’’ 
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Is the NWC, which you and others sit on, taking an active role 
in shaping and reviewing NNSA’s budget proposal? I ask that be-
cause it’s really clear to me, colleagues, that the NNSA and the De-
partment of Energy (DOE), their role is much like a defense con-
tractor, a Boeing or a Lockheed. They’re producing a weapons sys-
tem that you have to have and utilize, and you should be involved 
in how they manage that and the amount of money that’s spent on 
it, I believe. At least I think that’s healthy for America. 

So do you feel good about where NWC is and are we on track 
here to raise it up as we intended to, to give it more power? 

General KEHLER. Senator, I do feel good about where we are 
today in terms of insight and influence. It isn’t perfect, but I think 
that over the last year in particular there has been a dramatic 
change in the working relationship between DOD and DOE and 
NNSA in particular over visibility into the budget and over influ-
ence in shaping that budget. 

So again, it’s not perfect. I think we’re learning a lot about how 
we can get better at this as we go forward. I think there’s more 
to do. But I have seen a tremendous change in the way we go about 
working together through the NWC and I think it’s a tremendous 
positive change. 

Senator SESSIONS. Great. 
Mr. Chairman, I would note that my understanding is that DOD 

has not yet certified the budget. They must have some concerns 
about it. But it is at the OMB level already and going forward. I 
do think it’s healthy that DOD has real input into the production 
of the budget for nuclear weapons. 

Thank you. 
Chairman LEVIN. Thank you, Senator Sessions. 
Senator Hirono. 
Senator HIRONO. Thank you, Mr. Chairman. 
Thank you, General Kehler and General Alexander, for your 

service. 
General Kehler, the men and women who are assigned to the Pa-

cific Missile Range Facility (PMRF) on Hawaii are some of the best 
around. The capabilities provided at this facility are exceptional 
and the Missile Defense Agency (MDA) uses it to test the systems 
that will protect our country and allies from missile attacks. 

Currently under construction there is the Aegis Ashore Facility, 
I’m sure you’re familiar, which will enhance the capabilities avail-
able for MDA and the Navy. So if you have not visited PMRF re-
cently, I certainly encourage you to go out there, and I would cer-
tainly want to join you in that visit so that you can chat with the 
great team that we have out there and also the contractor per-
sonnel that keeps the whole place going. 

I would welcome your thoughts on the facility as we go forward 
in these economically constrained times. 

General KEHLER. Senator, I’ll do that. I could hear my staff back 
here volunteering to get on the airplane and go visit out there. 
[Laughter.] 

I can tell you that the entire Pacific Range complex, that really 
starts on the west coast of the United States, goes to PMRF in Ha-
waii—there are other range assets in Hawaii elsewhere as well, as 
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I know you know—and then it extends all the way out toward 
Kwajalein—is very important to the United States. 

Senator HIRONO. So, I can expect your continuing support for the 
new construction that’s happening for the Aegis Ashore? 

General KEHLER. Yes, you can. 
Senator HIRONO. Again, I note in your testimony the challenge 

that you’re facing—I think you might have talked about this a little 
bit—to process and analyze all the data that our intelligence, sur-
veillance, and reconnaissance platforms are providing. So it’s one 
thing to collect all the data and we want to be sure that that data 
is accurate. It’s another as to how you’re going to use that data, 
all this tremendous amount of raw information that you’re getting. 

Given the challenging budget situation that we face and the lim-
its on the number of analysts that you have, the costs of data stor-
age, and the limits on the amount of intelligence products your con-
sumers can effectively use, how do you solve this problem and find 
the balance while ensuring that we don’t miss something big? 

General KEHLER. Senator, let me start and then I’m going to 
defer to my Intelligence Community colleague sitting on my left, 
because over the last 10 years, I think, we’ve learned something in 
combat in Southwest Asia, and that is, that it isn’t about the collec-
tors as much as it is about collecting and processing. So the more 
processing power we’ve been able to throw at the collection to have 
the machines make sense out of what is being collected, the better 
we have gotten. It has provided great insight for forward forces to 
be able to carry out their missions and act in ways I think that the 
adversaries did not think we could act. 

The question now and the trick is to extend that globally for all 
of our combatant commands as we look to the future. That’s some-
thing that we are looking at as we speak. So that’s going to be real-
ly important, and I’ll defer to Keith because his organization has 
really been in the forefront of how do you use computing power to 
help us in this collection business. 

General ALEXANDER. Senator, I think one of the things—and I’ll 
just go back to Iraq—was putting together a real-time regional 
gateway capability—think of this as the processing power that 
General Kehler talks about—and putting it forward with our com-
bat troops so that they had the information they needed. 

I think there’s a few things that you have to put on the table: 
first, understanding the needs of the tactical commander, what do 
they need to do their job. So from the Intelligence Community per-
spective that means our folks going down and being in their envi-
ronment, living in their environment, and understanding what 
their needs are, and then having access to all the data that the col-
lectors do. 

I think this committee and others and some of your staff have 
worked hard to ensure that the sensors that we have push their 
information into data stores that everybody could use. This is key, 
key to leveraging the power of our collectors, national, theater, and 
tactical, to impact the tactical commander’s requirements. We’ve 
made great strides in that. 

I know you’ve been up to NSA Hawaii, a wonderful facility, and 
I think some of the capabilities exist there, and our folks would 
love to walk you through those. 
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Senator HIRONO. So, I take it that the research and development 
component of what you do is very critical and that we need to con-
tinue to provide resources for that in order to enable you to do 
what you need to do with all this massive data that you are need-
ing to analyze. 

I note, General Alexander, that you had talked a little bit about 
how important recruiting and retaining your key personnel would 
be. I note in your testimony that you wanted to increase the edu-
cation of our future leaders by fully integrating cyber into our ex-
isting War College curricula. You noted that this will further the 
assimilation of cyber into the operational arena for every domain. 

So I know that what you’re working in is an area that needs to 
become fully integrated and assimilated. What are your thoughts 
on how long this is going to take to make sure that the curricula 
incorporates cyber and that cyber is at the forefront of what all of 
our generals should be thinking about? 

General ALEXANDER. It should be absolutely the first thing they 
learn and the most important. That’s my view, of course. 

Senator HIRONO. I tend to share that view. This is a new area 
and I think that we are very vulnerable on the cyber front. 

General ALEXANDER. So I speak at the war colleges. We have 
people at the war colleges on the NSA side that carry that message 
forward, and we are adding it into the curriculum and these 
courses are growing. 

We are also working with the Defense Intelligence Agency on set-
ting up a cyber, if you will, mid-grade course for field grade offi-
cers, the young O–3s, O–4s that we have. We have a series of 
courses that we have for our folks and for staffs, for the combatant 
command staffs, not just ours but all of them, to understand cyber. 

The interesting part here is we’ll get that set up, but it’s key to 
note that every day this area changes. So keeping on top of it and 
keeping those changes is what we really need to do, and keeping 
people aware of those changes and the impact those changes have. 
That’s the key part. 

One of the great parts about having CYBERCOM at NSA is that 
we can leverage the academic capabilities of NSA with the military 
working together to ensure we have these courses that both our ci-
vilian and military people go through. We’ve made great strides in 
that and we have a whole series of courses that we can show you 
that we’re giving to our folks. 

Then when I talk publicly, I also give people insights to books 
that they should read. When I was a younger officer, I know I did 
not read all those books that people recommended, but there are 
some great books out there on cyberspace that we recommend that 
they read. 

Senator HIRONO. So are you satisfied that this assimilation is 
going on fast enough and that it will continue? As you note, 
changes occur very rapidly in this area. 

General ALEXANDER. It’s growing. It’s not fast enough. There’s a 
lot that we have to do. But changing some of these courses takes 
time. We are pushing this very hard, with a focus on those folks 
that first have to operate in this area. I think that part is going 
well. We do have the staff-level courses out, and we have opened 
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it up for all the combatant commands, and we’re hitting those key 
parts. 

Finally, I’ll tell you that the Chairman of the Joint Chiefs of 
Staff and others have worked with the combatant commands and 
had these discussions with all of us sitting around the table to talk 
about cyber in a classified environment, so everybody understands 
the threat of that. I’ll tell you, the senior officers in our military 
do understand that. 

Senator HIRONO. You noted just now that this is an area that 
changes very rapidly and you have to stay on top of these changes. 
So can you talk a little bit about how you would measure effective-
ness in your cyber security efforts and what kind of metrics would 
you use to determine whether we’re on the right track? 

General ALEXANDER. There’s two parts to measuring that. One is 
certifying individuals, so we are developing a certification pro-
gram—think about getting a flying license—that our cyber opera-
tors would have to be certified to operate in cyberspace for different 
functionalities. That’s one part. 

The other is in our defense, looking at what we see in going 
through our cyber readiness inspections to see where each of our 
commands in the military are in defending their networks. What 
we’ve seen is a constant improvement in the cyber readiness of 
those networks. It’s not perfect, but it’s growing and getting better. 

Senator HIRONO. That’s reassuring. 
I recall that you testified about how important collaboration is 

with the private sector. Can you talk a little bit about what you 
see as the kind of collaboration? Are we talking about collaborating 
on information with the private sector, collaborating on technology? 
Then you also said that in order for all of this to happen that the 
private sector would need insulation from liability. So can you talk 
a little bit more specifically about what you mean and why the pri-
vate sector needs liability protection? 

General ALEXANDER. Senator, the key things that they need, that 
we need in sharing information, is the ability for those to under-
stand the threats as we see them, perhaps in a classified environ-
ment, and what they’re seeing in threats in their networks. They’re 
going to be looking at different portions of our networks than the 
government looks at. So together we see more if we put those two 
facts together, and we can come up with a more defensible architec-
ture. 

So there’s that sharing of information on the threats that we 
both see. Those threats could be just routine malicious software 
that’s out there to nation-state capabilities. That’s one set of 
threats, and sharing it. 

The second part is, so what do you do to fix the networks and 
make them more defensible? Here industry and government have 
some great ideas, and implementing those, for example the joint in-
formation environment, is just such a path forward that gives us 
a more defensible architecture because it allows us to patch at a 
more rapid rate and see threats better than we’ve ever been able 
to in the past. So it’s those kinds of things that we’re working on 
to move forward. 

The reason we need liability protection is when we share some 
of this information with industry or they share it back, the liability 

VerDate Nov 24 2008 14:56 Jan 07, 2015 Jkt 000000 PO 00000 Frm 00057 Fmt 6601 Sfmt 6602 Z:\DOCS\85626.009 JUNE



234 

that they incur because they are acting perhaps as an agent of the 
government in letting us know a threat is significant. Allowing 
them to be sued in some of these areas, from my perspective, when 
we’re asking them to do something and then they bear the brunt 
of that lawsuit, is not right, and we ought to fix that and address 
that. We ought to give them the authority to share their informa-
tion with the government, which they don’t have today. 

Senator HIRONO. Thank you. 
I apologize for going over my time. I didn’t see the little blue 

note. But thank you so much, Mr. Chairman. 
Chairman LEVIN. Thank you, Senator Hirono, and we will put 

these blue notes a little bit closer to the eye contact in the future. 
But you’ve always maintained your courtesy, so I’m sure our col-
leagues understand. 

Senator Lee is next. 
Senator LEE. Thank you, Mr. Chairman. 
Thank you, General Kehler and General Alexander, for joining us 

today and for your service to our country. Both of those things are 
deeply appreciated. 

General Kehler, in June 2010 as the Senate was considering the 
New START treaty, your predecessor, General Chilton, testified be-
fore the Senate Foreign Relations Committee that the force level 
under that Treaty, meaning 1,550 warheads on 700 delivery vehi-
cles, was ‘‘exactly what is needed today to provide the deterrent.’’ 

Did I understand your answer to Senator Fischer’s question as 
being inconsistent with that? I think I did. I thought I heard you 
say we could go lower than that. If that’s exactly what we needed 
in 2010, what has changed between now and then? 

General KEHLER. Senator, I think I’m not inconsistent with that, 
so let me explain. The way we determine the size of the force, we 
don’t start with a number. What we start with is a set of national 
security objectives. Those objectives eventually wind up being mili-
tary tasks. Those tasks require a certain number of weapons to 
achieve. 

When General Chilton was asked that question, he took a look 
at the national objectives that he had at the time, the tasks that 
he was asked to perform, and he looked at the number of weapons 
that were going to be permissible under the New START treaty, 
and he said all of those matched. 

My point is that we may have opportunities to go below that, but 
it doesn’t start with a number; it has to start with national objec-
tives and military tasks that would be associated with it. 

Senator LEE. Okay. So you’re not saying as of right now you’re 
certain or you’re confident that we could go below that. You’re say-
ing it is possible, based on further assessments at some point in 
the future? 

General KEHLER. Yes, sir, I think that’s right. I think it’s pos-
sible, based upon assessments, based upon national objectives, 
based upon the military tasks we would be asked to achieve. I 
think it depends on the nature of any threat that’s out there. So 
I think many factors go into the number. 

My contention is, though, like the Nuclear Posture Review said, 
I support this. I think we should explore whether further reduc-
tions are possible. 
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Senator LEE. One of the reasons why I think I was a little bit 
surprised to hear you say that, though, was in light of the ambi-
tious ongoing modernization programs that we have going on in 
Russia and in China, and in light of the fact that we have other 
countries like North Korea and Iran with aggressive nuclear ambi-
tions. I would think that our risk and our threat would be on the 
increase and our need for those weapons would not necessarily be 
diminishing. Am I mistaken in that regard? 

General KEHLER. I think all of those factors need to be consid-
ered. Primarily, though, yet today the arsenal that we have, that 
was built during the Cold War, and the arsenal that the Russians 
have represent the vast majority of the weapons that exist. 

Senator LEE. Sure, I understand that. But you know, there are 
a lot of countries, in addition to the United States, that rely on our 
nuclear arsenal. 

General KEHLER. Most definitely. 
Senator LEE. So that umbrella, if you will, extends over a num-

ber of our allies, some of which lie in close proximity to countries 
like Iran and countries like North Korea. What consequence do you 
think it might have if we diminish our nuclear forces even further, 
either through reductions or because of a failure to modernize ade-
quately? What impact might that have on some of our allies who 
rely on our own nuclear capabilities to protect them? Couldn’t that 
bring about additional nuclear proliferation? 

General KEHLER. I think that’s always a possibility. I think we 
would have to be mindful of that as we go forward and that needs 
to be one of the factors considered. 

Senator LEE. Now, do you think that countries like Saudi Arabia, 
Turkey, or maybe other nations in the Middle East might feel com-
pelled to develop nuclear weapons in the relatively near-term fu-
ture if, for example, Iran is able to achieve status as a nuclear 
power? 

General KEHLER. There have been some reports that some of 
those countries would consider it. I don’t have a good feeling from 
my position about what our official view is of that, but I think that 
again any time that we are talking about extending our nuclear 
guarantee, which is what we have done for many, many, many 
years, that our allies, what they’ve told us when they come and 
visit my headquarters is that it concerns them as we consider mak-
ing changes. So, I think we need to be mindful of those concerns 
and address them accordingly. 

Senator LEE. Right, right. That probably means that we ought to 
be cautious before reducing our nuclear arsenal, and we also ought 
to be very concerned about our failure to modernize adequately 
those weapons systems, wouldn’t it? Because again, it seems logical 
to me that, especially as we have states like Iran and North Korea 
moving in that direction, that inevitably will have a huge impact 
on what other countries do. What other countries do will in turn 
most likely put more of a burden on us and further strain our abil-
ity to provide that assurance that we’ve provided in the past, would 
it not? 

General KEHLER. I think, Senator, as we have always thought, 
ultimately our ability to deter, our ability to extend that deterrence 
and assure our allies with that is based on the credibility of our 

VerDate Nov 24 2008 14:56 Jan 07, 2015 Jkt 000000 PO 00000 Frm 00059 Fmt 6601 Sfmt 6602 Z:\DOCS\85626.009 JUNE



236 

nuclear deterrent and our nuclear deterrent force. Increasingly, 
certainly over the last decade now, the presence and capability of 
our conventional capabilities has made a difference, and I think in 
some cases has set a different context for the way we view our nu-
clear forces. But they still remain critical, I believe, and com-
plementary. 

Senator LEE. Okay. In the minute and a half or so that I have 
left, I’d like to talk to you a little bit about China. What can you 
tell me about the Chinese nuclear arsenal, and in particular wheth-
er you believe that China will continue to increase the number of 
weapons in its arsenal, and whether it’s going to try to seek a level 
of equivalency with the United States and Russia in terms of nu-
clear weapons? 

General KEHLER. Senator, I think we need to have a more full 
conversation in a different setting than this. But just in this set-
ting, what I would say is we watch China continuing to modernize 
portions of their nuclear force. In terms of numbers, I believe the 
number ranges that our Intelligence Community has assessed with 
that—I don’t think I can state that here, but I tend to believe that 
they’re in about the range that we are talking about. 

I do not see, nor has the Intelligence Community reported to me, 
that they are seeking to have some kind of numeric parity with the 
United States or with Russia. But I would quickly say I think this 
is why we want more transparency with China. We’d like to know 
what their intentions are going forward and we’d like to be able to 
expand our dialogue with them so that we can prevent any mis-
understandings. 

Senator LEE. Thank you very much, General. 
Thank you, Mr. Chairman. I see my time has expired. 
Chairman LEVIN. Thank you very much, Senator Lee. 
Senator Graham. 
Senator GRAHAM. Thank you, Mr. Chairman. 
I certainly want to associate myself with the line of questioning 

of Senator Lee. I think he’s right on point. We have to look at the 
world we live in when we make these decisions about numbers and 
capabilities. 

General Kehler, am I pronouncing your name right? 
General KEHLER. Yes. 
Senator GRAHAM. Close enough? 
Senator FISCHER. Yes, you and I are right. 
Chairman LEVIN. We’ve been batting about 500 on the committee 

today. [Laughter.] 
Senator GRAHAM. Well, I’m a colonel. I don’t want to get court- 

martialed. [Laughter.] 
Are we spending enough money to modernize our nuclear weap-

ons force? 
General KEHLER. I think we are coming out of a period where the 

answer was no. 
Senator GRAHAM. How does sequestration affect? 
General KEHLER. It affects it. I can tell you it affects it in the 

near-term in terms of the potential impact on readiness, as I men-
tioned earlier, which will come about over a period of months. I de-
scribed this earlier as a slow-motion impact in STRATCOM, be-
cause the Services are trying to protect—— 
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Senator GRAHAM. As part of the START Treaty negotiations was, 
those who voted for the Treaty—I did not—there was a promise 
given we’d modernize our nuclear force. 

General KEHLER. Part two of sequestration, of course, is the over-
all budget totals which are coming down. 

Senator GRAHAM. So basically my view is we never honored the 
modernization commitment in terms of funding, and along comes 
sequestration. So you’ve been hit twice. We never made the com-
mitment that was promised in terms of modernization funds, even 
though it was more than in the past. Now you have sequestration. 
It’s a double whammy. Would you agree? 

General KEHLER. I don’t know yet, sir, what the sequestration in-
vestment impact is going to be on us. I don’t know. The budget de-
tails have yet to be worked out. 

Senator GRAHAM. If it’s across-the-board your account will be hit, 
right? 

General KEHLER. Certainly if the rules stay the way they are, 
across-the-board. 

Senator GRAHAM. Let’s just assume that. Get back to me or the 
committee in writing: Assuming an across-the-board continuation 
over a 10-year period, what it would do to our nuclear moderniza-
tion efforts. Could you do that? 

General KEHLER. Yes, I can. 
[The information referred to follows:] 
We can meet our strategic mission responsibilities today. We expect continued 

budget reductions to impact future Department of Defense (DOD) platform acquisi-
tion programs and National Nuclear Security Administration (NNSA) stockpile 
maintenance and infrastructure sustainment activities. We will continue to develop 
sustainment and modernization plans within budget constraints to meet our stra-
tegic mission requirements. DOD and NNSA are jointly preparing an updated Sec-
tion 1043 Report (Public Law 112–81) that describes our plans for maintaining stra-
tegic deterrence capabilities for the next 10 years. The update will include consider-
ation of the budget reduction impacts on program scope and schedule, and estimated 
funding requirements for maintaining nuclear weapons delivery platforms and mod-
ernizing the nuclear weapons complex. 

Senator GRAHAM. General Alexander, why isn’t an attack on crit-
ical infrastructure in this nation, a cyber attack by a government 
like China or Russia, why is that not considered an act of war? 

General ALEXANDER. That’s a great question and I think one that 
needs to be ironed out: What constitutes an act of war in cyber-
space? So let me give you my thoughts on that versus trying to bat 
this around. 

Senator GRAHAM. There is no clear answer, I agree with you. 
General ALEXANDER. Right. I think first I would look at the laws 

of armed conflict, the intent of the nation, and what they’re doing. 
I would say what we’re seeing today from those countries, essen-
tially espionage and theft of intellectual property, is not an act of 
war. 

Senator GRAHAM. What about military modernization plans, 
stealing—a lot of their fighters tend to look like our fighters. 

General ALEXANDER. That’s right, and a lot, a lot across the 
board. So I think that’s espionage. I think that’s theft of intellec-
tual property. I would say that the intent is to steal secrets and 
you’re into the espionage, criminal. 
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If the intent is to disrupt or destroy our infrastructure, I think 
you’ve crossed a line. So somewhere in that zone—— 

Senator GRAHAM. Have you seen an intent, a planning process in 
place where enemies of the nation would attack us through cyber-
space? Is that something we should be worried about? 

General ALEXANDER. Yes, that’s something we should be worried 
about, and I can give you more details in a closed setting. 

Senator GRAHAM. All right. Now let’s talk about outside DOD. 
You can defend the defense infrastructures, but you’re so connected 
to the private sector one cannot be disconnected from the other; is 
that correct? 

General ALEXANDER. That’s correct. 
Senator GRAHAM. We don’t have a little bubble that you can pro-

tect. If systems go down, if power systems go down, it affects you. 
If financial services are disrupted, it would affect you. You can just 
go on and on with how an attack on critical infrastructure could 
affect our national security. 

Have you talked to Senator Whitehouse about his proposed solu-
tion of dealing with critical infrastructure? 

General ALEXANDER. I have not, not the latest one. I have talked 
to Senator Whitehouse in the past and found that he and I are es-
sentially in sync on those discussions. But I haven’t seen his latest. 

Senator GRAHAM. I am with him. The concept is that we would 
identify critical infrastructure in the private sector, like power sup-
ply, financial services, things that every American depends on, and 
if they went down would hurt us as a Nation, hurt our economy, 
and could do harm to our citizens. I think his concept is that, let’s 
identify our critical infrastructure and allow the industries in ques-
tion, like the utilities, to come up with best business practices with-
in their industry and submit their proposal to a collaborative body 
of government agencies, with DHS certainly a key component of it. 

If these best business practices are in the minds of the govern-
ment meaningful, we would grant liability protection to those who 
met those standards. It would be voluntary. 

Does that sound like a reasonable way to proceed? 
General ALEXANDER. Senator, I think in part that’s reasonable. 

The issue that it leaves not addressed is the information-sharing 
part. 

Senator GRAHAM. Right. That has to be done. That’s a critical 
part of it. 

Let’s assume that we get the information-sharing right. We have 
two ways to do this, through a regulatory regime—my belief is that 
regulations would be expensive and the threats move too fast for 
it to work. Do you agree with that? 

General ALEXANDER. I do. In fact, I would say so if you separate 
the two and you have liability and information-sharing on one side 
and then you have liability and standards and regulation on the 
other side that work together, in essence that’s essentially where 
the Executive order is trying to go as well. 

Senator GRAHAM. Right. So I would just want to encourage you. 
We’ll meet with Senator Whitehouse and others and see if we can 
find a pathway forward that would allow the private sector to set 
the standards in the critical infrastructure area, and the payoff 
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would be liability protection, because this is an ever-changing 
threat. 

Finally, what kind of damage could be done through a cyber at-
tack? Start with nation states, then criminal organizations. What 
kind of threat are we facing? 

Finally, in South Carolina our database at the Department of 
Revenue was hacked into and every citizen’s Social Security num-
ber and a lot of business information was stolen, causing the State 
of South Carolina a lot of chaos in trying to provide identity theft 
protection to our citizens. This was a massive intrusion into a State 
system where over 3 million Social Security numbers were seized. 

Can you just quickly tell the committee the kind of threats we 
face, and if Congress doesn’t get involved, I think we will regret the 
day. 

General ALEXANDER. Generally speaking, all our systems today, 
our power systems, our water systems, our governments, our indus-
try, depend on computers, depend on computerized switches, de-
pend on these networks, all are at risk. If an adversary were to get 
in, they could essentially destroy those components, make it so that 
you either had to replace them or get somebody to come in and re-
place each part of that. 

In the power grid as an example—— 
Senator GRAHAM. They could do as much or more damage than 

the attacks of September 11? 
General ALEXANDER. That’s correct, I think it would. If you look 

at what happened in 2003 in the northeast power disruption, that 
was caused by a software failure. That was not somebody attacking 
us. That was a software failure. 

But now think about somebody imposing a software failure, not 
just in the northeast, but across all of those and cascading that 
across the United States, and breaking some of the transformers, 
which would be very difficult to replace. We would have significant 
power outages for extended periods throughout the country. 

Think about Wall Street if we were to go in and—I know Senator 
Blumenthal was asking questions on this earlier, about what hap-
pens if you attack Wall Street and you destroyed the data that they 
need at the end of the day to ensure all the books are right. If you 
can’t close those books, which are done today by computers, you 
have a significant problem in our banking infrastructure, not just 
ours but global. 

Senator GRAHAM. Since our time is up, if you could submit to the 
committee a worst-case scenario from a cyber attack, a September 
11 scenario. 

General ALEXANDER. Yes, sir. 
[The information referred to follows:] 
I’d like to walk you through an intellectual thought exercise that we, at U.S. 

Cyber Command (CYBERCOM), use to illustrate a potential significant cyber event. 
This event is totally fictitious. It is plausible, credible, and we have observed full 

scope adversaries having developed or currently developing these capabilities. How-
ever, we have no indications that anyone is actively attempting to conduct this scale 
of operation in the near-term against U.S. systems. 

From a planning perspective, we envision any global cyber campaign to consist 
of three components; regional, U.S. domestic, and global, all three occurring simulta-
neously. While envisioned to be masked, the intention of the adversary would be to 
effectively paralyze the ability of the United States to project power globally and to 
marshal forces regionally. 
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Minute 1 would consist of attacking initial military response in the affected region 
combined with an anti-access strategy against U.S. regional logistics, i.e. U.S. Pa-
cific Command. As a domestic diversion, U.S. financial institutions may be signifi-
cantly affected. 

Minute 2 would consist of developing a regional internal disruption focused on ci-
vilian infrastructure and causing internal regional panic. This may be combined 
with affecting U.S. Transportation Command’s ability to resupply the affected re-
gion and/or geographic combatant commander and other U.S. Government networks, 
i.e. intelligence agencies, commercial network venders, et cetera. 

Minute 3 would consist of disrupting primary power generation, which would force 
the three components to rely on back-up and/or emergency power. Since back-up 
power generation is far less than primary grids, significant systems in communica-
tion, visibility, C2, and coordination would be stressed and potentially fail. 

Minute 4 would be focused at command and control in the affected region and the 
Gulf Cooperation Council. As a potential icing on the cake, U.S. Air Traffic Control 
may be affected to cause domestic U.S. panic. 

Although depicted as a 4 minute scenario, I submit that we’ve slowed the scenario 
down. This is really a 4 second scenario. 

The implication is this: within seconds, not only could the real ability for the 
United States to globally project power be put at risk, the confidence of allies to rely 
on the credible ability for the United States to globally project power be put at risk, 
which is just as significant. 

Senator GRAHAM. Finally, the Executive order, I think, is a result 
of Congress’ inaction and I don’t blame the President at all. Do you 
believe it would be prudent for Congress to enhance the Executive 
order, that we need legislation in this area beyond the Executive 
order to make the Nation safe? 

General ALEXANDER. I do. 
Senator GRAHAM. Thank you. 
Chairman LEVIN. We’re expecting Senator Kaine back at any 

minute. Senator Inhofe has a question and then I’ll have a ques-
tion, and then we’ll turn it over to Senator Kaine. 

Senator INHOFE. General Kehler, in response to the question that 
was given to you by Senator Graham—he was talking about what’s 
going to happen to you under sequestration, and then you qualified 
it and said, well, that is assuming it’s going to be cut straight 
across-the-board. Of course, that would be damaging, because 
that’s done, in my opinion, without thought. It’s just a cut across- 
the-board. 

Now, I introduced legislation 6 weeks ago anticipating that 
maybe sequestration would happen. I didn’t think it would, but I 
thought in case it does, to take the same top line as to how it’s 
going to affect a whole division of bureaucracies and then say, in 
the case of you and of anything having to do with defense, take 
that and adhere to that top line, but allow the Service Chiefs un-
derneath that to make those decisions, and would that be better? 

All the Service Chiefs, all five including the Guard Chief—I con-
tacted them, too—said yes, that would make a world of difference. 
The devastation is still there, but not as devastating. 

Would you agree with that? 
General KEHLER. Yes, sir, I would. 
Senator INHOFE. Would you, General Alexander, too? 
General ALEXANDER. I would, Senator. 
Senator INHOFE. Thank you. 
Chairman LEVIN. Thank you. 
Now Senator Kaine. 
Senator KAINE. Thank you, Mr. Chairman. 
Thank you, Generals Kehler and Alexander. 

VerDate Nov 24 2008 14:56 Jan 07, 2015 Jkt 000000 PO 00000 Frm 00064 Fmt 6601 Sfmt 6602 Z:\DOCS\85626.009 JUNE



241 

General Kehler, I just want to focus a little bit on some of your 
testimony that grabbed my attention. The opening comment that 
you made and that you repeated verbally today is uncertainty and 
complexity continue to dominate the national security landscape. I 
agree with that and I want to wrestle with questions that many of 
my colleagues here have asked about fiscal uncertainty. 

We can’t necessarily reduce the uncertainty in the broader world, 
but it is in our power as Congress to try to reduce some of the fis-
cal uncertainty that you’re dealing with. One week ago yesterday, 
so the first weekday after the sequester cuts went into effect, I vis-
ited DOD and spoke with Secretary Hagel and General Odierno, 
Deputy Secretary Carter. I spoke with General Welsh on that same 
day here in my office. 

Then I went downstairs and didn’t talk to the brass, but I went 
to the cafeteria and just went table to table. In three tables, just 
in the random three tables I went to, I have Active Duty assigned 
to the Pentagon, veterans who were there having lunch with 
friends, DOD contractors, DOD civilians, and some Guard rep-
resentatives who were there for a planning meeting. 

They were all sharing their concerns about sequester, CR, and 
the overall climate of uncertainty as it affects them and as it sends 
a message about our commitment to the mission, to the DOD mis-
sion. One affect of the uncertainty that I think just has really 
dawned on me and increasingly in your testimony is the effect on 
personnel. 

So a couple of the comments in your testimony. On page 2: ‘‘Fis-
cal uncertainty presents our people with an unprecedented com-
bination of professional and personal concerns as well. The all-vol-
unteer military and civilian team has performed beyond our great-
est expectations and is the envy of the world. But some of the best 
young uniformed and non-uniformed people assigned to 
STRATCOM are questioning their future. The uncertainty sur-
rounding civilian hiring restrictions, salary freezes, and the possi-
bility of unpaid furloughs is especially troubling since,’’ as you tes-
tified earlier, ‘‘60 percent of STRATCOM headquarters staff and 
much of the essential workforce which supports our missions and 
sustains our mission-critical platforms and systems are civilians.’’ 

Then with a specific reference to cyber, at the end of your testi-
mony—and this is General Kehler’s testimony, but I’m sure it’s 
something that General Alexander resonates with as well: ‘‘Improv-
ing the DOD’s ability to operate effectively in cyberspace requires 
investment in five major areas.’’ Then you go over the areas. ‘‘But 
of these, the most urgent intelligence is increasing the numbers, 
training, and readiness of our cyber forces.’’ 

Again, it’s about personnel and the choices that people are mak-
ing about their own future. It strikes me, and I just would like to 
hear you talk about this a bit more—I know that Senator Blunt 
raised it—it strikes me that you have two issues of significant con-
cern as you’re trying to grow a cyber talent pool within DOD. 

The first is the competition from the outside world, which from 
a salary and benefits standpoint I would imagine for these profes-
sionals can be pretty intense. The second is a fiscal uncertainty 
that people would have if they chose the path of public service. 
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What would they face in terms of furloughs or pay cuts or pay 
freezes? What is the commitment that we have? 

I would like to hear each of you just talk about how you deal 
with the recruiting and retention in this environment when you not 
only have a global uncertainty, but tough economic competitors in 
the private sector and fiscal uncertainty as well. 

General KEHLER. Senator, I would only add a couple of remarks. 
Number one, we have the most magnificent people anywhere. 
They’re the envy of every other military in the world. They’re like 
that for a reason. They’re extraordinarily talented and they are 
very patriotic. 

So normally I don’t worry much about them other than to make 
sure that as a leader I’m doing everything that I can to take care 
of them and make sure that they’re going to be there and that 
we’re taking care of them and their families. That’s been an inter-
esting challenge, of course, over the last 10 or 12 years, with 
wounded and other things. 

But I think as we look to the future here what I’m hearing from 
some of our folks is particularly troubling, and it gets back to un-
certainty. As we all—of course, we all want the economy to get bet-
ter and we’d like it to be better soon, as fast as it can possibly hap-
pen. But when that happens and as that happens, I guess is a bet-
ter way to say it, as that happens, then this competition for our 
best and brightest talent is going to go up. In that environment, 
I’m concerned that as they are weighing, not the personal threats 
to themselves, which they are willing to take, but when they are 
weighing the financial certainty for their families, that they’ll come 
down on a different side than government service. 

So I think that’s an important question for us. We have an all- 
volunteer military. It’s been stressed in a lot of different ways. This 
is another stressor on it. So I think we need to be mindful of this 
because we are competing for the best and brightest talent. We’ve 
been getting it. I believe again they are magnificent people that 
raise their right hand, whether that’s a civilian or uniformed or 
whether they serve as a contractor. It doesn’t seem to much matter; 
they’re all working hard to do the right things. 

It’s preserving that, and there is an impact here with what is 
going on. There is an impact on them. It is coming to our level. 
They are telling us that there’s an impact on them, and we need 
to be mindful of it. 

Senator KAINE. General Alexander, could you comment addition-
ally? 

General ALEXANDER. Senator, two broad areas. First, I agree 
with everything that you read there. I think it’s 100 percent on 
track. 

We’re impacted in CYBERCOM in two areas. The CR impacts 
our ability to train more and we need to do that to get this force 
stood up. I think by singling out the civilian workforce for fur-
loughs we’ve done a grave injustice. We’re trying to get people to 
come in and support us in this technical area. People are leaving 
industry to come in and work with us. Now that they get there, 
they’re saying: Did I make the wrong decision? You’re going to fur-
lough me now X percent of the time. I already took a salary reduc-
tion to come to work for you. I think it’s a great thing for our Na-
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tion. But if this is the way it’s going to be, I can’t afford to do this 
to my family. 

That’s a big impact across our workforce and we shouldn’t do 
that. 

Senator KAINE. Let me stay on cyber and just move to a related 
area that raised some questions earlier as well. That is trying to 
pass the right kind of balanced cyber legislation. A lot of it is a dia-
logue between policymakers and the private sector and they have 
legitimate concerns. Thus far in your own experience, has the pri-
vate sector expressed those concerns in the right way? Namely, has 
it been a series of, don’t do this to us, don’t do that to us, don’t 
do this to us, or have they been offering ways that we can accom-
plish the goal in a productive and constructive way? Because if the 
answer to that is no, that might be something that we could help 
with, to try to smoke out the positives, the positive and construc-
tive advice about how to balance some of these important consider-
ations. 

General ALEXANDER. Senator, I think the big problem is every 
sector approaches it slightly different. So what you get is 18, 20 dif-
ferent views, groups of views, on cyber and cyber legislation, what 
we need and how we need to do it. I think the Executive order, that 
which Senator Graham and Senator Whitehouse are referring to, 
are in the right way: Get industry to sit down with the government 
officials, put the Director of NIST in charge, bring all our technical 
talent there, and start talking with industry on the best way sec-
tor-by-sector, and then bring that back up to the administration, to 
you, and say: Here’s what we think is the way to work with indus-
try to help make their networks more resilient. 

What you’ll find is each part of our industry sectors are at dif-
ferent states of cyber readiness, if you will, and that’s the real 
problem that we face. I’ve talked to lots of Chief Executive Officers 
out there on this topic area and you get from one side to the other. 
When you do that, when you really start drilling down, you see 
that some of them really need help, want help, are concerned about 
regulation and how we do it. Some of them don’t need help and are 
concerned about the ‘‘help’’ we’re going to give them. 

So I think what we have to do is address each of those concerns 
and do it in a fair and equitable way. I think that Executive order 
reach-out is a great step in the right direction. 

Senator KAINE. Thank you both very much. 
Mr. Chairman, thanks. 
Chairman LEVIN. Thank you, Senator Kaine. 
Senator Inhofe, you all set? 
If there are no other questions, we just want to thank you both 

for your great service to our country, your great testimony this 
morning, thoughtful, considered, and we are very appreciative of it. 
We will stand adjourned. 

[Questions for the record with answers supplied follow:] 

QUESTIONS SUBMITTED BY SENATOR JAMES M. INHOFE 

IRAN 

1. Senator INHOFE. General Alexander, a recent Wall Street Journal article titled 
‘‘Banks seek U.S. Help on Iran Cybersecurity’’ states that ‘‘major U.S. banks are 
pressing for government action to block or squelch what Washington officials say is 
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an intensifying Iranian campaign of cyber attacks against American financial insti-
tutions.’’ The article asserts that some of the financial institutions are concerned by 
the lack of U.S. Government response arguing that the banks ‘‘can’t be expected to 
fend off attacks from a foreign government.’’ According to the article, ‘‘U.S. officials 
have been weighing options, including whether to retaliate against Iran.’’ While the 
Iranian attacks referenced in this article appear to be fairly low level nuisance ef-
forts, as attacks grow more sophisticated, or are attempted by more sophisticated 
nations, the role the Department of Defense (DOD) will play in protecting the 
United States becomes increasingly more important. What role do you believe DOD 
should play in events such as the recent Iranian attacks on the financial sector and 
do you believe there is an offensive role DOD should be able to utilize via cyber-
space? 

General ALEXANDER. [Deleted.] 

2. Senator INHOFE. General Alexander, is there a threshold that a country must 
cross before we consider it an attack? 

General ALEXANDER. The President, in consultation with both civilian and mili-
tary advisors, would determine a threshold and decide on an appropriate response 
to any form of attack. 

CYBER DETERRENCE 

3. Senator INHOFE. General Alexander, in a letter from the committee last year 
you were asked if you believed we are deterring or dissuading our adversaries in 
cyberspace. You responded ‘‘no, while work is ongoing in each area, much remains 
to be done across both the public and private sectors.’’ What more must be done and 
what can be accomplished within DOD to shift the mindset of those looking to hold 
our economic and national security interests at risk in the cyber domain? 

General ALEXANDER. There is much to be done as a nation to deter and dissuade 
adversaries in cyberspace from the perspective of both policy and developing viable 
options. DOD is constantly improving cyber defenses to deny benefits and increase 
costs to any adversary. We are close to implementing a new Standing Rules of En-
gagement but do not yet have an Executive order that would allow us to defend the 
Nation’s critical cyberspace resources. 

A whole-of-nation approach to cyber deterrence is needed. The military deterrence 
initiatives under development will be most effective if our efforts are coordinated 
with other agencies of the U.S. Government. The private sector is also part of this 
equation since most U.S. infrastructure is privately owned. Finally, the United 
States must project a unified approach to deterrence that clearly demonstrates to 
allies and adversaries alike our commitment to defend and maintain the availability 
of cyberspace. 

4. Senator INHOFE. General Alexander, what role could the development of offen-
sive cyber capabilities play in cyber deterrence and do you view this as a matter 
of urgency? 

General ALEXANDER. The development of offensive cyber capabilities will play a 
critical role in cyber deterrence, but capabilities alone are not the answer. It is of 
utmost urgency that we develop these capabilities, appropriate polices, and dele-
gated authorities to act as soon as possible. These capabilities will take time, will, 
and resources. We are at risk now. Overt development of such capabilities—and the 
authority to employ them—sends a clear, unambiguous message that DOD can re-
spond to cyber threats, intrusions, and attacks if the President and DOD leadership 
so chooses. A robust, comprehensive set of cyberspace capabilities provide a range 
of options to our decisionmakers. For this reason, the force generation priority for 
DOD Cyber Mission Forces remains the Cyber National Mission Teams, which pos-
sess offensive cyber capabilities. Since the end of World War II, a major role of the 
DOD has been to assess emerging military threats from overseas and develop tech-
nologies and military constructs to counter such threats. Threats in cyberspace must 
be treated the same way. If the DOD does not develop effective offensive capabilities 
in cyberspace and clear rules of engagement for using them, adversaries will have 
little to fear of a U.S. response, and therefore, have little motivation for restraint. 

CHINA 

5. Senator INHOFE. General Alexander, recent estimates suggest that China has 
some 564 million internet users, almost doubling the number of internet users in 
the United States. Taking into account China’s desire to compensate for military 
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shortfalls with cyber capabilities as well as recent public reports describing well-co-
ordinated campaigns by the People’s Liberation Army against the United States, 
how at risk or vulnerable are we in the cyber domain if China sought to engage 
us in an armed conflict? 

General ALEXANDER. [Deleted.] 

6. Senator INHOFE. General Alexander, what in your opinion will be necessary to 
deter China from making such unwise decisions? 

General ALEXANDER. Three things are necessary. First, working with other agen-
cies of the U.S. Government, and in close cooperation with allies and partners we 
need to clearly define acceptable and unacceptable behavior in cyberspace. Second, 
we must have a defensible architecture, arrayed in depth so anomalous activity is 
easily detectable and defensive actions may be efficiently synchronized. Finally, the 
United States must have a credible, demonstrated offensive cyber capability the em-
ployment of which can be justifiably warranted. 

7. Senator INHOFE. General Alexander, how capable are the Chinese? 
General ALEXANDER. [Deleted.] 

8. Senator INHOFE. General Alexander, do you agree that Chinese cyber capabili-
ties pose an existential threat to the United States? 

General ALEXANDER. No. 

DEFENSE SCIENCE BOARD REPORT ON NUCLEAR VULNERABILITIES THROUGH CYBER 

9. Senator INHOFE. General Kehler and General Alexander, in a January 2013 re-
port by the Defense Science Board (DSB) on advanced cyber threats and the impli-
cations for military systems, the DSB’s top recommendation was to ‘‘Protect the nu-
clear strike as a deterrent’’ and to take ‘‘immediate action to assess and assure na-
tional leadership that the current U.S. nuclear deterrent is also survivable against 
the full-spectrum cyber Tier V–VI threat.’’ Do you agree with the DSB’s rec-
ommendations? 

General KEHLER. I support the DSB recommendation. Deterring nuclear attack 
with a safe, secure, effective nuclear deterrent force remains my #1 priority. U.S. 
Strategic Command (STRATCOM) is working closely with U.S. Cyber Command 
(CYBERCOM), the Office of the Secretary of Defense (OSD), and others to evaluate 
our nuclear command and control systems against a range of threats including 
cyber, and will advocate for updates as appropriate. Cyber threats, whether from 
nation states or individuals, are being closely monitored today and as we develop 
the next generation of nuclear command and control. 

General ALEXANDER. CYBERCOM and the National Security Agency (NSA) abso-
lutely support activities to preserve the integrity of our Nuclear Command, Control, 
and Communications (NC3) enterprise. In 2011, the collective General Officer Staffs 
of CYBERCOM and STRATCOM convened a conference where the primary focus 
was ‘‘mission assurance.’’ Acknowledging the varying threat vectors from all do-
mains, we work together, along with the DOD CIO and DISA, to ensure survivable, 
reliable, and assured NC3 platforms. 

10. Senator INHOFE. General Kehler and General Alexander, do you agree that a 
successful DOD cyber strategy must include a deterrence component? 

General KEHLER. Yes, a successful DOD cyber strategy necessarily includes ele-
ments of deterrence. In broader terms, I would suggest that cyber is only one of 
many capabilities that form the overall DOD deterrence strategy. We enhance our 
overall deterrence posture by convincing adversaries they cannot achieve their objec-
tives through cyberspace or any other domain; and that they will run the risk of 
unacceptable U.S. response at the time, place, and via the domain of our choosing. 
Such a deterrence posture includes all elements of national power. 

General ALEXANDER. Absolutely. Under the National Military Strategy for Cyber-
space Operations and the current Defense Strategy for Operating in Cyberspace, my 
team at Fort Meade has been working with the Joint Staff and OSD on building 
a framework for a cyberspace deterrence strategy. 

11. Senator INHOFE. General Kehler and General Alexander, do you believe that 
the United States should preserve the right to retaliate against a full-scale cyber- 
attack using nuclear weapons? 

General KEHLER. The United States retains the right to respond to a full-scale 
cyber attack in a manner and at the time and place of the President’s choice. That 
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being said, the 2010 Nuclear Posture Review (NPR) stated that, ‘‘The United States 
would only consider the use of nuclear weapons in extreme circumstances to defend 
the vital interests of the United States or its allies and partners.’’ Further, the NPR 
issued a ‘‘negative security guarantee’’ regarding nuclear response which stated ‘‘the 
United States will not use or threaten to use nuclear weapons against non-nuclear 
weapons states that are party to the NPT and in compliance with their nuclear non- 
proliferation obligations.’’ I also note that decisions on the use of nuclear weapons 
are reserved exclusively for the President of the United States. 

General ALEXANDER. The President has stated that all options are to be consid-
ered in the defense of the Nation. We must therefore, consider including a nuclear 
response in the most extreme circumstance. As stated in the International Strategy 
for Cyberspace, ‘‘we reserve the right to use all available means—diplomatic, infor-
mation, military, and economic—as appropriate and consistent with applicable inter-
national law, in order to defend our Nation, our allies, our partners, and our inter-
ests.’’ 

12. Senator INHOFE. General Kehler and General Alexander, what could a cyber- 
vulnerability in our nuclear command and control mean for deterrence and national 
security? 

General KEHLER. [Deleted]. 
General ALEXANDER. A cyber vulnerability in our Nuclear Command and Control 

(NC2) or Nuclear Command, Control and Communication (NC3) system could un-
dermine our deterrent strategy. The DOD CIO established the NC3 Cyber Risk As-
sessment Tiger Team in May 2012 to perform a 5-phase study to examine the cyber 
vulnerabilities in the NC3 system. One of the study phases will focus specifically 
on cyber vulnerabilities associated with Nuclear Force Direction, and will include 
corrective actions and a timeline for mitigation. 

CYBER COMMAND AS A UNIFIED COMMAND 

13. Senator INHOFE. General Kehler and General Alexander, I understand that a 
decision has been made by the Joint Chiefs to recommend that the Secretary of De-
fense elevate CYBERCOM from its current position under STRATCOM to become 
its own Unified Command. Is this true? If so, do you agree with the decision and 
why do you believe the existing command relationship is no longer sufficient? 

General KEHLER. A Joint Chiefs of Staff recommendation on the status of 
CYBERCOM is under consideration by the Secretary of Defense, and to date no de-
cision has been reached. As military cyber operations to protect DOD networks and 
defend the Nation grow in complexity and importance, it is prudent to align our 
command and control arrangements for maximum effectiveness. While the current 
arrangement is not causing undue operational impediments, elevating CYBERCOM 
to a Unified Command would shorten and clarify the chain of command between its 
Commander and the Secretary of Defense and President. Regardless of if or when 
that decision is made, it is essential that the Commander of CYBERCOM remains 
dual-hatted as the Director of the NSA. 

General ALEXANDER. The Chairman of the Joint Chiefs of Staff has made a rec-
ommendation to the Secretary of Defense regarding the status of CYBERCOM, but 
a decision has yet to be made. Considerations are being made with regard to the 
complexity of the environment, and the need for rapid decisionmaking. Elevating 
CYBERCOM to a Unified Command would increase decision speed between the 
President, the Secretary of Defense, and Commander CYBERCOM. In addition, it 
would elevate and align advocacy for prioritization and allocation of resources under 
one commander focused exclusively on cyber. Regardless of the Secretary’s decision 
going forward, it is imperative that Commander CYBERCOM remain dual-hatted as 
Director of the NSA. 

14. Senator INHOFE. General Kehler and General Alexander, just over 2 years ago 
we were told that the command structure had become bureaucratic when then Sec-
retary Gates recommended the closure of Joint Forces Command. With an annual 
cost of $240 million to operate, it was determined that the proliferation of combat-
ant commands in some cases had become costly and burdensome. Will there be a 
cost associated with making CYBERCOM a unified command? 

General KEHLER. If the decision is made to elevate CYBERCOM to a Unified 
Command, there will likely be some costs associated with the combatant command 
headquarters portion of that decision. Those costs as well as the costs associated 
with all the combatant command headquarters are currently under review as part 
of the Secretary of Defense’s strategic management review. We are working with the 
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Joint Staff and OSD to accurately address these costs. In the meantime we continue 
to plan and advocate for the increased cyber operational capacity and capabilities 
needed to meet national and combatant command requirements. The Joint Staff is 
currently analyzing the financial impact. 

General ALEXANDER. Yes, there will likely be a cost associated with elevating 
CYBERCOM to a unified command if that decision is made, but we are working 
closely with the Joint Staff and OSD to review all programs as part of Secretary 
Hagel’s efforts to ensure optimal defense posture for the decade ahead. 

CYBER HOMELAND DEFENSE AND DUPLICATION 

15. Senator INHOFE. General Alexander, I understand there is some confusion 
over the role the Department of Homeland Security (DHS) would play in an attack 
on the Homeland in cyberspace. Do you believe that DHS should have anything 
more than a supporting role to DOD in a cyber-attack against the Homeland? 

General ALEXANDER. The Nation’s cyber security is a shared responsibility. I work 
closely with Secretary Napolitano at DHS, as well as with Director Mueller at the 
FBI to coordinate and synchronize our roles and responsibilities in cyberspace. DHS 
is the lead Federal department responsible for coordinating national protection 
against, mitigation of, and recovery from domestic cyber security incidents, pro-
tecting critical infrastructure, and securing the Federal civilian systems (’’.gov’’). In 
essence, DHS works to prevent attacks by raising network security standards, shar-
ing information, and developing a more resilient infrastructure. The FBI is the lead 
for investigating and mitigating adversary cyber activity in U.S. domestic space. 
This includes nation state actors using U.S. infrastructure. 

When defending the Nation from a nation state attack, or actors that present na-
tion state like capabilities, DOD is in charge. DOD’s cryptologic platform allows the 
DOD to see activity in foreign cyberspace, analogous to radar’s role in air defense. 
With this information, NSA is able to provide intelligence on adversary capabilities 
and intentions as well as indications and warnings of cyber attacks on U.S. infra-
structure. CYBERCOM leverages NSA’s technical capabilities and insights to de-
velop and employ response options. 

16. Senator INHOFE. General Alexander, I assume that you agree that the Sec-
retary of Defense as directed by the President is the individual responsible for de-
fending the United States against a cyber attack from outside our borders. Capabili-
ties-wise, do you agree that DOD and the NSA have the most comprehensive set 
of resources to defend the Nation from a foreign cyber attack? 

General ALEXANDER. Yes. 

17. Senator INHOFE. General Alexander, do you agree that establishing bureauc-
racies and duplicative efforts at DHS would be unwise? 

General ALEXANDER. Yes. We’ve worked hard at the leadership level of NSA/ 
CYBERCOM, DHS, and FBI to define and articulate our roles and responsibilities 
to minimize duplication and close gaps in the cyber mission area. Ensuring the Na-
tion’s cybersecurity is a shared responsibility, with Department of Justice (DOJ)/ 
FBI, DHS, and DOD, each carrying out important roles and responsibilities as part 
of the broader U.S. Federal Cybersecurity Operations Team. 

MILITARIZATION OF THE INTERNET 

18. Senator INHOFE. General Alexander, a recent statement by the American Civil 
Liberties Union (ACLU) argues that locating a government-wide information shar-
ing program ‘‘in a military agency like the NSA would create significant new threats 
to Americans’ privacy, and must be avoided.’’ Do you agree with the ACLU’s state-
ment? 

General ALEXANDER. I strongly disagree with that statement. The men and 
women of the NSA and CYBERCOM are deeply committed to compliance with the 
law and the protection of privacy rights. This commitment is reinforced by a rig-
orous compliance program, extensive training and education, and multi-layered 
oversight by the DOJ, the Office of the Director of National Intelligence, the OSD, 
the Foreign Intelligence Surveillance Court, and multiple committees of Congress, 
as well as the NSA’s own Inspector General. I am totally confident that any private 
sector cyber threat information received by NSA will be handled in a way that fully 
assures U.S. personal privacy and civil liberties. 
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OFFENSIVE CYBER OPERATIONS 

19. Senator INHOFE. General Alexander, in the DSB’s recent report on cyber, the 
DSB suggests that the United States should build and maintain world-class offen-
sive cyber capabilities. However, they state that ‘‘preparing for full-scale force-on- 
force cyber battle is not well-understood.’’ The report goes on to say that DOD needs 
to significantly increase the number of qualified cyber warriors and enlarge the of-
fensive cyber infrastructure commensurate with the size of the threat.’’ Do you 
agree with their assessment? 

General ALEXANDER. I agree. The focus of their assessment is that we don’t have 
the workforce in place to accomplish the tasks. In coordination with our Service 
cyber components, CYBERCOM is forming, training, certifying, and fielding a world 
class cyber force—approximately 6,000 strong. We recently identified 42 specific 
work roles required to plan and execute cyberspace operations. We have developed 
the standards and skills required to operate with those proficiencies in work roles. 
We are identifying existing training and in many cases developing training that will 
satisfy the knowledge, skills, and ability requirements. Another challenge, correctly 
identified by the DSB, is building world-class capabilities. We must prepare not only 
for the offensive engagement, but must maintain defensive capabilities; both forces 
and architecture. Over time we will develop the people and force structure to inte-
grate both world-class offensive and defensive cyber capabilities through our Cyber 
National Mission Teams, Cyber Combat Mission Teams, and Cyber Protection 
Forces. 

The development of the Nation’s Cyber Mission Force will culminate in fiscal year 
2016 with 133 total teams: 21 teams for a Cyber National Mission Force (CNMF), 
44 teams for a Cyber Combat Mission Force (CCMF), and 68 teams for a Cyber Pro-
tection Force (CPF). The presentation of these forces will be as follows: 

• CNMF 
• 13 Cyber National Mission Teams (CNMT) of 64 personnel each. 
• 8 Direct Support Teams (DST) of 39 personnel each (supporting the 13 
CNMTs). 

• CCMF 
• 27 Cyber Combat Mission Teams (CCMT) of 64 personnel each. 
• 17 Direct Support Teams (DST) of 39 personnel each (supporting the 27 
CCMTs). 

• CPF 
• 48 Cyber Protection Platoons (CPP) of 39 personnel each (supporting the 
lines of effort for ‘‘Defend the Nation’’, ‘‘DODIN’’, and ‘‘Military Services’’). 
• 20 CPPs of 39 personnel each (supporting Combatant Commands). 

20. Senator INHOFE. General Alexander, do you agree that we should also be pre-
paring and build our forces to support preemptive cyber operations? 

General ALEXANDER. Yes. 

21. Senator INHOFE. General Alexander, is the number of cyber warriors you have 
today commensurate with the threat we face? If not, what is that number? 

General ALEXANDER. [Deleted.] 

22. Senator INHOFE. General Alexander, is the size and capability of the offensive 
cyber infrastructure commensurate with the size of the threat? If not, why not? 

General ALEXANDER. [Deleted.] 

OVER-CLASSIFICATION OF CYBER-RELATED INFORMATION 

23. Senator INHOFE. General Alexander, one of your predecessors, General Mi-
chael Hayden, has argued that the Government classifies too much information on 
cybersecurity vulnerabilities. Do you agree with General Hayden’s assessment that 
this stuff is overprotected, and if so, why do you suspect General Hayden feels this 
way? 

General ALEXANDER. General Hayden’s statements are consistent with the find-
ings of the 9/11 Commission and the Reducing Over-Classification Act of 2010 in 
acknowledging the challenges of over-classification of national security information. 
In accordance with Executive Order 13526, the Secretary of Defense delegated 
Original Classification Authority to me as the CYBERCOM Commander. I am 
aware of the dangers of over-classification and my obligation to classify national se-
curity information at the lowest appropriate level. 
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24. Senator INHOFE. General Alexander, do you believe that the declassification 
of threat signatures could help facilitate increased information sharing between the 
public and private sector? 

General ALEXANDER. [Deleted.] 

LINKAGE BETWEEN NUCLEAR REDUCTIONS AND NUCLEAR MODERNIZATION 

25. Senator INHOFE. General Kehler, the 2010 NPR made clear the linkage be-
tween investments in nuclear modernization and the ability to make reductions in 
the U.S. nuclear arsenal: ‘‘by modernizing our aging nuclear facilities and investing 
in human capital, we can substantially reduce the number of nuclear weapons we 
retain as a hedge against technical or geopolitical surprise.’’ Please explain the link-
age between nuclear modernization and nuclear reductions inherent in the 2010 
NPR and in the New START Resolution of Ratification—and how that linkage 
guides your assessment of our nuclear force posture. 

General KEHLER. The United States retains a nondeployed stockpile of weapons 
to compensate for the limitations of our aging production facilities—especially our 
uranium and plutonium processing capabilities—as well as to mitigate technical 
risk in our deployed weapons and hedge against geopolitical uncertainty. We need 
to complete the design and construction of the Uranium Capabilities Replacement 
Facility at Y–12, and invest in an interim plutonium production capability to meet 
the stockpile’s near-term maintenance, surveillance, and life extension require-
ments. Over the long-term, sustained investment (to include a permanent, modern 
plutonium facility) is needed to develop a modern, responsive nuclear enterprise 
that will allow the United States to reduce its reliance on the nondeployed weapon 
stockpile. 

POTENTIAL CHANGES IN U.S. NUCLEAR WEAPONS GUIDANCE 

26. Senator INHOFE. General Kehler, why is the administration contemplating 
changes to well-established nuclear deterrence requirements and targeting require-
ments—requirements that informed your command’s support for the New START 
treaty? 

General KEHLER. Due to many factors, to include the pending expiration of the 
START I treaty, sufficient time was not available to conduct a nuclear employment 
policy and guidance review prior to New START treaty negotiations. The NPR re-
port discusses the need for an updated assessment of deterrence requirements which 
aligns with my belief that a periodic review of policy and guidance makes sense. 
STRATCOM has participated in a study which examined possible changes to nu-
clear employment policy and guidance to align them with the principles contained 
in the NPR. Results of that study and review are pending. 

27. Senator INHOFE. General Kehler, what is wrong with the current guidance? 
General KEHLER. Periodic policy and guidance reviews are prudent and appro-

priate, and do not by themselves indicate that anything is ‘‘wrong’’ with the policy. 
Historically, most Presidents have reviewed nuclear policy and guidance and ad-
justed these when needed to meet U.S. national security needs. 

28. Senator INHOFE. General Kehler, has there been a change in global security 
conditions that warrants a guidance change, and has STRATCOM been involved? 

General KEHLER. Yes, there have been numerous changes in the international se-
curity environment since presidential guidance was last updated—one of several 
reasons to conduct such a review. STRATCOM has been involved and I was given 
every opportunity to provide my best military judgment on the issues. 

FLEXIBILITY IN NUCLEAR TARGETING 

29. Senator INHOFE. General Kehler, do you agree we need a spectrum of nuclear 
employment options and flexibility in targeting? Or, is it sufficient merely to be able 
to attack a certain number of Russian cities? 

General KEHLER. As the combatant commander tasked with strategic deterrence, 
it is my responsibility to develop nuclear force employment plans as directed by the 
President, Secretary of Defense, and Chairman of the Joint Chiefs of Staff. The na-
ture and extent of the options and flexibility required is a function of that guidance. 
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VERIFICATION AND IMPLICATIONS OF CHEATING 

30. Senator INHOFE. General Kehler, what might be the military significance of 
cheating with tactical nuclear weapons, which are not covered by New START and 
where the Russians enjoy a significant superiority over the United States? 

General KEHLER. The Intermediate-Range Nuclear Forces (INF) treaty is the only 
treaty that limits non-strategic nuclear forces. Both the United States and Russia 
have met all their obligations under the INF treaty. I’m hesitant to speculate on 
the military significance of ‘‘cheating’’ without understanding which provisions of 
the agreement are being violated and the nature of the violation. 

31. Senator INHOFE. General Kehler, has the United States ever set up a 
verification regime for tactical nuclear weapons? 

General KEHLER. Although there have been unilateral/reciprocal measures to re-
duce non-strategic weapons (e.g. Presidential Nuclear Initiatives), verification meas-
ures have not been applied to these agreements. 

32. Senator INHOFE. General Kehler, do you think the U.S. Government knows 
how to verify compliance with reductions in non-strategic nuclear weapons, which 
can be as small as an artillery shell? 

General KEHLER. The physical characteristics of non-strategic nuclear weapons 
would require different verification measures than are currently in place for New 
START. Absent the details of a reduction agreement and associated verification re-
gime, I cannot comment on the effectiveness of such a program to verify compliance. 

COST OF THE NUCLEAR DETERRENT 

33. Senator INHOFE. General Kehler, at the House Energy and Water Appropria-
tions Subcommittee hearing on the fiscal year 2014 budget, Chairman Freling-
huysen asked Don Cook, the Deputy Administrator for Defense Programs, if further 
reductions in the U.S. stockpile would save money in the annual budget. Dr. Cook’s 
response was, ‘‘I’d answer the question directly by saying not much . . . So not much 
savings will be achieved.’’ Do you agree with Dr. Cook that there are not large sav-
ings associated with reducing the U.S. nuclear stockpile? 

General KEHLER. I agree with Dr. Cook’s assessment. There are significant fixed 
infrastructure costs required to maintain a safe, secure, and effective nuclear deter-
rent regardless of the size of the underlying stockpile. Therefore, we would not im-
mediately expect large cost savings associated with reducing the U.S. nuclear stock-
pile. 

34. Senator INHOFE. General Kehler, according to section 1043, ‘‘Estimate of 
Budget Requirements over the 10-year period,’’ submitted to Congress by DOD last 
year, the 10-year cost to modernize and sustain nuclear delivery systems is esti-
mated at $119 billion, which doesn’t include the cost of the follow-on ICBM and full 
costs for the new bomber. Also included is another $36 billion over 10 years for nu-
clear command and control, for a total of $155 billion over 10 years, or $15.5 billion 
per year, which amounts to approximately 2.3 percent of a $600 billion defense 
budget. Is this an accurate assessment of DOD costs to sustain and modernize the 
U.S. nuclear deterrent? 

General KEHLER. Yes, it is. In the May 2012 report pursuant to section 1043 of 
the National Defense Authorization Act for Fiscal Year 2012, DOD provided a 10- 
year cost estimate to sustain a safe, secure, and effective nuclear deterrent. Some 
costs, such as a potential Minuteman ICBM replacement or the full cost of a new 
bomber, were not included in this estimate as these efforts were not yet official pro-
grams of record or their costs extended beyond the report’s 10-year period. 

HOMELAND MISSILE DEFENSE 

35. Senator INHOFE. General Kehler, what are the potential benefits for the de-
fense of the Homeland of deploying: additional ground-based interceptors (GBI) at 
Fort Greely, AK; additional GBIs at a site on the east coast of the United States; 
an X-band radar on the east coast of the United States; and SM–3 block IIA missiles 
on the east coast of the United States or on ships deployed near the east coast? 

General KEHLER. Secretary Hagel’s 15 March 2013 announcement to deploy addi-
tional GBIs to Fort Greely will enhance our capacity to address a limited ballistic 
missile threat to the United States from North Korea or Iran. Additional GBI sites 
would add more capacity to defend the United States and a variety of options to 
include an east coast missile site are being studied. We are working with the Missile 
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Defense Agency to explore potential benefits and locations of additional sensors, but 
it appears installation of an X-band radar on the east coast may not track a ballistic 
missile threat early enough in its flight to employ an interceptor. Stationing SM– 
3 IIA missiles on or near the east coast would likely be of limited use because they 
are designed to defeat intermediate-range rather than intercontinental ballistic mis-
siles. 

QUESTIONS SUBMITTED BY SENATOR JOHN MCCAIN 

CHINA’S CYBER THREAT 

36. Senator MCCAIN. General Alexander, on Monday, March 11, 2013, the Na-
tional Security Adviser said, ‘‘specifically with respect to the issue of cyber-enabled 
theft, we seek three things from the Chinese side. First, we need a recognition of 
the urgency and scope of this problem and the risk it poses—to international trade, 
to the reputation of Chinese industry, and to our overall relations. Second, Beijing 
should take serious steps to investigate and put a stop to these activities. Finally, 
we need China to engage with us in a constructive direct dialogue to establish ac-
ceptable norms of behavior in cyberspace.’’ Would you agree with recent reports that 
suggest that the Chinese Government, and in particular the Chinese military, is re-
sponsible for the repeated acts of cyber-espionage and cyber-attacks on our govern-
ment and industry? 

General ALEXANDER. [Deleted.] 

37. Senator MCCAIN. General Alexander, would you agree that, absent some kind 
of consequences, China will continue doing exactly what it has been doing for years 
now? 

General ALEXANDER. Yes. The United States is working with allies and partners 
in the region and internationally to make clear to China that its behavior is not 
acceptable to the majority of international actors. 

38. Senator MCCAIN. General Alexander, from your perspective what is our gov-
ernment doing to raise the consequences on China for its role in the blatant theft 
of billions and billions of dollars of our intellectual property? 

General ALEXANDER. [Deleted.] 

CYBER DEFENSE 

39. Senator MCCAIN. General Alexander, cyber networks within our country, both 
public and private, have been facing a growing cyber threat originating from places 
like China and Iran. Who is responsible for defending the United States from an 
attack originating outside of our borders? 

General ALEXANDER. In the event of a foreign cyber attack on the United States 
with the potential for significant national security or economic consequences, the 
DOD, through CYBERCOM and with the support of NSA/CSS, would conduct for-
eign operations to neutralize the threat and/or deny the adversary the capability. 
The DOJ/FBI would lead domestic national security operations. DHS would secure 
Federal civilian government networks (‘‘.gov’’), and coordinate the protection of the 
critical infrastructure. Post attack, DHS would lead any necessary national recovery 
and reconstitution efforts. 

40. Senator MCCAIN. General Alexander, according to numerous reports, economic 
espionage and intellectual property theft are costing our country billions of dollars 
annually. Given this reality, what is the administration doing to curtail economic 
espionage and intellectual property theft? 

General ALEXANDER. [Deleted.] 

41. Senator MCCAIN. General Alexander, what role does CYBERCOM have in this 
respect? 

General ALEXANDER. [Deleted.] 

42. Senator MCCAIN. General Alexander, what is CYBERCOM’s role in safe-
guarding intellectual property and national security information held by defense 
contractors who support DOD programs? 

General ALEXANDER. The DOD’s Cleared Defense Contractors (CDC), not 
CYBERCOM, are responsible for protecting the intellectual property and national 
security information they hold. In accordance with guidance from the Deputy Sec-
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retary of Defense, all DOD components, including CYBERCOM, are responsible for 
encouraging eligible CDCs to consider participating in the voluntary Defense Indus-
trial Base (DIB) Cyber Security and Information Assurance (CS/IA) program and its 
optional DIB Enhanced Cyber Security Services (DECS) component. Additionally, 
section 941 of the National Defense Authorization Act for Fiscal Year 2013 man-
dates cyber intrusion reporting by CDCs. This should improve our shared under-
standing of cyber threat activity and our ability to respond to potential damage to 
critical programs if national security information and intellectual property are com-
promised. 

QUESTIONS SUBMITTED BY SENATOR ROY BLUNT 

NATIONAL GUARD ROLE IN CYBER INITIATIVE 

43. Senator BLUNT. General Alexander, what is the cyber expert shortfall in 
CYBERCOM? It has been reported that CYBERCOM wants to expand its cyber 
workforce from 900 personnel to 4,900 troops and civilians. 

General ALEXANDER. It is true that CYBERCOM has developed a manning con-
struct that, when fully manned, will be approximately 6,000 personnel. However, 
those numbers are not increases to CYBERCOM headquarters staff. The teams are 
divided among our Service components, in support of three mission areas: defending 
the Nation from attack, support to combatant commanders, and defense of DOD’s 
networks using cyber protection platoons. The Service components are much better 
equipped to accurately describe any shortfalls in expertise or gaps in force numbers. 

CYBERCOM realizes that the National Guard and Reserves will play a critical 
role in our mission to defend the Nation within the cyber domain. The National 
Guard and Title 10 Reserve Forces represent a significant part of the potential capa-
bility and capacity of CYBERCOM to conduct effective cyberspace operations in both 
Federal and domestic operations. To that end, the CYBERCOM Guard and Reserve 
Directorate in coordination with NORTHCOM and the National Guard Bureau Joint 
Staff will develop a National Guard and Title 10 Reserve Forces Integration Frame-
work that builds on using the unique talents and title 32 authorities of the National 
Guard and private sector skills within Title 10 Reserve Forces into the Cyber Mis-
sion Force construct. Together we are working in concert with the Service compo-
nents to bring a Total Force approach to this effort. 

44. Senator BLUNT. General Alexander, how do you plan to locate, hire, and train 
enough skilled people to provide for the increase in demand? 

General ALEXANDER. The Services are currently applying existing personnel re-
sources to the Cyber National Mission Teams and will continue to do so over the 
next 21⁄2 years. Each Service has ‘‘revamped’’ their career fields that feed the cyber 
workforce to maximize utilization of personnel resources to accomplish their Service- 
specific missions as well as needs of joint commanders. Additionally, the Services 
have reprioritized student through-put in their technical training schoolhouses and 
accelerated training schedules to fill the teams along the timetable we’ve estab-
lished. Even with these efforts to reorganize and reprioritize, we know that a signifi-
cant gap in the teams’ manning will remain. Included in this approach is the pur-
suit of select National Guard and Reserve Forces who have been vetted through the 
security clearance process and bring specialized civilian cyber skill sets, usually 
along with previous Active-Duty military experience, to the fight. 

To attract and retain highly-qualified civilian employees, we have at our disposal 
numerous incentive programs and tools to include: Schedule-A hiring authority, su-
perior qualification step increases, leave accrual, relocation bonuses, and tuition re-
payment bonuses. We are also partnering with academic institutions where cyber 
skills are being developed and offering opportunities including scholarships and in-
ternships. Internally, we identify talent in our existing workforce by selecting junior 
employees from other closely-related fields for career broadening and developmental 
opportunities. 

45. Senator BLUNT. General Alexander, how can the National Guard and Re-
serve—in partnership with combatant commanders, the FBI, and DHS—com-
plement the work being done here in the Homeland? 

General ALEXANDER. Our National Guard and Reserves play a critical role in de-
fending the Nation in the air, land, and sea domains. It will be no different in the 
cyber domain. In fact, their title 32 authorities could enhance DOD’s role in re-
sponding to local cyber attacks and computer security emergencies. I have sat down 
with the Guard leadership, all the adjutant generals from all the Guard, and talked 
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about the role and responsibility of the Guard in cyber space. I think there are two 
key things that they can do. Setting up protection teams and training them to the 
same standard as the Active Force, gives us additional capacity that we may need 
in a cyber conflict. It also provides us an ability to work with the States, with the 
Joint Terrorism Task Force and cyber forces the FBI has, and with DHS to provide 
additional technical capacity for resilience and recovery. 

BOMBER PROGRAM AMID FISCAL UNCERTAINTY 

46. Senator BLUNT. General Kehler, how will the readiness of our bomber fleet 
be affected by sequester budget cuts, assuming you have the flexibility to prioritize 
and target the cuts? For example, I assume a number of bomber pilots’ certification 
will be affected by a reduction in their training resources and flying hours. 

General KEHLER. The U.S. nuclear deterrent force remains capable of responding 
with overwhelming force to any attack on our country or our allies. The Air Force 
has established a plan to keep sufficient aircrews from each nuclear capable bomber 
platform proficient and prepared to meet all of STRATCOM’s missions. To bridge 
the gap until more flying hours become available, remaining aircrews will maintain 
a reduced level of mission readiness through ground training and simulators. I am 
concerned that continued reductions to bomber flying hours will eventually impact 
crew proficiency across all mission areas. 

47. Senator BLUNT. General Kehler, how do you prioritize decisions like these? I 
have to think that keeping our bomber pilots certified to respond to unforeseen glob-
al contingencies is pretty important, right? 

General KEHLER. Ensuring bomber pilots are certified to respond to unforeseen 
global contingencies is an important part of the U.S. nuclear deterrent. STRATCOM 
emphasizes this priority through coordination and planning with the Air Force to 
keep sufficient aircrews from each nuclear capable bomber platform proficient and 
prepared to meet all of STRATCOM’s missions. To bridge the gap until more flying 
hours become available, remaining aircrews will maintain a reduced level of mission 
readiness through ground training and simulators. I am concerned that continued 
reductions to bomber flying hours will eventually impact crew proficiency across all 
mission areas. 

FOREIGN CYBER ATTACKS 

48. Senator BLUNT. General Alexander, I just read an article in the Times that 
said China reportedly is calling for international ‘‘rules and cooperation’’ on internet 
espionage issues. At the same time, they continue to insist the accusations that the 
Chinese Government is involved in hacking attacks amounts to a false smear cam-
paign. Can you comment on that, and also tell us what we can do to deter China 
from making unwise decisions in the realm of cyber? 

General ALEXANDER. [Deleted.] 

49. Senator BLUNT. General Alexander, how capable do you believe they are? 
General ALEXANDER. [Deleted.] 

50. Senator BLUNT. General Alexander, have we established clear rules of engage-
ment under which CYBERCOM will operate? 

General ALEXANDER. Not yet, but we are making progress. Cyberspace is a new 
area of conflict in which many norms that exist in other domains have not yet been 
established. As a result, we are still developing cyberspace specific rules of engage-
ment that have the level of fidelity found in rules of engagement for land warfare 
or other more established military activities. The first version of cyberspace Stand-
ing Rules of Engagement developed to be consistent with the new Presidential Pol-
icy Directive 20, has been developed and forwarded to the Secretary of Defense for 
approval and is expected to be signed in the near-term. 

51. Senator BLUNT. General Alexander, which segments of the private sector 
should fall under DOD’s responsibility? In other words, which elements of the pri-
vate sector—if attacked—would be considered an ‘‘extension’’ of U.S. Government fa-
cilities? 

General ALEXANDER. DOD is responsible for defending the Nation from foreign 
cyber attack, wherever that foreign cyber attack may be directed. In the event of 
a foreign cyber attack on the United States with the potential for significant na-
tional security or economic consequences, the DOD would defend the Nation from 
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this attack by conducting foreign cyberspace operations. In a whole-of-government 
effort, the DOJ and FBI would also conduct operations to disrupt the threat domes-
tically. The DHS would secure Federal civilian government networks (‘‘.gov’’) as well 
as coordinate protection of the critical infrastructure. Post attack, DHS would lead 
any national recovery and reconstitution efforts, if necessary. 

The DOD depends on the private sector to sustain its operations—in both the 
short- or long-term—without the goods and services provided by a wide range of 
other elements of the Nation’s critical infrastructure and beyond. While some such 
as Energy, Transportation Systems, Communications, and Information Technology 
are obvious, others such as Financial Services, Healthcare, and Food and Agri-
culture are also critically important. In the increasingly interconnected and inter-
dependent global environment in which the DOD operates, the DOD’s dependencies 
on these infrastructures extend beyond the critical infrastructure of our Nation to 
those of our allies and partners where we are located. 

[Whereupon, at 12:20 p.m., the committee adjourned.] 
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