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OPENI NG STATEMENT OF HON. JONI ERNST, U.S. SENATOR
FROM | OMA

Senator Ernst: Good afternoon. The Subcommittee on
Energing Threats and Capabilities neets today to receive
testimony fromDr. Mchael Giffin, Under Secretary of
Def ense for Research and Engi neering, on accel erating new
technol ogi es to neet energing threats.

Wel cone, Secretary. It is good to have you here.

The National Defense Strategy acknow edges that our
i ncreasingly conplex security environnent is defined by
rapi d technol ogi cal advancenents, which have the potentia
to change the very character of war. These technol ogies
i ncl ude advanced conputing, Big Data anal ytics, artificial
intelligence, autonony, robotics, directed energy,
hyper soni cs, and bi ot echnol ogy.

Mor eover, their devel opnent is increasingly dispersed,
expandi ng both to near-peer conpetitors and other actors
with the neans to use these technol ogi es agai nst our
war fi ghters.

These technol ogi es al so represent mmj or opportunities
for our own forces, and innovation has al ways been a major
strength of the Departnent of Defense's research and
engi neering enterprise, which includes the DOD | aboratories
and organi zations |i ke DARPA and the Strategic Capabilities

Ofice.
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1 However, getting these technologies in the hands of our
2 war fi ghters can sonetines be chall enging for the Departnent
3 of Defense, which has struggled to bridge the so-called
4 "val |l ey of death" for new technologies. This valley refers
5 to the space between the research and engi neering conmunity
6 and the acquisition community, which are responsible for
7 fielding operational systens.
8 In his confirmation hearing, Secretary Giffin
9 testified that this transition is the "hardest problem we
10 have.” | will look to Secretary Giffin to understand how
11 he will use his owmn newy established position to help
12 bri dge this gap.
13 The fielding of these critical new technol ogies
14 contained within the National Defense Strategy demands
15 urgent attention and new approaches to ensure that our
16 forces are postured to fight and win. Broadly, | look to
17 Secretary Giffin to see how he plans to fulfill his charge
18 as chief technology officer for the Departnent of Defense to
19 sustai n and expand U.S. technol ogi cal superiority in the
20 future.
21 Specifically, | hope to understand specific exanples of
22 research and technol ogy efforts ainmed at ensuring our forces
23 are organi zed, trained, and equi pped to succeed in our
24 i ncreasingly conpl ex environnent.

25 Openi ng comments, Senator Heinrich?
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STATEMENT OF HON. MARTI N HEINRI CH, U. S. SENATOR FROM
NEW MEXI CO

Senator Heinrich: Let ne start by thanking Senator
Ernst for holding this inportant hearing on technol ogy
transfer and the ways that we can nove technol ogi es and
systens nore rapidly into the hands of our operationa
forces.

Wel cone, Secretary. It has been al nbost 2 nonths since
you were confirmed for this job, so you nmay not have fixed
everything yet, but we hope that you are nmaki ng good
progr ess.

| hope that today's hearing will help us to better
understand the barriers to the smooth transition of next-
generation technol ogi es, whether they are fromthe funding
poi nt of view, legal, regulatory, cultural, or other things
that we have not thought about.

W know that we are in a race to build future
technol ogi es and systens that our mlitary will need to
execute its mssions against peer threats as well as
energing threats. W also know that the United States is
still home to the world's nobst innovative conpanies, snal
busi nesses, research universities, and governnent | abs.

The State of New Mexico alone is proud to host two
national security |aboratories, the Air Force Research

Laboratory, Wite Sands M ssile Range, and a nunber of high-
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tech smal |l busi nesses, each enpl oyi ng sone of the best and
brightest mnds in the country.

Yet, one of our Nation's biggest chall enges remains in
determ ning how we can best connect those innovators to the
real current and future challenges facing our mlitary, and
how to nove the best new technol ogies into the hands of our
warfighters as quickly and effectively as possible.

Al'l of the menbers of this commttee have heard
frustrating stories of conmpanies with great ideas or
uni versities and governnent | abs perform ng cutting-edge
research that cannot seemto get traction and fight through
the Pentagon's arcane and bureaucratic procurenent and
fundi ng processes, only to get stuck in that valley of death
that Senator Ernst spoke about.

This comm ttee has taken a nunber of steps to help
transition technol ogi es, including strengthening science and
t echnol ogy prototyping efforts; enphasizing weapons of the
future, like directed energy; supporting the Small Business
I nnovati on Research program and trying to cut back on the
red tape and bureaucracy that slows this process. But |
certainly believe we can do nore.

Tackling the issues that prevent the transition of
technol ogies is a key enphasis of your work, Dr. Giffin,
and you have an excellent opportunity to do so as our

Nation's Under Secretary for Research and Engi neeri ng.
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1 Dr. Giffin, I hope we can hear today your early
2 estimate of the biggest challenges to effectively transition
3 technol ogy and | earn what steps you are beginning to take to
4 address them and how we can help. | also |look forward to
5 hearing what hurdl es you are encountering in terns of
6 setting up your organi zation and staffing in the Pentagon
7 and deconflicting authorities with the services and ot her
8 parts of the Pentagon
9 Finally, | hope to |l earn what steps this comittee and
10 other commttees in Congress can take to assist in these
11 efforts. Qur mlitary's technol ogi cal edge may not depend
12 sol ely on your success, but your success can greatly alter
13 the ability of our mlitary to stay ahead of our
14 adversari es.
15 | look forward to your testinony and | earning nore
16 about how we can hel p
17 Senator Ernst: Go ahead, Secretary. Thank you
18
19
20
21
22
23
24

25
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STATEMENT OF HON. M CHAEL D. GRIFFIN, UNDER SECRETARY
OF DEFENSE FOR RESEARCH AND ENG NEERI NG

Dr. Giffin: Chairwoman Ernst, Ranki ng Member
Hei nrich, Senator Peters, Senator Fischer, Senator Perdue,
thank you for being here. | really appreciate this
opportunity to talk to you about these issues. | am going
to offer a very brief opening statenment and ask that you
submt ny witten testinony for the record.

Senator Ernst: Wthout objection.

Dr. Giffin: So the recognition of the erosion of U S
t echnol ogi cal superiority, which was once unquestioned in
the world, is what |l ed the Congress to establish the
position that I now hold, the Under Secretary of Defense for
Research and Engineering. Qur mssion is to ensure that we,
i f necessary, reestablish and then maintain our technica
advantage. | am honored to be here today.

Now, frankly, ny involvenent with the national security
community is of long standing, and so | feel that | cone to
this position reasonably well-versed in the threats that we
face, and I am therefore, concerned.

W are in constant conpetition, and the pace of that
conpetition is increasing. In a world where everyone pretty
much today has equal access to technol ogy, innovation is
inportant, and it will always be inportant, but speed

becones the differentiating factor. How quickly we can
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1 translate technology into fielded capability is where we can
2 achi eve and maintain our technol ogical edge. It is not just
3 about speed of discovery. It is about speed of delivery to
4 the field.
5 So this is a key tenet of my m ssion as Under
6 Secretary. My organization will focus on closing the gap on
7 current and emerging threats, on driving the disruptive
8 i nnovation that provides the technical dom nance on the
9 scale and tineline called for in the National Defense
10 Strat egy.
11 In this role, | fully intend to establish the technica
12 direction for the Departnent of Defense. This is nore than
13 just recommending the path forward. M organization nust
14 ensure that the future force has what it needs by working
15 with warfighters to devel op new concepts of operation
16 t hrough m ssion anal ysis and experi nentati on.
17 | believe that it is critically inportant for the DCOD
18 to utilize intelligence products, technol ogy forecasting,
19 and our own analysis to informdecisions on where we wll
20 i nvest, what we will prototype, what experinents we wll do,
21 and what energing capabilities and concepts of operation
22 will help us to succeed. To this end, we have established a
23 strategic intelligence analysis cell within the organization
24 that will help us do that.

25 | will focus on establishing processes and nethods to
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drive effectiveness and affordability by exam ni ng our

acqui sition, testing, and sustai nment processes in the
system desi gn phase by setting and adhering to open
architectures and interface standards while inplenenting
good system engi neering and cyber resiliency. Utimtely, I
plan to establish and enbrace a col |l aborative culture
focused on piloting new acqui sition pathways for speed and
provi di ng capability to the future force.

The departnent continues to push research into new
technol ogi es such as aut ononobus and unnmanned systens;
artificial intelligence; biotechnology; mcroelectronics;
cyber warfare, both offense and defense. These technol ogy
areas are not just inportant to the Departnment of Defense.
They are, in fact, the focus of global industry, sonething
we nmust learn to | everage

The departnent is not short of innovators. W are
short of tinme, and we | ack expertise in adapting comerci al
mar ket advances to mlitary needs. W need to strike a
bal ance between bringing in new technol ogy and getting
current technology out to the field. W need to deal with
conquering Senator Ernst's valley of death between
i nnovation and real applications.

One crucial step in this is a comrent that the Deputy
Secretary nmade recently. He said, and | am quoti ng,

"Everyone wants innovation, but innovation is nessy. |If the
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departnent is really going to succeed at innovating, we are
going to have to get confortable w th people naking
m st akes. "

I ncreasing the use of prototyping, denonstration, and
experinmentation will help the departnment nore rapidly mature
technol ogy to assess the inpact that innovative technol ogies
can have on the future force. Building prototypes and
testing themw th operators allows the departnment to speed
i nnovation by driving down technical and integration risk.

It also enables us to refine requirenents, eval uate new
concepts, and get warfighter feedback before we conmmt to a
maj or program

Those are the obvious benefits. The |ess obvious
benefits include stinmulating industry design teans with new
chal | enges, contributing to new nmethods of manufacturing,
and increasing the likelihood of a successful program by
ensuring that we better understand what the requirenents are
to deliver a real system

Wil e our adversaries are presenting us with the
chal | enge of a sophisticated, evolving threat, we are
prepared to neet this challenge and restore the technica
overmatch of the United States Arnmed Forces through focus,

i nnovation, and rapid delivery to the field.
Thanks again for this opportunity to testify before you

on these inportant issues. | do | ook forward to your
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1 guesti ons.

2 [ The prepared statenent of Dr. Giffin follows:]
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Senator Ernst: Wonderful. Thank you very nuch, M.

Secretary.
W will go ahead and get started with the questions,
and, hopefully, we will get a couple rounds in.

W were just talking a mnute ago about the Nationa
Defense Strategy. It was recently released by Secretary
Mattis, and it focused on conpetition wth near-peer
adversari es.

Dr. Giffin, how do you envision your position hel ping
DOD to address the technical shortfalls in specific fields
|i ke A2/ AD and ot her high-end capabilities being devel oped
by our near-peer challengers, |ike China and Russia? Wat
can we do there, in your position?

Dr. Giffin: Qur adversaries have taken advantage of
what | have referred to as a holiday for the United States.
It has not been exactly that, but with the fall of the
Berlin Wall -- | was in the Pentagon when the wall cane down
and when the Sovi et Union broke up. W had won the Cold
War, and we had no maj or adversary in the world. W
decl ared a peace dividend, and we felt we had won.

The wi nners never |earn anything, and the | osers always
do. So over the course of the 25 years since that has
happened, China has understood fully how to be a superpower.
We gave themthe playbook, and they are executing. Russia,

after a period of very difficult tines for them is now

Alderson Court Reporting

1-800-FOR-DEPO www.AldersonReporting.com



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

13

resurgent in the world of global conpetition, great power
conpetition. These are the things that our National Defense
Strategy calls out.

We have been occupied for 15 years in the M deast
dealing with the urgent problemof terrorismand nonstate
warfare, and other very, very difficult problens, but
probl ens which are not existential for the United States.
They are difficult; they are inportant; they are concerning;
but they are not existential.

Qur gl obal power adversaries are existential threats,
and this is what the National Defense Strategy is saying. |
amtrenendously pleased with that strategy. | regret to say
| did not offer a contribution to it, but | amdelighted
wi th what they have put forth, and | think that should be
our bible.

Senator Ernst: Then in your position, how do we use
the expertise that you have to catch up to those near-peer
adversaries?

Dr. Giffin: Well, in certain areas, |ike you
menti oned A2/ AD, anti-access/area denial, China has fielded
or can field, is close to fielding, hypersonic delivery
systens for conventional pronpt strike that can reach out
t housands of kilometers fromthe Chinese shore and hol d our
carrier battle groups or our forward-deployed forces on | and

that we have bases, can hol d those power groups at-risk.

Alderson Court Reporting

1-800-FOR-DEPO www.AldersonReporting.com



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

14

W, today, do not have systens that can hold themat-risk in
a correspondi ng manner, and we do not have defenses agai nst
t hose systens.

Shoul d they choose to enploy them we would be, today,
at a disadvantage. It is anong ny very highest priorities
to erase that disadvantage, creating our own systens to hold
themat-risk and to provide defense.

W will never win a man-to-man conflict with the
Chi nese, should that cone about. W can only wi n by
enpl oyi ng techni cal overmatch

So, for exanple, in the areas of mssile defense or air
defense, or even with our ground forces, in order to dea
with things |ike swarm ng drone attacks, we have to finish
the devel opnent of directed energy weapons, which we, this
country, started and sone years ago deci ded we did not
really need. Well, we need to decide that we really do need
them and fund themto conpletion.

W need to have 100-kilowatt class weapons on Arny
t heater vehicles. W need to have 300-kilowatt class
weapons on Air Force tankers. W need to have negawatt
class directed energy weapons in space for space defense.
These are things that we can do over the next decade, if we
can mai ntain our focus.

Senator Ernst: | appreciate that. W do need to

mai ntai n our focus.
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Wth that, we will go to Senator Heinrich

Senator Heinrich: Secretary, yesterday, you testified
bef ore the House Armed Services Committee, and | saw a
little bit of that. | believe you said that the powers
afforded to you in this new position are nore |ike "broad
and sweepi ng powers to offer advice."

Can you tell ne a little bit nore about exactly what
you nmeant by that? And what do you think should be your
authority and relationship with service research and
engi neering prograns and activities?

Dr. Giffin: Wll, that is a | eading question, sir,
but I will take a swing at it.

Senator Heinrich: It was nmeant to be.

[ Laught er. ]

Dr. Giffin: Yes, sir. The authorities that the
USD( R&E) has do not include the ability to direct funding.
They do not include the ability to direct prograns or
programdirection. So, therefore, the office is persuasive

or advisory in nature, and I think that is what | said

yesterday. |If not, it is what | should have said.
So, let me be clear. | think that in the NDAA 2017 and
2018 legislation that was passed, | personally believe it

was a very good idea to del egate prograns back to the
services to run on a day-to-day basis, except for those few

prograns that the Secretary has determ ned should be held at
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the OSD | evel. | am an unabashed supporter of that plan.
OCSD, generally speaking, is not the place you want to run
progr ans.

However, the industry anal ogy, which |I have used, m ght
be that OSD is what you might call in industry the vice
president for prograns, for all progranms. You are not
running the program but if a given programor a given
program nmanager gets off track, in industry, there is no
fuzz on this. There is a vice president somewhere who wil |
say, "What you are doing is not okay. | amnot replacing
you. You still have the program but you cannot do what you
are doing, and you are going to do this other thing instead,
and the reason is because | amthe boss and | said so."

In industry, one's very existence depends upon being
able to do that. The wong decisions can put you out of
busi ness. | have run two conpanies, and we did not run them
on the conmittee system

So that, | think, gives you a flavor of the kind of
authority that we need to have. W do not in OSD, in ny
opi nion, need to be running prograns. But we need to be
able to control the funding and the overall direction of
those prograns in a way that is collaborative, but in the
end, when a decision is nmade, the decision is nade.

Senator Heinrich: | think we agree that you shoul d not

be nmeddling in the day-to-day managenent, but we want to
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make sure that the strategic direction that you set is how
t hese prograns execute.

| am al so concerned that the services have not always
prioritized the nodernization of the testing infrastructure,
which is incredibly inmportant, if we are going to naintain
our position in the world.

If you just look at one exanple that | amfamliar
with, Wiite Sands M ssile Range went 18 years straight
wi t hout receiving a single mlcon project. And it is not
unusual. White Sands is not alone in seeing that sort of
dynam ¢ anpbng our test ranges.

So | am curious, how can you help to ensure that Test
Resour ce Managenent Center is not only planning for testing
but planning to nmake sure that we are nmintaining our test
ranges, that we are investing mlcon in them and that we do
not ignore that resource and expect it to be there forever?

Dr. Giffin: Senator Heinrich, you have hit one of ny
hot buttons. | was just speaking about conventional pronpt
stri ke and hypersonics and the need to devel op both
of fensi ve and defensive capabilities.

| would tell you right now that DARPA, which reports to
me and has done sone of the nobst significant hypersonics
work in the country, has basically one wind tunnel that they
can use for hypersonic research today. It is at NASA

Langley in Virginia. This is an unacceptabl e situation.
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Your test range at Wiite Sands that has not received
mlcon funding in 18 years, | could tell that story about 20
other test ranges, test facilities, and 20 is an undercount.

The Nation nust invest in renovating our test
facilities, our research facilities, and bringing them up-
to-date. W nust do that.

Now, it is not glanorous. But when | come to you with
a budget that asks for noney to renovate our test
facilities, | really want you to take ne seriously. It is
not nice to have. W really need to bring these things up-
t o- dat e.

Senator Heinrich: These are fundanentals.

My tinme is up, but | look forward to continuing --

Dr. Giffin: 1 amsorry. | was possibly too |ong-
wi nded, but you asked ne things that | am passi onate about.

Senator Heinrich: W are going to have a couple
rounds, | hope.

Senator Ernst: Yes, absolutely. Thank you

Senat or Per due?

Senator Perdue: Thank you, Dr. Giffin. | appreciate
you being willing to take on this job.

Dr. Eric Schm dt yesterday testified that, if there
were one variable to solve for, it would be speed. You
nmenti oned speed this norning several tines. | just got back

froma trip to China, and I saw firsthand how they are
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| eapfrogging entire industries.

They put $152 billion, the governnment did, into
creating a chip industry. They bypassed their entire
telecomindustry. There are no hardwired cables, et cetera.
It is all noving to 5G

W saw cor porate businesses and their research aligned
with defense research all under one unbrella inside the
Chi nese structure.

The way they are set up is entirely different from
ours. They are able to build things and nove nore quickly
than we are in a denocratic society.

General Mattis said constrained budgets and acquisition
regul ations have limted our ability to keep pace with rapid
changes that sustain our conpetitive advantage.

Conbine that with the Defense Innovation Unit-
Experinental releasing its report recently, it really
concerns ne because of having seen their ability to nove
very rapidly and our ability to build a 2-foot tall set of
requirements to buy a new pistol for the Arny.

So the question | have for you is, within our DOD
procurenment system our DOD requirenents system and the
ability to innovate within a systemthat has been choked up
by all the things that you are tal king about -- China is
buyi ng technol ogy fromus; they are stealing technol ogy from

us; and they are innovating on their own today at a |evel
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that we have not seen

When you | ook at the two domains, in space and in
cyber, particularly, | amworried about whatever advantage
we m ght have dreaned we had nay have been di ssi pated
al r eady.

So ny question is, in that environnent, how do we

devel op, fromyour point of viewin R& -- | hear
infrastructure first. | get that. Wat are the ways, in
integrating with business -- you read the Defense |Innovation

Board report. \What ways can we accel erate the innovation
that we obviously have to have to be able to defend our
country in this new technical world that we live in?

Dr. Giffin: That is a great question. O course, |
testified yesterday with Dr. Schm dt, and we did not pre-
coordi nate our views, but he and | are about as closely
aligned as | think two people fromvery different
backgrounds coul d be about what is needed.

So one of the things that we have both said is that,
and I will use ny words, we cannot punish people who take
ri sks and break sonmething. W should reward them

Il will offer the view, which rmay not be popul ar, that

it is not actually, generally speaking, our |aws and

regul ations that restrain us fromnoving nore quickly. It
is the cultural view of our -- and it is not even just
within the Departnment of Defense. | saw many of these sane
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things at NASA, and | worked in the intelligence community.

It is the view that we have taken in recent decades
that any m stake that is made in the course of a new
devel opnent is a punishable offense. So, therefore, any
rational program manager, whether wearing col onel's eagles
or an SES civilian, will do everything possible not to allow
any step of the devel opnent to turn out wong because they
wi || be puni shed.

Senat or Perdue: Do you think the new generation of
mlitary | eadership at the top recogni ze that?

Dr. Giffin: 1 think that they do. The people that I
work with every day recognize the cultural barrier that
avoi dance of risk has created for us. But | need your help
as legislators to make sure that our people understand that
failure is not okay, but failure is failure to reach the end
goal .

If I fail to give you a 100-kilowatt |aser weapon for
an MRAP within a few years, you should ding ne for that.
You should not ding ne if we go out into the desert and try
a couple | aser concepts, and one of them does not work, and
we have to back up and try another. That is not failure.
Failure is if | do not get to the goal.

Al'l too often, we punish program managers because they
take sonmething out to the desert and they flight test it and

it breaks.
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Until | was 40, | was closely involved with hardware
developnent. | will tell you, it is really hard to get it
right the first tine.

You have to have that freedomto take on new
chal | enges, take new risks, let things break, figure out
why, and nove on to the next step w thout punishing the
young fol ks who you want to learn all those | essons.

There is no nore critical step than that to ne, sir

That is how we can establish a new culture of speed and

i nnovati on.

Senat or Perdue: |Is that inside DOD? It is also in the
procurenent area as well, right?

Dr. Giffin: It is in the procurenent area. It is
inside DOD. It is really all across governnment. It really
is.

You have given us a | ot of new |l egislative perm ssions.
And you know what? As Eric Schm dt said yesterday, you
shoul d ask us to keep count of the nunber of tinmes we are
usi ng other transaction authorities instead of the regul ar
FAR.  You gave us perm ssion to use them You should
require us to do so. You should not allow us to fall back
on what we are culturally famliar with

Anot her point that I will nake, and | realize | am over
time, another point that | will nmake is that the whole

pur pose of carving out or separating R&E and A&S fromthe
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1 former acquisition, technology, and |ogistics was to provide
2 an organi zati on whi ch could do advanced devel opnent before

3 it got into the major production cycle.

4 So |l et us nmake our m stakes. Let us |learn our

5 devel opnental | essons when it does not cost nuch. Let's not
6 learn it when the carrier is already in production. | am

7 not picking on carriers. You pick your system Let's not

8 learn it when the systemis in production. Let's learn it

9 whi |l e people are still experinenting.

10 That is a critical step. | amsorry | have overstayed.
11 Senator Ernst: That is okay. Good discussion. |

12 appreciate it.

13 Senat or Perdue: Thank you, Madam Chair

14 Senator Ernst: Senator Peters?

15 Senat or Peters: Thank you, Madam Chair

16 Thank you, Dr. Giffin, for being here. Your

17 di scussi on about failure as part of the process, as you are
18 talking, I amjust rem nded of Thomas Edi son. | cannot

19 remenber the exact quote, but | think he said that he spent
20 nost of his career with failed experinents. But the ones
21 t hat worked were pretty big and changed t he worl d.

22 Dr. Giffin: Well, the know edge that a particular

23 approach does not work is every bit as val uable a piece of
24 know edge as the know edge that sonethi ng does worKk.

25 Senator Peters: Absolutely, yes.
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Dr. Giffin: And | amnot suggesting that we enbrace
stupid decisions. | amnot going to that place at all

What | always tell my people is, every m stake you
make, | want it to be a new m stake. Make a new m st ake.
Just do not repeat the old one, and we are good.

Senator Peters: Right. As long as you are |earning
fromit.

| wanted to pick up on your conments related to speed
as well. | think the other thing that | think was
significant was where you said that everybody has access to
this technol ogy, which has changed so dramatically. The
area that | have spent a lot of tine on, being a Senator
fromM chigan, is self-driving vehicles and autonony, which
is noving | think a whole |lot quicker than people realize as
well. The race with the Chinese, Senator Perdue comments, |
know they are at full speed on this as well.

What has been told to ne is the power of the self-
driving cars is that, in order for it to work, you need to
have further advances in artificial intelligence and nachine
| earning that is able to process the nmassive anount of data
that is comng in. In fact, it was described to ne, in sone
ways, self-driving cars is the noonshot for Al. Wen Al can
pilot that car through a street here in Washi ngton or New
York City safely with all of those inputs, that neans Al is

ready for prinme tinme in every single industry and wll
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i kel y change everything about our world. That al so neans
the future of warfare as well. | know the Chinese are
working on that at a feverish pace as well.

So | wanted to ask you about reports that | have seen
that the DOD and the intelligence conmunity are working to
create a Joint Artificial Intelligence Center that wll
hopeful |y nove us al ong qui cker with sone of these kinds of
devel opnent s.

| amcurrently working on sone | anguage for the NDAA
provision that will create sone flexibility so that we can
nove forward with Al and incorporate all that we are seeing
on the commercial side into applications that will change
the face of warfare in ways that I do not know that we can
fully appreciate at this tine.

So ny two questions are, first, can you speak to the
reports of this joint Al center, and how we can hel p here on
the committee to make that kind of effort a reality where we
are coordinating our activities and taking advantage of what
is available comercially?

Dr. Giffin: In answer, sir, to that question, yes,
the Secretary in his testinony, | believe just |ast week,
committed to the devel opnent of a joint Al center, neaning
across the services.

Really, there will be elenents of it across governnent.

| think the DOD will take the |ead. The organization of all
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that has not been finally decided, as you m ght appreciate.
But the Secretary and the Deputy, | believe, had nade the
decision that there will be such as center. | am working
right nowwith folks on ny staff to answer questions, like
shoul d who should lead it, where should it be, what projects
should it do, and, nobst inportantly, how does such a center
fit into the overall Al strategy for the departnent and the
Nati on, because there are 592 projects, | was told, in the
departnent, which have Al as sonme piece of them They do
not all belong in the new Al center that we wll| create, but
some of them do.

We have things all the way from foundational research
to practical applications to put in theater tonorrow. So we
have to parse all that.

W owe the Congress a report, | think about 2 nonths
fromnow, on what our Al strategy wll be. The JAIC, the
Joint Artificial Intelligence Center, will be a part of that
overal |l strategy.

| better asked than answered your question.

Senator Peters: No, it is good. |Is there anything
that we shoul d be doing here in Congress to nove this along?
Dr. Giffin: No, | think we can do this with the
authorities that we have. |If we stunble across a regul atory

i ssue where we need your help, | will be back on your

doorstep in a heartbeat, because | agree, this is a critica
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area of research. |If there is going to be a | eader, we need
to be that | eader. W are not going to let this slip
t hrough the cracks.

Senator Peters: Like nost technologies, being first is
a significant conpetitive advantage. But | understand, with

artificial intelligence, it is beyond a significant

conmpetitive advantage. It nmay be everything, in a |ot of
ways.

Dr. Giffin: Yes, | do not want to be in danger of
getting overly occupied with the new shiny object. | think

Al is critical.

| think, frankly, we are going to have self-driving
vehicles in theater for the Arny before we will have self-
driving cars on the streets. But the core technologies wll
be the sanme. W in the DOD absolutely nust |everage, | do
not want to get into corporate nanes, but what the various
conpani es are doing in devel oping self-driving cars.

| will give you an exanple that | have heard the
Secretary use, and I will put nunbers on it. |In theater, 52
percent of our casualties have been from sol diers basically
delivering the mail, not literally the mail, but food, fuel,
| ogi stics, things Iike that. You are in a very vul nerable
position when you are doing that kind of activity. [If that
can be done by an automated, unnmanned vehicle with a

relatively sinple Al driving algorithmwhere | do not have
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to worry about pedestrians and road signs and all that, why
wouldn't | do that? Well, I wll.

W do not have that capability yet, but that is the
kind of thing that we could bring to bear fairly easily.
And if you will forgive the expression, we do not have to
solve world hunger with Al to be able to deliver a system
that can deliver fuel

So that mght be an early win for us. That is just one

exanpl e.
Senator Peters: Thank you. | appreciate it.
Dr. Giffin: Thank you, sir. | thought that was a

great question. Thank you, sir.

Senator Ernst: That was very good.

And thank you, Senator Peters.

While we are tal king about commerci al technol ogy as
well, this is a nice segue. During Wrld War Il, as well,
we saw that the United States needed to rapidly |everage the
comrercial industry to neet its wartine needs, and we were
able to do that in Wrld War Il. The phrase "battl e of
producti on” encapsul ated our ability to outproduce many of
our adversaries. That was critical in securing our Allied
victory.

In future conflicts, the ability to out-innovate those
adversaries -- we have naned Russia; we tal ked about China -

- they will be just as inportant. And we still do have a
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wor | d-cl ass tech sector. W really do.

So what we would like to see is that we are able to
take full advantage of that world-class tech sector. But
unfortunately, there seemto be sone gaps there where we are
not able to tap into sone of those technol ogies.

So the departnent is starting to nake an effort to
engage the commercial sector and get into that innovation
comng fromplaces like Silicon Valley. W wll not nane
any names out there. But they are trying to do that through
organi zations like the Defense Innovation Unit-Experinental,
DiUx -- you nentioned themearlier -- and the departnent's
Silicon Valley outreach office.

So as we are trying to do that, what are the biggest
barriers that you see with being able to reach that goal of
utilizing those technol ogi es that have been comercially
devel oped?

Dr. Giffin: One of the barriers that we have is that,
whether in Al or any other kind of information technol ogy
type of thing, or whether in fundanental material science or
m croel ectronics, nost of the innovators are innovators in

smal | conpanies. Mst of those conpanies fail

| used to run In-QTel. | would split tinme between
Washington, D.C., and Silicon Valley. | had it an office on
Sand Hill Road. In-QTel, of course, is the CIA's venture

capital company, if you want to put it that way.
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Ni ne out of 10 of these entrepreneurial conpanies fail
and that is a real statistic. They should fail. They were
experinments that tried and did not work. But the ones that
succeed becone things |like Google Earth or other huge
successes that becone househol d nanes.

Well, the benefit for the departnent and for the U S
Government nore broadly is to be able to tie in on the front
end of sone of these things, because several of us have
tal ked about how technology today is really pretty instantly
avai |l abl e everywhere. Well, we do not want to be behind our
adversaries in adopting the technology that we, this Nation,
create.

So the earlier we can get into the tech cycle in
what ever field and work with those people and bring them
into departnment utility, the quicker we will transition to
the field. Well, how do we do that with young conpani es?

You asked what the barriers were. The barriers are
they are small, young conpanies. They cannot possibly
afford the overhead of dealing with the DCAA accounting
system They cannot possibly afford the barriers of dealing
with the DCVA for contracts. | nean, it takes a full-time
staff of a good-sized conpany to deal with that.

So we have to have ways of interfacing with themthat
recogni ze where they are in the corporate lifecycle. They

are not a large prine. |If we want to take advantage of what
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we can bring, we have to work with themon their terns.
That is what, for exanple, DI Ux strives to do, but DIUx is a
fewtens of mllions of dollars a year.

This is really a cultural issue. W need, across the
departnent, to learn how to becone user-friendly in our
contracting and financing, so that any piece of our
departnent can work effectively with a new hi gh-tech
provi der.

Now U.S. Special Operations Command is an artist at
this. SOCOM absolutely knows how to do this. DIUx is an
excellent idea. | amfully supportive of it. But they are
not the only place in the U S. Governnent or even in the
departnment that knows how to do this.

These are the kinds of |essons that we need to
promul gat e.

Senator Ernst: Very good. Thank you. M/ tine is
expiring, so, Senator Heinrich?

Senator Heinrich: Secretary, | really appreciate your
awar eness that so many of these challenges are baked into
culture as nuch as anything el se.

| want to give you an opportunity to talk a little bit
about directed energy. | know you are passionate about it,
as aml. | have a bunch of questions, but at the front end,
| just want to provide you an open opportunity to tell ne

what you are excited about right now, where you think things
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are going, and how we are going to finally make that
transition fromR&D into procurenent.

Dr. Giffin: Thank you, Senator. | do appreciate the
opportunity. So let ne answer the |last part first.

The way to get from experinents into procurenent of
real |ive weapons systens is to say that is what we are
going to do, appoint people to run those prograns, and hold
them accountabl e for delivery, and ask them every day, "What
is in your way that | can cl ear out?"

The technology is there or alnost there. | used an
exanple earlier: Let me have 300-kilowatts on an Air Force
tanker so that the tanker can defend itself, because that is

a critical function in our nmaintenance of air superiority.

And there are others. | amneither picking on the Air
Force nor otherwise. It is just an exanple.
| do not have a 300-kilowatt |aser today. | have been

in the directed energy community, at |east on its periphery,
for 3 decades. The people that | talk to who are donmain
experts today, and from my own background, | can tell you
that if we can persist for 5 or 6 years, we can have that

|l aser. If we can persist for 10 years and naintain our
focus, we can have the negawatt cl ass space |aser that |
want. If | can persist for just a few years, | can have the
| aser that goes on an Army conbat vehicle.

You will notice that the key word there is "persist."”
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We have to set our goals and nove toward them and weed out
the funding for interesting ideas but which are not on the
mai nl i ne of devel opnment and have peopl e stick

So that is what it takes. That is the cultura
behavior that it takes to get things to the field.

| have already alluded to what |evel of performance we

can have. Today, we have two very prom sing approaches,

di ode- punped al kali |aser that are being devel oped at
Lawrence Livernore lab by the DOE. | keep tal king about
across government. It is not just the departnent. The DCE

is our ally in this. And we have fiber conbined | asers
bei ng devel oped both by industry and by gover nnent

| aboratories. In particular, Lincoln |abs has denonstrated
35 kilowatts of controlled power.

You are getting very close there to sonething that wll
all ow us to defend our forces.

So we have good technol ogy paths. W have good
| aboratories. W have a good industrial base. And you have
sonmebody with me who wants to bring that to our troops.

When | interviewed for this job with the Secretary,
there was a comrent he made that, until | either die or get
Al zheinmer's, | will not forget. He said to ne, he said,
when | was in theater, | never had to have a fair fight.

And he said, you are in charge of making sure that the

future force never has to have a fair fight.
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1 To nme, directed energy weapons are one of those ways

2 that we do not have to have our guys, our partners, our

3 allies have a fair fight.

4 Senator Heinrich: That is right. This is the third

5 offset, in terns of technol ogy.

6 As you identify those obstacles in the way, make sure

7 that we know, so that we can hel p renove those obstacl es.

8 Dr. Giffin: You can count on it, Senator. Thank you.
9 Senator Heinrich: 1In a related question, | want to ask
10 you about the role of requirenent setting.
11 To put it sinmply, | think that the current requirenents
12 process is not designed for new i deas or new weapons
13 systems. It is alnost designed to inpede the novenent from
14 wel | -establi shed systens to the next step. So talk to ne

15 about that a little bit.

16 | guess | amrunning out of tine.
17 Senator Ernst: Go ahead.
18 Senator Heinrich: How do you think the current process

19 actually works? To ne, it seens like it slows down our
20 progress into these new systens. How do we fix that?

21 Dr. Giffin: Well, froman engineer's point of view,
22 we have requirenents and capabilities backwards.

23 If you are in the DOD acquisition cycle, the DOD

24 Directive 5000, et cetera, you have to have requirenents

25 bef ore you can put out an RFP, before you can, before you
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can, before you can, nove down the road. But the reality is
that engineers really do not know what the requirenents
ought to be until they have built and tested sonething.

Frankly, whether it is a piece of software or a new
conbat vehicle or a new pistol or whatever, you have to
build it and try it out and fool around with it a little. |
amsorry to be so colloquial, but that is how engi neers
really work in the real world.

You are an engineer by training. | know you know what
[ mean.

When | know about what the capabilities are that the
current generation of technology will allow nme to have, and
when | have tried it out with a real operator, then I can
sit down for you and wite sone requirenents. But if | have
to wite the requirenents first -- despite what sone think
| amnot actually stupid. | amnever, ever going to wite a
requi rement for sonmething that | do not already know I can
do. Wiy would | do that? | amgoing to wite a requirenent
for sonmething | cannot get? That is just insane.

So the requirenents before capabilities process, what
that does to you is it constrains your ability to innovate,
to get anything that you do not already have, because you
must be so conservative in your process. That is at the
root of our difficulties.

Senator Ernst: M. Secretary, we will do one nore
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round. We have a couple nore questions.

We have tal ked about sonme of our adversaries, near-peer
adversaries, and the technol ogy that they have devel oped
over the course of the |ast several decades. Wat can we as
the United States be doing to nake sure that we are tracking
t he advancenents in technol ogy that they have, as well as
devel opi ng our own?

What we really need to see is that the United States
is, again, staying ahead of our near-peer adversaries. You
just stated that we do not want to see our warfighters in a
fair fight. So what can we do to nake sure that we are
out paci ng our adversaries?

Dr. Giffin: Well, certainly, our intelligence-
gathering apparatus is critical to that. | nmet yesterday
with some of nmy Title 50 coll eagues. W need to take a
whol e- of - gover nnment approach on this.

Wthin the USD(R&E), we have a group who are focused on
protecting our own technol ogy, making sure that foreign
acqui sitions are appropriately vetted agai nst strategic
consi derations. W have to protect what we have while not
i npeding our ability to have our conpani es conpete in the
real world, because we cannot wall ourselves off and stay
inside. W have to be prepared to conpete. At the sane
time, we have to protect ourselves, and we have to do that

i n bal ance.
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But if you ask what we need to do to regain and
mai ntai n a technol ogi cal advantage on our adversari es,
frankly, we have to work harder; we have to run faster; we
have to have nore focus on what we want to do.

No adversary of ours at present has directed energy
systens of the type of which | was just speaking. W should
be the first. W should be putting themin a position to
catch up with us.

| have mentioned you can find in public literature nmany
references to the Chinese hypersonics capability
devel opnent. Frankly, we were the | eaders in that 10 and 15
years ago, and we just let it drop. W need to get started
agai n.

We need to shorten our test cycle tinelines. |
referred yesterday to an experinent called Flight

Experinent-1 that the Navy did, a |ong-range conventiona

pronpt strike experinent. It was, frankly, an experinent.
It is not a weapons systemyet. They did a brilliant job
with it. | nean, | will not quote nunbers, but I wll just

say that the inpact accuracy was quite inpressive.

So in chatting with nmy coll eagues at the senior |evels
of the Navy, | said, well, when can | have FE-2? Wen can
have FE-3? Wy not next August? Wy not this August?

| nmean, we need to finish the devel opnent of these

systens, and it cannot be done at a |leisurely pace, because
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our adversaries are not working at a leisurely pace. As
much as anything else, it is the sense of urgency, Senator,
that we really nmust get to this.

Senator Ernst: Very good. | wll just make a brief
comrent. | think we have talked a little bit about sonme of
the issues, and what we have described as the Valley of
deat h, actually taking that technol ogy and getting it
fielded for our warfighters. It seens |like the overarching
theme seens to be the persistence and fundi ng.

Wul d you state that that is accurate?

Dr. Giffin: Senator, absolutely. Persistence in
reachi ng the goals, knowable funding to reach the goals.

| can deal with budget cuts. Wat | cannot deal with
is surprises. O | can, but the surprises becone very
expensive for you and insert delays for ne.

The other thing that | guess | would offer is we have
to regain a cultural awareness that we have, as the Nationa
Defense Strategy states, gl obal superpower conpetition
agai n.

| was once | abeled by a political adversary as an
unreconstructed cold warrior. | took that as a conplinent,
actually, though it was not neant that way. Mich of ny
early career was in the Cold War. W understood for decades
that we had an existential threat froma peer conpetitor,

and Denocrats, Republicans, did not matter, did not matter
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whi ch presidential admnistration, we had for decades a

uni ted policy across governnment that we were going to
contain the Soviet Union and we were going to win. And if
we can restore that kind of thinking to a renewed gl oba
power conpetition, then we will actually never have to
fight, because our adversaries wll not want to take us on.

So that is the kind of culture, those are the kinds of
comrents that | hear comi ng out of ny | eadership, which I
woul d like to promul gate as well.

Senator Ernst: Thank you. | appreciate it.

Senat or Heinrich?

Senat or Heinrich: Thank you for bringing a sense of
urgency to all of this, because | very nuch agree that has
oftenti nes been the mssing piece to all of this.

| wanted to follow on to the question that Senator
Per due asked you. You did a really good job of articulating
why testing is so inmportant, and why you want to do testing
very early in the process and not after you have a product
that is supposed to work perfectly for folks in the field.

Can you talk a little bit, too, just about how early
and effective devel opnental testing also speeds up
acqui sition by discovering challenges early in the lifecycle
and not after the fact?

Dr. Giffin: Sir, | think you have pretty nmuch done it

for me. The truth of the matter is -- Senator Ernst was
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j ust asking about persistence and funding, and how to get
through the valley of death. M quick answer to that is,
take your prototypes up to the |level of being operationa
prototypes, not sonmething | am going to produce but
sonmething a real operator can work with and hel p wing out

the bugs so that | know what | want to produce.

The nmore quickly that | can do that, and I wll say
outside the acquisition cycle -- although, of course, it
still is Federal acquisition of stuff with taxpayer noney,

but it is not in the production cycle. The quicker |I can do
that and figure out what | really want, then the speedier
the whol e acquisition process wll be.

The nost expensive and time-consum ng place to discover
a mstake is after | have delivered a weapons systemto the
field.

So when one has spent the nost enjoyable part of one's
life as an actual engineer, you beconme hunbl ed by the fact
that you just al nost never do anything right the first tine.
It is a bit enbarrassing because there are very few stupid
engi neers around, and all of us have advanced educati on, and
you would like to believe that you can get sonething right
the first time. You just cannot.

Senat or Heinrich: Experience does not support that.

Dr. Giffin: Yes. So wing the m stakes out as early

as possible. Work with us. Talk with us. Call us up to
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the Hill frequently and say, "Hey, how are you doing on that
Fl i ght Experinent-2 that you just tal ked about with the
Navy? How is that com ng al ong?"

Senator Heinrich: You nentioned a |aser that DOE is
devel oping. Before we let you go, is it easy enough to work
across government? |If DOE or the NNSA, the nationa
security | abs, are devel opi ng sonething that has direct
application in DOD, do the authorities and the current ways
of interfacing, do they support being able to work together?
O are there things that we need to change in the NDAA to
make it easier to do that kind of work?

Dr. Giffin: Senator, if | cone across sonething that
should go in the NDAA, that woul d enhance our ability to
wor k across governnent, | and the departnent will cone to
you with a |l egislative proposal. | have spent decades in
vari ous agencies working with other agencies, to include at
various tinmes in various places NASA Nationa
Reconnai ssance O fice, DOE, CIA, DOD, of course, working in
and with these various conponents of the governnment. Wen
you get below the very political |level and you start dealing
wi th peopl e whose focus is on the mission, | have never had
any trouble at all

Senator Heinrich: That is good to hear

Dr. Giffin: It works well. | amnot saying there are

not stunbling blocks. It is always difficult for people to
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wor k together. But ny experiences have been good ones, |
will just say that, over the years.

Senat or Ernst: Thank you so nuch, M. Secretary. It
has been a pleasure to have you in front of the commttee.
We appreciate you taking on these challenges for our nmen and
wonen, whether they are on the frontlines or working in
various places around the gl obe.

We | ook forward to utilizing your expertise in the
upconm ng years, and | am anxi ous to see sone of the great
devel opnents that will come through your worKk.

Dr. Giffin: Wll, you have given us a wonderful
budget, and you have given us good regul atory authorities,
and we have a great team It is on us, and we hope to
deliver.

Senator Ernst: Qutstanding. Thank you. This
concl udes the Energing Threats and Capabilities
Subconmi t t ee.

[ The information referred to foll ows:]

[ SUBCOWM TTEE | NSERT]
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[ Wher eupon, at 3:30 p.m, the hearing was adjourned. ]
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