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HEARI NG TO RECEI VE TESTI MONY ON WORLDW DE THREATS

Tuesday, May 10, 2022

U S. Senate
Comm ttee on Arned Services

Washi ngton, D.C.

The commttee net, pursuant to notice, at 9:30 a.m in
Room SD- G50, Dirksen Senate O fice Building, Hon. Jack Reed,
chairman of the commttee, presiding.

Comm ttee Menbers Present: Senators Reed [ presiding],
Shaheen, G Ilibrand, Blunmenthal, Kaine, King, Warren,
Peters, Manchin, Rosen, Kelly, Inhofe, Wcker, Fischer,
Cotton, Rounds, Ernst, Tillis, Sullivan, Cranmer, Scott,

Bl ackburn, and Haw ey.
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OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR FROM
RHODE | SLAND

Chai rman Reed: Good norning. The commttee neets
today to receive testinony on the worldw de threats facing
the United States and our international partners.

I would like to welcome Director of Nationa
Intelligence Avril Haines and Director of the Defense
Intelligence Agency Lieutenant General Scott D. Berrier.
Thank you both for joining us, and pl ease convey the
comrittee's gratitude to the nen and wonen of the
Intelligence Conmunity for their critical work.

We nust start by addressing the illegal war Viadimr
Putin is waging in Ukraine. Over the past 2 1/2 nonths,
Russi a's unprovoked aggression has inflicted horrific
suffering upon innocent civilians in Ukraine, threatened
Eur opean security, and caused serious consequences for the
gl obal econony. In the face of this sensel ess viol ence, the
Ukrainian mlitary has perforned trenendously, supported by
the United States and the international comunity. A
form dabl e array of our global allies and partners have
joined in solidarity to i npose severe sanctions on Russia
and provide support to Ukraine. W cannot overstate the
scale and i nportance of this unity.

| want to comrend the Biden adm nistration and the

| eaders of the Intelligence Coomunity for the unprecedented
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and skillful release of intelligence over the |ast several
nont hs that exposed Russia's aggressive intentions and
deceitful activities ahead of its invasion of UKraine.
Intelligence officials are understandably cautious about
reveal i ng hard-won insights on adversaries, but this
strategy has proven highly effective in strengthening the

I nternational community's response and creating dilemmas for
Viadimr Putin. This is a great exanple of conpeting
effectively in the informati on domain, and | hope we wl|
conti nue to make use of this kind of creative tradecraft.

Wth that in mnd, Russia's strategy in Ukraine seens
to be evolving. D rector Haines, General Berrier, | would
ask for your assessnent of the UWkraine conflict in the
| arger context of the evolving international order, as well
as the inplications for the United States' approach to
security in the European theater going forward.

We nust al so stay focused on our long-termstrategic
conpetition with China. 1In additionto its econom c and
soci o-political growth, China has studied the United States
way of war and focused on offsetting our advantages.
Beijing has made concerning progress in this regard and
hol ds its own expansive geostrategic anbitions. As we
speak, China is watching how the nations of the world
respond to Russia. In considering a potential invasion of

Tai wan, President Xi is scrutinizing Putin's playbook and
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the international response.

However, there is broad consensus that our conparative
advant age over China is our network of partners and allies
In the region and globally. Strengthening that network
shoul d be at the center of any strategy for the Indo-Pacific
region, and the maturation of the Quadrilateral Security
D al ogue, or "Quad," involving the United States, Japan,

I ndia, and Australia, presents a strategic opportunity to
establish a durabl e franmework.

I would ask our witnesses to share what mlitary and
non-mlitary factors are nost likely to inpact Chinese
deci sion-making with respect to potential action against
Tai wan.

Turning to Iran, in the 4 years since then-President
Trunp pul |l ed out of the Joint Conprehensive Plan of Action,
or JCPOA, Iran has nade key nucl ear advances. It has
decreased "breakout tinme" to several weeks, froma year
under the agreenent. |t has increased uraniumenrichnment to
60 percent, instead of just under 4 percent allowed under
the agreenent. Iran has hardened its infrastructure and
repl aced damaged equi pnrent with nore advanced nodels. And
whil e negotiations to return Iran to the JCPOA are in the
final stages, the final outcone has not yet been determ ned.

Beyond its nucl ear advances, Iran and |ranian proxies

continue to nmount drone and rocket attacks in the region,
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i ncl udi ng agai nst bases in Irag and Syria with a U S.
mlitary presence. Saudi Arabia, and now al so the United
Arab Em rates have al so cone under attack. Director Haines,
gi ven these current dynamics | would |ike your thoughts on
how to best de-escalate tensions with Iran while preserving
space to return to the JCPOA

Finally, this year's threat assessnent again highlights
t he chal |l enges posed by environnental degradation from
climate change. | understand it is the DNI's view that
climate change will increasingly exacerbate risks to U S
national security interests, as issues like rising
t enperatures, poor water governance, pollution, changing
precipitation patterns, and other climate effects are |ikely
to lead to an array of human chal | enges, such as food and
wat er insecurity and threats to human heal t h.

W live in a conplex and dangerous gl obal security
environnment. From Russia's aggression in Europe to China's
i nfluence in the Indo-Pacific to countless other malign
actors around the world, prevailing in this environment wll
require resolute, thoughtful strategies.

| ook forward to our witnesses' insights into these
I ssues, and | thank themagain for their participation.

Let me now turn to the ranking nenber, Senator |nhofe.

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF HON. JAMES | NHOFE, U.S. SENATOR FROM
OKLAHOVA

Senat or I nhofe: Thank you, M. Chairman. | join you
I n wel com ng our w tnesses.

When our witnesses testified before this conmttee | ast
year, they provided a dire assessnent of the threats to our
national security. It is clear and, | really cannot
overstate this, the security situation we face today is
significantly nore dangerous and conplex than it has ever
been, or certainly was a year ago. The Chinese threat is
beyond anyt hing we ever dealt with before. This year,
Beijing announced a 7.1 percent defense budget increase.
They have had two decades of real growmh with no signs of
sl owi ng down and, as the chairman alluded to, Putin's
unpr ovoked aggressi on agai nst Ukrai ne shows the danger posed
by the nucl ear-armed Russia to our security, those of our
allies, and international order.

Iran's malign behavi or continues throughout the Mddle
East, and terrorist groups like ISIS and al Qaeda are
growing in strength across Africa. Despite this reality,
Presi dent Biden's budget request is inadequate. |t does not
deliver the real growmh the mlitary needs, and that is the
3 to 5 percent increase that we established sone 5 years
ago. And as | have said it before, inflation is the new

sequestration that we consider today, and it is making
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everything we do nore difficult.

So | look forward to hearing fromboth of you about how
our threats have evol ved ever since |ast year and how t he
Intelligence Conmmunity is changing to respond to the
national security strategy. Thank you, M. Chairnan.

Chai rman Reed: Thank you very much, Senator | nhofe.

Now | et nme recognize Director Haines.

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF THE HONORABLE AVRI L HAINES, DI RECTOR OF
NATI ONAL | NTELLI GENCE

Ms. Haines: Thank you very nuch, Chairman Reed,
Ranki ng Menber | nhofe, and nenbers of the conmttee. Thank
you for the opportunity to speak with you today and to
provi de testinony al ongside General Berrier on the
intelligence community's annual assessnent of worl dw de
threats to U.S. national security.

Before | start | just want to take a nonment to publicly
t hank the nmen and wonen of the Intelligence Community for
their extraordinary work to keep us safe. | know how
privileged | amto be part of this community of truly
tal ented people, to be given a chance to do sonethi ng usef ul
in service to ny country, and | thank you for support for
t hei r worKk.

Broadl y speaking, this year's assessnent focuses, mnuch
| i ke | ast year's assessnent, on adversaries and conpetitors,
critical transnational threats, and conflicts and
instability, and these categories often overl ap.

Cybercrinme, for exanple, is a transnational threat while

al so being a threat that emanates fromstate actors. One of
the key challenges of this era is assessing how vari ous
threats and trends are likely to intersect so as to identify
where their interactions may result in fundanentally greater

risk to our interests than one m ght otherw se expect or
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where they introduce new opportunities. This year's Annua
Threat Assessnent highlights sone of these connections as it
provides the 1C s baseline of the nost pressing threats to
U.S. national security.

The assessnent starts with threats fromkey state
actors, beginning with the People's Republic of China, which
remai ns an unparalleled priority for the Intelligence
Community, and then turns to Russia, Iran, and North Korea.
Al'l four governnents have denonstrated the capability and
intent to pronote their interests in ways that cut agai nst
U S and allied interests.

The PRC is comi ng ever closer to being a peer
conpetitor in areas of relevance to national security, is
pushing to revise global norns and institutions to its
advantage, and is challenging the United States in nultiple
arenas -- economcally, mlitarily, and technol ogically.
China is especially effective at bringing together a
coor di nat ed, whol e-of - gover nnent approach to denonstrated
strength and to conpel neighbors to acquiesce to its
preference, including its territorial and maritinme clains
and assertions of sovereignty over Tai wan.

A key area of focus for the ICis President Xi
Jinping's determnation to force unification with Taiwan on
Beijing's ternms. China would prefer coerced unification

that avoids arned conflict, and it has been stepping up
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di pl omatic, economc, and mlitary pressure on the island
for years to isolate it and weaken confidence in its
denocratically elected | eaders. And at the sane tine,
Beijing is prepared to use mlitary force if it decides this
I S necessary.

The PRC is al so engaged in the |argest-ever nucl ear
force expansion and arsenal diversification in its history.
It is working to match or exceed U. S. capabilities in space
and presents the broadest, nobst active and persistent cyber
espi onage threat to U S. governnent and private sector
net wor ks.

And Russia, of course, also remains a critical priority
and is a significant focus right nowin |light of President
Putin's tragic invasion of Ukraine in February, which has
produced a shock to the geopolitical order with inplications
for the future that we are only beginning to understand but
are sure to be consequential. The IC, as you know, provided
war ni ng of President Putin's plans, but this is a case where
| think all of us wish we had been w ong.

Russia's failure to rapidly seize Kyiv and overwhel m
Ukrai nian forces has deprived Moscow of the quick mlitary
victory that it had originally expected would prevent the
United States and NATO from being able to provide neani ngf ul
mlitary aid to Ukraine. The Russians nmet with nore

resi stance from Ukrai ne than they expected, and their own

www.trustpoint.one 800.FOR.DEPO
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mlitary's performance reveal ed a nunber of significant

I nternal chall enges, forcing themto adjust their initia
mlitary objectives, fall back fromKyiv, and focus on the
Donbas.

The next nonth or two of fighting will be significant
as the Russians attenpt to reinvigorate their efforts, but
even if they are successful we are not confident that the
fight in the Donbas will effectively end the war. W assess
President Putin is preparing for prolonged conflict in
Ukrai ne, during which he still intends to achi eve goals
beyond t he Donbas. W assess that Putin's strategic goals
are probably not changed, suggesting he regards the decision
in late March to refocus Russian forces on the Donbas as
only a tenporary shift to regain the initiative after the
Russian mlitary's failure to capture Kyiv.

Hs current near-termmlitary objectives are to
capture the two oblasts in Donetsk and Luhansk with a buffer
zone, encircle Ukrainian forces fromthe north and the south
to the west of the Donbas in order to crush the nost
capability and wel | -equi pped Ukrainian forces who are
fighting to hold the line in the east, consolidate control
of the land bridge Russia has established fromCrinea to the
Donbas, occupy Kherson, and control the water source for
Crinmea that is to the north. And we also see indications

that the Russian mlitary wants to extend the |land bridge to

www.trustpoint.one 800.FOR.DEPO
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Transni stri a.

And while the Russian forces may be capabl e of
achi eving nost of these near-termgoals in the com ng
nont hs, we believe that they will not be able to extend
control over a land bridge that stretches to Transnistria
and includes Odessa wi thout |aunching sone form of
nmobilization. And it is increasingly unlikely that they
will be able to establish control over both oblasts and the
buf fer zone they desire in the com ng weeks.

But Putin nost |ikely also judges that Russia has a
greater ability and willingness to endure chall enges than
hi s adversaries, and he is probably counting on U S. and EU
resol ve to weaken as food shortages, inflation, energy
prices get worse.

Mor eover, as both Russia and Ukrai ne believe they can
continue to make progress mlitarily, we do not see a viable
negotiating path forward, at least in the short term The
uncertain nature of the battle, which is developing into a
war of attrition, conbined with the reality that Putin faces
a m smatch between his anbitions and Russia's current
conventional mlitary capabilities |likely neans the next few
nont hs coul d see us noving al ong a nore unpredictabl e and
potentially escalatory trajectory. At the very |east, we
bel i eve the dichotonmy will usher in a period of nore ad hoc

deci sion-making in Russia, both with respect to the donestic

12
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adjustnents required to sustain this push as well as the
mlitary conflict with Ukraine and the West.

The current trend increases the |ikelihood that
President Putin will turn to nore drastic neans, including
i nposing martial law, reorienting industrial production, or
potentially escalatory and mlitary actions to free up the
resources needed to achieve his objectives as the conflict
drags on or if he perceives Russia is |osing in Ukraine.

And the nost likely flashpoints for escalation in the com ng
weeks are around increasing Russian attenpts to interdict
Western security assistance, retaliation for Western
econom ¢ sanctions, or threats to the regine at hone.

W believe that Mdscow continues to use nucl ear
rhetoric to deter the United States and the West from
increasing lethal aid to Wkraine and to respond to public
comrents that the U S. and NATO allies that suggest expanded
Western goals in the conflict. And if Putin perceives that
the United States is ignoring his threats he may try to
signal to Washi ngton the hei ghtened danger of its support to
Ukrai ne by aut horizing another | arge nucl ear exercise
i nvolving a maj or di spersal of nobile intercontinental
m ssi l es, heavy bonbers, strategic submarines.

We ot herwi se continue to believe that President Putin
woul d probably only authorize the use of nucl ear weapons of

he perceived an existential threat to the Russian state or

www.trustpoint.one 800.FOR.DEPO
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regime, but we will remain vigilant in nonitoring every
aspect of Russia's strategic nuclear forces. Wth tensions
this high there is always an enhanced potential for

m scal cul ati on, unintended escal ati on which we hope our
intelligence can help to mtigate.

Beyond its invasion of Ukraine, Mdscow presents a
serious cyber threat, a key space conpetitor, and one of the
nost serious foreign influence threats to the United States.
Using its intelligence services proxies, w de-ranging
i nfluence tools, the Russian governnent seeks to not only
pursue its own interests but also to divide Wstern
alliances, undermne U S. gl obal standing, anplify discord
inside the United States, and influence U S. voters and
deci si on- maki ng.

And to finish with our state actor threats, the Iranian
regime continues to threaten U S. interests as it tries to
erode U S. influence in the Mddle East and trends its
i nfl uence and project power in neighboring states and
mnimze threats to regine stability. Meanwhile, Kim Jong-
un continues to steadily expand and enhance Pyongyang
nucl ear and conventional capabilities, targeting the United
States and its allies, periodically using aggressive,
potentially destabilizing actions to reshape the regional
security environnent in his favor and to reinforce its

status quo as a de facto nucl ear power.
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The assessnment continues to focus on a nunber of key
gl obal and transnational threats, including global health
security, transnational organized crine, the rapid
devel opnent of destabilizing technol ogies, clinmate,
mgration, and terrorism | raise these because they pose
chal | enges of a fundanentally different nature to our
nati onal security than those posed by the actions of nation
states, even powerful ones |ike China and Russi a.

And we | ook at the Russia-Ukraine war and can i nmagi ne
outconmes to resolve the crisis and the steps needed to get
t here, even though unpal atable and difficult, and simlarly
we view the array of chall enges Chi nese actions pose and can
di scuss what is required, how we think about tradeoffs. But
transnati onal issues are nore conplex, require significant
and sustained nultilateral effort, and though we can di scuss
ways of managing themall of them pose a set of choices that
will be nore difficult to untangle and wll perhaps require
nore sacrifice to bring about neaningful change. This
reflects not just the interconnected nature of the problens
but al so the significant inpact increasingly enpowered non-
state actors have on the outcones and the reality that sone
of the countries who are key to mtigating threats posed by
nation states are also the ones we will be asking to do nore
i n the transnati onal space.

For exanple, the lingering effects of the COVID 19

www.trustpoint.one 800.FOR.DEPO
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pandemic is putting a strain on governnents and societi es,
fueling humanitarian and econonmic crises, political unrest,
and geopolitical conpetition. Lowincone countries with
hi gh debts face particularly challenging recoveries, now
exacerbated, in sonme cases, by increasing food security
resulting fromthe Russia-Ukraine crisis, and these shifts
wi Il spur mgration around the world, including on our

sout hern border.

The economi c i npact has set many poor and m ddl e-i ncone
countries back years in terns of econom c devel opnent, and
IS encouraging sonme in Latin Amrerica, Africa, and Asia to
| ook to China and Russia for quick econom c and security
assi stance to manage their newreality. W see the sane
compl ex m x of interlocking challenges stemm ng fromthe
threat of climate change, which is exacerbating risks in
U.S. national security interests across the board but
particularly as it intersects wth environnental degradation
and gl obal health chal |l enges.

And terrorism of course, remains a persistent threat
to U S. persons and interests at hone and abroad, but the
i nplications of the problemare evolving. In Africa, for
exanpl e, where terrorist groups are clearly gaining
strength, the growi ng overlap between terrorism crimna
activity, and snuggling networks has underm ned stability,

contributed to coups and an erosi on of denocracy, and
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resulted in countries turning to Russian entities to help
manage t hese probl ens.

d obal transnational crimnal organizations continue to
pose a direct threat to the United States through the
production and trafficking of lethal, illicit drugs, massive
theft including cybercrinme, human trafficking, and financi al
crinmes, and noney-laundering schenes. And in particular,
the threat fromillicit drugs is at historic levels, with
nore than 100, 000 Anerican drug overdose deaths for the
first time annually, driven mainly by a robust supply of
synthetic opioids from Mexi can transnati onal crim na
organi zations. In short, the interconnected gl obal security
environnment i s marked by the growi ng specter of great power
conpetition and conflict while transnational threats to al
nations and actors conpete not only for our attention but
also for finite resources.

And finally, the assessnent turns to conflicts and
instability highlighting a series of regional challenges of
I mportance to the United States. Iterative violence between
| srael and Iran and conflicts in other areas, including
Africa, Asia, and the Mddle East, have the potential to
escal ate or spread, fueling humanitarian crises and
threatening U. S. persons. Africa, for exanple, has seen six
irregular transfers of power since 2020, and probably w Il

see new bouts of conflict in the comng year as the region
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beconmes increasingly strained by a volatile m xture of
denocratic backsliding, interconmunal violence, and the
conti nued threat of cross-border terrorism

And finally, nost inportant of all we are focused on
our workforces and their famlies. The IC continues to
contribute to the governnent-wi de effort to better
under stand potential causal nechani sns of anomal ous heal th
i ncidents and remains commtted to ensuring afflicted
i ndi vidual s receive the quality care they need. The safety
and wel | -bei ng of our workforce is our highest priority, and
we are grateful to menbers of this commttee for your
conti nued support on these issues.

Thank you for the opportunity to present our
assessnments, and | | ook forward to your questions.

[ The prepared statenment of Ms. Haines follows:]

18
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Berri er,

19

Thank you very nmuch, Madam Director.

pl ease.
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STATEMENT OF LI EUTENANT GENERAL SCOTT BERRI ER,

DI RECTOR, DEFENSE | NTELLI GENCE AGENCY

Ceneral Berrier: Chairnman Reed, Ranking Menber | nhofe,
and di stingui shed menbers of this commttee, it is a
privilege to testify today as part of the Intelligence
Community's 2022 assessnent of worldw de threats to U. S
national security. On behalf of the Defense Intelligence
Agency | want to express how nuch we appreciate your support
and partnership. Thank you.

DIA fills a unique intelligence role by providing
strategy, operational, and tactical intelligence to our
war fighters, defense planners, policymkers, and the
acquisition community. W exam ne conflict across all
war fighting domains to assess foreign capabilities and
understand our adversaries' intent. DI A s dedicated
prof essionals, in partnership with our Intelligence
Community col |l eagues, allies, and foreign partners, deliver
tinely and relevant intelligence on the threats and
chal | enges facing our nation. DI A has a highly resilient
wor kf orce that has overcone difficult chall enges posed by
the pandem c. Today ny goal is to convey DIA's insights to
you, and the Anerican public, on the evolving threat
envi ronnment as we understand it.

As | look at the global |andscape today, | want to

begin with Russia and its invasion of Ukraine, which is now
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inits third nonth. Russian mlitary capabilities have been
used to violate the sovereignty and i ndependence of Ukrai ne,
and they pose an existential threat to U S. national
security and that of our allies. The invasion has
denmonstrated Russia's intent to overturn the U S -1l ed,
rul es-based, post-Cold War international order, expand its
control over the fornmer Soviet Union, and reclaimwhat it
regards as its rightful position on the world stage.

Moscow s underestimati on of Ukraine's effective
resi stance, Russia's substantial battlefield | osses, and
Western resolve to support Ukraine, has underm ned Moscow s
assault on Kyiv and inproved prospects that Ukraine can
successfully defend its sovereignty. Mscow has now shifted
Its focus to eastern Wkraine, where it appears to be
prioritizing defeating Ukrainian forces in the Donbas. In
response to stiff Ukrainian resistance, Russia has resorted
to nore indiscrimnate and brutal nethods that are
destroying cities, infrastructure, and increasing civilian
deaths. Negotiations remain stalled as both sides focus on
the outcone of the battle in the Donbas, while partnerships
wi th Ukrai ne and warning of potential escalation renmain key
priorities for D A

Turning to China, it remains a pacing threat and a
maj or security challenge. Beijing has |Iong viewed the

United States as a strategic conpetitor. China is capable
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of conmbining its economc, diplomatic, mlitary, and

t echnol ogi cal power to nmount a sustained challenge to a
stabl e and open international system The PLA which has
al ready fiel ded sophisticated weapons and instituted major
organi zational refornms to enhance joint operations, is
neari ng the status of a global conpetitor to the United
States, its allies and partners, and is a credi bl e peer
conpetitor in the region. China' s current nuclear force
expansion is historic.

The United States faces mlitary and intelligence
threats fromconpetitors, particularly Russia and Chi na, who
have and are devel opi ng new capabilities intended to
contest, limt, or exceed U S mlitary advantage. State
and non-state actors are selectively putting these
capabilities into play globally and regionally. These
capabilities al so span all warfighting domains — nmaritine,
| and, air, electronic warfare, cyberspace, information, and
space. They include nore lethal ballistic and cruise
m ssil es, grow ng nucl ear stockpiles, nodernized
conventional forces, and a range of gray zone neasures such
as the use of anbi guous unconventional forces, foreign
proxi es, information mani pul ation, cyberattacks, and
econom c coer ci on.

Strategic conpetitors and other challengers are

exerting increasing mlitary pressure on nei ghboring states.
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Russi a has invaded Ukraine, China is threatening Taiwan, and
Iran, through its proxies, threats neighbors in the Mddle
East and U. S. forces while also enriching uraniumto new
| evel s. North Korea continues to threaten South Korea,
Japan, and the United States with nucl ear-capable ballistic
m ssiles of increased range and lethality.

Transnationally, the terrorist threat will also
persi st, and we need to understand nore about the |essons
| earned from our experience supporting mlitary and
intelligence operations in Afghanistan and the M ddl e East.

Turni ng back to my own organi zation, | take the health,
safety, and well-being of nmy workforce very, very seriously.

DI A remains actively engaged in investigating Anomal ous

Health Incidents, AHI's. M/ agency has the process and
procedures in place to quickly respond to reports from
enpl oyees or their famlies who believe that they have been
| npacted by AHI. W are also partnering with other nenbers
of the ICto determne the origin and cause of the reported
events.

| am honored to lead DIA. My intent in this hearing is
that this hel ps Congress and our nation better understand
the threats and chall enges we face fromforeign adversaries
and conpetitors. | |look forward to your questions, and
t hank you for your continued support.

[ The prepared statenment of CGeneral Berrier follows:]
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Chai rman Reed: Thank you, GCeneral.

Let me rem nd ny col |l eagues that at the conclusion of
this open session there will be a classified session in SVC
217, and the witnesses nmay defer sone responses to that
cl assified session.

Di rector Haines, your description of the unfolding
battle in the Ukraine suggests that it is noving to a battle
of attrition over a long termand that the objectives of the
Russi ans are to destroy the Ukrainian forces and al so
di srupt the international coalition through economc
pressures, gasoline prices, and other factors we are
W t nessi ng.

That | eads us to, at least ne, to the question of how
effective are our econom c sanctions and what nore can we do
to bring pressure to the people of Russia so that they are
| ess supportive of this effort?

Ms. Haines: Thank you, Chairman. | think from our
perspective the econom c sanctions and the export controls
have had a pretty significant inpact on Russia, and anong
the indicators that one mght | ook at are, for exanple, the
fact that we are seeing close to about, we predict,
approxi mately 20 percent inflation in Russia, that we expect
that their GOP will fall about 10 percent, possibly even
nore over the course of the year.

W have seen not only the sanctions enacted by the
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United States and Europe and other partners around the world
havi ng these inpacts but also the private sector taking
action on its own to renove itself. So things like the fact
that oil production services and conpani es pulled thensel ves
out will have an inpact on Russia's capacity to produce, and
that is a major revenue source, obviously, for Russia. W
have seen other indicators of essentially the private sector
I npact in these areas, and on the export controls we are
seeing how things |ike export controls on sem conductors and
so on are affecting their defense industry.

So | think that is a very significant inpact,
essentially, although obviously tine wll tell as we nove
f orwar d.

Chai rman Reed: Are you sensing any popul ar unease,
perhaps, in terns of these economc factors that could
translate into a political resistance to the regi ne?

Ms. Haines: Well, | know many of us saw the protests
that erupted after the invasion and then the crackdown that
occurred, essentially, in Russia, including passing |aws
that woul d provide for very significant punishnments in the
event that one protested on these issues. And so we have
seen those reduced, actually, and when we have | ooked at
effectively polling and so on that indicates where it is
that the Russian people are, what we see is that the

maj ority of the Russian people continue to support the
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special mlitary operation. And | think it is just very
hard, frankly, for information to get into Russia, to the
Russi an people. The have a very particul ar perspective that
they are being fed by the governnent during this period.

Chai rman Reed: Thank you.

CGeneral Berrier, what do you believe the Chinese are
taking away fromtheir close scrutiny of the Russian
activities in Ukraine?

CGeneral Berrier: Senator, | think the Chinese are
going to watch this very, very carefully. It is going to
take sone tinme for themto sort out all elenents of
di plomatic information, mlitary, economc, that has
occurred with this crisis.

I think they are thinking about future operations
probabl y agai nst Taiwan and how difficult that m ght be.
They are probably al so thinking about the scrutiny that they
woul d conme under should they entertain thoughts or
operations |like that.

Chai rman Reed: Thank you.

And final question, Director Haines. | think you
i ndicated in your testinony that cyber interference in our
el ections is a distinct possibility. |Is that sonething that
your agency, or the agencies, are follow ng and taking
preenptive steps?

Ms. Haines: Yes, absolutely, Senator. W are well
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positioned to essentially nonitor for the potential of
el ection influence, including efforts through cyber.

Chai rman Reed: One other final, final question. Are
you surprised that the Russians have not used cyberattacks
against third parties or against the United States directly
up to this point? | think that was a concern we all had
fromthe beginning of this operation.

Ms. Haines: | think what we have seen is the Russians
have obvi ously attacked Ukraine, and we have attributed a
variety of attacks to themin that context, including, for
exanpl e, destructive w per attacks agai nst Ukrai nian
gover nnent websites, DDoS attacks agai nst their financial
I ndustry. They also were engaged in attacks intended to get
at command- and-control comruni cations in Ukraine during the
i nvasion. That attack had an outsized inpact. |In other
wor ds, we assessed that they intended to focus in on
Ukr ai ni an command and control but ultimately they ended up
affecting a much broader set of VSATs, essentially, you
know, very small term nals outside of Ukraine, including in
Eur ope.

And yet we have not seen the level of attacks, to your
poi nt, that we expected, and we have a variety of different
theories for why that m ght be the case, including the fact
that we think that they nmay have determ ned that the

collateral inpact of such attacks woul d be chall enging for

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

themin the context of Ukraine, also that they may not have
w shed to essentially sacrifice potential access and
col l ection opportunities in those scenari os.

And then in terns of attacks against the United States,
| think they have had a | ongstandi ng concern about the
potential for escalation in cyber, vis-a-vis the United
States. That does not nean that they wll not attack at
sone point, but it has been interesting to see that they
have not during this period.

Chai rman Reed: Thank you very much

Senat or | nhofe, please.

Senat or I nhofe: Thank you, M. Chairman. For both of
you, the lack of an independent intelligence community
significantly worsened Putin's decision-making in UKraine.
What do you think President Xi in China is |earning about
his intelligence comunities? Both of you.

Ms. Haines: Thank you. Senator Inhofe, | think it is
areally interesting question. | would prefer to answer it
perhaps in closed session. Wuld that be all right, sir?

Senator Inhofe: That is fine. General, any conments

to make in this open session?

General Berrier: Senator, | wll take the DNI's | ead
on that.
Senator Inhofe: | suspected that. Thank you.

The Biden adm nistration has offered Iran significant
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sanctions relief in return to the 2015 Iran Nucl ear
Agreenent. Ceneral Berrier, would you expect Iran to spend
at | east sone of this sanctions relief on its terrorist
proxies and mssile prograns? Do you agree that if the I RCC
has additi onal noney that they would increase their
targeting of Anmericans and our allies? Let's say could they
I ncrease that targeting?

Ceneral Berrier: Yes, Senator, they could increase
targeting against our partners in the region as well as U S
forces if they had increased funding.

Senator Inhofe: | appreciate that very nuch.

Thank you, M. Chairnman.

Chai rman Reed: Thank you very much, Senator |nhofe.

Let me recogni ze Senator Shaheen, pl ease.

Senat or Shaheen: Thank you. Good norning and thank
you both for your testinony this norning.

| returned a couple of weeks ago fromthe Western
Bal kans with Senator Tillis and Senator Mirphy. W visited
Ser bi a, Bosni a- Her zegovi na, and Kosovo. And one of the
things we heard in that region was a great deal of concern
about Russian neddling and the potential, particularly in
Bosnia, for that to further destabilize the country. Are
you all follow ng what is going on in that part of Europe,
and are you equally concerned?

Ms. Haines: Thank you, Senator Shaheen. So | wll
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just start and obviously hand it over to ny coll eague as
wel |, but yes, we are concerned about this. This is
sonet hi ng we have been working with NATO on, in particul ar,
to try to help thembe nore resilient in this context. And
both i nformati on and cyber issues are obviously at stake,
but | think managing how it is that Russia devel ops and what
kind of activities they engage in worldw de during this
crisis and beyond will be a critical aspect of our work
novi ng forward.

Senat or Shaheen: Can | just, before you begin,
General, can | just ask you to speak to NATO and W in
Bosni a, because as you know, the authorization for W is
going to end this fall in Bosnia, and there is a real
concern about Russia's willingness to allow that to
continue. So what are we doing to ensure that the troops
are not taken out of Bosnia and a void left that provides a
real vacuum for instability?

Ceneral Berrier: Senator, | think that is a policy
guestion and I would refer it to the Departnent of Defense.

And Senator, to the earlier portion of your question, |
believe this is a key conponent of strategic conpetition,
and this is where | think wwth our partners and allies and
certainly NATO we have to be able to identify that kind of
mal i gn activity and expose it and hel p our partners and

future partners be aware of it and do nore to counter it.
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Yes, we are aware of it.

Senat or Shaheen: Thank you. Well, | would say that
t hat policy decision needs to be viewed very closely by
everybody so that we do not wind up with a vacuum there that
we are not able to address.

| want to go to what is still happening with ISIS
because, as you both know, we have thousands of ISIS famly
menbers who are still being held in canps in northern Syria.
They are posing a persistent challenge, not only
humani tari an but the potential breeding ground for
terrorists. So are we watching closely what is going on
there, and what are we doing to try and address what is
happeni ng i n those canps?

General Berrier: Fromthe perspective of the
Departnment of Defense and DIA we are watching very, very
cl osely what is happening in those canps, what has happened
since the break-in, and really wth our CENTCOM partners
trying to nonitor |ISIS capability as it evol ves over tine
and what is happening with those famlies and where they are
noving. This is a problemthat we partner with CENTCOM and
t he Defense CounterterrorismCenter, and really the Nati onal
CounterterrorismCenter. It is a huge focus for everybody.

Senat or Shaheen: And do we have a strategy for how to
deal with it?

Ceneral Berrier: W have an intelligence collection
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strategy to nonitor it.

Senat or Shaheen: And we are seeing the Taliban in
Af ghani stan renege on everything they said they would do
post troop withdrawal. Cbviously, one of those is
continuing their relationship with al Qaeda and ot her
terrorist groups in Afghani stan. How concerned are you that
we mght see terrorist activity spread out of Afghanistan to
the rest of the world?

General Berrier: Senator, | am nore concerned about
| SIS-K in Afghani stan and the fact that they have had sone
successful and catastrophic attacks w thin Afghani stan,
whi ch does not portend well for the future. Al Qaeda has
had sonme problens with reconstitution | eadership, and to a
degree | think the Taliban have held to their word about not
allowing al Qaeda to rejuvenate so far. But it is sonething
that we watch very, very carefully.

Senat or Shaheen: And there was an election in the
Phi |l i ppi nes yesterday, and the wi nner of that election, M.
Marcos, is not likely have as positive a viewto the United
States. Are you concerned that that is going to have an
i npact on how China is going to view activity in the
Phili ppi nes, and do we expect there m ght be any spillover
internms of illegal substances fromthe Philippines now that
Duarte is no longer doing his extra legal killing of people
suspect ed of being drug kingpins?
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General Berrier: Senator, | think it is early in the
process with the el ected Marcos to determ ne whet her or not
he will be anti-U'S. or pro-US. | know that we would |ike
to have the Philippines as a key intelligence partner in the
region. | think there is a lot of effort going on to do
that. So we will wait to see what percolates in our
relationship, and I wll just end it there.

Senat or Shaheen: Thank you. Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Shaheen.

Senator Fi scher, pl ease.

Senator Fischer: Thank you, M. Chairman, and wel cone
to our panel today.

Last week, in the Strategi c Forces Subcomm ttee, Under
Secretary of Research and Engi neering Heidi Shyu stated,
guote, "Strategic conpetitors of the United States are
rapi dl y devel opi ng their nuclear arsenal in new and novel
ways with a clear intent of increasing their reliance on

t hese weapons in their security strategies,”" end quote.
Director Haines, do you agree with that statenent?

Ms. Haines: Yes.

Senator Fischer: General, do you?

General Berrier: Yes.

Senat or Fischer: Throughout the war in Ukraine, Putin

and ot her Russian | eaders have overtly threatened nucl ear

use, including the Russian state TV airing an ani nated vi deo
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showing the British Isles being conpletely destroyed by a
nucl ear attack.

Ceneral, in the United States we view nucl ear weapons
primarily as tools of deterrence, but do you think what we
are seeing indicates Russian | eadershi p views nucl ear
weapons as tools of coercion and intimdation?

Ceneral Berrier: Yes. | believe they view those as
tools of coercion and intimdation.

Senator Fischer: Thank you. Ceneral, also, the
Defense Intelligence Agency's 2021 report on China's
mlitary power states, quote, "The accel erating pace of the
PRC s nucl ear expansion may enable the PRC to have up to 700
del i verabl e nucl ear warheads by 2027. The PRC |ikely
i ntends to have at |east 1,000 warheads by 2030, exceeding
t he pace and size the DoD projected in 2020," end quote.

| know what you say is limted in this setting, but is
It your assessnent that China's nuclear forces will stop
expandi ng when it reaches that point of 1,000?

CGeneral Berrier: It is ny assessnent that they would
continue to devel op the weapons they have.

Senator Fischer: Director Haines, is that the view
shared by the rest of the IC, that China's arsenal is going
to continue to grow past that point in tinme?

Ms. Haines: | nean, our assessnent basically says that

China will continue to essentially expand their nucl ear
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arsenal and diversification for a period of tinme. It is
uncl ear how long that wll be.

Senator Fischer: But do you anticipate it wll
continue past the 1,000 warheads that we have | ooked at in
t he past?

Ms. Haines: | think for us to get into nunbers we
shoul d do that in closed session.

Senator Fischer: Thank you.

General, as the statenent notes, China's nuclear
expansion is larger and nore rapid thank previous
assessnents projected. Admiral Richard has made a siml ar
poi nt noting, quote, "Wien | first testified here we were
gquesti oni ng whet her or not China would be able to double
that stockpile by the end of the decade, and they are
actually very close to doing it on ny watch,” end quote.

What are the inplications of the fact that this threat
I's evolving faster than we have antici pated, and how shoul d
we factor that in our assessnents?

CGeneral Berrier: Senator, we can get into nuch nore
detail in the closed session, but I would just say froma
strategic conpetition perspective and nucl ear deterrence
this makes it nmuch nore challenging for us to defend. And
when you factor in Russian nuclear capability with Chinese
capability, | think it is a problemfor Strategi c Command

and the Departnent.
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Senator Fischer: Thank you. Also, General, if we can
nove to a different theater now |If ISIS and al Qaeda are
able to operate in Afghani stan w thout consistent or
effective CT pressure how | ong does the Intelligence
Community assess it will take for either organization to
reconstitute their external attack capabilities?

Ceneral Berrier: W assess |SIS probably a year,
slightly longer, and | onger for al Qaeda.

Senator Fischer: Last Cctober we heard from Secretary
Kahl. He told the commttee that we could see |ISIS-K
generate the capability in 6 to 12 nonths. And then in
March we heard from General MKenzie that the capability
m ght be 12 to 18 nonths. So | look forward to hearing nore
about how and why these intelligence estinmates have shifted
forward. | think that is inportant for this commttee to
know and it is inportant to understand when we | ook at the
dramatic reducti on we have seen in our intelligence
collection in the region since our withdrawal. Thank you.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Fischer.

Senator G Ilibrand, please.
Senator G llibrand: Director Haines, thank you so much
for your testinony. | want to talk a little bit about

advanced persistent threats, and | want to know what type of

support are you providing, critical infrastructure
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providers, to deal with APTs. Specifically, | am concerned
If this war in Ukraine does escalate, that attacks from
Russia wll cone to Anmerican businesses and our critical
infrastructure. | know this is generally the job of Cl SA
but in your engagenent with critical infrastructure

provi ders what are the biggest areas of need that they have
shared with you, and are there any additional authorities
that woul d be hel pful to you in enabling you to support
critical infrastructure providers in securing their
net wor ks?

Ms. Haines: Thank you, Senator, and | know this has
been a major issue focus for you and, in fact, that you have
supported sone of the things that have been done in New York
Wi th Reserves, for exanple, in this area, which have been
really effective. And | know that CGeneral Nakasone has been
| ooki ng at expanding that around the United States in
different ways.

I think for us we have, quite obviously, heightened
awar eness of cyber threats to critical infrastructure, and
it has been a driving force behind a nunber of sorts of
cyber defense neasures that we have taken in the
Intelligence Comunity to support, in effect, as you say,

Cl SA and FBI and others in doing their work.
One is lowering thresholds for reporting. W have

asked for network owners to really lower their threshold for
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reporting suspected malicious activity. That is critical
fromour perspective in order for us to be able to identify
what the threat is.

Anot her is just nmaking nore information publicly
avail able. W are increasing the anount of information that
we release to the private sector, both to help conbat the
rise in cybercrinme, and recently in our efforts to posture
I ndustry for potential Russian cyberattacks, for exanple,
sonet hing that we have been trying to get out to do
significantly nore briefings on and help industry, in
effect, get ready for things so they can take action that
woul d make them nore resilient in these circunstances. And
this includes sone close-hold rel eases so as to danpen
mal i ci ous cyber actors warning before mtigations can be put
i nto place.

Anot her has been our significant outreach to the
private sector. DHS partners held over 90 engagenents with
nore than 10,000 partners, just even on the Russia piece,
and it includes sharing preventative neasures to help these
partners mtigate vulnerabilities. Another has been
facilitating hunt teanms on networks. And we have al so asked
conpany owners to actively hunt for Russian techni ques,
essentially, on their networks and to facilitate those have
provided lists of vulnerabilities, indicators of conprom se

to |l ook for on a conpany's networKks.
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But those are just sone of the things that are focused
on helping on the infrastructure piece. Thank you.

Senator G llibrand: Thank you, Director. Do you need
any additional authorities or resources to anplify this
effort?

Ms. Haines: So we have asked for resources in our
fiscal year 2023 budget that are designed to help with this
effort, and so absolutely in that sense. W have not
i dentified particular authorities that we need, but | wll
tell you that we will come to you if we do. Thank you.

Senator G Illibrand: Thank you. Director Haines and
General Berrier, | saw that the Annual Threat Assessnent
notes that advances in dual -use technol ogy coul d, quote,
"enabl e devel opnent of novel biol ogi cal weapons t hat

conplicate detection, attribution, and treatnent," end of
quot e.

| have advocated for a one-health security approach
where we incorporate people across nmultiple disciplines,
including the Intelligence Coormunity to increase our

bi odef ense and prevent the next pandem c.

In the context of ongoing biological threats, how woul d

you suggest we develop a nultidisciplinary approach Iike
this? Were can we prepare and prevent both naturally

occurring diseases but also deliberate threats?

Ms. Haines: | can start on this. | amvery passionate
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about this issue. | conpletely agree with you. | think we
have not, in the Intelligence Community, been able to work
with other parts of, for exanple, the Federal Governnent,
even in the scientific community within the Federa
Governnent as effectively as we need to.

And we have been devel opi hg nechani snms in the
Intelligence Conmunity to do sone nore. W are working nore
with the National Labs than we ever have before. W are
working nmore with HHS, with CDC, with others, to try to nake
sure that we are al so supporting their work and that we can
under stand sone of the issues that they see as critical to
our work. So that has been a big piece of our effort in the
Intelligence Comunity within the national
counterproliferation. And Senator, we have been doing a
maj or effort on essentially working with global health and
we actually now have a new national intelligence manager
that works on these issues specifically and is hoping to
support that kind of outreach on this. And |I would be happy
to give you a brief at sone point in nore detail if that is
useful .

Senator G llibrand: Thank you.

General Berrier: Senator, for DIAIl think it is about
partnerships. So it is a partnership between the Nati onal
Center for Medical Intelligence, the Defense

Counterproliferation Center, as well as NCPC. The role,

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

41

really, for DIA and NCM is to provide warning on these
pandem cs. So | am passionate about it as well, and | think
it is an area that is going to expand in the com ng nonths
and years as we |l ook forward to this, and | ook forward to
engagi ng you, perhaps at DIA, on this topic.

Senator GIllibrand: Thank you. Thank you, M.
Chai r man.

Chai rman Reed: Thank you, Senator G| 1|i brand.

Senat or Cotton, please.

Senator Cotton: Ceneral, what is your assessnment on
the state of the fighting between Russia and Ukraine in
eastern and sout hern Ukrai ne today?

General Berrier: Senator, | think | would characterize
It as the Russians are not w nning and the Ukrainians are
not winning, and we are at a bit of a stalemate here. And
what has been the nost interesting evolution for nme, in
wat chi ng how the Russian forces have m sstepped, is really
the | ack of a non-conm ssioned officer corps. Wen | think
about small unit tactics and how this has unfol ded between
Ukrai ne and Russia | think the NCO corps is a big piece of
this, and | think the Ukrainians have that about right.

Senator Cotton: \Who faces greater risk froma
stal emate -- Russia or Ukraine?

CGeneral Berrier: | think we have to take a wait-and-

see approach on how this evolves and what is in the decision
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calculus for Putin and his generals as this unfolds.

Senator Cotton: A stalemate, to be clear, does not
mean an arm stice or peace. It neans continued but
I ndeci sive fighting in which both sides are |osing
personnel, equi pnent, weapons, and vehicles. Right?

General Berrier: | think it is attrition warfare and
It depends how well the Ukrainians can mai ntain what they
have going on with weapons and ammunition and how t he
Russi ans decide to deal with that, either through
nobi | i zati on or not, and decide to go with what they have in
the theater right now.

Senator Cotton: \Wich side do you think, at this
point, is nore capable of generating additional conbat power
in the formof trained and notivated troops -- Russia or
Ukr ai ne?

General Berrier: Kraine.

Senator Cotton: Even though it is one-third the size
of Russi a?

CGeneral Berrier: Yes.

Senator Cotton: Wiy do you say that?

General Berrier: Because | think the Ukrainians have
it right internms of grit and how they face the defense of
their nation. | amnot sure that Russian soldiers fromthe
far-flung mlitary districts really understand that.

Senator Cotton: Fighting to defend one's own honme from
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a war of aggression is a highly notivating factor, is it
not ?

General Berrier: Yes, it is.

Senator Cotton: And Russians probably are not terribly
notivated to be the next wave of recruits into Viadimr

Putin's war of aggression?

Ceneral Berrier: | would say not, based on what we
have seen.

Senator Cotton: |If that is the case, and this
stalemate, as you call it, continues not just for weeks but

for nonths, which side do you think faces the greater
possibility of a decisive breakout -- the Russians, with
their ill-trained and unnotivated troops, or the Ukrainians,
With their suprenely notivated troops?

CGeneral Berrier: Senator, | think right nowwith the
stalemate and as it stands, if Russia does not declare war
and nobilize this stalemate is going to last for a while,
and | do not see a breakout on either side. |If they do
nmobi | i ze and they do declare war, that will bring thousands
nore soldiers to the fight, and even though they nmay not be
as well-trained and conpetent they will still bring nmass and
a lot of nore ammunition.

Senat or Cotton: \Wat are the prospects of a
catastrophic coll apse of norale and wll anbng Russi an

forces?
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General Berrier: It remains to be seen. | think the
Russians still are a |earning organization. |f appropriate
| essons could be applied with | eadership you m ght see that
turn around.

Senator Cotton: Do you know the current count on how
many general s have been killed in Wkraine, on Russia s side?

General Berrier: | think the nunber is between eight
and ten.

Senator Cotton: Do you know how many generals we | ost
in 20 years of war in lIraq and Afghani stan?

General Berrier: Not many.

Senator Cotton: And those we | ost were happenstance,
right? The bad guys got a lucky shot at a convoy or
hel i copter.

General Berrier: Yes.

Senator Cotton: Does the fact that Russia is |osing
all these generals, and as you pointed out they have no
trai ned NCO corps, suggest to you that these generals are
having to go forward to ensure their orders are executed in
a way that General Berrier never would have to go forward if
he was in a conbat command because he could count on the
captains and lieutenants and the Sergeant Berriers to
execute his orders?

CGeneral Berrier: Yes.

Senat or Cott on: It sounds to ne |like the bal ance of
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forces here are noving nore decisively in Wkraine's factor
and wll continue to over tine as long as we continue to
support themw th the arns and the intelligence that they
need.

General Berrier: Wll-led forces that are notivated
and have what they need can do a |ot.

Senator Cotton: Thank you.

Chai rman Reed: Thank you, Senator Cotton.

Senat or Bl unent hal , pl ease.

Senator Blunenthal: Thank you, M. Chairman. | want
to pursue Senator Cotton's line of questioning if I may. In
nmy exchange with the Secretary of Defense and the Chairnman
of the Joint Chiefs of Staff several weeks ago | comment ed
t hat our approach to Ukrai ne seened sonewhat schi zophrenic.
W say we want Ukraine to win but we are afraid of what
Putin may do if he loses. | have urged, since 2014, that we
provi de nore | ethal weapons to Ukrai ne.

When | visited Ukraine recently with sone of ny
col | eagues, a bipartisan trip, one of them asked President
Zel enskyy, "Are you fearful about the Russian prospect of
i nvasi on?" It was a nunmber of weeks before the invasion.
He said, "The Russians invaded us in 2014. W have been

fighting themsince then." And in ny viewthe inplication is
that we have failed over a period of years, under different

adm ni strations, to provide Ukraine with the arns that it
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needs to counter and deter increased Russian aggression
t here.

So ny question to you is, do you agree that we should
i ncrease the kind of mlitary aid, as well as humanitarian
assi stance and econom ¢ sanctions, that we have been
provi ding, by orders of magnitude that will enabl e UWkraine
to win, and would you also agree that if we sinply provide
nore of that kind of aid -- tanks, artillery, arnored
personnel carriers, even planes, Stinger and Javelin
mssiles, all of the arns that Ukrai ne needs to fight
| ethally and defensively -- that Putin may engage in sword-
rattling and threats and inplications of what he m ght do,
but enabling Ukraine to win ought to be our objective.

Let me ask you first, General.

CGeneral Berrier: Senator, in your statenent there it
really gets at national |evel of decision-making on what our
policy should be wwth regard to arm ng Ukraine. M role as
the Director of DIAis to keep an eye on this conflict and
provide informati on to deci sion-nmakers so that they can nmake
t hose ki nds of deci sions.

In terms of what Putin might do to escalate, | think
the best that we can do, rather than describing what those
escal atory neasures would be, would be to understand what
they m ght do and be ready, in terns of indications and

warning, to be able to notify decision-nmakers that that was
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actually occurring or about to occur.

So | take an intelligence perspective of the conflict
itself and | eave the policy to decision-nakers.

Senator Blunenthal: Do you -- and | will ask M.

Hai nes the sanme -- think there is a serious, imedi ate
prospect that Putin would engage in the use of tacti cal
nucl ear weapons?

General Berrier: R ght now we do not see that, and |
think that is a huge warning issue for us and sonethi ng that
we are very, very focused on.

Senat or Bl unenthal: M. Haines?

Ms. Haines: Thank you, Senator. | think, on the first
part of your question, you know, as General Berrier said,
obviously we try to provide the intelligence to help
policymakers |ike you make these decisions. And anong the
guestions that cone up in that discussion are whether or
not, frankly, Ukraine can absorb additional assistance and
how nuch of it, and that is very hard for us to tell. W
have, in fact, nore insight, probably, on the Russian side
than we do on the Ukrainian side, but that is sonething,
obvi ously, for the Defense Departnent to work through as
t hey go through this.

But we al so, obviously, get asked this question of
whet her or not certain actions will escalate things with

Russia, as you indicate, and if so, how And that really
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gets to the second part of your question, because | think
obviously we are in a position, as you have identified,
where we are supporting Ukraine but we also do not want to
ultimately end up in Wrld War 111, and we do not want to
have a situation in which actors are using nucl ear weapons.

Qur viewis, as General Berrier indicated, that there
Is not a sort of an imm nent potential for Putin to use
nucl ear weapons. W perceive that, as | indicated in ny
statenent, as sonething that he is unlikely to do unless
there is effectively an existential threat to his reginme and
to Russia, fromhis perspective. W do think that that
could be the case in the event that he perceives that he is
| osing the war in Ukraine and that NATO in effect, is sort
of either intervening or about to intervene in that context,
whi ch woul d obvi ously contribute to a perception that he is
about to | ose the war in Ukraine.

But there are a lot of things that he would do in the
context of escal ation before he would get to nucl ear
weapons, and also that he would be likely to engage in sone
signal i ng beyond what he has done thus far, before doing so.

Senator Blunenthal: Thank you. M tinme has expired.

Senator King: [Presiding.] On behalf of the chairnman,
Senat or Bl ackburn.

Senator Bl ackburn: Thank you, M. Chairman, and thank

you very much to each of you for being here today.
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Ms. Haines, | want to conme to you. W have tal ked a
| ot about Ukraine and Russia this norning, and | appreciate
your frankness in this. But |let ne ask you about Wagner and
t he proxi es and what you are seeing, not only in Ukraine but
al so what you are seeing when it cones to Libya and to ot her
areas and the aggressiveness of the use of the proxies.

Ms. Hai nes: Thank you, Senator. W can probably go
into nore detail in closed session.

Senat or Bl ackburn: Ckay.

Ms. Haines: But | could just say, nore generally, that
we do see Wagner being used, in effect, in Ukraine. W see
that that is sonething --

Senator Bl ackburn: And how about Africa?

Ms. Haines: Yes, absolutely. Wgner has been
historically present in Africa, and it is a nore recent
event, obviously, in the current crisis that Russia depl oyed
them effectively in Ukraine.

Senator Bl ackburn: Okay. Al right.

CGeneral Berrier, do you have anything you want to add
on that?

Ceneral Berrier: Senator, we track ISISin Africa,
Syria, other places. | think we will get into a richer
di scussion in the cl osed session about Wagner operations in
Ukr ai ne.

Senator Bl ackburn: Okay. That is helpful. Let ne ask
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you al so -- and by the way, thank you for the China map. |
will say this. | think we could have a picture of the gl obe
and say that is where China is seeking to be aggressive. It
Is sonmething that is not |Iost on ne, that they are anxious
right now to expand their reach.

But let's talk about DIA and how is the DA
coll aborating with our allies and our partners to counter
Beijing's cyber espionage operations?

General Berrier: Senator, we are. W are closely
col l aborating with our Five Eyes partners, in this case, our
Australian and New Zeal and partners, on this very issue,
along with our partners over at the National Security Agency
wi th General Nakasone.

There is a concerted effort by the Five Eyes to
understand these activities in cyberspace emanating from
China. So we are working that very, very closely and we can
provide nore details in a closed session.

Senat or Bl ackburn: And can you provide us with sone of
the | essons | earned fromthe Russia-Ukraine conflict that
help to informsonme of this work?

General Berrier: Cyber activity?

Senator Bl ackburn: Yes, sir.

Ceneral Berrier: So | think the key there would be
I nformati on operations and disinformation operati ons and

their | evel of effectiveness on the Russian side, or
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i neffectiveness on the Russian side, and then | ooking at the
| evel of effectiveness on the Wkrainian side. Wen

conpare and contrast information operations | think the

Ukr ai ni ans have been nmuch nore successful in the information
operations and space. Russians have had sonme success with
cyber activities in the Wkraine, and | think the PRC and Xi
are looking at all of that as they sort of unwind this
conflict and learn | essons fromthat.

Senator Bl ackburn: And Ms. Haines, howis the intel
community utilizing Al and machine |earning as they | ook at
applications, |look at how Beijing is continuing to nove
forward? So how are you preferencing sone of the new
technol ogies that can help us in this effort?

Ms. Haines: Thank you, Senator. W are using
artificial intelligence, and in particular, nmachine
| earni ng, across the board for our mssion set. And just to
gi ve you an exanple of the kind of things that we are able
to do wwthit, | think it has been extraordinary in terns of
hel ping us with analysis, being able to focus in on certain
datasets that we are able to effectively mani pul ate nore
easily and w thout as many hunman resources, effectively to
I dentify patterns. W are able to use that then, have
anal ysts that are educated and experts take that information
and use it in their analysis in different ways.

We have sonething called an Artificial Intelligence
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Unit Project that is really |ooking at across the
Intelligence Conmmunity at different applications of
artificial intelligence and machi ne | earning and then trying
to | everage those so that we can actually all ow ot her

el ements to build off of the work that is being done by

anot her el enent that they m ght not have thought of before
and also doing it at sort of a cheaper cost and so on.

So there are a variety of ways in which we are doing
it. It is hard to talk about it in an unclassified way, but
certainly this is a major area of effort and investnent, and
we can provide you with further details if that is useful.

Senator Bl ackburn: Thank you. M tine has expired. |
will conme to you for a witten response on the recent
article that quoted a senior intel source, about referencing
the uptick in Al -Shabaab activity. So thank you very nuch.

Senator King: On behalf of the chair, Senator Warren.

Senator Warren: Thank you, Senator King.

It is paranobunt to our national security that we keep
our nost sensitive secrets properly protected and
classified, particularly when protecting sources and
nmet hods. But | amvery concerned about the |evels of over-
classification and pseudo-cl assification that we are seeing
across the Federal Governnment. Everyone understands the
need to protect information about nost sensitive

capabilities fromour enem es, but our classification system
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has spiraled out of control, when it neans, for exanple,
that our own four-star generals cannot share information
with their fellow three-stars. It is hard to see how that
| evel of classification is making America safer.

So over-classification also reduces public scrutiny of
i nportant issues and it can hanmper accountability. Director
Hai nes, you lead the Intelligence Community. You have years
of experience in these matters. Do you think that over-
classification is a national security problenf

Ms. Haines: | do, Senator. | have stated this
explicitly. 1 do think it is a challenge. As long as |
have been in governnent, frankly, there have been bl ue-
ri bbon comm ssions that have | ooked at this, have said there
Is significant over-classification. This is a challenge, as
you indicate, froma denocratic perspective but it is also a
chall enge froma national security perspective because if we
cannot share information as easily as we m ght otherw se be
If it were appropriately classified then that obviously
affects our capacity to work on these issues.

It is a very challenging issue, as |I know you know
well. In other words, there are technical aspects to it.
There are cultural aspects to it.

Senator Warren: So let us talk about that just a
little bit, and | want to say | agree with you that over-

classification has been a probl em across adm ni strations.

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

The OGbanma administration put out two different Executive
orders ained at inproving classification and information
sharing, but that was nore than a decade ago and obvi ously
t he probl em persi sts.

So let nme ask this a different way. Director Haines,
woul d you support the Admi nistration rel easing a new
Executive order on classification practices to ensure that
we are protecting national security information while
keepi ng our commtnents to open governnent ?

Ms. Haines: Wthout knowi ng exactly what it would say
it is sort of hard for ne to say | would support an
Executive order on that subject. | nean, | amconstantly
| ooki ng for additional ways in which we mght try to help
address this issue, and we have a nunber of ways that we are
investing in the Intelligence Community issues. But, yeah,
| --

Senator Warren: | appreciate that, and | am not asking
you to sign a blank check here.

Ms. Haines: No. Fair enough.

Senator Warren: But you are the President's principal
advisor on intelligence matters, and | amjust asking if you
woul d be supportive if the President wanted to take that
st ep.

Ms. Haines: Well, | am supportive of what the

Presi dent wants to take steps within his authority, and it
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is an appropriate policy to do, so yes, in that sense |
woul d be.

Senator Warren: Ckay. So let ne ask this then from
one nore perspective, and that is during the Ukraine crisis
we have seen that a well-functioning, declassification
system can be incredibly powerful. The work by the Bi den
adm ni stration to expose what the Intelligence Commttee
knew about Putin's plans seriously hurt Russia's credibility
and it strengthened our response to an illegal and i nmoral
war. My understand is that it took reshuffling of resources
to make that happen, and | applaud that, but we need nore of
it.

The npbst recent nunbers that | have seen is that we

spend $18 billion protecting the classification system and
only about $102 million -- do the math fast in your head,
about 5 percent of that nunber -- on declassification

efforts, and that ratio feels off in a denocracy.
So wwth that in mnd, D rector Haines, are there any
| essons | earned from WUkrai ne about how we can expedite
decl assification when there is a conpelling reason to do so?
Ms. Haines: | think there are | essons to be | earned
fromUkraine, and it wll be easier to talk about this in
cl osed session, but | think there is sone value that we
coul d discuss in closed session on those issues.

| do think it has hel ped to hel p other people
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understand the value of ensuring that we are classifying
things at the appropriate | evel and how decl assification can
support foreign policy in different ways. So | think that
is all to the good.

Senator Warren: Good. You know, in a denocracy we
have a duty to be accountable to the public, and when we
keep secrets from Anericans there needs to be a conpelling
public interest in doing so. And in too many cases it seens
that public officials err on the side of secrecy because the
i nformati on coul d be enbarrassing, or even worse, just
because it is easier not to be accountable to the Anmerican
peopl e.

So | urge all of our agencies to address this problem
and | look forward to working with you on it. Thank you.

Senator King: On behalf of the chairnman, Senator
Tuberville.

Senator Tuberville: Thank you, Senator. Good norning.

Director Haines, in your best assessnent does Russia
intelligence closely nonitor our Secretary of Defense?

Ms. Haines: | think Russian intelligence tries very
closely to nonitor all of our senior |eaders.

Senator Tuberville: Thank you. So you believe that,
noted, that when he said that Russia weakened and that the
US will nove heaven and earth to arm Ukrai ne, do you

believe that is right he should say that?
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Ms. Haines: Yes. | think the Secretary of Defense --

Senat or Tuberville: Do you believe Russia blanes the
US Intelligence Community for hel pi ng Ukrai ne shoot down a
Russi an pl ane carrying hundreds of people?

Ms. Haines: | amsorry, sir. Can you repeat the
guesti on?

Senat or Tuberville: Do you believe Russia blanes us,
our intelligence agency, for Ukraine shooti ng down a pl ane
wi th hundreds of troops on board? Do you think Russia
bl ames us for that?

Ms. Haines: \Wich plane are you thinking of?

Senator Tuberville: There was a plane recently that
was shot down, a Russian plane, that 100 troops. Do you
bel i eve that they blame our intelligence agency for that?

Ms. Haines: | do not know, sir.

Senator Tuberville: Gkay. Do you believe that Russia
bl anes our U S. intelligence for sinking their flagship,
Moskva? Do you think they blame us for that?

Ms. Haines: | do not know, sir. W have not seen any
di rect reporting.

Senator Tuberville: To what extent do you assess that
Russia believe it is at war with the West and the United
States? Do you think that they believe they are at war with
us?

Ms. Haines: Russia has historically believed that they
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are in a conflict, in effect, with NATO and the United
States on a variety of issues, including in cyber and so on.

Senator Tuberville: So you believe that they are
fighting us -- that they are fighting us as well as they are
fighting Ukraine. Correct?

Ms. Haines: |In a sense. Their perception --

Senator Tuberville: Yeah. Yeah, because we are armng
them and we are tal king. Ckay.

General Berrier, does the United States or Ukrai ne have
air superiority over the war zone? Wich one has air
superiority?

General Berrier: Senator, | would call that an air
standoff right now | nean, the Russians can fly a tactical
aircraft over the line of troops in a |local area but they
cannot expand into western parts of Ukraine w thout com ng
under an air threat.

Senator Tuberville: But Ukraine is nore than we are,
the United States, obviously, because we not involved in
their air space.

General Berrier: No, we are not invol ved.

Senator Tuberville: Wuld you say that Russia possess
strong air defenses?

Ceneral Berrier: | think the Russians have very
credi bl e air defense systens.

Senator Tuberville: Does Ukraine have any counter

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

neasures to thwart Russia artillery rockets? Does Ukraine
have any air defenses?

Ceneral Berrier: Ukraine has air defenses. They also
have counter-battery radars that allow themto defend
t hensel ves fromincomng artillery, or at |east see it.

Senator Tuberville: Wuld you agree that anyone in
Ukrai ne right nowis under serious threat? CObviously they
are. Correct?

General Berrier: | would agree they are.

Senator Tuberville: Gkay. In the past 2 weeks we have
seen several high-profile visitors take trips to active war
zone. Qur Secretary of State, Secretary of Defense, Speaker
of the House, First Lady. This is for both of you. What is
our Intelligence Conmunity doing to | essen the risk of a
hi gh-ranking official -- how are we protecting these people
going to Wkrai ne, our people going to Ukraine?

General Berrier: Senator, | think that would be a
di scussion for the cl osed session.

Senat or Tuberville: GCkay. So we could guarantee that
the First Lady was safe when she went to Ukraine. W could
guarantee that, 100 percent. Correct? Both of you. | am
j ust aski ng.

Ceneral Berrier: | would not say that, no. | would
not say that.

Senator Tuberville: Thank you. |Is it your best advice
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that we do not go to Ukraine right now, any of us, any of us
I n here?

Ceneral Berrier: Senator, | would not say that. |
woul d say with proper planning and coordination that it is
possi bl e.

Senator Tuberville: General, 100 percent. One hundred
percent, can we guarantee going into a war zone -- our
Secretary of Defense and Secretary of State went on a train.

CGeneral Berrier: Senator, | do not think we can ever
guar ant ee anyt hing 100 percent.

Senator Tuberville: Thank you. Well, that is kind of
the point | am making. You know, we are kind of poking the
bear here, saying, you know, we are bragging about it. And
even President Biden said today, "Wait a mnute. W have
got to cut back on this pointing that, you know, how many
general s have been killed and we are part of it." | totally
agree with that. | totally agree that, hey, we want to help
Ukrai ne. QOobviously, we all do. But we do not want to take
that step forward to where we get a | ot of our nen and wonen
involved in this. And it looks like to ne we that we are
taki ng way too many changes of sendi ng people over there for
a photo op other than doing the right thing, which we are
doing. But we just do not need to step over that path.

Thank you for what you are doing, but | think all of us

need to | ook at that point of, hey, there is a point of no
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return here if we cross that line. And if we were on the
ot her side, the sanme way, and we had sonebody hel ping, we
had a pl ane shot down, a ship sink, and then braggi ng about
killing generals, as Senator Cotton said, you know, we are
wal ki ng a tightrope here.

And that is just the only point | want to bring up.
Thank you very nuch.

Senator King: On behalf of the chair, Senator Kelly.

Senator Kelly: Thank you, M. Chairman.

Di rector Haines, again, |ooking at your office's 2022
Annual Threat Assessnent it is clear there is a | ot going on
in the world right now, and | understand that resources are
finite and tradeoffs often have to be made. That is in, a
| arge part, what nmakes your job very challenging. Cearly
the situation in Ukraine is taking up a | ot of bandw dth
right now, and | woul d presune that | NDOPACOM requires
signi ficant amount of resources as well to fully understand
the threat environnment, and these two things are obviously
rel at ed.

But what about some other regions in the world? In
light of the worldw de threats you have articul ated here
today do you feel the Intelligence Community has the
necessary resources in place to confidently understand the
threat environnment in other places, such as Afghani stan,

northern Syria, Pakistan, and Iran?
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Ms. Haines: Thank you, Senator. | nean, | think, you
know, |ike all good bureaucrats that we could spend nore
noney on these issues. There is no question. | think

certainly that is true. But we are doing our very best, as
you indicate, to ensure that we are not taking our eye off

the ball, essentially across the gl obe, on issues that are

al so of critical inportance anong the ones that you have

I dentifi ed.

Senator Kelly: Thank you. | want to ask a specific
guestion about the M9, the Reaper drones. So the Ar
Force has been reluctant to invest in upgrading the platform
and proposes to retire it, potentially Iike in 2035, even as
t he demand from conbatant commanders for the systemremains
hi gh. You know, their argunment has been that the platform
s not survivable in China-Russia scenario. | think it is
pretty clear that it would be survivable in a Russian
scenari 0 now.

Do you have an opinion on the continued utility of
reconnai ssance platforns such as the M} 9, particular as we
face increased activity in the so-called gray zone, bel ow
the threshold of arned conbat?

Ms. Hai nes: Yeah.

General Berrier: Go ahead.

Ms. Haines: No, no.

CGeneral Berrier: Senator, | have been the beneficiary
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of M9 operations for the |ast 20 years. It is an
outstanding platform It has done great things. Wth

I ncreasing threats emanating from China and their ability to
reach out and touch those kinds of things | totally
understand why the Air Force wants to divest of that
platform The efficacy of that in the com ng years in | ow
Intensity conflict, counterterrorismoperations, it wll

al ways be useful in a low air defense kind of environnent,
but in the high-end environment | do not think it is very
survi vabl e.

Senator Kelly: But we have | ooked at the Russian
surface-to-air mssile threat environnent as high end. It
turns out like a lot of things, day 1 of the war is much
different than day 60 or 90 or 180, of any conflict. So I
am concerned that not only this platformbut sonetines we
| ook at divesting, you know, fromplatforns that could
provide incredible utility further along in the tineline.

General, | have got another question for you here in ny
| ast mnute, anti-satellite ban on ASAT testing. The
Admi ni stration recently announced this. It is a policy I
agree with. Russia, China, they do not share this goal, nor
do they abide by any kind of simlar policy. The Russians
and the Chinese both, over the | ast, about decade and a
hal f, have performed ASAT tests, the Russians nore recently.

The DI A's 2022 report on challenges to security in
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space |lists orbital debris as a significant challenge to
space operations and concluded that the debris endangers
spacecraft of all nations in lowearth orbit, including
astronauts and cosnonauts aboard the |ISS, but al so China has
a space station as well.

G ven the fact that both the Russians and Chi nese
conduct manned space operations what woul d be your
assessnent as to why they continue to put their people in
harm s way by conducting these dangerous tests?

CGeneral Berrier: Senator, | think they val ue that
capability in space as an asymmetric advantage over our
superi or technol ogy and continue to pursue those kinds of
capabilities. Wether or not they would actually use it is
anot her di scussi on.

Senator Kelly: Do you expect themto do nore anti -
satellite tests?

Ceneral Berrier: W have not seen evidence that they
plan, in the near future, of doing nore, but | would expect
as they go through their devel opnent processes they will do
nore tests.

Senator Kelly: Al right. Thank you, General, and
t hank you, Director Haines.

Chai rman Reed: [Presiding.] Thank you, Senator Kelly.

Senat or Rounds, pl ease.

Senator Rounds: Thank you, M. Chairman. Let ne begin
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by thanking both of you for your continued service to our
country.

Director Haines, in April, Secretary Blinken told
Congress that Iran's attenpts to assassi nate former
Secretary of State M ke Ponpeo were real and ongoi ng, and
this nonth Israeli press reported that an agent for the
| rani an Revol utionary Guard's Quds Force was thwarted from
an assassination attenpt on a U S. general in Gernany.

Wiy is Iran apparently so enbol dened ri ght now and how
can the Intelligence Coomunity and national security
comrunities at |arge change this dangerous trend and deter
Iran fromthese malicious actions?

Ms. Haines: Thank you, Senator. So | think we should
probably pick this up in closed session. Wat | think | can
say in open session is a fair ampbunt of their notivation in
this area we assess to be in relation to Sol ei mani as part
of their sort of efforts for revenge, and it is a
particularly challenging area, | think, to deter them from
action in this space. But we can discuss nore specifics, |
think, in closed session. Thank you, sir.

Senator Rounds: Very well. Director Haines once
again. The crisis at the United States southern border has
literally expl oded under this Adm nistration and conti nues
to deteriorate. Reuters reported that U S. officials at the

Departnment of Honel and Security are preparing for as high as
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9,000 arrests per day. As the econom c and political
conditions in Latin Anmerica continue to spark waves of

m gration that put pressure on our southern border, how
serious does the Intelligence Conmunity see this as a threat
to our country, and also, how and to what degree is the
Intelligence Conmunity shifting resources to address the
surge at our southern border?

Ms. Haines: Thank you, Senator. W have stood up a
mgrant crisis cell, which is essentially a cell that hel ps
to bring together intelligence fromacross the community to
support DHS s efforts, and it is really |ooking south of the
border at effectively mgrant novenents that may be com ng
towards the southern border, so that we can help themto
prepare, in effect, for encounters on the border.

Senator Rounds: Are you in agreenment with the
assessnent that there could be as nany as 9,000 arrests a
day? |s that an assessnent that you would concur wth?

Ms. Haines: Sir, | do not |ook at those particul ar
guestions. That is wthin the Departnent of Honel and
Security.

Senator Rounds: | amjust curious because when you are
doi ng your planning to determ ne what your needs are,
clearly in order for you to do the planning you have got to
have an assessnent of what the expected flow would be. | am

just curious. It is not nmeant as a gotcha question.
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Ms. Haines: No, no, no. O course. So we do not
assess our needs al ong the border because we do not actually
have needs along the border. |In other words, that is sort
of the DHS role is to figure out how can we plan for the
nunber of incidents or encounters that they will have on the
border. And for us, what we are trying to do is understand
what are the drivers, what are the ultimate flows that are
likely to occur, and we try to set up intelligence so that
we can actually provide sone indication and warni ng of here
is where you are likely to see an increase in the flow,
either south or north or howit is and where it is com ng
from ultimtely. Does that nake sense?

Senat or Rounds: It does. It just catches nme a little
bit by surprise that in your planning that nost certainly
you have to have a good comruni cati on with Honel and
Security. | amassumng there is a good comuni cation there

Ms. Haines: O course.

Senat or Rounds: -- and that based upon what their
needs are is really what you are doing, is providing them
with additional resources. And you are also, at the sane
time, gathering intel based on the possibility, the strong
possibility that individuals would try to cone in through
t he southern border. And based upon that | was just

curious, and I know that we are in a public discussion, but
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nonetheless | think it is sonething that has been tal ked
about publicly, and the fact that we have got fol ks from al
over the world that are using that as an entryway into the
United States, and nost certainly you are aware of that.

Ms. Haines: Absolutely. No, | amnot trying to sort
of duck the question or anything. | think, you know, we see
a very high flow There is no question. Wat happens is
t he Departnent of Honel and Security, we have sonebody who is
a liaison that sits within their sort of spaces that tells
here are the requirenents, and they basically are | ooking
for indications and warning of, you know, we are likely to
see a flow along this part of the border, that sort of
t hi ng, as opposed to us being able to help them deterni ne,
okay, today you are going to see X nunber of people com ng
t hrough the southern border as a whol e.

Senat or Rounds: Thank you. Just one other quick
guestion. The Intelligence Community and Congress are
working to flesh out the Foreign Malign Influence Center's
m ssi on, the budget and size, anong other issues. But wth
the 2022 m dterns al nost here we are probably behind the
curve a little bit.

What are the maj or roadbl ocks stopping the IC from
standing up this intelligence center?

Ms. Haines: W have just gotten appropriations,

basi cally, through the fiscal year 2022 budget, which has
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been great, and we are currently building up the Foreign
Mal i gn I nfluence Center. W already has the El ection Threat
Executive so we have been doing work on what the threats
m ght be to our elections. That is now pulled into the
Foreign Malign Influence Center, and we effectively have the
budget for up to 12 people in the Foreign Mlign Influence
Center under this context and we have asked for funding for
fiscal year 2023, essentially to be able to expand it by
about three people but also to allow us to access expertise
and know edge that we think is critical, and really just to
help facilitate what the community is doing across the board
on these issues.

Senator Rounds: Thank you. Thank you, M. Chairman.
My tinme has expired.

Chai rman Reed: Thank you, Senator Rounds.

Senat or Kai ne, pl ease.

Senator Kai ne: Thank you, M. Chair, and thanks to our
w tnesses. | want to ask about two items. The first is
undersea cables. N nety-five percent of gl obal
comruni cation rely on a robust undersea cabl e network,
500,000 mles across the sea floor globally. Internet,
gl obal banki ng transactions, the SWFT system diplonmatic
cables, encrypted mlitary comrunications are a few of the
nyriad applications that rely on this network.

Two NATO commands, the Joint Support and Enabling
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Command in Um Germany, and Joint Force Command in Norfolk
are nonitoring threats agai nst undersea cables in the
Atlantic, but the vast majority of these cables are
controlled by private sector conpanies. 1In the US.,

France, Spain, Japan, China, these conpanies and contractors
who work with them such as Googl e and Arazon, oversee the
pl anni ng, production, design, deploynent, and mai ntenance of
t he cabl es.

To what extent is the DoD and I C | ooking at integrating
and conmuni cating with these private actors so that we can
nmonitor threats to the cabl es?

General Berrier: Senator, | amgoing to take that one
for action and do a little homework to get you a ful sone
answer .

Senator Kaine: And | would like, additionally, to know
whet her China, Russia, or other malign actors have an
organic capability to map our networks, to cut into or tap
into them to listen to mlitary or other governnent
communi cations. So | would like a response back to that.

Here is ny second question, unless, Director Haines,
you have sonmething to offer on the undersea cabl e.

Ms. Haines: Thank you, sir. | actually would love to
do it in closed session if that is all right.

Senator Kaine: | will look forward to that.

Ms. Hai nes: Ckay.
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Senator Kaine: Now a question about intelligence
estimates of the strength of other mlitaries. | think
there were a nunber of estimates that the Afghan mlitary
woul d perform nuch better than they did, and there were a
nunber of estimtes that the Russian mlitary was nuch
stronger than it has proven to be. So what are we doing to
assess why we overestimated the strength of both of those
mlitaries and recalibrating the way we assess mlitary
strength of other nations?

CGeneral Berrier: Senator, | wll start. W are taking
a holistic view of how we do anal ysis and eval uate foreign
mlitaries. You know, it start with the relationships that
we have with our foreign partners, understanding their
mlitaries, understanding their understandi ng of adversary
mlitaries, and working an all-source assessnent to have
granularity inside the capabilities of these mlitaries.

Certainly the ANDSF was an issue. Certainly the
overestimati on of Russian capability was an issue. But if
you back up, if you ook at Russia's growh since the early
2000, their war in Chechnya, their war in Georgia, what they
did in Ukraine, their operations in Syria, and you
understand the reforns that they went through, we saw t hat
fromthe outside. Wat we did not see fromthe inside was
sort of this hollow force, |ack of NCO corps, |ack of

| eadership training, |lack of effective doctrines. So those
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are the intangi bles that we have got to be able to get our
arnms around as an Intelligence Community to really
under st and.

Senat or Kai ne: Thank you. | yield back.

Chai rman Reed: Thank you, Senator Kai ne.

Senat or W cker, please.

Senat or Wcker: Thank you, M. Chairman. Cenera
Berrier, let me quote from your prepared statenent.
"Beijing appears willing to defer the use of mlitary force
as long as it considers that unification with Taiwan can be
negoti ated and that the cost of conflict outweigh the
benefits."

General Berrier, | believe the United States should
prepare Taiwan and send a clear nessage to Beijing that a
mlitary invasion would be too costly. | also believe the
primary objective of the United States and its allies, with
regard to Taiwan, should not be so nmuch to repel a Chinese
attack but to prevent it fromever occurring.

So, Ceneral, fromyour assessnent of China's
capabilities and tineline as well as Taiwan's current
def ensi ve posture, what needs to be done? What can the
United States be doing for or supplying to Taiwan in order
to prevent a Chinese attack from ever occurring?

General Berrier: Senator, thank you for that question.

First 1| would say that | believe the PRC would rather not
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do it by force. | think they would rather do this
peacefully, over tine. There are sone things that we can do
with Taiwan. | think they are | earning sone very
Interesting | essons fromthe Ukrainian conflict, |ike how

i nportant | eadership is, how inportant small-unit tactics
are, how inportant an NCO corps is, and really effective
training wwth the right weapon systens and what those
system wth the right people, would be able to do to thwart
t hat .

So | think we have to engage with our | NDOPACOM
partners within the Departnent of Defense, the Taiwan
mlitary and | eadership, to help them understand what this
conflict has been about, what | essons they can |learn, and
where they should be focusing their dollars on defense and
their training.

Senator Wcker: |Is their NCO corps where it should be
at this point?

Ceneral Berrier: They have a |argely conscript force.
| do not believe it is where it should be.

Senator Wcker: And so the volunteer part of their
armed forces, is that where it should be, the non-conscript?
General Berrier: They have a very short enlistnent
period. | can provide you additional details in a witten

response.

Senator Wcker: Ckay. You also have witten that the
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PLA Navy is the largest navy in the world and has the
capability to conduct |ong-range precision strikes against
| and targets fromits submarine and surface conbatants. You
| ater have witten that Russia is fielding its new, quote,
"ultra-quiet" submarine, capable of threatening North
America fromthe Pacific QOcean.

Ceneral, do you assess that China and Russia w |
continue to grow both of their naval fleets and invest in
new capabilities?

CGeneral Berrier: Yes, | do believe they will both
i nvest in new capabilities and grow their fleets.

Senator Wcker: And is the United States on pace to
buil d and comm ssion as many ships as China is buil ding?

CGeneral Berrier: | would refer that question to the
Secretary of the Navy and Chief of Naval Operations.

Senator Wcker: But surely the Intelligence Conmunity
has an assessnent of that.

General Berrier: DIA has an assessnent of Russian
naval capabilities and Chi nese PLAN capabiliti es.

Senator Wcker: And DIAis famliar with what the
public plans of the Navy are at this point.

General Berrier: Probably, but I think the Navy w ||
make those investnent decisions based on how t hey perceive
the threat as well, and we will certainly collaborate with

our partners in the Navy on any of that.
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Senator Wcker: Let ne switch to Afghani stan.

Director Haines, you submtted the 2022 O fice of D rector
of National Intelligence Annual Threat Assessnent. On

Af ghani stan, the report says that the Tali ban takeover
threatens U S. interests, that 500,000 Afghan refugees could
attenpt to cross into surrounding countries, and that al nost
certainly terrorist groups will establish and expand safe
havens from which to plot attacks.

So, Madam Director, given these assessnents in your
of fice's Annual Threat Assessnent, would you assess that the
chaotic U S. withdrawal from Afghani stan has |left the
honmel and nore susceptible to terrorist attacks?

Ms. Haines: Thank you, Senator. | agreed with what
General Barrier indicated earlier on about the threat,
essentially, that we are seeing fromal Qaeda and from| SI S-
K, which is to say that we see I SIS-K as the nore concerning
threat. At this point, we do not assess that they currently
have the capability to essentially affect external attacks
directed from Afghanistan to the United States at this
stage, but they could build that capability over tine, and
they certainly have the intent to do so.

Wth al Qaeda, we are not seeing as nuch of a threat,
and that does not nean that it could not grow over tine, and
that is obviously sonmething that we are nonitoring during
this period.
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Senator Wcker: General Berrier, has the exit from
Af ghani stan | eft our honel and nore vul nerabl e?

General Berrier: Senator, | would not nore vul nerabl e,
but this is certainly an issue that the Intelligence
Community has to keep on the warmplate, if you will, to
make sure that we can nonitor those networks, what they are
doi ng, and where they are mgrating to.

Senator Wcker: Thank you bot h.

Chai rman Reed: Thank you very much, Senator W cker.

Senator King, please.

Senator King: Thank you, M. Chairman.

Madam Di rector, | am concerned about the | eaks | ast
week, the details of intelligence that is being shared with
t he Ukrainians, both in terns of sources and nethods,
alerting the Russians, what we know, perhaps how we know it,
and also feeding Viadimr Putin's paranoia about conflict
wth the West. Are you actively pursuing the source of
t hose | eaks from | ast week?

Ms. Haines: Thank you, Senator. W obviously always
actively pursue any information that we have that indicates
t hat anybody may be disclosing classified information, you
know, w thout authorization.

Senator King: | hope you will pursue that because |
think sonetines | eaks are enbarrassing. W do not worry too

much about them But | think in this case they were
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harnful, and | hope that this will be an active
I nvestigation.

A question to both of you. W all believe that the
Intelligence Community did a really excellent job of
predicting the invasion, alerting the world as to what was
goi ng on, what the disposition of Russian troops were, the
I nvol venent of Belarus, all of that. Wat we mssed was the
wll to fight of the Ukrainians and the | eadership of
Zel enskyy. And we also missed that in Afghanistan. Wthin
12 nonths we mssed the will to fight. W overestinmated the
Af ghans' will to fight, underestimted the Ukrainians wll
to fight.

| realize will to fight is a lot harder to assess than
nunber of tanks or volume of ammunition or sonething, but I
hope that the Intelligence Community is doing some soul -
sear chi ng about how to better get a handle on that question,
because we had testinony, in this commttee and in the
Intelligence Commttee, that Kyiv was going to fall in 3 or
4 days and war would | ast 2 weeks, and that turned out to be
grossly wong. Are you |ooking at this question of how to
assess will to fight and donestic | eadershi p?

Ms. Haines: Yes, Senator. You heard from General
Berrier, obviously, a nunber of things that DIA is doing.

For the Intelligence Conmunity wit |arge we have a process

at the National Intelligence Council taking a | ook at these
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issues. | would say that it is a conbination of will to
fight and capacity, in effect, and the two of themare

| ssues that are, as you indicated, quite challenging to
provi de effective analysis on. And we are | ooking at

di fferent nethodol ogies for doing so.

Senator King: This is your |lane, assessing mlitary
capability, and a big part, as you testified earlier, the
reason the Wkrainian war is going the way it is is that the
Ukr ai ni ans are fighting for their |and and the Russians do
not have the sanme will to fight.

| hope that this is sonmething you are focused upon,
because again, | think we failed on this question in
Af ghani stan. And in Afghanistan we had testinony over and
over that the governnment would last 6 nonths or a year
beyond the departure of U S. troops. It lasted mnus 2
weeks. |Is this sonething that you are focused upon?

General Berrier: Senator, | amfocused on it, and |
real ly appreciate this dialogue because | think there is an
| nportant nuance that we have to discuss. One is the wll
to fight and the other is the capacity to fight. In closed
briefings we tal ked about this capacity to fight, and given
the correlation of forces that the Russians had and what the
Ukrai nians had, it was the thought of senior analysts that
It was not going to go very well, for a variety of factors.

But there was never an Intelligence Conmmunity
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assessnment that said the Ukrainians |acked the will to
fight. Those assessnents tal ked about their capacity to
fight --

Senator King: Yeah, but there was not an assessnent
that they did either. The assessnent was Ukrai ne woul d be
overrun in a matter of weeks. That was grossly w ong.

General Berrier: Gossly wong but not a question of
will to fight. It was capacity at that tinme, as the DN
j ust said.

So we are taking a | ook at that, and we are --

Senator King: Are you saying Ukrainians' will to fight
has not been an inportant part of this struggle?

General Berrier: No, | amnot saying that. | think it
has been everything.

Senator King: And that is what we did not know.
Correct?

Ceneral Berrier: Wll, we assessed their capacity to
face the size of the Russian forces that were amassed on
their border was going to be very difficult for them

Senator King: Well, | all | amsaying is the
Intelligence Conmunity needs to do a better job on this
| Ssue.

Ceneral Berrier: | think the Intelligence Conmunity
did a great job on this issue, Senator, and we wll --

Senator King: Ceneral, how can you possibly say that
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when we were told, explicitly, Kyiv would fall in 3 days and
Ukraine would fall in 2 weeks? You are telling ne that was
accurate intelligence?

CGeneral Berrier: So we were really focused on the
Russian forces at the tine, and so when we backed --

Senator King: And we were wong about that too, were
we not? We overestimated the Russians.

Ceneral Berrier: Wll, the Intelligence Community did
a great job in predicting and tal king --

Senator King: And | acknow edged that at the begi nning
of my question. | understand that. Yes, they did. What
they failed at was predicting what was going to happen after
Russi a i nvaded.

CGeneral Berrier: So as | |ook at the totality of the
entire operation | think the enormty rests on the
predi ctions of what the Russians were going to do versus
whet her or not the Ukrainians were going to be successful.

Senator King: Well, if you do not concede there was a
problemon this then we have got a problem

CGeneral Berrier: Senator, | did not say that. W are
going to take a hard ook at this, but I think in the
totality of the entire operation there were a |lot nore
successes than failures.

Senator King: | will not argue that point. | amjust

trying to make a point that | think there was a nmjor issue
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that we m ssed that had a significant influence on howthis
has unfol ded, and had we had a better handl e on the

predi cti on we could have done nore to assist the Ukraini ans
earlier.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator King.

Senat or Hawl ey, pl ease.

Senator Hawl ey: Thank you, M. Chairman.

Director Haines and General, is it your sense that
Beijing thinks that it has a wi ndow of opportunity to invade
Tai wan before Taiwan and the United States nodernize and get
into better position to deter any such invasion? Let us
start with you, D rector.

Ms. Haines: Thank you, Senator. It is our viewthat
they are working hard to effectively put thenselves into a
position in which their mlitary is capable of taking Tai wan
over our intervention. W can talk in closed session about
tinmelines and so on for how quickly they think they may be
able to achieve that, but | think that is sonething that
they are trying to achieve, even as, what General Berrier
stated earlier is true, which is to say that they would
prefer not to have to use mlitary force to take Tai wan.
They woul d prefer to use other neans.

Senator Hawl ey: Ceneral, do you want to coment on

thi s?
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CGeneral Berrier: Well, I know there are a | ot of dates
out there, Senator -- 2027, 2030, 2049. Certainly it is on
their mnd. W are not really sure what |essons Xi Jinping
Is taking away fromthis conflict right now W would hope
that they would be the right ones. But |I think it is going
to take sonme tine to sort out whether or not he believes
this is a wwndow or that his tineline wuld extend.

Senat or Hawl ey: Let nme ask you about sonething that
Adm ral Davidson said when he was Commander of PACOM He
told the conmttee |ast March that he worried about a
Chi nese invasion of Taiwan in the next 6 years. That is his
testinony. His successor, Admral Aquilino, has simlarly
said that he views the tineline to be shrinking.

Based on the indicators -- Director, let nme start with
you on this -- based on the indicators available to the
Intelligence Conmunity, do you agree that the threat to

Tai wan i s acute between now and 20307

Ms. Haines: Yes. | think it is fair to say that it is
critical or acute between now and 2030. | think that is
absolutely fair. Wat is hard to tell is how, for exanple,

what ever | essons China | earns com ng out of the Russia-
Ukraine crisis mght affect that tinme, as well as, as you
I ndi cat ed, whether or not our capabilities, Taiwan's
capabilities, other decisions that will have to be made

bet ween now and then that will affect the tineline.
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Senator Hawl ey: Ceneral, you said just a second ago
that you hoped China would I earn sone | essons fromthe
Ukraine conflict. Wat is it that you are hoping that they
t ake away?

General Berrier: Just howdifficult a cross-strait
i nvasi on m ght be and how dangerous and hi gh risk that m ght
be. W saw --

Senator Hawl ey: Sorry. But do you not think that the
Chinese mlitary is significantly nore capable than the
Russians? As it turns out, just to pick up what Senator
King was pressing you on, we pretty dramatically
overestimated the strength of the Russian mlitary. | would
be surprised, for one, if China's mlitary strength proves
to so attenuated. | nean, do you not think that we are

dealing with a significantly nore form dable adversary in

Chi na?

General Berrier: | think China is a form dable
adversary.

Senator Hawl ey: So, | nean, back to | essons | earned.
Unfortunately, | think one | esson they can draw fromthe

Ukraine conflict is that deterrence did not work in Ukraine.
| nmean, Russia invaded Wkraine. |, for one, do not want to
be having this conversation about Taiwan in any period of
years, not next year, not in 5 years, not in 10 years.

So ny sense of urgency on this is we better figure out
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how deterrence is going to work in Taiwan, because if China
I's successful in a fait acconpli that is going to | ook a |ot
different than a Russian scenario in Ukraine. Wuld you not
agree with that?

Ceneral Berrier: | do agree with that.

Senator Haw ey: So just to that end, Director, let ne
come back to you. One of the things that the Intelligence
Community was able to give us lead tine on was a potenti al
Russi an invasion of Wkraine. | nean, we are very clear on
that, that there was a strong |ikelihood of that, and you
had that nonth in advance, actually.

| amcurious if you think that we would get simlar
strategi c warni ng about a potential Chinese invasion of
Tai wan?

Ms. Haines: | nean, it is too early to tell, honestly,
whet her or not that would be the case, and obviously, you
know, in a kind of classic intelligence way we woul d sure as
hel | not prom se anything at this stage.

Senator Hawl ey: Ceneral, let nme ask you about
sonmet hing that has | ong been a concern of mine, and even
nore so now, and that is what | think of as the sinmultaneity
probl em sinmultaneous conflicts in Western Europe, with
Russi a and wi th China.

So do you worry that Beijing m ght see an opportunity

to invade Taiwan in the very near future, should the United
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States get drawn into an actual conflict, a kinetic conflict
w th Russia?

General Berrier: | think that is a renote possibility.

Senator Hawl ey: \Wich part is renote?

CGeneral Berrier: The part that China would see that as
a Wi ndow to open to take advantage of that, based on the
fact that they probably are not ready to do that right now.

Senat or Hawl ey: So you do not think they have the
capacity right now to invade Tai wan?

CGeneral Berrier: | did not say that.

Senator Hawey: Well, | amtrying to drill down on
what you nean when you say that they would not do it.

Ceneral Berrier: | think they probably have --
actually, could we take this into the cl osed session?

Senator Hawl ey: Sure. Yeah, absolutely. And ny tine
has expired so | will take it up with you then

Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator Hawl ey.

Senat or Manchi n, pl ease.

Senator Manchin: Thank you, M. Chairman.

Sir, just real quick, back on Taiwan again. Do you
think Taiwan is prepared to defend itself? |In your
eval uation of what Taiwan has been doing, the only thing I
keep seeing is they want nore F-16s, and we think they are

going to be able to go to air war with China and defend
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Taiwan? | do not think so.

General Berrier: | think Taiwan could do nore, sir.

Senator Manchin: Are you all strategically giving them
different things that they can use, whether it be in the sea
or on land, to protect their island?

General Berrier: | think they are in close
consultation with our partners in | NDOPACOM and wthin the
Departnment of Defense.

Senator Manchin: Mmnhmm  How about Ukrai ne? Can
Ukrai ne win now that we have, as Senator King so rightfully
poi nted out and Senator Hawl ey foll owed up on, we m sread
that one. Are we reading it now, they have the ability to
winif we continue to support, w thout us being pulled into
aland war with then? On their own, can they w n?

General Berrier: | think that is a difficult
prediction to make. Right now | think where the agency is
at is a prolonged stalenmate should no factor change on
either side. |In other words, the Russians continue to do
what they are doing, and we continue to do what we are doi ng
for the Ukrainians. | see that as a stalemate, not a --

Senator Manchin: Director Haines, how do you eval uate
this? | amsure that you have been kept up to speed on this
and evaluating them M other concern you mght want to
answer is our ability to maintain and manufacture the

weapons that are needed to not only hel p Ukraine, not only
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to backfill our allies, but also keep our own supply chains
up. Are we running critically low? Could it be that we
coul d put ourselves in a dangerous situation?

Ms. Haines: Thank you, Senator. So | think a few
things. One is, just taking your |ast question first,
somet hing we can do maybe a little bit in closed session is
tal k about not just our mlitary assistance to Ukraine but
al so a nunber of other countries that have provided mlitary
assi stance to UKrai ne.

Senator Manchin: -- ask the question, are you
concerned about the ability to have the supplies that are
needed for us, for our allies, and what Ukraine is going to
need to sustain and hopefully win this war?

Ms. Haines: So that is why |I was tal ki ng about the
allies piece. No, | amnot concerned because | think,
frankly, between all of us there is the capacity to provide
the kind of assistance that they are asking for.

Senator Manchin: Okay. And can you identify the hot
spots we are very much concerned about, other than China,
because we know China is the challenge we have. Qher hot
spots that we are worried about that could rise up during
this very difficult time, and the geopolitical interests
that we have in the world. | nean, in Iran? North Korea?
Sone of the one you are nore watching and concerned about.

Ceneral Berrier: The agency is worried about North
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Korea for sure, and their ballistic mssile devel opnent
tinmeline, as well as potential nuclear testing. W are

al ways thi nking about Iran and the actions that they have to
pull malign influence within the region agai nst our

nei ghbors and certainly U S. forces there. W are always

t hi nki ng t hrough how to sustain partnerships to be able to
keep a beat on these threats.

Senator Manchin: D rector Haines, are you concerned
about basically the tensions that we have with UAE and with
Saudi s and also their nore visual novenents, intentional
novenent s towards China for support or basically the yuan
bei ng used now as the currency that they are accepting for
paynent of energy, things of this sort that could al so put
us in a nore precarious situation with UAE and Saudi s?

Ms. Haines: Thank you, Senator. | nean, obviously, as
you indicate, we are always |ooking at efforts that both
China and Russia nmake to try to make inroads with partners
of ours across the world, and UAE and Saudi Arabia are
exanpl es of that in both respects.

Senator Manchin: Cybersecurity is ny final one for you
all. Right nowit seens like it is a convoluted area where
peopl e would report, whether it is private conpanies in
Anmerica that are getting hacked and what is going on but
al so who is in charge? Were do they go? Wat is the chain

right now within the Federal Governnment, in mlitary
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especially, on cyber, that you consider the prem er spot

that we should be working with, or are we putting things

together? Are we still so fragnented throughout our
agenci es?

Ms. Haines: | nean, ny experience is it has gotten
better over the years. | would never say it is perfect. It

I's one of those things that continues to be worked through.
But there is a very clear chain of command with respect to
taking action --

Senator Manchin: Wo is taking the | ead? Who takes
t he | ead?

Ms. Haines: Wen it cones to offensive cyber
operations to defend the country, obviously the Depart nent
of Defense does so. Wien it cones to defending, you know,
hel ping to defend the infrastructure and critical -- right,
exactly, resilience -- it is the Departnent of Honel and
Security and the FBI, and everybody has a role to play, and
we obviously support, in the Intelligence Comunity, all of
themin the work that they are doing.

Senator Manchin: Wat about the National Cybersecurity
-- how about the center? How do you all evaluate the
Nat i onal Cybersecurity Center?

Ms. Haines: You nean the National Cybersecurity
Director, the new position --

Senat or Manchin: All the stakeholders are involved in
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that. That is why | amsaying it is convoluted. Wuo is
taking the lead? Wo is the | ead person? Wo is the |ead
agency?

Senat or King: ClSA

Ms. Haines: Yeah, CISAis the main --

Senat or Manchin: How do you eval uate that?

Ms. Haines: | think they are doing very well, yeah.

Senator Manchin: Okay. No further questions.

Chai rman Reed: Thank you very nuch, Senator Mnchin.

Senator Sullivan, please.

Senator Sullivan: Thank you, M. Chairman, and | want
to thank the witnesses for their hard work during a
challenging tine. | want to focus a |ot on the issue of
energy, and | will relay a story | had with Senator MCain
and a Russi an di ssident who has now been arrested, Vliadimr
Kura-Murza. He is in jail right now in Russia.

About 4 years ago, | asked hi mwhat was the nunber one
thing we could do to underm ne the corrupt Russian regine,
to undermne Vladimr Putin, and he said, "The nunber one

thing? That is easy, Senator. Produce nore Anmerican

energy." Produce nore Anerican energy.
So |l want to talk a little bit about that. In your
assessnent, is energy independence -- so a couple of years

ago we were the |argest producer of natural gas in the

worl d, the largest producer of oil in the world, the | argest
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producer if renewables in the world -- is that good for
Anmerica's national security, Ceneral?

Ceneral Berrier: Senator, thanks for the question. As
we have watched this conflict unfold what we --

Senator Sullivan: | have a got a |ot of questions. |
gave you a softball. Can you answer the question? |Is that
good for Anmerica's national security to be energy
| ndependent and the world's energy superpower?

Ceneral Berrier: Certainly energy independence is a
good t hing.

Senator Sullivan: How about you, D rector?

Ms. Haines: Yes.

Senator Sullivan: GCkay. Thank you for the
strai ghtforward answer.

Now, in this conflict with Ukraine, what does our
ability to produce energy, how do the Russians view that and
how do our allies viewthat? W all know Vladimr Putin
uses energy as a weapon. How are you assessing the ability
of the United States to fill the void that the Germans and
others have with regard to getting energy fromRussia to now
get it fromthe United States? |Is there a lot of interest
in that and is that a good thing for our national security?
General ?

General Berrier: | certainly believe that our European

allies see this as a national security issue for sure, and
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t hey are thinking through new ways of devel opi ng and getting
after their energy needs, for sure.

Senator Sullivan: How about getting sone fromthe
United States?

General Berrier: |If the United States had excess
capacity | amsure that woul d be sonething that they would
wel cone.

Senator Sullivan: Do you see that, Director,
simlarly?

Ms. Haines: Yes.

Senator Sullivan: Let me ask with regard to China.

Al nost 70 percent of China's crude oil supply cane in the
formof inports. What is your assessnent of how China's
ener gy dependence could or would inpact its mlitary
operations during a potential cross-strait conflict? 1In
your assessnent, when you read up on China' s weaknesses, are
t hey concerned about their energy dependence with regard to
nati onal gas and oil being a najor, nmjor inporter?

General Berrier: |If thereis a way we could take this
into the cl osed session to discuss that, that would be
better, Senator.

Senator Sullivan: Ckay.

Ceneral Berrier: | do believe they are concerned about
t heir dependence on energy.

Senat or Sullivan: Director?
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Ms. Haines: Yes, absolutely.

Senator Sullivan: Do you see that as a strategic
advant age we have in our great power conpetition with China
and Russia, the fact that we cannot only produce energy for
our own country -- and | amtalking all of the above --
renewabl es, oil, gas. Do you see that as a strategic
advant age for our nation?

Ceneral Berrier: | see it as an advantage.

Ms. Haines: Yeah. | nean, | think, frankly, our
capacity to work with our allies on this issue has been a
strategi c advantage, and our ability to work with themin
order to actually help to mtigate agai nst Russia using
energy as a weapon has been a major issue.

Senator Sullivan: And China' s dependence on energy,
shoul d there be some kind of conflict between us and Chi na?

Ms. Haines: Yes. The relationship with Russia will be
rel evant under those circunstances, obviously.

Senator Sullivan: Let nme ask one final question, and
It is not really a question on intel. You know, we are
getting ready to vote here on a $40 billion package. M
teamand | are looking through it. It is alot. How do you
assess our NATO partners' commtnent, finally, to hitting 2
percent of their GDP for their annual mlitary budgets? |
mean, we have now 100, 000 troops over in Europe. | fully

support what the President has been doing in that regard.
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But if there was ever a tine that countries had to kind of
wake up and say, you know what, for 40 years we promsed it
at 2 percent. The wolf is at the door, or maybe the bear is
at the door, or the dragon is at the door, whatever metaphor
you want .

Are you seeing a shift? Because the Gernmans nmade a big
announcenment. M understanding is Canada still wll not
even hit 1 percent of GDP for their defense budget. Are you
seeing a shift in our NATO allies to say, you know what, it
is time for us to pull our own weight here. The Anmericans
are doing it, once again. And |ook, | support everything we
are doing, but, you know, $40 billion, that is a |lot of
noney. M constituents have got a | ot of needs too, and we
still have NATO allies, Canada one, who just freel oad, and
it is getting a little tiring.

What is your assessnent of our NATO partners
commtnment to finally hitting 2 percent nowthat it is very
clear that there is a brutal dictator on their doorstep?

Ms. Haines: | think we have seen, obviously, as you
i ndicated in the opening to your question, just a nunber of
countries now announce an increase in their defense budget,
and | think that is sonething that we are going to see them
foll ow through on, at least in part.

Senator Sullivan: GCeneral?

Ceneral Berrier: And | think this has had a

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

95

gal vani zi ng effect on our NATO partners, and | think nost of
themw || cone around.

Senator Sullivan: Thank you. And again, | did not
start by saying the intel you were providing us and
everybody else prior to the war was exceptional, and the
intel ops that you did were also really inpressive. So |
appreciate that.

Chai rman Reed: Thank you, Senator Sullivan.

Senator Peters, please.

Senator Peters: Thank you, M. Chairnman.

Director Hai nes, the 2022 Annual Threat Assessnent
states, quote, "China presents the broadest, nost active and
persi stent cyber espionage threat to the U S. governnent and

private sector networks," end of quote. The assessnent
specifically discusses the capacity for China to conduct
surveillance as well as disrupt critical infrastructure.

My question for you, nma'am is does the ODNI believe
that China would use their cyber capacity to shape ot her
countries' decisions such as the Russians are known to do?
Do you believe that is in the cards as well?

Ms. Haines: Thank you, Senator. Yes. | nean, | think
in the sense that, in particular, our assessnent is that
China is pursuing significant cyber capabilities, in this
area in particular, to deter the United States fromtaking

action in the event of a conflict, for exanple, in their
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regi on.

Senator Peters: Thank you. Media coverage during the
weeks | eading up to Russia's invasion often used open-source
evi dence to support the Adm nistration's intelligence
estimtes. Exanples here range fromimges provi ded by
Maxar's conmercial satellite network to Russian mlitary
comruni cations that were intercepted by tech-savvy
civilians.

My question for you, Ceneral Berrier, is howis the
proliferation of technology and information accessibility
for average citizens inpacting the real mof professional
Intelligence work within your agency?

General Berrier: Fromthe perspective of this war
bet ween Russi a and Ukrai ne the plethora of open-source data
that is available to enrich our assessnents has been
amazing. Just think of the third-party danage assessnent
wor k that is happening right now using i mages because nost
Ukrai nian citizens have a cell phone. It has been really,
really rich. And then you conbine it with the other open-
source data that is available, publicly available, and can
be purchased.

For us it has been enlightening and will probably shape
how we do intelligence operations and anal ysis going forward
in the future. W just have to be careful that we use the

right rules at the right time to nake sure that we are
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saf equardi ng information and that we are not violating any
| aws or policies.

Senator Peters: That actually |eads to the next
guestion, and you nentioned you are | ooking at how you
integrate that into how you collect information. |Is there
anyt hi ng that Congress should be doing to help you better
enabl e your abilities to harness the potential for open-
source information?

CGeneral Berrier: | think we are budgeted for it,
Senator, and we are | ooking forward to the work ahead as we
go forward on this issue.

Senator Peters: (Good.

Director Haines, the Biden adm nistration has done an
admrable job certainly of crafting a coalition of nations
to i npose sanctions, enforce export controls agai nst Russia
for their illegal invasion. This includes our trans-
Atlantic partners, many of them who are now giving up on
Russi an hydrocar bons, sonething that | think we all would
have t hought was absol utely unthinkable just a short while
ago, as well as our global partners, Japan and Tai wan,
actively engaged.

What has been noticeable, though, is to see that much
of the world is still not wwth us. They nmay not be with
Russia, and I am not saying they are with Russia, but they

are not subscribing to our call for a global coalition of
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denocraci es to stand agai nst Ukraine. This includes India,
| ndonesia, Nigeria, South Africa, and particularly other
nations in the global south in which the U S. certainly has
very friendly relations with but we have not yet been able
to get themto join the Wkrainian cause.

As the U S. will need to certainly build an even nore
robust coalition of nations in the future to counter
potential Chinese aggression, | believe it is inperative
that the U S. understand how to win over these non-aligned
nations living certainly in a multi-polar world.

So ny question to you, in your view what steps should
the U S. take to build a broader coalition for potenti al
future conflicts, simlar to what we are seeing right now?

Ms. Haines: Thank you, Senator. Fromthe Intelligence
Community perspective we have done a | ot of thinking about
how we can help to facilitate, frankly, the policy comunity
in this area, to your point, and one of the things that we
did in the context of Ukraine that | think is possible for
us to do in other areas, and that we have di scussed with the
policy comrunity about, is basically working key allies and
partners who are influencers, in effect, within specific
regions, to try to get out to themas nuch intelligence as
we can, obviously being m ndful of sources and nethods. But
just to lay the groundwork so that then the policy comunity

can work with those countries to effectively provide for the
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kind of coalition that you descri be.

And | do think it is an absolutely fundanental piece.
| mean, the fact that the U N GCeneral Assenbly managed to
garner 141 votes, | think it was, against Russia on the
Russi a- Ukrai ne piece was pretty extraordinary. And | do
think that our capacity to share intelligence in advance of
that nonent was critical to getting that kind of coalition
together, and | hope we can do that in the future.

Senator Peters: Geat. Thank you. Thank you, M.
Chai r man.

Chai rman Reed: Thank you, Senator Peters.

Senat or Rosen, pl ease.

Senator Rosen: Thank you, Chairman Reed, and | really
appreciate the witnesses. | appreciate you both for being
here today and for your service.

Director Haines and General Berrier, given that the
Annual Threat Assessnent was witten before Russia's
I nvasi on of Ukraine, has Russia's |oss and expenditure of
mlitary equi pnent, personnel, and resources in Ukraine,
coupled with their, frankly, poor performance, changed our
overall threat of Russia and their mlitary capabilities,
and -- like | said, this was witten before that -- how do
you assess we nmay heed to adjust our planning going forward,
seeing as what we are | earning?

CGeneral Berrier: |l will start with that one, Senator.
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| think, you know, as we have watched the Russians falter
here and the | osses that they have sustai ned we believe that
they are going to be set back conventionally for a nunber of
years as they try to recoup these |osses and replace all of
t he equi pnrent and sol diers that they have | ost.

So | think we should back up our assessnent really for
NATO and what that threat really | ooks |ike, also factoring
in their nuclear capabilities and what that neans for NATO
goi ng forward.

Ms. Haines: So | will just add to this. | think, you
know, as we talk to the anal ysts about this, and obviously
before each of the threat hearings we discussed this because
the threat hearings canme after Russia's invasion of Ukraine,
and as you indicate the assessnent was done beforehand, and
| think the overall threat |evel has not so nuch changed as
it is the question of howit is evolving, to CGeneral
Berrier's point.

| think our viewis that the ground conbat forces have
been degraded considerably. It is going to take themyears
to basically manage, to the extent that they are able, to
rebuild that, in effect, and that may end up neani ng that
t hey have greater reliance, in effect, on asymetric tools
during this period. So they rely nore on things |ike cyber,
nucl ear, precision, et cetera, and that is obviously a shift

in the way in which they are exercising their efforts for
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i nfl uence, and so on.

Senator Rosen: Well, and know ng that we also know, to
everyone else's point here too, that the world is watching.
So Director Haines, how do you assess the threat level to
Taiwan? Has it increased? Does China feel nore enbol dened
now t hat Russia has invaded Wkraine? And then | wll give
the second part of that to you, General. Does China see
this as an opportunity, nmaybe this period, to i nvade UWkrai ne
as we mght be distracted, the world m ght be distracted
with the Ukraine crisis?

Ms. Haines: Thank you, Senator. It is hard to tell,
honestly, at this stage. Wuat we see is evaluating what is
happening in the Russia-Ukraine crisis. They are still
evaluating. The crisis obviously still continues. So what
| essons they learn during this period is not really
concluded yet, and so it is a little bit harder to tel
whet her or not is an increased threat of accelerating their
efforts toward Tai wan or | ess so.

| would say that thus far the IC has not assessed that
the Russia-UWUkraine crisis is likely to accelerate their
pl an, vis-a-vis Taiwan, and the kinds of |essons that we
think are possible that are relevant, just to give you maybe
two, one is they were surprised by the degree to which the
United States and Europe cane together to enact sanctions,

and that is sonething, obviously, they are going to be
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| ooking at in the context of Taiwan.

And the second one, | think, is this point that really
CGeneral Berrier made earlier a little bit, which is to say
that one of the issues for themis the confidence they have
that they are able mlitarily to take action in Taiwan over
our intervention. That will play into their decision-making
over tinme, we think, and seeing what happened in Russi a,
that m ght give themless confidence, in sone respects, over
what it is that is likely to happen.

Ceneral Berrier: Senator, the only thing that |I would
add is on a day-to-day basis with Chinese nmilitary activity
| am not seeing anything that would tell ne that they are
t hi nki ng about trying to take advantage of this tine that
they think that they m ght have.

Senator Rosen: Let ne ask one additional follow up on
that. Wat is your assessnment of our ability to conduct
mlitary operations in both theaters should sonething occur?

General Berrier: W have significant capabilities in
both theaters. It would depend on what the variables were
Wi th each situation and what that neant. But that is why we
have four-star conbatant commanders in USEUCOM and
| NDOPACOM

Senator Rosen: Thank you. Thank you, M. Chairman.

Chai rman Reed: Thank you very nuch, Senator Rosen, and

t hank you, Madam Director and General. W have a vote
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1 schedul ed at 11:45. W will reconvene in SVC-217 for the

2 classified session at noon, 12 o' cl ock.

3 And at this tine | will recess or adjourn the open

4 session. Thank you very nuch.

5 [ Wher eupon,
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