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9 Washi ngton, D.C
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11 The subconmittee net, pursuant to notice, at 2:28 p.m

12 I n Room SR-222, Russell Senate O fice Building, Hon. Joe
13 Manchin I'll, chairman of the subconmm ttee, presiding.
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15 [presiding], Gllibrand, Blunmenthal, Rosen, Rounds, W cker,
16 Ernst, and Bl ackburn.
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OPENI NG STATEMENT OF HON. JCE MANCHIN I'll, U. S,
SENATOR FROM VEEST VI RG NI A

Senat or Manchin: W are going to wel conme our nenbers
and our two witnesses and | have called this hearing to
update the subconm ttee on the Departnent of Defense's
efforts to inprove the cybersecurity of the Defense
| ndustrial Base.

The Defense Industrial Base cybersecurity is a broad
and conpl ex undertaking with many significant facets that
need to be exam ned today; for instance, the Cybersecurity
Maturity Model Certification, or the CMC for short, is
I ntended to establish a m ninmum guideline for DOD s
i ndustrial base partners as to what standards nust be net to
conduct business with the DOD or Section 1648 of the fisca
year 2020 NDAA, they direct the DOD to establish a franmework
for the cybersecurity of the Defense Industrial Base which
i ncl uded nunerous el enents and options for the Departnent,
beyond just the CMMC initiative.

In addition to Section 1648, this subcommi ttee has
enacted a dozen or nore |egislative provisions relating to
the industrial base cybersecurity in the |ast several years,
I ncl udi ng recomendations fromthe Cyberspace Sol ari um
Comm ssion. O particular interest to ne is how DOD is
going to hold prine contractors for the cybersecurity

performance of their subcontractors in the conduct of the
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progranms for the DOD. | have been nmaking this point for a
coupl e of years now and | hope the Departnent has taken this
to heart.

But in order to build out our cybersecurity protection
with the Defense Industrial Base, we nust set a baseline of
standards with the CMC initiative. Previously, DOD
requi red that conpani es executing Defense contracts
I npl enent a series of control and cyber hygi ene practices
devel oped by the National Institute for Standards and
Technol ogy. Conpanies were required to certify that they
met the standards or to present a plan of action that would
bring theminto conpliance.

Because this programinvol ved self-certification,
conpl i ance woul d suspect and that |ack of verified
conpliance that DOD to propose a CMMC nodel. To perform
contract for DOD, contract work for DOD, a conpany woul d
have to neet one of the five specified security maturity
| evel s and receive a certification to that effect.

DOD has issued a so-called interimrule under the
Def ense Federal Acquisition Regulation Process and is
begi nning a series of pilot prograns to test and i npl enent
CWC. CMMC is intended to be financially self-sustaining
w th conpani es paying for their assessnents and
certifications, and those conpani es then recoupi ng

conpliance costs as part of their cost estimtes to the DOD.

www.trustpoint.one 800.FOR.DEPO
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1 | ndustri al - based conpani es, especially smaller

2 contractors, are very concerned about the costs involved in
3 reqular on-site assessnents, the conplexity of conplying

4 wth cybersecurity practices that they have difficulty

5 understanding and the degree of consistency and fairness in
6 assessing conpliance across the expected | arge nunber of

7 assessing organi zations and many tens of thousands of other
8 conpani es.

9 In response to those concerns, Deputy Secretary Hicks,
10 in March, directed an i ndependent review of CMMC. That

11 review was intended to | ast about a nonth. W postponed a
12 schedul ed subconm ttee hearing in April in the hope that we
13  would know the results of this view on this date, My 18.
14 Unfortunately, we have not received the details of the

15 review today. Wiile the reviewitself is conplete, the

16 review teanmis recommendations are still being finalized and
17 the reviewis officially connected to internal deliberations

18 and nodifications to the interimrule on CMVLC.

19 We do understand, however, that Secretary Hicks will be
20 significant nodifications to the program | hope that what
21  we hear today will be welconme to Congress and t he Defense

22 Industrial Base, particularly, our small businesses. In

23 addition to your updates on this CMWC review, | hope to hear

24  concrete plans for how each of you plan to ensure our entire

25 Defense Industrial Base receives the support and gui dance
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they need to keep our warfighters well supplied and safe.

The rel ationship between DOD and its private industry
contractors should be the gold standard for cybersecurity
across the federal governnent and provide an exanple to
ot her federal agencies who secure private critical
infrastructure. | know this hearing is focused on Defense
| ndustrial Base today, but inproving cyber defense is only
one side of the coin in our cyber posture.

Fromthe quarterly updates the subconmttee receives on
cyber operations, it appears to ne that DOD is doing an
excellent job at taking the fight to our adversaries, but
what concerns ne is our inability to know exactly what
groups are posing a threat to industry so that we can
adequately nonitor, intercept, and if required, target them
| make this point because | amworried about the |ack of a
formali zed and concerted whol e-of - gover nnent response to
both, foreign and donmestic cyber threats and the | ack of
authority in a central figure to give these threats the
attention they deserve.

The Col oni al Pipeline hack is only a recent public
exanple of the threats we face on a daily basis. In order
to increase our federal coordination, and I know this is not
a perfect conparison, | |ook at the exanples set by a
position such as the Director of National Intelligence,

whi ch has cruci al awareness and the opportunity to
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coordinate the intelligence efforts of 17 independent
agencies. W have yet to see how successful the nationa
cyber director wwll be in their role, but it seens to ne

t hat each departnent in the federal government nust reinvent
the wheel every tine a cyber event happens, which costs us
time that we could be using to respond, |let alone the
ability to be aware of the threat before its inpacts are
critical to our infrastructure.

| amwell aware that this falls a bit out of the
jurisdiction of this subcommittee, but it is inperative that
we are coordinating as seam essly as possible with private
I ndustry, and | believe DOD is on the way to devel oping a
scal abl e nodel for that coordination.

I ook forward to working with ny col | eagues to
identify a pathway forward to provide better congressional
oversi ght on a whol e-of -governnent approach on our cyber
vul nerabilities.

Wth that, | amgoing to ask ny friend Senator Rounds

for his opening statenent.
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OPENI NG STATEMENT OF HON. M KE ROUNDS, U.S. SENATOR

FROM SOUTH DAKOTA

Senat or Rounds: Senator Manchin, thank you.

I would also like to thank our w tnesses, M. Jesse
Sal azar and Rear Admral WIIliam Chase, for appearing before
us today to discuss this inportant topic.

Qur hearing today addresses an issue of great concern
to me that our subconmm ttee has been focusing on for the
| ast several years: the cybersecurity of the Defense
| ndustrial Base. Over the last few years, our subcomittee
has hel d several hearings on this topic and we have incl uded
many | egislative provisions in both, the fiscal year 2020
and fiscal year 2021, National Defense Authorization Acts.

We have heard fromthe Defense |Industrial Base and
out si de experts who presented a nunber of concerns that they
had wth the Departnent policy. Two years ago on April 10,
2019, the subcommittee held a classified hearing with the
Departnent of Defense wi tnesses on Defense Industrial Base
cybersecurity policy. Unfortunately, we still face many of
the same problens today that we faced back then.

I n 1 ooking back at nmy opening remarks fromthat

hearing, many of the comments | nade are still very nuch
relevant to today's hearings, so |l wll reiterate those
comrents in ny public statenent here today. | think you

will find that they mrror what Senator Manchin has
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i ndi cated earlier.

Qur adversaries have realized that targeting the
vul nerabl e contract base is an extrenely profitable
enterprise and an alternate nmethod to accessi ng val uabl e
Departnment of Defense information. As a result, Russia and
China are stealing critical design secrets effectively
subsi di zing their own defense invol venent.

Over the last few years, we have arrived at a few
conclusions. First, this is an imensely conpl ex issue that
will require a nunber of small solutions, inplenmented by a
nunber of different entities across the Departnent and the
Def ense Industrial Base. Second, verifying conpliance with
a security checklist or certification, like the
Cybersecurity Maturity Mdel Certification, or CMMC, being
devel oped by the Departnent of Defense, while useful, is not
a conplete solution to the problem

I am concerned that this approach does little to help
busi nesses neet those standards and certification. It does
not account for the particulars of the threat and does not
hel p busi nesses prioritize personnel or investnents.

Third, the Defense Industrial Base nust help smaller
busi nesses with the protection of DOD data from mali ci ous
cyber actors. The Departnent cannot sinply burden its
contractors with increasingly stringent cybersecurity

requi rements. Doing so, w thout subsidy or assistance, is
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unlikely to particularly inprove the cybersecurity of the
Def ense Industrial Base and will |ikely drive the nost

I nnovative small businesses away from doi ng busi ness with
t he Departnent.

Finally, any solution nust enphasize reducing the
attack surface of these conpanies. | see no reason why, for
exanple, smaller contractors at the base of the supply
chai n, have substantial anpbunts of classified or control
uncl assified data about the |larger program W need to | ook
at inplementing concepts that reduce the nobst comon
cybersecurity risks and attack vectors.

The fiscal year 2020 NDAA included a conprehensive
provision that we led, requiring the Departnent to develop a
Def ense Industrial Base cybersecurity framework that
i ncl udes a wi de-rangi ng set of elenents, beyond just CWVVC

I ook forward hearing today what the Departnent is
doing to address each of those required elenents. | am
eager to hear fromeach of you about the Departnent's
efforts in this area and encourage you to discuss the
Departnent's current and planned efforts. | also am
interested in hearing what Congress, this subcomrttee in
particular, can do to help in these efforts.

Thank you for your willingness to testify today. |
| ook forward to our conversation.

Senat or Manchin: Thank you, Senator Rounds.
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10

I will now introduce our witnesses. First, we have,
joined today by M. Jesse Sal azar, who, about 3 nonths ago,
was appointed to so | have as the Deputy Assistant Secretary
of Defense for Industrial Policy within the office of the
Under Secretary of Defense for acquisition and sustai nnent.
This is M. Salazar's first visit to Arned Services
Conmi ttee, so welconme, M. Sal azar.

Qur other witness is Rear Admiral WIIliam Chase, who
was recently pronoted to two-star rank. Congratul ati ons.
Admiral Chase serves as the Deputy Principal Cyber Advisor
to the Secretary of Defense and Director of Protecting
Critical Technol ogy Task Force. Admral Chase has testified
before the commttee nmultiple tines on cybersecurity.

I want to thank both of you for appearing today and for
your service to our nation. M. Salazar, we will begin with

your opening statenent.

www.trustpoint.one 800.FOR.DEPO
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1 STATEMNENT OF JESSE SALAZAR, DEPUTY ASSI STANT

2 SECRETARY OF DEFENSE FOR | NDUSTRI AL POLI CY

3 M. Salazar: Chairman Manchi n, Ranki ng Menber Rounds,
4 thank you for the opportunity to testify on the inportance
5 of mtigating cybersecurity risk within Anerica's defense

6 industrial base, or D B.

7 Because of its sophistication, diversity, and a

8 capacity to innovate for warfighter, the U S. Defense

9 Industrial Base remains the envy of the world. Every day,
10 people across this country are designi ng and manufacturing
11  the capabilities that ensure our arned forces have every

12 advantage they need. W nust do everything we can to

13 protect these hard-working, entrepreneurial conpanies and
14  workers.

15 I ncreasingly sophisticated cyberattacks, including

16 state-sponsored espionage are threatening the U. S. and the
17  rul es-based econom c order. That is why DI B cybersecurity
18 is and will remain a top priority for U S. defense

19 industrial policy. | consider this comrittee to be a

20 critical partner in these efforts.

21 Recent exanples of malicious cyber activity such as the
22 Colonial Pipeline ransommare attack and Sol ar Wnds espi onage
23 canpai gn have shown that our adversaries continue evol ving.
24  The conplexity and size of the DI B offers nunerous pat hways

25 for adversaries for access sensitive systens and
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i nf ormati on.

W are in the dawn of the fourth industrial revol ution,
which will create nore than 64 billion | OT devices by 2025.
Today, the average Anerican aerospace conpany has nore than
12,000 conpanies in its supply chain, nost of which are
smal | busi nesses.

Havi ng spent ny career in the private sector, | can
attest that these snmall businesses work hard to stay
profitable. Few have a full-tinme IT or cybersecurity
prof essi onal on staff, increasing the |ikelihood that
predatory cyber actors will target them

Enabl ed by recent |egislation from Congress, the DOD
has designed a nultifaceted cybersecurity framework to
frustrate, disrupt, and defeat adversaries' efforts to
infiltrate DIB conpanies. | recently assunmed oversi ght of
one conponent of this expansive effort, the Cybersecurity
Maturity Model Certification program which incorporates
cybersecurity into the Defense Acquisition System

The CMMC franmework has three broad objectives. The
first, to incorporate a unified set of cybersecurity
requi rements into acquisition processes and contracting
| anguage. Second, to hold prines accountable and provide
t he Departnent assurance, via external assessnent, that
contractors and subcontractors neet DOD s security

requi rements. And, third, to support businesses with

12
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resources, information, and training to i nprove DI B cyber
readi ness.

CMMC represents a major leap forward in the
Departnent's approach to cybersecurity and underscores our
commtnent to accountability in the DIB. That is why we
publ i shed an interimDFARS rul e establishing CMWC in
Novenber 2020. The Departnent has received nore than 850
comrents in response; in addition, nmy AN S. col | eagues have
hosted nore than a thousand conversati ons on cybersecurity
wi th Congress, DI B conpanies, industrial associations,

i nternational partners, and alli es.

| amgrateful to the organi zations and indivi dual s who
gave such a high volune of feedback on the regul atory and
programmatic way forward. |In March, A N S., under the
direction of Deputy Secretary Hicks, initiated an internal
assessnent of the CVMMC, which is comon for nmjor prograns
to help us refine our policy and program i npl enmentati on.

| want to underscore with this subcommttee that this
we are listening to the feedback we are receiving on the
CVMC program  The rul e-maki ng process around prograns such
as this typically takes a year. As we adjudicate inputs in
t he nont hs ahead, the Departnent is guided by the foll ow ng
policy considerations. First, we are really focused on
managi ng costs of cybersecurity for small businesses.

In ny role, | also oversee the Ofice of Small Business

www.trustpoint.one 800.FOR.DEPO
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Programs, so | can say with certainty that small businesses
are under inmense market pressures. The nunber of DI B small
busi nesses has shrunk by nore than 40 percent over the | ast
decade. After the pandem c, one in seven small businesses
wWithin the DIB says that they are unlikely to return to pre-
pandem c profitability.

Second, we aimto clarify cybersecurity regulatory
policy and contracting requirenents. The Departnent's
requi renents are conplex and challenging to navigate. W
want to de-conflict and streamine themto add clarity.

And our third consideration is that we will reenforce
trust and confidence in the maturing CMMC assessnent
ecosystem The Departnent is ensuring that we can
operationalize our requirenments through a sufficient nunber
of assessors. The DOD nust also clearly define roles and
responsibilities, standards of conduct, and audit nechani sns
wi thin the external assessnment ecosystem

And, finally, the DOD is exploring initiatives
conpl enentary to CMMC that expand and increase the DIB' s
access to cyberthreat information sharing prograns,
cybersecurity as a service program such as protective DNS
and education and training prograns. W seek great val ue
and resources to help small businesses inprove their cyber
readi ness.

Utimately, the Departnent's goal is to ensure that the

www.trustpoint.one 800.FOR.DEPO
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DI B enbeds cybersecurity into core operational and business
practices to build a culture of cybersecurity that keeps
pace with rapidly evolving threats. Cyberspace has never
been nore inportant than it is today. The United States of
Anmerica does not get dissuaded by the perseverances of the
chal |l enges we face; we always rise to neet any and al
threats to the nation. Thank you for your tinme and | | ook
forward to your questions.

[ The statenent of M. Sal azar foll ows: ]

15
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STATEMENT OF REAR ADM RAL W LLI AM CHASE |11, DEPUTY
PRI NCI PAL CYBER ADVI SOR TO THE SECRETARY OF DEFENSE,
DI RECTOR OF PROTECTI NG CRI TI CAL TECHNOLOGY TASK FORCE

Adm ral Chase: Thank you, Chairman Manchin, Ranking
Menmber Rounds. Thank you, again, to your invitation to
appear, again, before this subcommttee.

| am here today as the Deputy Principal Cyber Advisor
to Secretary of Defense representing ny civilian senior, the
acting principal cyber advisor, who is responsible for
driving inplenmentation of the DOD s cyber strategy,
oversi ght of U S. Cyber Command, manning, training, and
equi ppi ng issues, and pursuant to Section 1724 of the fiscal
year 2021 NDAA, serving as the coordinating authority for
the Defense Industrial Base cybersecurity.

My remarks today reflect two conplenentary inperatives:
first, the need to inprove the Defense |Industrial Base's
cybersecurity across the board fromsnall to |arge and al so
Its scale, and the need to focus protection resources on
prograns of particul ar inportance.

Nei t her the Departnent, nor the Defense Industrial Base
may never be able to conpletely secure industry's networks
and controlled information, but our goal nust be to
conplicate and frustrate adversary planning and operations,
such that they cannot conduct themwth inpunity or at

scale. To acconplish this objective and address these
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i nperatives, the Departnent is taking a nmultifaceted
approach, including holding Defense Industrial Base
conpani es accountable to cybersecurity requirenents, rapidly
noving out on activities to systematically disrupt
cybersecurity espionage and sabotage t hrough partnerships

W th cybersecurity, IT, and internet comrunications
conpani es, prioritize and expandi ng i nformation sharing,
exploring direct provisioning of cybersecurity capabilities,
and on focused counterintelligence and program protection
efforts.

Jesse Sal azar spoke to the Cybersecurity Maturity Model
Certification program | wll focus on sonme of the other
Def ense-wi de and pilot efforts that the Departnent is
undert aki ng, many of which are referenced in Section 1648 of
the 2020 NDAA, which laid out a set of potential prograns
for the Departnent to inplenent to protect the Defense
| ndustri al Base.

On partnerships and i nformation sharing, the Departnent
I s exploring neans to disrupt adversary espi onage by
| everagi ng the unique information available to the
Governnment and the Defense Industrial Base, specifically,
the Departnent is working, ensuring threat data with major
service providers across the cybersecurity, |IT, and internet
i ndustries to help these conpani es detect and di srupt cyber

activities before they reach the Defense Industrial Base

www.trustpoint.one 800.FOR.DEPO
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net wor ks.

Thi s approach, by bolstering the core services and
Internet internmediaries will add a | ayer of protection, not
only to the Defense Industrial Base, but to the broader
custoner base, the Anerican people. The Defense Cyber
Crines Centers threat sharing program which focuses on
Def ense Industrial Base conpanies is also currently under
expansion. Wile this programwas originally designed to
share indicators of conprom se and nal ware anal ysis services
with clear Defense contractors, meani ng those nenbers of the
I ndustrial base that have security cl earances and access to
classified information, the Departnent of Defense CIOis
wor king to anmend rel evant regul ations so as to all ow
I ncl usi on of non-cl eared Defense contractors, enabling
smal | - and i mredi at e-si zed conpani es to receive the sane
signatures, indicators of malign |IP addresses and threat
advi sories that the larger, cleared prines receive as part
of the program

The Defense Cyber Crime Center is al so expandi ng ot her
services available to the DIB piloting efforts such as
penetration testing to address contractor's external-facing
vul nerabilities, as well as about adversary emnul ation
program

The National Security Agency is conducting a nunber of

pilot, leveraging their authorities to share unique,
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actionable threat information and cybersecurity gui dance
with the nenbers of the DIB and their service providers and
to provide unique cybersecurity capabilities to the DI B,
anong the nost prom sing of which is the provision of free
and secured domain system | ookup services to the DIB

Domai n nane systens is colloquially referred to as the phone
book of the internet, translating readily renenbered website
nanmes to | P addresses, appropriate for internet routing.

The NSA is offering a cybersecurity service called
protective DNS, or PDNS, in partnership with an advanced
commercial DNS provider and is currently enrolling nenbers
of its industrial base. This capability conbines a
comrercial DNS sensor architecture with real tinme analytics
to quickly understand malicious activity targeting the D B
and to depl oy i nmedi at e count er neasur es.

Not all of these technical concepts demand the Defense
Cyber Crinme Center, NSA, or CGovernnent providing such
services. The prinmes, through the Defense Industrial Base
Sector Coordinating Council, are also piloting a nunber of
concepts that could be applied across their supply chai ns,

i ncluding the provisioning the secure nessagi ng, secure
cl oud environnents, and sensors for subcontractor networks.

We nust continue to pilot these concepts of operation

and capabilities and then scal e the successful ones. The

direct provisioning of cybersecurity capabilities to
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contractors, including the provision of secure environnents
for devel opnent and the storage of controlled, unclassified
I nformation is incredibly prom sing.

The Departnent of Defense counterintelligence
community, specifically, the Defense Counterintelligence
Security Agency, and the mlitary Depart nent
counterintelligence organi zati ons are al so maki ng
significant progress in reducing cyber threats to the DI B.
Each entity is growing and inproving its prograns and
posturing to counter cyber threat, proactively detect
adversary cyber activities and working with partners in the
|C to address intelligence gaps, integrating |aw
enforcenent, and counterintelligence situational awareness
and operati ons.

| amparticularly inpressed by the growth of the
Def ense Counterintelligence Security Agency, which not only
runs the National Industrial Security Program that ensures
physi cal and cybersecurity of our clear defense contractors,
but also is | eading prograns in cyber counterintelligence
and supply chain risk identification, including data
anal ysis prograns that provide inpressive visibility of
adversary cyber operations.

Progress in the Defense Industrial Base cybersecurity
is al so being driven through program protection efforts and

fromacquisition programoffices in industry. The
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Departnment the currently refining its supply chain risk
managenment and program protection efforts, including

| everage avail able to program managers to shape prine and
subcontractor behavior in protecting their prograns. The
prime contractors, in addition to conducting the pilots
menti oned earlier, have been key partners in reenforcing
their own supply chain security prograns, standing up
resources, such as secured nessagi ng, and maki ng them
avail able to their subcontractors.

The Departnment relies on the prines to ensure the
sanctity and operational security of critical information
germane to its prograns through close coordination, cyber
consci ous program managenent, and the establishnent of
appropriate incentives.

Thank you for providing ne the opportunity to testify
before you today and we | ook forward to your questions.

[ The statenent of Admiral Chase follows:]
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Senat or Manchin: Thank you, Adm ral Chase.

Now we wi Il start our questions. M. Salazar, you have
been in your position for only a few nonths, but expect you
are aware of my longstanding interest and that of the
subcomm ttee in seeing DOD hold prine contractors
responsi bl e and accountable for ensuring that their
subcontractors are protecting DOD technol ogy and
confidential information. M reason for that is we
understand that nost of our sabotage is done through the
backdoor of the smaller subcontractors and going in from
t hat end.

So, ny question, what does the Departnent currently do
to hold prinme contractors accountable for the cybersecurity
of their subcontractors?

M. Salazar: Thank you, Senator.

The Departnent should never shy away fromrequiring
contractors to safeguard the information that we entrust to
themand, in turn, if they are going to subcontract with
ot her conpani es, they should be sure that they have the sane
assurances that they have given to us. W hold them
account abl e through our contracts and we have a nunber of
ways to ensure that they are neeting those responsibilities,
| i ke performance reviews and contract actions.

The essence of the CMMC nodel is that prines have a

speci al place in the Defense ecosystemthat involves hel ping
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others to mature their capabilities and we have been

| npressed by the way in which a nunber of the prines have

|l ent their expertise to our efforts, shared information

t hrough ny office through the Ofice of Small Business
Prograns. W have a programcalled the Mentor Protege where
the prines actually coach the subcontractors and snal

busi nesses in the responsibilities of handling this kind of
information. And, simlarly, we have a new platformcall ed
Proj ect Spectrum where prines are sharing what they know in
real time with small businesses that could be 5 people or it
could be 50 enpl oyees.

Senat or Manchin: Yeah, but let nme ask you this, the
primes right now, is there any penalty or any fines or any
cost or reprisal of |osing, maybe their contract, if they
don't secure? Are you nmeking the prines secure that the
subcontractors or subprines are being protected hardened?

M. Salazar: Yes, Senator. Through our contracts
process, through our requirenents process. | have had a
nunber of --

Senat or Manchin: They have to prove to you that their
subs are secured? Do you all go into it in that depth?

M. Salazar: So, when we entrust specific types of
I nformation of a national security interest to the prines,
we also require that they mark and identify that informtion

and that they ensure that the subcontractors are trained and
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capabl e of handling that informtion.

Senat or Manchin: But if you find out they haven't done
It, what is the penalty? |If you find out they haven't done
it, do they | ose --

M. Salazar: W have a nunber of possible answers.
Usually, the PMO office will identify the opportunity to
i nprove. We will also hold them accountabl e through the
contracts and we can use a nunber of acquisition levers to

Senator Manchin: Do you know if that has ever been
enforced or inplenented? Well, you have only been there a
coupl e of nonths.

M. Salazar: | would have to take that for the record
and see what recent actions there are.

Senator Manchin: If you could get back to ne on that
once you get your feet wet a little bit nore and find out to
ny staff and find out if they have inplenented any type of
actions against them W are finding out that doesn't
happen.

But, anyway, Admral, if you would, several provisions
of the fiscal year 2021 NDAA are directly pertinent to this
hearing and invol ve the principal cyber advisor, for whom
you work. So, ny question, Section 1724, designated the
princi pal cyber advisor to be responsible for coordinating

DOD and DI B cybersecurity efforts.
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How are you finding that role?

Adm ral Chase: Sir, as the deputy principal cyber
advisor, this is a working group | host regularly as one of
our lines of effort in partnership. W have had two of
these neetings at the flag I evel to understand all the
st akehol der roles and responsibilities. These include also
sone of, and one of ny other hats as protecting critical
technol ogi es task force, nmaking sure that we understand al
of the objectives that that entity and task force has been
stood up to exercise to include protecting the critical
prograns and technol ogies |ist, making sure we understand
where those efforts are specific. That |ist has been tiered
and | ooking to be nore granular in order to provide a
smal | er attack surface for the broader DI B.

Senator Manchin: |If you could answer this, this is two
parts. Section 1736, okay, | will go over it with you.
1736, the director of the principal cyber advisor assesses
the feasibility of working wwth the DIB to place sense
source inside and outside DI B conpanies to hel p detect
I ntrusi on conprom ses.

So, on that one there, if you could answer that, is
this work now underway that you know of ?

Adm ral Chase: Yes, sir, it.

Senator Manchin: It is.

Section 1737 requires DOD to assess the practicality of
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a conprehensive threat intelligence sharing programwith D B
conpani es. Wiat is the status of that progranf

Adm ral Chase: That one is al so, we have several
efforts that have been piloted. The adversary emulation is
one of those. Another is called, this is through the
Def ense Cyber Crinme Center, another called Crystal Ball,
which is an outside | ooking in. They have partnered wth,
to identify the vulnerabilities and threats inbound, and
those were used to identify and notify 13 DIB partners of a
Chi nese nalicious actors, attacks on the Mcrosoft Exchange
server vulnerabilities. On the previous adversary
emul ation, that one was also used in this effort. DB
vul nerability programdisclosures, that is a 12-nonth pil ot
that is ongoing to help with, broadly, the cyber hygiene.
And then | ooking to expand these into non-cleared pilots for
the non-cleared actors to go from 800 cl ear Defense
contractors up to the broader DI B, overall

Senat or Manchin: Thank you.

Senat or Rounds?

Senat or Rounds: Thank you, M. Chairnman.

M. Sal azar, recognizing that you have only been on the
job for a few nonths, I amnot going to burden you with a
| ot of the questions on this, and | nean no di srespect, but
| think will focus on the Admiral.

Adm ral Chase, let's start by tal king about

27
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comruni cations and the availability. |If there is an

I ncursion by an outside source into one of our contractors,
are they required to report the incursion if it is on a
project that isn't DOD oriented?

Adm ral Chase: Yeah, there are mandatory reporting
criteria that the DIB contractors have to report to the
def ense cybercrine entity. In things |ike Sol arWnds, the
Departnment specifically asked for the nunmber of intrusions
and reports that we had on that. | believe we had 37
conpani es that reported specific, 44 different reports.

Senator Rounds: So, if it is a private entity and they
are doing DOD contract work and there is a discovered
security | eak through cyber neans, they do have to report
today to the appropriate office wthin DOD?

Adm ral Chase: Yes, sir. There is mandatory reporting
criteria and then there is voluntary reporting is certainly
encouraged for attenpted attacks, not necessarily
successful, but we welconme those. W believe that we w |
get their faster if we can get to voluntary reporting, which
should really be led by information sharing of the threat.
And so, the partnerships with industry really go nuch
farther when the Governnent has sonmething to share, tinely,
relevant, threat-intelligence information, nalicious
signatures, things that we can put into virus total, using

our uni que insights through NSA, CYBERCOM s hunt forward
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1 operations that generate insights, et cetera.

2 Senator Rounds: That is the part that | wanted to

3 followup with. Once there is a notification of an

4 incursion or a leak and it has been reported to the

5 Departnent of Defense, what happens in terns of trying to
6 stop it from happening again or assisting that contractor in
7 dealing with it, which office is responsible for that?

8 Adm ral Chase: The Defense Cyber Crinme Center is the
9 first point of report and that will get sent out to |aw

10 enforcenment officials, as well. The counterintelligence
11 community woul d be brought to bear fromthe Departnent's
12 standpoint, but largely, that is viewed as a private crine
13 until such tinme as we give nore.

14 Senat or Rounds: You have been there | ong enough to
15 where you have seen this occur already, fair statenent?

16 Adm ral Chase: Fair statenent.

17 Senator Rounds: Ckay. Let's take a |ook at an

18 organi zati on now such as what just happened with the

19 pipeline. Ganted, not in this particular case, | am

20 assuming that it is not a DOD contractor. In this

21 particular case, there is no evidence that they reported
22 this to anyone, they are a private entity, and, you know, at
23 the sane tine, it has a national consequence to it.

24 Is there, at sone point, the need in order to address

25 this type of an issue, the need for sone sort of a
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comruni cati on or an expectation of a communi cation between a
private business and either Honel and Security, the
Departnent of Justice, the FBI, and thus back into the
appropriate |level at the Departnent of Defense, who really
I's the only source who can work outside of the United States
to try to stop the attack from happening in the future. |
ask it only because your role is not just with regard to the
Def ense Industrial Base, but because you also carry the
titles of the Senior MIlitary Advisor for Cyber Policy to
the Under Secretary of Defense for Policy and the Deputy
Princi pal Cyber Advisor to the Secretary of Defense and the
Director of Protecting Critical Technol ogy Task Force.

I am | ooking for advice.

Adm ral Chase: So, Senator, malicious cyber canpaigns
absol utely threaten the public sector, the private sector,
and individuals. So, we, the Federal Government, have to
| nprove our own cybersecurity and this is of critical
| nportance, but it does extend down all the way to the
private sector and we have to do that on prem ses, on cloud,
| T systens, or operational technology systens |ike you see
in the pipeline attack. W have to do this and the
Gover nnment Governnent's undertaking Zero Trust is a best
practice for cybersecurity. W are clearly in the | atest
executive order on inproving the Nation's cybersecurity.

These things are all called out as we need standards of

30
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t hese across the Federal Governnent.

Senator Rounds: And | appreciate the coments, but |
think what we are talking here is we have silos. W have
silos between the different agencies and those silos need to
be coordinated; in other words, at sone point, we need to
recogni ze that we need to, at a national |evel, coordinate
bet ween Honel and Security, the Departnent of Justice,
specifically, the FBI, and the Departnent of Defense, if we
are going to have a coordinated effort to not just defend,
but then to go out and then to stop these attacks from
occurring again in the future. And it is not just within
DOD, but it is a matter of on the national |evel
coordinating all of the different, very capable entities
t hat make up our cybersecurity defense within the nation to
protect those individuals who may not be subcontractors or
contractors to the Departnent of Defense, but who | suspect
woul d nost certainly appreciate the ability to appreciate
and benefit fromthe capabilities that the Departnent of
Def ense has in stopping the attacks in the future. So, that
Is the reason for ny --

Adm ral Chase: No, Senator, | think you bring up a
great point. W need to renove barriers to information
sharing to dispel all of those silos. That probably does
need to start with the threat, because in the world of

cybersecurity, if you don't have the threat information, the
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best you ever do is break even. So, we should start there,
maki ng sure we that we can get sone tipping and gueuei ng and
bring the whole DI B up.

Senat or Rounds: Thank you.

Thank you, M. Chairnman.

Senat or Manchin: Senator G Ilibrand, via Wbex.

Senator GIllibrand: Thank you, M. Chairnman.

Let's start with Admral Chase. GCkay. As you know,
DOD s announcenent to nove towards Zero Trust policy not
only applies to cybersecurity but also to buying
m croel ectroni cs and other national security essentials
technol ogy. The shift towards Zero Trust policy wll be
demandi ng and the vol unme of mcroel ectronics required
security neasures i s outpacing that shift.

How do we ensure that the pace of Zero Trust
| npl enmentati on matches the pace of the growth with
m cr oel ectroni cs?

Adm ral Chase: Thank you for the question, Senator.

| think first and forenost, we understand that Zero
Trust is really about that we don't give privileges to
person or non-person entities in the cybersecurity world.
So, at its core, this is about access control and nmaking
sure that everyone doesn't have access to everything. W
woul d nove from an encl ave- based worl d where once you get in

the doors, you are free to nove about. | think probably a
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better description would be banking where | have access to
nmy account. W may have the sane bank, but | can't see
yours. And even ny children, | nmay have access to their
accounts, but they can only do certain things with it. So,
It 1s not just access, but what can you do with each |evel
of privilege to be able to see what needs to be done with
it, and those need to be baked in fromthe start.

So, as mcroelectronics, their purpose is known, we
need to make sure that they have the ability to contro
access and that we have the ability to reconfigure on the
fly, the configuration controls required to protect that end
use appropriately.

Senator Gllibrand: GCkay. In her past testinony,
Deputy Assistant Secretary Eoyang noted that there can be a
| ot of anbiguity when it comes to attributing who is
responsi bl e for cyber intrusions, cyberattacks, especially
when it cones to organi zations working as proxies of nation
states. In the case of financial cybercrines where the FB
or the DQJ nay have jurisdiction over investigating a
cybercrime or intrusion, how well and how quickly is DOD
wor ki ng with other agencies to attribute these open-ended
I ntrusions that can either be crimnals or state
adversaries, what could be inproved?

Admral Chase: | will start with the first part of

that. There is quite a bit of sharing going on throughout
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the intelligence community and cybersecurity specifically,

t hat begins wi th CYBERCOM def endi ng forward, gaining

I nsights as to where sone of our adversaries are attacking
our partner nations and taking those insights, bringing them
back, and sharing them broadly within the intelligence
community, as well as within industry, where appropriate.
Then, as you cone back within the Federal Governnent, that
threat information sharing is robust and really begins with
tactics, techni ques, procedures, sonetines down in the

mal ware itself, requiring forensics experts to take a | ook
at that. You get lots of hints fromwhat |anguage it is
witten in, where there are other places we have seen it,
and where it has been attributed in those aspects.

So, | think within the Federal Governnent, the sharing
Is high. It gets nore challenging and we have not had a
good track record, history with sharing that with the
broader Defense Industrial Base, and so | think there is
significant effort going into pilots now to do that.

Senator Gllibrand: G ven the recent Col onial Pipeline
hack, | am especially concerned about ransomware attacks
that can paral yze sone of our inportant industrial partners.
Are you confident in DOD s ability to respond and be hel pful
If an inportant DIB entity, industrial partner or business,
was hit with a ransommare attack and required DOD

assi st ance?
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1 Admral Chase: Wll, | think first pass at that would
2 go to the |aw enforcenent agencies. |f asked, the

3 Departnent is prepared to assist there, but only in rare

4 cases would that |ikely happen in national energencies, but
5 it would go through the sane defense support system

6 requested that any other request of the Departnent would go

7 to.

8 Senator G llibrand: Thank you, M. Chairman. Thank
9 you.

10 Senat or Manchin: Thank you, Senator.

11 And now Senator Wcker. Senator Wcker? Not there.

12 Senat or Ernst?

13 Senator Ernst: Thank you, M. Chair. And thank you,
14 gentlenen, as well, for your service and for being here

15 today to share sone thoughts on safeguardi ng our industries.
16 | really appreciate that.

17 Cyber space has been a growi ng conflict domain for quite
18 a while now, but the Anerican people have really seen over
19 the past several nonths, that cyberattacks are striking

20 ever-increasingly close to hone. O course, we have seen a
21 variety of adversaries attacking water-treatnent systens,

22 oil pipelines, and our cloud conputing infrastructure. And
23 we know that they will continue targeting our Defense

24 Industrial Base in years to cone, as well, so | would |like

25 to focus on that a little bit.
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The Defense Industrial Base's devel opnent and
protection process are linked with the DOD begi nning at the
earliest stages of developnent. Wile this is necessary, |
am concerned about the burden of cost the Governnment's
requi red security neasures |levy on our snaller conpanies.

W have a |lot of small businesses that engage w th DCD

From your perspective, when it cones to cybersecurity,
how do we stri ke the right bal ance between our private and
public responsibility for cyber protection, especially as it
applies to those smaller businesses? And M. Salazar, if we
could start with you and then, Admral, if you would like to
add any thoughts.

M. Salazar: Wthin the Defense Industrial Base, we
see small businesses really as the engi nes of innovation and
vitality that nmake our capabilities possible. And we want
to make sure, as a policy matter, that we are doing
everything we can to nmaintain a thriving small business
segnment. And the recent state of supply chain attacks and
di sruptions have shown that many adversaries are view ng
t hese smal | businesses as a weak |ink, that they recognize
that they m ght not have the sane cyber resilience.

Now, that said, every day, | amthinking about the
chal l enges that these snall busi nesses are facing and there
are ways that we can, as a Departnent, be driving down the

cost for cyber hygiene. Mny of the things these conpanies
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can do to ensure that they have good cyber hygi ene, good
cyber resilience are lowcost. Wen it conmes to building
systens, the Departnent reinburses the costs for increasing
cyber resilience, but as part of our adjudication process of
the CMMC system one of the things we have heard over and
over again fromindustry is that the barriers are quite high
to ensure that these conpanies are neeting our requirenents.

So, we are |looking at this very closely and thinking
about, one, how can we reduce the costs for reaching a | evel
of cyber maturity to neet our requirenents and, two, what
tools and resources can we nake avail able today to nake sure
that these businesses are nore resilient?

So, we have actually stood up a website called
Proj ect Spectrum |1 O, which actually had been very hel pful.
We have had nore than 500, 000 views, 10,000 trainings
di ssem nated on cyber hygiene. Small busi nesses can go and
says where they currently stand today. These are the kinds
of resources that we are trying to nake avail able so that we
can drive down the cost and start protecting these conpanies
t oday.

Senator Ernst: Thank you very much.

Adm ral ?

Adm ral Chase: Certainly. The Defense Cyber Crine
Center has also a tool if you go to their website. It is

free and downl oadable to the DIB, a cyber resilience
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anal ysis tool, and this is sonething that covers 300
different security areas of a conpany across 10 different
domains. These map directly to five maturity |evels that
are in CMC to hel p understand where you are, so you don't
have to go and spend a | ot of noney for it, so you can
under stand what your posture is and understand where it
needs to be shored up. That is really inportant because the
requi rements are set based on adversary and threats, not
what the governnent believes we need. So, as part of the
Def ense Industrial Base, they are nore likely to becone
attacked than the nore hardened Federal Governnent aspects
are, so we want themto be successful, and this is why we
bel i eve that increasing Defense Industrial Base
cybersecurity is superbly inportant. And we can also scale
this at low cost, for things like the protective DNS system
where if you go into every query that goes out to the
internet that is now enriched with potentially malicious
site nanmes so you don't get back and bring that traffic back
in. It is an incredibly I owcost way to scal e cybersecurity
for the entirety of the DIB on a per-person, or so snaller
conpani es woul dn't have to pay as nuch as, say, the |arge
pri nmes.

Senator Ernst: Exceptional.

And | amglad that you are so well tied into the snal

busi ness conmmunity and understandi ng | owcost, yet effective
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is certainly sonething that we need to enable they'd themto
do.

| amrunning out of tine, so |l wll leave it there and
maybe submt sone questions for the record. Thank you very
much, gentl enen.

Senator Manchin: Thank you, Senator.

Senat or Bl unent hal ?

Senat or Bl unenthal : Thanks, M. Chairman, and thank
you to and the ranking nenber for having this hearing.
Thank you for being back.

Have there been any cyberattacks on the Defense
I ndustrial Base since we were here during the |ast hearing?

Adm ral Chase: | am absolutely certain of it, | am
just not sure which ones and where they are, Senator.

Senator Blunenthal: Have there been any successf ul
ones?

Admral Chase: | think that probably sadly falls into
t he same category.

Senator Blunenthal: Let nme ask you about the
Sol arWnds and the Mcrosoft Exchange attacks. | think at
the | ast hearing, you reported that neither was successf ul
I n penetrating our Departnent of Defense, correct?

Adm ral Chase: Yes, Senator.

Senat or Bl unenthal: Were they successful in

penetrating any of the subcontractors or contractors?
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Adm ral Chase: So, we had exposure of the DI B was 37
conpani es made 44 reports on Sol ar Wnds exposure.

Senat or Blunenthal: Those are the 44 reports of
targeting or of successful intrusion?

Adm ral Chase: A mxture. Those were 44 reports on
exposure, the level of which | amnot prepared to go into
here today. | can take that one for the record.

Senator Blunenthal: But the word "exposure" refers to?

Adm ral Chase: The SolarWnds attack, in particular, a
supply chain attack where the Sol arWnds software itself,
adversaries, malicious actors conprom sed the software
patch, itself, and so when conpani es nornmally downl oaded
pat ches as part of good cyber nai ntenance practice, they
downl oaded the mal ware. That malware led to command and
control signals going outbound. At a mninum this is
probably where those reports would start, generically
speaking. | don't have access to those at the nonent, but
just to understand what | say exposure, that is the exposure
we are tal king about.

Details of successful attacks or when that malware,

t hat conmmand and control call-out was brought back in
addi ti onal mal ware and ot her details.

Senator Blunenthal: Wuld the security controls
requi red under the CMMC have stopped those intrusions?

Adm ral Chase: They would not guarantee it, but they
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woul d have enabled themto see, possibly. Probably the best
exanple is FireEye very publicly reported they caught the
Sol arWnds from observing | ateral novenent and privil ege
escalation within their own environnent. |If say, a level 5
CVMMC woul d have probably had sufficient tools to give thema
shot at seeing this simlar |ateral novenent, provided they
had the tipping and queueing in place. So, it would
certainly enable, but it would not guarantee it.

Senator Blunenthal: And what procedures are you taking
to assure that contractors actually adopt these controls? |
know you have, | think you have nentioned sone of the
reporting requirenents, but what kind of additional scrutiny
and oversight are you taking just to nake sure that they are
doi ng what they are saying they are doing?

Adm ral Chase: So, there are a nunber of innovative
pilots outside of the CMMC proper that would enable to see
CVWC things. There are, we have tal ked about one of the
them adversary enul ation on the outside would show what the
threats are exposing. The Crystal Ball is an outside-in
| ooki ng program There is another that is an in-line
programthat would allowtraffic comng in see, if adopted,
woul d send it back to a centralized repository and give us
nore of a, both, the Governnment and other entities, some
| dea of what threats are being presented and be able to

advi se on next steps, playbooks, those sorts of things.
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Senator Blunenthal: Do you need nore staff or nore
resources to do your work?

Adm ral Chase: W certainly stay busy all the tine,
sir.

Senator Bl unenthal: Thank you.

Thanks, M. Chairnman.

Senator Manchin: Senator Bl ackburn?

Senat or Bl ackburn: Thank you, M. Chairman.

Adm ral Chase, | want to cone to you and tal k about the
SMMs. And as we have | ooked at sone of these cyberattacks,
we have begun to talk with sonme of our suppliers that are
such an inportant part of our supply chain, but, of course,
they do not have the financial, the technical, or the
cybersecurity support systens for their equi pnent and these
DI B conpani es across Tennessee really are interested to see
what is going to happen with operational cybersecurity for
the U S. manufacturing supply chain.

We know that this would be a cost-effective way not
only to protect them but to protect ourselves. So, if you
woul d wal k nme through what you see as the necessary actions
in the short-formand then also the |onger termfor DOD to
take to inprove that cybersecurity posture for these SMs.

Adm ral Chase: So, for small business, the single, and
really for any enterprise undertaking cybersecurity, the

nost inportant thing is getting visibility of the things you
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own. So, making sure that you have both, the sensing and
the ability to understand what it is that you are | ooking
at. And these are becom ng available as a service, so | am
excited about that. Security as a service platformas a
service for conpanies that do their businesses as cloud.
These are increasingly prevalent, so we are excited about

t hat .

You nentioned operational technology. This is probably
the, in cybersecurity at |arge, the |east understood,
because operational technology is aware, cybersecurity is
meani ng control ling of machi nes and many tines, those are
not even under the sane internet protocols that we see under
traditional cybersecurity, so it requires a unique
wor kf orce. So, whether we put a cyber w apper around that
to understand the flows that are going in so we can | ook at
that in Zero Trust and nmake sure that are the right people
controlling this, does this order comng fromthe right, the
pl ace that orders to this piece of machinery should normally
come from these are the sorts of things that a contro
system conpany woul d want to know and make sure that they
coul d see happening and be able to intervene.

Senat or Bl ackburn: Do you all have sufficient
authority to work with these SMvs, and to inprove their, or
hel p them harden their systens and properly integrate their

systens with yours?
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1 Admral Chase: | certainly believe the Departnent has
2 enough to be able to share what we know about the threat and
3 we have our own operational control systens, operational

4 technology systens and we can share, certainly share the

5 best practices. | would say as the executive order is

6 tasked with a ot of these sanme topics to nake a | ot of

7 progress and share those out, work with NI ST to devel op

8 standards for all of the above, | think those are areas

9 where we can bring the Departnent of Defense to bear.

10 Senat or Bl ackburn: What about Zero Trust architecture,
11 how does that informyour efforts as you | ook at

12 cybersecurity and hardening for the supply chain?

13 Adm ral Chase: So, Zero Trust principles include at

14 their core, access control and configuration nmanagenent, and
15 these are common cybersecurity principles, however, doing so
16 at a nmuch nore granular level is the knack here. So,

17  understandi ng your flows, who should have access to data

18 inside even a small conpany network. For small businesses,
19 that is a relatively straightforward task. As you start to
20 nove up in scale, these need to be able to be done at an

21 enterprise level, so are probably nore chall engi ng.

22 Senat or Bl ackburn: Let nme ask you this, do you al

23 have any training or best practice protocols that you are

24 sharing with or training your providing to sone of the SMvk,

25 so they know how to assess vulnerabilities and they know
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what is going to be a preferred platformfor integrating
their work with yours?

Adm ral Chase: So, the Defense Cyber Crine Center, |
t hi nk has a nunber of pilot prograns. They do a significant
anount of training and so does the counterintelligence
communi ty; however, those are not DIB and wi dely exported to
the DIB and | think that is probably an area as we cone to
| earn nore internally, we can share that, but that is an
area for growth, not sonething we have today.

Senator Bl ackburn: Ckay. Well, you know, in
Tennessee, the Y12 conplex is co-leading the supply chain
cybersecurity initiative and we are really proud of the work
that they have doing and I will submt a question to you in
that regard. | see that | have run out of tinme. Thank you.

Thanks, M. Chairman.

Senat or Manchin: Thank you, Senator.

Senat or Rosen? Not here?

Adm ral Chase, the whole thing of what happened, first,
the United States Governnent, Departnent of Defense, do we
pay ransons?

Admral Chase: No, sir, we do not.

Senat or Manchin: Do we counter attack?

Adm ral Chase: That woul d be a whol e- of - gover nnent
approach, based on a preponderance of other factors and

nati onal policy.
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Senator Manchin: The reason | am saying that, know ng
that we do not pay ransons, but the private sector, there is
no rule or | aw against the private sector paying them as we
just Col oni al pay.

Adm ral Chase: A true statenent. And | believe one of
the other challenges | have seen in popul ar reporting,
dependi ng on who you | ook at, somewhere between a 15 and 22
percent rate, even if you pay the ransom that you w ||
actually get your decrypted data back.

Senat or Manchin: | think --

Adm ral Chase: That is what | amreading in open
press.

Senator Manchin: Sure. Sure.

Well, | amjust saying, it sets up, you know, this
illegal, crimnal activity that will continue to grow,
knowi ng that the Anmerican public or that the Anerican
busi nesses will pay, or thinking they will if Colonial sets
the standard. That is probably the highest profile I have
heard of, of paying that type of a ransom what, 4.9 mllion
in crypto? | believe that was the anount.

Admiral Chase: | believe that is what | heard was
asked.

Senat or Manchin: Yeah, that 1s what we heard.

Adm ral Chase: | don't have any know edge of what was

pai d.
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Senator Manchin: The thing | amtrying to say is, we
have so many different cyber agencies and different, | nean
cyber departnents and different agencies, but there is only
one, | think, that would have the ability to hit back and
hit it pretty good would be you all.

Adm ral Chase: Senator, | think one of the chall enges,
at cybersecurity level, you are left wth two things:
espi onage and sabotage. So, depending on how those are, one
is a crinme and the other would be, if done by foreign
actors, and this is one of the challenges of attribution
even fromsone of the |atest ones, is with the
commodi ti zation of nmalware becones, it may have been
devel oped by one entity and used by anot her and enpl oyed by

a far-less sophisticated actor in the case of an unprotected

custoner. So, | think that Is --
Senat or Manchi n: I think we were able to detect where
it came fromand who did it. It didn't seemlike it took

that long for themto identify.

Admi ral Chase: W know that the nmalware was witten in
some Russian code or pro -- to not attack certain Russian
actors, but | amnot seen any attribution of who actually
did the act.

Senat or Manchin: | amjust saying there has to be
sonmet hing that we, as a country and our Government, is going

to use to deter this from happening again or continuing to
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happen.

Adm ral Chase: Absolutely, Senator. | nean, | think
the nost recent one with the dark side shows that this is
effectively organized crinme and the international conmunity
has to cone to terns with how we are going to deal with

this. Not just the United States, but it is a worldw de

probl em

Senator Manchin: Is there discussions going on?

Adm ral Chase: | believe that there is certainly a
recognition that this is a problem | tend to spend nore of

ny time on the cybersecurity side than on the policy side.

Senat or Manchin: Ckay. Thank you.

Senat or Rounds?

Senat or Rounds: Thank you, M. Chairnman.

M. Salazar, | want to cone back to you for just a
mnute. |n your opening statenent, you indicated that the
CVMC rul es were being vetted at this tine and that it would
probably be at, | think you said about 10 nonths yet or
close to a year fromthe beginning until the end.

Wul d you except that the finals on the CVMC rul es
woul d be in place by the end of this year?

M. Salazar: As | nentioned, it typically takes about
a year to adjudicate comments for this kind of DFARS rule.
Ei ght hundred and fifty coments is what we woul d consider a

very high volunme of comments and on top of that, we have the

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

recommendations fromour internal policy review. So, about

hal f of the comments that we received to the DFARS rule were
not about the rule itself, but about the program and so that
Is why, as part of our look, we are trying to assess how we

bring clarity to the requirenents that we are asking,

| ooking at the barriers to small busi nesses and t hen maki ng

sure that we have trust in this assessnent ecosystem

Senator Rounds: Thank you. You know, during that tine
period until CMC is inplenented, we are going to find, you
know, we are still going to have those openings and the risk
that CMMC is trying to address is still there. So, | am
goi ng to cone back over to Admral Chase.

And | think where the Chairman is going with regard to
his line on this in terns of how do we coordinate to be able
to protect not just the DOD, but all of the different
entities that the Anerican public rely on from cyberattack
Is so critical, and | think it would surprise a |lot of the
fol ks out there to realize that the Departnent of Defense
really doesn't have a role to play today in defending
agai nst cyberattacks comng in fromoverseas, at |east
directly and that they have to be invited in from Honel and
Security in order to respond.

It seens to ne that part of the responsibility that we
have here is to be able to coordinate between the different,

as we call them silos or offices. A lot of that has got to
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start in the Wiite House and within the top ends of the
Executive Branch of the governnment. W wanted, and | think
the Cyber Solariumthis last tinme around, laid out clearly
the need for a principal cyber advisor. And when we |aid
out the principal cyber advisor to the President, we also,
and that would be the national cyber director, we nodel ed
that in many ways along the sane |lines as we wanted to have
a principal cyber advisor for the Secretary of Defense and
for each of the separate branches within the Departnment of
Def ense.

And | think that is still critical that we have soneone
there to provide advice to ook at integrating those
cybersecurity needs and a sense of how critica
cybersecurity is in all of the things that we do within the
DOD. And | sense that there is alnbst a blowback to that in
terns of we are not seeing the principal cyber advisors
being identified and we are not seeing the national cyber
advi sor necessarily being sent in for approval by the United
St ates Senat e.

So, ny question, Admral Chase, and | amjust going to
offer this, what does that do in your role here, and as you
hear us asking the questions of you today, do you find a
challenge in terns of just your role to try to respond to
t he demands that are out there, with regard to protecting

DOD fromthe attacks that are ongoing. As you indicated to
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Senator Blunenthal, the attacks are ongoing and they are
al ways there and there are people that are incurring right
NOW.

Is it sinply a matter that we haven't |it a fire yet or
Is it a mtter of we don't have the technical expertise or
is it sinply a matter that the bad guys are, the nunbers are
so large in nunbers that we are going to have a tough tine
getting ahead of this whole program \What is it that seens
to slow down our ability to respond quickly, with regard to
t he cyberattacks that are going on?

Adm ral Chase: For the Departnent, | nean, | think we
spend a fair bit of our time nmaking sure that we don't have
stove pipes and that is to your point, exactly what |
bel i eve Congress stood up the principal cyber advisor to do
and | think we, on a day-in day-out basis, we run up to 10
or 11 cross-functional teanms kind of by subject natter,
covering broadly four areas: one, the DOD;, two, the DB
three, m ssion assurance and weapons systens criti cal
infrastructure that are not traditionally cyber things, but
were created before those thoughts were preval ent and yet,
we still have sonme of the ol der weapon systens, so how do we
deal with those, and this is where the strategic
cybersecurity program m Sssion assurance pieces cone in; and
t hen we have workforce to work across all of those, as well.

So, we spend a ot of tinme in those cross-functi onal
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areas wWith others as the | ead and just making sure doing
I ntroductions, hey, do we have this particul ar aspect cover
done. So, | find that our organization is nost successful
by asking questions, rather than by trying to be forceful at
certain pieces, because seldomare we the | ead, except for
areas |like in DB coordination, but again, that is making
sure left and right and know who i s coordi nating which part.
So, | think you are absolutely right about breaking
down barriers. Mnimzing the barrier to entry is a
principle I think we all want for inproving cybersecurity,
whet her or not we are tal king about the DI B, the DOD, or
areas of weapons systens and critical infrastructure.
Senator Rounds: You know, M. Chairman, | think that
Is one of the things here that as we chal |l enge these | eaders
W thin cybersecurity, it is really the public policy part of
this that we have yet to fix, in ny opinion, and that is,
that we have fol ks fromoutside of the United States that
are clearly interested in reading our intellectual
properties at all levels and yet we have the nultiple silos
Wi thin the whol e-of -governnent that because of our public
policy, we don't want to inflict the DOD onto the public
here and we don't want the DOD directly involved in the day-
to-day lives or wwthin the Defense Industrial Base or any of
the other industries in the country, and yet | think the

public has this expectation that we have the capability to
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defend them and yet because of our own public policy, even
i f we know about it, Honeland Security can't reach out and
stop the guy who is throwing the systens in or the weapons
in and the Departnment of Defense, who really have a | ot of
great capabilities really can't go out and get themuntil
they find out about the attacks thensel ves.

And so, we find ourselves at a point in which we have
to coordinate it and we are not doing a good job of that
yet.

Senat or Manchin: Senator, you know, and this is a
di scussion for you all and for us too, but the Departnent of
Defense is going to intervene to prevent sonething from
happeni ng once they identify it. | amjust |ooking at the
Colonial. | have been concerned about this because |I know
of our infrastructure has so nuch. W know what Mt her
Nature did to Texas and how that shut down and the |ives
were at danger and everything that happened. W know what
happened wth the Colonial Pipeline, what it did to the
economc. | mean, all up and down the East Coast, just
about, especially in the South, it just destroyed it for
that period of tine, about a week. So, that is an attack to
me, as far as on our country.

Adm ral Chase: Yes, sir. The threat is very real. It
I's not just cybersecurity. It is to the reality of the

DI B's business and the private sector at large is under the
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same attack. W think the fastest way we can bring that to
bear and not be conpletely reactive is to share the threat

I nformation we have at the cybersecurity level, the tactics,
techni ques, and procedures. After we saw AB, the next thing
that is going to happen is C, and we can --

Senat or Manchin: Well, we have had Sol arWnds. W
have had so many different things happeni ng back and forth
and we are still trying to, but do you know, did we have any
knowl edge at all of this Colonial Pipeline that you know of ?
Did we see anythi ng?

Adm ral Chase: W do not. | believe even the history
of that particular actor only goes back about a year, if you
| ook in public internet, it will tell you that it springs
up. And this is what | spoke to earlier about the
commodi ti zation of malware and actors, it has been nade
relatively straightforward and easy for crimnals to do so.
What is unique about this one is they seened to have a
networ k of subordinate actors to do sone of the work after
packagi ng up the malware. So, | think that is a sad
statenent on the sign of our tinmes, but it is also the
reality that every nmenber of the private sector is under as
wel | .

Senat or Rounds: But with regard to that particul ar
one, if my know edge is correct, and | will ask the Admra

if he could confirmit for us, nunber one, there is no rule
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that says that the private conpany needs to notify either
Honel and Security or the FBlI or the Departnent of Justice
and then second of all, even if they did notify the FBI, the
Departnment of Justice, and so forth, there is no established
ongoi ng process in which to gather that information and then
deliver it to the Departnent of Defense to respond to those
threats comng in fromoverseas unless they specifically
request. And to the best of ny know edge, nunber one, we
are not aware that Honel and Security was even advi sed of
what occurred and second of all, to the best of our

know edge, and | will ask you to confirmthis part, | don't
think the Departnent of Defense was ever asked to intervene
or to assist in this particular case, were you?

Admral Chase: | amnot aware of it and if we are, |
will take that one for the record and cone back and tel
you.

Senat or Rounds: Thank you.

Senat or Manchin: |If you could, any infornmation you
can.

The other thing, you know, with crypto comng in, the
way it is comng on, all over the world, it makes it nuch
nore difficult for us to follow as we could with currency
and that has been the problemthat we have had. Have you
all been | ooking at the crypto and how we mi ght be able to

have better tabs on that or be able to have identity and
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foll ow that?

Adm ral Chase: Are you talking about cryptocurrency as
a neans of paynent?

Senat or Manchin: Yeah.

Adm ral Chase: That is not sonething nmy office has
particularly studied. W have been on the other side of
crypt ography, protecting our weapons systens and critical

I nfrastructure.

Senator Manchin: Gotcha. WlIl, we are going to have
to use all of our expertise we have, | think, to defend our
country.

M. Sal azar, do you have anything you want to add to
the conversation? 1t is kind of random here.

M. Salazar: Only that across the [inaudible].

[ Audi o Mal function. ]

Senator Manchin: Admral, anything el se?

Adm ral Chase: No, Senator, thank you.

Senat or Manchin: Senat or Rounds?

Well, if not, et me thank you both for comng. It was
very enlightening and we appreciate very nmuch your service
to our country. | really do appreciate that very nuch. |
know t hat Senator Rounds feels very strongly about that,

t 0o.
So, with that, we are adjourned.

[ Wher eupon, at 3:37 p.m, the hearing was adjourned.]
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