Stenographic Transcript
Before the

COMMITTEE ON
ARMED SERVICES

UNITED STATES SENATE

TO RECEIVE TESTIMONY ON THE DEPARTMENT OF

DEFENSE'S

MANAGEMENT CHALLENGES AND OPPORTUNITIES

Tuesday, April 27, 2021

Washington, D.C.

ALDERSON COURT REPORTING
1111 14TH STREET NW
SUITE 1050
WASHINGTON, D.C. 20005
(202) 289-2260
www.aldersonreporting.com



1 TO RECEI VE TESTI MONY ON THE DEPARTMENT OF DEFENSE' S

2 MANAGEMENT CHALLENGES AND OPPORTUNI TI ES

3

4 Tuesday, April 27, 2021

5

6 U S. Senate

7 Conmi ttee on Arnmed Services

8 Washi ngton, D.C.

9

10 The comm ttee net, pursuant to notice, at 9:30 a.m in

11 Room SD- G50, Dirksen Senate O fice Building, Hon. Jack Reed,
12 chairman of the commttee, presiding.

13 Comm ttee Menbers Present: Senators Reed [presiding],
14 Shaheen, G Ilibrand, Blunenthal, Kaine, King, Mnchin,

15 Rosen, Kelly, Inhofe, Wcker, Fischer, Cotton, Ernst,

16 Tillis, Sullivan, Scott, Blackburn, Haw ey, and Tuberville.
17

18

19

20

21

22

23

24

25

www.trustpoint.one 800.FOR.DEPO

Trustpoint.One  Alderson. www.al dersonreporting.com (800.367.3376)



1 OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR FROM
2 RHODE | SLAND

3 Chairman Reed: Let ne call the hearing to order. The
4 committee neets this norning to exam ne the chall enges and

5 opportunities in the managenent of the Departnent of

6 Defense. Helping us better understand this issue are three
7 very qualified witnesses, who | thank for joining us today.
8 M. Peter Levin, Senior Policy Advisor for the

9 Institute for Defense Anal ysis, Former Deputy Chief

10 Managenent O ficer at the Departnent of Defense, and nost

11  notably, Staff Director for the Senate Arnmed Services

12 Commttee. Thank you, Peter, for joining.

13 Dr. Adam Grant fromthe Warton School of Business
14 and a fornmer nenber of the Defense Innovation Board. Thank
15  you, Doctor.

16 And Ms. Elizabeth Field, Drector, Defense

17 Capabilities and Managenent at the Governnment Accountability
18 O fice. Thank you, Ms. Field.

19 Each of you have uni que experience on nmanagenent
20 in the public and private sector, and | hope that you can

21  provide the commttee with a better understandi ng of the

22 follow ng questions, including, Wiy is the nmanagenent of the
23 Pentagon inportant to mlitary m ssions and nati onal

24 security? \What chall enges does the Pentagon have in

25 reformng and inproving its managenent practices? Wy are
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data and real netrics so inportant to inproved nanagenent
and deci si on- maki ng? How can the Pentagon work w th outside
experts fromuniversities and i ndustry to inprove
managenent, and how can this commttee help to i nprove DoD
managenment practices?

Managenent reformis a topic that is always in the
background of all of our hearings and neetings regardi ng the
Departnment of Defense. W have touched on aspects of it
recently, in discussions on budget and acquisition reform
and personnel reform But it goes beyond these issues. It
I ncl udes such things as how DoD manages the funding it
recei ves, which touches on its ability to pass on audit,

i ncluding nonitoring its vast inventory of systens and
network of installations; how it structures its

organi zati ons and assigns roles and responsibilities to

| eaders to best execute its array of m ssions; howit
enbraces and encourages positive change to inprove

per formance, hopefully through the use of real data and
expert analysis; and how it manages a gl obal | ogistics
system that can deliver the equipnent and supplies to
depl oyed forces all over the world, giving them what they
need, when they need it.

The managenent chal l enges facing the Departnent are
real and | ong-standing. For exanple, GAO has put DoD

approach to business transformation on its high-risk |ist,
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and cites that it renders its operation as vulnerable to
waste, fraud, and abuse. Despite being under a nmandate
since the passage of the Chief Financial Oficers Act of
1990, DoD remai ns unable to pass a financial audit,
I ndicating that it does not have good processes and controls
to nonitor its financial transactions and spending, and in
its report from June 2020 on the chief managenent officer
position, the Defense Business Board found that the DoD
cul ture and subcultures remain resistant to transformational
busi ness process changes.

These are just three exanples of a system c probl em
which is not just a back-office issue. These nanagenent
I nefficiencies and a culture of bureaucratic stasis end up
costing taxpayers noney because they create unnecessary
waste, they slow the delivery of new and needed capabilities
to our deployed forces at tine when technol ogi cal change is
happeni ng at accel erated rates, and they drive good, hard-
wor ki ng and wel | -i ntenti oned peopl e out of public service
out of frustration, furthering the dowward spiral of
m smanagenent .

| believe we should think about managenent as a defense
capability that we need to nurture and grow, through
| eadership comm tnent, hiring personnel with the right skil
sets, investing resources for |IT nodernization, and

protecting and encouragi ng i nnovation in the bureaucracy.
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Unfortunately, we sonetines use managenent reformas a
search for budget savings, often cutting personnel who
provi de the expertise that allows DoD to best steward
t axpayer dollars and nost efficiently execute defense
m ssions. |In addition, innovators can becone frustrated
when their ideas are stifled by the bureaucracy and a
culture resistant to change.

Finally, a quick fix, whether it is new |legislation or
a sinple change to the DoD s organi zational chart, usually
falls short and sonetines |leads to new problens. | think we
can do better. | am hoping that our expert panel can help
this conmttee assess where we are and what we shoul d focus
on to achi eve effective managenent reformin DoD. W have a
duty to our servicenenbers and the nation's taxpayers to
have the nost efficient and effective systemin place to
guide and run our nation's mlitary.

Thank you again for being here this norning, and | | ook
forward to your testinony. And now | et ne recognize the

Ranki ng Menber, Senator | nhofe.
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STATEMENT OF HON. JAMES | NHOFE, U.S. SENATOR FROM
OKLAHOVA

Senat or I nhofe: Thank you, M. Chairman. Over the
past few years the conmttee's top priority has been
ensuring that we inplenent the 2018 Nati onal Defense
Strategy. The Departnent of Defense remains the third
pillar in the NDAA, as we have read for quite sone tinme now,
and the bipartisan NDS comm ssion told us that the Pentagon
does not possess the anal ytical capacity and capability to
manage its daily tasks, |let alone the aggressive, innovative
ref orm demanded by the NDS.

There are sone who believe that only by cutting the
Departnment of Defense can we achi eve nore efficient
outcones, and | do not believe that. W spent the first
hal f of the past decade cutting the budget in real terns,
$400 billion, and telling the Departnment to do nore with
| ess.

Under sequestration, both Congress and successive
adm ni strations pushed for neat-cleaver approaches to
managenent. W did across-the-board reductions in civilians
and headquarters staff, and we gave entire organi zations
with DoD flat-rate cuts to nanage the budget. W puni shed
the people for taking risks and failing. W required
t housands of reports a year, nore and nore all the tine,

with fewer people and |less funding. Ask any DoD worker --
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uni forned, civilian, contractor -- who has worked for the
Departnment over the past decade, and they will vouch for
this.

We eroded our human capital in every area. The DoD is
not an attractive place for snart, talented, young people to
go and sol ve tough problenms. Qur wtnesses from Google and
M crosoft and industry told us that a couple of nonths ago.
| still happen to think we have the finest servicenenbers
and the Federal civilians in the world, even after what we
di d under sequestration. But they need the right nanagenent
structure in the tine and space created by sufficient
resourcing to innovate and get nore efficient ways of doing
business. So I think we can increase the budget and inprove
the managenent. In fact, | think it is a necessity in
I npl enenting the 2018 NDS.

W nade sone great strides in recent years, alongside
nore adequate budgets. For exanple, we nmade nore progress
in the audit over the past three years than we have over the
past three decades before that. W have seen an expl osi on
in the Departnent's interest in using data to nake better
deci sions. The Pentagon is applying that to the problens
from workforce i ssues to weapons acquisition. And we saw
| nprovenents in cross-functional teans and new ways of
prioritizing budgets, though we still have a | ong way to go.

So | thank you, M. Chairman, for holding the hearing,
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and | look forward to it. Thank you, sir.

Chai rman Reed: Thank you, Senator Inhofe. And before
we begin the questioning let ne rem nd ny col | eagues about
our procedures, because of the hybrid nature of this
comm ttee hearing.

W will not followthe early bird rule. Rather, we
recogni ze Senators based on seniority. Standard five-m nute
guestion period will be in place, and | ask everyone to pay
attention to their clocks. And finally, please nute your
m crophone so we will not have any interference, given the
hybrid nature of the hearing.

Let ne again thank the wi tnesses for being here today,
and | amgoing to cut to the chase, starting with M.

Levi ne, and going down the panel. |If our goal is to inprove
DoD managenent and bureaucratic processes, what are the one
or two specific things you would Iike to see this commttee
do, either through | egislation or oversight over the
Pentagon. M. Levin, please.

M. Levine: Thank you, M. Chairman.

Chairman Reed: Onh, excuse ne. | amso efficient |
forgot to recognize the individual wtnesses for their
statenents. So with appropriate apology, | wll now
recogni ze M. Levine for his statenent.

M. Levine: M. Chairman, | would be happy to start by

answering your question.
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10

STATEMENT OF HONORABLE PETER K. LEVI NE, FORMER
DEPUTY CHI EF MANAGEMENT OFFI CER, DEPARTMENT OF DEFENSE,
SENI OR RESEARCH FELLOW | NSTI TUTE FOR DEFENSE ANALYSES

M. Levine: Chairman Reed, Ranki ng Menber | nhofe,
menbers of the commttee, thank you for inviting ne to
participate in today's hearing. It is a privilege to be
here, a pleasure to see all of ny good friends again. O
course, it is a pleasure to see anybody in person again
t hese days.

In your witness letter you asked why the managenent of
the Pentagon is so inportant to mlitary m ssions and
national security. M answer is sinple. Functions |like
acquisition, logistics, information technol ogy, personnel,
and health care are often di sm ssed as overhead, but, in
fact, they are essential warfighting functions. The
acquisition systemprovides our mlitary with nodern
weaponry. The |ogistics systemenables it project power on
a worl dw de basis. |IT systens are the basis for comrand,
control, communications, intelligence, and so nuch el se.
And the personnel and health care system ensure that we have
the troops we need and that they are ready to fight.

Each of these functions is exceptionally conplex and
expensi ve to manage. For exanple, tens of thousands of
mlitary, civilian, and contractor enployees nmake mllions

of decisions every year that contribute to the successes and
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11

failures of the defense acquisition system Even relatively
m nor organi zati onal and process inefficiencies in a system
| i ke that can easily cost tens or hundreds of mllions of
dol l ars and reduce the availability and functionality of
critical conbat systens.

There is no way to fix a systemlike that, because
t hese systens are just too conplex and there are too nany
conpeting priorities. But there is better, and there is
worse, and it is inportant to try to keep better.

As tenpting as it may be to seek quick w ns and
| mredi at e savi ngs from nmanagenent reforns there are few
shortcuts, and easy solutions rarely result in long-term
| nprovenents. Across-the-board reductions cut good prograns
and bad prograns alike, adding to bottl enecks, sl owdowns,
and backlogs. |If you really want to root out waste and
I nefficiency you have to go through the painstaking process
of review ng these processes and structures one step at a
tinme.

In a 2019 article, | offered ten rules for defense
managenent reform Sone of these rules were fairly obvious
principles like do not try to take on too nmuch, never
over| ook what is working, and one-size-fits-all approaches
rarely work in an organi zati on as conpl ex as the Departnent
of Def ense.

As a long-tine staffer for this commttee, however, one
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12

of nmy favorite rules is |egislation alone does not solve
anything. In the managenent area, at least, if you want to
succeed you need strong partners in the Executive branch who
can provi de engaged | eadership over a continuing period of
tinme.

So what can Congress do to hel p? First, Congress can
provi de new tools and authorities, like the direct hiring
authority you provided to the DoD personnel system and the
m ddl e-tier acquisition authority that you provided in the
acqui sition arena. Wile there is always nore that can be
done in this area, annual NDAAs have already taken a | ot of
the lowhanging fruit in terns of new tools.

Second, Congress can set priorities, as with
| egi slation highlighting the need for the Departnent to
address issues |ike sexual assault or cyber policy, and on
and on. The problemwith this type of legislation, in ny
view, is it becones |less effective when it is overused.

When NDAAs turn into catal ogs covering every issue, then the
problemis if everything is a priority, nothing is a
priority.

The third thing Congress can do is it can provide
fundi ng. Managenent reforns, as the chairman noted, are
often viewed as a cash cow, but the secret is that rea
| mprovenent often requires up-front investnent. |f you want

t hose savings down the road you nmay have to put up noney up
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front. Beyond that, managenent reforns do not always yield
savings. They may yield better practices and nore effective
practices that provide better support to the warfighter,

rat her than noney back to the taxpayer.

So to give you an exanple, the Departnent really needs
better data systens to nake better decisions. It really
needs new skills and capabilities in its workforce, areas
| i ke advanced software and cyber skills, for exanple. Those
are things that if you really want to achieve them you need
to put noney into the system not take noney out.

The final thing that Congress can do is to conduct
oversight. In many ways, your nost valuable tool, as a
Menber of Congress -- | do not think | need to tell you
that, but in many ways your nost val uable tool is your own
time. Oficials all over the Pentagon watch how t he
Secretary of Defense spends his tine, because they know that
that commtnment of time reflects priorities. The sanme is
true of you. The people in the Pentagon pay attenti on when
you call themto account. Congress cannot nanage the
Pent agon, but it can show the Pentagon that it believes
managenment reformis inportant. This hearing is a good step
in that direction.

That concludes ny statenent, and | | ook forward to your
guestions. Thank you.

[ The prepared statenent of M. Levine follows:]

13
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1 Chai rman Reed: Thank you very much, M. Levine. M.

N

Fi el d? Thank you.
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15

STATEMENT OF ELI ZABETH A. FI ELD, DI RECTOR, DEFENSE
CAPABI LI TI ES AND MANAGEMENT, GOVERNVENT ACCOUNTABI LI TY
OFFI CE

Ms. Field: Thank you, Chairman Reed, Ranking Menber
| nhof e, and nmenbers and staff of the commttee. It is an
honor to testify before you today on GAO s work regarding
DoD s managenent chal | enges and opportunities.

This hearing could not cone at a nore inportant tine.
As nore and nore Anericans get inocul ated agai nst the COVI D
19 virus and the country begins its econonmi c recovery, we
must once again turn our attention to addressing the
nation's unsustainable, long-termfiscal path. Under our
projections, the debt will reach its highest point in
hi story only seven years fromnow. The defense budget, as
you know, is the largest single category of discretionary
spendi ng, making it a key conponent of any discussion about
future Federal spending.

At the sane tine, we face a conplex array of threats to
our national security, fromthe political and mlitary
advancenent of near-peer conpetitors, such as China and
Russia, to the introduction of increasingly sophisticated
dual -use technol ogies to the devel opnment of new and
danger ous weapons. Reform ng how the Departnent of Defense
I s managed, if done effectively, can hel p address both sets

of chall enges, by lowering costs, reducing waste, and
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delivering better and faster support to the warfighter.

In their work, M. Levine and Dr. Grant offer
conpel ling ideas about reform one froman insider's
perspective, offering a recipe for operating effectively
wi thin DoD s organi zational culture. The other from an
outsider's view, providing exanples of refornmers who have
succeeded through original and nonconform st thinking.

This nmorning | would like to share two thoughts, based
on GAO s work, about what those responsible for defense
managenment reform nust have in order to succeed, whether
they be practical increnentalists or innovative originals.
Nanmel y, they nust be enabl ed, and they nust be enpowered.

First, reformers must be enabl ed through the use of
conpl ete and accurate data and resources to turn their ideas
into reality. DoD suffers froman alarmng |ack of accurate
and consistent data on alnost all of its core business
functions. This problemnakes it exceptionally difficult
for anyone who wants to drive change. Qur reports cite
nunmer ous i nstances in which DoD data were so unreliable or
I nconsi stent that we could not assess the underlying issue.

To give you one snmall exanple, when we assessed how DoD
manages human resources delivery, things like hiring and
onboardi ng personnel, we found that |east three different
defense agencies and field activities, as well as all three

mlitary departnents, provided sone human resources services

16
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to ot her DoD conponents. |In fact, one DoD conponent
recei ved these services fromall six.

Departnent officials, to their credit, recognize that
this arrangenent was |ess than efficient and sought to
devel op better solutions for human resources service
delivery, but they were stymed by a | ack of avail abl e data.
For exanpl e, although they wanted to reduce the tine to
hire, a key metric for assessing the perfornmance of human
resources service delivery, they found that no one in the
Departnment defined that nmetric the sane way or collected the
sanme data, making conparisons nearly inpossible.

Li kewi se, those attenpting to drive reformat the
Depart ment have been hindered by a | ack of up-front
resources, sonething M. Levine al so spoke about. In 2019,
when we exam ned the Departnent's efforts to establish
cross-functional teans charged with finding new ways to
i ncrease efficiency in key business operations, we found
that many of them were stuck, trying to find resources to
pilot-test their ideas or initiate phase one of their
ref orns.

Second, to be effective at DoD reforners nust be
enpowered, with clearly defined roles and authorities and
sust ai ned support fromthe very top. A few years ago, when
Congress created a standal one chief managenent officer

position at the Departnent, we closely nonitored how this
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position was being inplenmented, recognizing it as an
opportunity for real change. Unfortunately, we found that
while the | egislation creating the CMO position envisioned a
senior official with significant responsibilities and
authorities, the Departnent did not truly realize that
vision. For exanple, although the statute allowed for the
CMO to have the authority to direct the mlitary departnents
in matters related to business operations, the CMO was not
enpowered to fully execute that authority when needed.

Wth the recent elimnation of that position, the
Departnent nust find a new way to enabl e and enpower those
who can see a different future for this nost critica
organi zation. W wll be watching this new chapter play out
W th keen interest.

Thank you, and | | ook forward to your questions.

[ The prepared statenent of Ms. Field foll ows:]
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1 Chai rman Reed: Thank you very nuch, M. Field.

2 Dr. Gant, please.
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STATEMENT OF DR. ADAM M GRANT, SAUL P. STEI NBERG
PROFESSOR OF MANAGEMENT, WHARTON SCHOOL OF BUSI NESS,
UNI VERSI TY OF PENNSYLVANI A

Ms. Grant: Chai rman Reed, Ranking Menber |nhofe, and
menbers of the committee, it is an honor to be invited here
to di scuss defense nanagenent. | am an organi zati onal
psychol ogist. | spent four years on the Defense |nnovation
Board, and | have also spent tine teaching | eadership to
generals and admrals and doing research on mlitary bases.
| have deep admiration for our servicenenbers and DoD
civilians.

| also worry that DoD s culture is a threat to national
security. Culture is the system of values and norns that
govern behavi or, how we do things around here. Culture can
shape whet her organi zations are built to |last or dooned to
perish. It has a dramatic inpact on performance and
i nnovation, and |I believe DoD culture stifles innovati on.

In the DoD, innovation is nostly discussed in terns of
new t echnol ogy, but innovation ultimately rests on peopl e.
Buying all the advanced nmachi nes, software, and data in the
wor | d does not guarantee that people will rethink old
strategi es and devel op new ones. Qur ability to anticipate
our adversaries' noves and avoid falling behind depends on a
cul ture of innovation, values and norns that support the

generation and successful inplenentation of creative ideas.
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We know t hat good managenent is the |life bl ood of
I nnovation. There is evidence fromthe software industry,
for exanple, that managers have tripled the inpact of
i ndi vidual innovators on performance. But | amafraid that
DoDis still, by and | arge, doing 1950s-era nanagenent.

During ny tinme on the Defense I nnovation Board |
consistently heard three sentinents froml eaders and
managers that underm ned a culture of innovation. The first
Is "that is too risky." On ny visits to mlitary bases, |
heard many juni or people say different things behind
| eaders' backs than to their faces. That is a synptomthat
peopl e | ack psychol ogi cal safety, the freedomto take risks
wi t hout the fear of being punished.

We have extensive evidence that a culture of
psychol ogi cal safety is critical to preventing threats and
pronoting i nnovation. \Wen people | ack psychol ogi cal safety
they aimto prove thenselves and protect their inmage. They
hi de their m stakes and withhold their idea. Wen people
have psychol ogi cal safety they strive to inprove thensel ves
and protect the mssion. They admt errors and voice
suggesti ons.

W need to train | eaders to build psychol ogi cal safety,
to enpower canaries in the coal mne to raise problens, even
i f they have not figured out yet how to solve them to make

It clear to junior people that speaking up about issues and
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i deas will not jeopardize their reputations or their
careers, to give themthe authority and the resources to
chanpi on change. Yeah, change carries risk, but not
changing is risky too. It |eaves us predictable and

vul nerabl e to attack.

The second sentinent that concerns ne is "that is not
the way we have al ways done it." Wen junior people have
the courage to raise new ideas, | have seen too many DoD
| eaders dismss them Research reveals that deep experience
often |l eads to cognitive entrenchnent. Leaders start to
take for granted ideas that need to be questioned. They
overestimate the quality of their own ideas and
underestimate the potential in new directions. They cling
to tried-and-true best practices instead of aimng to test
and learn, in search of better practices.

DoD shoul d be running nore experinents. W need nore
I nnovati on tournanments where people conpete to solve
probl ens. W need to stop punishing people who have good
i deas with bad outcones, and start rewardi ng peopl e who have
prom sing ideas with uncertain outcones.

The third sentinent that haunts nme is "that will never
work here.” On too many occasions, | have seen | eaders
rej ect ideas because they cane fromoutside the mlitary.
There is nane for this too. It is called organizational

uni queness bias. Yeah, there are aspects of DoD that are
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uni que, but there are also fundanentalist simlarities
across people and industries, and overl ooki ng those
parallels closes the door to | earning, fromuniversities and
fromSilicon Valley.

The organi zati onal uni queness bias is not unique to
DoD. At Google, for exanple, engineers were convinced that
they needed to build their own nanagenent pl aybook, and they
found that what set their best managers apart was the sane
set of behaviors as everywhere else, |ike enpowering teans
and coaching individuals. Then |I challenged themto study
their great teans, and they discovered that the single nost
| nportant driver of team performance was not individual
talent. It was the psychol ogical safety that |eaders
created. Sound famliar?

There is a lot that DoD could |learn from ot her
organi zational cultures. The fact that sonething was not
i nvented here does not nean it will not apply here. W need
scouts and anbassadors to nmake connections outside the
mlitary and governnent and expl ore new managenent
practices. W also need themto study the range of
practices inside the DoD itself.

DoD is not one single culture. It is full of
subcul tures. And one of the silver linings of being a
massi ve organi zation is that there are always bright spots,

pockets of excellence. Sone DoD exanples that | have seen
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i ncl ude Kessel Run, the Defense Innovation Unit, the
National Security Innovation Network, AFWERX, Naval X, and
the new Arny Software Factory.

However, many | eaders shut down psychol ogi cal safety,
new i deas, and outsi de perspectives. You can find sone who

are encouragi ng people to take risks, rethink best

practices, and |learn from beyond the defense industry. |If |
were in your shoes, | mght start by identifying those
| eaders and studying what they do. | would work to

di ssem nate those better practices and give those
organi zati ons additional people, resources, and
flexibilities.

These bright spots exist in spite of institutional
resi stance, which exhausts their people and soneti nes
inmperils their survival. It is time for DoD to enbrace
these outliers and strive to build a culture where they are
the norm not the exception. Thank you.

Chai rman Reed: Thank you very much, Dr. Grant. Thank
you all for your excellent testinony.

| have already indicated how eager | amto engage the
panel, so let me repeat ny question -- forgive ne -- and
starting with M. Levine.

If there are two specific things you would |like to see
done, either legislatively or through our oversight, which

are the two major ways in which we influence the behavior of
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DoD, what woul d they be?

M. Levine: Well, | think the list is probably a
little | onger than that, but I wll focus in on --

Chai rman Reed: You can go | onger.

M. Levine: ~-- 1 will focus in on what | think is one
of the key challenges facing the Departnent, which is access
to talent in areas |like cyber, Al, software, and the |ist
goes on and on, digital engineering, nodeling and
simul ati on, places where we have to conpete with the private
sector for talent, where we have sone of the best that is
available in the world, but it is not necessarily avail able
to the Departnent of Defense.

One of the things that | think we need to think about
seriously there is how do we hire and bring on civilians,
and how do we treat our civilian workforce. | think there
have been any nunber of reports in recent years, and Senator
King's Cyber Solariumis one of them that have pointed to
t hese problens. There have been a serious of
recommendat i ons about changes for the civilian workforce.
Frankly, | think this conmttee has already taken a | ot of
action to inprove authorities available to the civilian
wor kf or ce.

What that does not bring together is the focus in the
Departnment of Defense to believe that the civilian workforce

Is actually inportant. And this goes back to what | was
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tal ki ng about earlier, about is there noney where the
authority is. So you have direct hiring authority, you have
a lot of tools. There are places in the Departnent where
their intake systens, |ike cohort hiring, which is sonething
| am | ooking right now at for defense anal yses, where you
bring in new entrants in area, and you train themup and
give themrotational job assignnents and team buil di ng
exercises. You invest in them show themthat they are
i nportant. You attract better people into the workforce in
this way.
One thing that is happening in the Departnent right now
Is at the sane tine that we are saying we need new skills,
we are cutting funding for those prograns, because of their
over head and we do not have enough noney to go around, and
civilian workforce is one of the first things that you cut.
So we need to think about investing in our civilian
wor kforce if we want to build those kinds of new skills.
That would be at the top of ny |list, Senator.
Chai rman Reed: Thank you very much. M. Field, please?
Ms. Field: | agree with what M. Levine said. 1In
fact, when we assessed, a few years ago, the defense
| aboratories and how they were using the direct hire
authority to recruit talent, we found that they used that
authority nore than any other authority available to them

so it was really critical.
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The two things | would add to that are to the extent
that this conmttee and Congress |legislates reformat the
Departnent, which it has done for many years, | woul d
encourage that legislation to align with the way in which
the Departnent structures its information and its systens.
For exanple, a few years ago, Congress, as | amsure you are
aware, mandated the CMO to devel op cost baselines and
associ ated savings with four business |lines of effort,
things |i ke real estate managenent and civilian resource
managenment. But the Departnent did not necessarily organize
its information, including its financial information,
consistent with those definitions, and so the CMO was | eft
sort of spinning her wheels, trying to figure out howto
conply with this mandate.

The second thing | would say, and you nentioned this in
your opening statenent, is support for the full financial
audit. This is not a paper exercise. This is not about
bean counting. Fundanentally, the full financial audit is a
catal yst for the Departnment getting better information, to
make better-informed managenent deci sions.

Chai rman Reed: Thank you very much. And Dr. G ant,

pl ease.

M. Gant: | wll just give you one idea. | think the
DoD has done a brilliant job investing in quality of life
for people. | think we need it to be as brilliant in
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investing in the quality of their ideas.

| nmentioned the idea of innovation tournanments as an
approach to that. An exanple, at a chem cal conpany that |
had the chance to witness up close, is they said, "Al
right, we are |looking for ideas that wll save energy and
reduce waste. We will welcone proposals fromacross the
organi zation, as long as they have the potential to pay for
thenselves within a year.” And they basically |et anybody
submt ideas. They evaluate proposals. They advanced the
prom sing ones to round two. And then eventually the
conpany bets on the nost high-potential ideas.

They end up doing this for a decade. They bet on 575
i deas, and they save the conpany $110 nillion per year, on
aver age.

These are not nostly ideas comng from people in
creative jobs. They are often people on a factory fl oor,
who saw a systemthat was broken but did not know where to
take their solution until the innovation tournanment was
announced. | would |l ove to see nore of those tournanents
run, and we need the incentives to back themup, to
encour age peopl e who have ideas to speak up, to share their
| deas, to go and test them and then reward them and
recogni ze them for doing that, as opposed to puni shing them
for taking risks.

Chai rman Reed: Thank you very much. Thank you all
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Senat or | nhofe, please.

Senator Inhofe: Thank you, M. Chairman. A |ot of
reviews of the Pentagon managenent practices tell us that
many of the officials -- and we are tal king about civilian
and mlitary -- have little experience wwth the private
sector, and are not aware of even basi c nodern nanagenent
tools. | experienced this for ny own. | had a whole
career, long before | got into this thing, and it is always
obviously to ne that we did not have a ot of the private
sect or experiences.

So | would like to have each of you comment. How far
behi nd the private sector do you think the Pentagon is in
terns of managenent practices, and what is your nunber one
recommendation to fix this? Let's start with Peter.

M. Levine: So first of all, |I would say the
Departnent is |ight years behind the private sector in terns
of managenent practices. | do not know that bringing in
people fromthe private sector is an answer to that by
itself. | think it is good for the Departnent to have
| eadership a m x of people wth private sector experience
and government experience, because there are so many uni que
factors about the way the Departnent works, and we sonetines
see people cone in fromthe private sector who are
unfam liar with the way the Departnent works, and are fish

out of water, and are frustrated i nmedi ately by the
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Departnment and find it difficult to get anything done.

| Iike sonme of the ideas that M. Gant is talking
about, in terns of innovation. | think, though, that there
s no substitute for engaged | eadership, to find | eaders who
will actually dig in and try to solve problens rather than
sitting in their offices by thenselves. It is great to have
| deas bubbl e up, but sonebody has to be willing to grab them
and inplenent them And | think that asking the | eaders who
cone before you for confirmation specifically about
managenment chal | enges, and chall enging themto engage and to
foll ow these issues through, is perhaps the nost inportant
thing this conmttee can do. Thank you.

Senator Inhofe: M. Field?

Ms. Field: | agree with M. Levine about the
| nportance of sustained | eadership at the top, with a real
focus on managenent, and | would also agree with his
assessnent of the Departnent conpared to the private sector.
| amgoing to conme back to the full financial audit. It is
not a silver bullet, but if any major conmpany CEO were
sitting here before you and had not been able to pass a
financial audit, ever, | think you would have a | ot of
guesti ons about how well that conpany was run.

So again, | think for the Departnent to continue the
work toward attaining a clean opinion on a full financial

audit is areally inportant part -- not the only part, but a
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1 really inmportant part of strengthening nanagenent at the

2  Departnent.

3 Senat or I nhofe: Yeah, we are actually doing that now.
4 It has taken a few years, but we are.

5 Ms. Field: | wll, yeah.

6 Senator Inhofe: Dr. Gant?

7 M. Gant: As a social scientist, | do not have the

8 data to quantify how far behind we are, but it is far, and
9 it is deeply distressing. | think the place that I would
10 probably start is to build a | eadership and managenent

11 training program This is obviously self-serving since |
12 live in a university, but we run these prograns all the

13 tinme, for both public sector and private sector |eaders.

14 And | think that there is a ot nore than could be done to
15 Dbring both DoD and private sector |eaders together in these
16 progranms, to conpare notes and share effective practices.
17 | think doing that, though, requires accountability. I
18 think it requires accountability for |eaders inside to

19 inplenent the ideas that they learn fromthe outside. One
20 of the ways that | have watched private sector organization
21 so this is through coaching. | have been struck that an

22 increasing nunber of CEGCs in the private sector actually

23 have an executive coach. Sonetinmes entire |eadership teans
24  have executive coaches. And we expect this of our elite

25 athletes and nusicians. W know they cannot achieve
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excel l ence on their own. For sone reason, when people get
into | eadership roles in organizations we assune that they
are all good independently.

So | would love to see a little bit nore feedback for
senior leaders to find out are they inplenenting the
practices that we ultimately teach them

Senator Inhofe: | noticed in one of your articles --
let me read the quote here. |t says, "Many managers fear
t hat when their enpl oyees spend lots of tine comng up with
new i deas they will be |ess focused and efficient." Explain
to me what you are tal king about there.

M. Gant: | think there is a false dichotony that
gets created in too many | eaders' mnds between creativity
and execution, and the thought is that if we distract people
by letting them generate ideas that they are going to fai
to inplement them The reality is we all have ideas all the
time. Sone of you have even had ideas for how to structure
this neeting nore efficiently. And | think what we need to
do is give people an outlet for those ideas and give them a
chance to test them and express them and figure out if they
are any good.

Senat or I nhofe: Good. Thank you, M. Chairnman.

Chai rman Reed: Thank you very nuch, Senator [ nhofe.

Let me recogni ze Senator Shaheen, pl ease.

Senat or Shaheen: Thank you, M. Chairnman, and thank
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you to each of you for your testinony this norning.

Ms. Field, | would like to begin with you, because |
understand that there is still a governnent-w de personnel
security process that faces a backlog in clearances, and
that that affects our ability to hire sonme of the nost
tal ented and qualified personnel that we would like to hire
in DoD. That is unlike this commttee, where many of us
have nenbers who have security cl earances who cannot get in
to hear classified information, but | digress on that.

So ny question is, is that the case? Has it inproved
si nce background investigation got transferred fromthe
O fice of Personnel Managenent to DoD? And what do we need
to do to ensure that we can address those security
cl earances and hire the people we want, and put themin the
j obs that we want?

Ms. Field: Thank you, Senator Shaheen, and as | am
sure you are aware, the governnent personnel security
cl earance process is on our high-risk list, because of the
critical issues that you just identified.

| think it is fair to say that there has been sone
progress made. For exanple, nost recently in our high-risk
report we noted that DoD has made progress devel oping NBI S
as a secure, shared service for background investigations.
That is one exanple of progress that has been made. But |

will note that this chapter of the high-risk report has one
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of the |longest "what remains to be done" sections that |
have seen in the high-risk report.

So just to give you a few exanpl es of sone of those
actions, DoD needs to devel op and inpl enent a conprehensive
strategic workforce plan that identifies the workforce
needed to neet the current and future demand for its
servi ces.

Senator Shaheen: | amsorry to interrupt. So is that
sonet hing that DoD needs to be directed to do? Do we need
to provide nore resources for DoD? What are the
| npedi nents? Are they cultural, as you all have suggested,
I N many cases?

Ms. Field: And | amnot an expert on this, | should
note, but | think one of the inpedinents here to devel opi ng
a conprehensive strategic workforce plan, in addition to
just having the inpetus to do it, conmes back to data. So
t he Departnent does not al ways know what its skills are that
it has, how many people it has that have those skills, and
then what it needs, so what is the gap. And data is a key
piece of that. That is where personnel nmanagenent systens
are so inportant.

Senat or Shaheen: So |let nme go back to you, M. Levine,
because you tal ked about this in your statenent. Over the
years, this commttee has authorized billions of dollars to

address data nmanagenent within the Departnent of Defense,
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and yet we still have these problens. So, again, what is
the issue here? Are we hiring the wong people? Do we not
know what we need?

M. Levine: Senator, this is where | nmake nyself
unpopular. | actually disagree with GAO on the issue of the
financial audit, and it goes to the question that you are
tal king about. This commttee has authorized billions of
dollars for data systens. To ny lights, too nuch of that
I nvest ment has focused on financial statenments and financi al
systens and not enough has focused on the systens the
Departnent really needs to make it work -- the personnel
data system the acquisition data systens, the logistics
data systens.

And one of the reasons you have trouble wth a defense
audit is those financial systens rely on all those other
parts of the Departnent which are actually doing the work.
And so if you do not have good personnel systens, you are
not going to be able to audit in the end.

I would like to see the aperture broadened as to where
the commttee and the Congress and the Departnent invest
their noney in data systens and a greater focus on what |
consi der the actual workhorse systens, those personnel
systens, acquisition systens, |ogistics systens, so we get
better data for nmanagenent decisions where the rubber really

hits the road.
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| think in spite of the criticismthey get for |ack of
auditability, the financial systens are actually in
relatively good shape conpared to sone of these other
systens that have not gotten as nuch focus.

Senat or Shaheen: Thank you. M. Gant, | want to just
share a story. Senator King and | visited the Portsnouth
Naval Shipyard with Acting Secretary Harker not too |ong
ago. And one of the denonstrations we saw was done by the
shi pyard's i nnovation project team |ed by Superintendent
Joe Murphy. And it was an amazing display of creativity and
I nnovati on, done by workers at the shipyard, to i nprove how
t hey addressed overhauls of submarines. And | woul d bet
Senator King would agree with ne that this was one of the
| npressive things that we have seen. And that was the
result of a culture at the shipyard, | believe, that
responded to sone of the threats about whether they were
going to be closed, and developed a real culture, as | say,
of managenent and wor kers working together to figure out how
they could be nore efficient and nore producti ve.

Now | do not know how we create that system w de, but
certainly that is an exanple of what happens when people are
given the |l eeway to actually innovate and do what they need
to i nprove how they do their jobs.

M. Gant: Senator, that sounds |ike the kind of

exanple that we need to find and cel ebrate, and especially
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cel ebrate when Senators are not wat chi ng.

Senator I nhofe: Thank you, Senator Shaheen. Senator
Er nst .

Senator Ernst: Thank you, and | appreciate our
W t nesses being here today, and Dr. Grant, | have to say,
when you were tal king about people saying things are too
ri sk, you know, to do, we hear that all the tine. And of
the mi ssion command principles in the United States Arny is
to assune prudent risk. So we really need to focus on that
much nore. It is actually one of ny four core pillars of
success. | actually have it on ny challenge coins. So |
zooned right into that and | appreciate you sharing that,
because | do think we have to be innovative and be wlling
to accept sone of that risk to nove forward, you know,
identify the pros and cons of every situation, but we
willing to take a step outside of the normin order to get
ahead.

So | really, really appreciate that, and all of the
i nput today is fascinating to nme, because | ama forner
county auditor. | know that is nmuch smaller, in rural |owa,
but | appreciate the input as well, M. Levine, on the fact
that we are very focused on the financial systens, but you
are right, there are so nmany other aspects that need to be
pulled into all of that in order to conplete that audit and

really present that to the Anerican people.
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So | do want to talk about the audit a little bit, and,
Ms. Field, you had a conment about why it is inportant to do
the audit. | believe you said it is a catalyst. And could
you explain that a little bit further? Wy is it inportant
that we have that catalyst? Wy is it inportant that we are
able to pull all these pieces together?

Ms. Field: Thank you. To borrow a phrase from M.
Levine, there are workhorse systens that are critical to key
functions of the Departnent related to things |ike personnel
and real estate, inventory, supply chain managenent. The
full financial audit is a forcing function for the
Departnent to nmake sure that those workhorse systens are
operating effectively, because they feed into the financial
audit. So if those systens are not in good shape, the
Departnment will never pass the full financial audit.

What | think is a good-news story here, in part, is
that in the past three fiscal years, through the ful
financial audit that the Departnent has been conducti ng,
al though it has not passed, there have already been sone
concrete benefits that we have seen fromthe full financi al
audi t.

So, for exanple, the Departnent engaged in inventory
cleanup initiatives in order to prepare for the ful
financial audit, and that identified alnost $3 billion in

materials that could be used for redeploynent. That has a
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direct link to readiness.

| could go on and on, but | know that if the
Conptroller General were sitting here today he would al so
forcefully speak for the inportance of the full financial
audi t .

Senator Ernst: No, and thank you, and | do agree with
that, and | think it is inportant that we are able to pull
as many of those pieces in and continue to reinforce that.
Even if we are not getting a clean audit, it is inportant
that we continue to go through this exercise to pull al
t hose pieces in, maybe take the funds and invest a little
nore in other systens, because, as Dr. Gant had stated
about executive coaches, a |lot of us have executive coaches
that are called constituents. And it is really inportant
that we are reporting back to our constituents that their
t axpayer dollars are being used wi sely, and they are being
directed to the resources that will show results, whether
that is resourcing for our soldiers or Marines out in the
field, or whether it is within the systens at the Pentagon
or at the DoD.

And then, finally, M. Gant, | know that we have
i dentified a nunber of |egacy prograns and chal | enges t hat
continue to exist year after year. Every year they are
i dentified as challenges to the DoD. Wat can we do to

overcone that, just in the remaining few seconds?
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M. Gant: | amnot sure | know. | amnot an expert
on the inner workings of the DoD and the | egacy prograns. |
woul d say, though, that we are in a position where we do
need to change the way that the Departnent thinks about
risk. | think that never taking a risk is actually a risky
strategy. And one of the things that | often find nyself
telling leaders is, if you think about investing in the
stock market, you want a diversified portfolio. You want
sone ganbl es, and you al so want sone very safe, predictable
i nvestments. Qur prograns ought to work the sane way. W
ought to have a portfolio of risk where we have safe,
predi ctabl e bets and we al so have nore uncertain bets, and
it seens that we are not doing enough of the latter.

Senator Ernst: Well, thank you all so nmuch. | |ove
all of the input that you all have provided today, and thank
you, M. Chair, for focusing on this issue.

Chai rman Reed: Thank you, Senator Ernst, and now via
Webex, Senator G I1ibrand.

Senator G Illibrand: Thank you very much, M. Chairman.

I wanted to ask a little bit about authorities for hiring.
Dr. Gant, | will start with you.

One issue that | amreally interested in is recruiting
and retaining the nost talented workforce that we can get
access to, specifically in cyber. | had a hearing on our

subcomm ttee where we tal ked about getting the best cyber

40
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wor kf orce and what authorities the DoD needed to be able to
acquire the workforce that we needed.

And there is one programcalled the Cyber Excepted
Service. | do not know if you have read about it or know
anyt hi ng about it, and perhaps the other panelists m ght.
But that created flexibility in allowwng to hire the staff
they wanted, different requirenents, because not everybody
who is expert in cyber are going to necessarily look Iike or
want to be trained like a typical recruit for the Arned
Services. So we mght need different standards for, you
know, how they are trained, and whether they are going to
have the sane training in terns of fitness or in terns of
weapons usage, et cetera.

Do you have any insights on this, and do you think that
it would help to create flexible standards in order to
recruit the nost talented cyber personnel ?

M. Gant: | do, Senator Gllibrand. This is a high-
priority issue when we were doing our work on the DIB. |
think we need to go further than higher standards. |
actually think we need an entirely different career track
for specialists. W already have one in the mlitary for
doctors and lawers. | think it is tinme that we create one
for conputer scientists. Mst of our cyber expertise is
going to cone fromsoftware engineers, and the sad reality

we have seen in too many parts of the DoD is that you get
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rotated into a role for two years, you have just begun to
devel op expertise, and then you are forced out of it before
you can fully nmaster the skills that you are trying to train
i n.

So | think if we created an expert specialist track for
conmputer scientists we would have a much easier tine not
only attracting and retaining cyber talent but also
devel opi ng t hem

Senator G llibrand: Oher panelists, would you like to
answer the same question?

M. Levine: Yes, Senator, if | could. First, it is

good to see you again, and second, | appreciate your point
about the Cyber Excepted Service. | think it is an

I nportant tool. | think direct hiring authority is an

i nportant tool as well. Those both focus on the civilian

wor kforce. And then you asked about the mlitary workforce,
| think we have a real problem which goes directly to what
M. Gant is talking about, in that we do not have a well -
devel oped requirenent within the Mlitary Services of what
we need. Because they do not have a career track, they do
not have a specialty in cyber, they do not have all the
specialties they need to find, they cannot send a
requi renent to the recruiters.

What | think the key starting point is for our cyber is

what is the requirenent? How many people do we need? Wat
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kind of people? To the extent that they are mlitary, why
do we need to have themin the mlitary rather than having
civilians or contractors? So there may be different skills
that we need from people who are in the mlitary, at one

| evel, from people who are in the civilian, at another

| evel , and people that we contract out. And until we define
what that is, it is kind of hard to get on top of the
recruiting problem because you do not know what requirenent
to send to your recruiters until you have gotten your arns
around it and said, "This is what | am |l ooking for."

Senator Gllibrand: M. Field, do you have anything
you want to say?

Ms. Field: The only thing | would add, and it is very
much consistent with what M. Levine said, which is that we
see a lot of roomfor inprovenent at the Departnent in terns
of strategic workforce planning, human capital, and
strategi c approach to human capital is also on our high-risk
list. | should note that DoD has nore areas in the high-
ri sk report than any ot her agency.

But we al so have devel oped sone key principles for
strategi c workforce planning that we woul d hope the
Departnment woul d follow, including determ ning the critical
skills and conpetencies that woul d be needed to achieve
current and future programmatic results and devel opi ng

strategies that are tailored to address gaps in the nunber
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of depl oynent and al i gnnment of human capital approaches.
There are nore elenments to those | eading practices. But
havi ng that framework in place could help the Depart nent
t hi nk about things |ike recruiting and retaining staff with
cyber capabilities.

Senator Gllibrand: Can you speak to the specific idea
that Dr. Gant shared in his answer?

Ms. Field: In terns of a specialty track?

Senator Gllibrand: Correct. Like do you think we
could create, within the DoD, a specialty track with
enunerated requirenments that actually allows for the

flexibility that we created in the Cyber Excepted Service?

Ms. Field: | amnot an expert in human capital at the
Departnent. Based on what | know, | do not see any
| npedi ments to the Departnent doing that. | think what | am

suggesting is that in doing so, the Departnent think about
it holistically in ternms of its workforce planning efforts.

Senator Gllibrand: Thank you. Thank you, M.

Chai r man.
Chai rman Reed: Thank you, Senator Gllibrand. Let ne
now recogni ze, via Wbex, Senator Tillis.

[ No response. ]
Senator G llibrand: Tom you are still on nmute. W
cannot hear you.

Chai rman Reed: Senator Tillis? You are recognized by
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Webex. | think you might be on mute and we cannot hear you.

Senator Tuberville, are you ready, sir? This is
unusual. You are so early in the hearing.

Senator Tuberville: It is unusual. | appreciate that,
M. Chair man.

Chai rman Reed: You are very wel cone. Your patience
has finally been rewarded.

Senator Tuberville: Thank you. It is always good to
be here, right?

Thank you very nmuch for being here today. Dr. Gant, |
was very encouraged by your early remarks about the culture
and about, you know, 1950s nmnagenent style. Hey, we have
got to grow. | nean, the Departnent of Defense is the nost
| nportant departnent that we have in this country, because
if we are not safe, and with the threats that we have, we
are going to have huge problens. So thanks for your
expertise there and ki nd of understanding that, hey, if you
have got an idea, bring it up, and you are not |eopardized
if you do that. | think that is so inportant. That is our
culture today, and we have so many good i deas and great
ideas, it is inportant to understand that.

Ms. Field, we are proud that Redstone Arsenal has been
sel ected as the pernmanent hone for Space Command. The nove
I s pending as an inspector general review, which | am

confident will show the process, that it is the right
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choice. But |ast week, during the SPACECOM posture hearing,
ny col | eague brought up an inportant point regarding the
significant cost savings of |ocating Space Conmand in

Al abama. The Air Force reported that the cost savings in
nmovi ng SPACECOM from Col orado to Redstone Arsenal in
Huntsville is significant. A trenendous savings for the

t axpayer -- 35 percent, one-tine savings for the nove and
then 25 percent annual cost savings over 20 years. This is
all on top of the I owest cost of living and the | owest cost
i ndex for construction and sustai nnent out of all the

consi dered sites.

Now | am not asking you to conment on the ongoi ng
I nvestigation, but | have got one question. What options
may exi st to provide greater transparency into funding for
conbat ant comrand operations, hiring, and training, and
exercise, all over the world?

Ms. Field: | want to nmake sure that | am understandi ng
your question correctly. So do you mnd repeating the very
| ast piece of it?

Senat or Tuberville: Yeah. Well, you know, just kind
of comment on hiring for right positions in the DoD, how
inmportant it is to not hire people just for what they went
to school in but the experiences that they have and what
they bring, you know, to the gane, so to speak.

Ms. Field: Certainly. So | believe you are speaking

46
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about the civilian acquisition workforce? |Is that --

Senator Tuberville: Yes. Yes.

Ms. Field: Thank you. So this is another sonewhat of
a good-news story. DoD contracting has been on our high-
risk list for many years, but we recently renoved the
section related to civilian acquisition wrkforce. As you,
| am sure, are aware, back in the 1990s there were
significant cuts to the civilian acquisition workforce.
They had a | ot of unintended consequences, and it took many
years for the Departnent to rebuild that workforce. It is
now in a nuch better place, and so we were able to renove
that portion fromour high-risk |ist.

Sol think if | were to give you sort of a status
update today, fromthe Departnent on that, that would be a
good- news story.

Senat or Tuberville: Thank you. Dr. Gant, as a
prof essor at one of the world's top business schools, in
your experience, how nmany of your students woul d consider a
career in the Departnent of Defense, when all this noney is
out there? You know, they can go out there and bring in the
bacon, so to speak. Wat should we do to make the
Departnment nore attractive to kids comng out, to work for
our country?

M. Gant: WlIl, Senator | have taught, | guess, a few

t housand students at \Warton over the past decade. | can
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count three who expressed an active interest in DoD, so it
IS not zero.

What can we do to nmake it nore attractive? | think the
first thing we could do is create a rotational program
where if you have technical talent, in particular, if you
have cyber capabilities, you can spend a year here, and then
rotate back into the private sector. | would | ove to have
exchange prograns with conpanies as well that would draw
sone of those people for six nonths or a year or two years
at atine. And | think if we allowed themto rent their
skills they would be very excited about the opportunity to
serve the mssion without having to give up on their career
aspirations altogether.

Senator Tuberville: It is inportant that we attract
the best. And | know they do not make as much noney
soneti mes, but sonetines there is a sacrifice.

Dr. Levine, several weeks ago we heard fromthe
Sel ective Service that out of 32 mllion young people every
year that sign up for Selective Service, only 450,000 were
fit for the mlitary and the DoD, 450,000 out of 32 mllion.
The Departnment faces a noral crisis of drugs, dropouts,
arrests, and obesity in Anmerican youth. The governnent
cannot parent. Wat can we do to help turn this crisis
around?

M. Levine: | believe the statistic you are | ooking at

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

49

al so enconpassed the issue of what is called propensity,
whet her young people are inclined toward mlitary service.
So there is the fitness issue and there is also the
propensity issue.

The fitness issue is very difficult because it goes to
society as a whole, and you have to deal with the fitness of
our young people in general. The propensity issue may be a
little bit nore in the area that Congress and the Depart nent
can directly address, by communicating the m ssion of the
i nportance of service to country and the value that the
mlitary provides to the country. | think that that nessage
has been | ost over the years, and that there is a large
segnent of our society that does not believe that the
mlitary is inportant, and does not even consider or think
about mlitary service for that reason. | think that is a
pl ace where Congress can help.

Senator Tuberville: Thank you. Thank you for your
coments. Thank you, M. Chairnan.

Chai rman Reed: Thank you very nuch, Senat or
Tuberville. Now |let ne recognize Senator Kaine, please.

Senator Kai ne: Thank you, M. Chair and Ranki ng Menber
I nhofe and to the witnesses. It is great to have you here
t oday.

I think I will start with you, M. Levine. W did an

across-the-board headquarters cut as part of the 2017 NDAA,
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and | was pretty significantly opposed to that at the tine,
not because | oppose cuts but because | had done so nuch
budget cutting as governor during the '08-'09 fiscal
recession that | |earned across-the-board cuts were
probl ematic. Two years later we were dealing with a crisis
in mlitary housing, and questions at hearings in Decenber
2019 reveal ed that because of the headquarters cut the Arny
had | aid off 33 percent of their housing oversight staff.
The Air Force had laid of 76 housing oversight staffers.
The Navy nunber was a |little bit harder to deternine.

Across-the-board cuts just are not the way to run any
operation, but we do need to push efficiencies. W do need
to look at letting go of |esser-performng prograns, if only
to then repurpose those resources into nore new i nnovation
or hi gher-perform ng prograns.

So where, within DoD, should the kind of continuous
| nprovenent be pushed? Should it be at the surface,
Secretary level, reporting to the SecDef, or what is the
best organi zati onal place to have this kind of push so we do
not do across-the-boards, which are foolish, but we do
targeted strategies?

M. Levine: So, first, | was in the position of having
to inplenment sone of those cuts when you enact them so |
shared your pain on that and saw sone of the difficult

decisions that had to be made. And let ne just give you a
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coupl e of other exanples before |I tal k about how you address
it.

We tal ked about strategic workforce planning and the
need for strategic workforce planning in a nunber of areas
today. One of the reasons why the Departnent is really bad
at strategic workforce planning is it does not have any
wor kforce to do strategi c workforce planning. That woul d be
a headquarters function, and we have defunded it. W do not
have that capability.

One that particularly worries nme is nodeling and
simul ati on, where we spend nuch | ess on nodeling and
sinmulation. [If you want to be innovative and experi nental,
you ought to be spending nore on nodeling and sinulation,
not | ess.

So you can sort of go down the list and see things that
have been cut that, yeah, that is a headquarters reduction,
but it makes a real difference for the ability of the
mlitary to operate. It nmakes a difference for the
war fi ghter.

| have to be careful, though, in saying that the budget
is blem shed tool, but it is an inportant tool, because it
really is true that in the Departnent of Defense if you just
tell people to do things better you will never see any
savings on anything. So | have a real problemw th these

ki nds of across-the-board cuts that are unrealistically deep
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and particular. They push the Departnent into behavior that
does not nmake sense. You have stuff that is cut in one
place. Civilians are cut and you end up with mlitary doing
t he sanme function and doing it nore expensively, or OSD is
cut, and you end up with three mlitary departnents doi ng
the same thing, and duplicating efforts, and doing it nore
expensi vel y.

So you end up with cuts that end up costing you nore
than they save you. But if you do not have sone use of the
budget to drive toward efficiency in those areas, you are
not going to get it.

So | would say that nore rational, targeted cuts, where
you have specifically | ooked at an area and said, "This is
an area which I know | amgoing to need to do it, but | need
to do it better. | amnot going to cut you in the first
year because | need you to do the planning that it takes to
figure out how you are going to do it better, and I am goi ng
to target this area.” You are going to get 2 percent or 4
percent, but over a period of tinme, to |let you phase it in
and figure out how to make your processes work better, then
you can use the budget as a tool in a way that makes nore
sense instead of this across-the-board thing that is just
going to hurt as nuch as it hel ps.

Senator Kaine: Got it. M. Levine, | have got one

nore question for you. Al of you indicate the inportance
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of | eadership to making any of these things work. | ama
little worried about the preval ence, during the |ast

adm ni stration, and still today, wth actings rather than
confirmeds. So right now !l think there are 60 Senate-
confirmed positions in the DoD. Twenty are confirned. Two-
thirds have acting in the role, and that certainly is a

hol dover fromthe past adm nistration.

What are the downsi des of having huge swaths of the
| eadershi p be acting rather than, you know, in place with
t he confidence that they can have the job for a while?

M. Levine: So, Senator, just quickly. First, a
transition between admnistrations is always a difficult
time, and you can expect to have actings in nuch greater
nunbers, just because of the nature of that period of tine.

The downside to actings is that the bureaucracy and the
organi zati on do not pay as nmuch heed to actings as they do
to full-tinme confirnmed officials. There is a |level of
ability to do things that becones greater, the ability to
work with senior people in the building. Renenber that the
senior mlitary are all there, so you have your four-stars.
Is the four-star dealing with sonebody who is a real peer,
who is a Senate-confirned peer, or is the four-star dealing
wi th sonebody that they knowis an SES who is tenporarily
sitting in that seat and will be gone tonmorrow? It really

does affect the ability to act on nmanagenent issues.
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Senator Kai ne: Thank you very much. Thanks, M.
Chair.

Chai rman Reed: Thank you, Senator Kaine. And let ne
recogni ze Senator Tillis via Webex, with the assunption the

technol ogy i s working.

Senator Tillis: M. Chairman, can you hear ne?
Chairman Reed: | can, Senator. Thank you.
Senator Tillis: Thank goodness | have technical skills

to actually undo what this application randomy did to ne
for nuting.

M. Gant, you mssed an incredible question that | was
on nute, and | want to go back and see if | can redo it.

| spent nost of ny career in technol ogy, research and
devel opnent, and | arge-scal e technol ogy i npl enentation, and

your concept of stretching the teamto cone up with ideas,

some of themdid not nmake sense, many of themdid, | think
is very inportant. In fact, we brought it upin a
subcomm ttee hearing with Chair Gllibrand just |ast week.

How woul d we structurally do that within the Departnent
of Defense, or create that culture? What sort of
suggestions woul d you have for nmaybe baby steps to get that
sort of culture of innovation engrained in everyone, and
possi bly even encourage them through financial incentives if
they conplete their day job, but cone up with great ideas

that potentially either can be conplenentary to the m ssion
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set that they have or to maybe sone other area within the
Depart ment of Defense?

M. Grant: Senator, one practice | have seen in the
private sector is to rethink the idea of a suggestion box,
and say suggestions are great but first we need probl ens.

We need to figure out which problenms need to be solved. |
woul d | ove to see problem boxes in every single segnent of

t he DoD, where anytine you see sonething broken -- it could
be a technical bug, it could be a managenent bug, or a
culture bug -- you submt it. Then we get senior |eaders to
come in and rate how i nportant the various problens are, and
then if you want to work on one of the high-priority

probl ens you can get sone resources to do that, you can
build a teamaround you. | think that is one way to begin

t he i nnovati on process.

| think in order for that to be sustainable, of course,
we need senior | eaders who are willing to place bets on sone
of those ideas. But the great thing about raising problens
is if you do it effectively you can actually build consensus
about what the issues are before we then have to innovate
around finding the best solution to them and | think that
Is a process that would make it a | ot easier for people who
are on the ground, closest to the action, to point out the
t hings that senior |eaders need to be aware of. So,

personally, | mght start there.
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Senator Tillis: | think that is a great idea. M.
Levine and Ms. Field, | want to go back to a question that
Senat or Shaheen touched on, and Senator Gl |i brand, and that

has to do with, we are in a highly conpetitive environnent,
where nost people with really high skills probably have two
or three job offers pending at the sane tine. And then you
get a job offer fromthe Departnent of Defense and they tel
you it could be nonths before they can onboard you.

What nore do we need to do to really accel erate that
process? W tal ked about things that we could do for non-
classified office space for hires pending their clearance.
But what nore do we need to do to be conpetitive? | think
we can attract people to the DoD, because of the tools and
m ssion, but we create a huge inpedi nent when it could be
six or nine nonths before you can be onboarded. Thoughts on
t hat ?

M. Levine: Senator, you have done a |ot to address
with the direct hiring authority that you have al ready
provided. | think you correctly point to the security
cl earance process as sonething that is a continuing
bottl eneck there. | would point out, though, the security
cl earance process is a bottleneck for many parts of the
private sector too, at least if they are working for the
Depart ment of Defense.

To me, the nost inportant thing you can do in this area
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-- there are two things. One is, as | nentioned before, is
i dentify your requirenents. Figure out what parts of that
cyber workforce you need to have in uniform what parts you
need to have as enpl oyees, and what parts you can contract
out, because you have greater tools and greater flexibility
i f you can contract out, and sonetinmes you can bring in
better talent.

But where you need to bring the workforce in-house,
where you want to hire civilians, cones to ny second point.
The nost inportant thing is you can invest in the civilians
and show them that you care about themwhile they are in the
Departnent. So do not just hire and forget. Bring themin,
train themup, give themthe kind of educational experience,
rotational experience so that they are exposed to the
m ssion and know that they are inportant to the m ssion and
t he Departnent cares about them That, to ne, is the nost
i nportant thing you can do in terns of making the Departnent
a nore attractive enpl oyer

Senator Tillis: M. Field, inny remaining tinme, the
2019 GAO report that identified nore than 100 initiatives
that were intended to inprove business operations within the
DoD were never really acted on. Do you have an
under st andi ng of sone of those initiatives and the ones that
you think really should have been inplenented, that could

have potentially inproved business operations wthin the
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DoD?

Ms. Field: Well, | want to nake sure that | am
responding to the correct report. W do have a high-risk
area focused on DoD s approach to business transformation,
where we tal k about sort of the overarching structure that
t he Departnent needs. But we also tal k about business
systens noderni zati on, and one of the key areas there is in
an effort to conme up with a plan for the next generation of
t he federated business enterprise, enterprise business
architecture, which is about napping, sort of the framework
for business transformation, so mapping all of the different
busi ness systens that the Departnent has in place that are
needed to drive managenent reform That initiative is one

of the key plans that the Departnment needs to fully

I mpl enent .
Senator Tillis: | agree. M. Chair, thank you. |
think that we are not |ooking -- there are two distinct

functions within the DoD. There is the warfighter and
protecting our national security, working with our partners
and allies, and there is the business of the DoD that has
not been noderni zed by any contenporary standards for
decades. And | think that we need to | ook at that as
fundanental as an application portfolio, inventory of all
applications and systens across the DoD, which ones can be

consol i dat ed, npderni zed, and drive out deficiencies so we
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1 can plowinto these very inportant underfunded initiatives
2 wthin the DoD.

3 So hopefully, M. Chair, thank you for bringing this

4 topic up for a coomittee hearing. Hopefully we can see sone
5 progress over this Congress. Thank you.

6 Chai rman Reed: Thank you, Senator Tillis. Let nme now
7 recogni ze Senator King.

8 Senator King: Thank you, M. Chairman. | think the

9 nost uttered sentence in Arerica in the last 12 nonths has
10 been "you are still on nmute.” W all hear that.

11 M. Levine, | want to ask a policy question disguised
12 as a managenent question. Jack Wl ch once said, "Mnagenent
13 is looking reality in the eye and then doi ng sonet hi ng about
14 it." M concernis that the reality is, in terns of the

15 defense of this nation, that the nost serious and |ikely

16 threat is in cyber. Anybody who thinks about a future

17 conflict will assert that it will at |east begin with a

18 cyberattack, on our mlitary system on our electric grid,
19 financial systens, all of those things, and that may be the
20 extent of the war.

21 | just did a quick calculation, based upon the 2021

22 budget. W are spending a little over 2 percent of the

23 defense budget on cyber. Are we naking a huge managenent

24  error by not recognizing the significant threat and not

25 reflecting it in our budgetary priorities?
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M. Levine: Senator, you spent several nonths now, I
gather, with the Cyber Solarium Conm ssion, so | amafraid
that I amrespondi ng to sonebody who knows a whole |ot nore
about this subject than I do, in terns of the bal ance.

But what | woul d suggest that you think about, in
framng the issue, is what is it possible to do? Is it, in
fact, possible to create a cyber defense that is going to be
affective, even if you spent the entire defense budget on
it? Could you do that, or is our reliance on the internet
and our reliance on conputers so extensive, and our
I nvest ment so extensive -- if we went from2 percent of the
budget to 3 percent to 5 percent, how nuch difference would
it make? And do we need to think in different terns? Do we
need to think in terns of deterrence or offensive
capabilities rather than sinply in defensive capabilities?

| do not know the answer to that question. | know that
you have a got a trenendously inportant question. | know
you have spent nore tine on it than | have. But | cannot
answer it. | cannot tell you there is a magic percentage or
a magi ¢ nunber that we could spend that woul d make us safe
in that area.

Senator King: And | agree with you. W cannot patch
our way out of this risk. And | do not know what the right
nunber is, but | think 2 percent is |ow

On the other hand, you are absolutely right that
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deterrence has to be part of the equation. The best
cyberattack is the one that does not occur, and it does not
occur because the adversary is afraid that there wll be
response. Wat | said to soneone the other day is this is
Deterrence 2.0, nutually assured disruption, and that is
really the way we need to think about it.

| am concerned about the | ack of data, and your

testinmony fromthe GAO, one of ny favorite saying is, "Does

It work, and how do you know?" It strikes ne that we do not
have a way of knowi ng, in many cases. |s that accurate?
Ms. Field: Well, | think that the full financial

audit, which | know |l sound |ike a broken record, 1s one of
the ways to figure out what we know and what we do not know,
and, therefore, which problens to prioritize. To bring it
back to cybersecurity, as a result of the full financial
audit, DoD identified hundreds of vulnerabilities inits IT
systens. That provided a roadmap for strengthening those IT
systens from a cyberattack.

So | agree with you. W do not have yet a full and
conpl ete picture of the departnent.

Senator King: The sad fact is the Russians nay have a
better idea of where those vulnerabilities are than we do,
but that is another subject.

M. Levine, this had been touched upon. [t has always

concerned nme that turnover is problem The whole m ndset in
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the mlitary of the three-year assignnent and then nove on
is a barrier to the devel opnent and mai nt enance of expertise
and experience. Should we be rethinking the sort of
rotational m ndset that drives so nuch of personnel policy

I n the Defense Departnent?

M. Levine: Senator King, | would be cautious about
that. Wat | would say is perhaps in sone areas. So, for
exanpl e, where you have an area where you feel you need deep
expertise. But the rotational systemin the mlitary al so
provides us with value. It provides us with broad | eaders,
| eadership skills that you do not get otherw se, exposure to
mul ti ple kinds of problens and different kind of thinking.
And when you conbine the mlitary and civilian who are
present next to each other -- in sone of these
organi zati ons, you have the civilians who can bring the
continuity, the mlitary who can bring the | eadership --
that can be a pretty potent conbination.

So | would say the answer is yes, but | heard Senator
Ernst say earlier -- what was it? -- assune prudent risk.
This is an area where | think you want to assune prudent
risk. You want to test this in areas where you think it
woul d be particularly helpful to build deep expertise before
you broaden it.

Senator King: W have a nodel for that in the nuclear

Navy, where the termis eight years, as opposed to three
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years in other places, because of the need for experti se.
So | take your point that it should be done selectively, but
there may be places where it woul d hel p.

Thank you very nuch, M. Chairman.

Chai rman Reed: Thank you, Senator King. Let ne
recogni ze Senator Haw ey, pl ease.

Senator Hawl ey: Thank you, M. Chairman, and thanks to
the witnesses for being here. M. Levine, if | could just
start with you. You wote |ast year that "The next
Secretary of Defense should preserve the good el enents of
t he new acqui sition experinentation while avoiding a return
to the 1990s-era conspiracy hope." | wonder if you could
just elaborate on that for us. What aspects of acquisition
form shoul d DoD be focusing on, and what pitfalls does it --

M. Levine: | just quoted Senator Ernst saying,
"assune prudent risk." | think that is what we need to be
doing in the acquisition system And another way | have
said it is we need to be able to wal k and chew gum at the
same tinme. W need to be able to do far-out experinental
ki nds of things, and at the sane tinme we need to be able to
run maj or prograns that are going to cost hundreds of
billions of dollars in a relatively controlled way, so that
that we do not end up having overruns at 50, 100 percent, as
we have had with weapons systens in the past.

The experience that we had in the 1990s was that we
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said, "W are going to try new things, and these new things
are all going to work." And so we are going to assune that
everything is going to work really well. W are going to
take off all the controls, and that is going to reduce our
cost s.

We took off controls. W took off baselines. W put
i n comrercial technol ogies and commerci al approaches, and
when things did not work we had costs that really spiral ed
out of control, and a | ot of weapons systens that fail ed,
weapons systens that were cancelled. The Arny |ost,
essentially, a generation of nodernization because it plowed
noney into systens that did not pan out.

So we need to be able to do sone things in a
conservative way, where we are really careful and cauti ous.
But when you are building an aircraft carrier, you probably
want to be very careful about how you build the aircraft
carrier, so that when you get to the end of your $12 billion
i nvest nent you have a $12 billion aircraft carrier.

On the other hand, you want to be able to do this
experi mentation and push the frontier. So it is walk and
chew gum at the sanme tinme, is what | am suggesting here.

Senator Hawl ey: Very good. Thank you for that.

Ms. Field, let ne ask you about this. A GAO report
fromthis year credited DoD | eadership with denonstrating a

strong commtnent to inproving the managenent of its weapons
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systens acquisitions, but the report went on to say that
there is nore work to be done. So let nme just ask you about
that. Do any weapons prograns, in particular, stand out to
you as exanpl es of how these kinds of prograns shoul d be
managed?

Ms. Field: So I will first note that ny coll eague,
Shel by Cakley, wll be here next week to tal k about
acqui sition reform and she m ght be the best person to
answer that question. But | will say that we did an
analysis, | think | ast year, where we | ooked at different
maj or defense acquisition prograns, and one of the things we
found is that for those prograns where there were certain
steps taken in the acquisition process, such as review ng
the designs at an earlier point in the process than
traditionally done, they had significantly |ess cost
overruns and schedul e grow h.

And so which progranms those exactly were, M. Qakley
w Il know, but we certainly do have exanples of acquisition
prograns that have been run better than others. | would
al so note that the Departnent has instituted new policies to
try to speed up the acquisition process. W think that
those policies are a good step forward. What we now need to
see are the Mlitary Services mrroring those policies wth
their own in-house policies.

Senator Hawl ey: Let ne ask you this. The Depart nent
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has | ong struggled to bal ance near-term and | ong-term

requi renments, and we have seen this play out in recent years
as DoD has tried to neet the conbatant conmanders' requests
for forces while also allow ng the Services to pursue and
rebuil d readi ness and noderni zati on. How can better
managenment practices help inprove DoD s ability to nmanage

t hese conpeting priorities in a systematic way?

Ms. Field: Wll, that is a really tough question, and
| think the tension between the readi ness and noderni zati on
is one that no single person can figure out. | wll say
that the idea behind a chief nmanagenent officer, which is
sonet hi ng we have | ong suggested the Departnent needs, is to
el evate, integrate, institutionalize managenent reformso
that the Secretary and the Deputy Secretary can be freed up
to focus on tough questions |like that. So have a senior
official whose full-tinme job is to try to inprove managenent
processes, to save noney to put toward things |ike readi ness
and noderni zation. So having a senior official who can
focus full-tinme on nmanagenent reformis key.

Senator Hawl ey: Do you have anything to add to that,
M. Levine?

M. Levine: Well, | would agree with Ms. Field that
t he bal anci ng of readi ness and future needs is a matter of
budgets and priorities. It is really not a nanagenent

Issue. It is an issue nore for the Secretary of Defense and
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for the Congress to reach that bal ance than for nmanagenent -
| evel officials in the Departnent.

Senat or Hawl ey: Very good. M tine has nearly
expired. | may have another question or two for you for the
record, but thank you so much, all of you, for being here.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Hawl ey. Let ne
recogni ze Senator Kelly, please.

Senator Kelly: Thank you, M. Chairman. This first
guestion is for M. Levine. So you have had experience
serving in senior managenent of both the Defense Departnent
and the staff of the Senate Arned Services Committee, and
some suggest Congress is like the board of directors for
DoD. Based on your experience, can you speak about how you
view the relative roles of the DoD and Congress?

M. Levine: As | said in ny opening statenent,
Congress can set priorities for the Departnment and Congress
can provide tools to the Departnent, but Congress cannot
manage the Departnment. So we are here today tal king about
def ense managenent. There are things that you can do to
hel p, but at the end of the day it is DoD officials in
seni or positions who have to nanage the organi zati on.

The thing that | worry about is that when Congress
tries too hard to help it can be counterproductive. So if

we have too nmuch legislation, even if it is well-intentioned
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| egislation, it may even be good legislation, it can add a
huge burden to the Departnent, which becones nore of a
managenent probl em t han hel p.

I do not know if that answers your question.

Senator Kelly: Well, M. Levine, as we | ook to inprove
accountability to the American public while inproving
readi ness and depl oynent of new t echnol ogi es, how should we
wor k together to inprove these managenent practices?

M. Levine: | think that Congress' best role in
managenment is as a partner, for |eaders of the Departnent of
Def ense. So you can partner with them by neeting with them
getting to know them understanding the problens they are
wor ki ng wi th, understandi ng whet her they need new tools, and
hel pi ng them set priorities. You can push them You can
provi de oversight to them Wat you cannot do, at the end
of the day, is manage, as | say. They have to have that
responsibility. But you can push themin the right
di rections.

Senator Kelly: Thank you. Dr. Grant, | was at NASA
during the Col unbi a space shuttle accident, and on the
ground there in East Texas, helping | ead the recovery
m ssion during those first couple of days. And | | ost
friends and classmates that day, and it was a difficult tinme
for our organization. And this investigation, after

Col unbi a, discovered that nultiple enpl oyees at NASA were
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concerned about the damage the space shuttle had taken

during liftoff, but had never raised those concerns. And as
we assess what happened and why, we opted to nmake nanagenent
changes to avoid the kind of group think that helped lead to

this disaster.

To this day, on a wall in a conference near the M ssion
Control Center it says -- this is quote -- it says, "None of
us is as dunb as all of us." You know, the nessage being

that few things are as dangerous in a hi gh-stakes
envi ronment as unchal | enged group think.

Dr. Grant, the Departnent of Defense necessarily relies
on a no-fail, can-do culture that places a prem um on
command and control structures to ensure the success of its
m ssions. How can nmanagers in DoD apply your research about
t he advant ages of chall enging group think to an organi zati on
| i ke the Departnent of Defense?

M. Gant: Senator, how many hours do you have today?
| think it is obviously a very conpl ex question, and,
frankly, | think there is a lot we can |l earn from NASA t hat
Is applicable to DoD. | think the place | would start is |
know one of the nornms in place at NASA now, in many parts of
the organi zation, is that at the very end of a neeting
peopl e are asked, "Does anyone have any information that has
not been shared but m ght be relevant to the decision we are

maki ng today?" | think it is a last-ditch attenpt for
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people to share critical information that m ght have gotten
| ost .

I think that we need to think, though, much nore
systematical |y about how we encourage people to chall enge
upward. One of the things | worry about nobst is sonetines
known as the "HI PPO effect.” H PPO stands for Hi ghest Paid
Person's Opinion. And as soon as that is known, people want
to junp on the bandwagon, and we start to see conformty and
convergent thinking instead of diversity of thought and
di vergent thinking.

I think that, you know, there are a |ot of different
ways to challenge that, but one of the ways that we
I npl enent this in many organi zations is we say, okay, let's
put the problemor the decision on the table. Let's get
everybody' s i ndependent thought before the |leader's view are
known, and that way we can surface the different opinions in
the room and begin to discuss which ones are worth pursuing.
| think that is a practice we could probably apply nmuch nore
broadly than we currently do.

Senator Kelly: Yeah, | used to, when | got assigned to
be a commander of a mssion, one of the first things | would
tell nmy crew nenbers is that they were required to question
nmy deci sions, not optional, especially if it had to do with
safety and m ssion success. | nean, there are sone things

that could go, but when it has to do with those two things,
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safety and m ssion success, we need individuals that wll
qguestion their | eadership.

M. Gant: Yeah. Let's nake it unsafe not to speak
up.

Senator Kelly: Thank you, Dr. G ant.

Chai rman Reed: Thank you very nuch, Senator Kelly.

Let nme recogni ze Senator Sullivan, please.

Senator Sullivan: Thank you, M. Chairman, and I
appreciate the wtnesses coning today. Really inportant
topic, even though it is kind of dense.

So, M. Levine, | was reading your ten rules for
def ense managenent reform and | want to | ook at one of your
rules. You caution Congress and the DoD fromtaking on too
much. You list a nunber of recent mmjor overhauls, to
include mlitary health care, defense acquisition, officer
personnel managenent, mlitary retirenent, UCMJ, and you
concl ude by stating, "Wen you try to attack everything at
once you often end up acconplishing nothing."

So if this commttee were going to take your sound
advi ce, given the current strategic environnent, where
shoul d we focus defense reformefforts to ensure we conpete
nost effectively wwth China and Russia, and we get back to
the main m ssion of the Departnent of Defense. There has
been a |l ot of talk about sonme of these broader issues,

social issues you mght want to call them But | think we
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have to renenber the DoD mission is to protect our nation,
to close with and destroy the enemi es of our country, if
need be to go and kill the enem es of our country, and
sonmeti nes we forget that.

What are the reforns you would focus on?

M. Levine: First, Senator, ny rules are little bit
oversinplified. | amtalking about rules that you can
prioritize so you get themup at the senior |evel of the
Departnment and you get your senior |leaders to focus on them
whi ch can only be a handful.

I woul d think about a couple of areas. One is the area
-- so the advanced kinds of skills that we need for new
war fighting, whether it is cyber, A, software. Those are
things that we are increasingly reliant on and we are
deficient in skills. And | would | ook at that as being a
maj or priority for the Departnent of Defense. W need to
reformthe way that we access those skills and the way we
treat those skills, so that we can build theminto the
wor kf orce and make better use of them

The second thing I would worry about is data. W have
got reans and reans of data at the Departnent of Defense.
We have got all kinds of data that could be incredibly
hel pful to us, and we are not able to access it in an
effective way to nake deci sions.

I think that those two things would be right up at the
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top of ny priority list, Senator.

Senator Sullivan: | amgoing to ask this question for
all three witnesses, and | know you have al ready tal ked
about it, but it is such an inportant issue and | think it
I's such a strategic disadvantage, relative to China, in
particular, but it does not need to be, and that is in the
area of weapons systens reform getting new pl atforns.

We have all heard the kind of parade of horrible
Senator Tillis. | amsurprised that he did not pull out his
450- page RFP for the next fiscal -- literally, a 450-page
RFP for the next generation of handgun. You can go and buy
a handgun off the shelf that | think would be fine, whether
It is the F-35 taking 20 years to devel op, | know we have
al ready tal ked about the Ford-class carrier. But then you
have other instances in U S. history. | forgot the
devel opnent tinme frane of the SR-71, the Bl ackbird, the spy
pl ane, but | know it was very, very short.

So what can we do to address the giant chall enges that
we have in devel opi ng weapons systens that take years, if
not decades, and certainly disadvantages us relative to
Chi na?

Ms. Field: | think one of the key things that needs to
happen is to get out of the business of bringing on or
starting new acqui sition prograns w thout having sound

busi ness cases in place fromthe beginning. And so we often
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see, in acquisition, that the requirenents sinply do not
match the resources. It is a fundanental problem | am
oversinplifying it, but that is a key piece of it. And the
result, of course, is that nore prograns are started than
can be executed, buying power is reduced, performance is
reduced, delivery is delayed. And so bringing nore
discipline to the up-front piece of the acquisition process

is critical.

Senator Sullivan: Geat. Any other wtnesses on that?

M. Levine: Senator, | think that recognizing that
different markets are different, that acquisition is not al
of one piece. So the exanple you gave of handguns is
obvi ously a crazy thing, because handguns are out there.
There is no revol utionary handgun that the Departnent of
Defense is going to invent that is vastly superior to what
the commercial marketplace i s producing.

Aircraft carriers are different from handguns. It
probably takes 10, 15, 20 years to field your next aircraft
carrier, and you are not going to short-circuit that by
running a conpetition faster or sonething, because that is
t he devel opnent cycle. Software is conpletely different

because it is largely comrerci al.

W need to be able to respond to each of these areas in

di fferent ways, depending on what the market is and what the

conpetitors | ook |ike.
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Senator Sullivan: Thank you, M. Chairnan.

Chairman Reed: Thank you, Senator Sullivan. Let ne
now recogni ze, via Wbex, Senator Mnchi n.

Senat or Manchin: Thank you, M. Chairman, and thank
you all for being here and the service you have given our
country.

M. Levine, ny hone state of West Virginia sits just
outside the National Capital region, which is often used in
the Fed's contract as a way to geographically limt which
conpani es can conpete for the work of the Departnent of
Defense. This is known as "place of performance."” That
cl ause has been a hindrance to West Virginia and a nunber of
other rural states without a significant mlitary or
I ndustrial footprint, essentially preventing any conpany,
any opportunity at increasing that footprint for business
that do not exist in the region identified by the place of
per f or mance cl ause.

And ny question would be, would you agree that there is
need for a change, and if it would be basically still
hurting the Departnent if we do not change it, and in the
hi ghly urban and high cost of living areas that is a strain
anyway. | have to assune that the higher cost is being
passed on to the Departnent and the taxpayer. So your
comrents on this would be appreciat ed.

M. Levine: Senator, first of all, it is good to see
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you agai n.

Senat or Manchin: You too.

M. Levine: Second of all, |I think that, as | just was
saying in response to Senator Sullivan, it would depend on
the market. So there are sone things where place of
performance may be inportant. | would think those would be
fairly limted, sonething where you have to support an
organi zation that is in the National Capital region, and
even that may be nore attenuated these days as we are all
getting used to renote work. So things that we thought, in
past years, we needed to have a place of performance that
was close to the organization or entity that was in charge,
we may now, wWith our greater ability to work renotely, be
able to nove on fromthat, and I think it is sonething that
deserves to be re-exanmned. Are we using that correctly?
There probably still sonme places where we need to specify
pl ace of performance, but it may be less today than it was
even a year ago.

Senator Manchin: 1Is it a policy in place, sir, or do
you have the flexibility to make those changes or
recommendati ons, or does it take |egislation?

M. Levine: | believe that the Executive branch woul d
have the ability to make that change on its own. | do not
believe that any legislation is required with regard to

pl ace of performance on contracts.
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Senator Manchin: R ght. |If you could check that out I
woul d really appreciate that.

Ms. Field, | was extrenely disappointed | ast year's
NDAA i ncluded the term nation of the chief nmanagenent
officer position at the DoD. In light of the CMJ s position
termnation, | asked ny staff to get on the phone with a
nunber of experts, including yourself and M. Levine, to
tal k about how Congress can hel p shape cost reformin the
DoD, specifically in the fourth estate.

One idea that was brought up by the nmultitude of people
was the creation of another Under Secretary of Defense,
whose role would be simlar to the State Departnent's Deputy
Secretary for Managenent and Resources.

My question would be, while | do not want to see nore
bur eaucracy added to the DoD wi thout appropriate authority
driving it, are there any concrete ways that we can enpower
a position within the Departnment to ensure business reforns
are instituted wthout constant oversight at the
congressional |evel?

Ms. Field: Thank you for that question, and you are
absolutely right. Since 2005, GAO has noted the need for a
very senior official at the Departnent to drive nanagenent
reform It was the sane year we added DoD approach to
busi ness transformation to our high-risk list.

There are a nunber of different structures that coul d
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be used to help drive change at the Departnment. Now
changing a line in an org chart is not going to get you
where you need to be. But what we believe the Departnent
needs is a senior official who is in a full-tine position
created through | egislation, has the responsibility,
authority, and accountability for DoD s overall business
transformation efforts, reports directly to the Secretary of
Def ense, brings significant and rel evant experience to the
job, is on a term appoi ntnent, crossing adm ni strations, and
is subject to a performance contract. That is what we
call ed for back in 2005.

I think the legislation back in FY 2017 and 2018,
t hrough the NDAA that created the chief managenent officer,
was actually very nmuch in line wwth a lot of that.
Unfortunately, what we found is that the Departnent did not
truly enpower the CMOw th those authorities because they
were subject to the direction, control, and authority of the
Secretary of Defense, who did not support the CMO

Senator Manchin: Thank you very nmuch. Every busi ness
and econony runs an inherent risk of generating waste, but
the clear difference here, in ny opinion, is that the
managenment of these vast prograns of the DoD are not
prioritized or incentivized wth prograns or audits that
reinforce cutting waste. Furthernore, | feel as though

waste in the DoDis far too often seen as an excuse by
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product, and what troubles nme is that the accepted nornality
I's then passed off to the Anmerican taxpayer.

So either one of you all, froma business reform
perspective, what are the top concerns you have with the
Def ense Logi stics Agency, the Defense |Information Systens
Agency, the Defense Finance, the Defense Contract Audit
Agency, and Defense Contract Managenent Agency?

M. Levine: Senator, so | would say at the Defense
Logi stics Agency, in ny experience, is one of the best-run
parts of the Departnent of Defense. | cannot tell you there
s no waste there, but ny inpression is it is extrenely
effective and efficient, and that the consolidation of tasks
that used to be perforned in the mlitary departnents into a
singl e agency that runs themon a consolidated basis for al
the mlitary departnents has been a success.

DFAS al so consunes far | ess resources than the Services
did when they perfornmed simlar functions. | think there
are real questions now, though, about the interface between
DFAS and the Services, as we try to get to financial audit,
and whet her sonetines that becones nore of a problemthan a
sol ution, because as we field these enterprise resource
systens in the Services, and they are capable of doing sone
of the things that DFAS does, there may be sone duplication
there that causes nore problemthan it helps, and it is

sonet hi ng that deserves to be | ooked at.
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| give you one nore, which is DISA. | think there has
been sonme concern that DI SA does not necessarily control al
the things that it would like to control, and there is
rivalry with the Services. There is sonme duplication of
conputing centers, as | understand it, and conputing
capability within DI SA. Sone of that may be because it is
| ocated in places in the United States where it is hard
close a facility once you have it.

But these are not agencies that are waste. These are
agenci es that are an essential part of the way the
Departnment operates not only its business systens but al so
Its warfighting systens. DLA, and DI SA, in particular,
support the warfight and should not just be viewed as
over head.

Senator Manchin: Thank you very much. M tinme has
expired. Thank you, M. Chairnan.

Chai rman Reed: Thank you, Senator Manchin. And now
| et ne recogni ze, via Wbex, Senator Rosen.

Senator Rosen: Thank you, Chairman Reed, Ranki ng
Menber | nhofe for holding this inportant hearing. | would
like to thank all the witnesses for being here testifying
t oday, because, as you know, DoD s 2019 Digital
Moder ni zation Strategy, it does serve as the Departnent's
strategic plan for information resource managenent and

presents | T-rel ated noderni zati on goal s.
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But I want to speak to sonmething a little nore
speci fic, comon data capture across all platfornms, because
raw data is a strategic asset. Wen data is conmobn acr o0ss
platfornms, it provides a powerful tool for policynmakers, for
strategic planning, know ng what we did, what we need to do,
et cetera.

So DoD s Moderni zation Strategy calls for elevating the
| nportance of data and information in its mlitary
operations. Standardi zi ng data capture across DoD
organi zati ons, sone data capture can give the warfighter
better information on efficiencies by using econom es of
scal e, maybe consolidating resources where it nmakes sense,
under st andi ng what our needs or gaps are for future mlitary
oper ati ons.

So to Ms. Field and M. Levine, as DoD noderni zes, how
should it attenpt to convert and capture data that is
common, in sonme kind of common format across organi zati ons
for strategic planning and operations?

M. Levine: One thing | would say is you cannot do it
on the cheap. There is often an effort to shortcut this and
think we can do it with no resources. W absorb fantastic
guantities of data in the Departnent of Defense, both for
war fi ghting purposes and busi ness purposes. | think |I heard
at sone point that the F-35 alone takes in nore data than

the entire Departnent took in, in, say, 1980 or 1985. Just
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vast quantities of data froma single system and we do not
know what to do with it. W do not know how to
operationalize it.

The sane is true on the business side. It is not good
enough just to take in the data. For too |ong we have
shortcutted past the whol e i ssue of data science. W need
data science in the Departnent. W need data scientists.

We need to curate our data so that it is in a formthat we
can actually use it in, and that is not going to be cheap
and easy. And that is why | talk about opening the aperture
on our financial audit investnent, and investing nore in the
ot her types of data and other types of data systens where we
have been really deficient in our investnent.

Senator Rosen: | could not agree nore. M. Field,
woul d you |ike to el aborate quickly, because |I have one nore
| mportant questi on.

Ms. Field: Very quickly, I wll note that
standardi zing definitions of data is critical in order to
draw connections and nake conpari sons, and, therefore,
better inforned decisions. One thing | will note is that
t he chi ef managenent officer, before that position was
el imnated, worked with the CIO to devel op an integrated
busi ness franmework. That was a positive step toward exactly
what you are tal king about. And so one of the things that

we plan to look at, at GAO is what happened to that effort
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now that the position has been elim nated.

Senat or Rosen: Thank you. | appreciate it. | would
li ke to nove on to tech personnel managenent. This question
is for M. Levine. 1In a recent article, you cited risk-
adverse personnel systens, and you quoted "a naze of rules
Is underm ning the Pentagon's ability to access the people

It needs,"” and it is, quote, "driving away needed talent."

Senator Bl ackburn and I, we have been trying to address
this challenge in cyber, recently introducing |egislation to
create a cyber reserve for DoD and DHS, nade up of fornmer
Federal personnel now working in the private sector, a
reserve corps, if you wil.

So buil ding on questions from Senators GI1librand and
Tillis, what do you believe are sone of the managenent
constraints that are keeping DoD fromattracting talent in
the fields of software, cyber, and artificial intelligence,
and what can we do to help you attract talent to these
critical fields?

M. Levine: So first of all, just hearing about it
fromyou, the idea of a cyber reserve sounds |ike a good
idea. It sounds |like a good idea because we need to access
tal ent wherever we can find it. So if we can access it, if
we can tap into a different type of talent in a different

way, that has got to be a good thing.

Wth regard to civilian enploynent, ny viewis we have
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direct hiring authority now. Congress has been very good
about providing directing hiring authority in areas |ike
cyber, and so the inefficiencies of the conpetitive hiring
systemreally are not particularly a problemin an area |ike
cyber. The question of pay cones in. W have the Cyber
Excepted Service, which allows paying higher salaries, not
enough to be conpetitive with the private sector.

The missing elenent is bringing it all together and
showi ng people that we are willing to invest and to care
about them And so devel opi ng a program where you bring
people in, and you put themin a position where they
understand that they are inportant to the m ssion and they
are going to play a key role in what you are doing, there is
no thing you can do nore for enpl oyees than show ng you care
about them to build your recruiting and build your ability
to retain key personnel.

Senator Rosen: Well, | could not agree nore. | think
t hat goes across all businesses. Enployee turnover is
al ways the hi ghest cost, because you |ose that institutional
know edge. So when we invest in the long-termcare of an
enpl oyee, that neans they take care of what they need to.

Thank you, M. Chairman. M tine has expired.

Chai rman Reed: Thank you very nuch, Senator Rosen.
Now | have just a few comments | would |ike to make before

we adjourn. First of all, I was struck, M. Gant, at page
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193 of your book there is a caption to a cartoon that |
think captures the essence of everything we do here, and it
s, "W'd now like to open the floor to shorter speeches

di sgui sed as questions.” So with that, |let nme open the

fl oor to shorter speeches disqguised as questions.

A coupl e of observations. One is that we have had
several comentators, including the authors of the Nationa
Def ense Strategy Report, indicating a shift fromcivilian
control of the mlitary to professional mlitary officers in
control. One aspect of that mght be is that if you | ook at
prof essional officers and, even now, senior enlisted, they
have the opportunity -- in fact, they are expected to go to
graduat e school, and they are expected to go to mlitary
education schools, the General Staff College, et cetera. |
do not think we have anything conparable to that in the
civilian service.

So what happens is you have a situation where you have
a civilian, and then soneone is brought in, a younger,
per haps, officer, a captain or ngjor, who has a Ph.D. in
systens anal ysis, and right away you have a sort of
di sparity between what we expect to be the civilian in
charge versus the officer that is there for one or two
years. |s this a serious issue, and sonething we should do
about it? Your comments, M. Levine.

M. Levine: | think there is a continuing tension, but
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| do not think the continuing tension is necessarily bad. |
think that bringing different kinds of talent to focus on a
probl em and people with a different perspective, can be a
good thing. So | hesitate to say that this is a problem

It is a tension, but not necessarily a problem

Chairman Reed: Well, let nme reverse it. Should we
have a conparable systemfor civilian enployees at the
Departnment of Defense so that they can mature and advance
their skills as the unifornmed side does?

M. Levine: Absolutely, and we do have sone of those
systens. The problemis that we are not organized in how we
use themfor civilians. So we have civilian training.
Cvilian training sonetines is used as a reward -- | have
sonebody good so | amgoing to send themoff to training, to
show t hem how nuch | |ike them That does not necessarily
have anything to do with the job he or she is going to be
doi ng when she gets back. It is sonetines used as a way to
get rid of sonebody that they do not |ike and get them out
of the office for six nonths, send themto training. It
needs to be nuch nore systematic, in the way that it is in
the mlitary.

Chairman Reed: Ms. Field, any coments?

Ms. Field: | would note that one of the things that
t he Departnent has been experinenting with in the past few

years, | think at the behest of this conmttee, has been the
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use of cross-functional teanms, which brings civilians and
mlitary personnel together for six nonths to two years.
They | eave their day jobs and they focus on a critical
I ssue. There was one team focused on el ectromagnetic
spectrum operations. And | think that that experinment,
while still very much an experinent, is one good way of
bringing civilians and mlitary officials together to think
creatively and innovatively about an inportant problem

Chairman Reed: Dr. Grant, any comments?

M. Gant: Substantial risk that we underinvest in
| eader shi p devel opnent for civilians, and oftentinmes the
capabilities are already there. | renenber a few years back
| taught a | eadership course that involved a pretty
ext ensi ve change simulation that both civilians and generals
and colonels were participating in. And the civilians in
the DoD perfornmed significantly better, in part because
I nstead of executing i mediately, they actually stopped to
plan. And | saw that and wondered, what are we doing to
make sure that ability to pause and analyze is really being
devel oped and harnessed in the DoD, and nmy hunch is not
enough.

Chairman Reed: Thank you. Another issue -- again,
this is observational, not analytical -- is that we hire
| ots of contractors at the Departnent of Defense. Sonetines

they are essential because we do not have those skills.
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Soneti nes we have done it because we have cut back
dramatically on civilians. And sonetinmes | think we do it
because there is at least a short-run financial incentive to
hire the contractors, but at the expense of the long-return
of seasoned career professionals. Dr. Levine, your coments
on this? 1Is this a problenf

M. Levine: Over-reliance on contractors can
definitely be a problem There are many pl aces, as you
know, where we rely on the special expertise we can get from
outside the Departnment. | think that in the cyber area,
sonme of the things we are tal king about, Al area, there may
be skills that we can access fromthe private sector that we
cannot build oursel ves.

The inportant thing is that we have to at | east
mai nt ai n enough expertise in the governnent that we
understand what we are buying. |If we do not have any
expertise at all, ourselves, if we contract it all out, then
we are just a victim W cannot nmake smart deci sions, we
cannot understand what we are doing, and | do not think we
want to be in that position.

Chai rman Reed: Your comments, ma' anf?

Ms. Field: Yes. So DoD, a few years ago, as | amsure
you are aware, did an assessnent, or tried to assess whet her
it nore expensive to use civilians or contractors in certain

pl aces, or mlitary personnel, for that natter. And the
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Depart ment determ ned, although it was using a non-
judgnental sanple, that there really was not a significant
difference. So I think that is the first key piece to keep
in mnd is the cost is not the driving factor here.

So to your point, then, the key consideration is what
capabilities do we want in-house, that we want to nurture,
whether it be on the mlitary side or the civilian side?
One of the things we found is that the Departnent has not
assessed the mx of civilian, contractor, and mlitary
per sonnel throughout the Departnent, and so we have
recommended that the Departnent do that.

Chai rman Reed: Thank you. Dr. Gant, any comments?

M. Gant: | do not have data fromw thin the DoD on
this, but one of the things that | would put on the table is
in other industries we see that experience is a doubl e-edged
sword, that on the one hand it brings a |lot of know how, on
the other hand it also carries blinders and baggage, and
soneti nes people over-index on their internal experience.

So | think that in sone cases it is possible that
contractors bring fresh i deas and new perspectives, and we
coul d benefit fromthat, and we ought to be docunenti ng what
that | ooks Iike.

Chairman Reed: Finally, and this is nore of a thought
| npression, is while the hearing was going on and we were

tal ki ng about innovation and creativity and how do we junp
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ahead, | thought of Alan Turing and Bletchley Hall, in which
the British governnment, Prine Mnister Churchill, basically
said, "Leave themalone and let themdo.” And it was an

I nteresting group of people, and they basically nmade a
significant discovery that sone woul d say shaped, or even
determ ned the outcome of the war.

Do we need sonething |like that, or do we have sonethi ng
| i ke that already? | know DARPA does great work, but have
we picked out a key elenent |ike quantum conputing or Al and
said we are going to build, not just at a DoD | evel but at a
national level, this group of experts, and set them | oose?

M. Levine: | think that M. Gant referred to nunber
of different DoD organizations that work in that way, with
DI U and NSIN and some of the others. He had a |list of them
| think, up front.

But | think it is also inportant recognize that it is
still something that our mlitary does at the tactical and
operational level. So we had people in Iraq and in
Af ghani stan in the field, dealing with problens on a day-to-
day basis and devel oping solutions. And so we should not
overl ook the fact that we have innovators at all |evels of
our organi zati on who continue to performwell today. There
are sone other exanples that cone to mnd -- and | do not
know whet her they are classified so I cannot tal k about them

-- where the people at the front end, at the pointy end of
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the sword, in fact are still able to innovate and still able
to do sonme of that. That does not get to your question of a
Manhattan Project kind of thing, and | am not sure what the
Manhattan Project would be, so | do not necessarily have a
comrent on that.

Chai rman Reed: Thank you. Ms. Field?

Ms. Field: Wll, |I would again point to cross-
functional teans as one interesting nodel that could be
used, that could generate sone interesting ideas, in
addition to all of the other various innovative cells that
Dr. Grant referenced.

I would say one thing to keep an eye on, which wll be
very interesting, are the new task forces that have been
just stood up or are in the process of being stood up, on
things |ike China and climte change and cyber. Those task
forces, if approached from an experinental or innovative
way, could be a really interesting opportunity for the
Departnent to try new things and conme up with new sol utions
on key probl ens.

Chai rman Reed: Thank you. And Dr. G ant.

M. Gant: One of the nore encouraging trends that |
have seen in the past couple of years in DoDis the
devel opnment of courses around design thinking and innovative
probl emsolving. And I think we have an adopti on probl em

there. The expertise exists. It is not necessarily being
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di ssemnated. And | take a |look at |-Corps and sone of the
ot her prograns in place to try to figure out, can we spread
this nore widely?

Chai rman Reed: Thank you very much for all your
testinmony and for your service to the country, and we really
appreci ate your comments today.

Wth that | wll adjourn the hearing. Thank you.

[ Wher eupon, at 11:25 a.m, the hearing was adjourned.]
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