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OPENI NG STATEMENT OF HON. KI RSTEN G LLI BRAND, U. S.

SENATOR FROM NEW YORK

Senator G llibrand: Good afternoon, everybody. The
subcomm ttee neets today to receive testinony on the current
and future cyber workforce requirenents of the Departnent of
Defense and Mlitary Services. Qur wtnesses include M.
John Shernman, Acting Departnent of Defense Chief Information
O ficer; M. Veronica Hinton, Acting Deputy Assistant
Secretary for Defense for Civilian Personnel Policy;, M.
Leonard Litton, acting Deputy Assistant Secretary for
Defense for MIlitary Personnel Policy; and Lieutenant
CGCeneral Dennis Crall, D rector, Commnd, Control
Communi cati ons and Conputers/ Cyber and Chief Informtion
Oficer, Joint Staff, J6. WlIlcone. Thank you.

In March, General Nakasone testified to the ful
comm ttee that USCYBERCOM conducted two dozen operations to
counter foreign threats to the 2020 el ection, and threats
that followed on the heels of Russia's tanpering with the
2016 el ection. And in Decenber, we |earned that foreign
hackers had penetrated software w dely used by the U S.
Governnment and the private sector and went undetected for
nmont hs, exposi ng thousands of public and private networks to
expl oi tati on.

This election interference and Sol ar Wnds hack recently

pronpted President Biden to issue a new round of sanctions
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agai nst Russia. But nmake no m stake about it -- Russia is
not our only adversary. Cyber intrusions and attacks from
all quarters will only increase noving forward, and it is
our responsibility to ensure that we have the capability to
defend the United States on this new front. The need for an
effective, talented, and diverse cyber workforce within the
Departnment of Defense, the MIlitary Services, and really
across the whol e of government has never been clearer.

Growi ng and nai ntaining a cyber capability sufficient
to prevent these attacks and to neet national defense
objectives starts with the people behind the keyboard. CQur
ability to field the world's strongest mlitary has al ways
come fromthe collective talent and dedi cati on of our
servi cenenbers and the civilian workforce who support them
We nust recognize and commt to nmeeting these new threats by
devel oping, fielding, and naintaining the world's nost
capabl e cyber force.

That brings us to the topic we wll discuss today. 1In
short, how do we recruit and retain the very best for
civilian and mlitary service in the cyber workforce? How
do we attract top talent, hire them pay them nanage them
and keep then? How do we keep their skills fresh and
provi de neani ngful career progression and professional
devel opnment to ensure we have a cyber workforce for the

def ensi ve capability to protect the nation's networks and

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

the of fensive capability to deter aggression, not just by
traditional cyber adversaries |ike China and Russia, but
also by the likes of Iran, North Korea, non-state actors,
and crimnal cartels. Wat is the proper role for the
reserve conponent, especially the National Guard? Wat are
t he personnel policy inplications of sustainable and
effective managenent with the private sector?

| amespecially interested in our wtnesses' views on
the proper civilian-mlitary mx for the cyber workforce of
tonorrow, how we set the course to achieve that m x, and how
we ensure that our cyber workforce possesses the very best
talent America has to offer.

Lastly, | want to know why the Departnent of Defense
has been slow to i nplenent sone of the authorities it
al ready has to hire and retain the best cyber personnel,
such as the ability to directly hire cyber personel we
enacted in Section 502 in fiscal year 2019 NDAA.

| amalso interested in the status of the authorities
Congress passed in |ast year's NDAA regarding Cyber Reserve,
Cyber M ssion Force, and the National Guard Cyber Workf orce.
Have t hese and other previous authorities to attract and
retain the best cyber personnel resulted in the expansion
and i nprovenents necessary for the DOD to detect and defeat
t he cyber intrusions and attacks we are now facing? A

Again, | amso grateful to our w tnesses here today. |

www.trustpoint.one 800.FOR.DEPO
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1 welconme themall and appreciate hearing your testinony.

2 What we will do is we will take your testinony now, but
3 when Senator Tillis returns we will pause in your testinony
4 so he can give his opening remarks, I will run and go vote,

5 and then | wll conme back, and you can conti nue your

6 testinmony. But we will not postpone the hearing for the
7 vote. W will just keep it running.

8 Qur first witness, M. Litton, would you like to go
9 first?
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STATEMENT OF LEONARD G LITTON 111, ACTI NG DEPUTY
ASSI STANT SECRETARY FOR DEFENSE FOR M LI TARY PERSONNEL
POLI CY

M. Litton: Yes, ma'am Thank you. Chairwoman
Gl librand and distingui shed nenbers, thank you for the
opportunity to appear before you to today to discuss the
heal th of the DoD cyber workforce. | appreciate your
support on this very inportant issue.

My role in performng the duties of the Deputy
Assi stant Secretary for Mlitary Personnel Policy is
primarily an enabling one, so | will speak to the
overarching mlitary personnel policies that support the
Services and enable themto access, support, and attain and
retain a highly ready force.

The Departnent does desire to be the enpl oyer of
choice, not only for individuals with cyber-related skills
but for all Anericans who are | ooking and working hard every
day to join the mlitary. Enabling our cyber forces to
operate and defend agai nst today's threats will require us
to maintain the authorities and resources we have now, but
al so ensure that our warriors are properly assessed,
conpensated, and retained to fight and win agai nst these
t hreat s.

As you know, ma'am the MIlitary Services conduct a

whol e- person assessnent of each candi date who applies for

www.trustpoint.one 800.FOR.DEPO
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1 either an officer comm ssioning or the enlisted force. This
2 holistic process |ooks at a nunmber of factors, including

3 citizenshi p, age, education, physical fitness, conduct, and
4 aptitude. The general nobdel is to recruit and assess a

5 qualified field of applicants, placing themin a best-fit

6 occupational specialty and career trajectory, and provide

7 themthe necessary technical training to neet those

8 operational objectives. This process provides a steady

9 pipeline of highly qualified personnel for the required

10 tasks.
11 The MIlitary Services can al so enpl oy an accession
12 option known as "lateral entry." This process allows the

13 active and reserve conponents to recruit highly qualified
14 individuals directly fromindustry to fill those critical
15 requirenents and bring themin at advanced grades, based on
16 their previous |evel of education and experience.

17 The MIlitary Service Academ es and Reserve Oficer

18 Training Corps al so have prograns focused on attracting

19 vyoung, talented officers into the cyber fields.

20 For enlisted accessions, the Services utilize an array
21  of assessnents designed to understand the technica

22 training, including cyber. For exanple, in enlisted cyber
23 specialties, the Services utilize a conbination of the ASVAB
24 and a targeted cyber know edge test, called the Cyber Test,

25 to identify applicants with specific aptitude for cyber
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career field accessions.

Additionally, we continuously eval uate new types of
assessnents, for exanple, a fluid intelligence test called
"Conpl ex Reasoni ng" was recently devel oped, and we hope to
have that ready in the 2024 tinme frane to hel p us better
attract and identify cyber capabilities anong those who
apply.

The Departnent realizes that mlitary nmenbers with
cyber experience are in great demand and can command top
salaries within the private sector. |In addition, we have a
robust mlitary conpensati on package and a tool kit of
bonuses and incentives and speci al pays designed to attract
and retain these servicenmenbers with cyber skills.

We have the authority for enlistnent bonuses, and we
t hank you for that, up to $50,000 for those who agree to
serve at |least 2 years in a specified career field, as well
as retention bonuses up to $30,000 per year of service
obligation. The Services also have the authority to offer
ot her nonetary and non-nonetary incentives for service in
certain cyber-rel ated occupational specialties. Non-
nonetary incentives may include choice of duty assignnent,
guar ant eed training, advanced education, and ot her
pr of essi onal devel opment opportunities. Additional nonetary
i ncentives include the authority for assignnent incentives

and special duty pays that can be as nuch as $5, 000 per

www.trustpoint.one 800.FOR.DEPO
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1 nonth.

2 The Departnent prides itself on building a strong and

3 viable total force that delivers conbat capability around

4 the globe. Qur cyber personnel are and will remain a

5 critical conponent of the Departnent's ability to defend the
6 nation.

7 | ook forward to your questions. Thank you.

8 [ The prepared statenment of M. Litton follows:]
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1 Senator GIllibrand: Thank you. M. Shernman?
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STATEMENT OF JOHN SHERMAN, ACTI NG DEPARTMENT OF
DEFENSE CHI EF | NFORVATI ON OFFI CER

M. Sherman: M' am good afternoon, and thank you for
the opportunity to testify today regarding the efforts of
t he Departnent of Defense to enhance the cyber workforce
across our enterprise.

My nane is John Sherman. | amthe Acting Departnent of
Def ense Chief Information Oficer, a position | have held
since 20 January. | work al ongside ny coll eagues to
establish policy and provide oversight, direction, and
gui dance for the cyber workforce. W have cone far in
focusing our efforts to be proactive, agile, and conpetitive
in order to recruit and retain the nost innovative
I ndi viduals with high-demand skill sets while al so
encour agi ng increased representation of mnorities and
worren.

| would like to highlight how ny office is devel opi ng
t he cyber workforce through new policies and governance,
using ny existing oversight. | will speak to how we are
| everagi ng special hiring authorities granted to us by
Congress and how we are recruiting froma diverse pool of
candi dat es.

However, there is still work to be done. W have put
many of the key foundational nmechanisns in place and have

actively leveraged the tools at our disposal, but we nust

www.trustpoint.one 800.FOR.DEPO
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build on the progress by updating our overarching strategy
to ensure our workforce is prepared to inplenment zero trust
and the other |atest approaches to defending our enterprise.

Qur existing cyber strategy from 2018 provi des sone key
points on the cyber workforce, but we need a nore holistic
North Star to guide our future cyber workforce efforts. |
have given ny office direction that drafting and
coordinating this new strategy is a priority going forward.

Qur DoD cyber workforce is conprised of individuals
including mlitary, civilian, and contractor personnel. CQur
goal has been to refine and hone this critical workforce,
but we first had to define its conposition and ensure we had
a solid workforce managenent structure.

To do this, we created and inplenented the DoD s Cyber
Wor kf orce Framewor k, which has enabled ny office to
establish a standard | exicon to describe the scope of work
in the cyber field. W then identified and anal yzed cyber
work roles with greater specificity in order to inform
wor kf orce priorities and initiatives beyond the | egacy
occupational descriptions, which are too broad in many
cases.

To fully realize the potential of this framework, we
are devel oping a new policy serves called 8140, which w |
drive inplenentation and conpliance of our vision. In 2015,

Departnent | eadership signed the associ ated DoD directive

www.trustpoint.one 800.FOR.DEPO
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and then updated it late last year. The instruction and
manual for this policy series are in the final stages of
coordi nation, and we are working wth Departnent

st akehol ders to get these over the goal line in the com ng
nonths, if not sooner.

Additionally, we established a tri-chaired formcalled
t he Cyber Workforce Managenent Board to govern and oversee
i npl enentation of the activities in the policy series with
representation fromny office, the Under Secretary for
Per sonnel and Readi ness, and the Principal Cyber Advisor.
We recogni ze this whol e-of -departnent chal |l enge and our
approach nust match.

Very inportantly, we have | everaged the Cyber Excepted
Services, or CES, personnel systemto neet nore quickly the
| mredi ate need of the Departnent. W now have over 9, 000
posi tions designed for CES across 10 DoD conponents, and we
plan to increase this nunber even nore later this year as
Arnmy Cyber cones into the fold. WMreover, we are taking
| essons | earned on workforce feedback related to their
deci sions on noving into the CES to informways we can
socialize this great opportunity even nore effectively in
t he future.

Meanwhi | e, we are al so conducting the congressionally
di rected zero-based review of cybersecurity personnel. Once

conplete, the ZBRw Il provide us with the input to conduct

www.trustpoint.one 800.FOR.DEPO
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data-driven analysis of our current and future workforce
needs. W are aimng to conplete the initial phase of data-
gat hering by Septenber, and | ook forward to updating the
commttee later this year, as directed in |egislation.

Wil e we have inproved our ability to identify and
devel op the cyber workforce in the past 3 years, | recognize
we still have work to do, especially as we nove out on zero
trust. This is an approach based on extensive network
segnmentation and protection of the data in the systens, with
an assunption that adversaries have al ready breached the
perimeter at sonme point. For this and other evolving cyber
strategi es, we can expect to draw an even w der range of
skill sets in areas |like data and artificial intelligence.

| am confident that our workforce, now and in the
future, is up to the challenge, and am proud of their
ongoi ng work to build, secure, operate, defend, conduct
intelligence activities, and enabl e operations through

cyberspace. W realize that it is an ever-changi ng space.

However, our continual workforce updates and upskilling w il
be critical. Qur adversaries are definitely not standing
still, and we nust not either.

Finally, I amcommtted to continue our efforts to

reach out to all of this nation's human capital through an
ongoi ng focus of the National Security Agency's Cyber

Schol arshi p Program and Centers of Academ c Excel |l ence

www.trustpoint.one 800.FOR.DEPO
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accreditation.

Thank you for the opportunity to speak with you today,
and | amgrateful for the attention you have dedicated to
Secretary Austin's top three priorities on taking care of
our people. | stand ready to answer questi ons.

[ The prepared statenment of M. Sherman follows:]
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Senator Gllibrand: Now | would like to introduce
Senator Tillis for his opening remarks. | will run and go
vote, and then when you are conpleted you can call on Ms.

H nton and then Lieutenant General Crall, and I will be back

ASAP.
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STATEMENT OF HON. THOM TILLIS, U.S. SENATOR FROM NORTH
CAROLI NA

Senator Tillis: Thank you, Madam Chair, and thank you
all for being here today. | amsorry | was late. W are
doing the tag team for voting.

| just want to say the success in the cyber domain is
uniquely reliant on highly skilled personnel. W all know
that. W have had several discussions and neetings about
it. Were stealth technol ogy and smart weapons provide the
United States with a discernable advantage in traditional
warfighting domains, the U S mlitary does enjoy a simlar
t echnol ogi cal advance when it cones to cyberspace. Rather,
we nmust rely on the intelligence, creativity, and cunning of
our people if we are to be successful with this rapidly
changi ng environnent.

Fortunately, this country still produces the world's
nost innovative cyber talent. The Departnent of Defense's
challenge is to nake itself appealing to that talent. Since
success in cyberspace is so heavily dependent on skilled
peopl e, the last several NDAAs included nunerous provisions
focused on mlitary and DoD civilian workforce.

I ook forward to asking questions about the creative
recruiting and retention ideas, sonme of the authorities we
have given, whether or not they have been fully inplenented,

and what nore authorities and creative thinking we should

17
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1 consider to be absolutely certain we are bringing the best

2 and brightest into the cyber domain within the Departnent of
3  Defense.

4 So thank you all for being here. W will continue the

5 I ntroducti ons. Ms. Hi nton?
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STATEMENT OF VERONI CA E. HI NTON, ACTI NG DEPUTY
ASSI STANT SECRETARY FOR DEFENSE FOR CI VI LI AN PERSONNEL
POLI CY

Ms. H nton: Ranking Menber Tillis, thank you for the
opportunity to appear at today's hearing to discuss the
heal th and readi ness of the DoD s cyber workforce.

Today, as the Acting Deputy Assistant Secretary of
Defense for Civilian Personnel Policy, | amrepresenting the
O fice of the Under Secretary of Defense for Personnel and
Readi ness, the Departnent's chief hunman capital officer, to
di scuss matters related to the civilian cyber workforce.

I nportant to this discussion is the acknow edgenent
that we live in a relentlessly evolving and fiercely
conpetitive world where technol ogi cal achievenents are
driving i nmense change across political, economc, and
soci al | andscapes. As such, the Departnent strives to
cultivate a technol ogically domnant force that is
strategically ready, globally relevant, and fl exibly
sust ai nabl e. Conpetition for high-quality, experienced
cyber workforce personnel is constant and increasingly
aggressive. However, the Departnent shares your vision and
commitnent to pursuing, recruiting and retaining world-class
cyber talent to advance and achi eve the DoD s uni que
m ssi on.

DoD is one of the three largest markets for cyber

www.trustpoint.one 800.FOR.DEPO
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talent in the United States due to its size, its continuous
adopti on and adaptation of technology, and its extensive
m ssion requirenents. Therefore, we nust be tenacious in
not only fully utilizing the appoi ntnent and conpensation
flexibilities that Congress has provided but nust
i ncreasingly invest in human capital initiatives, training
and devel opnent for the civilian cyber workforce. This
focus includes designing and inpl enmenting prograns and
policies that elimnate any barriers and inefficiencies that
may detract fromour ability to acquire needed and
diversified tal ent, expand pathways to service, and enable a
fl exi bl e workpl ace essential to the future of work.
Additionally, we are expandi ng our outreach, including
wth the private sector, to recruit top talent from across
all segnents of society, while retaining and conpensati ng
current technical talent and closing mssion-critical gaps.
To assess our progress, the Departnent has established
capability to identify, evaluate, and nanage the civilian
cyber workforce, and is also | eaning forward utilizing
advanced data anal ytics and technol ogical tools to better
mat ch potential candi dates and current enpl oyees agai nst
tal ent and conpetency gaps in various |ocations across the
gl obe, proving real-tine solutions to organi zati onal needs.
We are working closely with industry experts in the cyber

comunity to build hiring assessnments that will better nmatch
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top talent to specific conpetency and skills needs, reducing
time to hire, and equi pping hiring nmanagers wth the best
tal ent.

In recent years, Congress has provided several DoD
exclusive civilian hiring authorities that are helping to
nmeet our objectives. |In particular, Section 1109 of the
Nat i onal Defense Authorization Act of fiscal year 2020
granted streamn i ned and enhanced direct hire authorities,

i ncl udi ng an expanded direct hire authority for cyber
wor kf orce positions. The expansion of this coverage has
been beneficial in that it has all owed the Departnent the
ability to directly hire for any and all critical cyber
skill sets.

The Departnent is also utilizing a variety of
conpensation tools, including the use of Federal -w de
speci al salary rates and the added flexibility of the cyber-
accepted service that allows the Departnent to inpl enent
targeted | ocal market supplenents for certain cyber
occupations and | ocations. The Departnment appreciate such
aut horities which expand our toolkit, and are much needed to
attract and retain the best talent and conpete with the
private sector for the same skill sets.

The Departnent further acknow edges that civilian
personnel policies should be as clear and conci se as

possible. W are commtted to ensuring that we are training
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and assi sting human resource professionals and nanagers
alike in the use of cyber personnel managenent authorities
and flexibilities. This not only includes streamined and
efficient guidance on the use of the authorities and
| npl enent ati on procedures, but also gathering and anal yzi ng
data to better equip practitioners with the necessary
I nformation to proactively address energi ng requirenents.
The O fice of Personnel and Readi ness continues to
ensure that information di ssem nated across the Depart nent
enconpasses the full spectrumof hiring options that enable
hiring managers to reach the right talent, at the right
time.
We thank you for your continued interest and support of
the DoD civilian workforce. | look forward to your
guesti ons.

[ The prepared statenent of Ms. Hinton follows:]
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1 Senator Tillis: [Presiding.] Thank you, M. Hinton.

2 General Crall.
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STATEMENT OF LI EUTENANT GENERAL DENNI' S A. CRALL, USMC,
Dl RECTOR, COVIVAND, CONTRCL COMVUNI CATI ONS AND
COVPUTERS/ CYBER AND CHI EF | NFORVATI ON OFFI CER, JO NT STAFF,
J6

General Crall: Sir, thank you for the opportunity to
share a few thoughts and then certainly get into your
questi ons.

It is very clear that the conmttee knows the challenge
we face. You know, we are about warfighting businesses in
the Joint Staff, and the digital nature of the fight that we
expect, especially at pace and speed, is going to demand
wor kf orce and talent |evel that we have not seen before.

The human-machine interface brings a demand that is going to
have to be found, cultivated, educated, and inplenented to
get that |evel of experience as we |earn and work our way
through this new capability set.

You have heard fromny partners up here the nunber of
efforts that are underway, but | take naybe a nore sobering
| ook at where the need |ies ahead, to make sure we ful fil
your charge. You said be absolutely certain that we are
getting the right talent, basically delivered at the right
time, and | am not absolutely certain.

| had the opportunity to do sone traveling with the
Vi ce Chairman the week before and talk to sonme industry

| eaders, and | specifically challenged themas to how they
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went about finding the talent to fill the same billets that
we are |ooking to fill, the sane people with the sane skil
sets. And we always tal k about noney as bei ng maybe the
driving factor, but | |earned sone things that challenged ny
previ ous thinking on our approach to this.

So while many of the endeavors that you have heard
about and will hear today are certainly worthwhile as we
wor k our way through feeling out what works best for us, |
do not think we know our target audience as well as we need
to. W need to find out what really notivates individuals
to want to serve in the capacity that we are offering.

We also need to do a better job in evaluating the very
prograns that we are describing. | do not believe that
while they are interesting to approach and enpl oy, they may
not all deliver in the way that we expect, and we certainly
want to tweak the ones that can be maxi mzed to deliver that
out put, and maybe retire sone that are not working. So we
owe a better understandi ng and study of our own efforts and
our own audi ence.

So while | amexcited and optimstic at the opportunity

to get after fulfilling this talent range that we need, | am
concerned about pace. | think the divide between the need
IS grow ng, conpared to what we are able to fulfill. | am

not sure we are closing the gap, and | think tinme is ticking

for us to do so. So the challenge is certainly understood,

25

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

26

| think on both ends, and we are | ooking to maxin ze the
very enpowernents that Congress gave us to get after this.
But | think nore tine and nore effort and a faster pace is
needed, and probably a new approach to our thinking, to nake
sure that we can neet the need.

Thank you, sir. | look forward to your questions.

[ The prepared statenent of General Crall foll ows:]
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Senator Tillis: | amgoing to -- we will wait on, or
we wll see Senator G Ilibrand go back, but I will go ahead
and ask sone questions, and if she takes a little tinme |
wi |l ask nore questions.

Ceneral, | amgoing to ask Ms. H nton a question
second, but your conments made ne reflect on a discussion |
had yesterday with the Personnel Subcommttee staff.
wor ked in research and devel opnent and product managenent
back in the '80s, and | was trying to think about, we were
having a tough tinme attracting talent back then. This is a
perpetual problemin the private sector, and even nore
difficult, I think, in the governnent sector.

But one thing that we had in place that | do not even
know how we woul d structure it here, but you had these
hi ghly notivated, technically conpetent software and
har dwar e engi neers that we created an econonic incentive, on
their day job, work on fulfilling their m ssion set, to use
your termnms, but if they chose on weekends and nights to cone
up with sonmething creative that was rel evant to what you
wer e doi ng but was creative, we had an econom c and ot her
reward systens that encouraged that sort of extracurricul ar
activity.

Any thought, for any of the panelists, any thought on
the applicability of that sane sort of thing, that stil

continues to this day in a lot of the software and hardware
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research and devel opnent shops, how sonething |ike that
woul d even work or whether or not it would nmake sense, given

your m ssion goal s?

General Crall: Sir, it is interesting because that
overlaps quite well. You know, even the tine franme that you
said. | will be careful because ny observations, | believe,
are anecdotal. | had a chance to talk to probably a few

dozen individuals who are right squarely in the market of
the type of individual we want to recruit. And what | found
interesting was their answers were al nost identical, so not
a true statistical sanpling that | would trust, necessarily,
but this is what has ne sone pause.

Not only did the CEGs and CICs tell ne this, |
di scovered it for nyself. The nunber one area that cane
back in feedback to ne was people want to |live where they
want to live. The idea of noving to soneplace they do not
want to live, no matter what other feature is offered, is
apparently quite unattractive. And if you | ook at sone of
the hubs that we have to offer, that is going to be a
chal | enge for us.

There are sone interesting solutions, given the work
and the nature that maybe we need to explore about creating
spaces where that work can be done literally anywhere, as
| ong as the security environnent is set for that. But

living in the community they want to live in seenmed to be a
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strong driving factor.

The other one was in team conposition, which gets after
what you described. The hierarchy of the governnent isn't
something that is really notivating to themat all. They
want a flat organi zati on where everyone has equal input into
driving an outcone. For many of them wearing the uniform
was not attractive. They |ike working hours from noon until
3 am, is their prime working hours, and again, does it
matter if productivity is there? Qur organizations do not
normally |1 ook |ike that.

Senator Tillis: | even had a ponytail back in the day.

[ Laughter. ]

General Crall: Yes, sir.
Senator Tillis: It was not a good | ook.
CGeneral Crall: Student debt was nore inportant than

the salary itself, which seened odd to ne, because it
appeared that higher salaries could retire student debt, you
know, maybe over tine, but they | ooked certainly at the idea
of what prograns coul d address the debt they are in.

And the last piece that we did very well in, the reason
we were even having the conversation, was cause. They want
to work for a cause, sonething that is neaningful, sonething
that is viable, not just sinply to nake noney. And the
governnent, especially the Departnent of Defense, was

unusual ly attractive to them to give back sone |evel of
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service, and to do activities they could not do in other
j obs.

So, you know, again, sir, that is nmaybe just a few
| deas that | | earned.

Senator Tillis: WlIl, thank you. | amgoing to yield
back to the chair and then reserve the right for a second
round, if that is okay.

Senator Gllibrand: [Presiding.] Absolutely, and you
can ask anot her question if you prefer.

Senator Tillis: Well, Ms. Hnton, | will ask you a
guestion. | do have sone for the other w tnesses, but |I am
ki nd of curious about your view of the Cyber Excepted
Service, what is working, what is not working. | am
particularly interested in | oan repaynent benefit.

Ms. Hinton: Yes, sir. So Cyber Excepted Service has
given us incredible flexibilities that are not resident in
traditional civil service authorities. |In particular, we
have found great use in the hiring authorities that are
associ ated with Cyber Excepted Service, that ability to
target recruitnment opportunities to get the talent that we
need.

Anot her piece of the Cyber Excepted Service that has
been beneficial has been the conpensation authorities. In
particular, we have recently rolled out targeted | ocal

mar ket suppl enents that enable us to conpensate at a hi gher
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| evel for seven areas. And so it gives us that ability,
while CGeneral Crall nentions that conpensation is not the
only factor that weighs in an individual's decision to
serve, it certainly is a factor, and our ability to conpete
Wi th the industry through those conpensation flexibilities
hel ps us get at that targeted skill set that we need.

Additionally, with the Cyber Excepted Service, it gives
us sonme authorities to think about how we classify work, how
we organi ze work, how we describe work, and how we | ook at
the qualifications associated with the individuals that we
need.

I wll say that there are sone chall enges with Cyber
Excepted Service, and | would really back that up to a
br oader perspective in the whole cyber-coded workforce,
which is not just Cyber Excepted Service.

So first, as we think about conpensation authorities
that we were given, we are still held to the existing pay
caps that we have under Title 5. So while we have sone
flexibility to change policies and processes associated with
how we conpensate, we are still held to the higher limts.
So that really does not nmake us, in certain areas, as
conpetitive as we could be to get certain tal ent.

The ot her sort of nexus with Cyber Excepted Service
that | would highlight is that it is tied to United States

Cyber Conmand and t hose supporting el enents, and so when we
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t hi nk about the cyber workforce wit |arge, Cyber Excepted
Service is just one subconponent of a broader cyber m ssion
set. So as we think about where there are opportunities to
expand the use of Cyber Excepted Service, we have had to

| ook at what are sone different ways that we can determ ne
what are el enents that are supporting Cyber Command on a
position-by-position basis, to be able to expand that
authority. So that is one area where | think there is
opportunity to l ook at the authority and see does it have
broader application, broader use.

Additionally, there are sone authorities in sonme of our
sister alternative personnel systens, |ike Acquisition Deno
denmonstration project or our Defense Civilian Intelligence
Personnel System that allow for sone additional
flexibilities around streamined classification that | think
woul d bol ster the Cyber Excepted Service.

But all in all, we are very thankful for this
authority. It has given us additional flexibility, and I
will defer to M. Sherman for additional information about
t hat .

Senator Tillis: | amgoing to come back with questions
for M. Sherman. | particularly want to know about the
current | oan benefit, and back to General Crall's point, |
do think that they place a value on that. Even though the

conpensation may be offsetting, there is sonething
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attractive about just getting that debt retired as quickly
as possi bl e.

But | am going to ask sone additional questions. |
wi |l defer back to the chair.

Senator GIllibrand: Thank you very much. For the
whol e panel, the National Security Commi ssion on Artificial
Intelligence has recommended a digital acadeny to address
the skills gap in cyber workforce hiring, which will be
fully accredited and i ndependent fromthe government, with
student s doi ng governnment and private sector internships
during breaks.

The Departnent of Defense does have sone existing
authorities to address the skills gap now W tal ked about
the CES program And there also exists authority for the
Departnment of Defense to grant cyber schol arshi ps, paying
for up to 3 years of college, and there is, of course, the
ROTC comm ssi oning prograns that currently pay for up to 4
years of college, and even for graduate and professional
school beyond 4 years, in sonme cases.

So for each of you, | would like to start with Ms.
Hinton and then go to Lieutenant General Crall, then M.
Sherman, then M. Litton, what are the nost inportant
conponents to consider regarding this recomendation for a
digital acadeny? 1Is this a necessary step? And could we

also work to fill the skills gap from diverse sources, using
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existing authorities such as the cyber scholarships or a
generous ROTC progranf?

Ms. Hinton: Thank you, Senator Gllibrand. That is a
great question, and we are very interested in the digital
acadeny as another potential Federal -w de avenue to reach
the talent that we need. Certainly, in the Departnent, as
we | ook through standing up the Defense G vilian Training
Corps, which is an authority that we received recently, we
t hought through how and what type of academ c prograns we
need in order to reach this talent, and the digital acadeny
woul d be anot her conpl enentary avenue for us to be able to
identify that diverse segnent of the population and to bring
theminto Federal service, and to entice theminto Federal
servi ce.

In particular, to Senator Tillis'" point around student
| oan repaynents, the ability to offer paid education in
exchange for service to the country is an area where we
think that wll enable us to reach this talent and entice
them and attract themto support not just the Departnent of
Defense but froma U S. digital acadeny perspective, benefit
to the entire governnent.

In terns of authorities that we use to attract a
di verse workforce, |I will nention again that the streanlined
direct hire authority that Congress has granted us, has so

generously granted us, has been an incredible tool for us,
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to be able to target our recruitnent and outreach, in

conpl enent with our schol arship prograns. |In particular,
when we | ook at our cyber student hiring authorities, we see
that even if | |look at fiscal year 2021, we have been able
to attract 20 percent of our student hires, cyber student
hires, have been Asian Anmericans. W see in our Cyber
Excepted Service 20 percent of our Cyber Excepted Service
hires have been African Ameri can.

So these hiring flexibilities nake a difference for us
to go out and target the diverse segnents of the country,
and then the schol arship prograns add that additional bonus
of enticing themto serve in exchange for their paid

education. Thank you.

Senator G llibrand: Thank you. Lieutenant Genera
Cral |l ?
Ceneral Crall: M am to your specific question about

the digital acadeny, | really do not know whether that is a
good idea or not a good idea. | think through the

t hroughput and what the volunme of that acadeny m ght produce
m ght really be the answer.

What | have found interesting is attending two
universities |ast week, neeting with staffs and what degrees
they offer and what notivates them and how they build
curricula, it seens there is a very willing audience in the

university systemwit large to cater to this audience. And
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some of our nore technical universities have created what is
al nrost a human supply chain with industry, to build the very
I ndi vi dual that can be placed imrediately into the corporate
world. And that nmeans they cone with security cl earances,
background, training for the years and internships that
build up to that. That long-termrelationship, that may be
buttressed by the ROIC prograns at large, for all the
services, to include service in the Guard. There are a | ot
of opportunities.

But the National Center of Academ c Excellence in
Cybersecurity, that whol e apparatus, which is a fornal
partnership, | think is up to over 80 schools now. And the
| ast two schools that we | ooked at were just joining that
consortium which lays out that curricula and provi des an
interface with the Departnent, again, to build that cyber
warrior for which we are |ooking. And then all these things
can be applied on top of it, to include the internships,
schol arshi ps, et cetera.

What | find lacking in this, though, is that the
col l eges and universities that have signed up for this thus
far do not represent the full scope that we ought to be
interacting with. | believe there is roomfor nore
diversity in the schools and outreach to nmake sure that we
get greater participation.

Senator G| 1|i brand: M. Shernman?

36
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M. Sherman: Thank you, ma'am | would agree with ny
col | eagues' comments on this, and | want to build on what
General Crall said. Fromny viewas CIO the Centers for
Academ c¢ Excell ence for Cyber, they do offer a pretty broad
and di verse set of schools we can get to, everything from
North Carolina A&T to NYU, from University of M ssouri-

Col unbia to Honolulu Conmunity College. It is a broad swath
t here.

I would certainly welconme a digital acadeny as an
addi ti onal pipeline, but I would not want to do it at the
expense of this broad swath of schools, fromrural, urban,
all across the country, HBCUs, |arger universities, et
cetera.

What we have through the NSA Cybersecurity Schol arship
Program | everaging these Centers for Academ c Excel | ence,
back to what General Crall was saying about the pipeline of
talent, | think it has been diverse, as Ms. Hinton
I ndi cated, for African Americans, Asian Anericans, | would
add Hi spanic Anericans, Latinos, Latinas comng into our
wor kforce. | would want to continue to | everage that.

So | think a digital acadeny woul d be a good conpl enent

to that, but what we are doing on the CIE front, with the

broad swat he of opportunity, | would want to keep that up as
wel |, because we are seeing return on investnent there.
Thank you.
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Senator Gllibrand: M. Litton

M. Litton: Yes, ma'am [Each year the Mlitary
Servi ce Academ es and seni or ROTC prograns produce
approxi mately 450 cyber officers for the mlitary. Most of
t hese universities with senior ROIC prograns, and, of
course, the academes, are certified as National Centers for
Academ c Excellence in cyber defense education by the NSA,
and nost, as well, have a cyber institute dedicated to
research to pronote the understanding of cyber and cyber to
be used in defense.

The Citadel, along with the five other senior mlitary
col | eges, have each received approximately $1.5 mllion of
Federal funds to establish these cyber institutes as pil ot
prograns on their canmpuses, and so | think your idea is very
wel | taken, ma'am

Senator G llibrand: Thank you. M. Tillis -- Senator
Tillis.

Senator Tillis: Thank you. M. Sherman, |ast Congress
we aut horized the CYBERCOM enhanced pay authority. It was
based on a generally viewed successful program out of DARPA
| understand that CYBERCOM has chosen not to inplenent that.
Is that true, and what was the rationale for not doing it?

M. Sherman: Sir, | amgoing to tell you | amfrankly
not sure on that particular authority there. | would have

to go back and take that one for the record and check with
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CGeneral Nakasone on that, sir.

Senator Tillis: GCkay. Thank you.

And, M. Litton, | just had a question, | think it was
the FY 2019 NDAA. It included several provisions to disrupt
the standard tenure-based mlitary career path. W were
especially concerned with cyber careers. The alternative
pronotion authority, in particular, neant to provi de nore
flexibility for pronpotions. Wat is the current status?

M. Litton: Yes, sir. M understanding is that
we have largely inplenmented that. |If you are referring to
our ability to rank officers on the pronotion |ist based on
their skills and abilities, and our need for themin the
service to be pronoted before the other --

Senator Tillis: The mlitary departnents are
aut horized to use it?

M. Litton: Yes, sir, they are.

Senator Tillis: Thank you.

General Crall, the Defense Digital Service, DDS, put in
pl ace sone i nnovative personnel policies, and we have seen
some of the best cyber officers that enlisted spend tine at
DDS. What is special about it, and should we extend this
kind of m ndset to the broader mlitary cyber workforce?

Ceneral Crall: Yes, sir. | ampersonally a huge fan
of DDS for the very reasons you have nentioned. They

approach problens in a non-conventional way. They are not
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intimdated by rank, structure, hierarchy. They seemto get
to --

Senator Tillis: Wll, that too.

General Crall: -- yes, sir, a very flat organization.
They do not |look |ike us. They do not act |like us. But |
have found that the value of getting to the truth and
getting to the bottom of sonething, that they operate at
much greater speed. And again, their ability to, you know,
recruit such a diverse population, fromall backgrounds,
fromall experiences, nake the team conposition one that is
fairly conplete. No blind spots. They are able to really
fill some holes neatly, and tailor their workforce to our
very specific problemset.

And the last piece | would offer is they appear to be
very current, because their operations and their influence
I n what they read and who they interact with cones from
sources well outside of the Departnent. So they have been
extrenely valuable, and | do agree that those | essons
| earned export quite well to the condition that | offered in
ny openi ng statenent.

Senator Tillis: Yeah, | think that kind of creates a
-- sort of casts a wider net for that organi zati onal
framework that | think works and that exists.

Senator Gllibrand: Senator Tillis? Can you descri be,

for the record, what DDS is, how many people you have? Just

40
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describe it fromstart to finish.

General Crall: Well, | apologize that | do not know
t he exact nunbers that they have, but they are a snall
force, and that small force was created a few years back to
get after these problemsets in an unconventional way. The
recruitment for that team has been largely left up to the
DDS | eadershi p, and was nmanaged by the Secretary of Defense
proper, and they had a pretty wide authority in their
hiring. They could onboard very quickly, they could go seek
the talent they needed, and they are very independent. In
fact, when | first net them they were al nost inspector
general -1i ke, nmeaning their |evel of independence, not
behol den to anyone in the building, but to really get after
truth was pretty inpressive. And the speed with which they
delivered was al so i npressive.

Senator Tillis: |If we can get back those details for
t he record.

Senator G llibrand: Yeah, for the record. So who do
they report to, how many people are there, what is the
salary range, just so we can describe the program
accurately, to know if we should replicate it or augnent it

or make it bigger than it is today.

General Crall: Yes, ma'am | have that for action.
Senator Tillis: | did have a question that goes to
education. | will ask anybody on the panel that may want to
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answer it. | like the idea that we are investing in sone of
the mlitary-oriented institutes, but what kind of a net
have we cast? This may sound parochial, but if there are
institutions like this el sewhere then they should be

I ncl uded.

But Montreat College, for exanple, in western North
Carolina, just outside of Asheville, has had a four-year
cyber programfor several years. It actually dates back to
the tine that | was Speaker of the House. W provided
funding to help themstand up facilities and get that
program goi ng. They have had a coupl e of graduated cl asses
NOW.

So to what extent have we cast a wide net for any
I nstitutions, public or private, that |ook |Iike they would
be good feed stock and good places for investnent to vector
peopl e i nto governnent service, either unifornmed service or
civilian service?

M. Sherman: So with the program sir, with the ROICs
that | think you are referring to, at six universities --
Texas A&M ny alma mater; North CGeorgia; Virginia Tech; VM,
Virginia Mlitary Institute; Ctadel, and Norwich. So six
of the civilian institutions with rather |arge ROTCs, core
cadets type functions. That was the initial group here with
the initial grant investnent, as Len indicated just a mnute

ago. | think in ternms of expanding the net, or expandi ng
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the applicability to this, we are very early in this, to see
how the return on investnent turns out. But this was just
an initial group of institutions that have established
ROTCs, sir, and so | would not see why we would not want to
expand in the future, perhaps to simlar institutions.

Senator Tillis: And, Senator Gllibrand, if | can just
ask one nore question. Another discussion that cane up in
brai nstorm ng about this is alnost a civilian analog to the
ROTC, prograns where you would put themin place, they woul d
provide civilian service to the governnent. \Were are we
wi th that thinking, and to what extent do you all think that
IS a good idea?

Ms. Hinton: Yes, sir. As nentioned previously, we are
wor ki ng through establishing the Defense G vilian Training
Corps, which is the concept that you nentioned, the ROTC
| i ke program We have devel oped an initial inplenentation
plan and are still exploring and building out what that wl|
| ook |ike.

But to your point, we are |ooking across the nation at
what institutions would have the right capabilities and
program and curricula to support not just acquisition, which
Is a priority area we are | ooking at under the Defense
Cvilian Training Corps, but also our nodernization
priorities. So when we |ook at that program coupled with

t he Def ense Sci ence, Mathematics, And Research for
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Transformati on, the SMART Defense fell ows program-- sorry,
| had to | ook down to get that correct -- which is one of
our many schol arship prograns that is offered throughout the
country, we are going after those STEM technical areas to
find that talent. And that is another area where we are
| ooking at, are there new outreach, new partnerships that we
need to explore to find the diverse talent.

Senator Tillis: And you can do that under current
authorities?

Ms. Hinton: Yes, sir.

Senator Tillis: The |ast open question, really, for
maybe feedback for the record -- | may have a couple of
questions for the record too -- would be any additi onal

authorities or nodification of current authorities that
woul d hel p you better tackle this problem please get it to
us. | amsure that the Chair agrees that that would be
hel pful, as we |ead up to the NDAA process. Thank you.
Senator Gllibrand: Qur future mlitary | eaders across
all specialties nust be educated on cyber issues to ensure
that our mlitary remains the world's nost effective
fighting force. Professional mlitary education
I nstitutions can ensure that world-class cyber faculty are
positioned to teach our officers about the ways in which
cyber strategy, policy, and operations affect the Arned

Forces and shape future conflict.
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Several questions. Wen it conmes to institution on
topics |like cyber policy, strategy, and operations, how
effective are professional mlitary education institutions
across the service branches, nunber one? Howis the
effectiveness of professional mlitary education
i nstitutions evaluated? To what extent are cyber prograns
and curricul a standardi zed across the service branches? And
what is the expected standard of performance for
professional mlitary education institutions and educati onal
cyber prograns across the service branches? Lieutenant
General Crall?

General Crall: Yes, ma'am There is a lot there. So
| woul d say that nmaybe taking it fromthe hi ghest question
and working down. | know that the National Defense
University, for exanple, that has a program its cyber
college was the first that | was aware of to offer a senior-
| evel program rather than curricula off to the side or
maybe el ectives, but really a full discipline ained at
bui l di ng that cyber policy professional. That is kind of a
rarity. Yes, ma' am

Senator Gllibrand: So there is a |lot of concern right
now regarding the DoD s potential elimnation of the Coll ege
of Informati on and Cyberspace as a conponent institution of
the National Defense University. And as you nentioned, CC

provides critical mssion of consolidating intellectual
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resources and providing joint higher education for the
nation's defense comunity. Now nore than ever, we need
every resource available to bring together and grow our
mlitary's know edge base on cyber issues, and we really
shoul d not m ss an opportunity to inpart that know edge on
the mlitary's rising | eaders.

Wth these concerns in mnd, what is your long-term
vision for the College of Information and Cyberspace at the
Nat i onal Defense University, and how can Congress hel p
achi eve that vision?

General Crall: So, ma'am | will |eave the chairman to
maybe i nform what his personal visionis. | will give you
ny personal vision is | ama big believer in that coll ege,
and | have hired many of the graduates fromthat program
and have enployed them and | actually seek them So |
t hi nk there has been trenendous val ue added w th that
program

The ot her aspect, as far as standardized training for
| eadership across all the Services, we are clearly not
there. There is a greater interest, and I find that our
younger servicenenbers and civilians conme better trained and
probably just nore experienced, based on their age. But I
have seen training prograns in the Services. | just do not
know t hat they are necessarily aligned and they are all

equal. There certainly needs to be nore work done to make
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sure that that level of training is consistent and
effective.

Senator G llibrand: Thank you. M. H nton? You can
answer any of the questions | posed on this topic.

Ms. Hinton: Yes, ma'am So | would take the question
for the record as it applies to the civilian workforce and
joint professional mlitary education. W certainly, as
part of our |eadership devel opnment conpetencies for our
civilian workforce use the joint professional mlitary
educati on venues as an avenue for our civilians to grow and
devel op the sane conpetencies as our mlitary. But | wll
have to take your question for the record.

Senator GIllibrand: M. Sherman?

M. Sherman: Ma'am | would agree wth everything ny
col | eagues said, and also for the record, the one thing I
woul d add is on the College of Information and Cyber at
Nat i onal Defense University. This is, of course, aligned to
Joint Staff and support them but as a functional advocate
for themwe are strongly supportive of them and as General
Crall indicated, they turn out nmany, many good graduates,
many of whomwork for nme as well, and we think it should be
sustai ned and continued. W are a big fan of it. Thank
you.

Senator Gllibrand: M. Litton?

M. Litton: Yes, ma'am |If | mght, a tangentially
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related i ssue is one of the nbst exciting things to nme in
this area is the U S. Space Force. They are creating a
digital service fromthe ground up. The Chief of Space
OQperations, Jay Raynond, has directed his | eaders to inprove
di gital education across all nenbers of the Space Force. To
that end, the Space Force has stood up a digital university
whi ch gives air and space professionals access to over 7,000
training courses in which they can access on duty, off duty,
and receive qualifications and certifications to that end.

He has also directed his leaders in the U S. Space
Force to build a cadre of software devel opers,

"supercoders,” he is calling them wth the skills,
knowl edge, and ability to access the right and depl oy
software to mlitary systens at the speed of rel evance.
Yes, nmm' am

Senator G llibrand: W do not have a Space Force
Acadeny. Should we?

M. Litton: M am that is a good question. | think
right now that the United States Air Force Acadeny is doing
an adequate job. | think as the Space Force grows and
matures, that is sonmething that the Departnment should take a
hard | ook at.

Senator G llibrand: Do you believe that the U S Ar
Force has the state of the art cyber technol ogy departnent?

M. Litton: Well, all of the Services have cyber

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

49

capability. Al of the Services are really doing their best
and trying really hard to acquire that tal ent and devel op
themto neet the need of the warfighters. That is nore
kind of in General Crall's lane than mne. Mne is the
policy to access and enable the Services to retain and
support those nenbers.

Senator G llibrand: Lieutenant General Crall, can you
speak to having a Space Force Acadeny, whether the Air Force
has enough expertise in developing it, and speak to perhaps
-- |1 know West Point has a cyber program Can you speak to
each of these departnents and whether they need to augnent
what they offer or whether they are doing what they need to
do sufficiently?

General Crall: So, ma"am | wll have to take the
comrent on the acadeny and whether the Air Force has an
adequat e, you know, presence, | would have to take that for
the record because | do not know.

Senator G Ilibrand: Ckay.

General Crall: But to the other question about where
the talent cones fromacross all the Services, | think it is
i mportant to note that if we believe -- and | do believe --

that United States Cyber Conmand has amassed, really, our
nost technical individuals in the cyber community, it is
i mportant to note fromwhere they cone. Those are service-

provi ded individuals. So as Cyber Conmand sets, as a joint

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



50

1 force provider and joint force trainer, that common

2 curricula and standard, it is the Services who are

3 recruiting and putting those individuals through the

4  pipeline.

5 So | think the Services do have pretty good footing and
6 a pretty equitable tal ent base.

7 Senator Gllibrand: Could we get a report on that, of
8 what is the personnel makeup of Cyber Command, and an

9 analysis to the question about whether we shoul d be

10 standardi zing the teaching across service acadeni es, but

11 also the question of do we need a Space Force Acadeny? And
12 then, which you have already said, you do believe that we
13 could have a separate Federal cyber acadeny for all Federa
14 wor kf or ce needs, not just the Services.

15 General Crall: Yes, mmam | wll take that for the

16 record.

17 Senator Gllibrand: | would |ike your opinion on it.
18 M. Tillis?

19 Senator Tillis: Just for ny part --

20 Senator GIllibrand: ©Ch, sorry. Senator Hirono is on

21 Webex. Senator Hi rono.

22 Senator H rono: Hello? Thank you, Madam Chair.
23 Senator G llibrand: W can hear you.
24 Senator Hrono: This is for the panel. In Hawaii we

25 have several cyber education prograns that work
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col l aboratively with the NSA and DHS, such as the Nati onal
Centers of Academ c Excellence in Cyber Defense and Center
of Academ c Excell ence in Research. However, we al so
struggle to retain these trained cybersecurity experts in
Hawaii. One thing that we find in Hawaii is that we can
have a | ot of excellent people who cone to Hawaii but if
they do not particularly have ties to the community, they
tend to cycle out.

So ny first question is howis the Cyber Wrkforce
Managenment Board, CWWB, collaborating with other Federal and
state agencies, where relevant, to continue investnents in
education, particularly in STEM prograns, to neet the
growi ng need of cybersecurity professionals? And
particul ar, probably, in a state |ike Hawaii, how do we go
out and reach the local community to engage in these kinds
of educati onal prograns, because they are nore inclined to
stay in Hawaii once they get their education. Panel?

Ms. Hinton: Senator Hirono, this is Ms. Hnton. |
will touch on two areas and then | will ask ny coll eague,
M. Sherman, to talk a little bit about the broader
I nt eragency col | aborati on.

Through the Chief Human Capital Oficers Council, the
Federal Human Capital Oficers Council, we | ook at these
br oad-reachi ng i nteragency chal |l enges and work in

partnership wwth the Federal Chief Information Oficers
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Council to identify innovative progranms, solutions that get
to the problens that you identify specifically, whether it
Is retention or recruitnment. And we work together to

i dentify those best practices, that if one agency has found
a way to solve an issue, how do we share that across the

i nt eragency space?

We are particularly doing that as well within the
national security workforce in identifying are there
specific chall enges associated with the recruitnment and
retention of, say, the cyber workforce, and how can we | earn
from each ot her.

To Hawaii, specifically, | would nention the
Departnent's ability to retain our talent in sonme of our
renote | ocations or |ocations where we have seen throughput,
we have relied and | eaned heavily on our authorities to
offer incentives, to incentivize talent to stay in those
| ocati ons where we need them And we have found success in
using those incentive progranms, but we have al so found that
we have to go pretty close to the cap of our authority in
order to retain talent in these places. So as we use our
incentives nore and nore, we are finding that it is taking
us to that 25 percent cap, which the Departnent is
aut hori zed to use for these relocation and retention
i ncentives, and we can envision a future state where we w ||

need hi gher authority to conpete with industry to retain
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i ndi viduals in these | ocati ons.

Senator Hi rono: Thank you. Anyone else want to wei gh

M. Sherman: Senator, this is John Sherman, Acting
ClO m'am Just to thank Ms. H nton, who hit many of the
key points, and we are proud of the five Centers of Academ c
Excell ence wwthin the State of Hawaii that we are able to
work with through the NSA accreditation there.

Wth regard to working across interagency, M. Hi nton
tal ked about the Federal Cl O Council, where best practices
are shared. W are also doing things in terns of, say, how
career succession happens. W have sonething called the
Cyber Pat hways tool that we devel oped in concert with DHS
and VA, to show cyber professionals how they can work across
different trade crafts, what their career path could | ook
| i ke, and that was a good interagency effort between VA,
DHS, and the Departnent of Defense.

We are sharing best practices. O course, within the
Departnment of Defense we are very pleased to have the Cyber
Excepted Service authorities you all in Congress have
provided to us, and we do use those aggressively and are
continuing to expand those and then share our |essons
| earned with sone of our interagency partners. So there is
an active dial ogue on that, and we are trying to be forward-

| eaning in that regard. Thank you.
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Senator Hirono: | amglad to hear that there are
efforts to work with the other departnents, because there
are sone common challenges with regard to recruiting and
retaining a cyber-educated force.

How i s DoD partnering or working with universities
across the country to provide a pipeline to DoD s cyber
wor kf orce? Any of the panelists.

M. Sherman: Senator, this is John Sherman again, the
Acting C1 O  You noted the Centers for Academ c Excell ence,
an NSA-accredited programthat we advocate for here at the
Departnent of Defense |evel, across nmany dozens of
Institutions all across the country, constantly addi ng nore
to that. And the neat thing about this is as schools cone
I n, other schools can help shepherd themto get their
accreditation, and it really is a truly, truly diverse
groupi ng of school s.

| was noting a mnute ago, it is everything from
Tuskegee University to Honolulu Community Col | ege, from
University of M ssouri-Colunbia to North Carolina A&T.
There are many, many schools in this, and the goodness of
this is bringing in the different institutions across a very
di verse population -- rural, urban, otherwise -- to get to a
broader, nore diverse set of candi dates and students, in
pl aces where it cannot only apply the scholarships to and

get them on board through there, but to get people
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interested in working in the Departnent of Defense, who

m ght not otherw se think about a cyber career in national

security.
So this is something we are very excited about. It is
an ongoing effort. It requires effort by the schools to get

the accreditation. But it is very diverse, as | said,
t hrough conmmunity colleges all the way to nmuch | arger
institutions, m' am

Senator Hrono: | amrunning out of tinme. This may
have been touched upon before, but are you neki ng concerted
efforts to recruit wonen and minority people?

Ms. H nton: Senator, this is Veronica H nton.

Absol utely, and we appreciate the authorities Congress has
given us, in particular around direct hiring authorities to
enable us to target our recruitnment to underrepresented,
under served communities. W have found that using these
authorities have enabled us to expand our outreach, to go
where the talent it, and to attract theminto the

Depart nent .

We see that through these authorities, whether they are
student direct hire authorities or general streamined
direct hire authorities that we have had results in
I ncreasing mnority hires, in particular with our student
authorities. As | nentioned earlier, we have, in the past

fiscal year, 20 percent of our student cyber hires have been
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20 percent Asian American. W have seen growth in our
African American as well as our femal e representation.

So we really appreciate the authorities that enabl e us
to diversify the workforce and really find where the tal ent
pools are, to partner wwth mnority-serving institutions and
ot her colleges and universities to get at this issue.

Senator H rono: Thank you very nuch. Thank you, Madam

Chair.

Senator G Illibrand: Thank you, Senator Hirono.
Senator Tillis.

Senator Tillis: Thank you, Madam Chair. | wll not
ask any nore questions here, but M. Litton, | amgoing to

offer a couple of questions for the record, particularly
around the tenporary pronotion authority for the DDS, kind
of an idea of what slots have been provided, or if none
have, why not. AIso on constructive credit, | think the
Arny is the only one that seens to be using it now | am
curious why there is a reluctance, or why it has not been
i npl enented in the other service |ines.

And, M. Sherman, | want to dig a little bit deeper,
for the purposes of future considerations, the clearance
I ssue. Wen we do security clearance you have got naybe a
hot shot that is going to take 90 days or nore to get a
cl earance. We had given sone authority to provide, | think,

uncl assi fi ed workspace to onboard them That may work, but
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| would like to talk nore, we can tal k about after the
hearing, give us feedback on how we can accel erate that.

The cl earance process is a probl em across the whol e of
governnent, but in this particular field, where they are
hi ghly sought after resources, we can have a | ot of | eakage
if we do not get better at it, onboard them as quickly as
possible. So we wll talk about that after the hearing and
make sure ny staff follow up.

Madam Chair, thank you for the hearing. This is very
i nportant, and again, we wel cone your feedback on things
that we should be |looking at to either tune or introduce
additional authorities to tackle this, because | tend to
agree with General Crall's sobering mndset. W have got a
| ot of work to do here if we want to get the run right where
we need it. Thank you, all.

Senator Gllibrand: |f anybody wants to answer Senat or
Tillis" question now, because you know the answer, please
do, because | have the sane question about how do we
i ncrease the tinme for security clearances, how do we speed
It up.

M. Sherman: | would just add, ma'am we will need to
take that for the record. As we work with the Under
Secretary of Defense for Intelligence and Security and the
Defense -- | amsorry, DCSA; | always get backwards on that

-- DCSA, to make sure we have their input on that, we wl|
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take that for the record and nmake sure we get you a holistic
answer back on that, ma'am

Senator G llibrand: Thank you. M. Litton, in your
testinony, you nentioned that the basis eligibility criteria
and screening process for Mlitary Service is the sane for
recruits as it is for non-cyber mlitary occupationa
specialties. Are current Mlitary Service standards
restricting our ability to fill the ranks with the cyber
talent we need? |If so, how do you recommend addressing this
i ssue, and how do we bal ance the need for officers to
possess the cyber-specific skills and knowl edge necessary
for their branch, but also the |eadership skills necessary
for themto enjoy neani ngful career progression and be
conpetitive for | eadership and command opportunities?

M. Litton: Yes, ma'am Thank you for that question.
Overall, recruiting, both in the enlisted and the officer
corps, in general, has been very good. | think the mlitary
I nci dent processi ng conmand has done a trenendous job during

this COVI D environnment, keeping the MEPS stations open and

keeping that pipeline flowng for those that want to serve

their country, and filling the ranks in the Mlitary
Servi ces.

Ri ght now our retention is really excellent. | think
it has been a benefit, if you will, for the Departnent of

this uncertain environment that we currently find oursel ves
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in, that all the retention nunbers are well over 100
per cent .

So that being said, our recruiting and retention
specifically for our cyber warriors is good. There are sone
specific areas in which we are bel ow our needs. But
generally those are because we have increased the
requi rements on the other end. So we are fighting on one
end to bring in the right person, but also those
requi rements increasing on the other end nake it a dua
challenge, if you wll.

Senator G llibrand: Does anyone else want to add to
t hat answer?

Ms. Hinton: Senator, | would echo M. Litton's
comments. W find the sane dynamc on the civilian side.
Qur retention rates, in particular for our cyber workforce,
are generally good, and generally across the Departnent we
see that folks are not really |leaving right now, just
because of the uncertain dynamc. But we find that there
are pockets of challenges within the cyber workforce. 1In
particular as we talk to Arny Cyber Command and sone of the
very specific, very highly technical areas, we do see sone
churn there, that we are using in leveraging all of our
authorities to close those gaps.

But there is a dearth of expertise in the country in

some of these instances, and so we bring to bear what we
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can, but certainly we can do nore.

Senator Gllibrand: Wat are the differences -- nmaybe
for Lieutenant CGeneral Crall and M. Sherman -- what are the
di fferences between civilian versus uniformed enpl oyees in
our cyber workforce? What strategi c advantages do each
bri ng, and what percentage of current cyber workforce is
civilian versus mlitary? Wat do you think the proper mx
shoul d be, and how do we ensure we have the proper mx 5
years and 10 years from now?

M. Sherman: | will go on that first part about the
current mx, m'am W have what is called the Defense
Cyber Workforce Franework, where we capture this data. W
have roughly, as we have got the skill sets coded, 65, 000
civilians and 67,000 mlitary in the ranks there.

In terns of the mx, | wll defer to General Crall to
anplify this. The mlitary brings |onger consistency,
| onger-termtinme on target there. The civilians, you may
have a little bit different turnover, and, of course, the
different richness of skill set and experiences, perhaps
fromindustry or academ a or el sewhere.

My personal view, as Acting CIO is that this is about
the right mx we have now, in terns of about the half and
hal f, to keep that nodulated. And just to build on what M.
Hi nton said, we do have certain skill sets that are very

applicable, as Senator Tillis was indicating at the outset,
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1 out in the civilian workforce. Cyber operators, for

2 exanple, is one of the coded ones. Network assessors. Jobs
3 that could get very quickly picked up in the private sector.
4 And using this framework, blocking and tackling we

5 have, we can watch as these get above a 10 percent rate that
6 we need to start, when the vacancies get above a certain

7 area, that we can start anping up the hiring and using the
8 cyber-accepted service authorities you all have granted to
9 us to start doing things like targeted | ocal markets,

10  supplenent TMLS for living in the National Capital region,
11 and so on. So we try to use that to nodul ate, but the m x,
12 | believe, is about right, but I will defer to General Cral
13 and the others for their views.

14 Ceneral Crall: | think in a generic sense the mx is
15 about right the way it sits now There are tradeoffs, and
16 those tradeoffs, | agree with the Action CTOin that you get
17 sonme consistency on the mlitary side. People that nake

18 careers of it stick around, and they have a uni que

19 experience that relates very well to the conbatant comrands.
20 And make no m stake, fromthe Joint Staff, focused on

21  warfighting and | ooking at neeting conmbatant command needs,
22 those relationships work out quite well.

23 What you trade, though, however, is sone of the

24  experience and currency that we tend to get from our

25 civilian workforce, especially those who nove in and out
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fromindustry back to service with us. So | would probably
| i ke to keep both of those pipelines open.

But your nost difficult question that you asked was not
so much how are things working out today but what does that
mx |look like five years. | think that is the unknown. |
do not know the answer to that. But ny guess is it probably
will not ook like it |ooks today, because we have not
onboarded the very capabilities that we need to enploy --
machi ne | earni ng, autonony, artificial intelligence, a rea
cl oud- based environnent, pushing that processing to the
tactical edge, and a reforned network.

So the speed with which that is going to require us to
operate is going to have a | evel of human-nmachine interface
we have never had before, and it is hard for ne to believe
that the force we are | ooking at today is necessarily
rightly aligned to that new mssion set. W are going to
have to lead turn this, and keep a careful eye on what those
skill sets are necessary to bring this on board, and we
m ght have to throttle that m x and that bal ance to get
t here.

M. Sherman: | amsorry, ma'am | was just going to
add one other thing to what General Crall is saying.

Absol utely, on the cloud-based capabilities, data, Al, sone
of the things I nentioned in ny opening statenent. And the

one thing we are going to have to get our head around is, as
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we do, particularly on the civilian side, bringing themin,
we mght not be bringing themin for 30 years. |Indeed, they
may cone in for 4 years and go out to industry and then cone
back to us in 5, 6, 7, 8 years, and that is not a bad thing
to stay super current with industry practices, academ a, and
el sewhere. And with our Cyber Excepted Service authorities,
we are able to operate in that space, but this is a
different mndset, particular with our civilians. W may
not want to hire data scientists for nore than 3 or 4 years.
W may want themto go back to industry, reaffirmtheir
t echnol ogi cal bona fides, and then cone back to us |ater.
It is a different m ndset we need to get around.

Senator Gllibrand: Go ahead, Ms. Hi nton

Ms. Hinton: And we need the pathways and the pipeline
to be able to do that, the authorities to be able to do
that, to have the fungi ble workforce that gets their
experience in industry, conmes back into the Departnent, and
maybe goes back out. And so --

Senator Gllibrand: So you are saying we do need
addi tional authorities to do that?

Ms. Hinton: Correct.

Senator Gllibrand: GCkay. So | would |ike everyone on
this panel to wite a letter to the commttee what those
authorities would |l ook like, to have the flexibility we wll

need 5 years, 10 years out, to get people comng in and out
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of the private sector, to keep their know edge current.
Anything else? | cut you off. Did you want to say
nor e?
Ms. Hinton: Not hing.
Senator Gllibrand: Gay. Thank you. Senator Haw ey.
Senator Hawl ey: Thank you, Madam Chair. Ms. Hinton,
|l et me conme back to you, if | could, and ask you a question
about our friends at the big tech conmpanies. Just give us a
sense, on the commttee, have they been supportive of DoD s
efforts to attract cyber talent that we need to protect our
national security, or are you seeing these conpani es counter

and conpete and stand in the way of DoD s recruitnent

efforts?
Ms. Hinton: | would not couch it in an adversari al
manner -- thank you for the question, Senator. Certainly we

are in a conpetition with the big tech, but at the sane
time, they have al so been friends to the Departnment. W
have used the private-public talent exchange authority that
Congress has given us to open up those pathways, to all ow
our enployees to go learn fromindustry, and to all ow
i ndustry to conme learn fromthe Departnment. W are in the
process of expanding that authority, based on direction in
the | ast NDAA.

But certainly as we | ook at our conpensation

authorities and try to conpete, we cannot conpete based on
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noney, quite frankly. In sone areas we can -- we do have
sonme authorities -- but across the board, generally we
cannot win the noney conpetition, so we wn the service
conpetition, the call to service, to serve the country. W
wor k on sone incredi bly advanced opportunities, and that is
where we win the universities, we win the industry.

So | would say a mx of partnership, but also a m x of
conpetition.

Senat or Hawl ey: Very good. Speaking of universities,
| am curious how t he Departnent has used schol arships or
ot her programs for high school students and coll ege students
to attract top quality talent.

Ms. Hinton: W have a m x of prograns, Senator, that
we use, whether it is the Cyber Schol arshi p Program whether
it is the STEM Schol arship Program W have a pl ethora of
schol arshi ps, fellowships, internships, where we use that to
go after talent. W are also |ooking at the Defense
Cvilian Training Corps, which is a new authority we
received in the FY 2020 NDAA, to stand up a ROTC-|i ke
program W use our direct hire authority. W have a
student direct hire authority that enables us to reach out
and directly hire students into the Departnent. That has
proven to be a successful authority, albeit wth sone
limtations. So we have a variety of tools available to us.

Senator Hawey: | amcurious if there are any
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particul ar regions that you have targeted or types of
school s.

Ms. Hinton: W target a variety of universities, a
vari ety of schools, depending on the m ssion sets that we
need. We have a diverse network of partnerships with a
variety of universities, a variety of outreach prograns that
help us find talent. M. Sherman, if you have sone
speci fics?

M. Sherman: Sure. There are dozens and dozens,
Senator, of schools, and we were tal king about this a little
bit earlier, fromcomunity colleges all the way up to
Uni versity of M ssouri-Colunbia, to very |arge schools,
everything fromrural to urban. So we are aimng for a very
broad swath of talent, to get these Centers of Academc
Excel | ence accreditations to be able to do that.

Al so, Ms. Hinton nentioned these ROTC-focused efforts
we have going on. There are six institutions -- Texas A&M
North CGeorgia, Virginia Tech, VM, Ctadel, and Norw ch --
all schools that have | arge ROIC prograns, to encourage the
cadets there to focus on cyber. And within sone of them
for exanple, Citadel, within the Charleston area, is
reaching out to schools within the area, high schools and so
on. So they are taking this kind of a step further there,
as wel | .

So the bottomline, sir, is a pretty broad shot group
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there of what we are trying to go after, getting the nost
di verse talent and fol ks who nay not have thought of a
career at the Departnent of Defense or national security.

And one of the things Ms. Hinton noted, if | can go to
this, about why do people cone to work, and it goes to the
education piece. They can nake nore noney in tech, but
where el se can you go after ISIS, or help us stand up
agai nst the Chinese, or thwart the Russians? There is a
certain anount of, you cannot do this anywhere else. And so
we may get themfor 4 years, maybe they go off to industry
and make nore noney. The key is getting them back after
that, for the next bite at the apple, for a higher |evel of
managenent or technical capacity they woul d have, sir.

Senator Hawl ey: Let nme ask you in, in closing, when
you think about the m x of prograns and recruitnent tools
that you have just been tal king about, have any proved
particularly successful or effective, that you would | ook at
and say, "That has really been good for us"?

Ms. Hnton: Sir, |I feel like a broken record, but |
really amvery thankful, the Departnent is very thankful and
appreciative of the direct hire authorities, because they
enabl e us to get through the hurdles and the inefficiencies
In some of the Title 5 hiring authorities, and really get to
where is the talent, how do we bring themin, how do we

attract themw thout having to go through the overly
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burdensone hiring process that we had.

So they have proven to be effective tools, and I woul d
couple that with the Cyber Excepted Service authority that
we have, that we are grow ng, that has proven to be anot her
effective personnel tool.

Senator Hawl ey: Very good. Thank you very mnuch.

Thank you, Madam Chair.

General Crall: Sir, if |I could offer one piece to
that, not often well received, but |I think inportant to
note. Not all of our talent cones fromcredential ed degree
hol ders. W have a lot of talent that conmes in our enlisted
forces, or maybe with no degree what soever, that have shown
unbel i evabl e prowess and acunmen in this field. And so while
| woul d never dismss the idea of pursuing the formally
trained university partnerships, which go a long way, to
sone of our high-end perforners, we have a |lot of perforners
who do not hol d degrees, and they have proven extrenely
val uabl e to our work.

Senator Hawl ey: That is great.

Senator G llibrand: Just a couple questions on our
Cyber Reserve and our National Guard. |In the fiscal year
2021 National Defense Authorization Act, it required |eaders
in the DoD to evaluate reserve nodels tailored to support
cyberspace operations. | aminterested in the possibility

of creating nore flexible options for personnel who want to
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serve but want alternatives to full-time, active-duty
service. W |ook forward to receiving that report.

To informour reading of it, when it cones -- thank
you, Senator -- how is the Departnment currently thinking of
non-traditional mlitary reserve nodels for service on cyber
I ssues? What are the current mlitary reserve options for
I ndi vi dual s who have cyber skills and are interested in
service? And then on the National Guard question, we asked
for a report to evaluate the use of National Guard for the
response to and recovery from significant cyber incidents.
As you conduct that evaluation, what is your long-term
vision for the successful integration of the National Guard
I nto cyber incident response, and what should the
col | aborati on be between the National Guard Bureau and
Federal agencies | ooking Iike and preparing for and
establishing resilience to future cyber incidents?

Whoever wants to address it can address it.

Ceneral Crall: | see everyone |ooking at ne. So,
m'am we certainly owe you the details in the reports that
you had nentioned. You know, | had a chance recently, the

week before last, to get up to Washington State and talk to

one of their elite Guard units there on cyber. Incredibly
I npressive. Clearly they are not the only one -- those are
starting to grow, both in nunbers and conpetency. It offers

the very thing that | opened up with. People want to live
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where they want to live, and do the work that they want to
do. | think it also gets after the comment that the Senator
asked about, how do you retain that talent in the state? In
your state, for exanple, Hawaii, that is certainly one way
to get after that. It offers the financial incentives that
go after that.

But nobody knows your local territory |ike your Guard.
So if you think about, you know, election security and the
i nfrastructure involved with that state, they know their
infrastructure better than nost.

So | think that there is a lot of roomfor both Guard
and Reserves, to get after your conmment on integrating,
resilience, and that additive feature that appears to be
very attractive to many. | believe we need nore Guard
units, specifically wwth a cyber conpetency, maybe even as a
standal one entity, as a specialty, would be nmy opinion on
t hat .

Senator G llibrand: Can you please nake sure that is
addressed in the report that is forthcom ng?

And then just one |ast question for M. Sherman and M.
Hi nton, and maybe, again, Lieutenant CGeneral Crall. This is
about the private sector and just enhancing our
rel ati onshi p.

Your opening statenent cited the enmerging practice of

private industry to create a human supply chai n by
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partnering with universities to supply a ready supply of
talented and trained individuals into all our cyber forces.
Shoul d the DoD seek to establish such a reserve via
partnerships |ike the private sector, in doing with the
nation's col |l eges and universities, and what shoul d that
system | ook |ike? For anyone.

M. Sherman: | think we could certainly take that on
board to consider how formalized that should be. As Senat or
Haw ey was asking, | was going to pile onto one other thing
there about, there is not an adversarial relationship.

There is a very synbiotic relationship right now with nuch
of industry, in ternms of the tech sector and in terns of
support for what we are trying to do. Now, there is high
conpetitiveness for those very in-demand skill sets, but
recogni zing the national security roles, when folks cone in
here for a few years and then maybe go back out to industry
and so on.

In ternms of special authorities, ma'am we will have to
take that on board to think about that, but it would al so
just be us, back to the original point a few m nutes ago,
recogni zing the perneability of folks comng in and out.

And whet her that requires special authorities or not, we
will definitely take that on board, and whet her that
requi res anything special, vis-a-vis industry, we would have

to consider. So thank you for the question.
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Ms. Hinton: Yes, ma'am Thank you for the question.
| agree with Acting CIO Sherman. W wll| take it for the
record, to look at the authorities that we have and the
authorities we may need. W have had conversati ons around
the notion of opening up pathways for individuals to cone in
and out of service. You know, whether or not that
translates into a civilian reserve corps of individuals to
fill talent gaps is a conversation we are having right now,
and we can cone back to you with further information.

Senator G llibrand: Thank you, everyone, for
participating. Senator Tillis, do you have anything el se?

Senator Tillis: Thank you very nuch. W appreciate
your answers to questions, and again, we will submt a few
for the record. But thank you for being here. Thank you
for having this hearing.

Senator G Illibrand: Thank you for your dedication.
Adj our ned.

[ Wher eupon, at 3:53 p.m, the subcommittee was

adj our ned. ]
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