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HEARI NG TO RECEI VE TESTI MONY ON THE PCSTURE OF
UNI TED STATES SPECI AL OPERATI ONS COMVAND AND
UNI TED STATES CYBER COMVAND I N REVI EW OF THE DEFENSE
AUTHORI ZATI ON REQUEST FOR FI SCAL YEAR 2023 AND THE

FUTURE YEARS DEFENSE PROGRAM

Tuesday, April 5, 2022

U S. Senate
Comm ttee on Arned Services

Washi ngton, D.C.

The commttee net, pursuant to notice, at 9:30 a.m in
Room SD- G50, Dirksen Senate O fice Building, Hon. Jack Reed,
chairman of the commttee, presiding.

Commttee Menbers Present: Senators Reed [presiding],
Shaheen, G Ilibrand, Blunenthal, H rono, King, Mnchin
Rosen, Inhofe, Fischer, Cotton, Rounds, Ernst, Sullivan,

Scott, Bl ackburn, Hawl ey, and Tuberville.
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OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR FROM
RHODE | SLAND

Chairman Reed: Let ne call the hearing to order, and
for the benefit of ny coll eagues there is a vote at 10: 30,
and conferring with the Ranki ng Menber we will recess at
10: 30, reconvene at 10:45, so we can pronptly get that vote
done. And then there will be a second vote |ater.

Wel cone to our witnesses. Good norning. The commttee
neets today to receive an update on the readi ness and
posture of U. S. Special Operations Command and U.S. Cyber
Command. Qur witnesses are Assistant Secretary of Defense
for Special Operations and Low Intensity Conflict
Chri st opher Muaier; Commander of U. S. Special Operations
Command General Richard C arke; and Conmander of U.S. Cyber
Command, National Security Agency Director, and Chief of the
Central Security Service, General Paul Nakasone.

I would note that this is likely General O arke's | ast
appear ance before the commttee, and I would |ike to express
ny appreciation for your 38 years of service to the nation,

i ncluding as the Commandant at West Point and Conmandi ng
General of the 82nd Airborne Division, but nost inportantly
3rd Battalion, 504th Parachute Infantry Regi nent. Thank you
very nmuch, sir.

On behal f of the conmttee, | hope our witnesses wl|

convey our appreciation to the nen and wonen you represent,

www.trustpoint.one 800.FOR.DEPO
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and their famlies, for their dedication and
pr of essi onal i sm

For the first tinme since Congress reforned the
responsibilities of the Assistant Secretary of Defense for
Special Operations and LowIntensity Conflict, or ASD
SO LIC, nore than 5 years ago, the office has, again, for
the first time, a Senate-confirned Assistant Secretary and a
full-time Director of the Secretariat for Speci al
Operations, focused on the advocacy and oversi ght of special
operations forces. These positions are critical to ensuring
our special operations forces are trained, equipped, and
organi zed to adequately support our National Defense
Strategy. | appreciate the Departnent's efforts over the
past year to institutionalize the role of the ASD SO LI C,
but | remain concerned that the nunber and expertise of the
per sonnel assigned to supporting the office's "service
secretary-like" responsibilities continues to fall short of
what is required. | hope the Departnent will prioritize and
accelerate these hiring efforts in the com ng nonths.

The threat fromviolent extrem st groups like ISIS and
al Qaeda, while dimnished, remains real and will continue
to require the sustained application of special operations
capabilities that have been honed over the last 20 years.
Additionally, long-termstrategic conpetition with China and

Russia as well as the chall enges posed by Iran and North
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Korea increasingly require the tailored and often
cl andestine capabilities that only our special operations
forces can provide.

Fol |l owi ng our w thdrawal from Afghani stan, the speci al
operations community is at an inflection point. Assistant
Secretary Maier, Ceneral Carke, | look forward to an update
regardi ng your efforts to focus and prepare our special
operations forces for the chall enges ahead. |In particular,
| woul d ask that you discuss the capabilities we need to
buil d an enduring advantage over our strategic conpetitors,
how you are shaping the force of the future through
recruiting, retention, and building a culture of
accountability, and how you are addressing the uni que
chal | enges faced by special operations famlies.

Turning to Cyber Conmmand. Ceneral Nakasone, the
Commander of U.S. European Conmand recently testified to the
comm ttee about his appreciation for the performance of your
command and the National Security Agency prior to and during
the Russian assault on Ukraine. Please convey our gratitude
to the personnel under your conmand for their exceptiona
wor k.

| also want to commend General Nakasone, the President
and his staff, and the | eaders of the intelligence community
for the unprecedented and skillful release of intelligence

over the | ast several nonths that exposed Russia's
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aggressive intentions and deceitful activities.
Intelligence officials are understandably cautious about
reveal i ng hard-won insights on adversaries, but this current
strategy has proven highly effective in strengthening the
i nternational community's response and creating dilemras for
Viadimr Putin. This is a great exanple of conpeting
effectively in the informati on domain, and | hope we w |l
continue to make this kind of creative use of intelligence
I nformati on.

CGeneral Nakasone, you have been working to mature the
cyber force and advance its capabilities to conduct
def ensi ve, offensive, and supporting intelligence operations
to counter our adversaries. | know that inproving the
readi ness of our Cyber M ssion Forces is your highest
priority. For you to succeed, however, the mlitary
services nust increase their nunbers of qualified and
trai ned personnel for this mssion set. Conpounding this
chal l enge, the private sector has realized the i mense val ue
of our highly skilled mlitary cyber operators and is
offering themvery high conpensation to | eave the mlitary.
The services nust adjust accordingly by providing a
conbi nation of incentives to retain these personnel. And |
woul d note that Senators Manchin and Rounds are hol ding a
Cyber Subcomm ttee hearing focused on this critical topic

this afternoon, and | woul d wel cone your thoughts on the
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i ssue, and again, | commend both Senators Manchin and Rounds
for their forward-1ooking and insightful approach to the
pr obl em

Over the past several years, Cyber Conmand and t he NSA,
wor ki ng jointly, have taken vigorous and sustai ned actions
to defend our elections fromforeign interference and malign
I nfl uence operations. General Nakasone, with the 2022
m dt erm el ecti ons approaching, | would ask for your
assessnment of our election defense efforts, which you have
descri bed as an "enduring, no-fail mssion."

Finally, I would note that, in accordance w th changes
in the global security environnent and President Biden's
hei ght ened focus on the I ndo-Pacific region, Cyber Comrand
has shifted a task force to focus on conpetition with China
and has created the China Qutconmes G oup under senior-|evel
| eadershi p. The work of these organi zations will be of keen
Interest to the commttee.

| again want to thank the witnesses for their service
and appearance before us today. | |ook forward to your
testi nony.

Let me now turn to the ranki ng nenber, Senator |nhofe,

pl ease.

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF HON. JAMES M | NHOFE, U.S. SENATOR FROM
OKLAHOVA

Senator I nhofe: Thank you, M. Chairman, for wel com ng
our great w tnesses.

As | have said many tines, we face a nore dangerous and
conpl ex set of threats than any tinme in ny life. Just |ast
week, Arny Secretary Christine Wrnuth said, quote, "this is
probably the nobst dangerous security environnent” in her 25
years of service. Well, it is the sanme with nme, except it
Is nore than 25 years.

The Chi nese Conmuni st Party announced a 7.1 percent
def ense budget increase this year, continuing two decades of
historic mlitary nodernization. Every day, they give us
nore evidence that their goals and interests are
fundanmental | y opposed to ours.

Russi a's i nvasi on of Ukrai ne has upended European
security, North Korea is devel oping nore capable |ICBMs, Iran
has accelerated its aggression, and terrorist groups are
reconstituting in Africa and Afghani stan.

For our w tnesses today, you face chall enges across
each of these threats. |In addition to growing their
conventional mlitary capabilities, our adversaries are
expandi ng their use of irregular warfare and cyber to
threaten the United States and our partners.

| amstill working through the recently rel eased 2022

www.trustpoint.one 800.FOR.DEPO
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Nat i onal Defense Strategy, but | have seen an extensive
description of the gray-zone expansion and cyber threats
posed by each of our adversaries. But | have not seen nuch
in this budget so far about responding to those threats.

CGeneral C arke, you have the daunting chall enge of
reorienting SOCOM for a high-end fight, even as you will be
stretched thin in shoul dering the burden of the fight
against terrorism Like with our Afghanistan w thdrawal, |
am concerned we are taking too nuch risk there. Mtigating
that risk will largely fall on you and your troops.

General Nakasone, the pace of Chinese advances in cyber
Is pretty breathtaking, and our other adversaries are also
noving fast. W want to nake sure you have the resources
and authorities you need to nmaintain or regain your
advantage. | definitely want us to do nore in cyber
cooperation with our allies and partners, so we will have to
| ook at funding for that this year al so.

| look to our witnesses to descri be how the nen and
wonen they |lead are postured to deal with this array of
threats and what this commttee can do to ensure they have
the tools necessary to be successful.

So, M. Chairman, | thank you.

Chai rman Reed: Well thank you very nuch, Senator
| nhof e.

Since a quorumis now present | ask the conmittee to

www.trustpoint.one 800.FOR.DEPO
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consider the followi ng civilian nom nees: The Honorabl e
WIlliamA. LaPlante, Jr., to be Under Secretary of Defense
for Acquisition and Sustainnent; M. Erik K Raven, to be
Under Secretary of the Navy, Ms. M Tia Johnson to be a
Judge in the United States Court of Appeals for the Arned
Forces; and Dr. Marvin L. Adans to be Deputy Adm nistrator
for Defense Progranms, National Nuclear Security
Adm ni stration.

Is there a notion to favorably report these four
nom nations to the Senate?

Voi ce: So noved.

Chairman Reed: |s there a second?

Voi ce:  Second.

Chairman Reed: Al in favor, please say aye.

[ Chorus of ayes.]

Chai rman Reed: The notion carries. Thank you very
much.

Now | et nme recogni ze Secretary Maier and then | wll
recogni ze General C arke and then General Nakasone.

M. Secretary, please.

You might want to pull that as close as you can get to

you. Sone of us cannot hear.

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF THE HONORABLE CHRI STOPHER MAI ER
ASSI STANT SECRETARY OF DEFENSE FOR SPECI AL OPERATI ONS AND
LOW I NTENSI TY CONFLI CT

M. Mier: Thank you, Chairman. Chairnman Reed,
Ranki ng Menber |nhofe, and distingui shed nenbers of the
comrittee, thank you for the opportunity to testify on the
gl obal posture of our nation's special operations
enterprise, or SOF. | amhonored to testify al ongsi de
General O arke and Ceneral Nakasone, two of our nation's
nost dedicated mlitary professionals.

On a personal note, and reinforcing, Chairmn, what you
said, | would Iike to thank General O arke for his
| eadershi p and partnership during his tenure as SOCOM
commander during a time of major transformation and
strategic inportance. | also appreciate the |eadership of
Command Chi ef Master Sergeant Greg Smith, who is here today.

The dedication, service, and sacrifice of our SOF
| eaders and the SOF community notivates nme each and every
day to ensure we are doing all we can to provide themthe
ways and nmeans to win, regardless of the challenge. | would
also like to thank Congress, and particularly this
commttee, for its steadfast support for our SOF warriors
and their famlies. Since the establishnment of SOCOM our
strong partnership with Congress has been instrumental to

fielding the world' s nost capable and elite speci al

www.trustpoint.one 800.FOR.DEPO
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operations force.

We continue to make progress in advanci ng Congress'
intent to institutionalize the role of the office | |ead,
the Special Operations and LowIntensity Conflict, within
the Departnent, or SO LIC. Sustaining and enhancing the
conpetitive advantage of the U S. mlitary, and even nore
broadly the nation's capabilities and future fights, depends
on our effectiveness to provide the civilian oversight and
backi ng of the SOF enterprise. This group of extraordinary
mlitary, civilian, and contractors has proven itself over
so many decades to be essential to the U S mlitary and
strategi c success.

In today's increasingly conplex security environnent,
the SOF enterprise provides our nation's |leaders with agile,
scal abl e, and di screte options to address chal |l enges across
t he spectrum of conpetition, crisis, and conflict. SOF play
an essential role in the National Defense Strategy by
hol di ng adversary systens at risk and by enhanci ng our
allies' and partners' ability to resist aggression and
mal i gn i nfl uence.

Even as we transformthe SOF enterprise to neet the
chal | enges of achi eving enduring advantage through
I ntegrated deterrence and active canpai gning, we continue to
enhance our capabilities to conduct high-priority

counterterrorismcrisis response operations. The

www.trustpoint.one 800.FOR.DEPO
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President's fiscal year 2023 budget request for SOF reflects
these priorities in nodernizing our maritime capabilities
and investing in artificial intelligence and other key
technol ogi es. The budget al so supports the Armed Overwatch
Programto ensure our SOF had the required support in renote
and austere environnents where they operate.

As reflected in the fiscal year 2023 budget, we
continue to invest in the health and well-being of our SOF
warriors and their famlies. Qur flagship Preservation of
the Force and Fam lies program or POTFF, conpl enents
servi ce-adm ni stered prograns to address the uni que
physi cal, cognitive, psychol ogical, and spiritual health
needs of our SOF conmmunity.

We continue to prioritize enhancing diversity and
inclusion within SOF. Drawing on a diverse set of talents
and perspectives is essential to our success in a changing
operational environnment and to SOF' s unique ability to
engage and col | aborate with allies and partners around the
wor | d.

The nunber of wonen in our ranks continues to grow, and
in the past 2 years the first three wonen have successfully
conpl eted special forces qualification, and | ast year the
first woman qualified as a naval Special Warfare Conbat ant
Crew nmenber, or SWCC. W are proud of these warriors

i ndi vi dual achi evenents and continue to actively pronote a

12
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career in SOF for all who nmeet our rigorous standards.

Lastly, | would like to briefly nmention the war in
Ukrai ne. Anbng many observations, it serves as a daily
rem nder of the inportance of building the capabilities and
resilience of our allies and partners. As we watch the
Ukr ai ni ans enpl oy a nunber of elenents of irregular warfare
against a larger force to great effect, we should
internalize the need to continue to grow our own irregul ar
warfare skills and continue to develop and refine irregular
warfare options for our nation's | eaders.

M. Chairman, thank you again for the opportunity to
testify today. | look forward to your questi ons.

[ The prepared statenent of M. Mier foll ows:]

www.trustpoint.one 800.FOR.DEPO
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pl ease.
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STATEMENT OF GENERAL RI CHARD CLARKE, COVMANDER, UNI TED
STATES SPECI AL OPERATI ONS COVIVAND

General darke: Chairman Reed, Ranki ng Menber I nhofe,
and di stingui shed nenbers of this commttee, thank you for
this opportunity. | amhonored to testify al ongside the
Honorabl e Chris Maier and ny good friend, General Paul
Nakasone. Joining behind ne is Chief Geg Smth, SOCOM s
senior enlisted leader. This is Geg's final tine appearing
before this conmttee before he retires after 33 years in
uniform He is representative of the extraordi nary wonen
and nmen of USSOCOM and | am consistently grateful for his
counsel .

This April 16th, next week, marks 35 years since
USSOCOM was activated. W are thankful for the foresight
and support of Congress and particularly this comrttee and
Senators Nunn and Cohen, who had the foresight to stand up
USSOCOM  Thank you for your decades of continued support
ever since.

Your special operations forces create strategic,
asymmetri c advantages for the nation across the spectrum of
conflict. USSOCOM bol sters deterrence globally through our
canpaign activities, all providing critical options for the
Joint Force. W are also innovating and nodernizing to
bui | d enduri ng advantage whil e strengthening our force and

famly and nmake continual challenges to the rul e-based

15
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international order. Mintaining a range of credible
options unpins our nation's strategic advant age.

We have wi tnessed Russia's unprovoked and unjustified
I nvasi on of Ukraine, China's coercive and malign activity in
the Indo-Pacific, and efforts by other state and non-state
actors, including violent extrem st organi zations to sow
instability. In this dynam c environnment, USSOCOM s
enduring value resides in our ability to conbat asymetric
threats, particularly in the gray zone and bel ow t he
threshold of arned conflict. W enploy precision and
surprise to both prevail and respond in crisis, and our
formati ons support the resilience and resistance efforts of
our allies and partners, often through sustained, long-term
partnership with their special operations forces.

Regardl ess of the threats we face, SOF represent a
critical strategic edge to respond in crisis. Exquisite,
tailored capabilities enable us to undertake sensitive and
hi gh-ri sk m ssions, crucial to safeguarding our citizens and
protecting our vital national interests.

A cornerstone of all these efforts remain our
| ongst andi ng partnership with ASD SO LIC. The oversight,
pol i cy gui dance, and advocacy within the Departnent of
Def ense provided by ASD SO LIC are essential for the
noder ni zati on, readi ness, and well-being of our SCF and

their famlies. Together we are conmitted to sustaining

16
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trust by strengthening our culture of accountability. W
are preparing for future threats by unl ocking our nation's
di verse talent, and we are | eading with our val ues through
our continual efforts to mtigate civilian harm

As we speak here today, nore than 5,000 nen and wonen
from SOCOM are defendi ng our nation and standi ng shoul der -
to-shoulder with partners in over 80 countries worl dw de.
The courage and conmm tnment of over 75,000 nenbers of our
speci al operations community are inspiring. As this may be
ny final opportunity before this commttee | would enphasize
that it has been the honor of ny lifetine to serve with them
every day.

| ook forward to your questions.

[ The prepared statenment of Ceneral C arke follows:]

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF GENERAL PAUL NAKASONE, COVIVANDER, UNI TED
STATES CYBER COMVAND/ DI RECTOR, NATI ONAL SECURI TY AGENCY/
CHI EF, CENTRAL SECURI TY SERVI CE

General Nakasone: Chairman Reed, Ranki ng Menber
| nhof e, and di stingui shed nenbers of the conmttee, | am
honored to testify beside Assistant Secretary Miier and
General Rich Carke. | amjoined today by Command Ser geant
Maj or Sheryl Lyon, the U S. Cyber Command and NSA seni or
enlisted | eader. We are honored to represent the mlitary
and civilian nmenbers of U S. Cyber Conmand.

Command Sergeant Major Lyon and | want to recognize
Rich CQark and Geg Smth and their famlies for 36 and 30
years of dedicated service to our nation. Wel| done,
gent | enen.

Def ending the nation is the heart of U S. Cyber
Command's mi ssion. The conmand has been integral to the
nation's response to the current Russia-Ukraine crisis. W
have provided intelligence on the growing threat, helped to
warn government and industry to tighten security within
critical infrastructure sectors, enhanced resilience of the
DoD i nformati on network, accelerated efforts agai nst
crimnal cyber enterprises, and together with interagency
and allied partners, plan for a range of contingencies.

Coordinating with the Wkrainians in an effort to help

t hem harden their networks, U S. Cyber Comrmand depl oyed a

19
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hunt forward team who sat side-by-side our partners to gain
critical insights that have increased honel and defense for
both the United States and UKkrai ne.

U S. Cyber Command views 2022 as a year of significant
opportunity for building our capabilities as we pursue five
priorities: readiness; operations in defense of the nation;
I ntegrated deterrence; recruitnent, retention, and training;
and the Joint Cyber Warfighting Architecture and Enhanced
Budget Control. My goal as the commander renmains worl d-
cl ass, ready and capabl e at providing options and conducti ng
operations in defense of the nation with w der partnerships
and exceptional talent.

These elenents wll be essential to national security
as our nation faces an array of adversaries who are
expandi ng, in scope, scale, and sophistication.
Cybersecurity is national security. Speed, agility, and
unity of effort, brought about by the connected relationship
between U. S. Cyber Command and the National Security Agency
Is the ingredient that protects the United States agai nst
our enem es.

The nen and wonen of the United States Cyber Command
are grateful for the support of this commttee and Congress
that you have given to our command. | look forward to
answering your questions.

[ The prepared statenent of CGeneral Nakasone follows:]

20
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Chai rman Reed: Thank you very nuch, General Nakasone.
Before | begin et nme too commend Sergeant Major Greg Smth
for his service. W all understand that the great advantage
that the United States mlitary has are the NCOs and
enlisted nen, and thank you for your service.

Secretary Maier, we, over the past many years, have
been trying to create this "service secretary-Ilike" posture
with SOLIC, and as | indicated in ny opening testinony, it
seens to ne you need additional resources and additional
facilities. Can you give us an idea of what you need to be
that service-like, Secretary?

M. Maier: Chairman, thanks for the question, and this
commttee, nore than any other | think, has been a huge
supporter of reinforcing the institutionalization of ASD
SO LIC, so we very nuch appreciate that.

Where | think we have nade progress over the |ast year,
fromthe tinme | was last here, testifying in front of you on
institutionalizing the role of ASD SO LIC in the Departnent
with, frankly, a |ot of advocacy personally from Secretary
Austin, | think elenments of the dual reporting structure
that | ama big proponent of, where we report up one chain
for policy and another chain for the service sec
responsibilities does not translate always well into the
Departnment. It just does not graft well in the blueprint.

So that puts us, at tinmes, at a disadvantage for conpeting
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for resources and sone of the other aspects that we woul d
need in a start-up organi zation.

I think your continued advocacy, your continued support
for funding for staff, and as | think was highlighted in
your opening remarks, the right mx of expertise, and
frankly senior expertise, where we are a snmall proportion as
a ratio of senior executives who are having the
responsibility to oversee nmany of the key aspects of the SOF
enterprise, and we are doing it with people who
traditionally are at a |lower rank, as just sone of the key
aspects that we continue to work with the Departnent to
reinforce, sir.

Chai rman Reed: Thank you very mnuch.

CGeneral C arke, fromyour perspective as the conmander,
can you indicate how valuable the role is of the SOLIC, and
what i nprovenents you m ght suggest fromthe standpoint of a
commandi ng of ficer?

Ceneral C arke: Thanks for the question. Senator,
first, it is great to have a confirnmed nom nee that has been
consistent in the position. M. Mier testified | ast year.
M. Maier is the seventh ASD SO LIC, either confirnmed or
acting, that | have had. So the consistency for SOCOMi s
very inportant, but it is also inportant for those deputy
assi stant secretaries and the structure wthin.

The ot her aspect that | would highlight, Senator, is

22
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that M. Miier now has a seat at the table with the other
service secretaries that allow himto, one, provide advocacy
for SOCOM structure and what we need to do in the future for
the Departnent but also to provide that advocacy and
insights as to what the Secretary is thinking. And that is
everything from human resources to the Secretary's
priorities, and that has been extrenely valuable for this
command, where sonetinmes we could be working nore in the
dark without M. Miier at the table. So thank you.

Chai rman Reed: Thank you very much, General C arke. |
was goi ng to ask questions, General Nakasone, about the need
for talented personnel, but | think | will cede that to
Senat or Rounds and Senat or Manchin today, in anticipation of
t he heari ng.

But | do have a question about the social nedia data
threat analysis center. W authorized that in the NDAAs of
2020 and 2021. Do you agree that it would be helpful to
have such a center to provi de ongoing anal ysis and trends
and al so provi de sone deterrence perhaps? Could you conment
on?

General Clarke: Chairman, | can. Based upon ny
experience watching two different election cycles and the
wor k of our adversaries to attenpt to garner greater
I nfluence, | think such a center would be helpful. Here is

what the center really needs to do, though. It needs to be
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able to ook at all of the full spectrum operations of what
our adversaries are doing. Wat are the tactics? Wat are
the tradecraft? Wat are the procedures they are doing?

And | think the second piece is that what woul d
probably be nost helpful is this center being outside the
governnent, a federally funded research center or perhaps
another center that is obviously in support that is able to
attract the talent and remains very, very vibrant and
dynamc in its approach.

Chai rman Reed: Thank you very much. Again, gentlenen,
t hank you for your service. General C arke, please give ny
regards to your father, who was ny physical education
I nstructor at West Point, and passed ne despite ny
| nadequaci es. Thank you very mnuch.

Senator | nhofe, please.

Senator Inhofe: | enjoyed that.

Ceneral Nakasone, it is clear that threats posed by our
adversaries in cyberspace is growing. China is using cyber
to steal our cutting-edge technol ogi es and Russia i s using
destructive cyberattacks in Ukrai ne and el sewhere to deter
the United States and our partners.

General Nakasone, in the face of these serious
cyberthreats your stance has been consistent and it has been
clear on the benefits of the dual -hat arrangenent. And you

know, the dual -hat arrangenent, for some reason, has becone
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controversial, and I think you and | both agree on this.
But why is it that that arrangenent is in the national
security interests of the United States? Explain that to
us.

CGeneral Nakasone: Senator, thank you for the question.
| begin with just 2018, when | cane into the job, both as
Commander of U. S. Cyber Command and the Director of the
Nati onal Security Agency, and | | ook at the change in terns
of our national security today, in ternms of what our
adversaries in cyberspace are trying to do.

W were not thinking about ransomware in 2018. W were
not necessarily thinking about near-peers in terns of their
capabilities in 2018. Very, very focused on com ng out of
the 2016 el ections, obviously the mdterm el ections of 2018,
and then also being able to address a series of threats with
counterterrorism

But over this past 4 years, as you have i ndi cat ed,
Senator, the world has changed consi derably, and what we see
I s a speed of sophistication and a wllingness for our
adversaries to operate trenmendously inpactful wthin
cyber space.

And so what we have done is to continue to mature the
rel ati onship between U S. Cyber Command and NSA. How do we
bring the best of what is being done in foreign intelligence

and cybersecurity to the work that is being done on the
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command, to be able to get after our adversaries? This is
what changed.

And so 1 plus 1, we do not want it to equal 2. W
wanted a force multiplier of 5 or 10 that can get after our
adversaries. And we are not alone at this, Senator. CQur
adversaries are doing the same thing.

Senator Inhofe: Thank you. That is a great response.

China views Africa as key to its global anbitions,
which is why they built their first overseas mlitary base
in Djibouti. People do not realize that it is not just that
mlitary base in Djibouti. That was the first mlitary
base, period, in their history. So they want to build
anot her one on the West Coast of Africa.

Now we witnessed this in Dibouti, and the bulk of the
U.S. forces in Africa are special operations troops who work
Wi th our partners to build capabilities, collect
intelligence, and push back on China, Russia, and terrorist
groups. W should deploy nore of these troops to Africa,
given the growing threats that we have poi nted out severa
times in Africa.

CGeneral C arke, what is your assessnent of what the
Chinese mlitary seeks to acconplish in Africa, and what can
our special operations forces do to confront these grow ng
t hreat s?

CGeneral C arke: Senator, | have been to Djibouti many
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times and also see it as a strategic |ocation not just for
Africa but what it gives for a platformfor us to conduct
counterterrorismmssions into the Mddle East, with its
proximty to Yenen. And as a key strategic hub there, the
Chi nese clearly see the sane thing.

For U S. Special Operations Conmand in support of
AFRICOM it is to ensure that the violent extrem st el enents
there are disrupted so they cannot cause a threat back to
the United States. As far as our ability, by being there
really allows us to see and sense what the Chinese
perni ci ous behavior is inside of Africa, with a great
I nterest specifically in collecting resources and m nerals
for the future. And by being there it helps us to highlight
those for the partners with whom we work.

Senator Inhofe: WIlIl, and | amglad that we have that
opportunity. M. Chairman.

Chai rman Reed: Thank you very mnuch.

Senator G Ilibrand, please.

Senator GIllibrand: Thank you, M. Chairman. Genera
Nakasone, it is great to see you, and | just want to give ny
gratitude to all three witnesses today for their
extraordi nary service, especially General C arke on your
retirement. You have really been a bright [ight for many,
many years, and we are grateful for everything you have

done.
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General Nakasone, | have advocated for the need for a
nati onal cyber and digital services acadeny, which was
consistent with the recommendati ons of the Al Conmm ssion, to
train the next generation of the civilian cyber workforce.
This woul d serve as a conplenent to existing fellowship and
schol arshi p prograns.

Looki ng forward, what are the key conpetencies that
t hese pipelines shoul d be devel oping? And second and
related, DHS is still in the pilot phase of their new DHS
communi ty tal ent managenent system where they seek to nore
gui ckly onboard 150 new cyber personnel outside of the
traditional OPM process. Are there any early |essons that
can be learned fromthis and hel pful to the DoD in
increasing civilian hiring?

General Nakasone: So Senator, | think the first
| essons that we have is we need the | argest pool that is
possible. This is a critical piece of what our nation is
going to do in the future. Cyberspace is where our nation
stores its wealth and its treasure. And so as we take a
| ook at that, being able to attract from you know, a broad
range of our society, that traditionally perhaps have not
touched sci ence, technol ogy, engineering, and mathematics is
an inportant first step.

Secondly is focusing on sonme of the key conpetitive

advant ages our nation is going to need for the future --
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data science, coding, artificial intelligence, nachine
| earning. Al of these are capacities that our nation is
going to need well into the future.

And the third piece, | think, is just the ability to
attract and to focus on the mssion of what really gets done
here. This is what we have | earned at the National Security
Agency and Cyber Command, is it is the mssion that attracts
people to work in this field. Thank you.

Senator Gllibrand: Do you have any particul ar views
on the devel opnent of the national cyber and digital
servi ces acadeny?

General Nakasone: Senator, if I mght et nme take that
for the record, just so | give a nore ful sone answer.

Senator Gllibrand: | appreciate that. How many
personnel are detailed to domestic agencies, such as DHS, to
hel p protect donestic critical infrastructure? The 2018 MOU
aut hori zed 50 detailees. In 2020, DoD scaled it down to
about 20, and as of l|ast year, O Greport had only 10
filled. Obviously, we are trying to position ourselves to
def end agai nst any oncom ng Russi an cyberattacks, especially
to the civilian sector, and as you know, about 80 percent of
our cyber networks are civilian owed and oper at ed.

So | would |ike to know what your perspective is on
this and how we can create better collaboration so that not

only can DoD resources, through the National Guard, but
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certainly NSA and ot her cybersecurity forces can be
supportive of what we do to create cyber defense
donesti cal | y.

General Nakasone: Senator, what we have done, we began
not only with the ability, as this comrittee has all owed us
to generate up to 50 personnel, but | think the first thing
that we want to do is make sure that we exchange |1 aison
of ficers, which has been done now, between ourselves and
Cl SA.

The second piece is focusing a part of my force on
di rect support to CISA. This is a discussion that Director
Easterly and | have had. It is also the ability for us to
| ook at and say, what are the areas that perhaps are uni que
for our force that mght be available to Cl SA and the nation
in the future.

And the third piece is working very closely to better
under st and what are the conpetitive advantages that we m ght
bring fromU. S. Cyber Command to what is necessary for
defense of the critical infrastructure. Thank you.

Senator G Illibrand: Thank you very nmuch, General. And
| would like to work with you on creating a nore formalized
rel ati onship between you and Cl SA for the future, because |
know that the jointness efforts in New York City are anpbng
the best in the country. Currently in our cyber protection

wth both assets from National Guard, NSA, NYPD, and FBI, we

30
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are col l aborating now with over 50 entities that are deened

critical infrastructure -- major banks, major supply chain,
maj or energy, nmajor water -- and that is working extrenely
wel | .

So also for the record | would be grateful for any
t hought s you have on that collaboration, making sure it
coul d beconme nore robust and nore formalized. | would like
your thoughts if you have any today but also for the record.

General Nakasone: Let ne take that for the record,
Senator. | did have the opportunity yesterday to speak with
Director Easterly. W were actually in the sane |ocation
and had an opportunity to just go over sone of these topics.
So that will be an apropos tine.

Senator G Illibrand: Thank you. Thank you, General
Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator G | 1i brand.

Senator Fi scher, please.

Senat or Fischer: Thank you, M. Chairnan.

CGeneral C arke, special operations forces have an
i ndi spensabl e and outsized role in counterterrorism
operations. Wuld you agree that w thout sustained CT
pressure terrorist groups are nore able to focus on planning
and preparing for external attacks?

General C arke: | would fundanentally agree. That,

but I would also add that it is key to do that with allies
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and partners, because then you actually are able to expand
and get a bigger bang for your buck.

Senator Fischer: As commander you nust be extensively
famliar with the chall enges associated wth conducting
over-the-horizon CT operations. Correct?

CGCeneral darke: | am Senator.

Senator Fischer: Can you describe the challenges of
conducting over-the-horizon CT operations without reliable
partners on the group, w thout basing access in neighboring
countries, and without reliable access to airspace?

CGCeneral d arke: Senator, it is nore difficult, and |
amnot going to sit in front of this commttee and say that
it is not. | would also, on the sane hand, though, say that
in the last 20 years we have devel oped exquisite
capabilities, and we can conduct counterterrori sm n ssions
over-the-horizon, and we have exhibited that in the past.

The nost inportant aspect, fromny purview -- and |
have witnessed this nmultiple tines, and you are referencing
It -- is the intel collection that is associated to ensure
that you have that intelligence to conduct those operations.

Senat or Fischer: And we have been successful in the
past, but have we been successful in the recent past,
specifically in Afghanistan after we left?

General C arke: Senator, | can point to a recent raid

in Syria to show that we have had success, and we continue
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to observe and nonitor in Afghanistan, along with Centra
Command and ot her intel agencies.

Senator Fischer: In this setting can you say if we
have had success i n Af ghani stan?

General C arke: Senator, | think some of those
guestions best be served in a closed hearing.

Senator Fischer: Thank you. Secretary Meier, has
t here been progress nmade towards securing any basing
agreenents or arrangenents with any country bordering
Af ghani st an?

M. Miier: Senator Fischer, there has been but | would
prefer to talk about that in closed session, due to the
sensitivities.

Senator Fischer: Okay. M. Secretary, our current
strategy for countering terrorist groups in Afghanistan
assunes an i mrense anmount of risk. | am al so deeply
concerned by the lack of intelligence collection
capabilities that we have for Afghanistan.

I n Decenber, CENTCOM Commander General MKenzie stated
that, quote, "we are probably at about 1 or 2 percent of the
capabilities we once had to | ook into Afghanistan,” end
quote. Does the Departnent plan to devel op any additi onal
resources to I SR in Afghani stan or is the Departnent
confortable with the current |evel of risk associated with

the current ISR | evel s?
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M. Mier: Senator, the Departnent is |ooking actively
right now at other forns of intelligence. | would not limt
it only to ISR There are other capabilities that | think
can be surged, and that is an ongoing effort to | ook at
t hose opportunities.

Senator Fischer: WII you be able to discuss those in
a closed setting with us?

M. Maier: Senator, yes, | wll be able to.

Senat or Fischer: Thank you.

CGeneral Clarke, for the better part of two decades the
counterterrorismfight has been your nmain effort in your
command. The uncl assified sunmary of the new Nati onal
Defense Strategy clearly states that China is the pacing
threat, and de-enphasi zes ot her persistent threats,
including the threat fromviolent extrem st organi zati ons.
How do you envi sion the demand signal from geographic
conbat ant commanders changi ng given the shifting priorities
under the new National Defense Strategy?

General O arke: Senator, the demand for speci al
operations forces will always exceed the capabilities that
we can provide. But what we are doing is to ensure that we
are devel opi ng and noderni zi ng to provi de uni que
capabilities such as undersea nodernization, nmaritine
mobility that could work very well inside the Indo-Pacific,

and to do things that only SOF can do. W have recently
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stood up a special reconnai ssance enabling command to | ook
at our sense of activities that can be applied globally.

Senator Fischer: In your witten testinony you talk
about rebal ancing the activities, and for the record if you
coul d expl ai n how special operation forces are realigning to
support the priorities that are identified in that National
Def ense Strategy, please.

General Carke: | will. | wll take that for the
record, Senator.

Senator Fischer: Thank you, and thank you so much for
your service to this country.

Chai rman Reed: Thank you, Senator Fischer.

Senator Hirono, please.

Senator Hi rono: Thank you, M. Chairman. Thank you
all for testifying, and a special aloha and nmahalo to
General Clarke, as this may be the last tine that you are
appearing before this commttee.

A question for General Nakasone. |n your prepared
remarks you note that one of your priorities is maintaining
a skilled cyber workforce through recruitnent, training, and
retention. And we all know that recruitnent and retention
in this area is particularly inportant.

We have a nunber of cyber education prograns in Hawai
that work collaboratively with NSA and DHS, such as the

Nati onal Center of Academ c Excellence in Cyber Defense and
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Center of Academ c Excell ence in Research. However, we al so
struggle to retain these trained cybersecurity experts in
Hawai i, where opportunities do exist. Yet, you know, we are
conpeting with the private sector, anong other entities.

Are you able to neet the demands of an ever-changi ng
cyber | andscape with the talent that you currently have,
General Nakasone?

General Nakasone: Senator, thank you. Very
specifically, yes right now, but we need to be postured for
the future. To give you an exanple, we stood up, at U S.
Cyber Conmand this year, the Acadeni ¢ Engagenent NetworKk,
over 92 universities across 40 different states, to include
the University of Hawaii at Manoa, which | have had the
ability to go and actually talk there, and talk with the
students there. This is an incredibly inportant piece of
what we do because ny sense is that as good as our
technology is, it always cone back to people.

And so our talent initiatives right now are focusing on
bei ng able to devel op the next generation. So while we have
enough for today, our nation needs nore for tonorrow.

Senator Hrono: | think it is a constant need. And so
we have a situation where we need to recruit or encourage a
| ot nore people into the STEM areas, woul dn't you say?

CGeneral Nakasone: That is correct, Senator. In fact,

we have a programw th the National Science Foundation, Next

36

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

Generation Cyber that is being run by NSA and the Nati onal
Sci ence Foundation, of which we have canps every summer for
K-12, generating interest in science, technol ogy,

engi neeri ng, and mat hemati cs.

Senator Hrono: And are you finding that you are able
to recruit wonmen or girls and mnorities into these
prograns?

General Nakasone: Senator, we are. However, again,
point to the fact that it is not enough, and we need to do
better in the future. Right now our forces, 35 percent
female in ternms of our overall strength on the civilian side
and about 20 percent on the mlitary side. Overall, in the
cybersecurity industry, it is at 20 percent. That is a
very, very |ow nunber for our nation.

And so | am concerned about our command, our agency,
and certainly our nation in this area.

Senator Hirono: So | think that whatever prograns,
educational progranms that we have that woul d encourage nore
wonen and mnorities into the STEMfields are inportant,
woul dn't you say?

CGeneral Nakasone: | agree, Senator. | think the other
pi ece that | would add, being the son of two educators, is
ensuring that the teachers, that we are able to bring this
curriculumto the teachers that are so instrunental in being

able to sow the foundation for the future.
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Senator Hirono: | agree. | know that we have to do a
heck of a |l ot nore to encourage particularly wonen and
mnorities, because that is a vast, untapped group of
I ndi vi dual s.

Again for you, it is likely that many of our mlitary
installations in the Pacific would be targeted in the event
of conflict with China, and it is clear we need a flexible
and resilient approach to logistics in the Pacific. [In her
testinony | ast week, Ceneral Van Ovost, commander of
USTRANSCOM hi ghl i ghted cybersecurity as a chief threat to
her mission as it pertains to contested |ogistics, and
hi ghl i ght ed partnershi ps with CYBERCOM

I n what ways has CYBERCOM i ntegrated with STRATCOM and
| NDOPACOM regardi ng the vulnerability of our assets spread
across the Pacific?

General Nakasone: Two ways, Senator. First of all
being able to ensure that the network that U S
Transportation Conmand utilizes, along wwth a series of
private sector conpanies. This is an unclassified network,
it is resilient, and assured in terns of being able to do
that. W have special focus on USTRANSCOM

The second piece is working with USTRANSCOM

USI NDOPACOM and ot her conbatant commands to ensure that the

partnership that we have built in the Pacific and Europe are

foundational to being able to ensure the cybersecurity of
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t hese nations as we continue to partner with them

Senator Hrono: | do have a few nore questions that |
wll submt for the record. But | would also |like to join
the Chairman in expressing our congratulations to you,
General Nakasone, for exposing Russia's aggressive
i ntentions regardi ng Ukraine. That was very helpful to
enable all of us to be nuch better prepared for this
terrible war that is happening in the Ukraine.

Thank you, M. Chairman.

General Nakasone: Thank you, Senator. | wll pass
that on to nmy peopl e.

Chai rman Reed: Thank you, Senator Hi rono.

Senat or Rounds, pl ease.

Senat or Rounds: Thank you, M. Chairnman.

First of all, let ne begin by just saying, gentlenen,
t hank you for your service to our country, and General
Cl arke, to you and your team what you have done over your
years of service will nmake a difference in the safety and
security for our country for years to cone, and thank you.

CGeneral Nakasone, ny understanding is that the
Admi ni stration has | aunched an interagency review which
could lead to revisions to the National Security Policy
Menmor andum Nunber 13, or NSPM 13. For ny col | eagues who may
be unfamliar with this docunent, the NSPM 13, along wth

NSPM 21, allows the del egation of well-defined authorities
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to the Secretary of Defense to conduct tine-sensitive
mlitary operations in cyberspace. It is based on the idea
of persistent engagenent, which neans continuously engagi ng
I n contesting adversaries in cyberspace.

Recogni zing that you have just tal ked about dual -
hatt edness and the fact that that has worked successfully, |
think you are absolutely correct with regard to the dual hat
that you wear. Wuld you share with us, with regard to the
cyber effects that you have been able to conduct? W have
made a difference with NSPM 13 as well. Could you just
share with us, before NSPM 13 was in effect, which came into
effect after the first year or so of the Trunp
adm ni stration, but prior to that how nmany cyber operations
or cyber-effect operations were conducted prior to that tine
in the previous 4 or 5 years?

General Nakasone: Senator, | know of no effects
operations ever conducted prior to 2018, but | would like to
take that question just for the record to nake sure that |
| ook back, since it is before ny tine.

Senator Rounds: Thank you. | think recognizing that
we are in an unclassified setting, would it be fair to say
that the nunber of these operations greatly increased after
NSPM 13 went into effect?

General Nakasone: Senator, two critical events took

place in 2018. One was this conmttee allow ng cyber to be
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atraditional mlitary activity in the fiscal year 2019
NDAA. The second piece, as you highlighted, was Nationa
Security Policy Menorandum 13.

Senator Rounds: So would it be fair to say that the
NSPM 13 woul d have been considered as playing an inportant
role in enabling you to protect the 2018 and 2020 el ecti ons,
along with recognizing that it is now part of a traditiona
mlitary activity?

General Nakasone: That is correct, Senator.

Senator Rounds: |f they were to change the NSPM 13 and
the authorities that you have, is there a possibility that
your capability to conduct cyber effects operations may be
affected?

CGeneral Nakasone: So certainly, Senator, we would take
a |l ook at any changes, obviously, and we will adjust to
t hose changes. But significant changes to that NSPM it
could affect what we need to do.

Senat or Rounds: Thank you. General Nakasone, the
menbers under your command are highly trai ned technica
experts. There is a high demand in the gl obal nmarket for
their skill sets. | understand that the service conponents
are responsible for recruiting and retaining these
I ndi viduals, but their retention directly affects your
ability to conduct operations. Senator Mnchin, as chair of

t he Cyber Subcomm ttee, and nyself, as ranking nenber, |
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know we are having a specific subcommttee di scussion on
that this afternoon. But in this open setting | think it is
critical to discuss the need about, nunber one, either the
vol ume of individuals comng in, the ability to retain them
for a |l onger period of tine, but also when they cone to you
fromthe services, because they are theoretically supposed
to be trained at the service |level and then delivered to you
for the operations, are they in a position today to be used
directly in operations or do you have to go through an
extensive retraining or additional training of these

i ndi vi dual s?

Ceneral Nakasone: Senator, first of all thanks to you
and Senator Manchin for the hearing you are going to hold
this afternoon. Wen | |ook at readiness, really three
parts to the readiness with our cyber forces. First of all,
what the services are responsible for, the nman, train, and
equi p piece of that, for 6,187 cyber warriors.

Secondly, it is what we at U S. Cyber Command and the
Nati onal Security Agency must do to provi de additional
training. This is above and beyond what soneone woul d cone
into the service and need to be able to be effective on our
t eans.

And the third piece is | think the critical piece that
you have highlighted, which is retention and the ability for

our cyber warriors to continue to stay within our force.
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That is a shared m ssion between the service and U. S. Cyber
Command. | take that very seriously. | have worked very
closely with the service chiefs to make sure that all three
of those areas are going to be balanced in the future. W
have work to do.

Senator Rounds: So in other words, if you get them and
they are not ready to go on the job day one, and you are
training them that takes tine away fromthe tinme that they
are then available for your use by a significant anount of
time.

General Nakasone: It does, but | would say, Senator,
that there is a basic |evel that the services have to neet,
and for the nost part they neet that all the tinme. It is us
being able to do the advanced training that is so necessary
for themto be effective as part of our teans.

Senat or Rounds: Thank you. Thank you, M. Chairnan.

Chai rman Reed: Thank you, Senator Rounds.

Senat or Shaheen, pl ease.

Senat or Shaheen: Thank you, M. Chairman, and Gener al
Cl arke, thank you so nuch for your service. Thank you al
for testifying this norning.

General darke, | know that The New York Tines has
poi nted out that you all had been very involved in Ukraine,
and we discussed this yesterday, in terns of providing

training to themthat began in 2014. Can you tal k about how
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i nportant that has been in providing the expertise that we
are now seeing on the battlefield in Ukrai ne?

General Carke: Senator, | hit a few highlights. One
I's the conpetency towards the security force assistance and
specifically the high-end training that we did for the
Ukrai ni an speci al operations forces. But | would al so
hi ghlight for the commttee the mlitary information support
ops, or information warfare, that we had a dedi cated team
that was in the Ukraine for 8 years, providing that, and
that was everything frombillboard to print to using
i nt ernet -based capabilities, along with civil affairs teans
that were working with them And it really, as we see
t oday, the resistance that the Ukrai nian forces have held
and the training that they were given | think directly
contributed to the success on the battlefield.

Senat or Shaheen: Thank you. And you nentioned the
| nportance of the information warfare that has occurred
there, and clearly Ukrai ne has been masterful at what they
have been doing. O course, Putin also has good a good job
in preventing his citizens in Russia fromknow ng what is
actually going on on the battlefield.

So can you talk a little bit about whether we should
devel op, or maybe we already have, a gray zone strategy to
enconpass that kind of information warfare as we are | ooking

at particular conflict areas around the worl d.
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General Clarke: Senator, you are pointing at a really
key factor, and yes, we have already begun this, in
coordination with ASD SO LI C and particularly wth CYBERCOMV
where nmuch of the delivery of information resides. It is
critical, and I would say we already have the authorities,

i n many cases, to conduct infornmation operations. W just
have to nmake sure that they are, in fact, directed at the

ri ght audi ences and that we work very closely with our
Departnment of State col |l eagues and the interagency so that
we are delivering proper effects at the right point in tine.

Senat or Shaheen: Thank you. And General Nakasone,
what is CYBERCOM s role in defending the honeland from
foreign cyber threats beyond just the critical
I nfrastructure protection, and how are you working with
public and private partners to protect the country, as we
have | ooked at the potential for the Russian governnent to
attack our critical infrastructure and we still are
concerned that that m ght happen? Wat are you doi ng?

Ceneral Nakasone: Senator, it begins outside the
United States, where ny authorities rest, and that is
t hrough a series of persistent engagenent canpai gns agai nst
mal i ci ous cyber actors that intend to do our nation harm
with the National Security Agency being able to rel ease that
I nformati on, so when we do a hunt forward operation in a

specific country, being able to understand the tradecraft
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and the malware. And then releasing it publicly provides an
antidote to what they m ght do.

And then within the United States, working closely in
support of Departnent of Honel and Security and Cl SA,
provi ding them any assistant that they need in terns of
capacity or capabilities.

Senat or Shaheen: Thank you. M. Miier, one of the
t hi ngs that we have seen, and you nentioned this in your
openi ng statenent, you tal ked about the effort to encourage
nore wonen to join SOF. And we have seen, in Afghanistan,
with the Fermal e Tactical Platoon, and Syria, with the
Wnen's Protection Units, we are now seeing in Ukraine the
i nportant role that wonen are playing in conflict, and they
are actually getting nore attention today than they were in
years past.

So can you tal k about what we are doing to work with
our international partners to highlight the role of wonen
and make sure that they have the attention and support they
need when we are working in an area?

M. Miier: Senator, | think we concretely say that
wonen in SOF are an operational inperative because of the
ability to do sone of the things you described in your
question. It is critically, and especially sonme of the
areas we have traditionally worked, to be able to have wonen

that are operators or have exquisite skills go to areas to
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be able to gather information that, frankly, nmen cannot go,
or have a different outreach capability to different parts
of communities. And as we |ook toward the future fight,
whether it is against, you know, gray zone conpetitors and
non-state actors or state actors, we are going to need that
capability. It is a force nultiplier, na' am

Senat or Shaheen: Thank you. Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Shaheen.

Senat or Ernst, please.

Senator Ernst: Thank you, M. Chair, and gentl enen,

t hank you very nuch for your service to our country.

General C arke, to you and Suzanne, and Chief Smth, to you
and Tina. Thank you very much for your collaborative
efforts in supporting our SOF warriors and their teans.

There is no doubt that our special operations forces
are the nost capable of nmilitary elenments on the gl obe, and
of course our cyber forces, CGeneral Nakasone, are essentia
to the defense of this nation. And we have to ensure that
both of these elenents are fully resourced and nodernized to
defeat the current threats to our national security.

So General O arke, the health of the force is the fifth
pillar in your command, and it ties into directly the first
SOF truth, which is humans are nore inportant than hardware.
| think we all believe that. And I, |like you, want to neke

sure that we are providing our servicenenbers with the best
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care possible.

So can you talk through SOCOM s efforts focused on
brain and behavioral health for our servicenenbers and, of
course, for their | oved ones as well?

CGeneral C arke: Thank you, Senator. Qur people are
our nost precious resource and we have got to put the
resources behind that to ensure they are taken care of.
Specifically, the Brain Health Initiative falling with the
Preservation of the Force and Famly is one of the critical
t hi ngs we do.

We focused initially on the physical domain because
that is what you could see. But what we are finding is
t hrough the invisible wiunds, you know, TBI, nultiple
expl osions, multiple breaches in proximty to those
expl osions is having an inpact.

And so we are working very closely. | recently went
up, with Chief Geg Smth, up to Boston, where we are
wor ki ng with Mass General and a couple of academ c
departnents and universities up there to | ook at how we can
do imaging that previous we could not do except on a
cadaver. And this nmay be groundbreaking for us to be able
to determ ne beforehand what sone of our operators may be
goi ng t hrough.

And so as you are well aware, we stood up an additi onal

pillar within our Preservation of the Force and Fam |y
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specifically towards the cognitive donain, because we
realize that this is the nost inportant part for our people
Is what is inside their brain housing group, that they can
make the right decisions, and it affects everything they do.
So we are going to continue working to inprove our
operators' and their famlies' I|ives.

Senator Ernst: | appreciate that, sir. It is so
i nportant. And you brought up Preservation of the Force and
Famly, as did ASD SO LIC Maier. But how can we take this
program and sustain i nprovenents in how our mlitary
approach is sustaining those SOF operators? Again, just
f ocused on POTFF, how do we sustain and inprove?

Ceneral Cl arke: Senator, the key for us is the
sust ai ned funding that we need in order to do that, and nost
of that funding attributes to the people that we have to
support the Preservation of the Force and Fam |y program

Senator Ernst: Thank you. And just very briefly as
well, I want to talk a little bit about your operational
posture, General Clarke. So | amfrustrated by a nunber of
nmobi | i zations within terror networks, whether it is Russia
and China across Africa, what we see in South Anerica,
Eastern Europe, all these hot zone conflicts that are
currently ongoi ng.

What does supporting your unfunded requirenment list, or

what | |ike to think of as risk assessnent list, by us in
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t hese particular theaters?

Ceneral C arke: Senator, what it provides us, if we
find support for the unfunded, it buys down risk, because we
are able to nodernize faster, and then we are also to ensure
readi ness, that we are placing the appropriate dollars
towards those unfunded requirenents. W wll buy sone of
t hat back.

Senator Ernst: And for ne, M. Chair, that is
extrenely inportant that we are able to focus on these
unfunded requirenents because they are so inportant within
the area of SOCOM and making sure that we are taking one of
our smallest, nost agile elenents and being able to use them
as a force multiplier.

So thank you, M. Chair. Thank you, gentlenen, very
much for being here today.

Chai rman Reed: Thank you very nuch, Senator Ernst.

The vote has commenced, and as | indicated at the
begi nning of the hearing, and with the concurrence of
Senator Inhofe, we will recess for approximately 10 m nut es.
W will rejoin the hearing at the call of the chair, but
approxi mately 10 m nutes, so we can acconplish this vote,
and then get on with the heari ng.

The comm ttee stands in recess.

[ Recess. ]

Chairman Reed: Let ne call the hearing to order again.
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| thank the witnesses for their understanding as we vot ed,
and |l et nme recogni ze Senator Rosen.

Senat or Rosen: Thank you, Chairman Reed. It pays to
be the first one back fromvotes, does it not? So thank
you. | want to thank you for testifying. Thank you for
your years of service and continual service. | know you are
going to continue to serve on, and for everyone else that is
her e.

But we have got a lot going on with Russia, so | want
to tal k about Russian cyber threats, General Nakasone,
because | ast nmonth President Biden warned that Russia is
exploring options for cyberattacks targeting the U S. The
el evated threat |evel cones as we know Russia is | aunching
cyberattacks against Wkraine, hitting the country's nati onal
tel ecommuni cations industry just |ast week, and causi ng
great deni al of service, service disruptions.

So | ast week Senator Rounds and | called on the
Admi nistration to brief Congress on how we are protecting
critical infrastructure right here in the U S., and | am
happy to report that just |last night Director Easterly was
with us in a classified briefing to talk about what CISA is
doi ng.

And so can you tell ne how CYBERCOM has been
coordinating wth Ukraine to harden their networks, and as

you conduct your hurt forward operations to identify network
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vul nerabilities are you sharing that not just with Ukraine
but all the NATO allies, particularly the border countries
that are helping to provide that mlitary and humanitari an
relief?

General Nakasone: Yes, Senator. As | nentioned, we
had a hunt forward teamthat deployed to Ukraine at the end
of 2021, and spent well over 2 nonths working wth our
partners there to harden their networks, focused on a nunber
of key critical assets.

The bi g piece about hunt forward, though, is not only
the fact that we understand the networks of our allies and
partners as they invite us in there but it also
under st andi ng what our adversaries are doing, and then to
your point, sharing that broadly, not only with our partners
and NATO but also with the private sector. Critical
infrastructure is within the private sector, so as we expose
these types of things they are broadly being able to shine a
light on this type of activity.

Senator Rosen: Yeah, | think it is inportant, and I
know this is not classified but can you speak broadly about
some of the insights that we have gained? Are they using
their state-sponsored networks? Are they using crim nal
net wor ks?

CGeneral Nakasone: So broadly, Senator, what | would

say is what we learned is obviously what we had a pretty
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clear indication, which is the fact that there is a
persi stence that the Russians have towards this type of
activity, and they have been in the Ukraine for a long tine.
So being able to identify the persistence, being able to
identify the adversaries, being able to share that
i nformation, again, broadly with our partners, broadly with
our allies and NATO, and then, nost inportantly, with the
private sector again reinforces this idea of you cannot hide
in terms of what you are doing.

Senator Rosen: Thank you. | look forward to sone nore
classified briefings with everyone.

But | want to nove on to you, Ceneral C arke, because
we know the world is watching. W know Iran is watchi ng.
We know this for sure. And so we have to conbat [ranian
aggression. And in several previous hearings we know Iran
and Iran-aligned mlitia groups, they are increasingly
targeting the United States installations and servi cenenbers
inlragq, in Syria, via rocket and, of course, drone attacks.
On a regular basis, Iran is, of course, we know the world's
| eadi ng state sponsor of terrorism They threaten the
United States and they threaten our allied interests in the
M ddl e East and around the world, via both direct attacks
and through its support for Hezbollah and the Islamc
Republic's other terrorist proxies such as KH and AAH.

So can you discuss the threat Iranian-aligned mlitia
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groups in the Mddle East are posing to our U S. troops and
allies, and do you believe the United States, how do you

t hi nk we should respond as you are currently addressing this
threat? Do you have the necessary authorities, besides the
ability to act in self-defense?

General C arke: Senator, | have served a | ong anount
of time in CENTCOM area, and specifically in Ilraq, and |
have watched the Shia mlitia groups, as you accurately
descri bed, their capabilities, which are only grow ng,
particularly, as CGeneral MKenzie identified to this
commttee, in the mssile and in their unmanned aeri al
systens, which threaten U S. forces.

I would | eave the policy side to what we do with the
authorities to M. Miier, but at the sane hand | woul d say
that we continue with our special operations forces to
provi de options for those policymakers by seeing and
under st andi ng how t hey conduct these attacks and try to be
in front of those attacks to provide those options.

Senat or Rosen: Thank you. Onh, | see ny tine is up. |
yi el d back. Thank you.

Chai rman Reed: Thank you, Senator Rosen.

Senator Tuberville, please.

Senator Tuberville: Thank you, M. Chairman. Thank
you for being here today. General C arke, thank you for

your service.
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General Carke, in January 2021, the DoD awarded
Tel edyne Brown Engineering a contract to continue production
on the Mark 11 Shall ow Water Conbat Subnersible. These subs
are used to deliver Navy SEALs and their equi pnment, speci al
operations. Wen do you expect these Mark 11s to be
delivered, all of thenf

Ceneral Carke: | will take that one for the record,
because we do have a tineline over years, Senator. But what
| amcommtted to, and take it broader, is that this
capability for a maritime, undersea collection is critical
for our nation, to be able to work in the littorals and team
with the Navy, to be able to do those type of operations.

Senator Tuberville: Do we need nore of then?

CGeneral C arke: Senator, | think what we have
requested has been sufficient, and if we believe we need
nore of that unique capability -- because it is not just
that delivery systembut it is other SEAL deliver systens
that we are putting forward, to give variances of the type
of capabilities we will need. But if we need nore | wll
come back to this comrittee and to the Departnent.

Senator Tuberville: Good. Thank you.

Secretary Maier, to what do you attribute the cost and
time overruns of Block 2 of the Dry Combat Subnersible, an
| nportant asset for the Pacific?

M. Miier: Senator, | would also |like to take that for
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the record. That is a conplicated answer that | do not have
all the details on. But we will get you witten responses.

Senat or Tuberville: Take nore than 5 mnutes to
explain that probably, would it not?

M. Mier: Yes, it would, sir.

Senator Tuberville: You know, in Novenber, Acting
Secretary of Defense Chris MIler enacted the fiscal year
2017 NDAA requirenent to elevated SO LIC positions to be on
par with the other service secretaries, but |ast My,
Senator Austin reversed this decision, burying SO LIC back
under the Under Secretary of Defense for Policy. SO LICis
still understaffed and is not getting the routine direct
access to the Secretary and Deputy Secretary as should, as
di rected by the NDAA

As a service Secretary, do you control acquisition and
budget itens in your purview?

M. Miier: So, Senator, by law | do not for
acquisition, but | approve the special operations budget.
So the answer is yes to one and no to the other.

Senator Tuberville: GCkay. Thank you. You know, |
would like to say this, that Secretary Austin changed this
back but this body, we believe in civilian oversight, and
hopefully we can get back to that sonehow.

CGeneral Nakasone, in July 2021, General Hayden said

that the joint warfighting concept had, quote, "failed in
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many di fferent ways," end quote, could not produce a victory
agai nst an aggressive red team and needed a new enphasis on
space and cyber.

Were, specifically, regarding Indo-Pacific, did the
joint warfighting concept, JWC, fall short with cyber?

General Nakasone: Senator, this is one that |
certainly will take for the record, just because | want to
provide a classified response to that. There are sonme very
uni que things that we have addressed, but again, | think it
is better to put that in a classified response.

Senator Tuberville: Al right. Wat resources to
ensure cyber protections across the joint force have you
asked for and not received? |s there anything that you have
not received that you have asked for?

CGeneral Nakasone: Senator, not right now | think the
br oader question which the Departnent is working towards
right nowis how big a cyber force, and that is a study that
I s being undertaken right now W will grow by 14 different
teans over the FIDA, but | think that, you know, in our
estimation that that is probably a down paynent on a broader
force that is going to be necessary for the nation.

Senator Tuberville: How can we help you in this com ng
budget ?

CGeneral Nakasone: You know, | think the biggest piece

is just the continued support of our talent initiatives. W
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have tal ked about this. The inportance of being able to
grow a force begins well before they ever are recruited for
any of the services or enter civilian service.

Senator Tuberville: Thank you. And | would |ove for
you to conme to Al abana and check our new Cyber Technol ogy
and Engi neering School, grades 9 through 12, top in the
state, started 2 years ago. It is unbelievable and going to
be unbelievably successful. It will open the doors of its
new building this year, comng up in Septenber. And we have
over 150 in it now, and it is an amazi ng place of education,
and | think it is going to be very beneficial to what you
are doing. | amtalking about high school kids. | am not
tal ki ng about college. And these kids will be ready to go
to work as soon as they get out of high school. So
hopefully one day you can visit in Huntsville.

CGeneral Nakasone: Senator, | would enjoy that. |
woul d al so, Senator, to solicit your assistance for our
Academ ¢ Engagenent Network for U S. Cyber Command. W have
four institutions wthin the state of A abama. But given
your | ong experience as an educator | think your proponency
within the state of Al abama coul d doubl e that nunber.

Senator Tuberville: Thank you. Thank you very nuch.
Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Tuberville.

Senator King, please.
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Senator King: Thank you, M. Chairman. Before
begi nning ny questions | want to associate nyself with the
questions of Senator Rounds about National Security
Presi dential Menorandum 13. My understanding is that the
Admi ni stration is considering changes. Substantial changes,
| believe, would be a grave m stake, woul d underni ne
deterrence at the worst possible nonent, and | have
communi cated that to the Wiite House, along with Congressnan
M ke Gal | agher, ny co-chair of the Cyberspace Sol ari um
Conmi ssi on.

General Nakasone, if you can answer this in an open
session, why no Russian serious cyberattack in Ukraine? W
all thought that was going to be the first thing they did,
and it did not happen. | know there were sone attacks but
not hing of the scale that we were expecting. Do we have an
answer to that?

Ceneral Nakasone: So Senator, | think | would begin by
saying we are not out of Ukraine yet, so obviously our
position right nowis one of vigilance, in terns of anything
that mght still be done.

In terns of what the Russians decided to, | would
anticipate that this was based upon a series of assunptions
that they nay have made, | think coupled with the defensive
capabilities that we were able to work with a nunber of

partners within Ukraine, and then thirdly, | think is just a
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realization that a lot of tines these are very, very
difficult attacks to be able to conduct.

Senator King: | think their assunption was that the
war would | ast a week so they did not really have to do
that. That seens to be one of their gravest m stakes.

| am concerned about attribution. If we are going to
respond to cyberattacks we have to have tinely attribution.
Are the U S. governnent's attribution assets adequate? Do
we coordi nate adequately? Wwo is in charge of attribution
if a cyberattack occurred tonorrow? 1Is it you? |Is it NSA?
Is it the FBI? Is it ClSA? Were does that responsibility
fall?

Ceneral Nakasone: So certainly, Senator, there is a
conmbi nation of all of those that lead to attribution, to
i ncl ude our partners as we work very closely with them |
think the other one that | would add is the private sector.
You know, when you consi der sonme of our private sector
entities that have over 300 mllion endpoints in the United
States, being able to understand what is going on there is
critical for what we are able to see.

But ultimately this is brought up to a policy-Ievel
deci si on based upon what we are able to provide from
intelligence and our partnerships with industry and foreign
nati ons.

Senator King: It makes ne nervous when | hear the
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first part of the answer being coordination. | like it when
sonebody is in charge and responsi ble, but | understand that
the coordination is inportant.

One of the -- | do not knowif I would call it a gap,
but you nentioned, for exanple, outside of our borders, that
is where NSA's responsibility is, CIA's responsibility is.
W are no longer in a world of borders, and what concerns ne
Is a cyberattack that originates in a foreign country but
goes through a server in New Jersey or California, and
therefore it is a gray question as to where that cyberattack
is coming from Do we have adequate authorities and |ines
of authority and definitions to deal with a foreign
cyberattack that conmes through U S. infrastructure?

General Nakasone: | think that we are nmaking nuch
better progress in being able to address sone of those
authority gaps. You have identified one of the areas that
we certainly were relevant during the Sol ar Wnds nost
recently supply chain attack, when our adversaries had
positioned thenselves wwthin the United States and we found
that there was a blind spot there.

So again, the breach notification that has been done,
the discussions in ternms of upping the standards for both
nati onal security systens and governnent systens that the
Admi ni stration has done | think have all contributed to

this.
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But you point out a key piece, Senator, which is this
I's much nore difficult than one person being in charge.
There i s not one agency, one departnent, or even one entity
that has all the information, and is so why this
coordination is so inportant.

Senator King: W talked about recruiting talent, and |
know that is an issue that has been discussed in other
gquestions. One of ny questions is, what about tenure? |Is
It an issue in CYBERCOM that you have soldiers and sailors
and marines, people that cone through, but they are only
there for alimted period of tine and then they nove on, or
do they nove on within CYBERCOW Do we have enough
continuity, or is that an issue that we need to address?

General Nakasone: So that is an area that each of the
services handles differently, and | think each of the
services has to focus on this. Once we train an operator
within our force we are very, very reluctant to have them go
back and do anything el se but cyber. And | would offer that
nost of the cyber operators that is all they want to do is
cyber.

And so, again, the investnent in this and the repeat
tours is critical for us to maintain our readiness.

Senator King: So we do have repeat tours now. That is
a standard part of the way you operate.

CGeneral Nakasone: W certainly do, but | think there
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coul d be nore.

Senator King: Ceneral Oarke, | amrunning out of
time. Just a short question. Are you providing the kind of
training that you did to the Wkrainians to other allies,
particularly in Eastern Europe, in special operations?

General Clarke: Yes, sir, we are, and | can give you
nore detail or provide that for the record, and we have
continued that through what is going on in the Ukraine
t oday.

Senator King: Well | think what is going on in Ukraine
in terns of success has been attributable to | ots of
factors, but one of themis the training that you have
provi ded. Thank you.

General Clarke: | agree with that assessnent. Thank
you.

Chai rman Reed: Thank you, Senator King.

Senat or Bl ackburn, please.

Senat or Bl ackburn: Thank you, M. Chairnman, and thank
you to each of you for the update.

General Clarke, | want to tal k about the small unit
dom nance for just a nonment and see where you are with that,
to provide solutions for SOF small unit dom nance. And what
progress have you nade to bol ster the collaboration with
external governnent and non-gover nnental organizations

concerni ng advancenent of adversary asymmetric advantages?
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And t hen when you | ook at your resource shortfalls when it
cones to information gathering, situational awareness, where
are you wwth that? As you are very well aware, and as we
have tal ked, Fort Canpbell and the nen and wonen that are
stationed there -- and this is sonething that is inportant
to them

General darke: Senator, you bring out a great point
about our forces. Many tinmes they are working in snal
teans and they are di saggregated, but they bring with that
di saggregati on sone power of being able to work with foreign
partners, and providing themall the assets and tools, and
as we ook at this, at a point forward that very few could
do. And it is accepting to the host nation that they can
wor k there because they have the culture, they have the
| anguage, and nost tines they are conbat-credi ble forces who
have been tested on the battlefields in lrag, in
Af ghani stan, in Syria, and providing themall the tools that
t hey need.

VWhat we are focused on is specifically giving themthe
nost tools that they can have forward, what we call the
hyper - enabl ed operator. That is one of nmy top five
technol ogy focus areas, to make sure that they have those
tools. And a lot of that wll be, as you referenced, naking
sure that we can put artificial intelligence and nmachine

| earning forward at the edge where they are.
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Senator Bl ackburn: And in the 2022 NDAA, SOCOM we had
t he operating concept, you need to articul ate an operating
concept that supports the joint warfighting concept. And
when you are | ooking at that joint |andscape how do you seek
to define that, and then how are you filling in those gaps
as you bring in and avail technol ogy?

General Cdarke: Senator, you are hitting a really key
poi nt, that working with ASD SO LI C, who has given us
gui dance to actually | ook at our force structure and cone up
wi th that operating concept for 2040. | believe we have the
force size that we need, but within that force size that we
have we actually have to do sone restructuring to ensure
that we can properly conpete with a nation state |ike China,
and devel op those uni que capabilities that will be required
for that future conflict.

Senator Bl ackburn: Ckay. And then in that vein, as
you | ook at all of this, how are you going to bring into
review different | evels and degrees of specialization and
conpet ence, and how do you do that with your existing force?

General C arke: The way we do it now, and it works
best, is through experinentation. W actually create
exerci ses and venues so that we can actually test those, and
we are doing that today. So as you | ook at our operations
and mai nt enance budget for this year, about $9.7 billion,

that is what directly contributes to that experinentation
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and building the future force that we will need.

Senator Bl ackburn: COkay. Before I run out of tine,
General Nakasone, | always appreciate your insights. | want
you to talk for just a m nute about the value of the current
cyber defense partnerships that you have and how t hat
affects your multi-domai n partnerships, how that affects
your multi-capabl e operations.

General Nakasone: Senator, let ne begin with the
partnerships in a nunber of different phases. So first of
all | would say our partnerships with the National Security
Agency is critical to what we do. U S. Cyber Conmand is
power ful based upon our partnership wth NSA

The second piece is the partnerships that we have with
the private sector. As | nentioned, the change that taking
pl ace in cyberspace is nmainly taking place within the
private sector. So having those partnerships, |ike our
under advi senment programthat this commttee sponsored is
critical for what we are doi ng.

The third piece is partnerships with our allies. Hunt
forward teans, nine which were conducted in 2021, by the
invite of foreign governments, conming into their networks
and understanding is critical.

Senat or Bl ackburn: Ckay. | amover tine but let ne
ask you. Having those partnerships, does that help you to

retain sonme of the human capital and the troops that you
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need to retain?

Ceneral Nakasone: Most definitely. | nean, people
want to work with the private sector. They want to be able
to deploy. They want to be able to work with academ c
institutions. There is an excitenent that goes with that.

Senator Bl ackburn: Ckay. Thank you. Thank you, M.
Chai r man.

Chai rman Reed: Thank you, Senator Bl ackburn.

Senat or Manchi n, pl ease.

Senator Manchin: Thank you, M. Chairman. First of
all, thank all three of you for your service, and General
d arke, thank you and your famly. | know how a conm t nent
that is and what a conmtnent that is, but now you get to
spend hopefully a little tinme with them

To CGeneral Clarke and to Secretary Maier, this is for
you all. | noted the comments in your advance testinony
about special operation forces, unique training authority,
and the need to maintain readiness in the diverse gl obal
environnents that we are in.

| wanted to nake sure you were both aware that in West
Virginia we are working and maki ng our state nore avail abl e
to SOCOM training operations -- e are only 3 hours away now.

W are not that far. You can hop, skip, and a junp --
avail abl e for SOCOM operations. W have parts of the states

that are in great condition for training opportunities, if
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it has not been brought to your attention, from subterranean
conpl exes to austere rural environnents. There is surface
mne land -- that is possible for transfer to DoD for

not hing. Zero. One dollar to nmake it |egal, probably -- the
East Coast-based units to train to significantly reduce cost
conpared to simlar training that you are going to travel to
the West Coast and do. It is right in your backyard.

And ny office has been working with J3 representatives
from SOCOM and our state as well as the West Virginia
National Guard to highlight what we have to offer. And |
hope to have you out soon to do a site visit. |If you could
| woul d appreciate it very much.

So if your SOCOM staff has not briefed you on this
program woul d you work with ne and nmaybe cone and visit and
see what we have to offer?

CGeneral d arke: Senator, the SOCOM staff has briefed
me. Having been appointed to West Point from Marti nsburg,
West Virginia, by Senator Byrd 42 years ago --

Senator Manchin: Oh, you have got to cone. You have
got no option.

General Clarke: -- |1 amvery famliar with Wst
Virginia and this initiative and your hosting of 2nd
Battalion 19th Special Forces G oup and our continuous
assessnment that we run in your state.

Senator Manchin: W are a state that is totally
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comritted to the defense of this country, and think you it
proves that by the amobunt of veterans that we have who have
fought in every war in conflict, and have even shed a | ot of
blood. So we are ready to go, and we would | ove to have you
all there because you woul d be nost wel cone in whatever we
have to offer.

| have always said this too, about West Virginians
fighting. | say when there is not really a good fight going
on around the world, we fight each other just to stay in
practice, because we are ready. Just |like Al abama.

So General Nakasone, this is for you. As Chairnman of
the Cyber Subcommttee | amparticularly concerned that it
is only a matter of tinme before cyber crimnals and bad
actors launch attacks on our commercial space assets,
particularly our gl obal positioning system Cyber and space
realnms are intertwined and it is inperative for CYBERCOM and
SPACECOM to work in | ockstep, because every system SPACECOM
uses has a cyber conponent that has to be secure and
reliable.

So how are you all working together, and if there are
t hings you can talk about. |If not, we will do it in a
secured setting.

Ceneral Nakasone: So again it begins with the ability
for us to work closely with U S. Space Command. W put a

cyber integrated planning el enent into Space Conmand
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headquarters | ast summer. This is our ability now to work
hand-i n-hand with General Dickinson and his staff to be able
to plan those types of operations.

Senat or Manchin: How about nitro?

Gener al Nakasone: Pardon ne?

Senat or Manchin: N tro.

General Nakasone: [If | mght cone back to you on that,
Senat or .

Senat or Manchin: That is what | thought. GCkay. W
will do that.

And al so, General Nakasone, a few weeks ago we heard
from STRATCOM and SPACECOM on their readi ness posture.
Mai nt ai ni ng our nucl ear deterrent and preserving our ability
to operate in space are fundanental to today's great power
conpetition with Russia and China. | believe that both of
these m ssions are connected to our cyber defensive and
of fensive capabilities. The cyberspace and nucl ear m ssions
have to be interconnected and cannot operate in a vacuum

So ny question would be, given that CYBERCOM i s
operating in a highly conplex and ever-evol vi ng envi ronnent,
how i ntegrated woul d you say that the efforts are between
STRATCOM and SPACECOM ri ght now?

Ceneral Nakasone: Totally integrated, and it begins
wi th the assurance of our nuclear command and control and

comruni cati ons capabilities.
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Senator Manchin: | know that Senator King asked the
question about what is going on and why has Russia not --
are you seeing indications that we should have sone concern
there, that there m ght be novenent in that area of
cyberattacks?

General Nakasone: So again, Senator, | think that the
Presi dent, as he announced | ast week with his indications of
concern, we have concerns all the tine. W remain vigilant,
and we will continue to remain vigilant.

Senator Manchin: Do you believe that we are adequately
capabl e of stopping these horrible cyberattacks that could
harm just the well-being of the average United States
citizen?

CGeneral Nakasone: W are, along with our partners at
Cl SA, and the private sector.

Senator Manchin: So everybody is on track. Thank you
very much. No further questions.

Chai rman Reed: Thank you very nuch, Senator Manchin.

Senat or Cotton, please.

Senator Cotton: Wl cone, gentlenen. Ceneral Nakasone,
let us talk a little bit about intelligence sharing with
Ukrai ne. We have heard a | ot about that over the |last few
weeks. You nentioned it alittle bit today in your
testinmony. Can you tell us exactly, |ike how does that

happen for you and your people, at NSA and CYBERCOW Do you
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have partners in Ukraine that you are going direct to with
intelligence we share? 1Is it going up in the United States
governnent and then going to them sonehow? Just give us a
little nmore visibility.

General Nakasone: Senator, if |I mght, | think this is
a great conversation for this afternoon, in closed
testinony, just because | can |lay out the nunbers and the
procedures upon which we do this.

Senator Cotton: Ckay. W wll have that conversation
in a closed session.

| would like to know what kind of limtations that you
face on what you are able to share, if any. Has the
Adm nistration put limtations on your ability to share
actionable intelligence with Ukraini ans?

CGeneral Nakasone: So, Senator, again there is policy
gui dance that we follow at the National Security Agency with
regards to the sharing of that intelligence.

Senator Cotton: Are you allowed to share intelligence
that would allow or facilitate strikes into the Donbas
regi on?

General Nakasone: Again, Senator, | think this is
obvi ously better handled in closed testinony.

Senator Cotton: Ckay. W wll talk about it in closed
testinmony. | certainly hope that you and the rest of our

governnent is allowed to share such intelligence, since
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Russi a has announced that that is the main effort in Ukraine
now and that the White House is not nervous as a cat in a
roomfull of rocking chairs about allow ng Ukraine to retake
some of its territory in the Donbas.

CGeneral C arke, you have planned a mssion or two in
your life. Do you think it would conplicate Russia's
operations in the Donbas if they had to worry not just about
Ukrai ne' s defense operations there but also had to worry
about potential offensive operations across the |ine of
contact in the Joint Forces area?

CGeneral Clarke: Senator, | believe that any tine that
any nation has increased capabilities and know edge of their
opponent it is hel pful.

Senator Cotton: | bet it would conplicate the hell out
of their planning, if you asked ne. But anyway, we w ||
talk about it at closed setting.

Ceneral Clarke, | want to talk to you briefly about a
couple of matters. The first is Afghanistan and the so-
call ed over-the-horizon counterterrorismstrikes we heard so
much about |ast sunmer, in the |ead-up to and during the
collapse in Kabul. Since the last American soldier |eft
Af ghani stan, how many over-the-horizon strikes have we
conduct ed i n Af ghani st an?

General O arke: Senator, | amnot aware of any over-

t he-hori zon stri kes that have been conducted since we
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departed Afghani stan.

Senator Cotton: Yeah. Unfortunately, neither aml. |
think it mght have been better call ed over-the-rai nbow
counterterrorismstrikes at the tinme by the Wite House.

Anot her thing, General Carke, | want to address with
you is the authorities you have. Last year, when the Biden
adm ni stration took office, one of the very first actions
was to renove approval del egations for actions outside of
Iraqg and Syria, so places like, say, Yenen. W tal ked about
it in this hearing |last year, and you probably renenber ne
referencing a story fromthe previous President about his
first encounter wwth this question, when he was asked to
approve a strike, and he did not understand why sonme captain
or major or colonel who was on the ground was not approving
it.

Has the Biden adm nistration's policies affected your
ability to get after terrorist targets in places |Iike Yenen
or Sonmalia or el sewhere?

General O arke: Senator, | defer those specific
guestions to the geographi c conbatant commander. W
continue to give that capability to those conbat ant
commanders to conduct those strikes wth our SCOF personnel.
| defer policy over to Secretary Maier, if there is anything
that he would want to add on top of that.

Senator Cotton: Secretary Maier, is there anything you
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would like to add on top of that?

M. Maier: Senator, | think there has been no change
in the policy fromwhere we tal ked a year ago.

Senator Cotton: So at what level in the United States
governnent does a strike against a bad guy in Yenen or
Somal i a have to be approved? Do you have to wake the
President up in the mddle of the night and ask hin?

M. Miier: Senator, is that question for ne?

Senator Cotton: Sure.

M. Mier: So |l think it varies based on the
geographic area, but there are very fewthat rise to the
| evel of the Wiite House. Most of those are wthin the DoD
hi erarchy, sir.

Senator Cotton: And at what level in the DoD
hi erarchy? Wuld that go to the conbatant commander ?

M. Mier: Otentines the conbatant commuander, sir,

but | think it varies depending on how | ow they are

del egated. In sone cases it is well below the conbat ant
comrander .
Senator Cotton: Ckay. General Carke, | have a | ot of

confidence in you and your conbatant commanders, but you
know who el se | have a |lot of confidence in? People who are
doi ng jobs that Major and Col onel C arke used to do back in
the day. Thank you. See you in the closed setting.

Chai rman Reed: Thank you very much, Senator Cotton.
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Senat or Bl unent hal, pl ease.

Senat or Bl unenthal: Thanks, M. Chairman. Thank you
for being here. Thank you all for your extraordinarily
di sti ngui shed and dedi cated service to our country.

CGeneral Nakasone, in your responses to Senator Cotton
you did not nean to say that we are not sharing intelligence
with Ukraine, did you?

General Nakasone: | did not. | said that | believe,
Senator, | wanted to make sure that we tal ked about the
details in a closed setting.

Senator Blunenthal: But the idea that we are denying
intelligence or refusing to share intelligence is incorrect.

General Nakasone: That is correct, Senator.

Senat or Bl unent hal : Thank you.

General C arke, | wonder if you could provide sone
background as to why use of undersea vehicles for inserting
our special operators is inportant, whether it is through
the Dry Conbat Subnersible or through the existing undersea
warfare platforns that we have.

Ceneral C arke: Senator, our naval special operators
can get into places that a larger nmaritinme ship or an
under sea vessel, one of the Navy submarines, cannot get
into, and it provides us the opportunity -- which | can
cover specifics in a closed session -- to get in places that

we need to conduct reconnai ssance in, and to be able to give
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the Joint Force insights for potential future conflict and
for conpetition.

Senator Blunenthal: So the smaller vehicles can enter
pl aces that submarines could not, which makes them
potentially very valuable, and I think in response to
Senator Tuberville you talked a little bit about the
tineline. What is the fastest that we could see those Dry
Conbat Subnersi bl es avail abl e?

General O arke: Senator, we are testing one now. |
went on it personally within the last 12 nonths, and found
that it is alnost ready at this point. W are still going
t hrough sone specific testing of it, and | can get back to
you on the record with what that specific tinmeline is. But
we are tal king nonths, probably not years. W are
operationally validating it now, to nmake sure it woul d be
conpl etely safe in an operational environnent.

Senator Blunenthal: Are you satisfied that the budget,
t he 2023 budget, includes sufficient funding to make it
operational during the comng year, if it is a nmatter of
nont hs before it woul d be?

CGeneral Clarke: Senator, | do, for this year's budget,
but there are additional capabilities that we will continue
to advocate for to build the nodernization not just of the
Dry Conbat Subnersi bl e but other undersea, clandestine type

vessels that will also assist us in the mariti ne and the
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littoral domain.

Senator Blunenthal: | would appreciate hearing nore,
whether it is in a closed setting or on the record in
witing nore about this program

General C arke: Yes, sir. | wll take that for the
record, Senator.

Senator Blunenthal: Thank you. One other area. Wen
| visited Wkraine just very shortly before the invasion, in
January, and | think it is certain nowit is a matter of
public record that we had trainers there for the Wkrainian
forces. How would you assess the effectiveness of the
training that we gave to Ukrai nians through our speci al
operations as well as other personnel, and woul d such
trai ning now be useful for nore of them outside of Ukraine?
Qovi ously, we are not going to put any of our personnel into
Ukraine, but if there were training outside the country for
some of their special operators.

General Clarke: | assess that training as very
effective, and what we did for 8 years prior for both |ethal
capabilities but also in the information operations. And |
do believe that at Ukrainians' desire, based upon what they
will need in the future, for what could becone a protracted
engagenent with Russia, we should | ook at and assess what
future capabilities they will need, because they will need

to have a sustained effort, and | think we could provide
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those if the policy is decided. But | think that woul d
benefit the Ukrainians in the future.

Senat or Bl unenthal: Absolutely. Thanks so nuch,
General. Thank you all.

Chai rman Reed: Thank you, Senator Bl unent hal

Senator Sullivan, please.

Senator Sullivan: Thank you, M. Chairman, and
gentl enen, thank you for your service here. GCeneral d arke,
both you and General Nakasone, | think you are two of our
best four-star commanders focused on lethality, warfighting,
crushi ng our enem es when called upon, and | just really
want to thank you for that, and General O arke, for your
service, if you are going to be retiring soon. | hope you
are not retiring soon but | understand it is maybe close to
40 years now, so good |luck with everything. But you have
done an exceptional job. Both of you have.

| just want to enphasize what Senator Cotton nentioned,
General Nakasone, on the intel-sharing piece. | know you
cannot say a lot here, but | think it is strong bipartisan
support to the extent we can share as nuch intel, of course,
Wi t hout conprom sing sources and net hods, w th Ukrainian
forces, including in Eastern Ukraine, | think it is really
inmportant. And | think | am speaking for a | ot of Senators
on this commttee.

CGeneral Carke, | have kind of a nmulti-part question.
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Coul d you el aborate a little bit on SOCOM s role in building
out Ukrai nian Special Forces over the |ast several years,
and then what |essons are we applying with regard to what we
have | earned there to Taiwan Speci al Forces?

You know, one of the things that you nentioned in the
what - we-do section of your vision for SOCOMis hel pi ng shape
the environnment to reduce risk, prevent crises, and set
conditions for success in conpetition and conflict, and I
would like to get a little sense, to the extent you can talk
about it here, on what we are doing to help Taiwan the way
we have hel ped Ukrai ne, particularly in the SOF worl d.

General d arke: Senator, when we first started
training wwth the Ukrainian speci al operations over 8 years
ago they were a smaller force and they did not necessarily
have a SOCOW | i ke headquarters. That force grew to three
bri gade equi val ents, conmanded by col onels, and a training
reginment. And they also, over the last 18 nonths, added a
resi stance conpany nade up of what we -- |ike a honme guard,

t hat was enbedded in each one of those. And that was
t hrough the persistent effort of not just the U S., but we
al so brought in allies fromother NATO countri es.

Senator Sullivan: And you are seeing, obviously, sone
of the success of that training and structure in the current
conflict.

CGeneral d arke: Yes, Senator, we are.
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Senator Sullivan: Wat about Taiwan, to the extent you
can tal k about that?

Ceneral Clarke: Senator, | would prefer to talk about
Taiwan in a closed setting. But broadly, building both
resistance and resilience in the force -- resistance being
the ability to give the punch, but resilience being the
ability to take the punch and nake sure you can get back up,
t hrough nedi cal training, through | ogistics, and through
communi cations -- is critical. And | think we have got to
wor k on both of those with other nations, wit |arge.

Senator Sullivan: Let nme ask a question for both of
you, kind of, again a two-part question. General J arke,
Rear Admiral Howard recently wote a piece in USNI and
tal ked about maki ng sure our special operations forces were
conbat ready for new tactics, techniques, particularly in
some of the nobst stressing environnment and hard-target
conditions. And he tal ked about SOCOM conpetition in the
Hi gh North.

Are there initiatives that you are undertaking? And
General Nakasone, can you talk a little bit about what NSA
Al aska has been doing, the capabilities that they bring?
Even a | ot of Al askans are not aware of the great work that
goes on, particularly as it relates to Russia and ot her
pl aces that goes on in the High North of Anmerica and Al aska,

with the buildout and exceptional work that NSA Al aska is
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doi ng.

General d arke, can you take that question first, and
t hen General Nakasone.

General Clarke: Yes, sir. | just left Norway |ess
than 10 days ago, where | observed our special operations
forces working 200 mles north of the Arctic Crcle, using
all of their capabilities -- insertion clandestinely,
| ooki ng at hard targets, working with partners.

Si mul t aneously, as you know, there was anot her exercise
going on in Al aska, where we also had a | arge conti ngent of
all elenments of our special operations command that were
practicing experinenting. And so this alone highlights the
| nportance of training inside the Arctic for those hard
targets in the future.

Senator Sullivan: Thank you. General Nakasone?

CGeneral Nakasone: Senator, geography matters, and as
we take a | ook at our ability to provide both indications
and warni ng and awareness of the Pacific, a critical elenent
of this is what the nen and wonen at NSA Al aska are doi ng
today. And so that location, in your hone state, has
provi ded us insights into our adversaries' actions and
provi ded protection to our forces that are deployed in that
regi on.

Senator Sullivan: Thank you. Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator Sullivan.

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

83

Senat or Haw ey, pl ease.

Senat or Hawl ey: Thank you, M. Chairman, and thanks to
all of you for being here. Thank you for your service.

I want to conme back to this question of Taiwan that
Senator Sullivan was just asking about, and let nme frane it
this way. Secretary Maier, let ne start with you.

I think the Ukrainians are showi ng how effective and
i nportant irregular warfare can be for defeating an eneny
I nvasion. Cbviously that has got a | ot of potenti al
rel evance to the situation that we see in Taiwan. Qur goa
in Taiwan, | think hopefully we all agree, should be to
prevent an invasion. W do not want to be behind the eight
bal | where we are trying to displace one. But we have got
to plan for all scenarios, so irregular warfare has an
i nportant role to play.

You testified | ast year, and | am going to quote you
here, that the United States should "strongly" -- that is
your word -- "strongly consider options to strengthen
Taiwan's irregular warfare capabilities, including their
ability to fight in depth" -- that is you again -- "using
resi stance networks or other capabilities after a Chinese
anphi bious landing." |Is that still your view?

M. Mier: 1t is, Senator, and | think we are doing
nore work in that regard, as others have testified.

Senator Haw ey: Perfect. Can | just ask you to expand
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on that? Can you give us an update on what you are doing,
what the Pentagon is doing to help strengthen Taiwan's
irregular warfare capabilities?

M. Miier: So, Senator, | think General C arke already
hit on sonme of that. Cbviously we can only go so much in
this session. But | think consistent with the Taiwan
Rel ati ons Act, we are doing all we can to | ook at a whol e-
of -resi stance approach. So in sone cases that neans doi ng
nore exercises, nore ability to touch aspects of the
Tai wanese infrastructure and determne its both, as Ceneral
Clarke said, ability to take a punch and give a punch. That
Is sort of the nost basic |evel of our assessnent at this
poi nt .

Senator Hawl ey: Very good. General, you testified
al so last year, and you just reiterated it to Senator
Sullivan, but you testified that you thought the United
States shoul d hel p Taiwan strengthen its irregular warfare
capabilities. | amassum ng, based on your answer just a
second ago, you think that is still a priority. [Is that
fair to say?

CGeneral Clarke: Al in accordance with our policies.
But, Senator, if | could take it a bit broader.

Senator Haw ey: Yeah.

General Clarke: It is not just about Taiwan either.

It is also nore than 15 countries that we are working with
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in the Indo-Pacific that are |i ke-m nded, have the sane
val ues, and have the sane interests. And so bolstering
their defenses and ensuring they are seeing the sane
perni ci ous behavior that we have seen on behalf of the
Chinese is critical, because we would rather be | ooking at

15 nations aligned or 20 nations aligned than just one or

t wo.

Senator Hawl ey: Sure. Absolutely. | agree with that
100 percent. And as you may or may not know, | have
i ntroduced a bill called the Arm Taiwan Act, which would

create the Taiwan Security Assistance Initiative nodel ed on
the Ukraine Security Assistance Initiative, that would help
accel erate the ideas, help accelerate Taiwan's depl oynent of
critical asymetrical defenses. | think it is critical we
| earn the right | essons fromwhat we are seeing in Ukraine.
Qobvi ously deterrence failed in Ukraine. W do not want to
see deterrence fail in Taiwan -- we just sinply cannot
afford that -- and nmaking sure that they are in a position,
the Taiwanese are in a position to wage irregular warfare if
necessary, and China knows they can do that | think is
critical.

Ceneral, let ne ask you a related question. Wat role
do you see SOCOM playing in helping to deter or, if
necessary, defeat a Chinese invasion of Taiwan?

CGeneral Cd arke: Senator, | described our role in that
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as the war around the edges, and being able to hold hard
targets at risk to ensure that we provide the national
command authority those options. And that is set up by
conducti ng reconnai ssance and ensuring, as | addressed to

ot her nmenbers, building the undersea capabilities that we
need today, ensuring that we are postured in places around
the globe that can pull that. That is conbining el enents

| i ke cyber, space, and special operations forces together to
provi de uni que capabilities for our nation.

Senator Hawl ey: Let ne ask you if you have been able
to use any resources freed up fromour wthdrawal from
Af ghani stan to invest in nore capabilities relevant to the
Tai wan scenari o.

CGeneral C arke: Senator, we have put additional forces
into both the Indo-Pacific theater and into the European
t heater over the last 3 years. | would say we started the
rebal anci ng of sone of the soft requirenents based upon the
2018 National Defense Strategy that identified the threats
from near - peer conpetitors.

Senator Hawl ey: But | guess ny question is, has the
wi t hdrawal from Af ghani stan, has that freed up resources
that you have been able to repurpose to this theater for
this pacing scenario?

General C arke: | cannot draw a direct correlation

fromone to another, but fundanentally we do not have as
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many peopl e in Afghani stan, you know, today. W have no
peopl e i n Af ghani st an t oday.

Senator Hawey: Got it. | have got sone additiona
guestions that | will give to you each for the record.
Thank you for your service. Thank you for being here.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Hawl ey.

Senat or Scott, please.

Senator Scott: Thank you, Chair Reed.

CGeneral C arke, what does the future operating
environnment | ook |ike for special forces, special operation
forces over the next 5, 10, and 20 years, and do you expect
to need nore personnel and resources given the threats from
Conmuni st Chi na, Russia, and enbol dened Iran?

General O arke: Senator, | think we have the
sufficient amount of forces that we need today that exi st
within the force. W have just now, this year, gotten to
the first tinme to where we actually have a predictable
schedul e that all of our forces are on a 2-to-1 depl oynent
to dwell, or greater. And so the force that we have is
right.

In some cases, though, we actually need to nake sone
changes within the force that we have, to be able to put
towards the capabilities that we will need. For exanple,

potentially nore information operators that we will need in
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the future. So we nay have less in one area but actually

| ook at where we need to put nore in the future. And what
we do need is a continuous, sustained budget that will allow
for increased nodernization and readi ness so that we can
buil d those capabilities in time for the Departnent.

Senator Scott: Thank you. General, as we know,

Presi dent Biden's budget is in step with the raging
inflation we are seeing right now. Are there any assets or
any spending you would like to do that you will be unable to
do because of the budget basically being cut when you | ook
the inflation?

General d arke: Senator, we have submtted an unfunded
requi renent list that hits specifically to the points, and
top line that asks for additional funding in the information
operations, in artificial intelligence and machi ne | earning,
and it hits on the speeding up of some of our nodernization
of our clandestine insertion maritine, but also |ooks a
devel opi ng counter-UAS, unmanned aerial systens, to be able
to protect our forces that are forward, and that will speed
t hose processes up in the future.

Senator Scott: W watched Viadimr Putin's aggression
agai nst Wkraine, and | think we are all disappointed that
Presi dent Biden did not do enough to deter it. But what can
speci al operations continue to do to assist Ukraine and

support our other partners that hopefully will help Ukraine
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W n agai nst Russia and al so nake sure that Putin does not
feel enbol dened to i nvade a NATO country?

General C arke: Senator, | would highlight a few
Nunber one is continue to ensure the lethal aid nakes it
into the Ukraine and for special operators to nake sure that
it gets to the Wkrainian special operations forces. | think
they are doing a fantastic job today inside the Ukraine.

But we al so have to be predictive and work with the
Ukrai ni ans on not what they need today but as this
potentially goes into protracted conflict what will they
need in the future? And it nay not be as nmuch on the | et hal
side but it my be other capabilities, whether it is
nmobility or whether it is first aid or whether it is
protection. And | think we have to be predictive to that.

And the other one that was already hit is the conti nued
info and intel sharing about what is going on, and we can
tal k about that separately.

Senator Scott: Are there any |essons |earned from how
U.S. special operations forces have been able to help
Ukrai ne that we can apply to potentially what is going to
happen when Chi na i nvades Tai wan or, you know, |ran
continuing to threaten Israel?

General C arke: Yes, sir. Nunber one is it is not
just the U S. and Ukraine. Wile we are sitting here we

have 16 NATO nations all on their own accord that are
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currently working with our Special Operations Comrand
Europe, and they are collaborating, they are sharing, and
they are sensing what is happening in that environnent that
we will then collectively be able to provide the best
support to Wkraine. And |I think the sanme | essons coul d be
applied in other theaters.

The second one is, though, getting ahead of it. The
nore than you can set up for success today, the better off
you will be. And having the urgency to see that in advance
and not waiting until the end.

Senator Scott: Thanks. General Nakasone, what has
CYBERCOM been able to do to increase its efforts to protect
our public and private infrastructure frombad actors from
Russi a?

CGeneral Nakasone: Senator, several things. First of
all, deploying a teamto the Wkraine to see what our
adversaries are doing and being able to capture their
mal ware and their tradecraft and share that broadly with the
private sector

Secondly, it is working with the lead for this, which
is DHS CI SA, and providing the capacity, if necessary, and
al so the collaboration that is ongoing.

And the |l ast piece is working broadly with the private
sector, particularly our defense industrial base, to ensure

that they have an understanding of the tactics and
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t echni ques our adversaries are using.

Senator Scott: Thank you. Thank you, Chair Reed.

Chai rman Reed: Thank you very nuch, Senator Scott, and
gentl emen, thank you too. | wll adjourn the open session.
W will reconvene in SVC217 in approximately 10 m nutes, to
begin the closed session. Thank you very nuch, gentl enen.

[ Wher eupon, at 11:41 a.m, the hearing was adjourned. ]
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