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HEARI NG TO RECEI VE TESTI MONY ON ARTI FI Cl AL | NTELLI GENCE

APPLI CATI ONS TO OPERATI ONS | N CYBERSPACE

Tuesday, May 3, 2022

U S. Senate
Subcomm ttee on Cybersecurity
Comm ttee on Arned Services

Washi ngton, D.C.

The subconmittee net, pursuant to notice, at 2:43 p.m
I n Room SR-232A, Russell Senate O fice Building, Hon. Joe
Manchi n, chairman of the subcomm ttee, presiding.

Comm ttee Menbers Present: Senators Mnchin,

Bl unent hal , Rosen, Kelly, Rounds, Ernst, and Bl ackburn.
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OPENI NG STATEMENT OF HON. JOE MANCHI N, U.S. SENATOR
FROM VWEST VIRGA NI A

Senator Manchin: The neeting will cone to order.

| want to extend a warm wel cone and thanks to our
di stingui shed w tnesses today, who have all taken tine out
of your inportant duties for your conpani es and academ c
Institutions to hel p educate all of us the Cyber
Subcommittee of the Senate Arnmed Services Conmittee on the
application of artificial intelligence and machi ne | earning
technology to the critical m ssions of offensive and
def ensi ve operations in cyberspace.

Artificial intelligence and machine |earning are
extrenely technically conplex topics so | would highly
encourage our wtnesses to provide as many real -world
exanples as they can. What | amsaying is bring it down to
our | evel, okay --

Senator Rounds: Al the way to kindergarten?

Senator Manchin: M ght have to -- in your answers and
sinplify technical concepts as nmuch as humanly possible for
the benefit of the nenbers and the public that are view ng
t hi s heari ng.

| cannot overstate our need for Al application in
cyberspace operations, and | believe our wtnesses' prepared
statenments will eloquently express your sentinents.

There is a huge shortfall of technically trained
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www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

cybersecurity personnel across the country in governnent and
I ndustry alike. This shortage is likely to continue to

wor sen, especially as cyber threats intensify in scope and
scale. Keeping up with the demand of capacity in this field
will therefore require nmassive gains in workforce
productivity, which, practically speaking, nmeans automation
by conputers. Al technology can power this autonmation and
productivity grow h.

Not to bel abor the point but China has four tines our
popul ation. There is no way we are going to win a
conpetition in manpower, Or woman power, Or person power
that can be dedicated to an inportant m ssion. Conputer-
driven automati on powered by superior software innovation is
the only option that we have. As Dr. More wote in his
prepared statenent, with Al the work of 5,000 people can
beconme t he equival ent of 50, 000 peopl e.

Additionally, Al can discover subtle signals and
patterns of malicious cyberattacks in a sea of noise better
and faster than humans. Al can also help to autonmate
actions to contain and eradi cate cyber penetrations.

Commer ci al conput er-ai ded intrusion detection
technol ogies that are w dely used today al ready process
enornous quantities of data, provide alerts to hunman
anal ysts of suspicious actions and anonynous events. But

t hese products generate enornous nunbers of false positive

www.trustpoint.one 800.FOR.DEPO
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-- false alarns, if you will. So many, in fact, that our
anal ysts are overwhel ned and cannot possibly investigate
themall. This is why we fail to find the genui ne needl es

i n the haystack, even when they may be noted by our security
event nmanagenent systens. Al, however, will increase the
rate of detection of real intrusions while |owering the

fal se al ar ns.

Al, in short, can enable our cyber forces to achieve
scal e and speed in defensive cyber operations. The flip
side of this is that Al can al so trenmendously benefit the
of fensi ve side of cyber operations. Just as Al algorithns
can scan our own networks for vulnerabilities, they can
di scover vulnerabilities and attack vectors and adversary
networks that we can exploit.

Make no m stake. Qur adversaries will capitalize on
this technol ogy, using Al to power attacks on our networks
as well as increasing their ability to detect our intrusions
on their networks and to respond quickly. W can use the
Russi an Sol arWnds attack to illustrate the potenti al
danger. The Sol arWnds software supply chain operation
conprom sed thousands of networks, but the Russians can only
manual |y exploit a limted nunber of the targets they
I nf ect ed.

However, the use if Al technology in the future wll

enabl e Russia or China to take advantage of every target
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that they conpromse. It would be disastrous if we failed
to be ready. Yet, while the Defense Departnent is

devel oping Al applications for business efficiencies and
war fi ghter support, | fear we are not noving at the
necessary speed in cyberspace.

Commer ci al cybersecurity conpani es have, for a nunber
of years, been devel oping and applying Al technology to
their products, and the Departnent of Defense is benefitting
fromthat investnment. Mcrosoft's Defender product is a
good exanpl e.

A direct DoD investnent in cyber Al is lagging. | |ook
forward to hearing recomrendati ons from our w tnesses on
what we could be investing in and where we need to focus our
attention.

So | turn nowto ny friend, Senator Rounds, for his

remar ks.
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STATEMENT OF HON. M KE ROUNDS, U.S. SENATOR FROM SOUTH
DAKOTA

Senat or Rounds: Thank you, Senator Manchin. First |
woul d Ii ke to thank our w tnesses for appearing at our
heari ng today.

The topic of today's hearing is one that is of
particular interest to ne. Over the last few years this
subcomm ttee has wi tnessed firsthand, at our many heari ngs
and briefings, how dynam c and rapidly evolving the
cyberspace donmain is. New technol ogies are energing all the
time, and that is a good thing, but it also poses new
chall enges. Mualicious cyber actors have denonstrated tine
and tinme again how quickly they can exploit these new
technol ogies to attack our systens and infrastructures. The
Depart ment of Defense nust nove just as quickly to
under stand t hese energing technol ogies, both to provide our
United States Cyber Conmand with cutting-edge capabilities
for their cyberspace m ssion and al so to defend agai nst
t hese technol ogi es bei ng used agai nst our nation. | cannot
think of a technology that will have a broader inpact on

cyberspace than the application of artificial intelligence

or Al.

I would like to share an excerpt fromthe final report
of the National Security Conmm ssion on Al -- this is the
NSCAl -- which captures the | andscape nicely. And | wl|

www.trustpoint.one 800.FOR.DEPO
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quot e:

"Al -enhanced capabilities will be the tools of first
resort in a new era of conflict as strategic conpetitors
devel op Al concepts and the technologies for mlitary and
ot her malign uses and cheap and commercially avail able Al
applications, ranging fromdeep fakes to | ethal drones,
becone available to rogue states, terrorists, and crimnals.
The United States nust prepare to defend agai nst these
threats by quickly and responsi bly adopting Al for national
security and defense purposes.

" Def endi ng agai nst Al -capabl e adversari es operating at
machi ne speeds wi thout enploying Al is an invitation to
di saster. Human operators will not be able to keep up with
or defense agai nst Al-enabl ed cyber or disinformation
attacks, drone swarns, or mssile attacks w thout the
assi stance of Al-enabl ed machi nes. National security
prof essi onal s nust have access to the world's best
technol ogy to protect thensel ves, performtheir m ssions,
and defend us. Put sinply, our adversaries are going to use
Al agai nst us, so we nust use Al to defend agai nst them"

| ook forward to hearing fromour w tnesses today.

But to begin with, I would |ike each witness to give a
short, basic introduction to Al that wll help us
under st andi ng these technol ogi es better and hel p us descri be

these issues to our Senate coll eagues so that we can have

www.trustpoint.one 800.FOR.DEPO
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the policy discussions that need to be conpleted. Please
give us a short overview of the difference between a nornal
conput er program machine learning, artificial intelligence,
and quant um conputi ng.

Now | know that sounds |ike a crazy thing, but clearly
if there is anybody that can do it, |I would just ask you to
keep down at |i ke our kindergarten or first-grade |evel.

Il would also like to hear fromthe witnesses on their
perspectives of the current state of adoption of Al
technol ogies in industry to defense agai nst Al-capable
adversaries. How are your conpanies |everaging Al today to
def end your cyberspace infrastructure? How do you think the
Departnment of Defense needs to | everage Al for their
cyberspace m ssions? | would appreciate your thoughts on
the best ways to | everage Al-enabl ed cyber defense to
protect agai nst Al-enabl ed cyberattacks.

Thank you again to our witnesses for com ng here today.

Senat or Manchi n.

Senator Manchin: Thank you, Senator Rounds. Before |
begin | want to recogni ze you three for being here, and |
really, really appreciate it. | think it is trenmendous. It
wll be a trenendous hearing here.

We have Dr. Eric Horvitz. He is a Technical Fellow and
Chief Scientific Oficer for Mcrosoft. W have Dr. Andrew

Lohn, who is the Senior Fellow for Security and Energing

www.trustpoint.one 800.FOR.DEPO
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Technol ogy at Georgetown University. And we have Dr. Andrew
Moore. He is Vice President and Director of Google C oud
Artificial Intelligence at Googl e.

So we | ook forward to hearing your updates and we wl |
start, Dr. Horvitz, with you.

M. Horvitz: Thank you. Let nme first answer the
overvi ew questi on.

Al systens are prograns, just |ike any other conputer
software, but they are special in that they are designed to
enul ate aspects that we would call human intelligence. So
what are the capabilities we recognize as intelligence? The
ability to perceive, to see and hear; the ability to reason
about situations, for exanple, by considering multiple
pi eces of information or observations; the ability to make
good deci sions, even where uncertain; the ability to adapt
to learn fromexperiences and i nfornmation over tine; the
power to use and understand | anguage; and ot her capabilities
that are a little bit nore nuanced, like the ability to
generalize fromspecifics, to formuseful abstractions about
the world. So Al scientists wite prograns to enul ate these
capabilities of intelligence.

And | should say that there has been progress on all
those fronts that | just nentioned, all those dinensions of
intelligence. But over the |ast 20 years we have seen an

absolute revolution in the learning part. This is the

www.trustpoint.one 800.FOR.DEPO
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| earning part of Al and it is called machine learning. So
It is a part of the larger discipline of artificial
intelligence. 1t is one sub-area but it has cone to be so

| nportant in supercharging the other areas, including
conmput er vision, |anguage abilities, speech recognition, and
SO0 on.

Now quantum conputing is a very different thing.
Quant um conput ers harness quantum physics to conputer, that
use behaviors seen on a m croscope scal e, behaviors
di scovered by physicists with interesting names |ike
"superposition” and "entanglenent."” And to clean up any
potential m sconception, or a broad one, successes in
quantumw || not give us general purpose conputers. A
guant um conput er sol ves special kinds of problens, |ike
factoring |large nunbers, critical encryptography. So
wor ki ng quant um conputers, when they cone to be, at scale,
will be able to solve extraordinarily hard problens in those
areas that they are great for, thus, for exanple, breaking
current cryptographic protections, which nmakes them of very
deep interest for national security.

Senator Rounds: [Presiding.] On behalf of the
chai rman, thank you very nuch. | appreciate it. D d you
have anything el se that you wanted to add before we nove
forward?

M. Horvitz: Well, |I can answer your second questi on.

www.trustpoint.one 800.FOR.DEPO
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| guess you asked a very broad question about what conpanies
and enterprises are doing to protect thenselves right now.

You know, we are building infrastructures, and | would
| ove to see nore effort in DoD and ot her Federal agenci es,
i nfrastructures that go frombeing able to sense across many
conmputers for patterns, being able to collect that data
across the world, for exanple, and across organi zations, of
course, to enploy machine learning on the infrastructure, to
build predictive nodels, and to build filters and detectors.

W have to have a great workforce of professionally
trai ned cybersecurity experts to work with these Al systens,
because despite what we think about Al, the big gain is
going to be in human Al iteration and collaboration. So we
need those teans, no matter how good our Al is. And lastly
we need to have a system of pushing out updates quickly, to
make patches and to stay in touch with end users.

Senat or Rounds: Thank you. On behalf of the chairnman,

and he shall return very quickly. Dr. Lohn?

11
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STATEMENT OF ANDREW LOHN, PhD, SENI OR FELLOW CENTER
FOR SECURI TY AND EMERG NG TECHNCOLOGY, GEORGETOM UNI VERSI TY

M. Lohn: Thank you. | would |like to start by
t hanki ng Chai rman Manchi n and Ranki ng Menber Rounds and the
menbers of the subcommttee. Thank you for inviting ne to
be here. | am Andrew Lohn fromthe CyberAl project at the
Center for Security and Energi ng Technol ogy at CGeor get own
University. It is an honor to be here.

When we tal k about Al, to answer your question, | I|ike
to use the Defense Science Board's definition. They say the
capability of a conmputer systemto performtasks that
normally require human intelligence. As an exanple,
accounting software used to be Al when tax filing normally
requi red humans, but now it is so common that it is no
| onger considered Al.

But if Al is about what software can do then machine
| earni ng and normal prograns are about how that software was
made. For nornmal prograns, sonebody wites all the logic
t henselves -- if this, then that, many tines. For nachine
| ear ni ng, nobody sets those if-then rules. The conputer
determ nes them after many exanpl es.

Quantum conputing is, as Dr. Horvitz said, kind of a
different sort of process that touches a little bit on
normal conputer prograns, machine |earning, and Al, but is

nostly separate.

12
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Wth that background in hand, | would like to talk
about three areas where Al intersects with cybersecurity:
one, how Al prom ses to inprove cyber defense; two, how Al
may i nprove of fensive cyber operations; and three, how Al is
itsel f wvul nerabl e.

Al for cyber defense is not a new concept. Spam and
anti-phishing filter have been protecting users for many
years, and Al has |ong been touted as a tool for conpanies
that hunt for nmalware or search for intrusions. Sone of
t hese techni ques have becone the foundations of nodern
cybersecurity. But in general there is a back-and-forth.
Whereas an Al |earns attacker tactics, the attackers adapt
their tactics to evade that Al.

To date, those attacker tactics have not relied nmuch on
Al. That is likely because so nmuch has al ready been
automated. A human can direct a conputer to find possible
targets on a network, then direct it to exploit those
targets, then delist the files or folders to encrypt or
extract. The human really only has to manage the system
while the conputers already do nost of the work.

That said, there are reasons to autonate attack code.
In 2015, when Russia first cut power to Ukraine, the hackers
had to take over the nouse and manual |y shut down the grid.

By the next year they devel oped new nmal ware that had nore

aut omat i on.

www.trustpoint.one 800.FOR.DEPO
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And an attacker may just sinply want to operate a
machi ne's speeds. |In 2016, DARPA hosted the Cyber G and
Chal | enge, where fully automated systens conpeted to secure
t hensel ves whil e breaking into each other. These systens
relied nore on hard-coded rul es than machi ne | earning, but
they were inpressive. The w nning system conpeted agai nst
some of the world's top humans the foll ow ng day, and though
it ultimately finished |ast there were tines where it was
| eadi ng sone of these human teans, which is an inpressive
result inonly its first year.

This was the first and | ast such challenge in the
United States, but China was struck by the potential and has
hosted at | east seven of their own autononous hacki ng
chal l enges since. It is unclear how capable their systens
are, but it is clear that both China and Russia are worKking
to devel op software that can di scover vulnerabilities and in
sonme cases run their cyber offenses nore autononously.

Al systens are technol ogical marvels but they too are
software with their own vulnerabilities. Mst fanously, it
is easy for an attacker to change just a few pixels in an
i mpage to nmake a detection systemto stake objects it is
| ooking for. It is easy to inmagine these techniques
di sgui sing parts of an invading force or directing drones or
coastal defense systens to the wong targets. It is even

easier to envision digital decoys that overwhel mthat

14
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system It is not clear how susceptible these systens are
in the real world yet, but we may soon find out as countries
rush to depl oy autononous mlitary capabilities.

But rather than wait for our systens to be depl oyed,
our adversaries nmay target the Al supply chain. Qur systens
are often nmerely adapted from exi sting ones that nmay or may
not be trustworthy, and the data used to train or adapt
t hose systens can be conprom sed too.

Today, nost of the nodels, datasets, and tools are
provi ded by trustworthy organi zati ons such as those
represented by Dr. Horvitz and Dr. Moore. But China, in
particular, is making a push to provide nore of these
resources. |f they succeed, then DoD woul d face an
unwel coned deci si on between using the nost capabl e systens
or the nost trustworthy ones.

| do not wish to overstate the inpact of artificial
intelligence on cybersecurity nor the severity of the
vul nerabilities in Al. | only hope to alert you to the
potential that is being devel oped. Qur adversaries are
hi ghly capabl e and grow nore enbol dened every year, and they
have been devel opi ng increasingly autononmpus attack
software. Simlarly, although we have seen only a few
attacks directly on Al systens, the potential is no secret.
Qur adversaries are surely aware of the vulnerabilities, and

we shoul d expect attacks as soon as Al systens prove their

15
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M. Horvitz: Senator Rounds? Just to ask courteously,
| thought you were asking us to go round robin on your
special questions first, but | have a prepared statenent as
wel | .

Senator Rounds: ©Ch. That was your question, was it
not ?

W will goto Dr. Mbore and | will come back to you.

M. Horvitz: Thank you very nuch.

Senat or Rounds: Dr. Horovitz, | amsorry.

Dr. Mbore?

17
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STATEMENT OF ANDREW MOORE, PhD, VI CE PRESI DENT AND
Dl RECTOR OF GOOGLE CLOUD ARTI FI Cl AL | NTELLI GENCE, GOOGLE
CORPORATI ON

M. Moore: Thank you very much, Chairnman Manchi n and
Ranki ng Menber Rounds, and nenbers of the commttee. M
name i s Andrew Moore. | am Vice President and Ceneral
Manager of Google Cloud Al. | nost recently served as a
Conmmi ssioner with Dr. Horvitz on the NSCAI, and | previously
served as Dean of Carnegie Mellon University, which | cannot
hel p but nention, won the grand chal | enge of which you
spoke.

[ Laught er. ]

M. More: | really want to thank the conmttee's
support for advancing artificial intelligence.

Chai rman Manchin, you have really supported the
rel ati onshi p between National Science Foundation and West
Virginia University. | really respect W/WU, and | go there
frequently. It is areally great asset.

And Dr. Rounds, as Ranking Menber Rounds, thank you for
your support of actually doing Al baselining at the
Department of Defense. This really, really matters, so
thank you for that. | greatly appreciate all the support
you have given to NSCAlI's recomendations as wel | .

My col | eagues nicely defined Al. | amgoing to just

| eave it sinply that Al refers to technol ogi es that can nake

www.trustpoint.one 800.FOR.DEPO
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decisions frombillions of possible alternatives in al nost
real tinme, and nodern Als do inprove thenselves are they are
doi ng this.

I want to give you a tangi bl e exanple because that is

what Chairman Manchin asked for. |If | amlowy drone trying
to attack a U. S. battle fleet -- and this is a hypothetical,
non-cl assified exanple -- if | ama lowy drone trying to

attack a huge battle fleet you mght think I have got no
chance because | am so outgunned. But suppose | can search,
in the space of a second, over a trillion possible
trajectories, msleading directions relative to the sun,
deal wth all the various possible other tricks, maybe even
a flock of seagulls, at the sanme tine. | have got this
advantage that | amnot fighting against a battle fleet. |
am fighti ng agai nst the worst-case scenario out of a
trillion scenarios for that battle fleet. So that is what
the power of Al is. It is where we have these
superconputers, so superhuman abilities to search |lots of

al ternati ves.

Al powers many of our products, and we are using it to
hel p organi ze the world's information. For exanple, Al is
used to help you predict the best route in Google Mps.
Many of our Google Coud solutions are used by the
Departnment of Defense. One of ny favorite exanples is our

partnership with the U S. Navy, where autononous drones are
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able to take pictures of corrosion on the sides of warships
and quickly and efficiently inspect what is at nobst danger,
what needs servicing as quickly as possible. This not only
saves a |l arge anmount of repair noney but it helps keep us in
better readi ness than we woul d ot herw se.

There are many ot her exanples of our work with DoD, and
| think it is fair to say that all the |large what we cal
hyperscal ers, the big internet conpanies, are proud of the
opportunity to help serve the U S. governnent.

Now | have got to tal k about cybersecurity.
Cybersecurity, as ny coll eagues have nentioned, is
I nteresting because everything happens just so fast. And
Googl e has a huge network which is being attacked all the
time from huge nunbers of places, including many state
actors, so we have to have everything we can do to secure
it.

What we have done is a pattern that | see developing in
the DoD. | strongly recomend it. | amgoing to sort of
highlight it now There are three parts to it. The first
one is using Al to defend agai nst attacks, the other two are
how we organi ze the data and people in the Departnent of
Def ense.

Using Al to defend agai nst attacks, first, the nost
obvi ous one that | have already kind of illustrated is you

want to be watching mllions of possible attacks, known
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attacks, every second, |ooking out for all of them That is
t he basic one, and that is where you cannot possibly afford
to use humans for that. Things are happening too fast.

The second one, which is interesting, is enmerging
attacks, people ingeniously comng up with new nethods, and
Al's are com ng up with new nethods, so you have to be
| earni ng new patterns or detecting whol e new ki nds of
attacks inreal tine. This is where the full power of
adversarial Al cones in.

Finally, while you are doing all of this on your
perimeter you have got to be ready for the insider threat.
So artificial intelligence is extrenely inportant and it
plays a large part in conjunction with the Zero Trust
approach that the Departnent of Defense has brought in.

That plays a large part in howto deal wwth the very real,
unfortunately, insider threats, |ooking to see strange hunan
patterns.

I cannot resist follow ng up on one of Chairnman
Manchi n's comments about we are building these Als on the
ot her side of building these Als. New technol ogies, which I
woul d li ke to make sure that the governnment is aware of, are
things you will see, for exanple, in poker-playing robots.
One of these chanpioned at Carnegie Mellon University, which
are using the work of mathematician John Nash to sol ve gane

theory ganes. And the inportant things about that are Al

21
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are aware of the facts that the other person is |earning
fromthemat the sane tinme they are taking their actions,
and the Al cannot just autonmatically do the nobst obvious
thing, because it actually has to conceal its activities.

So National Science Foundation is funding this kind of
research into very advanced Al, and it is very inportant
that we do not ignore that aspect.

| want to talk about the second part of all of this,
which is the data inside the Departnent of Defense. It is
not okay if there are lots of different silos of data. W
need, especially in certain nmjor scenarios, we need
sonet hing to have a full understanding of what is going on,
and to do that it is not okay for people to need to pick up
a phone call, to phone to ask for help froma different set
of sensors or a different database sonewhere el se.

So the notion of using concepts such as know edge
graphs to join together information from many different
sources of data to forma nore conplete picture, extrenely
I nportant. For exanple, | amextrenely supportive of the
Joint All-Domain Conmand and Control, JADC2, which is
seeking to do this by allow ng information sharing through
I nterfaces and services across all domai ns.

Al without data these days is pretty worthless, and so
t he absol ute i nportance of getting through the sort of

soci al or organizational hurdles, for people to share
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i nformati on about threats, is essential.

The final thing I want to quickly nmention is humans and
machi nes working together. | know that there are bills
whi ch advocate for a cyber reserve unit, for exanple, and
thank you for those. | strongly support that. As it cones
in, the people that we are putting on the frontlines with Al
need powerful tools designed for humans to work with
machi nes. And many of us in industry are working incredibly
hard at the nonent to nmake sure that those tools are usable
by folks trained up to becone an Al force as easily as
possi ble. So we have put lots of effort into Al platforns
whi ch hel p guide users to quickly be able to respond and
work on new and i nportant Al issues as they cone up.

Let me be clear about what | nean here. |If we get a
threat, sonme major, new attacks surfaces, and we have to get
t oget her a whol e bunch of people to deal with it, that is
done in an hour or so, at the very l|atest, and you
| mredi ately have people with the tools, who know how to use
them to conbine the data to build a system agai nst sonme new
threat in ideally less than a day, and within a week or two
all you are doing is doubl e-checking the patches and doi ng
postnortens to nmake sure it never happens again.

The nightmare for ne is if, instead, the U S
governnent ever found itself in a position it said, "Hey,

this is not really working. W better start a procurenent
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process to find a contractor to bid on solving this thing."
| strongly believe you actually need people in the Arned
Services with the capabilities to get on this stuff right
awnay.

So with that | again want to express ny appreciation.
| have a I ot nore thoughts on this.

Senator Manchin: W are going to have questions for
you too, Doctor. W are going to have a |lot of questions
for you.

M. More: Geat. So thank you for the opportunity,
and | | ook forward to hel ping conti nue work with Congress on
this issue.

[ The prepared statenent of M. More foll ows:]

24
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3 Dr. Horvitz, | amsorry we msinterpreted. | thought

4 that is where M ke was com ng.

5 M. Horvitz: Yeah, so did I.

6 Senat or Rounds: \What were you thinking?

7 Senator Manchin: H's intro was so profound that
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STATEMENT OF ERI C HORVI TZ, PhD, TECHN CAL FELLOW AND
CH EF SCI ENTI FI C OFFI CER, M CROSOFT CORPORATI ON

M. Horvitz: So Chairnman Manchi n, Ranki ng Menber
Rounds, and nenbers of the subcommttee, thanks for inviting
us today to testify on this inportant topic. | ameEric
Horvitz. | currently serve as the Chief Scientific Oficer
of M crosoft.

Al researchers and engineers work to automate tasks
that are typically associated, as | nentioned earlier, with
human cognition, such as perception, pattern recognition,
predi ction, reasoning, and learning. W are seeing
devel opnents in Al now at a pace we could not have predicted
just a few years ago.

I will focus nmy remarks today on three areas that lie
at the intersection of Al and cybersecurity” nunber one,
advanci ng our cybersecurity with Al; nunber two, malicious
uses of Al to power cyberattacks; and three, an interesting
area evolving quickly, attacks on Al systens thensel ves.

First, using Al in cyber defense. It is an exciting
area and it is being used today to detect attacks and
respond to attacks in real tinme, at scales that woul d be
nearly inpossible with manual techniques. These nethods can
recogni ze pattern of activity associated with attacks, they
can adapt to new attacks, and detect attacks never seen

before by identifying subtle simlarities and signals that
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adversaries try hard to hide.

Al nmet hods hel p cybersecurity teans to scale their
efforts, which is critically inportant when there is a
gl obal deficit of nearly three mllion cybersecurity
prof essi onal s and when cybersecurity job opportunities are
projected to grow 33 percent over the next decade.

Second, Al-powered cyberattacks, that is using Al on
the offense, is an inportant area of concern. To date,

there is scarce information on the active us of Al in

cyberattacks. It is expected, though, that Al technol ogies
will be used to scal e cyberattacks and increase their
efficacy, and the power of offensive Al, we will call it,

has been denonstrated by red teans and a growi ng conmunity
of researchers. So given the pace of Al, we have to prepare
our sel ves.

O fensive Al spans several areas. Researchers have
denonstrated the ability to efficiently guess passwords, to
attack industrial control systens, to create nalware that
can evade detection.

Anot her form of attack uses Al nethods for social
engi neering. This is ained at the soft, human side of
cybersecurity. The work includes inpressive fornal
denmonstrations that show how Al can be used to ultra-
personal i ze phishing attacks on individuals, generating

content that conpels people, even security experts, to click
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on links that emt nal ware.

Finally, another rising concern is attacks on Al
systens thensel ves, what we call -- and you will hear this
over the years -- adversarial Al. These attacks use Al
techniques to disrupt the operation of target Al systens or
gai ning access to their data or processes.

Here i s an exanpl e about how Al attackers have used Al
techni ques to fool Al systens, causing the systemto fai
dramatically. |In stunning denponstrations, researchers can
make a stop sign look like a yield sign by injecting
patterns of dots too fine to be seen by human eyes, into an
I mge. The stop signs |ook the sanme but they | ook
differently to the Al system

The sanme kind of thing has been done with stealthy
audi o signals enbedded in voice commands, where a speech
recognition system hears the conmands that the attacker
W shes to execute, not what the owner says or hears.

O her types of attacks include nethods that steal
secrets about the operation of the Al systemor the
proprietary data that was used to train the system |In
anot her attack, adversaries poisoned the Al systens by
I njecting erroneous or biased training data into the system

So to conclude | will highlight five recommendati ons
for you to consider.

One, we need to invest in core R&D on harnessing Al to
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push ahead on the frontier of defense and to better
understand offenses that will be on the horizon. This

I ncludes red-teamng. This is inmagini ng what adversaries
can do and devel oping strategies to protect our systens in
advance.

W need to incentivize the creation of cross-sector
partnerships to pronote sharing and col | aborati on around
dat a, experiences, best practices, and research.

Three, we need to ensure that Al systens are designed
wi t h awar eness and best understandi ngs about handling these
speci al adversarial attacks.

Four, we need to develop training prograns to educate
cybersecurity and Al workforce teans on the special security
vul nerabilities of Al systens and their conponents.

And finally, we need to ensure that DoD and Federal Al
agency systens are devel oped in a secure manner across the
| ifecycle of these projects to protect the data, protect the
execut abl es, and the prograns.

Thank you again for your |eadership on this inportant
topic and for giving nme the opportunity to testify today. |
| ook forward to hearing your questions.

[ The prepared statenment of M. Horvitz follows:]

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

30

Senator Manchin: First of all, thank you all so nuch.

W are going to do rounds of 7 mnutes. Being it is
just the three of us, |I think we wll not --

Senator Rosen: M favorite subcommittee.

Senator Manchin: | knowit is. | can tell. | mean,
Jackie --

Senator Rosen: You are tal king ny | anguage.

Senator Manchin: Let ne tell you one thing. She is
ready to -- she mght take nore than 7. It will be al
right with ne. But she is ready to go.

Senator Rosen: | have got all the questions.

Senator Manchin: | want to thank all three of you.

| amgoing to start with sinply an overview. W have
been hearing an awful |ot about artificial intelligence and
machine learning. Are they one in the sane? That is one
thing. You can maybe answer very quickly.

| really want to know, and M ke and | both serve on
Arnmed Services -- this is a subcomm ttee of Arned Services
that all three of us serve on -- where are we in the pecking
order of what is going on in this unbelievable world that
you are explaining to us? Are we behind? Are we in the
hunt? Are we on the cutting edge? Wat nore can we do
besi des, we know, investing? But we want to invest in the
ri ght places to get the best results.

So is the private sector, are you nobving us to a
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position to where -- | will use the whol e SpaceX program
what they have been able to do in the private sector for the
defense of our country and the anount of noney we have saved
because of the efficiency of the private sector? Can that
be duplicated here, in artificial intelligence and nmachine

| earni ng, better invested in? Because we are contracting,
as the Federal Government, for our defense prograns, with
SpaceX, putting different types of articles that we need in
space, as you know.

So with that, we can start, and we will start, Dr.
Moore, if you can, and keep themfairly concise, if you can,
I n your answer, because everyone has an awful | ot of
I nteresti ng questions.

M. Moore: Thank you, Chair Manchin. Yes, | wll be
concise. Artificial intelligence wthout nachine | earning
gave us things |like Deep Blue, where the Anerican |BM
conput er Deep Bl ue beat the Russian chess naster Kasparov,
Gary Kasparov, back in the 1990s. W were all so happy
about that in the Al world.

But these systens did not adapt over tinme, and so that
is why machine learning, in the early 2000s, has cone in and
made Al nmuch nore powerful than it was in the days of Deep
Bl ue.

Senator Manchin: So basically it has been integrated

into one? It is all one, Al and nachine |learning i s now
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i nt egrated as one?

M. ©More: That is right. 1In the old days you coul d
have Al without machine | earning. These days you al ways
want Al wi th machi ne | earning.

Senator Manchin: And on the other, real quickly, on
the other, where do we rank? Just give ne a ranking. You
do not have to nane countries, but are we behind in the hunt
or are we on the cutting edge?

M. More: W are ahead. W are losing ground. | am
nost worried about our structures. Bringing in nassive
scal e, super-human aut omati on neans changi ng organi zati ona
structures and change managenent. That is what | believe
conpanies are really quite good at.

Senat or Manchin: You all can do it better than we can
do it in the governnent, is what you are saying, and we can
contract out in a very secure situation, like we do with
some of our defense. Ckay.

M. ©Moore: Perhaps, yes.

Senator Manchin: Dr. Lohn?

M. Lohn: Thank you, Senator Manchin. | would like to
concur with Dr. Moore that Al is |like a broader unbrella
that has machine learning wwthin it as a conponent. Now I
under st and t he confusi on because those two terns have becone
al nost synonynous because al nost all of the Al that we talk

about today is machine learning, but in the past there were
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ot her techniques that were not machine | earning, so right

now they are basically the sane thing. And it may be that
machi ne learning will not be the sane as Al in the future,
but right now they are basically the sane thing, and now

machine learning is a small subset of Al.

Wth respect to are we ahead or behind --

Senator Manchin: Can you eval uate what is going on? |
am sure you all have interaction with your colleagues around
the world, in different countries, whether they are
adversaries or allies. The scientific world seens to cross
over pretty -- | wish we could do as well as you all do in
t hat arena.

M. Lohn: Yes.

Senat or Manchin: How do you evaluate it?

M. Lohn: | have tried to study this directly, and
U.S. is ahead. China has been gaining. W still have an
I nnovation |lead, | amconfident to say, and we al so have

conpani es |i ke those represented here that give us a huge
| eg up.

What | would like to point out, froma DoD perspecti ve,
is that the DoD has an opportunity to step ahead of industry
In the adversarial context. A lot of the tine ny co-
panel i sts here are devel opi ng products that do not have a
natural adversary trying to ness with them but the DoD

does. And so that is a place where we really need to focus
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alittle bit further on what is sonebody going to do to
subvert our systens as we depl oy them

Senat or Manchin: Dr. Horvitz?

M. Horvitz: First |let ne say that the people in the
other fields of Al |ove nachine | earning but they have al
exi sted side by side since 1956, when the first proposal was

witten about using the phrase "Al" for the first tine.

Machi ne | earning has gained but it is sinmply -- well, |
shoul d not say "sinply" because it is inportant -- a part of
Al. It is not separate. It is one of the inportant
disciplines within Al. That is the way Al researchers view

machi ne | ear ni ng.

Now it has grown up to be a very big discipline because
al nost every other discipline | everages the advances in that
field, which are noving very quickly.

The U.S. is leading in science at the core principles
and creative applications, fromny point of view That
sai d, these days technical advances spread around the world
like lightning. So at the scientific frontiers of IC
scientists really keeping pace with one another around the
world, there are issues around who has the right resources
to do the conputation that is needed, because these nodels
are getting bigger and bigger and they are showing with
getting bigger, that we do not see any |leveling off just

yet. You need trenendous anpunts of conpute for that kind
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of thing. There are probably two places in the United
States that can conpute |like that and a couple in China
ri ght now.

So thinking about the resource constraints, especially
on academ c researchers, to push on the research is a very,
very inportant direction.

The private sector is kind of |Iike SpaceX in sonme ways.

M crosoft, for exanple, is building platforns and tools,
and it is working wwth custoners in the Federal Governnent
as well as in civil society and the private sector to
understand what it takes to field these applications and
t echnol ogi es.

The one place that | worry about Federal applications
in DoDis integrating in these scientific achievenents into
real -world workflows. | think the devil is in the details
there. It gets into |ots of engineering, human Al, human
factors and human Al col |l aborative approaches. W need to
get our hands dirty and work hard and then share ideas and
I nsi ghts across the sectors.

Senator Manchin: Thank you all so rmuch. And then just
one final one. | wll say, respectfully, all three of you
are working with Federal Governnment and with the Depart nent
of Defense and being able to harden, basically nmaking sure
that we are not going to be hacked or the information we

have is being protected. | would assunme you all have done
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that, and we will talk about that nore too. But | just
wanted to nmake sure about that.

Senat or Rounds.

Senator Rounds: Thank you, M. Chairman. Look, first
of all, let nme just say thank you very nmuch for taking the
time to conme in and visit with us today. | think part of
the chall enge we have here is trying to explain and to
express to other nenbers here in the Senate just how serious
the threats are but al so how great the opportunities are,
and the recognition that Al is not sonething that is 10
years away. It is here, has been here, and it is enbedded
in alot of the things that we do right now

Dr. Moore, | direct this question to you, due to your
experience as the Dean at Carnegie Mellon University, but
wel cone all panelists to respond.

According to an article dated April 13, 2021, in The
New York Tines, a majority of the Al engineers working in
the United States are from China and studied in China. |
understand that sonme of the best prograns in Al are at
universities in China and they are graduati ng students at
record rates. How can we replicate the sanme types of
success at U S. universities, especially in places |like
Sout h Dakota, where we have Dakota State University and
others that really do have experience in cyber but they want

to continue and grow it? How do we take the next steps to
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really develop that capability here?

M. ©Moore: Thank you. A very inportant question, and
| think there is sonme good news, that for us in the cloud
sector the denocratization of Al, so that we can have | arge
groups of students |earning about it all throughout the
United States, has been a major part of our roadmaps. It
actually does not work to anyone's interest in the United
States for it to only be this small group of |ike 100 PhDs
each year who cone out with these skills.

So we are all in the commercial sector working on
making it faster and faster and easier for folks to get up
the training so that they can use Al usefully in their own
jobs. | see it as being incredibly inportant for the work
that we are doing wth things |ike reserve prograns and
i nformati on technol ogy or Cyber Reserve Corps for us to be
taki ng those prograns, to train people up using these
denocratized Al tools.

Senator Rounds: Thank you. Dr. Lohn?

M. Lohn: Thank you. | would like to maybe nmake two
points, is that Al and cybersecurity are both getting easier
to learn. Wien | started, not that |ong ago, it was very
difficult. You had to go through a lot of math and build
things out all fromscratch. But now there are many tools
and many | earni ng resources available. And so I think that

we have an opportunity to pull people through our industry
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giants but also to bring people through arned services, in
the enlisted ranks as well as the officer corps, | think we
can push for the devel opnent there and create these
opportunities for servicenenbers to have those skills while
they are in service and then also to take them el sewhere.

Senat or Rounds: Thank you. Dr. Horvitz.

M. Horvitz: First let nme say that | am proud that
this country is still the world's talent magnet. W have
built our country on that and it is fabul ous we continue to
act in that way and to serve in that role.

That said, we can do a |lot better with educating our
fol ks. Community col |l ege prograns are really fabul ous and
they can use investnent, fabulous faculty, and tools from
i ndustry and academ a. There is a great deal we could do
all the interesting skilling progranms that are post-graduate
skilling prograns, online coursework we can invest in. The
tool s are becom ng nore usabl e and nany conpani es are
provi di ng beautiful self-help, self-learning prograns to use
t he tools.

| would like to say that we have new applications of Al
even. For exanple, Mcrosoft has in private preview a
project called Copilot that hel ps devel opers learn to code,
gai n insights about coding, and al so having an Al codi ng
conmpanion. W are seeing it in private preview how nuch

this is helping coders right now nove ahead and becone
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better as a teamwith the Al system

So | think that | amoptimstic, but | think we can do
better.

Senat or Rounds: Thank you. Just a question. Wth
regard to the Departnent of Defense, if you were to grade
t he Departnment of Defense in terns of their ability so far
and where we are at with regard to the application of Al in
mul ti pl e application opportunities, what grade would you
gi ve the Departnent of Defense in their inplenentation and
utilization of Al today?

M. Horvitz: Can | just say that | would give nost of
this country a D, maybe a C m nus, given the potential of
what can be done. | think about health care and how Al is a
sl eeping giant for health care, whether it be VA system or
ot her venues.

Senator Rounds: |Is it fair to say we could find cures
for cancer wwthin 5 years if we would fully inplenent Al?

M. Horvitz: Wll, let nme just say that advances |ike
Al phaFol d and RoseTTAFol d are really helping us junp forward
in the understanding, for exanple, of sale of nmachinery. So
| amoptimstic. | cannot give you a tinme that we wll
under st and cancer one day, as a running conputer program

But let nme back up a bit and talk a little bit about
the possibilities for the Departnent of Defense. W often

t hi nk about Al, even in your opening comments, which were
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f abul ous, as on the battlefield, as kinetics. But DoDis a
huge operation, in peacetine and in war. The | ogistics,

pl anni ng, predictive nodels, enploynent, back to health
care, the VA systemall can benefit greatly by even basic
applications of machine | earning, predictions, diagnoses,
and pl anni ng.

So | do not want to call out the DoD as failing when
see them doi ng fabul ous work and really working to get on
board qui ckly and doi ng sone of the nost enthusiastic and
energetic catch-up right now of any organi zation. But this
whol e country can do better.

Senat or Rounds: | enjoy it when you say the basic
application of machine learning. Dr. Lohn?

M. Lohn: | amnot quite as pessimstic as Dr.

Horvitz, although he certainly has reason to be. | hesitate

to give a letter grade but | would not put it quite as | ow
as a D | think that, as you nentioned at the end of your

answer, that they have been doing a great job of catch-up.

They have been very enthusiastic within the DoD to adopt and

devel op technol ogi es and have been trying things and
fielding them quickly.

| would like to point out also they have a difficult
situation as conpared to many ot her people trying to field
Al because of the adversarial and perm ssive environnment

that they are trying to do it in.
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Senat or Rounds: Thank you. Dr. Moore, | am out of

time but do you want to try to give ne a quick shot on it?

M. More: | wll give you a super-quick answer. the
way that we are structured with such brilliant individuals
withinthe US mlitary who are willing to try new things

is fantastic. But | amreally, really worried if | do not
see a concerted effort but instead just lots of talk.

I was very encouraged by the creation of the new Chief
Data and Anal ytics O ficer under Deputy Secretary Hicks. |
wi sh that person great success. This is how we are going to
succeed is by having a centralized effort to put an
artificial intelligence strategy across the whol e DoD.

VWhat | worry about, frankly, and what | would be really
worried about for this individual is whether they are going
to get enough support fromthe governnent and fromthe
center of DoD to actually make changes that are needed,
because you cannot just magic Al on top of existing systens.
You have to think about how you are going to change
operations. So please give support to your central Al
| eaders.

Senat or Rounds: Thank you. Thank you, M. Chairnan.

Senat or Manchin: Thank you, Senator. Senator Rosen.

Senator Rosen: Well | have been so excited to sit here
and listen to all of this because as a forner coder |

started in the '70s, '80s, and '90s, | wote a lot of if-
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then code, so | think it is a good thing that we have noved
alittle bit forward.

To Senator Rounds, how do we get people going? W have
got to start K-12 as early as possible, |ike ny Building
Bl ocks of STEM Act that was passed into |law. You have got
to start the pipeline as early as you can to excite people
about these jobs.

And Dr. Moore, all of you, thank you for nentioning ny
Cyber Ready Reserve Act, ny Cyber Ready Wirkforce. How do
we surge up the resources from public-private partnerships
like we do with our other mlitary reserves? And, of
course, we started the Junior ROTC. W are giving thema
STEM track as well, so young kids in high school can see
t hensel ves doing this and serving in the mlitary.

So | appreciate that, and | do think our challenge is
to be sure that we bring these very conplex ideas down to
sonet hi ng tangi bl e that people can really understand,
because they are very, very conplex and it is inportant that
we all have a platform a shared platform to tal k about
themin the sane way. And that is our chall enge today.

But | want to talk just a little bit about
I nternational partnerships, because we do have to maintain
our technol ogi cal edge. W have to advance our
conpetitiveness in relation to China and others, and we nust

act -- well, we have to act yesterday. | nean, tine is

42

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

43

noving. And so as the National Security Conmmi ssion on
Artificial Intelligence pointed out we have to | everage all
of this.

| did join Senators Rubio, Cantwell, and Bl ackburn in
introducing the U S.-Israel Al Center Act, and that is
bi partisan legislation to create that artificial
intelligence collaboration between the U S. and Israel, and
| srael is an energing hub for these technol ogies.

Dr. Horvitz, can you tal k about how we can work with
our international partners, because this does not happen in
a vacuun? You nentioned silos across DoD or private-public
and other countries. W know that this quantum conputi ng,

t hese conpl ex problens are best when data is not siloed.

M. Horvitz: |In the National Security Comm ssion on Al
we focused a bit of our time on opportunities for
i nternational coordination anong allies and |ike-m nded
nations, including sharing technol ogies, data, both in
research and engineering as well as for operations. Lots to
be said about that and | amvery excited about the
possibilities there.

There is particular interest, for exanple, in sone of
the work that is going on in conpanies as well as was
poi nted out on the National Security Conm ssion also on the
JAIC, the Joint Al Center in DoD, on responsible devel opnent

and fielding of Al technologies, fielding technologies that
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are resonant with the United States' denocratic val ues and

principles. It turns out that Al can act in different ways
in the world. Bias can be unexplainable. Its use can be a
challenge to civil liberties. And the U S. can be a | eader

anong nations in thinking through how do we actually field
t hese technologies in a way that resonates and is in
accordance with our approach to denocracy, human rights,
rule of | aw?

Senator Rosen: Thank you. | want to continue to build
on that, so for Dr. Horvitz and then Dr. More, you both
served on these commi ssions. And the National Security
Conmmi ssion on Al called for a $20 mllion increase to DARPA
for Al-enabled cyber defenses. So |I know how Al can be
applied to detect malware and pattern recognition. Can you
tal k about how that really works? So right now we see the
conflict in Ukraine with Russia. W are bracing ourselves
for shields up, as CISAis telling us, for cyberattacks. So
can you just try to explain to everybody here a little bit
how that pattern recognition works?

M. Horvitz: | can junp in on a recent situation in
Ukr ai ne.

Senator Rosen: Thank you.

M. Horvitz: Mcrosoft detected, with a neural net
nodel, a piece of nmalware that was related to a known piece

of malware, attributed to a group that we refer to as
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Iridium-- it is also called Sandworm by ot her teans --
based in Russia, that put on machines in Ukraine software
call ed wi per software, that w pes the drives cl ean.

We detected this and i nmedi ately di spatched patch and
alerts to the Ukraine to protect their systens. And
interestingly, what we are seeing in Ukraine -- we just
fielded a report a week and a half ago on what we are
pi cking up fromour signals in Ukraine -- interesting signs
of where the world is going wwth hybrid warfare, with
coordi nated attacks, kinetics plus cyber, that are not just
associated in tinme but they are planful, where there will be
an announcenent about dissatisfaction wth disinformation,
machi nes being | ocked out in a broadcasting station in Kyiv,
and then mssiles hitting that station. Hybrid warfare,
pl anful and deliberate. W have to | ook out for that and
begin to plan for it.

Senator Rosen: And so that, of course, goes to the
wor kf or ce because you need people, not just coders, not just
engi neers, you need a really robust workforce in every area
of the network to do that -- oh, | have just about a mnute
-- so that goes to the cyber workforce shortage. W really
have to do a lot. It is a huge spectrum Most people do
not understand. They see your PhDs and they wonder what are
the 2-year degree or certificate or apprenticeship jobs.

So can you tal k about the jobs, the 600,000 jobs that
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are open in cybersecurity now, the kinds of things that
sonebody who is | ooking for a new job now, or maybe sonebody
comi ng out of high school even, can go and begin to get into
this field at that level? Maybe you could speak to that.

M. Moore: Absolutely. If a student at a community
college starts to just |l earn Python or one of the sorts of
basi ¢ | anguages of data science, and then starts to play
around with data analysis on projects |like that, imrediately
they are going to find that consulting conpanies, the big
i nt ernet conpanies, and startups are going to be really
interested in their skills. And having that applied
experience, just downl oading fromsone of the cloud
net works, sinple Al systens, where you can get up and
running in a matter of hours in witing your own nachi ne
| earni ng recognition systemfor conputer vision or
sonet hi ng.

So | want to see Python taught, followed by a data
sci ence class taught, and at that point that person is
al ready very well distinguished for joining an organization
which will train themfurther.

Senator Rosen: Thank you. | think that really is our
task, totry to help everybody understand. 600,000 jobs
open. Over 3,500 in ny state, just in cybersecurity. Wat
does that nean, because | want to plug people into the way

that they can do that. So we will speak offline and maybe
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M. Horvitz: Senator, just to nake a comment. About a
year and a half ago we opened up Linkedln courseware to the
world, including really rich sets of classes on

2
cybersecurity, pronoted by the (I1SC) group, the
cybersecurity professional organization, and saw | think
nearly three mllion engagenents with the courseware.

So let's think through how we can creatively use our
platfornms to bring people into the fold and get on the path
to becom ng cybersecurity professionals.

Senator Rosen: | want people to see that these jobs
are for them not for sonebody else. They can all do them
Thank you.

Senator Manchin: Thank you, Senator. Senator Kelly.

Senator Kelly: | see 7 minutes on the clock. |Is this
a new thing we are doi ng?

Senat or Manchin: |If nore people cone init wll not
be.

Senator Kelly: Doctor, Doctor, Doctor, thank you all
for joining us.

Dr. Lohn, in 2020, you contributed to a RAND study on
the mlitary application of artificial intelligence in which
it was stated, and this is a quote, "There is also grow ng

interest in the potential for machines that can find and

25 patch vulnerabilities in friendly systens or find and attack
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vul nerabilities in enenmy systens. But these applications
still cannot performthese tasks at the | evel of experienced
humans." And Dr. Horvitz nentioned di spatchi ng patches and
alerts to Wkraine. | imagine that was done with people.

So understanding that this technology is constantly
evolving and maturing, are we any closer to |everaging Al to
assess and either patch or exploit vulnerabilities in
friendly or eneny cyber systens?

M. Lohn: W are sonewhat closer. Certainly the
technol ogy continues to progress and there are new research
papers. | think that there is opportunity for us to advance
at a faster rate with appropriate funding. As | discussed
earlier, we have gone away fromthe Cyber G and Chal |l enge
nodel and our adversaries have adopted it, and | think we
m ght consi der whether we woul d want to push to accel erate
t hese technol ogi es faster.

Senator Kelly: Wat is appropriate funding?

M. Lohn: Appropriate funding? | amnot sure. |
would say in the tens of mllions of dollars would let us
continue the Cyber Grand Chal |l enge effort.

Senator Kelly: And if we were to do that, how does
this whole world look in, let's say, a decade from now?

M . Lohn: A decade fromhowis difficult to say, of
course. But what | would say is that the patching of the

vul nerabilities is one aspect that is very inportant, but we
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al ready today have a | ot of our patches known before we
di sclose that this vulnerability exists.

The real big push that we need to nake on is
i ncorporating the patches. It is a challenge for a |ot of
conpanies to take a patch that exists and put it into their
systens, knowing that it mght break their systens, they
m ght encounter downti nes.

And so these technol ogi es that are devel opi ng
vul nerabilities, are devel oping the patches, are making
progress. Were we need to put nore progress is in
depl oyi ng those patches. If we do not progress in the
depl oynent of the patches we could actually end up in a nore
dangerous situation, where the world is flooded with
vul nerabilities, and even though we know how to patch them
we have not been able to slip theminto our code to make the
protection.

Senator Kelly: How about the other side of this, which
Is the exploitation of our enem es systens?

M. Lohn: The exploitation of our eneny systens is
kind of on that sane bend. As we exist today, you can
spread these exploits very quickly. The way it works is
sonebody finds a vulnerability, and then they will devel op
sonme attack code for that vulnerability, and then they can
post it on the internet or into offensive hacking toolkits.

And it just downl oads automatically into your toolkit and
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now you can push a button and go sonetines. That can happen
very, very quickly.

And so | think there is actually nore opportunity for
us to make progress on the defensive side, where we are sl ow
today. | think the offensive side is already relatively
gui ck. And so we have sone opportunities to advance there
but I would really Iike to focus on the defensive side. |
think that is where the biggest gains are to be made.

Senator Kelly: And Dr. Horvitz or Dr. Mbore, where do
you see us in about 10 years on this run?

M. Horvitz: One comrent is | see trenendous
opportunity to automate. Wen | say that, that does not
mean wor kforce issues go away. | think we need people to be
shifting over to doing nore intensive, creative work in this
space, and we will have plenty of that need arising.

One of the problenms with automation right nowis fal se
positives. Mre accurate Al systens that can do better at
reduci ng fal se positives and fal se negatives, which wll
come with nore training data over tinme, wll be hel pful.

Al so the whole idea of coming up with strategies, for
exanple, like I will accept, in this setting, higher false
positives for shutdown that will be frustrating to protect
me in this situation that | amin right now, sort of
context-sensitive control of thresholds on automati on.

To date, when it cones to an inportant alert, the Al is

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

51

hel pi ng humans triage through thousands of alerts comng in.
| think that will get better and better as we get better and
better Al systens.

Senator Kelly: How far are we away from-- go ahead,

Dr. Moore.
M. More: | just wanted to add, it is not going to
get automated to the extent that we wll need fewer cyber

warriors on the U S. side. You will get hopefully a |arger
wor kf orce using vastly nore powerful tools. So one person
does the work of 10,000 people in 2022, but it wll still
have to be quite an arny of humans.

Senator Kelly: How far away are we from having an
artificial intelligence systembeing able to wite really
powerful code to exploit vulnerabilities with [ittle input,
i ke just giving sone Al code, |ike a set of requirenents,
we want you to do this. You know, here are the requirenents
and just hit a button and the code is witten.

M. Horvitz: Let ne say that the concern with using
Copilot, which | nentioned earlier, a systemthat uses a
| ar ge-scal e, what is called a | anguage nodel chain on | arge
anounts of code to | ook at pronpts of code being witten and
writing code for you, can generate all sorts of interesting
of fense cybersecurity as well as cyber offense and cyber
def ense code. The study we did of Copilot, pre-genera

availability, was to nake the systemsafer in that regard.
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So to answer your question, autonmated code-witing
systens, given pronpts and constraints, are surprisingly
real these days. How should we field tools to the general
public, how they should be used, different questions?

Senator Kelly: Thank you.

Senator Manchin: Thank you. | have just got a couple
of quick questions. Do you want another round? W are
going to a real quick 5-minute round. So I will just start
with this one.

When you | ook and see the superiority that we do have,
or the advancenents that you think that we may be, how did
t he Col oni al Pipeline happen, that we were not able to
detect that? How are we not able to send a very strong
signal -- and Russia seens to be prolific. | nean, they
just nmade a business out of this whole hacking and host age-
taking, if you will, for profit. And the other countries
t hat have joined. You know, | am understandi ng that our
country is nore hacked than any other country in the world,
on a m nute-by-m nute basis.

How can we not be able to stop that and be able to send
a signal strong, or shut sone of these rogue actors down?
Whoever wants to start?

M. Horvitz: Go ahead, Andrew.

M. Moore: Not all of our own conputer systens are

created equally, so it is extrenely inportant --
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Senator Manchin: Wat now? | amsorry. | did not --

M. ©More: Not all of our U S. conputer systens are
created equally. W have a | egacy of many systens devel oped
over the |last 20, 30, 40 years which have existed with sone
serious security holes, and it is very hard to nanage
systenms built on on-premlarge | egacy systens of perhaps
sone conputers from 15 years ago, sone from 10, sonme from5.

So the nore sort of continued nodernization of
software, whereby software is run on very boringly sensible,
secure, small pieces of infrastructure, this is the approach
t hat cl ouds have adopted, nmeans that is nuch safer for
securing infrastructure than if you are having to renenber
to deal with hundreds, or actually tens of thousands of
different old nodels and operating systens fromthe distant
past .

One of the reasons | was so attracted to the cloud is
because of this extra |layer of standardi zation you get from
j ust using nodern, constantly patched systens instead of
| egacy bits of hardware.

Senator Manchin: So | amgoing to junp into technol ogy
for a second and raise the prospect that coll eagues have
di scussed over the | ast maybe 4 or 5 years, which is whether
there should be new international |aws and norns and
practices regarding attack of civilian infrastructure --

hospitals, pipelines, energy. One of the efforts has been
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called "digital Geneva Convention." Let's thing about that,
think through that. Do we need new ki nds of conventions and
new ki nds of |aws and practices, internationally?

M. Lohn: And | will add on just a little bit. |
would like to accentuate that not all conputer systens are
created equally and sone of these ones that are |egacy are
very difficult to patch, and it m ght not be easy for us to
make those adjustnents. So we mght need to have nore
protections on the outside and we m ght need to have hi gher
standards for what we expect of a conpany to protect
t hensel ves, and we m ght need to conmuni cate which things
are unacceptable for other countries to do to us.

Senator Manchin: You would think that, |like our grid
system you know, that could be absolutely a trenendous,
tremendous challenge for all of us but also a horrible
situation if they shut it down. And we have different

carriers, different transmssion in different parts of the

country. | do not even know if they are interconnected. |
do not know if they are talking to each other. | really do
not know.

Do you know, first of all, if that is being done, and

If it is not being done, should it be done? Food supply.
The food chains, our basic infrastructure, our water, just
the things that we depend on, take for granted every day. |

would think that if we are not secure, if they were able to
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get to Colonial Pipeline and al nost shut down trenendous
fl ow of our transportation node, that would have given them

M. Horvitz: Yeah. Let ne play red teamfor a bit and
i magi ne the future. And M. Kelly is not with us right now
but to further answer his question, we can inmagine Al
t echnol ogi es being used adversarially to think through not
just a single Colonial Pipeline but a nmulti-pronged attack,
a hybrid attack -- going back to ny coments about Ukrai ne,
what we saw there -- that | ook across nultiple systens and
sequences of attack and use the Al technology to optim ze
the plan and to carry it out.

I think we need to start thinking through -- this is
called red-teaming -- in a creative way to prepare for those
ki nds of futures, to be proactive, to disrupt them before
t hem happen. It is going to take a |ot of work.

M. Lohn: And with just the |ast couple of seconds |
would like to say that our grid operators took note, in 2015
and 2016, when Russia shut down the grid, but that it still
scares ne.

Senat or Manchin: Senator Rounds?

Senat or Rounds: Thank you, M. Chairman. | would
agree with you. | think one of the nice things about it
right nowis that we have nultiple grids out there, and they

can take one but they would have to basically take nmultiples
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in order to get the entire country. But grid by grid, yeah,
t hey are vul nerabl e.

| amjust curious. The NSCAl Conmmi ssion, of which two
of you were nenbers, in your final report you stated that
t he expandi ng application of existing Al cyber capabilities
wi |l nmake cyberattacks nore precise and tailored, further
accel erate and autonmate cyber warfare, enable stealthier and
nore persistent cyber weapons, and nmake cyber canpai gns nore
effective on a | arger scale.

| would like to hear your perspectives with regard to
the threat assessnent today, where we are today, with regard
to Al -enabl ed cyberattacks on the DoDI N and on the
I ndi vi dual businesses within the United States? Were are
we at today?

M. Lohn: As | nentioned in ny comrents, there is
scarce evi dence of adversaries using advanced Al nethods for
attacks these days, but nost everybody believes that the
denonstrations that we have seen, for exanple, in
cybersecurity conpetitions, teamon-team have led to lots
of learnings. And we know that one of the DARPA G and
Chal | enge conpetitions in cybersecurity, which had this
gam ng goi ng on, was picked up by China, who took quite a
bit of interest that we did that and has been hol ding nore
of those kinds of conpetitions and |ooking at their results

than the United States.
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M. Moore: Yeah, if | could add, if you | ook at where
folks like nyself and Dr. Horvitz are depl oyi ng engi neers,
even within an artificial intelligence group, which you
m ght think is a bunch of mathenaticians, a |arge fraction
of all the work is on security, so perhaps these novice
engi neers who we were tal king about earlier who are buil ding
Al systens, built on platforns with security guarantees
underneath the pl atfornms.

The word "platfornt is an incredibly boring word to
use. It makes people think of really boring conputer
science. But it is really inportant, the notion that a few
pl aces, places with resources |ike Google, are able to put
huge anounts of effort into making these Lego bl ocks to
build informati on systens where we have had the opportunity
to put in every single piece of security, which hundreds of
t housands of human engi neer years of thought have gone into.

So although | |ove startups, nom and-pop shops for al
kinds of areas, | would like to see the Departnent of
Defense, as it is building its systens it needs to build
them not on ny cloud, necessarily, but on a secure cloud,
not totry to do it as sort of on |legacy bits of hardware.
It isreally, really inmportant. The governnent needs secure
cl oud.

Senator Rounds: Dr. Lohn?

M. Lohn: | will just add a little bit along the lines
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of Dr. Moore, is that in addition to the tools and resources
bei ng provided by the tech conpanies that are represented
here, there is a |l ot being done in the open-source comunity
as well. And people will build a nodel or rel ease a dataset
or create sone tool and then that is downl oaded and used by
these relative novices -- not you -- novices that he was
referring to, and those may or may not have the sane sort of
security that we are expecting fromour tech conpani es.
There is an opportunity to help fund them to do the hygi ene
and clean up their code as well.

Senator Rounds: And one |last thought that | have to
ask, and that his, when we tal k about Al and we are | ooking
at the power it takes, are the existing platforns that are
out there, are the existing hardware systens, is the Al
dependent on the capability, the power of the conputing
capability of the actual hardware itself, to an extrene
basis, or is it being able to utilize an existing power
source or conputing capability to a greater extent by using
the Al concept?

M. Moore: The good news is there are two |ines
wor ki ng, fully supporting each other. Hardware
mniaturization is working extrenely effectively at the
nmoment, but the software folks are also figuring out new
ways to take advantage of all the bits of technology. So

that is an area where everything is advancing. And if |
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told you what was happening today it would be different from
3 nont hs ago.

M. Horvitz: To build the |argest nodels, as we call
them that are show ng sone of these interesting energent
properties right now, where there is a great deal of
interest, it is taking specialized hardware, and a | ot of
it, and a | ot of energy.

Senat or Rounds: Anything el se?

M. Lohn: | would just like to add that the ability to
keep on that trajectory is starting to | ook |ess prom sing
because it requires so nuch.

Senator Rounds: Thank you. Thank you, M. Chairman.

Senat or Manchi n:  Senat or Bl ackburn.

Senat or Bl ackburn: Thank you, M. Chairman. |
appreci ate that.

Let me stay with that Al, because there should be sone
practical applications that cone forward. One of the things
t hat has been of concern to nme, as we have done our
conbat ant command hearings, is |ooking at human capital and
the workforce and retaining individuals that can sol ve sone
of these conpl ex issues and probl ens, address these problem
sets. So when you |ook at the utilization of Al you should
be able to push forward with problemsolving in the absence
of individuals, by having the brainpower that is there to

distill what you are hearing.
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Dr. Horvitz, | think it would conme to you. Talk to ne
alittle bit about how you are using this, the distillation
fromAI, to help solve sone of these problens of nalign
activity, business processes. And | would like to hear that
from each of you, because that is how we are going to stay
in the gane when it comes to great power conpetition.

M. Horvitz: And when you say malign, can you clarify
what you nean?

Senator Bl ackburn: Adverse bad actors, trying to do
bad things to us --

M. Horvitz: ©Ch, in the world.

Senator Bl ackburn: -- in order to thwart sone of our
positive activity, carry out nalign influence canpaigns,

t hi ngs of that nature.

M. Horvitz: | see. Wll, as | nentioned in ny
witten testinony, one of the concerns with the rise of
power Al technologies is the ability to generate content,
for Al systens to generate deep fakes, for exanple. And we
are going to be in a place where humans nor Al will be able
to detect and discrimnate a deep fake froma real scene, a
real event in the world. And so we need technol ogies for
that, and we described at |east one technol ogy called
digital content provenance, which, in sone ways the way |
like to describe it is glass-to-glass, can you cryptography

to certify this is non-Al technology, dealing with an Al
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outcome or capability, which is deep fakes, to certify that
every time hitting this canmera surface is represented by a
pi xel on display, and no one has changed anything, and you
can actually track all the edge in between. So we can
i magi ne working on that. That is an interesting front.

More generally, there is opportunity to study |arge
datasets, and | think in our NSCAl report we tal ked about
this idea of having new kinds of centers that would think
t hrough, collect data and do research and R&D on malign
i nformati on canpai gns, their source, how they spread and
di ffuse, how we m ght address themideally.

Senator Bl ackburn: Ckay. Dr. Lohn?

M. Lohn: Yes. | would |like to expand just a little
bit on Dr. Horvitz's discussion. Not only is there
technol ogy for creating fake inmages but it can create fake
text, and that text can be very convincing. W did a study
that found that it could convince people, Anerican
popul ati on, to oppose Chinese sanctions or to support or
oppose the wi thdrawal from Afghani stan, either way.

But what | would like to kind of point out is that the
di chot ony between the anmount of skills required. So to
buil d these nodel s that can generate that text requires
many, many geni uses, but to use it, not so nmuch. Al you
have to do is type a couple of words, hit stop, go run, and

then it fills out the rest. There is no real programm ng
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expertise required.

And so we need really smart people to build sone of
t hese technol ogies, but to use them to build conpani es out
of themor to defend ourselves, or the adversaries to cone
after us sonetines requires very little expertise. And that
it both an opportunity and a threat.

Senator Bl ackburn: And that is why -- and | appreciate
the nention of our civilian cyber force, which would help
with that early response, have people there that are able to
utilize some of these technol ogi es when we do not have
I ndi vi dual s, enough people to do the work that we need to
do. W can kind of bring themin an as-needed basis. |
think that is a good and positive step, and | appreciate you
all mentioning that in the opening.

Dr. Mbore?

M. Moore: Thank you. Your question is very on point,
and thank you for bringing it up. This notion that folks
can actual |y poison our own systens was ki nd of science
fiction-y 5 years ago but it has happened to ne, and | have
been on the front lines of dealing with this, and attacks
agai nst Google systenms. So, as you can imagine, that is now
a maj or aspect of defense.

One thing | would Iike to nention is we at Google d oud
have partnered with the Defense Innovation Unit to stand up

their secure cloud nanagenent solution, to be ready for
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t hese second-, third-, and fourth-|evel attacks, where
everyone i s | ooki ng above and beyond what each other are
doing. It is absolutely the place where the battle is being
fought at the nonent.

Senator Bl ackburn: Ckay. Thank you all for that.

Dr. Horvitz, Mcrosoft, what have they |earned from
think it is the Hafnium Project. Could you talk to ne just
alittle bit about what the | essons |earned are fromthat
and then how you plan to use that information.

M. Horvitz: The main |esson for the world is on-prem
is not as secure as cloud. On-premrequires having your own
machines. It mght seemlike | have ny data and it is
protected here but the anmount of updates that are required
to keep up with old software, for exanple, especially in
smal | and medi um si zed busi nesses that do not have IT teans,
for exanple, it is challenging.

We recommend, for the top-notch security, nove to the
cloud and let the big tech conpanies take their best
resources and ongoi ng surveillance and cybersecurity
software, let themdo the work for the businesses. That was
the main finding, fromny point of view

Senator Bl ackburn: Okay. Dr. Mowore, | see you shaking
your head. Anything to add to that?

M. More: [Ilnaudible.]

Senator Bl ackburn: Okay. Well, thank you all. | know
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ny tinme has expired, but to your answer | think the
prevailing and unanswered question for the 21st century is
who owns the virtual you, which is you and your presence
online, and being able to distill some of this information
and be able to decide what is real, what is fake, what is a
m srepresentation is one that we are going to have to
continue to work through.

Thank you all for your tine.

Senat or Manchin: Thank you, Senator.

Let me just again thank all of the wi tnesses. Thank
you all for being here and sharing with us your know edge
and forecasts and what we need to do and how we need to all
work together. | tell you, we are nostly conmtted to that.
Artificial intelligence devel opnent and the applications to
national security and our everyday lives has the potential,
really, to revolutionize our lives, and we understand that,
and nost inportantly, our society. But Congress and the
Federal Governnent nust be prepared to prioritize -- and |
have heard it loud and clear -- prioritize the necessary
I nvest nents now.

So | know Senator Rounds and | share the priority and |
| ook forward to working together on inplenenting what we
have | earned today and continuing to work with you all.

Wth that the neeting is adjourned.

[ Wher eupon, at 4:05 p.m, the hearing was adjourned.]

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



WORD INDEX ability 4:17 9:12, 14, 15, 28:21 29:3 33:10 48:14 amounts 34:25 51:21
18 27:17 39:6 59:9 56:16 62:4 57:13
<$> 60:17 adversary 4:13 33:24 analysis 46:8
$20 44:12 able 7:13 10:17 11.5,6 Adverse 60:9 analysts 3:24 4:2
20:1 2312 31:2 35:23 advocate 23:4 Analytics 41.9
<1l> 49:15 51:13 52:12,13, 20 afford 21:2 Andrew 824 91 12:1,6
10 36:10 50:10 53:7 54:25 57:12 58:17 59:23 Afghanistan 61:19 18:1,6 52:23
10,000 51:10 60:19 629 64:4,5 agencies 11:4 announcement 45:12
100 37:8 absence 59:23 agency 29:16 anonymous 3:24
13 36:16 absolute 9:25 22:24 ago 26:13 37:21 457 answer 9:6 10:25 12:9
15 537 Absolutely 465 54:14 47:3 537 59:2 62:19 30:16 31:12 40:18 41:3
1956 346 63:3 agree 55:23 52:1 55:6 64:1
1990s 31:18 abstractions 9:19 ahead 29:1 329 336,16, | answers 2:18
academia 38:14 21 38:25 51:4 52:23 anti-phishing 13:7
<2> academic 2:6 355 Al 2:22 3:7,15,17, 19 anybody 8:6
2 474 accelerate 48:15 56:7 45,8,10,11,16,24 53,7, | anyone's 37.7
2:43 1:11 accentuate 54:5 11 6:22,24 7:4,5,9, 12, appearing 6:4
20 9:24 534 accept 50:21 20,23 89, 11,13 98,20 application 2:9,22 6:21
2000s 31:21 access 7:17 28.6 10:1 11:11,12,13, 14 39:7,8 40:13 47:22 565
2015 13:22 55:18 accounting 12:13 12:9,13,15,16,24 13:2,3, | APPLICATIONS 1:2 53
2016 14:2 55:19 accurate 50:17 4,6,8,12,13,15 14:18 7:6 3417 35:11,13
2020 47:21 achieve 4:8 15:5, 18, 23,25 18:7, 20, 38:20 40:5 48:1 59:17
2021 36:16 achievements 35:14 24,25 19:17,20,21 20:20, 64:14
2022 1:4 51:10 act 3810 42:5,9,25 23 21:9,25 22:3,6,23 applied 44:14 46:11
21st 64:2 435 44:2 23:6, 10, 11, 13 26:8, 12, applying 5:7
2-year 4524 actions 3:20,24 22:2 15, 16,17, 18,19 27:2,7,9, | appreciate 814,21 10:22
active 27:9 10, 12, 14, 16, 20, 23 28:2, 18:22 42:15 59:15 62:7,
<3> activities 22:4 4,5,7,8,13,19, 21,25 13
3 1.4 59:2 activity 26:23 60:4, 13 29:9, 13, 14,15 31:19, 22, appreciation 245
3,500 46:23 actors 6:12 20:15 52:21 25 32:3,4,21,24 33.3,5 apprenticeship 45:24
30 534 60:9 34:5,7,10,11 35:16, 17 approach 21:14 447
33 276 actual 58:16 36:10, 17, 19 37:4, 12, 17, 53:10
adapt 9:15 13:12 157 20 38:20,23 391,710, approaches 35:17
<4> 26:24 31:20 13,17,25 40:24 41:17,19 appropriate 48:12,17, 18
4 53:22 adapted 15:6 43:5,14,24,25 442,12, April 36:16
4:.05 64:25 add 10:23 51.6 54:4 13 46:13 48:6 50:17,25 area 26:18,20 278
40 534 57:1,25 59:9 63:23 51:3,15 55:6,11 565, 16 45:19 58:25
addition 58:1 57:7 58:12,14,19 59:16, areas 10:4,18 13:2
<5> Additionally 3:17 22 60:3,17, 18,19, 25 26:14 27:16 57:18
5 39:17 53.7,22 62:19 address 59:21 61:11 Al-capable 7:11 8:10 arena 3312
5,000 3:15 adjourned 64:24, 25 Al-enabled 7:14,16 8:15, arising 50:15
50,000 3:16 adjustments 54:8 16 44:13 56:12 Armed 1.8 2:8 24:2
5-minute 52:8 adopt 40:19 Al-enhanced 7:2 30:18 38:1
adopted 48:14 53:11 aimed 27:21 army 51:11
<6> adopting 7:9 Al-powered 27:7 article 36:16
600,000 45:25 46:22 adoption 8:9 Als 19:2 21:6, 19, 20 articles 31:8
advance 29:5 42:23 alarms 4:1,7 ARTIFICIAL 111 29,12
<7> 48:11 50:6 alert 15:18 50:25 6:21 83 9:3 10:2 15:16
7 30:2,9 47:15 advanced 22:6 56:16 alerts 3:23 455 484 18:2,14 21:12 30:14
70s 41:25 advancements 52:11 51:1 31:5,15 41:12 43:2,6
advances 34:14,18 39:18 algorithms 4:11 47:22 51:13 57:3 64:14
<8> advancing 18:14 26:16 alike 3:2 asked 11:1 195
80s 41:25 58:25 All-Domain 22:20 asking 17:2
advantage 4:25 19:14 allies 33:10 43:16 as-needed 62:12
<9> 58:24 allowing 22:21 aspect 22:7 48:25 62:22
90s 41:25 adversarial 21:9 284 AlphaFold 39:19 aspects 9:10
29111 33:22 40:24 alternatives 19:1, 19 assess 48:7
<A> adversarially 55:7 American 31:16 61:17 assessment 56:11
abilities 10:5 19:18 adversaries 4:15 7:11,19 amount 20:4 31:3 61:21 asset 18:18
811 15:5,19,24 27:1 63:13 assistance 7:16

800.FOR.DEPO
(800.367.3376)

www.trustpoint.one

Trustpoint.One = Alderson. {
www.al dersonreporting.com



associated 26:9, 23 45:11
assume 35:25

attack 4:13,19 6:14
13:21 15:21 196, 8
27:18,20 28:21 47:25
49:23 53:24 55:8,9, 11
attacked 20:13

attacker 13:12,14 14:1,
20 28:16

attackers 13:12 28:7
attacks 4:16 7:15 15:23,
25 20:20,23,25 21:1,5,8
23:15 26:18, 20, 21, 23, 24
27:24 28:2,4,18 29:11
45:10 56:17 62:20 63:1
attention 5:14

attracted 53:16
attributed 44:25

audio 28:15

automate 3:19 13:21
26:8 50:12 56:7
automated 13:16 14:3
51:7 52:1

automatically 22:3 49:25
automation 3:6, 7, 13
13:25 32:11 50:16, 24
autonomous 14:13 15:3,
21 19:25

autonomously 14:17
availability 51:25
available 7:5,7 37:24
aware 15:24 21:21 22:1
awareness 29:10

awful 30:14 31:12

<B>

back 17:7 31:18 39:23
40:3 55:9
back-and-forth 13:11
background 13:1

bad 60:9, 10

based 45:2

baselining 18:20

basic 7:23 21:2 404, 12
46:7 54:23

basically 31.24 33:2,4
35:23 55:25

basis 52:19 58:17 62:12
battle 19:6, 8, 14, 16 63:3
battlefield 16:1 40:1
beat 31:17

beautiful 38:18
becoming 38:17 47:10
behalf 10:21 11:17
behaviors 10:9

belabor 3:9

believe 2:23 24:2 32:12
believes 56:17

bend 49:20

benefit 2:20 4:10 40:4
benefitting 5:8

best 7:17 815 19:22
29:8,10 30:24 36:19
43:13 63:18

better 3:18 7:24 20:5
23:25 291 31.6 3214
38:11 39:1,3 40:11
50:17 51:2,3

beyond 63:2

Bias 44:3

biased 28:22

bid 24:1

big 11:12 20:8 34:13
46:9 49:3 63:18
bigger 34:23, 24
biggest 50:8

billions 19:1

bills 23:3

bipartisan 43:6

bit 9:18 12:23 34:1
39:23 42:2,21 43:15
44:18 54:4 554 56:23
57:25 60:2 61:14 63:8
bits 53:19 57:21 58:24
Blackburn 1:15 43:4
59:13,14 60:9,12 6112
62:7 635,22, 25
Blocks 42:5 57:13
Blue 31:16, 17, 23
Blumenthal 1:15
board 40:9

Board's 12:10

boring 57:9, 10
boringly 53:9

bracing 44:16
brainpower 59:24
break 49:6

breaking 10:18 14:4
briefings 6:9

brilliant 41:4

bring 2:15 38:1 42:16
479 62:12

Bringing 32:10 62:17
broad 10:12 11:1
broadcasting 45:13
broader 6:20 32:21
brought 21:14

build 11:9 23:19 37:22
44:9 57:14,19 584 593
61:22 62:2,3

Building 1:12 11:3
21:19,20 35:8 42:4 57.6,
19

built 389 53.6 57.7
bunch 23:16 57:4
business 5:3 52:15 60:4
businesses 56:13 63:15,
20

button 50:1 51:17

<C>

cal 9:10 20:7 22:14
27:12 28:3 40:7 59:3
called 10:1 38:22 44:12
45:1,3 51:20 54:1 5514
60:22

camera 61:2
campaigns 56:8 60:13
61:10

cancer 39:17, 22
Cantwell 43:4
capabilities 6:17 7:2
9:11,17,21 15:3 24:3
56:5

capability 12:11 37:1
58:15, 16, 18 61:1
capable 14:14 15:14,20
capacity 3.4

capital 59:19
capitalize 4:15
captures 6:25

care 39:13,14 404
Carnegie 189 21:23
36:14

carriers 54:17

carry 5512 60:13
cases 14:17

catch-up 40:10, 18
causing 28:8

CENTER 12:1,7 41:16
435,24

centers 61:8

central 41:19
centralized 41:11
century 64:2

certain 22:11

certainly 40:15 48:9
certificate 45:24
certify 60:25 61:1
chain 4:20 155 51:20
chains 54:23

Chair 31:14

chairman 1:13 10:22
11:17 12:4 18:4,15 195
21:18 26:3 3614 41:21
55:22 59:12, 14
Challenge 14:3,11 18:10
36:7 42:15,20 44:4
48:13,20 49:4 54:15
56:21

challenges 6:12 14:14
challenging 63:16
championed 21:23
chance 19:9

change 14:20 32:12
41:18

changed 61:3

changes 41:16
changing 32:11

cheap 7:5

chess 31:17

Chief 824 26:2,6 41.8

China 3:9 4:25 14:12,
15 15:11 33:16 35:2
36:18,20 42:24 56:22
Chinese 61:18

CISA 4417

civil 35:10 44:4
civilian 53:24 62:8
clarify 60:7

class 46:18

classes 47:4

clean 10:11 45:3 58:10
clear 14:15 15:1 23:14
64:19

clearly 85

click 27:25

clock 47:15

closer 48.6,9

Cloud 9:2 18:2,7 19:23
37:3 46:12 53:16 57:20,
23 62:23,25 63:11, 18
clouds 53:11

coastal 14:24

code 13:21 38:22 42:1
49:15, 23 51:14, 15, 17, 21,
22,24 58:10

coder 41:24

coders 38:25 45:18
code-writing 52:1
coding 38:23

cognition 26:10
collaboration 11:13 29:7
437

collaborative 35:17
colleagues 7:25 18:24
20:11 33:8 53:21
collect 11:6 61:9
college 38:12 46:6
Colonial 52:12 55:1, 8
combatant 59:19
combine 23:19

come 2:3 10:3,16 177
23:13 31:21 36:6 379
47:17 50:19 59:17 60:1
62:4

comes 21:9 23:;5 50:25
60:6

coming 8:17 21:5,6
25:4 46:3 50:20 51:1
Command 6:17 22:20
59:19

commands 28:15, 16
comment 47:2 50:11
comments 21:19 39:25
55:9 56:15
Commercial 3:21 5:6
37:10

commercially 7:5
Commission 6:24 43:1,
14,23 44:12 56:3
Commissioner 18:8

Trustpoint.One = Alderson.

www.trustpoint.one
www.al dersonreporting.com

800.FOR.DEPO
(800.367.3376)



commissions 44:11
committed 64:13
Committee 1:8,14 2:8
18:5

committee's 18:13
common 12:14
communicate 54:11
community 27:13 38:12
46:5 58:3

companies 2.6 56 8:11
11:1 13:8 20:8 32:13
33:18 38:17 43:22 46:9,
10 495 58:2,8 62:3
63:18

companion 38:24
company 54:10
compared 40:23
compels 27:25
competed 14:3,6
competition 3:11 60:6
competitions 56:19, 21, 24
competitiveness 42:24
competitors 7:3
complete 22:18
completed 8:1

complex 2:13 42:16, 18
43:13 59:21

component 32:22
components 29:14
compromise 5:1
compromised 4:21 15:8
computation 34:22
compute 34:25 35:2
Computer 3:12 83 9:8
10:5, 8,14 12:11, 20, 24
13:16 31:17 39:22 46:15
52:24 53:2 54:5 57:10
computer-aided 3:21
computers 3:7 10:8, 13,
16 11.6 13:20 53.7
computing 8:4 10:7
12:22 43:12 58:15, 18
conceal 22:4

concept 13:6 58:19
concepts 2:19 7:4 22:16
concern 27:8 28:2 51:18
59:18

concerns 60:16
concerted 41:7

concise 31:11, 15
conclude 28:23

concur 32:21

confident 33:17

conflict 7:3 44:16
confusion 32:23
Congress 24:11 64:17
conjunction 21:13
consider 28:24 48:15
considered 12:15
considering 9:13

constantly 48:5 53:18
constraints 35:4 52:2
consulting 46:9

contain 3:20

content 27:25 60:17, 23
context 33:22
context-sensitive 50:24
continue 3:2 24:11
36:25 38:9 44:9 48:20
64:7

continued 53:8
continues 48:10
continuing 64:23
contract 32:16
contracting 31.6
contractor 24:1
contributed 47:21
Control 22:20 27:18
50:24

Convention 54:1
conventions 54:2
convince 61:17
convincing 61:16
coordinated 45:10
coordination 43:16
Copilot 38:22 51:19, 24
core 28:25 34.16
CORPORATION 18:3
26:2

Corps 37:15 38:2
corrosion 20:1
countries 15:2 32:7 33:.9
43:12 52:16 54:12
country 3:1 31:3 38:8,9
39:12 40:11 52:18 54:18
56:1

couple 35:2 52:6 55:17
61:24

course 11:8 42:12 45:17
48:24

courseware 47:.3,7
coursework 38:16
courteously 17:1

crazy 85

create 27:18 38:3 436
58:5 61:15

created 52:25 53:3 54:6
creating 61:15

creation 29:6 41:8
creative 34:17 50:14
55:14

creatively 47.8
criminals 7:7

criticalk 2:10 10:15
critically 27:3

cross 33:10

cross-sector 29:6
cryptographic 10:19
cryptography 60:24
cures 39:16

curious 56:3

current 89 10:19
currently 26:6
customers 35:9

cut 13:22

cutting 30:22 32:8
cutting-edge 6:17

Cyber 27 3:3,20 48,9,
11 511 612,17 7:14
8:15 13:.3,4,6 14:2,17
234 26:19 36:24 37:15
42:9 44:13 45:10,21
48:8, 13,20 517,23 56:5,
7,8 62:8

CyberAl 12:6
cyberattacks 3:18 8:16
26:17 27:7,10,11 44:17
56:6, 12

Cybersecurity 1:7 3:1
56 11:11 132,11 15:17
20:10,11 26:15,16 27:2,
4,5,22 29:13 37:20 46:1,
23 47:5,6,10 51:23
56:19,21 63:19
CYBERSPACE 1.2 2:11,
23 55 6:10,18,21 8:12,
14

<D>

D.C 1.9

DAKOTA 6:2 36:23
danger 4:20 20:2
dangerous 49:13
DARPA 14:2 44:12
56:20

data 3:23 11:6 157
20:21 22:9, 10, 18, 23
23:19 28:6, 20,22 29:8,
17 419 43:13,17 467, 8,
17 50:19 61:9 63:12
database 22:15

dataset 58:4

datasets 159 61.7
date 13:14 27:8 50:25
dated 36:16

day 14:7 23:20 39:22
54:24

days 22:23 31:22 32:2,3
34:18 52:3 56:17

deal 19:12 21:15 23:16
38:14 53:13 595
dealing 60:25 62:20
Dean 189 36:14
decade 27:6 48:22, 23
decide 64:5

decision 15:14
decisions 9:15 19:1
decoys 14:25

dedicated 3:12

deep 7:6 10:20 31:16, 17,
22 60:18,20 61:1

defend 6:18 7:8, 19, 20
8:12 20:20,23 62:4
Defender 5:9

Defending 7:11

Defense 5:2,8 6:15 7:10,
14 8:10, 13,15 12:10
13:3,6 14:24 18:21
19:24 20:22 21:14 22:9
26:19 2911 31:3,7 32:17
35:23 39:5,6,9,24 5124
57:19 62:22, 24

defenses 44:13

defensive 2:11 4:9 504,
7

deficit 27:4

defined 18:24

definition 12:10

degree 45:24

deliberate 45:15

delist 13:18

demand 3:4

democracy 44:7
democratic 44:1
democratization 37:4
democratized 37:17
demonstrated 6:12 27:13,
17

demonstrations 27:23
28:9 56:18

Department 5:2,8 6:15
8:13 18:21 19:24 20:21
21:14 229 35:22 395, 6,
9,24 57.18

depend 54:24

dependent 58:15

deploy 15:3 34:2
deployed 15:4

deploying 49:11 57:2
deployment 49:12
Deputy 41:9

describe 7:24 60:24
described 60:22
designed 9:9 237 29:9
despite 11:12

details 35:15

detect 4:17 26:20, 24
44:14 52:13 60:20
detected 44:23 454
detecting 217

detection 3:21 4.6 14:21
27:19

detectors 11:9
determines 12:21
develop 7:4 14:16 29:12
37:1 40:20 49:22
developed 13:24 15:19
29:16 53:3

developers 38:22
developing 5:3,7 15:21
20:17 29:4 33:23 49:8,9

800.FOR.DEPO
(800.367.3376)

www.trustpoint.one

Trustpoint.One = Alderson. {
www.al dersonreporting.com



development 38:3 43:24
64:14

developments 26:12
devil 35:15

diagnoses 40:5
dichotomy 61:21
difference 8:2

different 10:7 12:23
22:10, 14, 15,17 31:8
33:9 44:2 52:4 5314
54:16, 17 59:1
differently 28:13
difficult 37:22 40:22
48:23 54.7

diffuse 61:11

digital 14:25 54:1 60:23
dimensions 9:23

direct 5:11 13:16, 17
36:13

directing 14:23
direction 35:6
directions 19:11
directly 15:23 33:15
Director 9:2 18:2

dirty 35:18

disaster 7:13
disastrous 5:1
discipline 10:2 34:13, 14
disciplines 34:11
disclose 49:2

discover 3:17 4:13 14:16
discovered 10:10
discriminate 60:20
discussed 48:12 53:22
discussion 61:14
discussions 8:1
disguising 14:23
disinformation 7:14 45:12
dispatched 45:4
dispatching 48:3
display 61:3

disrupt 28:5 55:15
dissatisfaction 45:12
distant 53:14

distill 59:25 64:4
distillation 60:2
distinguished 2:5 46:19
Doctor 24:8 47:19
DoD 5:11 11:4 15:13
20:6,18 29:15 33:20, 21,
24 3514 40:1,7,19
41:12,16 43:11,24
DoDIN 56:12

doing 11:2 18:20 19:3
21:10 23:21 37:14 408,
9,18 42:14 47:16 50:14
63:3

dollars 48:19

domain 6:10

domains 22:22

dots 28:11
double-checking 23:21
downloaded 58:5
downloading 46:12
downloads 49:25
downtimes 49:7

Dr 314 823,24 91,5
11:18 12:22 15:11 17:7,
9,10 188,19 25:3 31:10
32:19,21 34:3 36:13
37:18 38:6 40:13, 14
41:1 42:8 439 44:10
47:21 48:3 50:9 515
57:2,24 58:1 60:1 61:12,
14 62:15 63:6, 22
dramatically 28:9
driven 3:13

drives 453

drone 7:15 195,7
drones 7:6 14:23 19:25
due 36:13

duplicated 31:5

duties 2:6

dynamic 6:9

<E>

earlier 26:9 48:13 51:19
576

early 31:21 42:4,6 629
easier 14:25 37:11,20
easily 23:10

easy 14:20,22 54:7
edge 30:22 32:8 42:23
61:4

educate 2.7 29:12
educating 38:11
effective 56:9
effectively 58:22
efficacy 27:12
efficiencies 5:3
efficiency 31:4
efficiently 20:2 27:17
effort 11:4 23:11 41:7,
11 48:20 57:13
efforts 27:3 53:25
either 48:7 61:19
eloquently 2:24
embedded 28:15 36:11
emboldened 15:20
emergent 59:4
emerging 6:10,16 8:25
12:2,7 21:4 438
emit 28:1

employ 11:8
employing 7:12
employment 40:3
emulate 9:10, 20
enable 4:8,25 56:7
encounter 49:7
encourage 2:14

encouraged 41:8
encrypt 13:18
encryptography 10:15
enemies 49:18

enemy 48:1,8 49:19
energetic 40:10

energy 53:25 59:7
engagements 47.7
engineer 57:16
engineering 27:21 35:16
43:18

engineers 26:8 36:17
45:19 57:2,6

enjoy 40:12

enlisted 38:2

enormous 3:23, 25
ensure 29:9, 15
entanglement 10:11
enterprises 11:2
enthusiastic 40:9, 19
entire 56:1
environment 40:24
envision 14:25

equally 52:25 53:3 54:6
equivalent 3:16

era 73

eradicate 3:20

Eric 823 26:1,5

Ernst 1:15

erroneous 28:22
especially 3:3 22:11
354 36:22 63:14
essential 23:1

evade 13:13 27:19
evaluate 337,14

event 4:5 60:21

events 3:24

everybody 44:18 46:22
56:17

everyday 64:15
evidence 56:16

evolving 6:9 26:18 48:.6
example 5:10 9:13 10:18
11.7 1212 19:4,7,21
21:22 22:19 234 287
35:8 38:21 39:20 43:21
50:21 56:18 60:18 63:14,
16

examples 2:15 12:21
19:24 20:6

excerpt 6:23

excite 42:6

excited 41:23 43:19
exciting 26:19
executables 29:18
execute 28:17

exist 49:20

existed 34:6 534
existing 15:6 41:17 56:5
58:13, 14, 17

exists 49:2,5

expand 61:13
expanding 56:5
expect 15:25 54:10
expected 27:10
expecting 58:8
experience 36:14, 24
46:12

experienced 48:2
experiences 9:16 29:8
expertise 62:1,5
experts 11:11 27:25
expired 64:1

explain 36:7 44:18
explaining 30:21
exploit 4:14,22 6:13
13:17 48:7 51:14
exploitation 49:18, 19
exploits 49:21
express 2:24 24:5 36:8
extend 2:4

extent 51:7 58:18
extra 53:17

extract 13:19
extraordinarily 10:17
extreme 58:16
extremely 2:13 21:12
22:18,19 52:25 58:22
eyes 28:11

<F>

fabulous 38:9, 12, 13
40:1, 8

face 15:13

fact 4:1

factoring 10:15
factors 35:17

facts 22:1

faculty 38:13

fail 4:3 28:8

failed 5:1

failing 40:7

fair 20:7 39:16

fairly 31:11

fake 60:20 61:15 64:5
fakes 7.6 60:18 61:1
false 3:25 4:1,7 50:16,
18,21

famously 14:19
fantastic 41:6

far 39:6 51:4,12

fast 20:12 21:3

faster 3:19 37:11 48:12,
16

favorite 19:24 30:4
fear 5:4

Federal 11:4 29:15 31:7
35:9, 13,22 6418
Fellow 8:23,25 12:1
26:1

800.FOR.DEPO
(800.367.3376)

www.trustpoint.one

Trustpoint.One = Alderson. {
www.al dersonreporting.com



fewer 51:7

fiction-y 62:19

field 3:4 34:15 35:11
40:23 445 464 52:3
fielded 45.7

fielding 40:21 43:25
fields 34:5

fighting 19:14, 15
figuring 58:23

files 13:18

filing 12:13

fills 61:25

filter 13:7

filters 11:9

final 6:23 23:2 3521
56:4

Finally 21:10 28:2 29:15
find 4:3 13:16 15:2
24:1 39:16 46:9 47:24,
25

finding 63:21

finds 49:22

fine 28:11

finished 14:8

First 6:3 7:2 9.6 13:22
14:10, 11 17:3 20:19, 23
26:19 30:1 34:4,6,7
36:4 38:7 54:21
first-grade 8.7
firsthand 6:8

five 28:23

fleet 19:6, 8, 14, 16

flip 4:9

flock 19:13

flooded 49:13

flow 55:2

focus 5:13 26:14 33:25
50:7

focused 43:15

fold 47:9

folders 13:18

folks 23:10 37:11 38:12
57:2 58:23 62:17
followed 46:17
following 14:7 21:18
follows 16:3 24:13 29:22
Food 54:22, 23

fool 28:8

force 14:23 23:10 62:8
forces 4:8

forecasts 64:12

form 9:19 22:18 27:20
formal 27:22

former 41:24

forward 5:12 7:21 94
10:24 24:11 29:21 39:19
42:2 59:17,23 64.22
fought 63:4

foundations 13:10
four 3:9 29:12
fourth-level 63:1
fraction 57:4

frankly 41:13
frequently 18:18
friend 5:15

friendly 47:25 488
front 61:5 62:20
frontier 29:1
frontiers 34:19
frontlines 23:6

fronts 9:23

frustrating 50:22

full 21:8 22:12

fully 14:3 39:17 58:21
fund 58:9

funding 22:5 48:12,17,18
further 34:1 46:20 55.6
56:6

future 4:24 33:3 555
futures 55:15

<G>

gain 11:12 38:23
gained 34:8

gaining 28:6 33:16
gains 3:5 50:8

game 21:24 60:6
games 21:25

gaming 56:22

Gary 31:18

general 10:13 13:11
18:6 52:3

generalize 9:19
generally 61:6
generate 3:25 51:22
60:17,18 61:22
generating 27:24
Geneva 54:1

geniuses 61:23

genuine 4:3
Georgetown 9:1 12:2,7
getting 22:24 34:23,24
37:20

giant 39:14

giants 38:1

give 7:22 82 10:13
19:4 32:6 33:18 39:9, 11,
21 40:16 41:2,3,19
given 18:23 27:14 39:12
52:2 55:2

giving 29:20 42:12 51:15
glassto-glass 60:24
global 27:4

go 11.5 17:2,7 1817
25:8 30:10 37:22 46:3
50:1, 13 51:4 52:23

going 3:10 7:19 11:13
18:24 20:18 22:12 247,
8 30:2,13,20 337 341
35:24 41:10, 14,18 42:3
43:22 459 469,10 51:6
52:8 53:20 55:9, 16
56:22 60:5,19 64:6
good 5:10 6:11 9:15
11:14 32:13 37:3 421
47:1 58:20 62:13
Google 9:2,3 18:2,7
19:22,23 20:13 57:12
62:21, 23

government 3:1 20:9
21:21 23:24 317 32:15
35:9,22 41:15 57:22
64:18

grade 39:5,8 40:16
graduating 36:20
Grand 14:2 18:10 48:13,
20 56:20

granted 54:24

graphs 22:17

great 10:18 11:10 18:18
24:10 36:9 38:14 40:18
41:10 59:5 60:6
greater 58:18

greatly 18:22 40:4

grid 13:23 54:13 55:18,
19 56:1

grids 55:24

ground 32:9

group 37:8 44:25 475
57:3

groups 375

grow 15:20 27:6 36:25
growing 27:13 47:23
grown 34:13

growth 3:8

guarantees 57:7

guess 11:.1 27:17

guide 23:12

<H>

hacked 35:24 52:18
hackers 13:22
hacking 14:13 49:24
52:15

Hafnium 63:7

half 457 47:3
hand 13:1

handling 29:10
hands 35:18

happen 43:10 50:1
52:12 55:16
happened 62:19
happening 21:3 59:1
happens 20:12 23:22

35:18 53:5

hard-coded 14:5
harden 35:23
hardware 53:19 57:21
58:14, 16, 21 59:6
harness 10:8
harnessing 28:25
haystack 4:4

head 63:23

health 39:13, 14 40:3
hear 8:8 9:12 28:3
56:10 60:4

heard 64:19
HEARING 1.1 2:21
512 65,6 7:21 822
9:4 29:21 30:14 59:25
64:25

hearings 6:8 59:19
hears 28:16, 17

help 2.7 3:19 7:23,24
18:10 19:21,22 20:9
22:14 2312 27:2 46:22
58:9 60:3 62:8
helpful 50:19

helping 24:11 38:25
39:19 51:1

helps 20:4 38:22
hesitate 40:15

Hey 23:24

Hicks 41:9

hide 27:1

high 42:13 46:3
higher 50:21 54:9
highlight 20:19 28:23
highly 2:13 15:20

hit 51:17 61:24
hitting 45:14 612
holding 56:23

holes 53:5

Hon 1:12 2:1 6:1
honor 12:8

hope 15:18

hopefully 51:8

horizon 29:2

Horovitz 17:9
horrible 54:15

Horvitz 8:23 95,6
10:25 12:22 15:11 17:1,
8 18:8 25:3,5 26:1,3,6
29:22 34:3,4 386,7
39:11, 18 40:15 43:9,14
44:10, 20, 23 47:2 48:.3
50:9,11 51:18 52:23
55:4 57:2 59:3 60:1,7,
11,15 63:6,10
Horvitz's 61:14
hospitals 53:25
hostage 52:15

found 23:24 61:17 61:24 happy 31:18 hosted 14:2, 13
Foundation 18:16 22:5 goes 45:17,21 hard 10:17 239 27:1 hour 23:17

. www.trustpoint.one 800.FOR.DEPO
Trustpoint.One | Alderson. www.al dersonreporting.com (800.367.3376)



hours 46:14

hub 43:8

huge 2:25 19:8 20:13,14
33:18 40:2 45:22 57:13
human 3:23 7:13 9:10
11:13 12:12 13:16, 19
149 21:16 26:10 27:21
28:11 35:16,17 44:7
57:16 59:19

humanly 2:19

humans 3:19 12:14 147
21:3 23:2,7 48:3 51:1,
11 60:19

hundreds 53:13 57:15
hunt 13:9 30:22 327
hurdles 22:25

hybrid 45:9, 14 55:9
hygiene 58:9
hyperscalers 20:8
hypothetical 19:6

<l>

IBM 31:16

IC 34:19

idea 50:20 61:8

ideally 23:20 61:11
ideas 35:18 42:16
identifying 26:25

if-then 12:20

ignore 22:7

illustrate 4:19
illustrated 20:24

image 14:21 28:12
images 61:15

imagine 14:22 48:4 555,
6 615 62:21

imagining 29:3
immediately 23:18 45:4
46:8

impact 6:20 15:16
implement 39:17
implementation 39:9
implementing 64:22
importance 22:24
important 2:6 3:12 10:4
21:12,25 22:6,19 23:13
26:5 27:3,8 29:19 34:9,
10 356 37:2,13 42:18
48:25 50:25 52:25 57:11,
22

importantly 64:17
impossible 26:22
impressive 14.6,9 27:22
improve 13:3,4 19:2
Inaudible 63:24
incentivize 29:6

include 28:18

includes 27:22 29:3
including 10:4 20:14
43:17 474

incorporating 49:4
increase 4.5 27:11 44:12
increasing 4:17
increasingly 15:21
incredibly 23:8 37:13
57:9

individual 41:14 56:13
individuals 27:24 41:4
59:20,24 62:11
industrial 27:18
industry 3:2 8:10 23:8
33:21 37:25 38:14
infected 4:23

influence 60:13
information 9:14, 16
19:21 22:17,21 231
279 3524 37:15 5714
61:10 63:9 64:4
infrastructure 8:12 11:8
53:10, 12, 24 54:23
infrastructures 6:14 11:3,
5

ingeniously 21:5
injecting 28:10, 22
innovation 3:13 33:17
62:24

input 51:14

inside 22:9

insider 21:11, 16
insights 35:19 38:23
inspect 20:2
institutions 2:7
integrated 31:24 32:1
integrating 35:14
INTELLIGENCE 1:1
29,12 6:21 8:3 9:3, 10,
11,21,24 10:3 12:12
15:17 18:2,14 21:12
30:14 31:5,15 41:12
43:2,7 4722 51:13 573
64:14

intensify 3:3

intensive 50:14
interaction 33:8
interconnected 54:18
interest 6:7 10:20 37:7
43:21 47:24 56:23 59:6
interested 46:11
interesting 10:10 20:12
21:4 26:17 31:13 38:15
45:8 51:22 59:4 615
interestingly 45:6
interfaces 22:22
international 42:22 43:10,
16 53:23

internationally 54:3
internet 20:8 46:10
49:24

intersection 26:15
intersects 13:2

intro 25.7

introducing 43:5
introduction 7:23
intrusion 3:21
intrusions 4:6,17 13:9
invading 14:23

invest 28:25 30:23 38:16
invested 31:6
investigate 4:2
investing 5:13 30:23
investment 5:9, 11 38:13
investments 64:20
invitation 7:12

inviting 12:5 26:4
Iridium 45:1

ISC 47:5

Israel 43:7,8

issue 24:12

issues 7:25 23:13 34:21
50:13 59:21

iteration 11:13

its 14:10 22:4 443
57:19

<J>

Jackie 30:6

JADC2 22:20

JAIC 43:24

job 27:5 40:18 46:2
jobs 37:13 42:7 45:24,
25 46:22 4711

Joe 112 21

John 21:24

join 22:17 434
joined 52:17

joining 46:19 47:20
Joint 22:20 43:24
jump 39:19 44:20 53:20
Junior 42:12

<K >

K-12 42:4

Kasparov 31:17,18
keep 7:13 8.7 204
31:11 59:10 63:14
Keeping 3:4 34:20
Kelly 1:15 47:14,15,19
48:17,21 49:17 50:9
51:4,12 525 555
kids 42:13

kind 12:22 20:24 22:5
28:14 34:25 35:7 49:20
61:20 62:12,18
kindergarten 2:17 87
kinds 10:14 21:7 46:1
54:2,3 55:15 56:24
57:18 618

kinetics 40:1 45:10
know 85 11:3 23:3,18
305, 17,23 31:9 4312
44:13 49:14 51:16 52:17

54:14, 18, 19, 20, 21 56:20
63:25 64:21

knowing 49:6
knowledge 22:16 64:11
known 20:25 44:24 49:1
Kyiv 45:13

<L>

lagging 5:11
landscape 6:25
language 9:17 10:5 30:7
51:20

languages 46:7

large 10:15 20:4,7
21:13,15 37:4 51:20
53:6 57:4 616

larger 10:2 51:8 56:9
large-scale 51:20
largest 59:3

lastly 11:14

latest 23:17

Laughter 18:12

law 42:5 44:8

laws 53:23 54:3

layer 53:17

lead 33:17

leader 44:4

leaders 41:20
leadership 29:19
leading 14:9 34:16
learn 9:16 37:21 38:22
46:6

learned 63:6,8 64:23
learning 2:9,12 83 9:25
10:1 11:8 12:17,20,24
14:5 21:7 22:1 26:11
30:15 31:6, 15, 21,25
32:3,4,22,25 33:1,3,5
34:5,8,12 375,24 40:5,
13 46:15

learnings 56:20

learns 13:12

leave 18:25

led 56:19

leg 33:19

legacy 53:3,6,19 54:6
57:21

legislation 43:6

Lego 57:13

lesson 63:10

lessons 63:8

lethal 7:6

letter 40:16

level 2:16 8.7 46:4 48:2
leveling 34:24
leverage 8:13,15 43:2
leverages 34:14
leveraging 8:11 48:6
liberties 44:4

lie 26:14

800.FOR.DEPO
(800.367.3376)

www.trustpoint.one

Trustpoint.One = Alderson. {
www.al dersonreporting.com



lifecycle 29:17

lightning 34:19
like-minded 43:16
limited 4:22

lines 57:25 58:20 62:20
Linkedln 47:3

links 28:1

listen 41:24

little 9:18 12:23 34:1
39:23 42:2,21 44:.18
51:14 54:4 57:25 60:2
61:13 62:5 63:8

lives 64:15, 16

locked 45:13

logic 12:18

logistics 40:2

Lohn 825 11:18 12:1, 3,
6 16:3 32:19,20 33:13,
15 37:18,19 40:13, 14
47:21 48:9, 18,23 49:19
54:4 55:17 56:15 57:24,
25 5919 61:12, 13

long 13:8 37:21

longer 12:15

look 5:11 7:21 914
24:11 28:10, 12 29:21
36:4 45:15 48:22 51:21
52:10 55:10 57:1 59:10,
22 64:22

looking 14:22 21:1,16
46:2 56:24 58:12 59:19
63:2

losing 32:9

lot 24:6,8 30:14 31:12
33:22 36:12 37:22 38:11
41:25 45:22 49:1,4
55:16 58:3 59:6, 7

lots 19:18 22:10 23:11
35:16 41:7 43:18 56:19
loud 64:19

love 11:4 345 57:17
low 40:16

major 22:11 23:15 37:6
62:22

majority 36:17

making 15:12 35:23
37:11 499 57:13
malicious 3:18 6:12
26:16

malign 7:5 60:3,7, 13
61:9

malware 13:9,24 27:18
28:1 44:14, 24,25
manage 13:19 53:5
management 4:5 32:12
62:25

Manager 18:7

Manchin 1:13,14 2:1, 3,
18 6:3 8:18,19 124
18:4,15 195 24:7 25:1,
7 26:3 30:1,5,8,12
31:14, 24 32:5, 14, 19, 20
33:7,14 34:3 35:20
41:22 47:14,17 52:6
53:1,20 54:13 55:21
59:13 64:9

Manchin's 21:19
manner 29:16
manpower 3:11
manual 26:22
manually 4:22 13:23
Maps 19:22

marvels 14:18

massive 3:5 32:10
master 31:17

math 37:22
mathematician 21:24
mathematicians 57:4
matter 11:14 46:14
matters 18:21
maturing 48:6

mean 23:14 30:5 42:25
46:24 50:13 52:14 60:8
means 3.6 32:11 53:11

Microsoft 8:24 26:2,7
35:8 38:21 44:23 636
Microsoft's 5:9

MIKE 6:1 254 30:17
military 7:4 15:3 415
42:11, 14 4722

million 27:4 44:12 477
millions 20:25 48:19
miniaturization 58:22
minus 39:12

minute 45:20
minute-by-minute 52:19
minutes 30:2 47:15
misconception 10:12
misinterpreted 25:3
misleading 19:11
misrepresentation 64:6
missile 7:15

missiles 45:14

mission 3:12 6:18
missions 2:10 7:18 8:14
mistake 4:15

mode 55:2

model 44:24 48:14
51:20 58:4

models 11:9 159 34:22
40:3 53:14 59:3 61:22
modern 13:10 19:2
53:18

modernization 53:8
mom-and-pop 57:17
moment 23:9 58:23 63:4
money 20:4 31:3
months 59:2

Moore 3:14 9:2 15:11
17:7,10 18:1, 4,6, 13
24:10, 13 31:11,14 32:2,
9,18,21 36:13 37:2 41:1,
3 42:8 44:10 465 50:9
51:5,6 52:24 53:2 57:1
58:1,20 62:15, 16 63:22,
24

14,23 44:11 64:15
nations 43:17 44:5
natural 33:24

nature 60:14

Navy 19:25

nearly 26:22 274 A7:7
necessarily 57:20
necessary 55 64:19
need 2:22 5:13 8:1
11:14,15 22:11,13 23.7
24:2 28:25 29:6,9,12, 15
31:8 33:25 34:25 35:17
45:18,19 49:3,10 50:13,
15 51:7 54:2,8,9, 11
55:13 60:21 62:2, 11
64:12

needed 34:22 41:16
needles 4:3

needs 8:13 20:3 57:19,
22

negatives 50:18

net 44:23

network 13:17 20:13
45:20

networks 4:12, 14, 16, 18,
21 46:13

neural 44:23

never 23:22 26:24

New 6:10, 11,13 7:3
13:6,24 21:5,6,7,20
23:13,15,19 26:24 36:17
38:20 41:5,8 46:2 47:16
48:10 53:23 54:2,3
58:23 61:8

news 37:3 58:20

nice 55:23

nicely 6:25 18:24
nightmare 23:23

noise 3:18

non-Al 60:25
non-classified 19:7
normal 8:2 12:17,18, 24

lowering 4.6 medium-sized 63:15 mouse 13:23 normally 12:12, 13
lowly 19:5,7 meeting 2:3 64:24 move 6:15 10:23 38:25 norms 53:23

Mellon 18:9 21:23 36:14 63:17 note 55:18
<M > Member 12:4 185, 19 moved 42:1 noted 4:4
machine 2:9,12 7:12 26:3 moving 5:4 30:25 34:15 notice 1:11
8:3 10:1 11:8 12:16, 19, Members 1:14 2:20 12:5 43:1 notion 22:16 57:11 62:17
24 145 30:15 315, 15, 185 26:4 36:8 56:4 multiple 9:13 39:8 55:10, | novice 57:5
21,25 32:3,4,22,25 331, | mention 1810 23:2 62:8, | 24 novices 58:6
3,5 345,8,12 405, 13 23 multiples 55:25 NSCAl 6:25 18:8 56:3
46:14 mentioned 9:23 20:11 multi-pronged 55:8 617
machinery 39:20 26:9 40:17 43:11 48:3 NSCAI's 18:23
machines 7:16 23:3,8 51:19 56:15 60:15 <N> nuanced 9:18
45:2,13 47:24 63.12 mentioning 42:8 62:14 name 18:6 327 number 4:22 5.6 26:15,
machine's 14:2 merely 15:6 names 10:10 16
magic 41:17 mess 33:24 Nash 21:24 numbers 3:25 10:15
magnet 38:8 met 1:11 nation 6:19 20:14
main 63:10, 21 methods 21:5,6 26:22 National 6:24 7:9, 16
maintain 42:22 27:2,20 28:18 56:16 10:20 18:16 22:5 43:1, <0>

microscope 10:9

www.trustpoint.one 800.FOR.DEPO

Trustpoint.One = Alderson.

www.al dersonreporting.com

(800.367.3376)



objects 14:21
observations 9:14
obvious 20:24 22:3
offense 27:8 5123
offenses 14:17 29:2
offensive 2:10 4:11 134
27:12,16 49:24 50:5
Office 1:12

Officer 8:24 26:2,6 38:2
41:9

offline 46:25

Oh 17:5 4520 60:11
okay 2:16 22:10, 13
32:17 61:12 63:5,22,25
old 322 5314 63:14
ones 15:6,15 54:6
ongoing 63:19

online 38:16 64:4
on-prem 53:6 63:10, 11
open 46:1, 23

opened 47:3

OPENING 2:1 39:25
62:14

open-source 58:3
operate 14:1

operating 7:11 53:14
operation 4:20 28:5, 19
40:2

OPERATIONS 1:2 2:11,
23 49,11 134 4119
43:18

operators 7:13 55:18
opportunities 27:5 36:9
38:4 39:8 43:15 50:6
opportunity 20:9 24:10
29:20 33:21 37:25 48:11
50:3,12 57:14 589 61.6
62:6

oppose 61:18, 19
optimistic 39:2, 21
optimize 55:11

option 3:14

order 2:3 30:20 56:1
60:12

organization 40:10 46:19
47:6

organizational 22:25
32:11

organizations 11:7 15:10
organize 19:21 20:21
outcome 61:1

outgunned 19:9

outside 54:9

overstate 2:22 15:16
overview 8:2 9.7 30:13
overwhelm 14:25
overwhelmed 4:2

owner 28:17

owns 64.3

<P>

p.m 111 64:25

pace 26:12 27:14 34:20
panelists 33:23 36:15
papers 48:11

part 9:25 10:1,2 21:13,
15 22:8 349 36:6 37:6
particular 6:7 15:12
43:21

partnered 62:24
partners 43:10
partnership 19:25
partnerships 29:7 42:10,
22

parts 14:23 20:19 54:17
passed 425

passwords 27:17

patch 45:4 47:25 48:7
495,14 547

patched 53:18

patches 11:16 23:21
48:3 49:1,4,9, 11,12
patching 48:24

path 47:9

pattern 20:17 26:10, 23
44:14, 19

patterns 3:18 11.6 21.7,
17 28:11

peacetime 40:2

pecking 30:19
penetrations 3:20
people 3:15,16 20:21
21:5 22:13,25 23:6, 16,
18 24:2 27:25 344
37:16,25 38:1 40:23
42:3,6, 17 45:18, 22
46:24 47:9,11,17 484
50:13 51:10 57:10 58:4
61:17 62:2,9, 11
perceive 9:12

percent 27.6

perception 26:10
perform 7:18 12:11 48:2
perimeter 21:11
permissive 40:24
persistent 56:8

person 3:11 22:1 41:10
46:18 51:9

personalize 27:24
personnel  3:1
perspective 33:20
perspectives 8.9 56:10
pessimistic 40:14

PhD 12:1 181 26:1
PhDs 37:8 45:23
phishing 27:24

phone 22:14

phrase 34:7

physicists 10:10

physics 10:8

pick 22:13

picked 56:22

picking 45:8

picture 22:18

pictures 20:1

piece 44:24 57:15

pieces 9:14 53:10
pipeline 42:6 52:12 55:1,
8

pipelines 53:25

pixel 61:3

pixels 14:20

place 33:25 35:13 60:19
63:3

places 20:14 30:24 35:1
36:22 57:12

plan 45:16 55:12 63.9
planful 45:11, 15
planning 40:3,6
platform 42:19 57:9
platforms 23:11 35:8
47:9 57:7,8 58:13

play 46:7 554

plays 21:13,15

Please 81 41:19

plenty 50:15

plug 46:24

plus 45:10

point 3:9 33:20 34:17
40:22 46:18 61:20 62:16
63:21

pointed 43:2, 23

points 37:20

poison 62:18

poisoned 28:21
poker-playing 21:22
policy 8:1

population 3:10 61:18
poses 6:11

position 23:24 31:1
positive 3:25 60:13 62:13
positives 50:17, 18, 22
possibilities 39:24 43:20
possible 2:19 13:16 19:1,
10,12 20:3,25 23:11
42:4

possibly 4:2 21:2

post 49:24
post-graduate 38:15
postmortems 23:22
potential 4:19 10:12
14:12 15:19,23 39:12
47:24 64:15

power 3:7,11 4:16 9:17
13:22 19:17 21:8 26:17
27:12 58:13, 15,17 60:6,
17

powered 3:13

powerful 23:7 31:22
51:9, 14

powers 19:20

practical 59:17
practically 3:6

practices 29:8 53:24
54:3

precise 56:6

predict 19:22

predicted 26:12
prediction 26:11
predictions 40:5
predictive 11:9 40:3
pre-general 51:24
prepare 7:8 27:14 55:14
prepared 2:23 3:15 16:3
17:3 24:13 29:22 64:18
presence 64:3

Present 1:14

President 9:2 18:1,6
presiding 1:13 10:21
25:1

pretty 22:23 33:11
prevailing 64:2

preview 38:21, 24
previously 18:8
principles 34:16 44:2
prioritize 64:18, 19
priority 64:21

private 30:25 31:2,4
357,10 38:21,24
private-public 43:11
proactive 55:15
probably 35:1

problem 59:21
problems 10:14,17 43:13
50:16 59:21 60:3
problem-solving 59:23
process 3:22 12:23 24:1
processes 28:6 60:4
procurement 23:25
product 5:9
productivity 3:6, 8
products 3:25 5:8 19:20
33:23

professional 47:6
professionally 11:10
professionals 7:17 27:5
47:10

profit 52:16

profound 25:7

program 83 31:1 39:22
programming 61:25
programs 9:8,20 12:17,
18,24 29:12,18 317
36:19 37:14,16 38:12, 15,
16, 18

progress 9:22 48:10
49:10,11 50:4

project 12:6 38:22 63.7
projected 27:6

projects 29:17 46:8

800.FOR.DEPO
(800.367.3376)

www.trustpoint.one

Trustpoint.One = Alderson. {
www.al dersonreporting.com



prolific 52:14
promises 13:3
promising 59:10
promote 29:7
promoted 47:5
prompts 51:21 52:2
properties 59:5
proposal 34:6
proprietary 28:20
prospect 53:21
protect 7:18 8:16 11:2
29:4,17 455 50:22
54:10

protected 35:25 63:13
protecting 13:7
protection 49:16
protections 10:19 54:9
proud 20:8 38.7
prove 15:25
provenance 60:23
provide 2:14 3:23 6:16
15:12

provided 15:10 58:2
providing 38:18
public 2:20 52:4
public-private 42:10
pull 37:25

purpose 10:13
purposes 7:10
pursuant 1:11

push 15:12 29:1 355
38:3 48:15 49:3 50:1
59:23

pushing 11:15

Put 7:19 23:11 40:16
41:11 45:2 495, 10
57:12, 15

putting 23:6 31.8
Python 46:6, 17

<Q>

quantities 3:23
quantum 8:4 10:7, 8, 13,
14,16 12:22 43:12
question 9:7 10:25 11:1
12:9 175 36:13 37:2
39:4 52:1 556 62:16
64:2

questions 17:3 24:7,8
29:21 30:11 31:13 52:4,
7

quick 41:2 50:6 52:7,8
quickly 4:18 6:13,15
7:9 11:15,18 20:2,3
23:2,12 26:18 30:16
325 34:15 409,21
49:21 50:2

quite 32:13 40:14, 16
51:11 56:22

quote 7:1 47:23

<R>

R&D 28:25 61:9

raise 53:21

RAND 47:21

ranging 7:6

rank 32:6

Ranking 12:4 18:5, 19
26:3 32:6

ranks 38:2

rapidly 6:9

rate 4.6 48:12

rates 36:21

readiness 20:5

ready 5:2 21:11 30:9, 10
429 62:25

real 4.6 152 19:2 21:8,
15 26:21 325 49:3 52:3,
8 60:20,21 61:25 64:5
really 8:21 13:19 18:13,
15,17,18,21 23:25 30:17
32:13 33:25 34:20 36:24
37:1 38:12 39:19 40:8
41:6, 13 42:17 44:15
45:19,21 46:10,21 47:4
50:7 51:13 54:19 57:10,
11,22 62:2 64:16
real-world 2:14 35:15
reason 9:12 40:15
reasoning 26:11

reasons 13:21 53:16
RECEIVE 1:1
recognition 10:5 26:10
28:16 36:10 44:14,19
46:15

recognize 8:20 9:11
26:23

recommend 20:18 63:17
recommendations 5:12
18:23 28:23

record 36:21

red 27:13 554
red-teaming 29:3 55:14
reducing 50:18

refer 44:25

referring 58:7

refers 18:25

regard 39:5,7 51:25
56:10, 11

regarding 53:24

related 44:24

relation 42:24
relationship 18:16
relative 19:11 58:6
relatively 50:5

release 58:4

relied 13:14 145
remarks 5:16 26:14
remember 53:12

repair 20:4

replicate 36:21

report 6:23 45:7 56:4
61:7

represented 15:11 33:18
58:2 61:2

require 3:5 12:12
required 12:14 61:21
62:1 63:13
requirements 51:15, 16
requires 59:11 61:22
62:5 63:11

rescarch 22:6 29:8 355
43:18 48:10 61:9
researchers 26:8 27:14,
16 289 34:11 355
reserve 23:4 37:14, 15
42:9

reserves 42:11

resist 21:18

resonant 44:1
resonates 44.6

resort 7:3

resource 354
resources 15:13 34:21
37:24 42:10 57:12 58:1
63:19

respect 18:17 33.6
respectfully 35:21
respond 4:18 23:12
26:21 36:15

response 62:9
responsible 43:24
responsibly 7:9

rest 61:25

result 14:10

results 30:24 56:24
retaining 59:20

return 11:18
revolution 9:25
revolutionize 64:16
rich 47:4

right 11:2 24:3 30:10,
24 32:2 331,4 3421
35:3 36:12 38:25 40:10
44:15 50:16, 23 555, 24
59:5

rights 44:7

rise 60:16

risng 28:2

roadmaps 37:6

robin 17:2

robots 21:22

robust 45:19

rogue 7.7 52:21

role 38:10

Room 1:12

Rosen 1:15 304, 7,11
41:22,23 44:9,22 4517
46:21 4711
RoseTTAFold 39:19
ROTC 42:12

round 17:2 52:7,8

Rounds 1:15 2:17 5:15
6:1,3 819 10:21 11:17
12:4 17:1,5,9 185, 19
25:6 26:4 30:2 36:3,4
37:18 38:6 39:4, 16
40:12 41:1,21 423
b5:21,22 57:24 58:11
59:8,12 64:21

route 19:22

Rubio 43:4

rule 44:8

rules 12:20 145

run 14:17 50:10 53:9
61:24

running 39:22 46:14
rush 15:3

Russell 1:12

Russia 4:25 13:22 14:15
44:16 45:2 52:14 55:19
Russian 4:19 31:17
Russians 4:21

<S>

safer 51:25 53:11
sale 39:20

sanctions 61:18
Sandworm 45:1
saved 31:3

saves 20:4

saw 47:6 55:10
saying 2:15 32:15
says 28:17

scale 3:4 4.9 109, 16
27:2,11 32:11 56:9
scales 26:21

scan 4:12

scarce 279 56:16
scares 55:20

scenario 19:15
scenarios 19:16 22:11
scene 60:20

school 42:13 46:3
Science 12:10 18:16
22:5 34:16 46:7,18
57:11 62:18
Scientific 8:24 26:2,6
33:10 34:19 3514
scientists 9:20 34:20
scope 3:3

scratch 37:23

sea 3:18

seagulls 19:13

search 13:9 19:9, 18
second 10:25 19:10 21:1,
4 22:8 277 5321 63:1
seconds 55:17

secret 15:23
Secretary 41:9
secrets 28:19

sector 30:25 31:2,4 357,

Trustpoint.One = Alderson.

www.trustpoint.one
www.al dersonreporting.com

800.FOR.DEPO
(800.367.3376)



10

10 37:4, 10

sectors 35:19

secure 14:3 20:15 29:16
32:16 53:10 54:25 57:20,
22 62:25 63:11
securing 53:12

security 4:4 6:24 7:10,
16 8:25 10:20 12:2,7
2725 29:13 43:1, 14,23
44:11 535 575,7,15
58:8 63:17 64:15

see 9:12 11:4 20:17
21:16, 22 34:24 37:13
40:8 41:7 42:13 44:15
45:23 46:17 47:11,15
50:10, 11 52:10 57:18
60:15 63:22

seeing 26:11 38:24 45.6
seeking 22:21

seen 9:24 109 15:22
26:24 28:11 56:18
self-help 38:18
self-learning 38:18
Senate 1:6,12 2:8 7:25
36:8

SENATOR 2:1,3,17,18
5:15 6:1,3 8:18,19
10:21 11:17 17:1,5,9
24:7 25:1,6,7 30:1,4,5,
7,8,11,12 31:24 325, 14,
19,20 33:7,14 34:3
35:20 36:3,4 37:18 38:6
39:4,16 40:12 41:1, 21,
22,23 42:3 449,22
45:17 46:21 472,11, 14,
15, 17,19 48:17,21 49:17
50:9 51:4,12 52:5,6
53:1,20 54:13 55:21, 22
57:24 58:11 59:8, 12, 13,
14 609, 12 61:12 62:7
63:5,22,25 64.9, 21
Senators 1:14 434
send 52:13, 20

Senior 825 12:1

sense 11:5

sensible 53:9

sensors 22:15
sentiments 2:24
separate 12:25 34:10
sequences 55:11

serious 36:8 53:5

serve 209 26:6 30:17,
19 38:10

served 18:7,9 44:11
service 385
servicemembers 38:4
Services 1:8 2:8 22:22
24:3 30:18 38:1
servicing 20:3

serving 42:14

set 22:14 51:15

sets 12:20 47:4 59:22
setting 50:21

seven 14:13

severity 15:17

shaking 63:22

share 6:23 22:25 35:18
64:21

shared 42:19

sharing 22:21 29:7
43:17 64:11

shields 44:17

shifting 50:14

shops 57:17

short 4:8 7:23 82
shortage 3.2 45:21
shortfall 2:25

shot 41:2

show 27:23

showing 34:23 59:4
shut 13:23 52:21 54:16
55:1, 19

shutdown 50:22

side 4:10,11 21:20
27:21 34:6 49:17 50:4,5,
7 51:8

sides 20:1

sign 28:10

signal 52:14, 21

signals 3:17 26:25 28:15
45:8

signs 28:12 45:8

siloed 43:13

silos 22:10 43:11
similarities 26:25
Similarly 15:22

simple 46:13

simplify 2:19

simply 7:19 14:1 18:25
30:13 34:8,9

single 55:8 57:15

sir 251

sit 41:23

situation 32:16 40:23
44:20 49:13 50:23 54:16
situations 9:13

skilling 38:15, 16

skills 37:9 38:4 46:11
61:21

seeping 39:14

dip 49:15

sow 50:4

small 33:5 37:8 53:10
63:15

smart 62:2

social 22:25 27:20
society 35:10 64:17
soft 27:21

software 3:13 4:20 9.9
12:13, 16, 17 14:16, 19

15:22 45:2,3 53:9 58:23
63:14, 20

SolarWinds 4:19, 20
solution 62:25
solutions 19:23

solve 10:17 21:24 59:20
60:3

solves 10:14

solving 24:1

somebody 12:18 34:1
46:2 47:12 49:22
somewhat 48:9

soon 15:2, 25

sorry 179 25:3 531
sort 12:23 20:18 22:24
50:23 53:8 57:21 58.7
sorts 46:6 51:22
sounds 8:5

source 58:18 61:10
sources 22:18

SOUTH 6:1 36:23
space 19:10 31:9 50:15
SpaceX 31:1,8 357
Spam 13:6

spans 27:16

speak 46:4, 25

speaking 3:6

special 9:9 10:14 17:3
29:11, 13

specialized 59:6
specifics 9:19

spectrum 45:22

speech 10:5 28:15
speed 49 55

Speeds 7:12 14:2

spoke 18:11

spread 34:18 49:21
61:10

SR-232A 1:12

stake 14:21

stand 62:24
standardization 53:17
standards 54:10

start 95 12:3 23:25
30:13 31:10 42:4,6 52:8,
22 55:13

started 37:21 41:25
42:12

starting 59:10

starts 46:6, 7

startups 46:10 57:17
state 8:9 20:14 36:23
46:23

stated 47:23 56:4
STATEMENT 2:1 3:15
6:1 12:1 16:3 17:3 18:1
24:13 261 29:22
statements 2:24

States 6:17 7:7,8 14:12
35:2 36:18 37:6,8 44:1

56:13, 25

station 45:13, 14

stay 11:16 59:16 60:5
steal 28:18

stealthier 56:7

stealthy 28:14

STEM 425,13

step 33:21 62:13

steps 36:25

stop 28:10,12 52:20
61:24

strange 21:16

strategic 7:3

strategies 29:4 50:20
strategy 41:12

strong 52:13, 21
strongly 20:18 23.5 24:2
struck 14:12

structured 41:4
structures 32:10, 12
student 46:5

students 36:20 37:5
studied 36:18

study 33:15 47:21 51:24
61:6, 16

stuff 24:3

stunning 28:9

sub-area 10:3
Subcommittee 1:7,11, 13
2:8 6:8 125 26:4 30:4,
18

subset 33:5

subtle 3:17 26:25
subvert 34:2

succeed 15:13 41:11
success 36:22 41:10
successes 10:12

sun 19:11
supercharging 10:4
supercomputers 19:18
superhuman 19:18
super-human 32:11
superior 3:13
superiority 52:10
superposition 10:11
super-quick 41:3
supply 4:20 155 54:22
support 5:4 18:14, 20, 22
23,5 41:15,19 61:18
supported 18:15
supporting 58:21
supportive 22:19
suppose 19:9

sure 21:21 239,22 338
35:23 36:2 42:16 48:18
surely 15:24

surface 61:2

surfaces 23:15

surge 42:10
surprisingly 52:2

Trustpoint.One = Alderson.

www.trustpoint.one
www.al dersonreporting.com

800.FOR.DEPO
(800.367.3376)



11

surveillance 63:19
susceptible 15:1
suspicious 3:24

swarms 7:15
synonymous 32:24
system 11:15 12:11
13:19 14:6,21 151
23:19 28:8, 13, 16, 19, 20,
22 39:1,14 40:4 46:15
51:13,19,25 54:14
systems 45 6:14 9:8
11:11 14:3,4,14,18,24
15:1, 4,5, 8, 14, 23,25
26:18 27:18 28:3,5,8,21
29:4,9,14,16 31:20 34:2
41:17 455 46:13 47:25
48:1,8 49:6, 18,19 50:17
51:3 52:2,24 53:2, 3, 6,
14,18 545 55:10 577,
14,19 58:14 60:18 62:18,
21

<T>

tactics 13:12, 13,14
tailored 56:6

take 4:25 13:23 20:1
30:9 36:25 385 495
54:24 55:16,25 58:24
63:18

taken 2:5

takes 35:11 58:13
talent 38:8

talk 12:9 13:1 20:10
22:8 32:24 36:1 39:23
41:7 42:19,21 439
44:15 45:25 58:12 60:1
63:7

talked 61:7

talking 30:7 54:19 57:6
tangible 19:4 42:17
target 4:25 155 285
targets 4:22 13:17,18
14.24

task 46:22

tasks 12:11 26:8 48:2
taught 46:17,18

tax 12:13

team 39:1 554
team-on-team 56:19
teams 11:14 14:9 27:2,
13 29:13 45:1 63:15
tech 58:2,8 63:18
technical 2:19 823 26:1
34:18

technically 2:13,25
techniques 13:10 14:22
26:22 285,8 331
technological 14:18 42:23
technologies 3:22 6:10,
14,16,19 7:4,24 8:10
18:25 21:20 27:10 35:12

40:20 43:8,17,25 44:6
48:16 49:8 55:7 60:17,
21 62:3,10

technology 2:10 3.7
4:16,24 5.7 620 7:18
9:1 12:2,7 37:15 485,
10 53:20 55:11 58:24
60:22, 25 61:15

tell 30:5,8 64:13

telling 44:17

tens 48:19 53:13

terms 32:23 39:6
terrorists 7:7

testify 26:5 29:20
TESTIMONY 1:1 60:16
text 61:16, 22

Thank 6:3,4 8:17,19
9:6 10:22 11:17 12:3,5
16:2 17:8 18:4, 13,19, 22
235 24:10 25:1 29:19
30:1, 12 31:14 32:20
35:20 36:4,5 37:2,18,19
38:6 394 41:1,21,22
42:8 449,22 46:21
47:13,14,19 525, 6
55:22 59:12, 14 62:16, 17
63:5,25 64:8,9, 10
thanking 12:4

thanks 2:4 26:4

theory 21:25

thing 6:11 85 10:7
22:4 232 24:1 28:14
30:8,16 33:2,4 351
42:1 47:16 54:1 62:23
Things 21:3,22,25 31:16
36:12 37:14, 23 40:20
41:5 46:1 54:11,24
55:23 59:17 60:10, 14
think 6:20 8:12, 21
11:12 19:8 20:7 30:3
35:15 36:6 37:3,24 38:2
39:2,13,25 40:17 41:18
42:1,15 46:21 476,8
48:11,14 50:3,5, 8, 13
51:2 52:11 54:2,13,25
55:7,13,23 57:4,10 60:1
61:7,8 62:13 63:7 64:1
thinking 25:6 354 445
55:13

third 63:1

thought 17:2 25:3,8
57:16 58:11

thoughts 8:14 24.6
thousands 4:21 51:1
53:13 57:16

threat 21:11 23:15, 20
56:11 62:6

threats 3:3 7:9 21:16
23:1 369

three 8:20 13:2,4 20:19
26:14,17 27:4 299 30:3,
12,19 35:21 477
thresholds 50:24

thwart 60:12

time 2:5 6:11, 12, 13
9:16 192,13 20:14 21:8
22:2 26:21 31:20 33:22
34:7 36:6 39:21 41:2
42:25 43:15 45:11 50:19
61:2 64:1,8

times 3:9 12:19 14:8
36:17

today 2.5 322 65 7:21
8:11,17 159 265,14, 20
29:20 32:25 36:6 39:10
42:20 49:1,20 50:5
56:11, 14 59:1 64:23
today's 6:6

told 59:1

tool 13:8 585

toolkit 49:25

toolkits 49:24

tools 7:2 159 23:7,9,18
35:8 37:17,23 38:13, 17,
19 51:9 52:3 58:1

top 14:7 41:17

topic 6.6 26:5 29:20
topics 2:13

top-notch 63:17

touch 11:16

touches 12:23

touted 13:8

track 42:13 61:4

train 15:7 28:20 37:16
46:20

trained 2:25 11:11 23:10
training 28:22 29:12
37:12 50:19

trajectories 19:11
trajectory 59:10
transmission 54:17
transportation 55:2
tremendous 8:21, 22
34:25 50:11 54:14,15
55:1

tremendously 4:10
triage 51:1

tricks 19:12

tried 33:15

trillion 19:10, 16

Trust 21:13

trustworthy 15:7, 10, 15
try 271 41:2,5 44:18
46:22 57:21

trying 19:5,7 33:24
36:7 40:20, 23,25 60:9
Tuesday 1:4

turn 5:15

turns 44:2

two 13:3 20:20 23:20
26:16 32:23 351 37:19
56:3 58:20

type 61.24

types 28:18 31:8 36:21
typically 26:9

<U>

UsS 16 21 61 196,25
20:9 23:23 33:16 34:16
36:22 41:5 437 44:4
51:8 53:2

U.S-lsrael 435
Ukraine 13:22 44:16, 21
45:2,5,6,8 48:4 559
ultimately 14:8

ultra 27:23

umbrella 32:21
unacceptable 54:12
unanswered 64:2
unbelievable 30:20
uncertain 9:15

unclear 14:14
underneath 57:8
understand 6:16 9:17
29:2 32:23 35:11 36:19
39:22 42:17 45:23 46:22
64:16

understanding 7:24
22:12 39:20 485 52:17
understandings 29:10
unexplainable 44:3
unfortunately 21:16
unit 23:4 62:24

United 6:17 7:8 14:12
35:1 36:18 37:6,7 44:1
56:13, 25

universities 36:20, 22
University 9:1 12:2,8
18:9,17 21:23 36:14,23
unwelcomed 15:14
updates 9:4 11:15 63:13
usable 239 38:17

use 4:18,24 7:19,20
9:17 109 12:10 21:3
23:18 2814 31:1 37:12
38:13,18 44:3 47:8
55:11 57:10 61:23 62:3

63:9
useful 9:19
usefully 37:12

users 11:16 13:7 23:12
uses 7.5 26:17 27:20

51:19

utilization 39:10 59:22
utilize 58:17 62:10

<V>
VA 39:14 404
vacuum 43:11

Trustpoint.One = Alderson.

www.trustpoint.one
www.al dersonreporting.com

800.FOR.DEPO
(800.367.3376)



12

value 16:1

values 44:1

various 19:12

vastly 51.9

vectors 4:13

venues 39:15

Vice 9:2 181,6

view 34:11,17 63:21
viewing 2:20

VIRGINIA 2:2 18:17
virtual 64:3

vision 10:5 46:15

visit 36:6

voice 28:15
vulnerabilities 4:12, 13
14:16, 19 15:18,24 29:14
47:25 48:1,7,25 499,14
51:14

vulnerability 49:2, 22, 23
vulnerable 135 56:2

<W >

wait 15:4

want 2:4 8:20 14:1
18:13 19:4 20:25 22:8
23:2 245 30:12,17,23
32:4 36:24 407 41:2
42:21 449 46:17,24
47:11 48:15 51:16 52:7
wanted 10:23 36:2 51:6
wants 52:22

war 40:2

warfare 45:9,14 56:7
warfighter 5:4

warm 2:4

warriors 51:8

warships 20:1
Washington 1.9
watching 20:25

water 54:23

way 2:17 3:10 34:11
38:10 41:4 42:20 44:6
46:24 49:21 55:14 60:23
61:19

ways 8:15 357 44:2
47:1 58:24 60:23
weapons 56:8

week 23:20 457
welcome 2:4 36:15

well 4:17 10:25 17:4
18:23 25:8 33:11 34:8
35:10 38:2 39:18 41:23
42:13,25 43:18,22 46:19
51:23 58:4,10 60:15
63:25

WEST 2:2 18:16
widely 3:22

willing 41:5

win 3:10

winning 14:6

wiper 45:3

wipes 453

wish 15:16 33:11 41:10
wishes 28:17

withdrawal 61:19
witness 7:22

witnessed 6:8

witnesses 2.5, 14,23 5:12
6:4 7:21 88,17 64:10
woman 3:11

won 18:10

wonder 45:23

word 57:9

words 61:24

work 3:15 11:11 13:20
20:6 21:24 23.7,13
24:11 26:8 27:22 35:18
37:7,13 40:8 43.9, 22
50:14 51:10 55:16 575
62:11 63:20 64:7,13,23
workflows 35:15
workforce 3:5 11:10
29:13 429 45:18, 19,21
50:13 51:9 59:20
working 10:16 14:15
23:3,8,25 359,22 36:17
37:10 40:8 58:21, 22
615 64:22

works 44:15,19 49:21
world 9:20 11:7 15:2
30:20 31:19 33:9,10
34:18,21 44:3 459 474
48:22 49:13 52:18 60:11,
21 63:10

world's 7:17 14:7 19:21
38:8

worried 32:10 41:6, 14
worry 35:13 41:13
worsen 3:3

worst-case 19:15
worthless 22:23

write 9:20 51:13

writes 12:18

writing 46:14 51:22
written 34:7 51:17,21
60:16

wrong 14:24

wrote 3:14 41:25

WVU 18:17

<Y >

Yeah 255 55:4 56:1
57:1

year 13:24 14:10 15:20
379 473

years 57 6.7 9:24 138
26:13 2814 36:11 39:17
50:10 53:4,7,22 57:16
62:19

yesterday 42:25

yield 28:10
York 36:17
young 42:13

<Z>
Zero 21:13

Trustpoint.One = Alderson.

www.trustpoint.one
www.al dersonreporting.com

800.FOR.DEPO
(800.367.3376)



	Printable Word Index
	Quick Word Index
	$
	$20 (1)

	1
	10 (3)
	10,000 (1)
	100 (1)
	13 (1)
	15 (1)
	1956 (1)
	1990s (1)

	2
	2 (1)
	2:43 (1)
	20 (2)
	2000s (1)
	2015 (2)
	2016 (2)
	2020 (1)
	2021 (1)
	2022 (2)
	21st (1)
	2-year (1)

	3
	3 (2)
	3,500 (1)
	30 (1)
	33 (1)

	4
	4 (1)
	4:05 (1)
	40 (1)

	5
	5 (4)
	5,000 (1)
	50,000 (1)
	5-minute (1)

	6
	600,000 (2)

	7
	7 (3)
	70s (1)

	8
	80s (1)

	9
	90s (1)

	A
	abilities (2)
	ability (10)
	able (22)
	absence (1)
	absolute (2)
	Absolutely (3)
	abstractions (1)
	academia (1)
	academic (2)
	accelerate (2)
	accentuate (1)
	accept (1)
	access (2)
	accounting (1)
	accurate (1)
	achieve (1)
	achievements (1)
	act (7)
	actions (3)
	active (1)
	activities (1)
	activity (3)
	actors (4)
	actual (1)
	adapt (5)
	adapted (1)
	add (7)
	addition (1)
	Additionally (1)
	address (2)
	adjourned (2)
	adjustments (1)
	adopt (1)
	adopted (2)
	adopting (1)
	adoption (1)
	advance (4)
	advanced (2)
	advancements (1)
	advances (3)
	advancing (3)
	advantage (3)
	adversarial (5)
	adversarially (1)
	adversaries (14)
	adversary (2)
	Adverse (1)
	advocate (1)
	afford (1)
	Afghanistan (1)
	agencies (1)
	agency (1)
	ago (7)
	agree (1)
	ahead (8)
	AI (163)
	AI-capable (2)
	AI-enabled (6)
	AI-enhanced (1)
	aimed (1)
	AI-powered (1)
	AIs (4)
	alarms (2)
	alert (2)
	alerts (4)
	algorithms (1)
	alike (1)
	All-Domain (1)
	allies (2)
	allowing (1)
	AlphaFold (1)
	alternatives (2)
	American (2)
	amount (4)
	amounts (3)
	analysis (1)
	analysts (2)
	Analytics (1)
	Andrew (7)
	announcement (1)
	anonymous (1)
	answer (10)
	answers (1)
	anti-phishing (1)
	anybody (1)
	anyone's (1)
	appearing (1)
	application (8)
	APPLICATIONS (11)
	applied (2)
	applying (1)
	appreciate (8)
	appreciation (1)
	apprenticeship (1)
	approach (3)
	approaches (1)
	appropriate (3)
	April (1)
	area (5)
	areas (6)
	arena (1)
	arising (1)
	Armed (6)
	army (1)
	article (1)
	articles (1)
	ARTIFICIAL (21)
	asked (2)
	asking (1)
	as-needed (1)
	aspect (3)
	aspects (1)
	assess (1)
	assessment (1)
	asset (1)
	assistance (1)
	associated (3)
	assume (1)
	attack (16)
	attacked (1)
	attacker (5)
	attackers (2)
	attacks (27)
	attention (1)
	attracted (1)
	attributed (1)
	audio (1)
	automate (5)
	automated (4)
	automatically (2)
	automation (7)
	autonomous (4)
	autonomously (1)
	availability (1)
	available (3)
	aware (3)
	awareness (1)
	awful (2)

	B
	back (5)
	back-and-forth (1)
	background (1)
	bad (2)
	based (1)
	baselining (1)
	basic (6)
	basically (5)
	basis (3)
	battle (5)
	battlefield (2)
	beat (1)
	beautiful (1)
	becoming (2)
	behalf (2)
	behaviors (2)
	belabor (1)
	believe (3)
	believes (1)
	bend (1)
	benefit (3)
	benefitting (1)
	best (9)
	better (16)
	beyond (1)
	Bias (1)
	biased (1)
	bid (1)
	big (6)
	bigger (3)
	biggest (1)
	billions (1)
	bills (1)
	bipartisan (1)
	bit (16)
	bits (3)
	Blackburn (11)
	Blocks (2)
	Blue (3)
	Blumenthal (1)
	board (1)
	Board's (1)
	boring (2)
	boringly (1)
	bracing (1)
	brainpower (1)
	break (1)
	breaking (2)
	briefings (1)
	brilliant (1)
	bring (5)
	Bringing (2)
	broad (2)
	broadcasting (1)
	broader (2)
	brought (1)
	build (12)
	Building (8)
	built (3)
	bunch (2)
	business (3)
	businesses (3)
	button (2)

	C
	call (7)
	called (9)
	camera (1)
	campaigns (3)
	cancer (2)
	Cantwell (1)
	capabilities (8)
	capability (6)
	capable (3)
	capacity (1)
	capital (1)
	capitalize (1)
	captures (1)
	care (3)
	Carnegie (3)
	carriers (1)
	carry (2)
	cases (1)
	catch-up (2)
	causing (1)
	CENTER (5)
	centers (1)
	central (1)
	centralized (1)
	century (1)
	certain (1)
	certainly (2)
	certificate (1)
	certify (2)
	chain (3)
	chains (1)
	Chair (1)
	chairman (14)
	Challenge (12)
	challenges (2)
	challenging (1)
	championed (1)
	chance (1)
	change (3)
	changed (1)
	changes (1)
	changing (1)
	cheap (1)
	chess (1)
	Chief (4)
	China (12)
	Chinese (1)
	CISA (1)
	civil (2)
	civilian (2)
	clarify (1)
	class (1)
	classes (1)
	clean (3)
	clear (4)
	clearly (1)
	click (1)
	clock (1)
	closer (2)
	Cloud (14)
	clouds (1)
	coastal (1)
	code (13)
	coder (1)
	coders (2)
	code-writing (1)
	coding (2)
	cognition (1)
	collaboration (3)
	collaborative (1)
	colleagues (5)
	collect (2)
	college (2)
	Colonial (3)
	combatant (1)
	combine (1)
	come (13)
	comes (4)
	coming (7)
	Command (3)
	commands (2)
	comment (2)
	comments (4)
	Commercial (3)
	commercially (1)
	Commission (6)
	Commissioner (1)
	commissions (1)
	committed (1)
	Committee (4)
	committee's (1)
	common (1)
	communicate (1)
	community (4)
	companies (17)
	companion (1)
	company (1)
	compared (1)
	compels (1)
	competed (2)
	competition (2)
	competitions (3)
	competitiveness (1)
	competitors (1)
	complete (1)
	completed (1)
	complex (5)
	component (1)
	components (1)
	compromise (1)
	compromised (2)
	computation (1)
	compute (2)
	Computer (17)
	computer-aided (1)
	computers (7)
	computing (6)
	conceal (1)
	concept (2)
	concepts (3)
	concern (4)
	concerns (1)
	concerted (1)
	concise (2)
	conclude (1)
	concur (1)
	confident (1)
	conflict (2)
	confusion (1)
	Congress (2)
	conjunction (1)
	consider (2)
	considered (1)
	considering (1)
	constantly (2)
	constraints (2)
	consulting (1)
	contain (1)
	content (3)
	context (1)
	context-sensitive (1)
	continue (7)
	continued (1)
	continues (1)
	continuing (1)
	contract (1)
	contracting (1)
	contractor (1)
	contributed (1)
	Control (3)
	Convention (1)
	conventions (1)
	convince (1)
	convincing (1)
	coordinated (1)
	coordination (1)
	Copilot (3)
	core (2)
	CORPORATION (2)
	Corps (2)
	corrosion (1)
	countries (6)
	country (10)
	couple (4)
	course (4)
	courseware (2)
	coursework (1)
	courteously (1)
	crazy (1)
	create (5)
	created (3)
	creating (1)
	creation (2)
	creative (3)
	creatively (1)
	criminals (1)
	critical (2)
	critically (1)
	cross (1)
	cross-sector (1)
	cryptographic (1)
	cryptography (1)
	cures (1)
	curious (1)
	current (2)
	currently (1)
	customers (1)
	cut (1)
	cutting (2)
	cutting-edge (1)
	Cyber (36)
	CyberAI (1)
	cyberattacks (9)
	Cybersecurity (26)
	CYBERSPACE (9)

	D
	D.C (1)
	DAKOTA (3)
	danger (2)
	dangerous (1)
	DARPA (3)
	data (23)
	database (1)
	dataset (1)
	datasets (2)
	date (3)
	dated (1)
	day (4)
	days (7)
	deal (6)
	dealing (2)
	Dean (2)
	decade (3)
	decide (1)
	decision (1)
	decisions (2)
	decoys (1)
	dedicated (1)
	deep (8)
	defend (8)
	Defender (1)
	Defending (1)
	Defense (31)
	defenses (1)
	defensive (4)
	deficit (1)
	defined (1)
	definition (1)
	degree (1)
	deliberate (1)
	delist (1)
	demand (1)
	democracy (1)
	democratic (1)
	democratization (1)
	democratized (1)
	demonstrated (3)
	demonstrations (3)
	Department (15)
	depend (1)
	dependent (1)
	deploy (2)
	deployed (1)
	deploying (2)
	deployment (1)
	Deputy (1)
	describe (2)
	described (1)
	designed (3)
	despite (1)
	details (1)
	detect (6)
	detected (2)
	detecting (1)
	detection (4)
	detectors (1)
	determines (1)
	develop (6)
	developed (4)
	developers (1)
	developing (8)
	development (3)
	developments (1)
	devil (1)
	diagnoses (1)
	dichotomy (1)
	difference (1)
	different (15)
	differently (1)
	difficult (4)
	diffuse (1)
	digital (3)
	dimensions (1)
	direct (4)
	directing (1)
	direction (1)
	directions (1)
	directly (2)
	Director (2)
	dirty (1)
	disaster (1)
	disastrous (1)
	discipline (3)
	disciplines (1)
	disclose (1)
	discover (3)
	discovered (1)
	discriminate (1)
	discussed (2)
	discussion (1)
	discussions (1)
	disguising (1)
	disinformation (2)
	dispatched (1)
	dispatching (1)
	display (1)
	disrupt (2)
	dissatisfaction (1)
	distant (1)
	distill (2)
	distillation (1)
	distinguished (2)
	Doctor (4)
	DoD (17)
	DoDIN (1)
	doing (14)
	dollars (1)
	domain (1)
	domains (1)
	dots (1)
	double-checking (1)
	downloaded (1)
	downloading (1)
	downloads (1)
	downtimes (1)
	Dr (43)
	dramatically (1)
	driven (1)
	drives (1)
	drone (3)
	drones (3)
	due (1)
	duplicated (1)
	duties (1)
	dynamic (1)

	E
	earlier (4)
	early (4)
	easier (3)
	easily (1)
	easy (3)
	edge (4)
	educate (2)
	educating (1)
	effective (1)
	effectively (1)
	efficacy (1)
	efficiencies (1)
	efficiency (1)
	efficiently (2)
	effort (6)
	efforts (2)
	either (2)
	eloquently (1)
	embedded (2)
	emboldened (1)
	emergent (1)
	emerging (7)
	emit (1)
	employ (1)
	employing (1)
	employment (1)
	emulate (2)
	enable (3)
	encounter (1)
	encourage (1)
	encouraged (1)
	encrypt (1)
	encryptography (1)
	enemies (1)
	enemy (3)
	energetic (1)
	energy (2)
	engagements (1)
	engineer (1)
	engineering (3)
	engineers (5)
	enjoy (1)
	enlisted (1)
	enormous (2)
	ensure (2)
	entanglement (1)
	enterprises (1)
	enthusiastic (2)
	entire (1)
	environment (1)
	envision (1)
	equally (3)
	equivalent (1)
	era (1)
	eradicate (1)
	Eric (3)
	Ernst (1)
	erroneous (1)
	especially (5)
	essential (1)
	evade (2)
	evaluate (2)
	event (2)
	events (1)
	everybody (3)
	everyday (1)
	evidence (1)
	evolving (3)
	example (21)
	examples (4)
	excerpt (1)
	excite (1)
	excited (2)
	exciting (1)
	executables (1)
	execute (1)
	exist (1)
	existed (2)
	existing (6)
	exists (2)
	expand (1)
	expanding (1)
	expect (2)
	expected (1)
	expecting (1)
	experience (3)
	experienced (1)
	experiences (2)
	expertise (2)
	experts (2)
	expired (1)
	explain (2)
	explaining (1)
	exploit (6)
	exploitation (2)
	exploits (1)
	express (3)
	extend (1)
	extent (2)
	extra (1)
	extract (1)
	extraordinarily (1)
	extreme (1)
	extremely (6)
	eyes (1)

	F
	fabulous (5)
	face (1)
	fact (1)
	factoring (1)
	factors (1)
	facts (1)
	faculty (1)
	fail (2)
	failed (1)
	failing (1)
	fair (2)
	fairly (1)
	fake (4)
	fakes (3)
	false (7)
	famously (1)
	fantastic (1)
	far (3)
	fast (2)
	faster (5)
	favorite (2)
	fear (1)
	Federal (7)
	Fellow (4)
	fewer (1)
	fiction-y (1)
	field (7)
	fielded (1)
	fielding (3)
	fields (1)
	fighting (2)
	figuring (1)
	files (1)
	filing (1)
	fills (1)
	filter (1)
	filters (1)
	final (4)
	Finally (3)
	find (8)
	finding (1)
	finds (1)
	fine (1)
	finished (1)
	First (17)
	first-grade (1)
	firsthand (1)
	five (1)
	fleet (4)
	flip (1)
	flock (1)
	flooded (1)
	flow (1)
	focus (4)
	focused (1)
	fold (1)
	folders (1)
	folks (6)
	followed (1)
	following (2)
	follows (3)
	Food (2)
	fool (1)
	force (3)
	forces (1)
	forecasts (1)
	form (3)
	formal (1)
	former (1)
	forward (11)
	fought (1)
	found (2)
	Foundation (2)
	foundations (1)
	four (2)
	fourth-level (1)
	fraction (1)
	frankly (1)
	frequently (1)
	friend (1)
	friendly (2)
	front (2)
	frontier (1)
	frontiers (1)
	frontlines (1)
	fronts (1)
	frustrating (1)
	full (2)
	fully (3)
	fund (1)
	funding (4)
	further (4)
	future (3)
	futures (1)

	G
	gain (2)
	gained (1)
	gaining (2)
	gains (2)
	game (2)
	games (1)
	gaming (1)
	Gary (1)
	general (4)
	generalize (1)
	generally (1)
	generate (5)
	generating (1)
	Geneva (1)
	geniuses (1)
	genuine (1)
	Georgetown (3)
	getting (4)
	giant (1)
	giants (1)
	give (13)
	given (5)
	giving (3)
	glass-to-glass (1)
	global (1)
	go (13)
	goes (2)
	going (31)
	good (10)
	Google (11)
	government (11)
	grade (3)
	graduating (1)
	Grand (5)
	granted (1)
	graphs (1)
	great (10)
	greater (1)
	greatly (2)
	grid (6)
	grids (1)
	ground (1)
	group (4)
	groups (1)
	grow (3)
	growing (2)
	grown (1)
	growth (1)
	guarantees (1)
	guess (2)
	guide (1)

	H
	hacked (2)
	hackers (1)
	hacking (3)
	Hafnium (1)
	half (2)
	hand (1)
	handling (1)
	hands (1)
	happen (4)
	happened (1)
	happening (2)
	happens (2)
	happy (1)
	hard (5)
	hard-coded (1)
	harden (1)
	hardware (6)
	harness (1)
	harnessing (1)
	haystack (1)
	head (1)
	health (3)
	hear (5)
	heard (1)
	HEARING (12)
	hearings (2)
	hears (2)
	help (15)
	helpful (1)
	helping (4)
	helps (2)
	hesitate (1)
	Hey (1)
	Hicks (1)
	hide (1)
	high (2)
	higher (2)
	highlight (2)
	highly (2)
	hit (2)
	hitting (2)
	holding (1)
	holes (1)
	Hon (3)
	honor (1)
	hope (1)
	hopefully (1)
	horizon (1)
	Horovitz (1)
	horrible (1)
	Horvitz (42)
	Horvitz's (1)
	hospitals (1)
	hostage (1)
	hosted (2)
	hour (1)
	hours (1)
	hub (1)
	huge (8)
	human (18)
	humanly (1)
	humans (10)
	hundreds (2)
	hunt (3)
	hurdles (1)
	hybrid (3)
	hygiene (1)
	hyperscalers (1)
	hypothetical (1)

	I
	IBM (1)
	IC (1)
	idea (2)
	ideally (2)
	ideas (2)
	identifying (1)
	if-then (1)
	ignore (1)
	illustrate (1)
	illustrated (1)
	image (2)
	images (1)
	imagine (6)
	imagining (1)
	immediately (3)
	impact (2)
	implement (1)
	implementation (1)
	implementing (1)
	importance (1)
	important (23)
	importantly (1)
	impossible (1)
	impressive (3)
	improve (3)
	Inaudible (1)
	incentivize (1)
	include (1)
	includes (2)
	including (4)
	incorporating (1)
	increase (3)
	increasing (1)
	increasingly (1)
	incredibly (3)
	individual (2)
	individuals (5)
	industrial (1)
	industry (6)
	infected (1)
	influence (1)
	information (13)
	infrastructure (6)
	infrastructures (3)
	ingeniously (1)
	injecting (2)
	innovation (3)
	input (1)
	inside (1)
	insider (2)
	insights (2)
	inspect (1)
	institutions (1)
	integrated (2)
	integrating (1)
	INTELLIGENCE (26)
	intensify (1)
	intensive (1)
	interaction (1)
	interconnected (1)
	interest (7)
	interested (1)
	interesting (10)
	interestingly (1)
	interfaces (1)
	international (4)
	internationally (1)
	internet (3)
	intersection (1)
	intersects (1)
	intro (1)
	introducing (1)
	introduction (1)
	intrusion (1)
	intrusions (3)
	invading (1)
	invest (3)
	invested (1)
	investigate (1)
	investing (2)
	investment (3)
	investments (1)
	invitation (1)
	inviting (2)
	Iridium (1)
	ISC (1)
	Israel (2)
	issue (1)
	issues (5)
	iteration (1)
	its (4)

	J
	Jackie (1)
	JADC2 (1)
	JAIC (1)
	job (3)
	jobs (7)
	Joe (2)
	John (1)
	join (2)
	joined (1)
	joining (2)
	Joint (2)
	jump (3)
	Junior (1)

	K
	K-12 (1)
	Kasparov (2)
	keep (6)
	Keeping (2)
	Kelly (12)
	kids (1)
	kind (10)
	kindergarten (2)
	kinds (9)
	kinetics (2)
	know (21)
	knowing (1)
	knowledge (2)
	known (3)
	Kyiv (1)

	L
	lagging (1)
	landscape (1)
	language (4)
	languages (1)
	large (10)
	larger (3)
	large-scale (1)
	largest (1)
	lastly (1)
	latest (1)
	Laughter (1)
	law (2)
	laws (2)
	layer (1)
	lead (1)
	leader (1)
	leaders (1)
	leadership (1)
	leading (2)
	learn (4)
	learned (3)
	learning (34)
	learnings (1)
	learns (1)
	leave (1)
	led (1)
	leg (1)
	legacy (5)
	legislation (1)
	Lego (1)
	lesson (1)
	lessons (1)
	lethal (1)
	letter (1)
	level (4)
	leveling (1)
	leverage (3)
	leverages (1)
	leveraging (2)
	liberties (1)
	lie (1)
	lifecycle (1)
	lightning (1)
	like-minded (1)
	limited (1)
	lines (3)
	LinkedIn (1)
	links (1)
	listen (1)
	little (14)
	lives (2)
	locked (1)
	logic (1)
	logistics (1)
	Lohn (27)
	long (2)
	longer (1)
	look (18)
	looking (8)
	losing (1)
	lot (16)
	lots (7)
	loud (1)
	love (3)
	low (1)
	lowering (1)
	lowly (2)

	M
	machine (28)
	machinery (1)
	machines (7)
	machine's (1)
	magic (1)
	magnet (1)
	main (2)
	maintain (1)
	major (4)
	majority (1)
	making (5)
	malicious (3)
	malign (5)
	malware (7)
	manage (2)
	management (3)
	Manager (1)
	Manchin (40)
	Manchin's (1)
	manner (1)
	manpower (1)
	manual (1)
	manually (2)
	Maps (1)
	marvels (1)
	massive (2)
	master (1)
	math (1)
	mathematician (1)
	mathematicians (1)
	matter (2)
	matters (1)
	maturing (1)
	mean (7)
	means (3)
	medium-sized (1)
	meeting (2)
	Mellon (3)
	Member (4)
	Members (7)
	mention (4)
	mentioned (9)
	mentioning (2)
	merely (1)
	mess (1)
	met (1)
	methods (7)
	microscope (1)
	Microsoft (7)
	Microsoft's (1)
	MIKE (3)
	military (6)
	million (3)
	millions (2)
	miniaturization (1)
	minus (1)
	minute (1)
	minute-by-minute (1)
	minutes (2)
	misconception (1)
	misinterpreted (1)
	misleading (1)
	misrepresentation (1)
	missile (1)
	missiles (1)
	mission (2)
	missions (3)
	mistake (1)
	mode (1)
	model (4)
	models (7)
	modern (3)
	modernization (1)
	mom-and-pop (1)
	moment (3)
	money (2)
	months (1)
	Moore (36)
	mouse (1)
	move (4)
	moved (1)
	moving (4)
	multiple (4)
	multiples (1)
	multi-pronged (1)

	N
	name (2)
	names (1)
	Nash (1)
	nation (1)
	National (11)
	nations (2)
	natural (1)
	nature (1)
	Navy (1)
	nearly (3)
	necessarily (1)
	necessary (2)
	need (36)
	needed (2)
	needles (1)
	needs (4)
	negatives (1)
	net (1)
	network (3)
	networks (6)
	neural (1)
	never (2)
	New (27)
	news (2)
	nice (1)
	nicely (2)
	nightmare (1)
	noise (1)
	non-AI (1)
	non-classified (1)
	normal (4)
	normally (2)
	norms (1)
	note (1)
	noted (1)
	notice (1)
	notion (3)
	novice (1)
	novices (2)
	NSCAI (4)
	NSCAI's (1)
	nuanced (1)
	number (4)
	numbers (3)

	O
	objects (1)
	observations (1)
	obvious (2)
	offense (3)
	offenses (2)
	offensive (7)
	Office (1)
	Officer (5)
	offline (1)
	Oh (3)
	okay (8)
	old (3)
	ones (3)
	ongoing (1)
	online (2)
	on-prem (3)
	open (2)
	opened (1)
	OPENING (3)
	open-source (1)
	operate (1)
	operating (2)
	operation (4)
	OPERATIONS (8)
	operators (2)
	opportunities (6)
	opportunity (12)
	oppose (2)
	optimistic (2)
	optimize (1)
	option (1)
	order (4)
	organization (3)
	organizational (2)
	organizations (2)
	organize (2)
	outcome (1)
	outgunned (1)
	outside (1)
	overstate (2)
	overview (3)
	overwhelm (1)
	overwhelmed (1)
	owner (1)
	owns (1)

	P
	p.m (2)
	pace (3)
	panelists (2)
	papers (1)
	part (9)
	particular (3)
	partnered (1)
	partners (1)
	partnership (1)
	partnerships (3)
	parts (3)
	passed (1)
	passwords (1)
	patch (6)
	patched (1)
	patches (8)
	patching (1)
	path (1)
	pattern (5)
	patterns (5)
	peacetime (1)
	pecking (1)
	penetrations (1)
	people (34)
	perceive (1)
	percent (1)
	perception (1)
	perform (3)
	perimeter (1)
	permissive (1)
	persistent (1)
	person (5)
	personalize (1)
	personnel (1)
	perspective (1)
	perspectives (2)
	pessimistic (1)
	PhD (3)
	PhDs (2)
	phishing (1)
	phone (2)
	phrase (1)
	physicists (1)
	physics (1)
	pick (1)
	picked (1)
	picking (1)
	picture (1)
	pictures (1)
	piece (3)
	pieces (2)
	pipeline (4)
	pipelines (1)
	pixel (1)
	pixels (1)
	place (4)
	places (6)
	plan (3)
	planful (2)
	planning (2)
	platform (3)
	platforms (6)
	play (2)
	plays (2)
	Please (2)
	plenty (1)
	plug (1)
	plus (1)
	point (8)
	pointed (2)
	points (1)
	poison (1)
	poisoned (1)
	poker-playing (1)
	policy (1)
	population (2)
	poses (1)
	position (2)
	positive (3)
	positives (3)
	possibilities (2)
	possible (9)
	possibly (2)
	post (1)
	post-graduate (1)
	postmortems (1)
	potential (8)
	power (15)
	powered (1)
	powerful (4)
	powers (1)
	practical (1)
	practically (1)
	practices (3)
	precise (1)
	predict (1)
	predicted (1)
	prediction (1)
	predictions (1)
	predictive (2)
	pre-general (1)
	prepare (3)
	prepared (7)
	presence (1)
	Present (1)
	President (3)
	presiding (3)
	pretty (2)
	prevailing (1)
	preview (2)
	previously (1)
	principles (2)
	prioritize (2)
	priority (1)
	private (7)
	private-public (1)
	proactive (1)
	probably (1)
	problem (1)
	problems (6)
	problem-solving (1)
	process (3)
	processes (2)
	procurement (1)
	product (1)
	productivity (2)
	products (4)
	professional (1)
	professionally (1)
	professionals (3)
	profit (1)
	profound (1)
	program (3)
	programming (1)
	programs (15)
	progress (6)
	project (3)
	projected (1)
	projects (2)
	prolific (1)
	promises (1)
	promising (1)
	promote (1)
	promoted (1)
	prompts (2)
	properties (1)
	proposal (1)
	proprietary (1)
	prospect (1)
	protect (9)
	protected (2)
	protecting (1)
	protection (1)
	protections (2)
	proud (2)
	prove (1)
	provenance (1)
	provide (4)
	provided (2)
	providing (1)
	public (2)
	public-private (1)
	pull (1)
	purpose (1)
	purposes (1)
	pursuant (1)
	push (8)
	pushing (1)
	Put (9)
	putting (2)
	Python (2)

	Q
	quantities (1)
	quantum (9)
	question (12)
	questions (8)
	quick (4)
	quickly (18)
	quite (5)
	quote (2)

	R
	R&D (2)
	raise (1)
	RAND (1)
	ranging (1)
	rank (1)
	Ranking (5)
	ranks (1)
	rapidly (1)
	rate (2)
	rates (1)
	readiness (1)
	ready (7)
	real (14)
	really (38)
	real-world (2)
	reason (2)
	reasoning (1)
	reasons (2)
	RECEIVE (1)
	recognition (7)
	recognize (3)
	recommend (2)
	recommendations (3)
	record (1)
	red (2)
	red-teaming (2)
	reducing (1)
	refer (1)
	referring (1)
	refers (1)
	regard (5)
	regarding (1)
	related (1)
	relation (1)
	relationship (1)
	relative (2)
	relatively (1)
	release (1)
	relied (2)
	remarks (2)
	remember (1)
	repair (1)
	replicate (1)
	report (4)
	represented (4)
	require (2)
	required (4)
	requirements (2)
	requires (4)
	research (6)
	researchers (6)
	reserve (4)
	reserves (1)
	resist (1)
	resonant (1)
	resonates (1)
	resort (1)
	resource (1)
	resources (7)
	respect (2)
	respectfully (1)
	respond (4)
	response (1)
	responsible (1)
	responsibly (1)
	rest (1)
	result (1)
	results (2)
	retaining (1)
	return (1)
	revolution (1)
	revolutionize (1)
	rich (1)
	right (18)
	rights (1)
	rise (1)
	rising (1)
	roadmaps (1)
	robin (1)
	robots (1)
	robust (1)
	rogue (2)
	role (1)
	Room (1)
	Rosen (11)
	RoseTTAFold (1)
	ROTC (1)
	round (3)
	Rounds (35)
	route (1)
	Rubio (1)
	rule (1)
	rules (2)
	run (4)
	running (2)
	rush (1)
	Russell (1)
	Russia (7)
	Russian (2)
	Russians (1)

	S
	safer (2)
	sale (1)
	sanctions (1)
	Sandworm (1)
	saved (1)
	saves (1)
	saw (2)
	saying (2)
	says (1)
	scale (8)
	scales (1)
	scan (1)
	scarce (2)
	scares (1)
	scenario (1)
	scenarios (2)
	scene (1)
	school (2)
	Science (8)
	Scientific (6)
	scientists (2)
	scope (1)
	scratch (1)
	sea (1)
	seagulls (1)
	search (3)
	second (8)
	seconds (1)
	secret (1)
	Secretary (1)
	secrets (1)
	sector (7)
	sectors (1)
	secure (10)
	securing (1)
	security (21)
	see (21)
	seeing (3)
	seeking (1)
	seen (6)
	self-help (1)
	self-learning (1)
	Senate (5)
	SENATOR (93)
	Senators (2)
	send (2)
	Senior (2)
	sense (1)
	sensible (1)
	sensors (1)
	sentiments (1)
	separate (2)
	sequences (1)
	serious (2)
	serve (5)
	served (3)
	service (1)
	servicemembers (1)
	Services (7)
	servicing (1)
	serving (1)
	set (2)
	sets (3)
	setting (1)
	seven (1)
	severity (1)
	shaking (1)
	share (4)
	shared (1)
	sharing (4)
	shields (1)
	shifting (1)
	shops (1)
	short (3)
	shortage (2)
	shortfall (1)
	shot (1)
	show (1)
	showing (2)
	shut (5)
	shutdown (1)
	side (11)
	sides (1)
	sign (2)
	signal (2)
	signals (4)
	signs (2)
	siloed (1)
	silos (2)
	similarities (1)
	Similarly (1)
	simple (1)
	simplify (1)
	simply (6)
	single (2)
	sir (1)
	sit (1)
	situation (6)
	situations (1)
	skilling (2)
	skills (4)
	sleeping (1)
	slip (1)
	slow (1)
	small (4)
	smart (1)
	social (2)
	society (2)
	soft (1)
	software (16)
	SolarWinds (2)
	solution (1)
	solutions (1)
	solve (4)
	solves (1)
	solving (1)
	somebody (6)
	somewhat (1)
	soon (2)
	sorry (3)
	sort (7)
	sorts (2)
	sounds (1)
	source (2)
	sources (1)
	SOUTH (2)
	space (3)
	SpaceX (3)
	Spam (1)
	spans (1)
	speak (2)
	speaking (1)
	special (5)
	specialized (1)
	specifics (1)
	spectrum (1)
	speech (2)
	speed (2)
	speeds (2)
	spoke (1)
	spread (3)
	SR-232A (1)
	stake (1)
	stand (1)
	standardization (1)
	standards (1)
	start (11)
	started (3)
	starting (1)
	starts (2)
	startups (2)
	state (4)
	stated (2)
	STATEMENT (10)
	statements (1)
	States (11)
	station (2)
	stay (3)
	steal (1)
	stealthier (1)
	stealthy (1)
	STEM (2)
	step (2)
	steps (1)
	stop (4)
	strange (1)
	strategic (1)
	strategies (2)
	strategy (1)
	strong (2)
	strongly (3)
	struck (1)
	structured (1)
	structures (2)
	student (1)
	students (2)
	studied (1)
	study (5)
	stuff (1)
	stunning (1)
	sub-area (1)
	Subcommittee (9)
	subset (1)
	subtle (2)
	subvert (1)
	succeed (2)
	success (2)
	successes (1)
	sun (1)
	supercharging (1)
	supercomputers (1)
	superhuman (1)
	super-human (1)
	superior (1)
	superiority (1)
	superposition (1)
	super-quick (1)
	supply (3)
	support (8)
	supported (1)
	supporting (1)
	supportive (1)
	suppose (1)
	sure (8)
	surely (1)
	surface (1)
	surfaces (1)
	surge (1)
	surprisingly (1)
	surveillance (1)
	susceptible (1)
	suspicious (1)
	swarms (1)
	synonymous (1)
	system (21)
	systems (57)

	T
	tactics (3)
	tailored (1)
	take (13)
	taken (1)
	takes (2)
	talent (1)
	talk (16)
	talked (1)
	talking (3)
	tangible (2)
	target (3)
	targets (4)
	task (1)
	tasks (3)
	taught (2)
	tax (1)
	team (2)
	team-on-team (1)
	teams (7)
	tech (3)
	technical (4)
	technically (2)
	techniques (6)
	technological (2)
	technologies (25)
	technology (19)
	tell (3)
	telling (1)
	tens (2)
	terms (2)
	terrorists (1)
	testify (2)
	TESTIMONY (2)
	text (3)
	Thank (57)
	thanking (1)
	thanks (2)
	theory (1)
	thing (16)
	Things (16)
	think (45)
	thinking (4)
	third (1)
	thought (5)
	thoughts (2)
	thousands (4)
	threat (5)
	threats (5)
	three (13)
	thresholds (1)
	thwart (1)
	time (24)
	times (4)
	today (23)
	today's (1)
	told (1)
	tool (2)
	toolkit (1)
	toolkits (1)
	tools (14)
	top (2)
	topic (3)
	topics (1)
	top-notch (1)
	touch (1)
	touches (1)
	touted (1)
	track (2)
	train (4)
	trained (3)
	training (4)
	trajectories (1)
	trajectory (1)
	transmission (1)
	transportation (1)
	tremendous (7)
	tremendously (1)
	triage (1)
	tricks (1)
	tried (1)
	trillion (2)
	Trust (1)
	trustworthy (3)
	try (6)
	trying (8)
	Tuesday (1)
	turn (1)
	turns (1)
	two (9)
	type (1)
	types (3)
	typically (1)

	U
	U.S (15)
	U.S.-Israel (1)
	Ukraine (9)
	ultimately (1)
	ultra (1)
	umbrella (1)
	unacceptable (1)
	unanswered (1)
	unbelievable (1)
	uncertain (1)
	unclear (1)
	underneath (1)
	understand (11)
	understanding (5)
	understandings (1)
	unexplainable (1)
	unfortunately (1)
	unit (2)
	United (10)
	universities (2)
	University (8)
	unwelcomed (1)
	updates (3)
	usable (2)
	use (21)
	useful (1)
	usefully (1)
	users (3)
	uses (4)
	utilization (2)
	utilize (2)

	V
	VA (2)
	vacuum (1)
	value (1)
	values (1)
	various (1)
	vastly (1)
	vectors (1)
	venues (1)
	Vice (3)
	view (3)
	viewing (1)
	VIRGINIA (2)
	virtual (1)
	vision (2)
	visit (1)
	voice (1)
	vulnerabilities (14)
	vulnerability (3)
	vulnerable (2)

	W
	wait (1)
	want (24)
	wanted (3)
	wants (1)
	war (1)
	warfare (3)
	warfighter (1)
	warm (1)
	warriors (1)
	warships (1)
	Washington (1)
	watching (1)
	water (1)
	way (12)
	ways (6)
	weapons (1)
	week (2)
	welcome (2)
	well (21)
	WEST (2)
	widely (1)
	willing (1)
	win (1)
	winning (1)
	wiper (1)
	wipes (1)
	wish (3)
	wishes (1)
	withdrawal (1)
	witness (1)
	witnessed (1)
	witnesses (9)
	woman (1)
	won (1)
	wonder (1)
	word (2)
	words (1)
	work (25)
	workflows (1)
	workforce (10)
	working (14)
	works (3)
	world (18)
	world's (4)
	worried (3)
	worry (2)
	worsen (1)
	worst-case (1)
	worthless (1)
	write (2)
	writes (1)
	writing (2)
	written (4)
	wrong (1)
	wrote (2)
	WVU (1)

	Y
	Yeah (4)
	year (5)
	years (14)
	yesterday (1)
	yield (1)
	York (1)
	young (1)

	Z
	Zero (1)



