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HEARI NG TO RECEI VE TESTI MONY ON THE STATE OF ARTI FI Cl AL
| NTELLI GENCE AND MACHI NE LEARNI NG APPLI CATI ONS TO | MPROVE

DEPARTMENT OF DEFENSE OPERATI ONS

Wednesday, April 19, 2023

U S. Senate

Subcommi ttee on
Cybersecurity,

Conmittee on Arnmed Services,

Washi ngton, D.C.

The subcomm ttee net, pursuant to notice, at 9:32
a.m, in Room 222, Russell Senate O fice Building, Hon. Joe
Manchi n, chairman of the subcomm ttee, presiding.

Subcomm ttee Menbers Present: Senators Manchin

[ presiding], Peters, Rosen, Rounds, and Schnmitt.
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OPENI NG STATEMENT OF HON. JOE MANCHI N, U. S. SENATOR
FROM VWEST VI RG NI A

Senat or Manchin: Commttee will cone to order. Thank
you all for comng. | appreciate it very nmuch. The
subcommittee nmeets this norning to receive testinony from
out si de experts and industry | eaders on devel opnents in
artificial intelligence and machine learning in the private
sector that may have benefits for the Departnent of
Def ense. Qur wi tnesses today are Dr. Jason Matheny.

Dr. Matheny is President and Chi ef Executive Oficer
of RAND Cor poration and Conmm ssi oner of the National
Security Conm ssion on Artificial Intelligence. W have
M. Shyam Sankar -- okay, thank you, sir. Chief Technol ogy
Oficer of Palantir.

| knew your CEO very well. And M. Josh Lospi hoso,
did | get that right? Good. Chief Executive Oficer of
Shift5. W welconme our witnesses to the commttee and
thank them for their wllingness to share their insights
Wi th us. This subconmttee has been keenly interested in
t he Departnent of Defense's approach to adopting and
integrating artificial intelligence, or Al, into the
Departnent of Defense processes.

We recogni ze the opportunity that Al represents to
radi cally influence how DOD fights and defends and

operates, which was the chief reason we supported the
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establ i shnment of the National Security Commi ssion on
Artificial Intelligence in the 2019 NDAA

The results fromthe Comm ssion, as well as the
seem ng overni ght success of generative Al systens |ike
Chat GPT and DALL-E have reinforced our instincts that Al
will be a gane changer for DOD, the United States, and our
I ndustry partners. However, say -- to stay ahead of our
potential adversaries, we also have to be working at a
speed and scal e that keeps us ahead of any progress that
they are currently naking.

To do that, we need to identify key technol ogi es and
I ntegrate theminto our systens and processes faster than
they can. That neaning -- neans harnessing i nnovation in
the commercial marketplace to gain speed, but al so reduce
barriers for those tools to be inplenented within DOD for
the benefit of our warfighters. Sone of the chall enges we
are facing are technical.

Wil e user friendliness and reliability are key
attri butes needed for commerci al and defense markets for
t he departnent, the applications deployed nust be nore
secure and trusted, neani ng we understand the | ogic behind
its algorithnms, so it cannot be used in unintended ways,
and have nore rigorous policy enforcenent nechanisnms to
prevent m suse or unintended use.

Because we have heard much in the press on debates
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over potential biases and algorithns, | think it would be
hel pful if the witnesses can share their thoughts on what
I s happening on the coommercial side to identify and renedy
the bias in their algorithm devel opnent.

How do you all bake this consideration into your
sof tware devel opnent process is the question we would |ike
to have answered. Also, with the discussions on ethical
i nplications of Al, we would appreciate your thoughts on
how you think about this from your corporate perspective,
but al so how do you think the Pentagon and U. S. Gover nnent
shoul d be approachi ng these debates?

Lastly, | would like to ask our witnesses to touch on
what | believe is DOD s nost crucial resource in Al
devel opnent, data. W collect vast quantities of data,
which is the know edge base for any artificial
intelligence, but do regularly run into i ssues of ownership
and managenent of that data.

| believe it is clear to the subcommttee that data
shoul d be agnostic, if it is collected through DOD m ssi on.
The Pentagon owns it and should be able to use it across
the entirety of our systens. | would also like to point to
sone of the progress that is being nmade, especially within
t he departnent.

I mentioned earlier the National Security Comm ssion

on Artificial Intelligence, they did a fantastic job of
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providing a franmework for us to think about these issues
and made sone great recommendations, many of which we have
enacted in previous NDAAs. But there are still others that
haven't been inplenented that we shoul d be consi deri ng.

Finally, I would Iike to commend the Departnent for
the progress in establishing the Chief Data and Artificial
Intelligence Oficer, or CDAO. In short -- and in very
short time they have established thensel ves to nmake
positive progress in both sides of the job, inproving the
departnent's data and pushing adoption of Al tools.

But there too, we still have progress. W can make --
do better. Position DOD to deal with the future security
chal l enges that we know they are going to face. Wth that,
| turn to ny friend Senator Rounds, for any remarks he may

have.
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STATEMENT OF HON. M KE ROUNDS, U.S. SENATOR FROM
SQUTH DAKOTA

Senat or Rounds: Well, thank you, Senator Manchin, for
convening this very inportant hearing today. | think you
will find that our opening statements are going to be very
simlar in nature.

And we really do appreciate all of you com ng and
participating in this wwth us today. In 2018, the
Departnment of Defense published its foundational strategy
on artificial intelligence.

The strategy predicted that Al was poised to change
the character of the future battlefield and the pace of
threats that we nust face. Nearly five years |ater, that
future battlefield is here.

Br eakt hroughs in Al research and devel opnent are
transformng the mlitary's capabilities and are reshaping
the character of warfare across all warfighting donmains.

The adoption of Al technologies in the cyber domain
has been particularly transformative, as intelligent
systens are enpoweri ng departnent personnel to analyze
networ k patterns across thousands of data points in real
time and expand their situational awareness on the digital
battl efield.

Through increased visibility into network assets, the

mlitary cyber operators are able to identify anonali es,
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detect threats, patch vulnerabilities, and mtigate cyber-
attacks across the information enterprise nore efficiently.

Al tools are also being | everaged to prioritize risks,
aut omat e response actions, and extend DOD s ability to
protect its digital assets beyond the capacity and reach of
human security defenses.

Al's ability to nmake inferences, strengthen access
control measures, and stream ine threat hunting processes
are anong the other features of this technology that are
hel pi ng to enhance our defensive posture throughout the
cyber environnent.

Despite the benefits of artificial intelligence, we
cannot | ose sight of how this powerful technology is
changi ng the cyber battlefield for our adversaries as well.

Al presents a new attack surface for foreign
adversaries and cyber crimnals to exploit. There is no
doubt that malicious actors are seeking new ways to attack
our critical infrastructure, steal sensitive information,
and spread nal ware and ot her cyber threats through Al
syst ens.

Mtigating an adversarial Al will be key to w nning
the race for global Al |eadership and securing the United
States' technol ogical domnance in this inportant field.
Today's hearing is an opportunity to discuss the state of

Al and nmachi ne | earni ng applications to support
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cybersecurity.

I ook forward to w tnesses di scussing Al product and
service offerings on the market today, and how they are
protecting conmercial organizations and digital systens
fromcyber threats.

| also hope witnesses will discuss the regulatory
| andscape, guiding Al innovation both donestically and
abroad, as well as how Congress can appropriately bal ance
the demand for nore Al research and innovation amd calls
to pause its devel opnent due to transparency,
accountability, and safety concerns.

To defend agai nst evolving threats in cyberspace, |
woul d appreciate the wi tnesses di scussing prom sing gains
in Al research, identifiable limtations or gaps in the
t echnol ogy, and how the United States can outconpete | arge
and sustained investnments into Al applications by our
foreign conpetitors.

I would al so appreciate wi tnesses di scussi ng how t he
comrercial sector is protecting its data repositories and
algorithms to preserve the integrity of Al systenms. | |ook
forward to a discussion on all of these inportant natters.
Thank you again to our wtnesses for appearing today.
Senat or Manchi n.

Senator Manchin: Thank you, Senator Rounds. Now we

are going to turn to our witnesses. And first we have Dr.
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Jason Mat heny for

TP One

hi s openi ng st atenent.
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STATEMENT OF JASON G MATHENY, PRESI DENT AND CHI EF
EXECUTI VE OFFI CER, RAND CORPCRATI ON AND COWM SSI ONER,
NATI ONAL SECURI TY COVWM SSI ON ON ARTI FI Cl AL | NTELLI GENCE

Dr. Matheny: Thank you, Chairnman Manchi n, Ranki ng
Menmber Rounds, and Senator Schmitt. Thanks for the
opportunity to testify today.

| amthe President and CEO of the RAND Corporation, a
nonprofit, nonpartisan research organi zation. Before RAND
| served in the White House National Security Council and
the Ofice of Science Technology Policy as a Conm ssi oner
on the National Security Comm ssion on Artificial
Intelligence.

For the past 75 years, RAND has conducted research in
support of U. S. National Security, and we currently nmanage
four Federally funded research and devel opnent centers for
t he Federal Governnent, including one for the Secretary of
Def ense, one for the Secretary of the Air Force, one for
the Secretary of the Arny, and one for the Secretary of
Honmel and Security.

Today, | amgoing to focus ny conments on how DOD can
best ensure that progress in Al benefits U S. National
Security instead of degrading it. Anmong a broad set of
technol ogies, Al really stands out both for its rate of
progress and for its scope of potential applications. It

hol ds the potential to broadly transformentire industries,
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i ncluding ones that are critical to our future economc
conpetitiveness and our National Security.

Integrating Al into our National Security plans poses
speci al chall enges for several reasons. First, the
technol ogi es are driven by commercial entities that are
frequently outside of our National Security franmeworks.

Second, the technol ogi es are advanci ng qui ckly,
typi cal |y outpacing policies and organi zational reforns
W thin Governnment. Assessnents of the technol ogies require
expertise that is concentrated in the private sector, and
that has rarely been used for National Security.

The technol ogi es | ack conventional intelligence
signatures that distinguish benign frommalicious use. And
al though the United States is currently the gl obal | eader
in Al, this may change as China seeks to becone the world's
primary Al innovation center by 2030, an explicit goal of
China's Al national strategy. In addition, both China and
Russia are pursuing mlitarized Al technol ogi es,

i ntensifying the challenges that | just nentioned.

And in response, | will highlight a few sets of
actions that DOD could take. The first is to ensure that
DOD cybersecurity strategies and cyber red teamactivities
track devel opnents in Al that could affect cyber defense
and cyber offense, such as the autonmated devel opnent of

cyber weapons, or at |east devel opnent that requires nuch
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shorter timelines.

Second, to prevent bad actors from having access to
advanced Al systens, first, ensure strong expert controls
of | eadi ng-edge Al chips and chi pmaki ng equi pnent, while
| i censi ng beni gn uses of chips that can be renotely
throttl ed as needed.

Second, use Defense Production Act authorities to
requi re that conpanies report the devel opnent or
distribution of |arge conputing clusters, training runs,
and trained nodels above a certain size. Third, including
in DOD contracts with cloud conmputing providers a
requi renent that they enpl oy know your custoner screening
for all custoners before training | arge Al nodels.

And fourth, including DOD contracts with Al devel opers
know your custoner screening as well as cybersecurity
requi rements to prevent the theft of large Al nodels, so
that our conpetitors aren't stealing the technol ogi es that
we are actually building.

Third, work with the intelligence community to
significantly expand the collection and anal ysis of
i nformati on on key foreign, public and private sector
actors in adversary states, including those foreign public
and private entities that are maki ng headway in Al and in
Al relevant computing, their infrastructure, their

i nvestnments, their capabilities, their supply chains of

12
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tools, material, and especially talent.

Strengthen DOD' s institutional capacity for such
activities by creating new partnershi ps and i nfornation
shari ng agreenents anong U. S. and allied governnent
agenci es, academ c | abs, and industrial firnms, and by
recruiting private sector Al experts to serve in the
Government on short termor part tinme appointnents.

Fourth and | ast, invest in potential noonshots for Al
security, including mcroelectronic controls that are
enbedded in Al chips to prevent the devel opnment of |arge Al
nodel s wi t hout security safeguards.

And second, generalizabl e approaches to evaluate the
security and safety of Al systens before they are depl oyed.
| thank the commttee for the opportunity to testify and
| ook forward to your questions.

[ The prepared statenment of Dr. Matheny follows:]
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Senat or

TP One

Manchi n:

Thank you.
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STATEMENT OF SHYAM SANKAR, CHI EF TECHNOLOGY OFFI CER
AND EXECUTI VE VI CE PRESI DENT, PALANTI R

M. Sankar: Chairman Manchi n, Ranki ng Menber Rounds,
Senator Schmtt, thank you for the opportunity to discuss
one of the nobst inportant subjects facing both the
Depart ment of Defense and our nation at |arge, the
effective and ethical application and integration of
artificial intelligence with our arned services.

This past February, | had the opportunity to visit
Ukrai ne and witness the incredible speed with which the
Ukrai nian forces were able to field, learn, and win with Al
on the battlefield. Wile the cycle of comerci al
I nnovati on and Governnent adoption can take years in the
United States, they were doing it in days in Ukraine.

So really, the future has already arrived, it is just
not evenly distributed. And in that future, Al rewites
our roadmaps. It changes everything. And we can either
choose to accept that disruption and drive that change, or
we can get disrupted by defending against it. And because
the future is already here, we need to act with speed and
conviction. And if | can inpart one nessage today, is that
we are facing a nonent in which existing roadmaps and
systens are insufficient.

We nust conpletely rethink what we are building and

how we are building it. Software and Al will shape
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everything, even toasters, but nobst certainly tanks. To
succeed, we need to cut through the existing ways we
organi ze and procure weapons systens and begin with
software and Al first.

This will be disruptive and enotional. Many
i ncunbents in Governnent will be affected and they wll
feel threatened and di sl ocated. Many careers that have
been built on mature technol ogi es, weapons systens and
platforms will also be affected. Fortunately, with the
right |eadership, our country is anongst the few that can
turn on a dinme and do so at scale. Because the alternative
shoul d be unt hi nkabl e.

We nust do the right thing, the hard thing here. As
we begin this journey, | would like to offer the
subcommttee the foll ow ng recormendations. First, the
only way to overcone the intense enotional barriers to this
whol esal e reinvention is to adopt and enbrace a field to
| earn to wi n nodel

We should field eye to m ssion users and operationa
wor kfl ows at the earliest possible nonment, and then
continuously inprove these nodels through iteration with
operators in the daily deterrence of our enemes and the
defense of the nation. This is the technol ogica
equi val ent of throw ng ourselves off the deep end.

And in the case of Al adoption, it is the only way to
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learn howto swmand win in this critical race. Second,
the only way the Departnent of Defense wll be able to
enploy world class Al with field to learn to win nethods is
if it overconmes the current nmarket failures. An entire

i ndustry of commercial providers stands ready to support

t he defense community, but they nmust often stand idle while
the Governnent insists on starting from scratch.

Anerica's greatest advantage over its adversaries is
its software and its culture of innovation. Even our
allies are envious of American technol ogy conmpani es and the
prosperity that they have brought to our nation. But
Anmerica cannot exercise its software advantage unl ess those
who are nost adept at providing are able to bring their
expertise and i nnovation to bear on these issues of
nati onal i nportance.

For exanple, if there was a need to use any of the
cutting-edge | arge | anguage nodels on a secret or top-
secret network, today we cannot. This is a massive narket
failure. Wth a nere 10th of a percent of the departnent's
budget, we could bring cutting edge conmercial innovation
to our warfighters.

Today, | can give AVUS and Al G nore advanced Al than
can bring the Arny and the Air Force. If we want to
effectively deter those that threaten U. S. interests, we

must spend at |east 5 percent of our budget on capabilities
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that will terrify our adversaries. 1In the |late 60s, 95
percent of all integrated circuits were sold to the U S
Gover nnent .

The Governnent was the first and | argest custoner, and
it benefited directly from Anerican innovation and
i ngenuity. The U S. should aspire to recreate this dynamnc
wth Al. Finally, these recommendations will only be
successful if the United States continues to lead in
building a regulatory and ethical framework for the use of
responsi ble Al in the defense context.

We cannot cede this |eadership to the illiberal value
structures of our adversaries. Qur allies are certainly
wat ching. This is not an exercise for academcs. It is
about addressing directly real-world problens in real tine.

Today we are at an inflection point. Al wll define
t he success of every comercial and Gover nnent
organi zation. |Its developnent wll define the prosperity
of our nation, and its adoption in the departnent wll
defend our country. | thank you, and | | ook forward to
your questi ons.

[ The prepared statenment of M. Sankar foll ows:]
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Senat or

TP One

Manchi n:

Dr. Lospi noso.
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STATEMENT OF JOSH LOSPI NOSO, CO FOUNDER AND CHI EF
EXECUTI VE OFFI CER, SHI FT5

Dr. Lospinoso: Thank you, Chairman. Chairnman
Manchi n, Ranki ng Menber Rounds, nenber of the subcomm tt ee,
it is my honor to have the opportunity to testify before
you today on the state of artificial intelligence and
machi ne | earning applications to inprove Departnent of
Def ense operati ons.

Wiile Al research is by now many decades ol d, the
field has accelerated at a blistering pace. From Chat GPT
to self-driving cars, recent Al powered technol ogi es have
begun to capture the public imagination. | comrend the
subcomm ttee for treating this accel erating devel opnent
w th renewed urgency.

In 2021, the National Security Conm ssion on
Artificial Intelligence nessage was clear, if trends
continue, China wll surpass us within a decade. This
subconm ttee has asked whet her we have made progress
towards the NSCAI's recommendati ons, what gaps exist, and
where policy is inpeded.

In this testinony, | want to bring attention to two

facts about today's mlitary weapons systens, Al and

cybersecurity. Fact nunber one, npbst nmj or weapons systens

are not Al ready. As data scientists are quick to say,

gar bage i n nakes gar bage out.
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And data allows us to investigate, train, nonitor
novel Al enabl ed technol ogi es, but w thout high quality
data, we cannot build effective Al systens. Unfortunately,
today the DOD struggles to |iberate even the sinplest data
streans from our weapon systens. These nmachi nes are
tal king, but the DOD is unable to hear them

We cannot enploy Al enabl ed technol ogi es w thout great
data. This requires taking seriously the difficult,
ungl anorous work of |aying strong foundations, clean,
| abel ed, enriched, conprehensive data, sound, sinple,
decentrali zed, scal able data architectures, and
strai ghtforward, unanbi guous netrics for neasuring Al
enpower ed systens' effectiveness.

Anerica's weapon systens are sinply not Al ready.
Whil e the Departnent of Defense's intention is to integrate
and enploy Al capabilities across the Joint Force, the
weapons systens thensel ves are incapable of hosting them

We nust inplenent solid, scal able edge conmputing. W
need to enable full tech data collection at the edge. W
must solve the operational challenge of transferring
terabytes of data fromthe field to the cloud, making them
avail able to the Al enabled technol ogies they will fuel.

Fact nunber two, the DOD cannot sol ve weapons systens
cybersecurity without artificial intelligence. Wthout Al,

the DOD wi Il never be able to keep these weapon systens
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cyber secured. It has made little progress, unfortunately,
addressing the perils identified in the Gover nnent
Accountability O fice's 2018 report on weapons systens'
cybersecurity.

The DOD spends trillions of dollars fieldi ng weapon
systens. Each one contai ns dozens, sonetines hundreds, of
speci al purpose conputers that perform every conceivabl e
function on these platforns, fromthe control surfaces on
an aircraft to the data radi os on submarines. These
systens are profoundly digital.

Unli ke nodern I T systens, built with zero trust
architectures, these weapon systens were built with blind
faith architectures. The DOD needs Al powered capabilities
to detect anonalies and prevent cybersecurity intrusions on
t hese pl atforns.

The NSCAl is right, if we don't act now, China's goal
of surpassing us will be realized. Major weapon system
prograns, both old and new, need funding and requirenents
to make them Al ready.

The good news is that between industry, academ a, and
Governnent, solutions to these chall enges exist today. |
| ook forward to discussing these matters with you and
continuing to support the warfighter. Thank you, Chairnman
Manchi n, Ranki ng Menber Rounds.

[ The prepared statenment of Dr. Lospinoso follows:]
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Senat or Manchin: Thank you, sir. Now, we are going
to start with our questions, and | will begin. | have been
t hi nki ng about this, you know, because when you |ook at it,
the internet was founded in, | think, 1983.

A Section 230 cane into play in 1996, | believe. And
we have been discussing that ever since. Should we have
done nore? Should we have put -- how are we going to put
back the guardrails on it? Has it gone too far? W0 is
account abl e? Wo is responsi bl e?

On and on and on. Now that we are comng into the age
of the Al, give ne your -- each one of you, give ne your
t houghts on as this cones into the realm if you wll, and
we are going to be so dependent on it and using it for so
many pur poses.

What could we do, learning fromwhat we didn't do when
the internet cane into play? Dr. Matheny.

Dr. Mat heny: Thanks, Senator Manchin. | think that
the application of sone of these |arge nodels to devel opi ng
very capabl e cyber weapons, very capabl e bi ol ogi cal
weapons, disinformation canpai gns at scal e pose grave
risks.

And | think one of the threats that | see is that the
very technol ogy that we develop in the United States for
beni gn use can be stolen and m sused by others. | think we

need a licensing regine, a governance system of guardrails
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around the nodels that are being built, the anount of
conpute that is being used for those nodels, the trained
nodel s that in sonme cases are now bei ng open sourced so
that they can be m sused by others. | think we need to
prevent that.

And | think we are going to need a regul atory approach
that allows the Governnent to say tools above a certain
size with a certain |evel of capability can't be freely
shared around the world, including to our conpetitors, and
need to have certain guarantees of security before they are
depl oyed.

Senator Manchin: You know, ny biggest fear is that
what little bit | know about Al, but knowi ng the capability
of Al, having people say sonething they never said, having
the i mage of a person doi ng sonething they never did,
having a country declaring war that never happened.

Al'l these things -- | nean, the stakes are so high in
what we are doing. But if we can learn fromour m stakes
and put those guardrails in now, and you all would know
better of how you intend your programto be used or your
platformto be used to tell us what shouldn't be there to
protect not just this, to protect your market, if you wll,
that protect basically the use of this and the intentions
of what it is for.

| think we need to do that and think about this deeply
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before we go further. Dr. Sankar -- M. Sankar.

M. Sankar: Absolutely. | think a |ot of what you
are getting at is we kind of inplicitly all believe or
explicitly believe that Al is valuable, but how do you nmake
it viable? It is not viable wthout trust.

And that trust requires a real foundation where you
understand the data that went into it. You understand why,
to the extent you are not getting behaviors you expected,
you are getting those behavi ors.

And so, | think a big part of this approach is, you
know, | would welconme a reqgulatory approach to this, is
al so realizing that there is a huge and outsized role for
the departnent to | ead by going through it.

It is only by red team ng, adopting and red team ng
trying to break it, that we are going to really understand
and devel op the appropriate rigorous testing and eval uati on
framework, | would say.

The anal ogy to cybersecurity is great here. You can't
just have a blue teameffort to protect yourself. You
| earn as nmuch or nore fromred teamng it. That defines
how you defend yoursel f goi ng forward.

So, | think these are actually two sides of the sane
coin, and we should be practicing themtogether and
aggressivel y.

Senator Manchin: Dr. Lospinoso.
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Dr. Lospinoso: Thank you, Chairman. | totally agree.
And | think that the analogy to the internet is really apt.
You know, if we have |earned anything in the past severa
decades of technol ogy innovation, we see a focus on
functionality first, in the case of the internet, sharing
information -- in the case of Al, solving a broad range of
applications.

And then we think about security. And | think we
can't nmake that m stake again. Today, we spend hundreds of
billions of dollars on cybersecurity trying to shore up the
problems that we had in the past that we didn't think
about .

We have an opportunity now to think about the security
of these Al nodels as well. And there are two frontiers
that | imagine we will probably get into later in the
di scussion. But to preview, you know, data poisoning is a
huge probl em

So, the idea that the data you are using to train
t hese nodel s can be altered by nefarious actor to create
prof ound chal l enges with the Al algorithms. And the second
I s adversarial attacks. So, you nay have seen sone of
t hese sensational videos of putting a few dots on a stop
sign and to a self-driving car it looks |like a green |light.

O fingerprint readers with a couple of nodifications

spoofing, you know, authentication. These are real

26
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probl ems, and we need to think clearly about shoring up

t hose security vulnerabilities in our Al algorithns before
we depl oy these broadly and have to clean the ness up

aft erwards.

Senator Manchin: Well, let nme just say thanks to all
of you. Wuld it be possible | nean, | think on behal f of
Senat or Rounds, nyself, and our subcommttee here, to ask
you all to as quickly as possible, 30, 60 days, put a
little teamtogether, give us sonme thoughts on what you
t hi nk can be and shoul d be done.

We can share themw th the conmttee nenbers here to
see if we can |aunch, basically start |ooking at how we
would wite |egislation not to repeat the m stakes of the
past. If you could do that, we would appreciate it.
Senat or Rounds.

Senat or Rounds: Thank you, M. Chairman. And | ook, |
really want to thank our w tnesses here today for sone very
good openi ng statenents.

And you actually answered a couple of questions that |
had i n advance just in the opening statenents thensel ves
with regard to the effects on National Security and our
conpetitiveness. | want to get into sonmething which is
current in the news today, and that is there a group of
fairly well-respected Al experts and industry | eaders

recently signed a letter calling for a pause in Al
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devel opnent, citing a risk to society.

| think the greater risk, and I amlooking at this
froman Anerican, a U S. security standpoint, | think the
greater risk is taking a pause while our near-peer
conpetitors |leap ahead of us in this field. Al wll be the
determ ning factor in all future great power conpetition,
and | don't believe that nowis the tinme for the United
States to take a break from devel opi ng our Al capabilities.

My questions to all of you would be, nunber one, is it
even possi ble to expect that other conpetitors around the
worl d woul d consider taking a break? And what could be the
i npact if we were to try to slow down our Al devel opnent
whi | e Congress | ooks at policy issues and the rest of the
worl d continues on, in particular, our near-peer
conpetitors who seemto have a considerably | ess announced
concern with regard to the ethics of this new technol ogy?

And Dr. Matheny, | would like to start with you.

Dr. Matheny: Thanks, Senator Rounds. | think it
woul d be very difficult to broker an international
agreenent, to hit pause on Al devel opnent in a way that
woul d actually be verifiable. | think that would be cl ose
to i1 npossible.

I think we are taking appropriate first steps to
create a governance systemin which we could at |east delay

China's access, for exanple, to very high-performance
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conmputi ng thanks to the COctober of '22 export controls on
Al chi ps and the subsequent controls on sem conduct or
manuf act uri ng equi pnent.

But it is very difficult to say, internationally, we
woul d be able to achieve sonme sort of pause in a way that
is enforceable. It is also unclear how we woul d use t hat
pause and whether we could use it effectively in a way that
al l ows denocracies to | ead the norns and standards around
Al and its inplications for society.

I would like to see denocracies maintain the |lead. |
do think an inportant part of maintaining the |ead, though,
Is to ensure that we have guardrails. That we are seen as
t he beacon for safety and security considerations.

That will actually help to win as friends and allies
around the world. Qur denocratic allies are |ooking to us
for guidance, and | think we can be a first nmover in sone
of the guardrails that are needed.

Senator Rounds: Thank you. M. Sankar.

M. Sankar: Absolutely. | think the pause is -- what
is going to be different in five nonths and 29 days, we
need to really think about that, other than ceding the
advantage to the adversary.

| think the other part of it is, so there is the
t echnol ogi cal capability that we could becone -- every two

days now, there is breakthroughs nmade that we didn't think
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was possi bl e.

So, the pace is breakneck. W are tal king about
generations of advances. But | do think due to Dr.

Mat heny' s point, actually, perhaps the bigger consequence
is the nature of the Al. China has already said that these
generative nodels nmust display socialist characteristics.

It nust not enable the overthrow of the state. So,
these sorts of constraints that are being baked into the
extent that that becones the standard Al for the world is
hi ghly probl emati c.

And | woul d double down on the idea that a denocratic
Al is crucial. Nowthat is -- we will continue to build
these guardrails around this, but | think ceding our
nascent advantage here nmay not be w se.

Senator Rounds: Dr. Lospinoso.

Dr. Lospinoso: Yes, sir. | totally agree. | think
that it is inpracticable to try to inplenent sone kind of
pause. | think if we did that, our adversaries woul d
conti nue devel opnment and we end up cedi ng or abdicating
| eadership on ethics and norns on these matters if we are
not continuing to devel op.

And that is not to nmention the practical inplications
of us falling behind on, you know, as M. Sankar nentioned,
you know, these applications that are incredibly inportant,

cybersecurity, mlitary applications.
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W lose in that conpetition and we enfeeble industry
that is working at breakneck speed to try to keep us on
t op.

Senator Rounds: And | would just ask one, and | think
this can be answered fairly quickly, and we will probably
do a second round on it, but with regard to Al right now,
isn't it true that there are literally dozens of countries
around the world that have al ready inplenmented degrees of
Al into their weapons systens that have al ready been
depl oyed on the battlefield.

| am thinking of the Nagorno-Karabakh war between
Armeni a and Azerbaijan in Septenber of 2020, where
| oitering nmunitions were used that with no human in the
| oop, literally determ ned their own weapons -- their own
weapons to use on which objects wi thout a human ever
ordering it.

Dr. Lospinoso: Senator Rounds, that is exactly
accurate. | nean, this is going to continue to devel op.
We are going to have autononous weapons systens devel oped
by other countries. And if we are not continuing to invest
in that research and devel opnent, and concurrently devel op
norns, ethics around the enpl oynent of those systens, we
are going to abdi cate our | eadership position.

Senator Rounds: M. Sankar.

M . Sankar: | concur with that.
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Senat or Rounds: Dr. Matheny.

Dr. Matheny: Agreed.

Senator Rounds: Thank you. Thank you, M. Chairman.

Senat or Manchin: Senator Schmtt.

Senator Schmitt: Thank you, M. Chairman. Thank you
all for being here and for your testinony, and wllingness
to answer questions on a very inportant topic that | think
| don't speak for everybody, is sort of not know ng where
all of this |eads provides an opportunity, mybe even a
bi partisan way to hel p shape sone policy here.

But Al and machine learning are at the forefront of
t echnol ogi cal innovation and the great powers conpetition
between China and United States. It is critically
| nportant, and so your recommendations are inportant.

Al is a transformative tool, and |ike other tools that
can nove society forward, but is also ripe for abuse. W
see this abuse al ready happening. China's inplenentation
of Al has allowed for mass surveillance of innocent Chinese
citizens who have no chance at privacy.

U.S. tech conpanies have a responsibility to ensure
that these powerful tools don't fall in the hands of
authoritarian regimes who use the activities -- who use it
for activities that run contrary to basic human rights.

| was deeply alarmed by Google and its departure from

Proj ect Maven on unfounded or, you know, concerns that they
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had that business with DOD was unethi cal yet continued Al
research in China that could have very well contributed to
the mass surveillance and repression of over 1.4 billion
peopl e.

W have to do everything we can to not only devel op
this technol ogy, but also to ensure it is being done and
used responsibly. | guess ny first question here, and this
is a long question, but I will go to you first, doctor.

In 2017, Googl e opened up the Google Al China Center,
whi ch focused on basic Al research in Beijing. Wile
Googl e engaged in Al research under the watchful eye of the
Chi nese Communi st Party, the conpany shunned the Depart nent
of Defense and broke ties with DOD s Project Maven because
of alleged ethical concerns. Ironically, shortly after
Googl e opened up its Al China Center, CGoogle erased its
| ongtime notto of, don't be evil.

Why Googl e woul d coi ncidental |y abandon this decades
|l ong notto while operating its Al research center in
Beijing, | can't say for sure, but it doesn't |ook good.
But | do know t he Chinese Conmuni st Party has engaged in
basi ¢ human ri ghts abuses, genocide, and nass surveillance
of over 1.4 billion citizens.

Big tech conpanies |ike Google need to have the noral
backbone to resist these grandi ose ideas of market access

and increased profits in exchange for IP rights that could

33

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

ultimately be used as an effective tool of repression in an
authoritarian reginme and al so turned on us, the United
States of Aneri ca.

Despite Google closing its Beijing based Al Research
center in 2021, the potential applications remain. And so
General Dunford put it that any work by U S. conpani es who
aid China in the devel opnent of Al would, "help
aut horitarian governnent assert control over its own
popul ation,"” enable the Chinese mlitary to take advantage
of U S. technol ogy.

Dr. Lospinoso, do you agree with General Dunford's
st at enent ?

Dr. Lospinoso: Thank you for the question, Senator
Schmtt. | wholeheartedly agree with General Dunford's
statenment. | think doing business in China is equival ent
to providing technol ogical capabilities to the Chinese
mlitary.

This is the great power conpetition of our tine. |
don't think it is a question of if, it is a question of
when. Schift5 has never and will not do business with the
Chinese mlitary. And we think it is a matter of utnopst
Nat i onal Security.

Senator Schmitt: Well, and | think -- so, | am 47.
So, when | was going to school and we were |earning about

these things, and | think for along tinme, | think the
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belief was that you have a greater opportunity for
denocrati zation and the nore educated peopl e becone they
are aware of the opportunities, and that would ultimately
be the way that the Chinese Communi st Party woul d be
overthrown fromwthin.

The scary thing about Al is that Al only strengthens a
communi st regine's ability to control the flow of
information. All of these assunptions that were nmade for a
very long-tinme sort of go out the w ndow.

And so, Al in many ways is sort of built for an
authoritarian reginme, which | think in this great powers
conpetition we are in not just with China, but around the
world, it has inplications that are, | think, really scary.
So, | don't know, | nean, | think the American public is
trying to figure this thing out, too.

For me, we have to engage froma mlitary perspective
because it is do or die quite literally, froma mlitary
perspective. But froma commercial application, it is
really scary stuff. So just curious, | don't know how nuch
time left, but for each of you, what keeps you up at night
about this, and what can be done -- what can be done to
address those concerns?

Dr. Lospinoso: | share those concerns, Senator.
Briefly, the thing that keeps nme up at night is, a fanatic

here has been the central role of data, and the power of Al
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algorithms and their applications. And | can think of few
governnents nore adept at collecting and retaining data
t han the Chi nese Communi st Party.

And the fact that they have such pervasive collection
not only of their own citizens, but of citizens around the
world through a variety of mechani sns, that gives thema
significant leg up in using Al for the purposes that you
articul at ed.

M. Sankar: \Wat keeps ne up at night is, do we have
the will? And | think we do. But the issue of Al adoption
is really one of willpower. You know, are we accel erating
adoption |ike our survival depends on it, because | believe
it does. And | think you see that in our adversaries.

They realize that their survival depends on it, and we
shoul d nove at pace to do this.

Dr. Matheny: \What keeps ne up at night is Al being
applied to the devel opnent of new cyber weapons and
bi oweapons for which we don't have reliabl e defenses.

And | worry that right now the nost likely scenario is
one in which those nodels were either stolen fromthe
United States or built with U S. tech, US. chips, US.
chi pmaki ng equi pnent .

I think the strongest argunent for a pause is our own
| abs need to get their cybersecurity together to reduce the

| i kel i hood that the nodels that they are building will be
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stol en by our adversari es.

[ Techni cal probl ens].

Senat or Manchin: Dr. Matheny -- thank you. Qur hope
today was to have witnesses from Scal e Al present, because
of scheduling they couldn't make it, to discuss their data
managenment practices to ensure the data being fed into the
algorithmis consumable. Just to put this in context for
the public, private industry has to buy the majority of
data they need to feed into their Als.

But DOD is in a unique position, given the wealth of
data we are collecting on a daily basis fromevery network,
node, and physical sensors in all our equipnent. The
probl em seens to be in owning that data and nmaking sure it
is all the sane format for an Al to recognize and use.

My question is this, is it fair to say that the data
an Al interprets and learns fromis arguably nore inportant
than the algorithmitsel f?

Dr. Matheny: | think it is all inportant. | nean,
sonetinmes the analogy is used of, you know, three | egs of a
stool. You have got data, the algorithns, the conpute, and
then the floor is talent. | mean, that is sonething that
Is essential to all of those. So we need to invest in all
four of those el enents.

| do think that data can be a place where the United

States has an asymmetri c advant age because of the anmpunt of
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data that we collect fromsystens that have operated
globally in a way that, say, China's systens or Russia's
systens haven't. This is an observation that the Director
of Net Assessnent at DOD made, which | think is accurate.

W sinply collect nore data fromnore platforns that
are relevant to mlitary operations than any other country.
But we are not fully leveraging that. And we need to
ensure, one, that we appropriately collect, store, align
the data, place it in databases that can actually be
| ever aged.

| think one of the things that was nost striking about
Proj ect Maven was just how nmuch work had to be done on data
cl eaning, alignnment, getting networks to talk to each
other. It was that stuff. It wasn't the sexy algorithm
stuff that was the hard part. It was the el bow grease
needed to just ensure the data was in the right place.

Senat or Manchin: Any other comments from anybody el se
on the panel on that? | mght have a follow up to you.
Here is a follow up, so you can think about this, too. How
woul d you sunmari ze the Departnent of Defense's data
managenment practices, and how could they be inproved to
make sure that every bit of data that we are collecting is
avai l abl e for our usage, not limted by silos between
private contractors? That is kind of the follow up to the

first issue.
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M. Sankar: | would like to build on the stool
anal ogy there, and I will get to your follow up question.
You have to -- you know, you can't nake one |l eg of the
stool long and tall first. That is not a very good stool.

And so, | would urge us to resist the tenptation to
say, first we need the perfect data foundation, then we go
on. Actually, it is, if we look at the Project Mven
exanple, there is the fact that we suddenly had the
algorithms that pointed us to the fact that the data was
garbage. So, these things nove together and we have to
si mul t aneously coordinate the investnment and not slice
these up into different responsibilities.

And it is now the fact that we have these powerful
| ar ge | anguage nodels that is telling us that we actually

don't have enough CPU capacity in the world. And so, you

know, | think the stool analogy is a very good one.

Now t o your question here, | would say this idea that
we are operational is profound. It is our advantage. W
do things everywhere in the world. | would say we

definitely collect nore data, but we also throw away an
enor nous anount.

Part of ny experience has been every place we have
shown up in a new operational context, there is data we
could be collecting that in a prior generation of software

was perceived to be usel ess because there was no
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oper ati onal decision you could have been making with that
data so it was often thrown on the ground.

When new capabilities were introduced, the utility of
t hat data becane obvious on its face. And so, this is a
power ful feedback |oop that really feeds into our American
culture of innovation, solving problens at the edge with
the capabilities we are providing. And | would say the
data managenent efforts are great.

There are definitely sonme policy opportunities that
woul d make it world class. So how do we all get on the
same page here? | think we have to get the incentive
structure right around how we share dat a.

So, a mandate that all data nmust be shared because it
Is actually the Governnment's | think is great in theory,
but in practice, in order to enable all of the folks with
various interests to do that, you need a data foundation
that gives you true security. How am| |abeling this data?
How do | control who has access to it?

How do | governance the purposes for which they are
allowed to use this data? Once | develop trust in how we
are governing access to this data platformw thin the
Def ense Departnent, now, we can actually share this data.

Senator Manchin: That was the question we are asking
on the front end.

Dr. Lospinoso: Thank you, chairman. | conpletely

40
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t hough, that

41

while it is clear that we are the best in the

worl d at collecting data, we have got sone work to do on

data architecture and access to that data.

I still

want to enphasize that we have a significant

anount of work to do with the conputers that don't | ook

| i ke conputers, these weapons systens that we operate

around the world. | will tell you, when | was in uniform

It drove ne absolutely crazy that we could operate an

aircraft or a ground conbat vehicle or a submarine in a

conbat environnent and not, nunmber one, be able to coll ect

or own the data that canme off of that platform

That is just a massive National Security issue. And I

think we need to get better at enabling these systens,

t hese weapons systens with the kinds of data collection to

feed into thi

enterprise I T conputer side as well

And t hat

will just, you know, end with one comrent here,

I ncreasi ngly,

s data architecture so that we can get the

Is going to be our real advantage. And |

you know, we had this conversation around

as the weapon systens.

which is

crypt ography when we were thinking about what can we put

backdoors in

And there is a sense in which when these Al

get out into

the encryption.

the public domain, and there is academ c

al gorithns

papers and PhD thesis that are witten about these things,
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they are kind of cat is out of the bag.

And so, on sone sense we should continue to try to
keep nodel s guarded, but that is a tine advantage. At sone
point it is know edge and it is going to get out there.

The real advantage, what we can control is the data, that
one |l eg of the stool that our adversaries won't have.

And then we retain our |eadership position and being
able to enploy these Al nodels.

Senat or Manchin: Thank you all. W wll continue

this, but now, Senator Rounds.

Senat or Rounds: Thank you. | want to follow up with
that. | amgoing to begin with Dr. Lospinoso. Wen we
tal k about data, China right now, the People's -- the

Chi nese Communi st Party has col |l ected huge anobunts of data
on their own citizens.

W don't do that in the United States. But they have
been very good about collecting it on their own people. W
know t hat they have laid out not only facial ID, but they
can track their people no matter where they are goi ng, what
they are doing, the transactions, their financial
transacti ons, who they associate with and so forth.

And they have been doing it for years, and they have
gotten to be very, very good at it. They clearly are using
Al.  They have clearly figured out a way to do the types of

dat abases that can be manipul ated to be able to go back and
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collect that data, we are assumng. In the United States
-- we need to be able to conpete with that type of conputing
power and that type of data collection and storage.

Do we have that capability in Iike kind and quality,
as China does today in terns of inplenenting it and using
it? Is it -- do we have the practical application today
that they have exercised in China on their own people?

Dr. Lospinoso: Thank you, Ranking Menber Rounds.
woul d say that froma technol ogi cal capability perspective,
there is no reason that we couldn't inplenent the sane
sorts of platforns. And perhaps they have, you know,
national foreign intelligence value, for exanple. O
course, we have, you know, ethics and freedom constraints
t hat keep us from doing the sane sort --

Senat or Rounds: \Which we absolutely have to protect.

Dr. Lospinoso: Absolutely have to protect --

Senator Rounds: W have to protect privacy in the
United States.

Dr. Lospinoso: | would say that, you know, one
opportunity here potentially is, you know, we tal ked about
ways in which Al algorithns can be subverted. And | think
there is an opportunity for us to al so nake investnents not
only on the defensive side, but on the, you know, offensive
si de when we are tal king about great power conpetitions in

t hi nki ng about how do we subvert adversary Al as well.
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You know, there is an asymretry to these sorts of
things that is corollary to cybersecurity, where sonetines
t he best defense is a good of fense.

And so | think we ought to be investigating ways in
whi ch adversarial, you know, adversarial Al and things of
that nature, data poisoning mght be able to neaningfully
degrade the just objectively terrifying devel opnents that
we are seeing in sonme of these things, |ike, you know, the
soci al scoring and, you know, yes, the over the
intelligence apparatus that the Chinese Comrunist Party --

Senat or Rounds: Thank you. Dr. Matheny, you were
I nvol ved in the Al Conmi ssion, specifically with regard to
defense. | have had the opportunity to see not just the
uncl assified but the classified report.

And recogni zing that we are in an unclassified
environment here, | would sinply express that | think there
was a huge amount of extrenely val uable data that was found
in the classified portion that transcended the Defense
Departnment's needs and really went into areas that could be
extrenely helpful to other parts of our governance system

And clearly, in ternms of health care, truly making a
quality difference in a |lot of people's lives long term if
we coul d appropriately use and pronote Al in a nunber of
different fields. Can you talk a little bit -- let nme just

express my frustration.

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

It was so classified that in many cases chairnen of
other commttees that could have utilized the data or the
| deas that were recomended, that they didn't even have
access to the reports or the recommendati ons.

| found that to be extrenely concerning. And | woul d
just like you to share a little bit, if you could, how nuch
of an opportunity the inplenentation, the appropriate
I npl ementation of Al could nean to the quality of life to
people that live in this country?

Dr. Matheny: Thanks so nuch. | wll take it back to
our fellow comm ssioners and to the NSCAl staff the
opportunity to think about how to create a tearlined
version of the classified annex at a | ower |evel of
classification. | do think that the opportunities to solve
society's problens with Al are profound.

The applications to advanci ng hunan nedi ci ne, energy,
agriculture, and materials science. And we are seeing sone
early signs of that, everything from Al pha fold, solving
the protein folding problemto nake protein design possible
at scale for new drugs, or the design of new fusion
reactors, or solving math problens that had el uded human
I ngenuity for years.

So, the positive applications are so profound that we
have to figure out a way to put appropriate guardrails so

that we get the upside w thout the downsi de.
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Senat or Rounds: Thank you. Dr. Sankar, would you
|ike to add anything with regards to the opportunities that
Al provides to this country if we properly inplenment its
use?

M. Sankar: | think the opportunities are world
changi ng.

The way for us to maximze that is to align behind
them You know, we have significant growth in our health
care costs. How do we align behind the application of Al
to driving the national outconme that drives patient care

and quality?

So, | think there are a couple of places where
Gover nment | eadership, where the issue is not capital, its
cust oners.

And providing the sort of bootstrapping foundati onal
customer to drive the concentration of energy to solve the
probl em and to realize where we need policy to help us
reorgani ze the many seans that are between here and
realizing the benefit for American citizens.

Senat or Rounds: Thank you. Thank you, M. Chairnan.

Senat or Manchin: Senator Schmtt.

Senator Schmitt: Thank you, M. Chairman. Dr.

Mat heny, you just nentioned sonething that struck ne as
getting the upside without the downside. |Is that really

possi bl e, though? Like the concern that | get it -- but it
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seens to ne that we have got a tiger by the tail. There is
not going to be a pause.

This is -- it is noving. So, the choice that we have
Is, are we going to lead or not lead, right? And froma
mlitary perspective, the answer is very clear, we have to.
But getting back to the initial question, what rol e does
t he Governnent have by way of regulation that can -- what
woul d you suggest ?

Not -- and | throwthis for all three of you, because
there is a downside and the downside -- we will feel the
downside. But | guess froma risk mtigation perspective,
what can be done because, you know, | ama | awer. A very
popul ar profession, but, you know, there is going to be --
right, well-being.

Yes, conbine those two, M. Chairman. But, you know,
a lot of the, what first your associates did ten years ago,
that is gone. You know, and there is displacenent that you
are going to see everywhere.

But what would you guys suggest as far as -- so that
we mnimze sone of the risk that -- the bad things that
can happen?

Dr. Matheny: | think there are good --

Senator Schmitt: And | don't nean displacing | awers.
That is not one --

[ Laught er. ]
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Dr. Matheny: That is right. No, that is off the
table. Absolutely. | do think there are good pre-
regul atory and regul atory steps that the Departnent of
Def ense can help to |lead in.

The first is thinking about using Defense Production
Act authorities to require that conpani es report when they
are training very large nodels, how they are training very
| arge nodel s, where those nodels are going, and preventing
open sourcing of nodels that could be used by adversaries
mal i ci ously.

Al'so including in DOD contracts, cloud conputing
provi der requirenments that they know their custoners before
t hey provide services, not just for the DOD custoner, but
for all custoners. And this is really an extension of the
comon rule that is already a feature of Federal contracts
for other purposes.

So, this already has precedent and use. The sane for
Al devel opers to know their custoner and to devel op
cybersecurity requirenents in our contracts so that those
devel opers are less likely to get their nodels stolen.

M. Sankar: | might add on to that too. There m ght
be two aspects to the tiger's bite here. The first is, as
you think about regulation, one of the realities of these
Al nodels is that they are actually brittle.

That is the failure condition. That in the sweet
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spot, they seem nmmgi cal. They seem nore than human |ike.
And just even one iota outside of the sweet spot, they
beconme noronic. And so, if you are trusting a noron, that
I's a problem

So then how -- the regulation framework is really
about understanding the surface area and red team ng the
nodel -- where is the nodel going to work? Were is the
behavi or unexpected?

What do | expect of the nodel nakers in terns of
continuously testing as they upgrade and devel op t he nodel
so that it is behaving in accordance to what the nodel is
supposed to do? Those expectations are going to be
different in health care than they are going to be in
def ense.

But | think that is a generalized way of thinking
about where is the risk in a concentrated basis. The
second aspect of the tiger's bite is what it neans for
American prosperity. Technology is supposed to drive
i ncreases in productivity. And the kind of basic economc
theory here is those increases in productivity lead to
i ncreases in our standard of living and wages.

Hol d tech conpani es accountable to that. \Were are
the increases in wages? |f |I am deploying this technol ogy
to a manufacturing conpany, the workers should be better

of f, not displaced. It is actually a choice, and I would
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say an abandonnent of our obligation to the nation to
sinply say, | have no opinion on how the technology is
depl oyed.

O course, Al is going to replace workers. That is
not a foregone conclusion. Al can nmake those workers nore
val uable, it can drive up their productivity, and they
shoul d capture the gromth of wages as a result.

Concomitantly, with the conpany capturing value in the

market fromdoing so. | think tech conpanies need to do
nore here.
Dr. Lospinoso: | would concur with all of that. |

woul d say there is a need for regulation, unfortunately,
because there -- it is really hard to put technica
controls in place that are going to prevent folks from
doing the sorts of things that Dr. Matheny is, you know,
concerned about. And | also think that the di splacenent of
wor kers conpensation is really inportant as well when we
tal k about policy.

| nmean, we have been for over 100 years tal king about
creative destruction, right. | nean, this is you |earn
about this in basic econom cs, Joseph Schunpeter. There
are technol ogi cal innovations that create displacenents and
folks are sort of tenporarily out of work. W retrain them
and then raw econom c output is stronger than ever before

because we figure out ways of using the new technol ogy.
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| think we need to be thinking about ways of training
and enpowering folks that will be disrupted by technol ogy.
But ultimately, they are going to be faster, nore
efficient.

W are going to el evate those workers out of, you
know, routine, nundane, error prone tasks into nore, you
know, nore advanced ki nds of nodes of work needed. Froma
policy perspective, think about how we ease that transition
fromwhere we are today onto where we are goi ng tonorrow.

Senator Schmitt: Thank you.

Senat or Rounds: On behalf of the chai rman, Senator
Peters.

Senator Manchin: | amso sorry. | amgoing to have

to leave. And you are in nuch better hands w th Senator

Rounds here. And, but | want to thank you all. It has
been great. | just want to say this, that | think that as
the world turns, if you wll, and what is happeni ng around

the world and all of the different build up mlitary m ght.
Just got back from Pol and and Ukrai ne, saw what was
going on there. | want to talk to you a little bit nore
about Maven and we will get into that after -- later. MW
concern truly is this, this is a gane changer. They can be
devel oping all the super hypersonic mssiles and everything
el se and all that space and everything el se, this changes

t he ganme, whether they can deploy it or not.
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And if we are able to have that information and be
able to source that to a point where we have nore input and
be able to be nore accurate in what we are depl oying, |
think it changes the gane for the United States to continue
to be the superpower of the world. So, | want to thank you
all, and we really need your input and hel p and | ook
forward for your reconmendati ons.

Senat or Peters, before you cane, we tal ked about what
had happened with -- you know, the internet cane in 1983,
Section 230 cane in 1996. W made so many m stakes. W
are trying to really go back and we are having a hard ti ne.
W want to prevent that from happeni ng.

They are going to give us -- we asked themto give
this conmttee the reconmendati ons on what we could do to
put the guardrails in place that we can be superior in this
and make sure that their product or their platforns aren't
m sused for nefarious situations.

Senator Peters: Thank you, M. Chairmn, Ranking
Menber. | just, comng in your conversation on the
di sruption for enploynment and what that is going to nmean
going forward. And you are right, | amnot |ike a robot
apocal ypse guy or anything, thinking that all of our jobs
are going to di sappear and the robots are going to be in
char ge.

But we know when you tal k about disruption, ny sense

52
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is this is nore disruptive than anything we have seen.
Sone people conpare this to like the printing press and the
st eam engi ne, things of that nature, which were big.

But as | think about this, what was different that
time is it took a lot of tine for that technology to
actually get through the system \Wen you are talking
about the industrial revolution, is probably over 150
years, and we are all benefiting fromthe industrial
revol ution of 150 years. But in 150 years we had world
wars, the rise of conmunismand fascism and political
di scord.

This may happen in | ess than a decade versus 150
years. So, the speed of this -- has us all very concerned.
| am gl ad you are thinking about this, but we have got to
try to stay ahead. But | don't know how you can stay ahead
because of the rapid pace of what this is going, which is
why we are going to need your help going forward.

And as the chairman nentioned, we want to nmake sure
that the United States continues to be at the forefront.
But, you know, part of that are -- really are the
i nvestnments. So, | would just be curious, as froma
Gover nnment perspective right now, you know, what should we
be -- what should be our priorities in investing to make
sure that we are able to use Al with enhancing our ability

to secure our networks and cybersecurity.
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Maybe each of you kind of give ne your, what do you
think is one or two priorities for investnents that we are
not maki ng now, or maybe we are, we should do nore, or ones
t hat we shoul d be considering that we are not doi ng now?
Whoever wants to start.

M. Sankar: Senator, | will start. | will take a
stab at it. | think the key thing is we should be using
A, right. So, there is a lot of focus on the nodels, the
foundational capabilities, the infrastructure, devel oping
the Al.

But Al is not a standal one capability. It has to be
brought to bear in the application. | think one of the
real experiences for Maven and certainly in the comerci al
world is you can't really bolt this on exposed to existing
i nfrastructure.

You will find that that is |limting you and it forces
you to reinmagi ne the user interfaces, the software
approaches, the actual pane of glass you are using to nmake
decisions. And so, | think the long pull in the tent for
us, where we are in this Al cycle is getting busy using it.

And | think that also inforns policymakers on the
ri sks, both on the adversarial sense, but perhaps nore
I nportantly, the risks to jobs and how we are going to
manage our way through that.

Senator Peters: Geat. Thank you.
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Dr. Lospinoso: Thank you, Senator. | think the
single biggest asymmetric threat that we face today is, in
a world of near peer conflict, is the cybersecurity of our
weapons systenms. You know, | spoke in my opening remarks
about the GAO s 2018 cybersecurity weapons systens report,
uncl assified.

You can sort of read about these broad probl ens that
exi st across basically every maj or weapon system we have.
We have made di sconcertingly little progress. And in
tal king to program nanagers, it is a funding and
requi rements problemon these | egacy weapons syst ens.

We are maki ng great progress on new weapons sSystens
and t hi nki ng about how do we encode requirenents in these
platfornms to nake sure that this aircraft is going to take
of f when we need to gain air superiority over an area.

And | think that enabling those program nanagers to
make the investnents in building cybersecurity into these
platforns is of the utnost inportance. And | wll also
just nmake a side comment here that many of these
i nvest ments cone together and are nutual ly supporting.

So, one of the ways that we bring cybersecurity to our
weapon systens, to our enterprise networks, is through
observability. And observability is rooted in data. By
collecting data off of these weapon systens, we are al so

supporting things like Al ready and Al enabled mlitary.
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W are currently not collecting the vast majority of
data that these weapon systens are collecting, so | would
hi ghly recomrend that that is a very high RO area for
I nvest ment .

Senator Peters: Before we go to the next, so
collecting the data, which is the key thing, especially
when we are | ooking at automation -- | amreally invol ved
wth self-driving cars on the commercial side from-- in
M chigan, but it is all about having a nmassive dataset.

And we have all of these weapon systens out there that
are collecting it, but you are saying it is not collected
in one place, it is not really usable to train our systens.
That should be a priority.

Dr. Lospinoso: Yes, Senator. So, the actually the
vast mpjority of data that these systens generate
evaporates into the ether without ever getting coll ected,
unfortunately.

We struggle mghtily with extracting even the sinpl est
data streanms off of the vast majority of our major weapons
systens. |In sone cases, that is just because we haven't
made the investnent.

In other cases, it is because the defense prines,
frankly, lock that data up and they don't want the
Governnent to have access to it because they want to, you

know, use that as an opportunity to build additional
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products or services on top of that platform

And | think that if we are going to win in a near-peer
conflict, the DOD needs to own the data that its weapon
systens are generating in a conbat environnent. And I
think that we really need to pay attention to that.

Senator Peters: Yes, | would like to pursue that
further wth you at sone point.

Dr. Matheny: | think given the nmassive private sector
i nvestnment in Al right now, it nmakes sense for the Federal
Governnent to concentrate on the places where it has a
uni que role, where there is a market failure or an
authority that only the Governnent can exercise.

One of those, | think anong the nost inportant, is in
t hi nki ng about the talent that is needed to support Al
devel opnment in the United States. One of our |eading
sources of talent is global, and the United States has an
amazi ng asymmetric ability to attract scientists, engineers
fromaround the world, but we often don't |et them stay.

We are puni shing ourselves by not taking advantage of
this asymmetric capability that the United States has to
serve as a nmagnet for global talent. So, |I think that is
essential. I|If we want to win that conpetition against a
country that is four and a half tines our size, is
producing nore PhDs than we are, twice as many nmaster's

students in STEMfields, we have to attract the gl obal team
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to join ours.

A second key area is cybersecurity requirenents for
the leading Al labs so that they are less |ikely to have
their nodels stolen. A third is export controls on chips
and chi p maki ng equi pnent so that our conpetitors don't
have access to | eadi ng edge conpute.

A fourth is Federal research that is focused on the
pl aces where the comercial sector is going to under
i nvest, including in Al security and safety, but also
t hi nki ng about how we break other countries' nodels,
because | think these nodels right now are very brittle.

We need to be thinking about ways that we can sl ow
down progress el sewhere by doing things |ike adversari al
attacks, data poisoning, nodel inversion. Let's use the
tricks that we are seeing used agai nst us and make sure
that we understand the state of the art.

Senator Peters: Best defense is a good offense, is
that your point? Al right. Thank you. Thank you, M.
Chai r man.

Senat or Rounds: Thank you, Senator. W are getting
close to the end of the session, | think. | amnot sure if
any other nenbers that are comng in, but | just want to
recogni ze, and Dr. Matheny, | think you hit it on the head
with regard to our need and the discussion about a | egal

i mmgration systemthat allows us to bring in talent that
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benefits our country.

Can you imagine a world today if Al bert Einstein had
not been allowed into our country? The world would be a
di fferent place today and not to the betternent.

| want to thank you all and I want to end with one
that | sonetines think that when we have an uncl assified
session like this, we don't get an opportunity to get into
sone of the deeper itens, but we al so sonetines mss the
opportunity to perhaps explore a little bit about sone of
the basics that just in terns of trying to explain what Al
I S.

And | would like to offer a scenario, and then
briefly, I would Iike to have you be critical of ny
analysis, if you would, please, okay. So, |ooking at this,
because | ama pilot and | think about what we have right
now with regard to conputing capabilities in nost of the
aircraft today.

We have an autopil ot which once a pilot has departed a
runway, they basically can set the heading, turn the
autopil ot on, set the heading, tell it to navigate to a
particul ar point that they have al ready prograned in, set
the altitude, and then lay in an arrival and an approach.
And that autopilot, wll, with very few exceptions and with
no nore touching by the human, fly that course.

If there is changes al ong the way, frequencies and so
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forth in terns of comrunication, the pilot will nmake those
nodi fications, so that the nonitoring i s constantly going
on. Wth Al, it would appear to ne that we are not really
tal ki ng about an autopil ot approach anynore.

What we are really tal king about is having a system
t hat does everything that the human does, but in a nuch
nore orderly and defined and disciplined way, so that it
not only does everything that an autopilot would do, but it
al so makes the decisions about how to get there in the
first place and where it wants to go.

Now having nme said that, can you criticize or be
critical of ny analysis so that fol ks back hone get a
better sense of what Al neans as opposed to sinply tal king
about very powerful conputers? M. Sankar, | hope that you
have had an opportunity to go first. Let nme put you on the
spot first, sir.

M. Sankar: Well, | think at, the limt your vision
is right, but | think you have to earn your way there. |If
we think about how long it took us with self-driving cars,
| think the fol ks who have done really well, they are
shi pped increnmentally. It is like we made the car a little
bit nore autononous every single day.

And at this point it is quite conpelling. There is
still, you know, can't do the snow, can't do certain | ow

visibility conditions, but they are going to earn their way

60
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there. So, as we think about what is this likely to be
today, | think these are tools, not agents. They can
becone agents. That is kind of the journey we are on.

But we are not going to get that for free. That is a
| ot of hard work that we are going to collectively do
bet ween here and there. And | think for a | ot of things
today, the Al is a nmedian human, which neans it is going to
be great at replacing a |lot of tasks that allow our hunmans
to do things that are cognitively nore interesting.

The brittleness of the Al nmeans that for new creative
things, there is likely going to be an editor role. It is
going to take our humans from bei ng doers to managers, and
that gives them a huge anount of |everage. |In the sane way
that technology for all of history has given us a huge
anount of |everage.

W sonetines underestimate what it has neant for us to
have a pal m si zed superconputer in our pocket. But
profound, and | think we will |ook back and say the changes
were just as profound, but perhaps slightly different than
we anti ci pat ed.

Senat or Rounds: Thank you. Dr. Lospi noso.

Dr. Lospinoso: Thank you, sir. | think we are in a
really exciting era and things |ike Chat GPT have really
enr apt ured peopl e because we were tal king about this before

the testinonies, there is a | evel we have crossed with
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t hese generative Als that it is surprisingly good.

And oftentines if you just start a draft of sonething
or you are iterating on sone initial ideas, whether it is
for, it can wite poetry, you know, it can generate inages,
it is displaying what we would start to think of as sone
formof intelligence. And | think that is, you know, sir,
what you are kind of getting at, is we are past the point
of, you know, is this a water bottle or a cup of coffee?

Now we are tal ki ng about, you know, what woul d be
interesting flavors to put in the water bottle. And it is
a gray kind of fuzzy line, but |I share the sentinment that
we are entering into a newterritory wwth these nodel s
where we are not just doing the classic clustering,
classification, prediction types of things.

W are starting to get into territories that were up
until very recently reserved for human brains. And we have
got a lot of work to do, and | think we need human
oversi ght of these nechani sns.

But even in, you know, our own personal experience, |
think they have been really powerful at, you know, initial
drafts of papers and things of that nature. So, we are
going to see a |lot of progress.

And, you know, hopefully the planes aren't fully
flying thenselves, there is still a human being in themfor

sonme considerable tinme, just given what we know about the
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brittl eness of these nobdels, so.

Senator Rounds: Thank you, sir. Dr. Matheny, | ast
wor d.

Dr. Matheny: | think we have got co-pilots in
training. It still requires a |lot of human supervi sion.
But while they are getting nore capable, we need to devel op
the licensing reginme so that they get a pilot's |license at
the end that we can be confident in.

Senat or Rounds: Yes. Thank you. Thank you to all of
our witnesses for comng and sharing with us today. This
-- on behalf of the chairnan of the subcommttee, we wll
now adj ourn. Thank you.

[ Wher eupon, at 10:48 a.m, the hearing was adjourned. ]
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