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TO RECEI VE TESTI MONY ON UNI TED STATES SPECI AL OPERATI ONS
COMVAND AND UNI TED STATES CYBER COVIVAND | N REVI EW OF THE
DEFENSE AUTHORI ZATI ON REQUEST FOR FI SCAL YEAR 2022 AND THE

FUTURE YEARS DEFENSE PROGRAM

Thur sday, March 25, 2021

U S. Senate
Comm ttee on Arned Services

Washi ngton, D.C.

The commttee net, pursuant to notice, at 9:30 a.m in
Room SD- G50, Dirksen Senate O fice Building, Hon. Jack Reed,
chai rman of the commttee, presiding.

Comm ttee nmenbers present: Senators Reed [presiding],
Shaheen, G Ilibrand, Blunmenthal, Kaine, King, Peters,
Manchi n, Duckworth, Rosen, Kelly, Inhofe, Wcker, Fischer,
Cotton, Rounds, Ernst, Tillis, Sullivan, Scott, Blackburn,

Hawl ey, and Tuberville.
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1 OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR FROM
2 RHODE | SLAND

3 Chairman Reed: Let ne call the hearing to order. Just
4 to nmake everyone aware, we have four votes scheduled to

5 begin at 10:45, so we wll have to be, yeah, we wll be very
6 flexible.

7 But | et ne nake ny opening renmarks, and then recogni ze
8 Senator Inhofe, and then recogni ze our panel.

9 Good norning. Today, the commttee neets to receive an
10 update on the readi ness and posture of both, the U S.

11  Speci al Operations Command and the Cyber Command.

12 Qur witnesses are Acting Assistant Secretary of Defense
13 for Special Operations and LowIntensity Conflict,

14  Christopher Mier; Commander of U.S. Special Operations

15 Command, General Richard d arke; and Commander of U.S. Cyber
16 Command, National Security Agency Director, and Chief of the
17 Central Security Service, General Paul Nakasone.

18 Bot h Speci al Operations Comrand, or SOCOM and Cyber

19 Command, are at the forefront of addressing the asymretric
20 information and technical challenges that transcend the

21  boundaries of the geographic conbat conmands. | hope our

22 witnesses will convey our appreciation to the nen and wonen
23 you represent and their famlies, for their dedication and
24 sacrifice in carrying out many of our nation's nost

25 difficult and conpl ex m ssions.
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1 In 1986, when Congress created SOCOM to ensure the

2 readi ness of Special Operations Forces, or SOF, it also

3 established the position of the Assistant Secretary of

4 Defense for Special Operations and LowIntensity Conflict,
5 or ASD/SOLIC, to be the service-like secretary tasked with
6 day-to-day advocacy and oversi ght of SOF.

7 In recent years, Congress has sought to further enpower
8 the ASD/ SOLIC and optim ze the partnership with the

9 commander of SOCOM t hrough the annual National Defense

10  Authorization Act. Unfortunately, the Departnent has not
11 pnmade sufficient progress in inplenmenting these reforns,

12 particularly with respect to hiring appropriate personnel

13 and establishing a strong role for the ASD/ SCLI C and al

14 decisions relating to the organization, training, equipping,
15 and readi ness of SOF.

16 W are pleased M. Maier is joining us today as the

17 acting ASD/ SOLIC and | ook forward to receiving a nom nee so
18 the Departnent can have a fully enpowered, Senate-confirnmed
19 civilian in this inportant position.

20 M. Maier and CGeneral Carke, | hope you will provide
21  your assessnment of how this commttee can help to ensure

22 that the SOLIC refornms are both, fully inplenmented and

23 effective, in their ultimte goal of supporting the SOF

24  enterprise.

25 In recent years, there have been several incidents and
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al | egations of m sconduct involving special operators that,
as General C arke has noted, jeopardized the trust placed in
SOF. | applaud SOCOM for taking a hard ook in the mrror
by conpleting a conprehensive review of SOF culture and
ethics |ast year.

Anmong ot her things, the review concluded that SOCOM
di sproportionately focused on SOF enpl oynment and m ssi on
acconpl i shmrent at the expense of training and devel opnent of
our force. |In sone cases, this inbal ance has set conditions
for unacceptabl e conduct to occur due to a | ack of
| eader shi p, discipline, and accountability.

Ceneral Clarke, | aminterested in hearing nore about
the specific actions you have taken to address the findings
of the conprehensive review and what nore nust be done.

Turning to Cyber Conmand, General Nakasone, you have
been working to mature the cyber force, ensuring their
readi ness, and overseei ng the devel opnent of capabilities to
conduct defensive, offensive, and supporting intelligence
operations. | understand there are positive trends in al
of these areas, but the threat to our cybersecurity may be
advanci ng at an even faster rate.

I ndeed, recent disturbing cyber intrusions and attacks,
| i kel y conducted by Russia and China, wll command attention
in today's hearings.

In the Sol ar Wnds incident, hackers conducted a
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sophi sticated operation that installed a backdoor and a
software update that |eft approximtely 18,000 enterprises
vul nerable to exploitation and attacks, including many

gover nment agenci es and conpani es that provide essenti al
goods and services. W have recently |earned that a Chi nese
entity exploited nmultiple previously unknown vul nerabilities
in the software running M crosoft Exchange email servers and
t here are hundreds of thousands of these servers around the
world. After Mcrosoft announced the breach and issued

met hods to protect it, nultiple Chinese Governnent-sponsored
hacki ng groups rushed to conprom se thousands of vul nerable
servers before they could be patched.

A third event that nerits attention is the reporting
that China attacked the power grid in India during recent
physi cal clashes the Hi nal ayan border regions.

Ceneral Nakasone, in the first two events, paid actors
exploited vulnerabilities to steal data. Wile sone nmay
consider this tol erable and expected behavior froma
conpetitor nation, others view the scope and scal e of these
operations as reckless and a different class that nerits a
sharp response, and | aminterested in your views in this
matter.

In the matter of China's attack on the I ndian power
grid, which followed nultiple Russian cyberattacks on

Ukrai ne's power grid, there is a sense of grow ng
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1 wllingness of adversaries who attack critical
2 infrastructure in any serious confrontation; again, | am
3 interested in your perceptions on this matter and if we need

4 to be concerned about our nation's critical infrastructure.
5 I, again, want to thank the wtnesses for their service
6 and willingness to be here today, and | | ook forward to your
7 testinony.

8 Senator | nhofe, please?
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STATEMENT OF HON. JAMES | NHOFE, U.S. SENATOR FROM
OKLAHOVA

Senat or I nhofe: Thank you very nuch, M. Chairman.
G eat statenent. | appreciate that and for calling this
| nportant hearing to exam ne our posture of the U S.
Qperati ons Conmand and the U S. Cyber Comrand.

| also want to thank our wi tnesses for being here with
us today. They are the right guys for this hearing.

My top priority continues to be ensuring the effective
I npl enentation of the National Defense Strategy. W have
been tal ki ng about that at al nost every neeting that we
have. It prioritizes conpetition with China and Russi a,
whi | e mai ntai ning pressure on the global terrorist groups
like SIS, and | wll have sone specific questions on that
at question tine.

As | said on the floor on Tuesday, we need to match the
budget with strategy. It takes at least 3 to 5 percent real
growh in a defense budget above inflation. It doesn't | ook
like it is going to be easy to get to that point. W are
going to have to keep trying.

MIlitary advancenents and the expandi ng gl obal
anbitions by China and Russia i npose new and increasingly
conpl ex chall enges to our national security. |In addition to
growi ng their conventional mlitary capabilities, China and

Russi a are expanding their use of irregular warfare tactics,

800.FOR.DEPO
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i nvol ving cyber disinformation, proxying their forces, and
econom ¢ bl ackmai |l around the worl d.

They have proven these tactics are effective in places
i ke Ukraine, in Syria, in the South China Sea, and now t hey
are exporting themto Africa and to the Western Hem sphere.
As we di scussed before, this reality nmakes inpl enentation
of the irregular warfare annex to the NDS critically
inmportant. It also requires that Special Operations Forces
are organi zed, trained, and equi pped to conpete in this
domai n warf are.

At the sane tine, 1SIS and Al Qaeda have proven
resilient and still pose a threat. Hi story has shown us
wi t hout sustained pressure, that threat will grow. | think
we all understand that.

| understand that President Biden is reviewing the U S
counterterrorismpolicy, and according to nedia reports, has
i ssued interimguidance, requiring the Wite House to sign
off on operation, mlitary decisions that were previously
del egated to the DOD. And let nme be clear, | have serious
concerns with the decision to return to the Cbhana era
policies that tied the hands of our mlitary comranders and
made it harder to keep pressure on ISIS and Al Qaeda. |
expect this commttee wll be consulted often during the
adm nistration's review. | have talked to the President

about this and | believe that is going to happen.
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1 Anot her critical conmponent of inplenenting the NDS is
2 devel opi ng robust capabilities to counter growing threats in
3 cyberspace. The 2018 Cyber Strategy provides a roadmap on
4 how we are going to do this. Significant efforts have

5 occurred in recent years across the DOD to inplenent the

6 strategy and to build the capabilities of Cyber Conmand and
7 the cyber m ssion forces.

8 Today, | look forward to our witnesses' testinony in

9 addressing this critical, these problens that are out there,
10 and we are going to do all that we can to try to solve that.
11 So, | appreciate this hearing and | think we will all

12 benefit fromit.

13 Thank you, M. Chairman.

14 Chai rman Reed: Thank you, Senator | nhofe.

15 M. Maier, please?
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STATEMENT OF CHRI STOPHER P. MAI ER, ACTI NG ASSI STANT
SECRETARY OF DEFENSE FOR SPECI AL OPERATI ONS AND LOW
| NTENSI TY CONFLI CT

M. Mier: So, good norning, Chairman Reed, Ranking
Menber | nhofe, and distingui shed nenbers of the commttee.
Thank you for the opportunity to testify on our gl obal
posture for America' s Special Operations enterprise.

I would also |like to thank Congress and especially this
commttee for its strong support for the SOF community and
its mssion. | amhonored to testify al ongsi de General
Cl arke and General Nakasone, who have dedicated their
careers to safeguardi ng our nation from conpl ex and
unconventional threats.

I would like to begin by acknow edgi ng the service and
sacrifice of our Special Operations soldiers, sailors,
airmen, Marines, and civilians. Although SOF nmake up only
about 3 percent of the joint force, over the past few years,
this comunity that has bore over half of all U S. conbat
casualties. Many nore have sustained life-altering injuries
and suffer psychol ogical trauna.

As we | ook forward, Secretary Austin has outlined his
three principle priorities for the Departnent of Defense.
Those are: defend the nation, take care of our people, and
succeed t hrough teammork. The SOF conmunity will neasure

oursel ves agai nst these priorities.
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Representing just 2 percent of the overall DOD budget,
SOF played an essential role within the joint staff in
advancing nultiple strategic priorities for the Departnent
and the nation. W continue to adapt the unique
capabilities and probl em sol ving experti se of our speci al
operators through the chall enge of great power conpetition
with Russia and China, while strengthening the alliances and
partnershi ps that enhance our ability to conpete.

As we innovate to conpete nore effectively bel ow the
| evel of armed conflict, we recognize that our
counterterrorismoperations, while still critical to protect
the Anericans fromthe likes of I1SIS and Al Qaeda, nust
becone even nore sustainable and focused on the nost
pressing threats to our citizens and interests.

Enhanci ng the readi ness and resilience of our SOF
warriors and their famlies remains a top priority. Despite
the COVI D-19 pandem c, SOF have continued to maintain a high
| evel of operational readiness. W remain focused on and
are maki ng progress in easing the strain of high rates of
over seas depl oynents.

| ook forward to working with you and your staff to
collectively continue to build the resiliency and cul ture of
this comunity that has given so nuch in protecting us for
nearly a generation.

| also remai n concerned about 1 ncidents of serious

800.FOR.DEPO
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noral and ethical failings within the SOF community, a
concern | know Ceneral C arke shares. | comend him and
Speci al Operations Command for |eading a conprehensive
review of SOF culture and ethics | ast year.

Cvilian-mlitary partnership on all of these issues
remains a key priority for nme and ny team In response to
Secretary Austin's challenge to us, we are also commtted to
enhanci ng diversity within the SOF conmunity. As we conpete
agai nst different and nore capabl e adversaries, a nore
di verse force enpowers us to draw upon broader perspectives,
different-lived experiences, and new i deas.

Finally, we recognize the strong interest in Congress
In enpowering civilian | eadership in the Departnment. W
appreciate legislation in the nost recent National Defense
Aut hori zation Act to codify and strengthen ASD/ SOLIC s role.

It is our collective duty to ensure these reforns neet your
intents and serve the interests of the Departnent and the
men and wonen of our SOF community.

M. Chairman, | would Iike to conclude by thanking the
commttee, again, for its strong support for our Speci al
Qperations team Thank you for the opportunity to testify.
| ook forward to your questions.

[ The prepared statenent of M. Mier foll ows:]

800.FOR.DEPO
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1 Chai rman Reed: Thank you, M. Mier.

2 General O arke, please?
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STATEMENT OF GENERAL RI CHARD D. CLARKE, USA,
COMWANDER, UNI TED STATES SPECI AL OPERATI ONS COMVAND

General d arke: Chairman Reed, Senator | nhofe, and
di sti ngui shed nmenbers of the commttee, thank you for the
opportunity, and | am honored to testify with M. Chris
Mai er and General Paul Nakasone. Also joining nme is Chief
Greg Smth, ny command senior enlisted | eader. Geg marked
his thirty-first year in uniformthis nonth and I am
t hankful for his continued counsel and | eadership as he
represents the al nost 50,000 enlisted operators in our
force.

USSOCOM our structure, our authorities, and our
purpose are the direct outcone of Congress and, in
particular, this conmttee. W strive to honor Congress'
vision by training and enploy the world' s finest Special
Operations Force, a teamthat is inclusive and professional,
suprenely conpetent and trusted, and reflective of Anerican
diversity and values, and nost of all, commtted to our
constitutional oath.

The incredi bl e wonen and nen of this command enpl oy
their unique skills globally, fully integrated with the
joint force, and aligned with national priorities. SOF
continue to detour and disrupt persistent threats by
terrorist and extrem st organi zations. Twenty years of this

fight have honed our capability and, nost inportantly, our
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resol ve.

W remain oriented on these threats with approaches
that are both, effective and sustainable, to defend the
honmel and and our Anerican people; additionally, we are well -
postured wthin the joint force to conpete agai nst maligned
state influence. SOF provide unique value in this critica
endeavor .

Bel ow the | evel of arnmed conflict, SOF teans support a
wi de range of U. S. policy objectives and generate options to
counter China, Russia, and other conpetitors. Oten, our
activities to counter violent extrem st organi zati ons have
tangi bl e, derivative value to counter terrorist, extrem st
or gani zati ons.

As SOF forged partnerships and built partner capacity,
we gain access, placenent, and influence in contested
regions. Should future conflicts arise, our nodernization
priorities will provide interoperable forces that are able
to win as part of the joint war-fighting concept.

Your continued support and the vital trust of the
Anerican people allow this command to support the nation now
and prepare for the challenges of tonorrow. Today, as we
sit here, nearly 5,000 special operators stand vigilant in
al nost 60 countries. Their commtnent to American security
and prosperity is inspirational, and their enthusiasmto

| earn, adapt, and serve is infectious.

15
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1 It is nmy honor to lead themand | | ook forward to
2 answering your questions.

3 [ The prepared statenent of Ceneral O arke follows:]
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1 Chai rman Reed: Thank you very much, General J arke.

2 Gener al Nakasone, please?
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STATEMENT OF GENERAL PAUL M NAKASONE, COMVANDER,
UNI TED STATES CYBER COMVAND; DI RECTOR, NATI ONAL SECURI TY
AGENCY; AND CHI EF, CENTRAL SECURI TY SERVI CE

Gener al Nakasone: Chairman Reed, Ranki ng Menber
| nhof e, and di sti ngui shed nenbers of the conmttee, | am
honored to be here and to testify beside Acting Assistant
Secretary Maier, and ny good friend, General Rich Carke. |
am j oi ned today by CYBERCOM s senior enlisted |eader,
Command Ser geant Major Sheryl Lyon.

Entering our Arny as an Arab |inguist, Conmand Sergeant
Maj or Lyon's 30-year career with airborne, special mssion,
and intelligence and cyber units nmakes her uni quely
gualified to serve as USCYBERCOM and NSA' s senior enlisted
| eader.

Over the past year, | enphasized the inportance of
defending the election against foreign interference. Wth
did this through the El ection Security G oup, a conbined
teamfromU. S. Cyber Command and the National Security
Agency. We built on the |lessons fromearlier operations and
honed partnerships wth the Federal Bureau of Investigations
and Department of Homel and Security's Cybersecurity and
Infrastructure Security Agency, sharing information with
t hose who needed it as fast as possible.

W al so worked with the National Guard Bureau to create

a mechani smthat enabled Guard units to share i nformati on

18
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about incidents quickly, easily, and uniformy.

U. S. Cyber Command conducted nore than two dozen
operations to get ahead of foreign threats before they
interfered or influenced our elections in 2020. Three
points stand out to me. First, U S Cyber Command nust be,
and is, able, ready, and willing to act. Second,
USCYBERCOM s partnership with NSA renai ns the foundation of
our success. And thirdly, we enable our donestic industry
allies and partners by providing critical-threat information
and insights which inprove their ability to act under their
uni que authorities.

| am proud of the work the Conmand and the El ection
Security G oup perforned as part of a broader governnent
effort to deliver a safe and secure 2020 el ecti on.

CYBERCOM i s building on a recent guidance fromthe
Departnent seeking to pronote readi ness, inprove training,
and attract and retain high-end talent. Regarding
readi ness, CYBERCOM is inproving its ability to nonitor the
status of forces provided by the services down to the team
m ssi on el enent, and even individual |evels.

CYBERCOM i s expandi ng, enhancing the training that our
personnel receive.

As the trail blazer for the Departnent of Defense's
Cyber Excepted Service, the Command benefits fromflexible

hiring authorities to recruit civilian talent. Even with
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COvVID-19 inpacts and | engthy security-cl earance tinelines,
that inpact to the entire Departnent, CYBERCOM has offered
and was able to attract a nunber of high-end talent to our
force.

Diversity is what nmakes us better. Extrem smcan tear
us apart. Last week at Cyber Command, we held a Secretary
of Defense-directed stand-down day. Extrem sm has no pl ace
in the Armed Services and nust not be allowed to affect our
cohesion or inpact the security of the United States.

At CYBERCOM | have strived to cultivate an environnment
where personnel are enpowered to report abuses and reject
participation in activities that denean or harass their co-
wor kers or neighbors. W owe it to ourselves, our
wor kf orce, and our nation to set and be the exanple.

In closing, the cyberspace environnent has changed
significantly over the past 10 years. Adversaries are
denmonstrating a changed-ri sk cal culus. They are undert aki ng
mal i gned activities in cyberspace at greater scope, scale,
and sophistication. They desire to take on the U S. and
cyberspace below the | evel of arnmed conflict.

To defend our securities and our interests in this
environnment, U S. Cyber Command nust continue to adapt,

I nnovate, partner, and succeed agai nst such adversari es.
The nmen and wonen at Cyber Conmand are truly grateful for

the support this commttee and Congress has given to our
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1 conmand.
2 Agai n, thank you for your support, and |I | ook forward
3 to your questions.

4 [ The prepared statenent of Ceneral Nakasone follows:]
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Chai rman Reed: Thank you very nuch, General Nakasone.

Let me nake a few points as rem nders. Again, at
10: 45, we are scheduled to have floor votes and we w | |
continue the hearing as we go back and forth and vote.
There is a closed session after this hearing in SVC 217 and
we will, as soon as we conclude, go to SVC- 217.

This is a hybrid hearing, so the questions will be by
seniority, not by arrival tinme, 5-mnute standard questi ons,
and pl ease nute your mcs so that we can have no disruption
of the questioning.

M. Mier, again, what is the status today of the
Departnent's efforts to enpower ASD/ SOLI C and what
addi ti onal resources or authorities do you believe we need
fromthe Congress?

M. Maier: Thank you, Chairnman.

So, the current status is one that is SOLIC, as a
st andal one organi zation, both its policy conponents and its
service secretary |like our 922 conponent outside of OSB
policy, Secretary Austin and Deputy Secretary Hi cks are re-
| ooking that to see if that continues to nmake sense.
think one of the potential options is to determne a way to
better integrate the policy conponents that were renoved
from SOLI C towards the end of the | ast adm ni strati on, back
nore integrated into policy, but under no circunstances, am

| aware of any COAs that are being discussed that would
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renmove the service secretary-like responsibility from
remai ning a principal staff assistant and a directory port
up to the Secretary of Defense. So, | think your

| egi sl ati on has been very clear on that point.

As to progress to date, we continue to nmake progress, |
think, on building the capability, in many cases, in the
formof expertise and people, on the conponents in that
adm ni strative chain of coomand. So, the SSO or
Secretariat for Special Operations, that was explicitly
directed in the 2021 NDAA is sonething we built to about 40
people at this point and it includes a cross-section of
experts fromthe budgeting world, the legislative world, the
acqui sitions world, really, the, if you will, the nascent or
core group of people that wll performthat service
secretary-1ike function.

But we are not at the point, Chairman, of irreversible
nomentum at this point and we are not at the point of having
sonething that is probably sufficient to do the rol es that
have been described in nultiple NDAAs at this point.

The last thing I will say is, | do think the
relationship with Special Operations Command is very strong.
One of the things that General Carke and | benefit from of
havi ng worked together on nultiple occasions in the past,
and | think that |eadership connection helps to ensure our

staffs are proceeding in that direction of coll aboration,
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partnership, and civilian-mlitary relationships.

Chai rman Reed: Thank you very nuch.

Ceneral C arke, let ne, again, commend you from
conducting the review of culture and ethics. These are
| ssues that every organi zation and, particularly, mlitary
organi zati ons have to confront. Sixteen reconmendati ons
were generated by the panel. Wthout going into detail on
every recomendation, can you highlight the key ones and the
overall status of those recomendations, inplenentation-

W se.

General O arke: Yes, sir, | can, if | can get the m ke
working. Sir, the primary finding, as you pointed out, was,
in fact, that the focus on overenpl oynent and m ssion
acconplishnment led to the detrinent in |eadership
accountability and discipline. To that end, with those 16
recommendati ons and the findings fromthat, our focus,
first, was to the overall enploynent and how nmany forces
wer e deployed as we | ooked at, and we conduct our own zero-
basel i ne review of forces enployed. And through that, have
reduced the approxi mate SOF enpl oynent by about 20 percent.

But we al so, probably npost inportantly, is reduced the
anmount of headquarters that were forward that put |eadership
forward, therefore, you didn't have the | eadership that was
back during the force generation so that the |eadership was

not engaged and present.
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The ot her specific aspects that we have | ooked at is
the training of our forces as they go through the various
pi pel i nes, but also our assessnents to inprove those. But
at the end of the day, Senator, it's about engaged
| eadership to reduce the anobunt of incidents that SOF has
had in the past.

Chai rman Reed: Thank you very nuch, GCeneral.

CGeneral Nakasone, Sol arWnds, the Mcrosoft hack, they
don't appear to be the garden-variety type of back-and-forth
t hat we have seen from nation states.

Are we into a new era in which our adversaries are
conducting nore and nore aggressive attacks that are
designed to be just short of a redline that would trigger
sone type of conventional response? Are we in new terrain?

CGeneral Nakasone: Chairman, | think that, as you point
out, what we have seen from both, the Sol arWnds and the
M crosoft intrusions, is an increasing |evel of
sophistication. This is a scope, a scale, a |evel of
sophi stication that we hadn't seen previously. This isn't,
simply, you know, email phishing attenpts; this is the use
of supply chain or this is the use of vulnerabilities we
hadn't seen before.

In ternms of this changing risk cal culus for our
adversaries, their intent, obviously, we continue to

nonitor, but for us, | think it is the Carion call for us
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to look at this differently. How do we ensure we have, as a
nation, both the resiliency and the ability to act agai nst
t hese types of adversaries?

Chai rman Reed: And we have structurally a gap between
our civilian authorities and our mlitary authorities that
I s being exploited by our adversaries?

General Nakasone: Chairman, for both of the
i ntrusi ons, what we have seen, | think | would point out
woul d be two critical areas that we need to address as a
nation. First of all, as you point out, it is not the fact
that we can't connect the dots; we can't see all of the
dots. So, ny authorities and ny responsibilities, both as
the commander of U. S. Cyber Command and as the director of
the National Security Agency, are rightly outside of the
country.

But in terns of internal to our nation, our adversaries
understand our policies and our laws and the timng to be
able to use our infrastructure to achi eve access to these
conpani es and have an i npact.

Thank you very nmuch, Ceneral.

Senat or | nhof e?

Senat or I nhofe: Thank you, M. Chairnman.

I am going to go back to a couple of things that |
referred to in nmy opening statenment, and | know that, M.

Mai er, in your opening statenent, you addressed this. |
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would like to have a little nore detail and maybe aimthis
at both General C arke and at you.

We all understand what history has taught us, that if
we take our pressure off of the terrorist groups, they are
going to rebuild and threaten and all that, so things have
to be done at the sane tine. And the two things that | am
concerned with still, and specifically getting into
resources and capabilities, trying to bal ance the NDS, and
of course we know what we are supposed to be doing there,
the requirenments to nodernize our forces to conpete with
China and Russia, that is on one hand, but against the need
to maintain the pressure on I SIS and Al Qaeda, especially in
pl aces |ike Afri ca.

So, do you really think that you have the resources
necessary to acconplish both of these?

And this is a place where you would want to cone to,
because if you don't, we need to know about it. Wuld you
respond to that in sone detail

M. Maier: Ranking nenber, yes, | very much agree with
the idea that we have got to be able to do both and as |
think General Clarke referred to, in sone cases, we can do
both wwth the sane forces, but in a lot of cases, we can't.

I nmean, in the case of Sonmlia, there were, as you
know, a | ot of changes nade over the |ast few nonths,

I ncl udi ng noving forces out and there is a policy-review

27
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underway now, | ooking at not only that decision, but how we
ultimately posture our forces to ensure we have the right
capabilities there and in other places.

And | think one of the benefits of the beginning of a
new adm ni stration is, there are a nunber of posture reviews
and a | ot of assunptions are underway. And one of the key
el ements of that is just as you described, how do we wei gh
the need to continue to protect the Anmerican public,
citizens, our interests against the Al Qaedas, and ISIS, and
their affiliates that are still out there, even as we | ook
to, in sone cases, change our capabilities or our posture or
our focus towards the peer conpetitors that we face.

So, this is sonething that | think I would be happy to
drill down in nore specifics as we go issue by issue or
pl ace by place, but | think ny take on this is the
counterterrorismfight is not over. The NDS says that, and
| think that has been reinforced in the early reviews coning
out of these policy reviews.

Senator Inhofe: Ckay. Now, General C arke, do you
essentially agree with this?

CGeneral d arke: Senator, | --

Senat or I nhofe: Ckay. Well, | think we have a m ke
probl em t here.

But et ne go back. You brought up Somalia. Now, this

t aki ng sone of our resources out of Somalia, going into
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Kenya and sonme ot her areas, that was actually a policy of
the previous adm nistration and | disagreed with it at that
tinme.

Now t hat we have already done this, M. Maier, what is
your feeling now, was that the right nove or was that not
the right nove? Wat kind of results are we getting now?

M. Miier: So, Ranking Menber, | think we have a
revi ew underway right now that is weighing all of this. |
think fromnmny perspective, there is probably significant
downsi des to the pull-out fromthe perspective of cost and
effectiveness, but that is ny initial |ook, and this wll
have to be an interagency | ook, but that is sonething that
I s being | ooked at both, fromthe counterterrorism
perspective and the broader, regional objectives we have in
the Horn of Africa.

Senator Inhofe: Well, | would like to be in on that
because | was pretty outspoken when that decision was nade
and | would like to see how we are doing on that.

Thi s was brought up already by the chairnman, addressing
Sol ar Wnds cyberattack, did the Chinese hack into M crosoft,
and all that. W know those problens are there.

DOD began building a total of 133 CMF teans in 2012 and
reached full operational capacity wth over 6,200 cyber
personnel in May of 2018.

General Nakasone, SolarWnds and M crosoft Exchange
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cyberattacks denonstrate we are vul nerable, we have
vulnerabilities out there. What authorities or resources do
you need, again, it is kind of the sane question | asked M.
Mai er, what resources do you need to acconplish what we have
to acconplish, because this is the place you go to for

resour ces.

General Nakasone: Ranking nenber, thank you very nuch
for the question.

I think, first of all, just taking a step back, we as a
nation right now, are taking a very hard | ook at both of
these intrusions. | think there are two gaps that are being
addressed right now that have to be addressed and one of
themis this idea of information sharing. These attacks
took place within the United States, these intrusions, and
there are, right now, |egal barriers and disincentives for
the private sector to share information with the Governnent.

W have a difficulty, as a governnent, understandi ng
the totality of the actual intrusion, so that is being
wor ked. And the second piece is, as | nentioned to the
chai rman, we have an inability to see everything. So, we,
as U S. Cyber Command or the National Security Agency may
see what is occurring outside of the United States, but when
It conmes into the United States, our adversaries are noving
very quickly. They understand the | aws and the policies

that we have within our nation, and so they are utilizing
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1 our own infrastructure, our own internet service providers
2 to create these intrusions.

3 The resourcing of U S. Cyber Conmand right now to

4 include the 133 teans has been instrunental in us being able
5 to have an ability to act. And, certainly, we are | ooking
6 as a departnent, if further gromh is necessary, we w ||

7 cone back to the commttee if that is a requirenent.

8 But I would say the first two pieces, being able to

9 identify and being able to fix those areas, are part of the
10 resilience of the nation that has to be addressed.

11 Senator I nhofe: Ckay. That is very good.

12 My tinme has expired, but we are interested and is it a
13 work-in-progress right now and you are maki ng headway, |

14 assumne.

15 Thank you very nuch, M. Chairman.

16 Chai rman Reed: Thank you, Senator | nhofe.

17 Senat or Shaheen, pl ease?

18 Senat or Shaheen: Thank you, M. Chairnman, and thank

19 vyou to each of our wtnesses.

20 General Nakasone, | want to congratul ate you on the

21  work that Cyber Conmmand did on the elections in 2020 and

22 your also nentioning of the National Guard. The Guard in
23  New Hanpshire were very hel pful in securing our election

24  there.

25 But as you point out, we still have chall enges ahead
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and the Defense Intelligence Agency's defense intelligence
of ficer for Cyber, Janes Sullivan, recently asserted that

Russia right nowis clearly ahead and the nore aggressive

and practiced operator in information operations.

So, how should we, do we need nore authorities to all ow
Cyber Conmand to respond to what is happening in Russia?

You tal ked about the gaps between the private sector
and the public sector. Do we need cyber securities, soneone
who is going to coordinate the activities on both, the
def ense side and the private sector side?

What el se do we need to do in order to respond to this
t hreat ?

General Nakasone: Senator, | think there are two
pieces that are really inportant for us to continue to focus
on regarding the threat. First of all, as | nentioned, the
resiliency piece. W can have all the capabilities that we
want, all the teans that we want, but if there is a hole in
t he bucket, and we are filling water, and the water is
com ng out faster than we can fill it in, there is a
problem And that is the analogy | would use in terns of
our resiliency right now W have to be able to see what is
happening in terns of the broad depth of our nation.

The other piece is that we shoul d understand what our
adversaries are doing. They are no |onger just |aunching

their attacks fromdifferent parts in the world. They
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understand that they can cone into the United States, use
our infrastructure, and there is a blind spot for us not
being able to see them Those are critical pieces.

The other piece that | would conme back, in terns of
your information operations question, that is sonething that
both General C arke and nyself have taken on, and | think
that you rightly point out that there is work that we have
to do here. W have done a trenendous anmount in terns of
under st andi ng and operating agai nst adversaries to our
el ection, but now we are in the area of great power
conpetition. Is it the ability for multiple conbat and
commands, not just U S. Cyber Command, but our geographic
commands | i ke European Comrand and | NDOPACOM Conmand and
U. S. Special Operations Conmand to harness the abilities
that we have collectively against adversaries that are using
I nformati on agai nst us.

Senat or Shaheen: So we have had, | renmenber severa
years ago we had a discussion in this commttee about
whet her cyberattacks were an act of war and at what point we
shoul d consi der them an act of war and we never resol ved
t hat di scussi on.

Is that a discussion we should get back to and shoul d
we change policy, with respect to cyberattacks on the United
States?

CGeneral Nakasone: So, that is obviously a policy
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1 question that | would | eave to, you know, the policy experts
2 in the Departnent of Defense and the adm nistration.

3 In ternms of ny role in being able to ensure that the

4 nation has capabilities and capacities, what we are focused

5 on is ensuring we understand our adversaries, understand

6 what our adversaries are attenpting to do, and having the

7 capabilities and the capacity to be able to get after those

8 adversari es.

9 Senat or Shaheen: Thank you.

10 | would argue, M. Chairman, that we should revisit

11  that discussion in this conmttee.

12 Ceneral Clarke, there is a |ot of debate right now

13 about whether according to the agreenent we nmade in

14 Af ghani stan with the Taliban, that we should w thdraw our

15 troops by May 1 and | have been an opponent of doing that

16 because | question whether we have the capacity right now

17 within the Afghan forces to be able to respond to the

18  Tal i ban.

19 Can you give us an update on where you think the Afghan
20 security forces are in terns of their ability to respond to

21 the threat.

22 General O arke: Senator, | was recently in Afghanistan
23 and net with the head of their new, what they have stood up

24 as a joint special operations command. While progress has

25 Dbeen nade, and | found a very dedi cated conmander in General
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Aziz, | think one of the capabilities that the U S. provides
for the Afghans to be able to conbat the Taliban and ot her
threats that reside in Afghanistan are critical to their
success.

Senator Shaheen: | find it particularly troubling that
vi ol ence has increased on the part of the Taliban and in the
| ast coupl e of nonths, we have had directed assassi nations
against civil society |leaders in the country in a way that
Is clearly designed to take out the potential for |eadership
in the country if western forces w thdraw.

Do you think that presents an added risk to
Af ghani st an?

General C arke: Senator, it is clear that the Taliban
has not upheld what they said they would do and reduce the
violence. Wile, on the positive side, they have not
attacked U S. forces, it is clear that they took a
del i berate approach and i ncreased their violence since the
peace accords were signed.

Senat or Shaheen: Thank you.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Shaheen.

Now, via Webex, Senator Fischer, please.

Senat or Fischer: Thank you, M. Chairnman, and thank
you gentl enen, for being here today.

General Nakasone, | recall the 2015 Rose Garden

35
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announcenment with President Gbama and President Xi that a
comon under st andi ng had been reached to halt China's state-
sponsored cyber theft of intellectual property. Over 5
years later, how would you assess that conm tnent and has
China's actions matched its words?

CGeneral Nakasone: Senator, based upon what | have seen
over the past several years that | have been in command of
U.S. Cyber Conmand and as the director of NSA | have seen
t he Chi nese continue to utilize cyber activities belowthe
| evel of arnmed conflict to steal our intellectual property,
to steal our personal identification, and at tines, attenpt
to influence our popul ous.

Senator Fischer: More specifically, did this agreenent
have any i npact on cyberattacks agai nst our defense
i ndustrial base?

General Nakasone: Senator, if I mght, | wuld like to
take that question for the record just because we are
| earni ng things every single day and | want to make sure
that it is a ful some answer.

Senat or Fischer: Oay. Thank you.

What | essons have you | earned fromthe experience,
especially on how we can reduce this hostile cyber activity
that we are seeing in cyberspace?

CGeneral Nakasone: So, | think the first | esson is that

we should all take this as a wake-up call. That this is not
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busi ness as usual, as the chai rman had nenti oned.

These are adversaries that are operating with increased
sophi stication, scope, scale, and I nentioned sophistication
of what they are doing.

The second piece is that this is about partnerships for
us as a nation. How do we drive a better partnership
bet ween what the public needs and what the private sector
can offer?

That information sharing that | nentioned is really
critical for us to have success in the future.

And then the last piece is that we truly need to | ook
at the ability for us to see ourselves and right nowit is
difficult for us to see oursel ves because we have
adversaries that are comng into our nation and being able
to utilize our infrastructure very tinely and very
effectively agai nst us.

Senator Fischer: Thank you, General.

Ceneral C arke, your predecessor testified that, quote,
our effectiveness over the |ast 15 years does not
necessarily equate to success agai nst near-peer conpetitors.

W al so require urgent investnments in capabilities
necessary for denied battlefields of the future. This

I ncl udes subnersibles, terrain-follow ng avoi dance and all -
weat her radar, advanced el ectronic attack capabilities,

count erneasures, and precision nunitions. W nust enhance
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our effectiveness in partnership with these services, end
quot e.

Do you agree with that?

CGeneral Clarke: Senator, | do agree with that and |
will tell you since General Thomas, ny predecessor, made
t hose remarks, SOCOM has been on that path to, in fact,
ensure that we are cenenting things in place that will allow
our force to noderni ze for both, conpetition and for future
conflict.

Senator Fischer: Wat progress has SOCOM nmade in
devel opi ng these hi gher-end capabilities?

CGeneral d arke: Senator, both teamw th both, academ a
and with industry. W are nmaking sure, first, that we are
not procuring capabilities that can't be used in a
sust ai nabl e extrem st fight, but that can also be used in
near - peer, and we are focused very highly on next-
generation, ISR nobility, and putting a significant anount
of effort into data and our networks to ensure that we have
precision strike and effects into the future.

Senator Fischer: In light of the priorities that have
been laid out in the NDS, how is SOCOM bal ancing its
I nvestments to operate agai nst those near-peer conpetitors,
| i ke China and Russia, wth efforts to fulfill its globa
counterterrori smrequirenments?

And | would like to know where, if you could answer
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that, and then let ne know where you are willing to accept
risk.

Ceneral C arke: Senator, first, on the acceptance of
risk, intel drive ops, and where we put our focus on are
t hose nost virulent threats, you know, that could actually
come back to our honeland and the persistent threat against
threats like Al Qaeda and | SIS and t hose networks.

But then as we have | ooked at those sustainable
capabilities against those threats, what el se can cone back,
and that goes with both access and pl acenent in other
countries around the gl obe where counterterrorismcan al so
equate to great power conpetition in soneplace |ike the
Phi |l i ppi nes where our access and placenent in hel ping the
Filipinos fight 1SIS allows us, also, to be involved in
great power conpetition.

Senator Fischer: Thank you, General. Thank you both
very nuch.

Thanks, M. Chair man.

Chai rman Reed: Thank you, Senator Fischer.

Now, |et nme recognize Senator Gl |ibrand via Wbex.

Senator G llibrand: Thank you, M. Chairnan.

First, for CGeneral O arke, we entrust the speci al
operations conmmunity with sone of our nost inportant
m ssions and they have truly been the tip of the spear over

the | ast decade. And | wonder if these units are not being
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overtaxed or undersupervised. |In recent years, we have
heard troubling stories about SEALs and Marine Raiders, a
murder of a Green Beret, and allegations of war crines by
Navy SEALs.

So, first, should we be nore concerned about good order
and discipline problens in this conmunity and, second, even
I f these cases are being prosecuted appropriately, are we
taxing the operators with too heavy a | oad?

The chronic stress of these m ssions | ead to post-
traumatic stress, anxiety, and other nental health
chal | enges.

And, third, are you adequately resourced to provide the
necessary nental health treatnent for these servicenenbers
and their famlies?

CGeneral Clarke: Senator, the itens that you bring up
are exactly why | directed | ast year a conprehensive revi ew
to l ook at our forces. And while, yes, | do believe that we
are overfocused on enpl oynent and m ssion acconplishnent, |
do believe that through that conprehensive review, we have
taken a hard | ook at ourselves and are nmaking the corrective
steps to ensure, | think nost inportantly is that we have
t he engaged | eadership present throughout the force at the
right tinme to reduce those incidents fromoccurring that
have been hi ghli ght ed.

I think one specific area that you nmentioned which is
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i mportant, is in the resources in our preservation of the
force and famly, which Congress allocates to us, today,
nore than 40 percent of our manpower that is associated with
that is actually going to the cognitive and, nost

I nportantly, the psychol ogical efforts to ensure that our
speci al operators and their famlies are cared for.

Senator G Illibrand: Thank you.

M. Maier, as you know, the current special operations
force structure is largely derived fromcounterterrori sm and
foreign internal defense operations in lrag, in Afghanistan.

Do you think that this structure has created gaps in
Speci al Qperations' capabilities to wn against gl obal
rivals Iike Russia or China?

M. Maier: Senator, | think it has and | think that
has been recognized, and I think that is where we are | aser-
focused on closing that gap. And whether that gap is, as
General C arke alluded to, having higher-end capabilities
that is nore data-driven, nore technol ogy, nore cutting-
edge, but also at the sane tine, as has al ready been
hi ghl i ghted, being able to do our counterterrorism m ssion
i n a sustai nabl e fashion and reap sone of the benefits of
those partnerships that give us, frankly, an asymetric
advant age over our peer adversaries, because we do work with
so many countries in so many different ways.

So, this is absolutely sonmething that | think the NDS
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has hi ghlighted for us and within the SOF enterpri se,
continue to be very focused on.

Senator G llibrand: Thank you.

CGeneral Nakasone, | really appreciate your |eadershinp,
and it was great to see you last week. | want to talk a
little bit about sort of where we are, because in February
2020 when you were at a hearing, you said that you were
under st andi ng our adversaries better than our adversaries
understand thenselves. Well, obviously, we just had the
Sol ar Wnds hack. Experts estimate that maybe a thousand
sof tware engi neers executed that operation.

And so, what did we get wong? Wat do we need to do
to make sure we don't mss those kinds of assaults in the
future, and what do you propose to address long-term
concerns?

And, specifically, we tal ked a | ot about cyber
wor kf orce, about how to make sure we have the best and the
bri ghtest working for us so that we don't have intelligence
gaps like this in the future.

CGeneral Nakasone: Senator, with regards to our

adversari es and understanding them the conment | was maki ng

there was in reference to what we are seeing with their
el ection influence. But | agree wth you, we have to
under st and our adversaries better, particularly, given the

recent intrusions that are ongoi ng.
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Part of understandi ng our adversaries, though, is being
able to see our adversaries. And so, again, if we have a
probl em where we only see our adversaries when they operate
outside of their country and we don't see them when they
operate inside our country, it is very difficult for us to
be able to, as | say, connect those dots.

That is sonething that the adm nistration and obvi ously
others are addressing right now In terns of what we are
doing at U S. Cyber Command, we are very much focused on how
do we ensure that our capacity, our capability remains the
best in the world. And that get back to your point on
peopl e what we have | earned over the past couple of years is
that the services bring in incredible talent for us. W are
able to see these young soldiers, sailors, airnen, Mrines,
Coast Guardsnen cone into our force, train them but then
our great challenge is, how do we retain thenf

And that is sonmething that certainly | give a | ot of
attention to every single day, and it is retaining the best
of the people that we are able to bring in. Now, we have
been able to | everage a nunber of the authorities that this
comrittee has been able to generate for us, and so that is
one of the areas that we are focused on right now, so as we
continue to inprove being able to see the adversary inits
totality, we have the people that are able to apply,

obvi ously, the capacity and the ability to defend the
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nati on.

Senator Gllibrand: | would |like to work with the
commttee on getting you those authorities.

Chai rman Reed: Thank you very nuch, Senat or
G I 1librand.

Let me recogni ze Senator Rounds, please.

Senator Rounds: Thank you, M. Chairman.

Gent | enen, good norning, and | thank you all for your

service to our country. And | would |ike to thank your

famlies, as well, for their sacrifice, as you continue that
servi ce.
Ceneral Nakasone, | want to work through this issue a

little bit nore about whether or not we see our adversaries,
and | would |ike to just have a discussion with you. |
understand that you have always made it very clear in all of
our discussions that you are not here to tell us how to do
public policy, but in order to nake the public policy, we
really do need your professional advice in terns of what is
wor ki ng and what is not.

You have alluded to it a couple of tines today and |
would really like to flush this out. Right now, we have
provided the ability for Cyber Conmand to use cyber
activities as traditional mlitary activity, and so you can
wor k out side of a war zone, as long as it is not within the

United States. And our country has always said that our
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Arnmed Forces are not designed to be utilized within our
country; they are designed to be used outside and to defend
our country.

And yet now, we face cyberattacks where adversaries,
near - peer adversaries, Russia, China, Iraq, North Korea,
have figured out that because of the laws that we have in
pl ace to protect our personal privacy, that they are using
i nternet connections to literally get into the United States
and then to | aunch attacks probably fromsystens that are
found within the United States.

It seens to ne that nost Anericans woul d suggest that
I f we have the ability or we have a design to stop those
attacks, we either have to be able to defend forward, to go
on out to find themand to literally provide a very active
cyber defense outside in an offensive capability, or we have
to have the ability, as I think you are suggesting, to be
able to see inside of our own country and to find where they
are actually | aunching those attacks at.

And | want to take a few minutes here and just allow
you to expand on that and to share with us a little bit so
that we have a better understanding of what the public
policy challenges are that limt you fromthe ability to be
able to see our adversaries here wthin the country.

General Nakasone: Senator, thank you.

So, interns of ny authorities as both, the commander
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of U S. Cyber Command and the director of the National
Security Agency, | operate outside the United States, our
forces do. It is not just a matter of policy; it is also
law in terns of we, as a nation, rightly so, have a very,
very determ ned bal ance between privacy and security. So,
the authorities within the United States reside with the
Federal Bureau of Investigations and others to do that type
of surveill ance.

What | amidentifying right now, though, is our
adversaries understand that they can cone into the United
States and rapidly utilize an internet service provider,
cone up and do their activities and take that down before a
warrant can be issued, before we can actually have
surveillance by a civilian authority here in the United
States. That is the challenge that we have right now.

Now, | would, again, would offer that there are
probably a nunber of different ways that we can | ook at
this: whether or not it is greater public and private
partnership; whether or not it is, you know, laws in terns
of private sector, understanding who their custoners are.
But these are all areas that | think we, as a nation, have
to be able to address.

Senat or Rounds: Thank you, General Nakasone.

| just really think it is inportant that we share with

the Anerican public, this is not a case of where we are not
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technically adept. This is a case of where we have made

| aws that we think are correct and that we don't use our
resources, our mlitary uses within the United States, but
we do expect that our other |aw enforcenment capabilities are
able to coordinate and to rapidly assist you so that you can
go on out and find and take these fol ks out before they do
It again, so to speak.

Is that a fair way of looking at it?

Gener al Nakasone: Senator, | would offer this is at
the heart of our Fourth Anendnent, and so being able to
obviously look at that in terns of why it is so inportant
that we have that right bal ance between privacy and security
that is maintained, so being able to address that,
obviously, is the challenge that we have going forward.

Senat or Rounds: Thank you, sir.

M. Miier, | just want to bring up an issue that |
think is really inportant. Secretary Mattis inplenented a
cl ose-conbat lethality task force in 2018. This was an
organi zati on dedi cated to providing resources and policy
solutions to the force who have accounted historically for
nearly 90 percent of all the casualties, yet constitute only
4 percent of the force, and receive only 1 percent of
I nstitutional investnents.

This has been and will remain as a very inportant

| egi slative priority for nmy office. Nevertheless, despite
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its noble goals, this task force has floundered in the
bur eaucracy over the last year and | would like to see it
get back on track.

Can you give nme your perspective on the need for an
effective cross-functional team such as this task force that
woul d be focused on our special operations forces, as well
as Arny and Marine and infantry units and their enablers.

And | know that | am 30 seconds over ny tine allotted,
so | am asking the question now, but | would ask if you
woul d respond for the record to that request.

M. Miier: Senator, | would be happy to.

Senat or Rounds: Thank you.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Rounds.

Now, | et me recogni ze Senator Kai ne, please.

Senator Kai ne: Thank you, M. Chair, and Ranki ng
Menber | nhofe.

And it is great to have these great public servants
before us. General Nakasone, | would |ike to begin with
you. First, just congratulations. | just have been so
i npressed with the work of Cyber Command over ny tine on

this conmttee both, in the 2018 el ection cycle and the 2020

el ection cycle, |I think that you have just done a
magni ficent job and | just wanted to state that up front.
Here is a concern that | have. | amon the foreign
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rel ations conmttee and I amthe chairman of the
subcomm ttee that oversees the Western Hem sphere. W had a
heari ng yesterday on sort of denocracy backsliding in the
Western Hem sphere, and one of the areas of concern is that
the next two years, 2021 and 2022 are kind of, | think one
of the witnesses described it as sort of an aval anche of
el ections or a tsunam of elections in Central and South
Anerica in nations where we are partners.

| spoke to the Col unbi an anbassador to the United
States recently and he tal ked about increasing cyberattacks
that they are suffering to delegitimze elections, to
pronote chaos and division. Mst of these cyberattacks seem
to emanate from Venezuel a, from probably Cuban or Russian
actors in Venezuela, and other nations in the region that
are aligned with the United States, are seeing the sane
thing. The Col unbi an anbassador to the United States asked
i f SOUTHCOM and CYBERCOM coul d be of assistance in this
significant wave of elections in the next couple of years.

And so, | wanted to ask you, we had our posture hearing
w th SOUTHCOM | ast week, what are you doi ng or what m ght
Cyber Conmmand do, together with SOUTHCOM to try to help our
allies in the region, avoid this escalating trend of
di sinformation that destabilizes Denocratic el ections?

General Nakasone: Senator, let nme begin by, first of

all, thanking the commttee. What you refer to our
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successes in 2018 and 2020 are based upon the work that this
comrittee did in the fiscal year 2019 NDAA to identify cyber
as a traditional mlitary activity. That allowed us to
operate outside of our networks. It allowed us to do things
| i ke hunt-forward operations, of which, we did 11 hunt-
forward operations in nine different countries for the
security of the 2020 el ection.

In terms of working with Adm ral Faller and SOUTHCOM
both the admral and | have discussed a series of countries
that are com ng up. W have worked together to identify
teans that can assist these countries to provide advice. W
know a | ot about what our adversaries are doing in terns of
i nfluence and interference when el ection cones to part. So,
we want to nmake sure that we share that with our allies as
wel | .

Senator Kaine: | think the U S. has played a good
role. EUCOM has played a good role with the NATO and
Eur opean nations wth, you know, cyber defense. It is often
centered in Estonia, a great center there of cyber defense,
and | hope that we m ght explore what we can do in the
Anmericas, as well. Thank you for that.

Senat or Shaheen asked sonme questions about war powers
that we have to grapple with and | am going to have one
guestion for each, General Nakasone and General d arke.

In the War Powers Resol ution, basically, it requires,

50
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and there is sonme confusion and sone good faith argunent
about the legality of portions of the 1974 War Powers

Resol ution, but it requires notice fromthe adm nistration
to Congress when the U S. mlitary is engaged in hostilities
or situations that can lead to hostilities.

And one of the things | have noticed on the conmttee
I's over time, even recently, we will get a notice letter
fromthe adm nistration, for exanple, about the strikes that
were carried out in Syria. |If ny nmenory is not playing
tricks on nme, | don't believe we have ever gotten a notice
| etter about a cyber, an offensive cyber action carried out
by Cyber Conmand.

Am | right about that?

Ceneral Nakasone: So, we do have a very strict
congressional notification that we do adhere to. | think we
had just recently had published a congressional notification
for the commttee. | wll go back and check, though, just
to make sure on that, Senator.

Senator Kaine: GCkay. It nmay be that it goes to sone
on intel or other commttees and may not go to all the
menbers of this conmttee, but | would like to explore that.

And, secondly, to CGeneral C arke, the War Powers
Resol uti on does have a reporting exception for deploynents
which relate solely to the supply, replacenent, repair, or

training of forces in a foreign nation. So, if we deploy

51

www.trustpoint.one 800.FOR.DEPO
Alders On. www.al dersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

52

forces to do those things, there is not a reporting
requi rement under the War Powers Resol ution and yet

soneti nes those activities, as in the sad case of the | oss

of four servicenenbers in Niger, | think it was in 2017,
they can lead to mlitary action and even loss of US. life,
and that is sonething, again, | just think we need to
grapple wth.

The notion of what hostilities mght be quite a bit
different than it was in 1974 when Congress drafted the
resolution and passed it, and it nmay require that we sort of
get into what is the current nature of hostilities and
warfare and grapple with that a bit.

And last, | wll just say to you, Ceneral O arke, not a
question, but thank you to you and Secretary Maier. The
special forces community is a really inportant and val ued
portion of our commonweal th and we thank you for the work
t hat you do.

And | wll yield back, M. Chair.

Chai rman Reed: Thank you, Senator Kai ne.

| would like to recognize Senator Cotton, please.

Senator Cotton: Thank you, gentlenen, for your
t esti nony.

Ceneral C arke, on January 20, President Biden and his
nati onal security advisor, Jake Sullivan, issued a

derivative that wthdrew authority to conduct certain
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mlitary operations outside of Syria, Iraq, and Afghani stan,
from our conbatant conmanders and reserved it to the Wite
House, itself.

Has that affected operati ons and Special Operations
Command, or is that sinply affecting our regional geographic
conmbat ant commands?

General C arke: Senator, | amaware of that, as it was
reported in the open-source. | would respectfully submt or
request that we tal k about that in a cl osed hearing.

Senator Cotton: Ckay. It has been confirned by the
Nati onal Security Council on the record, but | understand
t he hesitation.

Maybe | will ask M. Maier, do you know the probl em
that that decision was designed to solve, because it is not
apparent to ne what problemwas raised by having conbat ant
commanders or their subordi nate commands nmake the deci sion
to conduct mlitary operations outside of Afghanistan,

Syria, and Iraq. And let's just get down to brass tacks
here, we are talking primarily, | think Yenen, Somalia, and
the African Sahel .

M. Miier: So, Senator, | think it is neant to be an
initial review of this admnistration in the use of a series
of different actions that, again, we should probably talk
about it in closed session. But I think |like a lot of the

reviews that are underway, | already alluded to everybody on
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the commttee certainly knows about Afghanistan, Somali a,

t he posture hearings and reviews that are underway, those
are all part of an overall series of |ooking at what has
been done and whether this admnistration would continue to
proceed with those.

Senator Cotton: Ckay. W wll discuss it in the
cl osed session. Again, this has been reported and confirned
by the National Security Council

To make a point, | wll relay a story the past
President told me. | don't think he will be offended if |
share his thoughts. He said early in his adm nistration, he
was doi ng sone reading |ate one night and he got a call from
an action officer about approving a strike and his response
was, well, what do they expect ne to know about it? Don't
t hey have sone captain on the ground near this country that
has been following this target and knows that this is the
bad guy and that we should conduct this strike?

And | agree with that sentinent.

CGeneral C arke, | have the highest confidence in you
and in CGeneral MKenzie in Central Conmand and General
Townsend in Africa Conmand to know whether or not we shoul d
snoke a bad guy overseas. And that doesn't need to be
decided by civilians at the Wite House.

CGeneral Clarke, | want to turn to Special Operations

Command and sonet hi ng we di scussed in our visit yesterday,
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and | just want you to el aborate for us on the record here.

What specific changes in force design and capabilities
do you believe are necessary to attain the force that you
need to acconplish your mssion going forward and what do
you believe are the nost pressing of those needs?

CGeneral Clarke: Senator, in order for us to conpete
effectively in the future, we have to nodernize both, our
precision strike and ISR W particularly have to | ook at
data and data managenent so that the nost specific
requi rements enabled at the tip of the spear where our
operators are, so that they can quickly see and sense the
battl efield that they nmay have to be fighting in, into the
time of crisis.

And then we al so have to have encrypted and el ectronic
warfare capabilities so that our forces that could be
forward in a joint war-fighting capacity, reduce the
probability for themto be targeted. So, we are | ooking at
all of these, Senator.

|, personally, changed our nodernization priorities and
restructured sone of our funding to nodernize those
capabilities.

Senator Cotton: Thank you.

Ceneral Nakasone, in the tine we have renmaining, | want
to ask a question that may seemto be a boring bureaucratic

matter to some people watching, but it is an inportant
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guestion that this commttee has addressed in the past and
that the intelligence commttee has addressed, as well, and
that is the so-called dual-hat. |In addition to being the
commander of the Cyber Command, you are also the director of
the National Security Agency; is that right?

General Nakasone: That is correct, Senator.

Senator Cotton: And that is the so-called dual - hat
that you command this mlitary conbat conmand and al so that
you run an intelligence agency.

What do you think are the positive things that result
fromwearing that dual-hat?

Ceneral Nakasone: Senator, over the past 3 years, what
| have | earned as being both, the commander of U S. Cyber
Command and the National Security Agency is that the ability
for nyself to operate in both roles provides the nation,
speed, agility, and flexible responses to adversaries that
are increasingly nodernizing, getting quicker, and getting
nor e sophi sti cat ed.

W operate in a domain that changes rapidly and this
change is neasured i n weeks, perhaps nonths. Being able to
rapidly react to that, as we have been able to prove in such
things as securities of elections in 2018 and 2020, is
enpowered by that rel ationship.

Senator Cotton: Thank you. Thanks, gentlenen. | wll

see you in the cl osed session.
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Chai rman Reed: Thank you, Senator Cotton.

And |l et nme now recogni ze Senator King via Wbex.

Senat or King: Thank you, M. Chairman.

CGeneral Nakasone, a couple of quick questions about
your staffing. Wuld it help, in terns of recruitnent and
retention if you had the authority, as part of this process,
to forgive student | oans, would that be a factor that you
think m ght be effective in helping to retain and bring on
t he people that you need?

CGeneral Nakasone: Senator, certainly, that woul d.

And the services have that power as they recruit talent
for our force. W have utilized it also with our civilian,
but that is one nechanismthat we get feedback that is very
attractive to our workforce.

Senator King: The second specific question, we have
had a real backup problemin the past with the security-
cl earance process. |Is that inproving or has that been a
barrier?

| have heard of people that just get so di scouraged
t hey nove on even though they have been accepted for a
posi tion.

CGeneral Nakasone: Senator, it has inproved and it has
| nproved significantly over the past couple of years. |
appl aud the work that has been done by the Departnent toward

that, but even with that said, for those that operate at
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U.S. Cyber Conmand, it does require a full security
I nvestigation. So, there are tines that there are a
fraction of our workforce that takes | onger than others.

Senator King: | think that is sonething we have to
continue to work on, because we don't want to | ose good
peopl e who are naking the comnmtnent but can't set their
| ives aside for a year or nore for that process to carry-

f orwar d.

You used the term at one point, to change the subject,
you used the term"risk calculus.” You have used the new
authorities very effectively in the elections of 2018 and
2020 in terns of defending forward and engaging with the
adversaries in their systens.

Has that had a deterrent effect that you have observed,
do you believe that the adversaries are thinking tw ce about
sone of the things they may be planni ng agai nst us because
t hey know of the capacity that you have denonstrated?

General Nakasone: Senator, | continue to see our
adversaries operate rapidly in terns of being able to try to
operate below the I evel of arned conflict. W have
effectively gone frombeing a very static to a very active
force, as you refer to, to defend for the Departnent's cyber
strategy of 2018 and our instantiation at U S. Cyber Conmand
of persistent engagenent, how do you both, enable your

partners and act?
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W continue to do that. W are operating in a space
where our adversaries are not going to stop. They are going
to continue to |l ook for ways to steal our intellectual
property, to steal our identification, and to try to
I nfl uence our popul ous.

We, at the sane tine, have to be forward. W have to
be operating, and we have to be engaged with our
adversaries, and that is what has been ny focus over the
past coupl e of years.

Senator King: Well, would you agree that we need to
devel op a cyber doctrine, if you will, of declared
deterrents, because, as you say, they are going to continue
to do this until they have a risk calculus that tells them
that there will be a price to be paid that they are not
willing to undertake.

Ceneral Nakasone: So, certainly, Senator, the
pol i cymakers continue to ook at this type of doctrine and I
know that is being worked. From ny perspective or ny
responsibilities, I amvery, very focused on operationally,
how do we ensure that we can operate agai nst these
adversaries that continue to try to operate below the |evel
of arnmed conflict.

Senator King: | think there is one point that has been
di scussed repeatedly today that really bears a | ot of policy

di scussion, and that is the gap that you have identified
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1 where you aren't able, either in Cyber Command or NSA, to

2 operate within the United States, but our Vice President

3 Harris have learned that if they can hop and use a server or
4 an ISP in the US., they can evade your surveillance, and

5 then we have the FBI, as you nentioned. W are dealing with
6 the fundanental issue of protection of privacy.

7 But would you agree that this is a serious issue?

8 SolarWnds is a perfect exanple where they operated in
9 this country for sonething like a year, 9 nonths to a year,
10 and were picked up by the private sector, not by our

11  services.

12 So, | take it fromyour prior discussion, this is

13 sonething we really need to focus upon; isn't that correct?
14 General Nakasone: | do think we need to focus on it,
15 Senator. The only alteration | would make to it, it is not
16 necessarily that it is U S. Cyber Command or the National

17 Security Agency that needs to be doing this. | am saying
18 that the nation needs an ability to be able to see what is
19 going on within the United States.

20 Senator King: | agree. | amnot saying that it is

21  your job, necessarily, but what | amsaying is this gap is
22 an issue that we have to address and Sol arWnds points it
23 out .

24 | think one other point, and ny tine is expired, but

25 that needs to be enphasized is the relationship with the
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private sector. You have already nentioned that and that is
sonmet hing that we are going to be working on, | hope, in
this session of Congress. That is a key part of cyber

def ense.

Chai rman Reed: Thank you very much, Senator King.

Let me now recogni ze Senator Ernst.

Senator Ernst: Thank you, M. Chair.

Gent | enen, thank you very nuch for being here today and
for your command teans and, as well, the nen and wonen
Wi t hi n your commands.

CGeneral C arke, certainly, our Special QOperations
Forces is probably the nost capable mlitary elenent on the
face of the planet, and as well, General Nakasone, the nen
and wonen within Cyber Command have proven essential to us
over the past nunber of years. So, thank you very nuch for
bei ng here today.

M. Mier, | appreciate the opportunity to sit down
with you recently and discuss our SOLIC forces. W think it
is really inportant and General Clarke, as well. | wll
start the questioning with you. | appreciate you sitting
down a coupl e of weeks ago and visiting about our shared
commtment to the nmen and wonmen of SOF, so thank you

Senator I nhofe and Senator Fischer touched a little
upon sone of the gray zone activities where our SOF covers

down and we know how inportant that is. As we have seen
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counterterrorismactions in the past, and as we nove to, you
know, the near-peer conpetition under the guise of our
Nat i onal Defense Strategy, we understand there needs be a
little shift, but if you can, just reinforce how inportant

It is that we continue not only to adjust to that near-peer
conpetition with our special operators, but also to
continually focus on counterterrorismefforts.

General C arke: Senator Ernst, as you know, SOCOM has
to enable the joint force in both, crisis, conpetition, and
i f necessary, conflict. And in this space, there wll
remain that persistent threat and we have to prioritize
towards that persistent threat and that woul d be groups |ike
Al Qaeda and ISl S.

But there are SOCOM and SOF uni que capabilities that
can be used in conpetition that the rest of the joint force
doesn't have, and that could be things |ike undersea, seabed
warfare and only we provide, the strategic reconnai ssance
that our forces are extrenely capable of. And so, as we
| ook at that conpetition area and as we | ook to nodernize
our force for the future, those are the specific
capabilities that we will continue to work with this
commttee to nove forward on.

Senator Ernst: Thank you, sir.

And just as a remnder to this conmttee, as we are

| ooking at potentially flat budget for DOD in the future, we
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just need to understand the role that SOF plays, that SOCOM
has around the gl obe, and that we do get a | ot of bang for
our buck when it cones to the nen and wonmen wi thin your
conmand.

You know quite well that ny heart and soul is behind
POTFF and how i nportant it is. And I know, sir, the fifth
pillar of your command phil osophy is health of the force,
but we go back to the SOF truth that humans are nore
| nportant than hardware. And so, this is sonething that I
have | ong been invol ved in.

And if you could, please explain a little bit about
what your focusing on in the area of brain health.

General O arke: Thanks, Senator.

I think it is inportant that the entire commttee
under st ands when we started POTFF, we focused on the
physi cal, our nmen and wonmen who were physically wounded
where you coul d see the wounds, and in the |ast couple of
years, we have refocused those efforts towards cognitive and
t he psychol ogical, as we saw suicides go up. But then we
| ooked at the health of our force for 20 years of engaged
conmbat, and now we have put nore than 40 percent of our
resources and our capability specifically to the brain
heal th and the cognitive domain and the psychol ogi cal domain
to be able to ensure that our operators are both, physically

and nental ly capable. So, we baseline all of our operators
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1 wth their cognitive piece, so if there are reductions in

2 their capabilities, if they actually have sonme type of

3 concussive event, we can then go back later. W are working
4 wth industry academ a and even elenents |ike the National

5 Football League in this space so we can nake sure that we

6 take care of our operators.

7 Senator Ernst: Right. And | think it is just

8 inportant to stress that the investnent into these

9 activities is extrenely inportant for, again, the

10 preservation of our force. | have had the opportunity to

11  visit a nunber of those types of activities in Coronado with
12 Admral Geen a nunber of years ago, as we kind of dove into
13  behavioral health activities, as well as spiritual activity
14 is very inportant for our force, but then also the THOR3

15 facilities that are available for our nen and wonen of the
16 force and nmaking sure that they are physically strong and

17 capable of what is expected of them by the American peopl e.
18 So, again, I wll continue advocating on behal f of

19 SOCOM and | certainly appreciate your wonderful efforts.

20 Thank you, M. Chair. | yield back.
21 Chai rman Reed: Thank you, Senator Ernst.
22 Let ne recogni ze Senator Bl ackburn, via Wbex. Senator

23 Bl ackburn?
24 Senat or Bl ackburn: Thank you, M. Chairnman.

25 And General Carke, thank you for the tine and the
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conversation yesterday. W tal ked about 40 percent of
SOCOM s forces are aligned to support the great power
conpetition fight. That is a big increase. So, for the
record today, | would like for you to tal k about the
resourci ng standpoi nt of what do you need fromthis
comrittee in terns of authority; advocacy, what do you need
to engage in near-peer conpetition fromBeijing; and then
let's talk a little bit about the posture that SOCOM has to
counter these nefarious activities fromthe CCP and where
you are positioned there.

| think you can really do nore with a | ower doll ar
anount than the regular force, so | would |ove to just get
your conments for the record.

Ceneral C arke: Senator, thank you.

You know, as pointed out, with about 2 percent of the
Departnent of Defense budget, | think we are a very good
return on our investnment, with about 3 percent of the force.

And the continued resourcing, specifically, you know,
for SOCOM so that we can nodernize in this area, where we
can provide unique capabilities for our forces is critical.

W have to bal ance both, operations readi ness and
noderni zation. And the continued support of this commttee
remains critical.

As we | ook at, you specifically asked about our

enpl oynent and our capacity at 40 percent. That is exactly

www.trustpoint.one 800.FOR.DEPO
Alders On. www.al dersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

66

right. W have, in fact, adjusted our forces to a
sust ai nabl e presence agai nst the persistent terrorist
threats, while, at the sane tine, rebal ancing those forces
across the globe. Sonme of our conpetitors are now gl oba
threats and not necessarily specific to Europe or | NDOPACOV
and so we continue to | ook at where our forces are | ocated
across the gl obe so they can counter, you know, those
specific threats.

And then the last thing | would hit in this area is the
specific authority for our forces to conduct unconventi onal
warfare in this space.

Wiile | can take specific points in closed session,
that authority that allows us to work with partner forces to
I ncrease both, the resistance and resilience, working in the
I nformati on space, is absolutely critical.

So, Senator, thank you.

Senat or Bl ackburn: Yes. And we talked a little bit
about the termthat you and Adm ral Davidson use about
sl owi ng down China's clock. And | would like for you to hit
just quickly on what that neans and then what we have, what
we can do with operation within that gray zone.

CGeneral C arke: Senator, as you are well aware, we
established the joint task force, Indo-Pacific. It is the
first task force that went and is actually west of the

International Date Line that we devel oped with | NDOPACOM t o
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ensure that we work with |ike-m nded partners in the |Indo-
Pacific. And | think part and parcel of that is that that

el ement is focused on the information operations so that

Chi na, who works very well in the space of creating fal se
narratives and not always being up front with the nessages
that they send, that we actually are able to tanp down sone
of the disinformation that they continuously sew, and that
is an inportant part to SOCOM and to CYBERCOM is working in
this informati on space.

Senator Bl ackburn: And with the tinme remining, we
talked a little bit about OPTEMPO and the changes there and
t he conprehensive review from 2019. And where have you seen
hol i stic inprovenent across the force and where would you
like to continue to see inprovenent?

CGeneral C arke: Senator, through our conprehensive
review, we have now ensured that by this year, all of or
forces will be above a 2:1 deploynent to dwell ratio. That
will be the first tinme that that has happened since
Sept enber 2001. We continue to strive toward neeting the
3:1 dwell ratio for all of our forces, and sone of our
forces already there and we will continue to strive in that.

Senat or Bl ackburn: Thank you, sir.

Ceneral C arke: Thank you.

Senat or Bl ackburn: Thank you, M. Chairnman.

Chai rman Reed: Thank you very much, Senator Bl ackburn.
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Before | recogni ze Senator Haw ey, | will depart for
the vote. Senator Inhofe wll preside, and | wll return,
and we will switch off.

Senat or Haw ey, pl ease.

Senator Hawl ey: Thank you, M. Chairman.

Thank you, gentlenen, for being here. It is good to
see you agai n.

CGeneral Nakasone, let nme start with you. Many
conpani es use Chi nese hardware |like printed circuit boards
in their information systens they provide to the Depart nent
of Defense, including systens that are used to store and to
transmt information. At the sane tine, DOD and ot hers have
war ned t hat the Chinese Governnent m ght be able to tanper
with these Chinese-made products in order to create cyber
vul nerabilities that they can exploit and use agai nst us.

My question is, do you think it is inportant for the
Departnment to at | east know which systens contain Chinese-
printed circuit boards so that it can address potenti al
cyber vulnerabilities and contain any exposure or any danger
that is identified?

General Nakasone: Senator, in light of the recent
SolarWwnds intrusion, | think this is, as you point out, an
area that we, as a Departnent, continue to |ook at very
hard. There are procedures and processes that the

Departnment utilizes to verify this, but | agree that this is
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an area that we have to obviously shine a light on in the
future.

Senat or Hawl ey: And do you agree that further steps
woul d be useful in order to identify vulnerabilities here
and, as you just said, shine a |ight on this?

Ceneral Nakasone: So, Senator, | am a person that
every single day is worried about the vulnerabilities that
our adversaries mght exploit, so you can well-imgi ne that
this is an area that | have a great deal of, you know, focus
on right now.

Senator Hawl ey: Good. Well, | ook forward to worKking
with you on that.

General Clarke, let nme conme to you. The Baltic nations
have spent sone years honing their ability to conduct
irregular warfare in the event that Mdscow attenpts to seize
a Baltic territory, soit won't be able to hold it. It has
become a key part of their deterrent strategy, as you know,
in the Baltic region.

What | am asking about this is, do you wonder, do you
think that the Baltic nodel could be applied in Taiwan; in
ot her words, woul d hel ping Taiwan inprove its irregular
warfare capabilities help it deter potential Chinese
aggr essi on?

CGeneral C arke: Senator, bottomline, yes.

We have worked closely with the Baltics. | have net
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with every Baltic SOF commander personally and we have been
engaged in the Baltics for a long tinme, but we also, and |
can talk nore specifically in closed hearing, we renmain
close with capabilities for Taiwan.

Senator Hawl ey: Do you think that it would be hel pful
to us and should we be prioritizing hel ping Tai wan devel op

its irregular warfare capabilities?

CGeneral C arke: Yes, Senator, | do think we shoul d
hel p them
Senator Haw ey: Let ne, still with you, General

Cl arke, but switching topics. President OGohama's forner
acting special representative for Afghani stan and Paki st an
recently wote that, and | am quoting now, for the |ong
term the United States will need a counterterrorism
capability in that region that doesn't depend on a permanent
US mlitary presence in Afghanistan, which | conpletely
agree wth.

My question is, what options has SOCOM provided to the
secretary to allow us to achi eve counterterrori sm objectives
I n Af ghani stan without a permanent mlitary presence in the
country?

General C arke: Senator, we will always provide
options. As you well know, Al Qaeda and |ISIS are not just
i n Af ghani stan, but they are a global threat, and we w ||

al ways provide the secretary and the Departnent and the
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Nat i onal Command Authority with options so that if there is
a threat, that we can actually detour or actually disrupt or
defeat that threat.

Senator Hawl ey: And, specifically, you are saying, and
we can discuss this nore in closed session, as appropriate,
but just to be clear, you are working on providing options
to deal with the counterterrorismthreat and with -- for
counterterrori smneasures that do not rely on a pernmanent
standing mlitary presence in country; is that right?

CGCeneral Cd arke: Senator, there has been no deci sion
made for Afghanistan, so | think it would be, you know, a
hypot hetical to know what we are going to do at this tine,
but we will always provide options, you know, for the
Depart nent of Defense.

Senator Haw ey: Good. Well, | look forward to
following up with you nore on that.

CGeneral Nakasone, | am going to cone back to you here
in my few remaining seconds. The People's Liberation Arny
in their witings often refer to cyber capabilities as the
strategi ¢ commandi ng heights of future warfare.

| am wondering how the PLA s enphasis on infornmation
operations and mai ntaining the information advantage
I nfl uences CYBERCOM strategy for detouring China.

CGeneral Nakasone: Senator, | think this whole

di scussion in terns of where our adversaries are going and
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in the influence spaces is anbng the nost inportant areas
that we are taking on at Cyber Command, and | know Cenera
Clarke is addressing at U. S. Special Operations Command.

This is really the conpetition that we are invol ved
with today where our adversaries are, again, trying to
i nfl uence oursel ves and our people through a nunber of
different neans. So, we have work ongoi ng today, ongoing
both, in our conmmands and with our comrands trying to
address that, as well.

Senator Hawl ey: Very good. | will look forward to
following up with you on that, as well.

Thank you, gentlenen, for your testinony.

Thank you, M. Chairman.

Senat or I nhofe: Thank you, Senator Haw ey.

Senator Kelly is recognized.

Senator Kelly: Thank you, Senator.

| understand that in January of 2020, nine conbat ant
conmmanders, including you, General Carke, sent the letter
to the director of National Intelligence requesting nore
assistance fromthe intelligence comunity in being able to
publicly illum nate, malign, influence, and coercive
activities by China and Russi a.

So, to all the witnesses, starting with General C arke,
what, if anything, has been done in response to this request

fromthe ni ne conbat ant commmander s?
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General C arke: Senator, fromthat request, SOCOM
wi th the other conbatant commanders, continues to | ook
specifically in the information space and where we can best
effect to provide capacity against our adversaries. And |
think that specific neno led to sone sort of concurrence
requi rements being lifted for the Departnent.

Senator Kelly: And in your view, would the
i1 lum nation of these malign activities help to di ssuade or
det our China and Russi a?

CGeneral Clarke: Senator, at this point, | cannot point
to specific deterrents or detraction of that. | would tel
you we would continue to |look, but |I think it is nost
| nportant that we continue to develop the capacity required
to work in the information space.

Senator Kelly: General Nakasone?

General Nakasone: Senator, to your second point there,
| think that is a really inportant question. |In terns of
what our adversaries are doing today, our nost effective
response is being able to respond to what they are doing.
And we have a nunber of different ways upon which we
respond. Sonetinmes we respond to other means of the power
I n our governnment, whether or not it be diplomatic or
sanctions or other ways, but | think it begins with the idea
that we are conpetition right now and our adversaries are

operating below the |evel of arned conflict in a matter of
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trying to influence us.

Senator Kelly: But in downgrading the classification
of this intelligence, is that helpful in neeting the goal of
di ssuadi ng nore aggressive action from Chi na or Russia?

General Nakasone: | think we have to think broader
than that, Senator. | think that it is nore than just
witing to rel ease or perhaps even downgradi ng.

It is as General O arke alluded to, there are other
means upon which we gather intelligence these days. How do
we take the best tools, the best techniques, not only from
our Governnent, fromalso fromthe private sector, to | ook
at what is occurring and being able to shine that spotlight.

I think a lot of tinmes we |ook and just say, hey, we
wll sinply go ahead and downgrade intelligence and provide
that rapidly. Sonetinmes the better answer is, okay, where
are the other streans of information, how can we use that
nost effectively with an audi ence.

Senator Kelly: Well, thank you, Ceneral.

And to M. Maier, so, Section 1202 of the fiscal year
2018 NDAA sought to provide a new tool to counter these
chal | enges by authorizing the Secretary of Defense to
provi de support to regular forces, the regular forces, and
I ndi vi dual s supporting U S. special forces, but that
i rregular warfare operation part, |ast year's NDAA raised

t he annual cap on funding for this authority fromten to $15
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mllion.

So, M. Maier, how would you characterize the denmand
for this authority across the geographic conbatant conmands?

M. Mier: So, Senator, that is a, | think, a very
| nportant tool we have that we haven't yet tal ked about in
the great power conpetition. The demand is high. It takes
sone tinme, as you can understand, to build those
partnerships to be able to operate in that partnership-
driven approach.

W view this very nmuch as the successful 127 Echo or
the 1208 program where there is a craw, walk, run el enent
toit, and | think that started very snmall. And as the
progress, and in many respects, the high return on
I nvestnment in terns of dollars and deploynents in dwell and
| npact started to becone apparent to the GCCs, and becane

nore and nore in demand, we see a simlar nodel for 1202,

Sir.

Senator Kelly: Thank you.

| yield back.

Senat or I nhofe: Thank you, Senator Kelly.

Senator Sul livan?

Senator Sullivan: Thank you, M. Chairnman.

CGentl enen, good to see you again. Thanks for all your
wor k.

General, let me start with you. Ceneral d arke, how
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are you feeling, with regard to the resources that you have
for your no-fail mssion, you have a |l ot of no-fail

m ssi ons, but your Counter-WD m ssion that SOCOM was, a
coupl e of years ago, given that mission, as well. It is not
| i ke you didn't have a |lot of m ssions on your plate. That
is a big one.

A nunber of us, nyself, in particular, were concerned
that the Special Operations Conmand does a | ot of things
right, really well, but being given the | ead on that one was
a whole other area that is really, really inportant, but
al so needs resources. And are you resourced enough for that
m ssi on?

That is a mssion that, of course, there is no doubt,
you can't fail on.

General C arke: Senator, the bottomline is we do have
sufficient resources to do that. The resources from
STRATCOM you know, that had that coordinating authority for
CWWD were noved from STRATCOM over to SOCOM | wi |
continue to assess if additional resources are required
going forward, but as you point out, the WWD threat is
somet hing that we nmust pay continuous attention to, because
if we don't, we do it at our own peril.

Senator Sullivan: And as | know you know, and you and
| have discussed this, we are reorienting. | think it is

the appropriate orientation for our mlitary and nationa
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security to great power conpetition with China as a rising
threat, but the WVMD threat continues regardl ess of great
power conpetition and that could be fromviolent extrem st
organi zations, which clearly want to get their hands on
that. It could be fromNorth Korea, who is a well-known
proliferator. Pakistan.

Are there any areas, in particular, that you are
focused on, as it relates to the Counter-WD that is not in
t he headlines, but we should be sure we are focused on here,
as well?

CGeneral C arke: Senator, one thing that we put sone
strong recommendations for is that is ensuring that our
joint forces actually train to work in a contested
envi ronnent, so that our adversary is well aware that they
wi Il be denied the benefit of use of these capabilities.
And that deterrent and our principle, |I think is critical.

As you and | discussed yesterday, there are those that
would Iike to wish this problemaway, but we don't think we
can and we have to be prepared for its potential use.

Senator Sullivan: Let nme ask another issue, which |
think this commttee is very focused on.

You know, the SOCOM enterprise, our Special Operations
Forces have been very focused, appropriately, Post-9/11 in
the Mddle East. They have done a great job, a heroic job.

Many have lost their lives in their service to their
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country.

How are we starting the transition fromthe focus
there, which we still need to do, but we need to al so start
focusing on China and the Asia Pacific and the | NDOPACOM
region. Are we doing enough there? Do we have enough
experience with special operators?

It is a very different battlefield, as you know. It is
probably less kill and capture and nore gray zone
operations. Wat is your thinking on that, General?

CGeneral Clarke: Senator, this is going back to the
future for SOF. Many of our forces were regionally aligned
prior to 9/11 that had both, the cultural and | anguage
under st andi ngs and now as we have actually reduced forces in
the places that you have naned, sone of these forces are
goi ng back to where they do have that understandi ng and
t hose capabilities.

So, we have aligned, in one case, | think inportant for
t he enpl oynent of our forces, but | think the second and
really key aspect froma SOCOM perspective is that we have
actually reall ocated our budget for the nodernization
towards the capabilities that are required. So, | have
adj usted 14 percent of my budget in nodernization towards
great power conpetition for those unique SOF capabilities.

Senator Sullivan: Geat. That is good to hear.

General Nakasone, | just want to conplinment you, sir.
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1 | think you have been doi ng a phenonenal job. You probably
2 don't get conplinented enough because you can't tal k about
3 what you do, but in ny own experience here, | amjust

4 starting ny second termin the Senate, there was a hearing
5 that | really renmenber in 2015, 2016. It was the Cyber

6 Conmmand. It was sone of the others who were, | called us

7 the cyber punching bag of the world. And the w tnesses

8 admtted that we don't retaliate when we are attacked froma
9 cyber perspective.

10 | don't think we are the cyber punching bag of the

11 world anynore and | think it is because of your work. You
12 can't talk about a lot of that work, but can you just |et
13 the Anerican people know that whether it is on elections or
14  other cyberattacks, we are not just taking blows; we are

15 going on uh offense, we are preenptive. | think it is

16 really inportant for people to know that.

17 That was not the posture 5 years ago. W were just

18 getting pumel ed and we woul dn't do anything about it. Can
19 vyou talk alittle bit about that, to the extent that you

20 can, in an unclassified session.

21 General Nakasone: Senator, | appreciate the question
22 and, inportantly, | appreciate the support of this

23 commttee, because as | was nentioning, really, 2018 was a
24  watershed year for us, as we had | ooked at the future to a

25 mdtermelection and know ng that we did not want to
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experi ence what we had experienced two years previously, the
ability for this conmttee to pass the NDAA that year that
all owed us to operate outside of our networks, cyber as a
traditional mlitary activity. Moved us frombeing a static
to an active force.

And this idea of persistent engagenent, always being
I nvol ved wth your adversaries, whether or not you are
enabl i ng our partners or acting agai nst our adversaries is
critical in underlying to our support in 2018, 2020, and
t oday.

Senator Sullivan: Thank you, General.

Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator Sullivan.

Let ne now recogni ze Senat or Duckworth via Wbex.

Senator Duckworth: Thank you, M. Chairman.

And | do join ny colleague, the senator from Al aska, in
his admration for the work that we have done, especially
under your | eadership, General Nakasone.

CGeneral Clarke, | appreciate our call yesterday and |
wanted to express ny support for Special Operations
Command' s diversity and inclusion strategic plan. As we
di scussed on our call, bringing nore people fromdiverse
backgrounds into the Special Operations community wll nmake
it stronger. By infusing teans with different ideas and

perspectives and enabling themto engage nore effectively
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around the worl d.

| agree with you that greater diversity in the Speci al
Qperations comunity is an operational inperative. That is
why | sponsored the ELITE Act in last year's NDAA to
identify and renove barriers to underrepresented groups
participation in elite communities of the Arned Forces.

| amglad to see that you have taken on the chall enge
of increasing diversity and inclusion in Special QOperations
Command and it is an inportant first step in strengthening
our mlitary, and | really look forward to working together
with you on this issue in the future.

My first question, | believe that being able to tap
into the full talent of every [inaudible] of our population
makes our mlitary stronger. | also believe that in order
to build the nost capable mlitary possible, we need to
capitalize on the natural advantage of our National QGuard
and Reserve forces, nanely, that those servicenenbers are
highly trained in their civilian jobs, as well as their
mlitary jobs.

If we viewed this as a strength, we can benefit from
the expertise that our Guardsnmen and Reservists bring from
civilian life, especially infuse in fields that require
advanced technical skills Iike cyber.

Ceneral Nakasone, can you pl ease descri be how t he

Nati onal Guard and Reservists |like nenbers of the Illinois
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National Guard who are currently working the 176th Cyber
Protection Teamare contributing to your mssion at U S
Cyber Conmand.

CGeneral Nakasone: Senator, thank you, and thank you
for the question. The 176th Cyber Protection Teamis a team
wel | -known to us at U S. Cyber Conmand. They nobili zed,
came on active-duty, and did a trenendous job in protecting
our infrastructure, the actual capabilities, upon which we
utilize every single day to engage our adversaries, |ed by,
you know, Major Jainme Marlock, who is the Cyber Protection
Team | eader .

And, really, it starts at the top wwth the Illinois
National CGuard, in general, Brigadier General Neely, who has
been instrunental in being out front, being very supportive
of our efforts, and | think key to your point, attracting
those that | eave active-duty service and continue to want to
serve. And so, the 176th is a great exanple of our
partnership with the Guard.

Senat or Duckworth: Thank you.

And how wi || increasing National Guard and Reserve
conponents participation in cyber operations inprove our
nati onal readi ness and capacity to conbat cyberattacks and
how can Congress support this effort to increase the Reserve
forces participation in our cyber activities?

Ceneral Nakasone: Senator, if | mght use just an
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exanple, and | would say it is fromthe state of
Connecticut. As we were operating with the Connecti cut
National Guard in the early fall of 2020, on the 2nd of
Sept enber, Connecticut faced a ransomnvare attack on their
public school systens. Operating with the Connecti cut
Nati onal Guard, they provided us information via a
capability that we called a Cyber 9-Line. That is utilizing
a common I D card, being able to obviously share that and
unclassified with us back at U S. Cyber Command, we could
use the power that we have at U S. Cyber Command at the
National Security Agency to |ook at this malware and to
rapi dly provi de assi stance.

But at the end of the day, it was the Connecti cut
Nati onal Guard that did the work and, you know, taking an
ability to | ook at a situation where your school has been
shut down because of ransomware and then in a matter of
days, being able to bring that back up, | think it shows the
power of the Guard and the power of the partnership between
the private and the public sector.

Senat or Duckworth: Thank you.

And when | think of conplex cyber mssions, | do think,
in particular, about the challenges that U S. Transportation
Command faces in securing its network and saf eguardi ng
sensitive information about our troops, our capabilities,

and our postures, and novenent plans while also working with

800.FOR.DEPO

www.trustpoint.one
Alders On. www.al dersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

nunmer ous comrerci al partners, whether it is ocean-going or
Wi thin the aviation conmunity.

CGeneral Nakasone, pl ease describe your current work
with U S. Transportation Conmand and explain why it is
I nportant that Congress fully resource and support this and
future initiatives like it.

General Nakasone: Transportation Command is really a
uni que capability for our nation. It provides us gl obal
| ogi stics. W are perhaps the only nation that can do that
so readily and so well.

And so, under General Lyon's |eadership at U S
Transportati on Conmand, he approached us and said, hey, we
operate primarily off of the private sector with
uncl assified networks. How can you hel p?

And so, there has been a partnership ongoing for the
past year and a half where both, U S. Transportation
Command, U.S. Cyber Command, and the National Security
Agency have taken a | ook at, how do we inprove that public-
private partnership, how do we ensure the security of the
data that is being transmtted, and then, also, how do we
| ook to the future?

Thank you, Senator.

Senat or Duckworth: Thank you.

| amout of tine.

Thank you, M. Chairnman.
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1 Chai rman Reed: Thank you very much, Senator Duckwort h.
2 Let ne recogni ze Senator Tuberville, please.

3 Senat or Tuberville: Thank you, M. Chairnan.

4 Thank you, gentlenen. Thanks for being here today.

5 Ceneral Nakasone, Space Force has already taken great steps
6 in advancing U S. national security in order to provide

7 [inaudible] needed. It is going to continue to need a

8 strong backing fromour cyber intelligence community.

9 VWhat role will the cyber m ssion force and CYBERCOM

10 play in Space Force?

11 General Nakasone: Senator, it has been an early and
12 active role already. General Dickinson has been out to U S
13 Cyber Command to tal k about how do we secure the networks
14  upon which he operates. How do we work, obviously, as we
15 take a | ook at our overhead constellation, what are the

16 threats that USSPACECOM is going to approach in the future.
17 And so, we have been actively engaged with himover a
18 period of several nonths to identify those.

19 Senator Tuberville: Thank you.

20 General C arke, Section 922 of the 2017 NDAA, which was
21 signed into | aw by President Cbama, nmade clear that the

22 admnistrative chain of command for the Special Operations
23 comunity runs fromthe President to the Secretary of

24  Defense, to ASD/SOLIC, and then to you, the SOCOM commander.

25 Prior to conducting congressional engagenents, do you
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obt ai n approval from ASD/ SCLI C?

General O arke: The secretary, we work very closely
wth ASD)SOLIC in that adm nistrative chain of command for
oversight, particularly for our budget, and acquisition.

M. Maier and his predecessors provide that oversight.
But it also clear that ny chain of command, and Secretary
Austin nade this very clear to ne, that ny chain of conmand
as a conbatant commander runs fromthe Secretary of Defense
to the President.

Senator Tuberville: Thank you.

That is kind of my next question. Do you support the
| npl enentation of the | aw and, specifically, ASD SCLIC s
absolute control over admnistrative matters, such as
| egi sl ati ve engagenents, budgetary resource deci sions,
acqui sitions, public affairs, personnel, |egal
accountability, and other related authorities held by the
traditional mlitary service?

Ceneral Cl arke: Senator, what | believe is a key role
for ASD)SOLIC is actually to be an advocate for SOCOM wi t hin
the Departnent. And so, when decisions are nmade about
servi ces and servi ce budgets and servi ce-personnel
decisions, | think ASD/SOLIC in the roomto be able to be
that advocate for us, to ne, is the nost inportant aspect
t hat ASD/ SCLI C can do for SOCOM

It goes back to the old adage if you aren't at the
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tabl e, you becone the |unch, and having ASD/ SOLIC in and at
t hat table, which has occurred, has been very hel pful.

Senat or Tuberville: Thank you.

M. Miier, | noted a nonent ago the | aw nmandat es t hat
the adm nistrative chain of command for SOCOM passes from
the President to Secretary of Defense, ASD/ SCLI C, SOCOM
commander. And in light of the clear chain of conmand, have

you nmet with the secretary of admnistrative nmatters rel ated

t o SOCOV?
M. Miier: Senator, yes, | have, and | participate in
the secretary's regul ar service secretary neetings. | also

participate, or ny staff participate, in the series of
governance neetings that the deputy secretary runs in order
to do, just as was already said by General Clarke, to both
advocate, but for the adm nistrative chain of conmmand.

We are responsible for both, setting direction and
ensuring execution and inplenmentation, consistent with the
| aw.

Senator Tuberville: How often do you all neet, do you
t hi nk?

M. Mier: The service secretaries neet at |east twce
a nmonth. CQbviously, a new adm nistration, so a different
series of neetings, but every day, sir, there are neetings
that | amrepresenting ASD/SOLIC in that service secretary-

| ike hat wth the secretary, deputy secretary, or their
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Senat or Tuberville: Thank you.

Thank you for your service.

Chai rman Reed: Thank you very nuch, Senat or
Tubervil | e.

Senator Peters, please.

Senator Peters: Thank you, M. Chairman.

And thanks to each of our w tnesses here today.

M. Maier, in General Carke's words, if | nay use your
words here, General C arke, they are good words, he says
SOF, quote, strengthens alliances and creates diplomatic
opti ons.

These strategic effects ultimately, clearly begin wth
actions undertaken by people in those areas. It is our
nunber - one assets.

So, | would like to hear fromyou how you are
noder ni zi ng professional developnent in a way that really
reflects this very unique role of your personnel, how you
are basically bridging the gap between direct action and
wor king in an enbassy across the span of training and
education, a very obviously conplex set of skills that are
necessary.

So, and, specifically, ny question is, how are you
broadeni ng m d-| evel SCF | eaders and how nuch of that focus

I's on senior-enlisted personnel ?
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M. Miier: Senator, that is a very inportant part of
this pivot, as we described it frombeing able to still do
the counterterrorism m ssions that we have been involved in
for the last, really, generation to be able to do that both,
and then be conpetitive at that |evel, below arnmed conflict.

A critical conponent of that, as we have tal ked about
already, is not only the ability to speak | anguages and
really engage at the right |level of cultural awareness, with
not only the adversaries, but also those third parties,
third countries that those adversaries are attenpting to
I nfluence.

And a | ot of that happens in the information space,
soci al nedia, as we know. So, a critical conponent of a
professional mlitary education, but even nore specifically,
the operational inperatives that we have to evol ve that
force. This is the key part of this.

It was alluded already at the opening statenent of
General C arke, that over 50,000 nenbers of Speci al
Qperations Conmand are enlisted nenbers. That is where the
rubber neets the road. These individuals, especially in the
SOF world, are often called upon to do things well above
what their conventional counterparts, whether that is
operating enbassies, participating on interagency teans, or
engaging with partners. So, we see that as really the crux

of progress and where we are going to be successful in this
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great power fight.

Senator Peters: So, M. Mier, does the SOCOM tal ent
managenent then enphasi ze regi onal experience, is that
sonmet hing that you are really seeking out and trying to
devel op further?

M. Miier: Senator, yes, sir. And | think,
specifically, evolving to those great power concerns, we
often forget at times that a | ot of what we have been doi ng
over the last years in the counterterrorismfight was really
focused on fairly narrow set of adversaries. And so, |
think as we | ook nore broadly and diversely at the
adversaries we are going to confront, and in sone cases,
nore inportantly, those entities that they are trying to
i nfluence, it is inportant for us to be able to engage in

t hose | anguages with that cul tural awareness.

Senat or Peters: Yeah, absolutely. WlIl, that is good
to hear.
General Nakasone, on Tuesday, | asked Admral Aquilino

how he plans to align security assistance in | NDOPACOM wi th
the nature of our conpetition with China and Russia and if
he believes that security assistance shoul d include
cybersecurity assistance to help our partners protect their
critical infrastructure or enhance their resilience against
i nformati on warfare.

My question to you, sir, is, do you believe that
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security assistance to partner nations should include
cybersecurity and information warfare neasures, first off,
and second, do you believe we should pursue these types of
rel ati onshi ps outside of the traditional five I nations that
we have tal ked about nostly?

General Nakasone: Senator, | believe that in terns of
the theater engagenent that you discuss right there, our
nost effective neans is to begin with the discussion with
t he conbatant commander. So, if confirmed, we will | ook
forward to obviously working very closely with Adm ral
Aqui | i no.

| do take your point on the idea of a broader
partnership. W do need broader partnerships. W have
trenmendous rel ationships with our five Is. It is a critical
capability that we have as a nation, but we are al so | ooking
at how do we expand those partnerships to bring a degree of
conpetitive advantage agai nst our adversaries in the future.

Senator Peters: Geat. Thank you.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Peters.

Senat or Bl unent hal, pl ease.

Senat or Bl unenthal : Thank you, M. Chairnman.

Thank you for your service, all three of our w tnesses
t oday.

Ceneral Nakasone, | appreciated our discussion before
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this hearing about the contributions of the National Guard
I n Connecticut and you were nentioning themin your
testinony. Across the country, the National Guard have
really been integral to many of our cyber efforts. Before
this |ast election, the Connecticut National Guard, in
particular, was a really invaluable resource to many | ocal
officials in preventing cyberattacks and taking action to
detour them and then nore recently, as you know and we

di scussed it, the National Guard was an i mrense resource to
Connecticut in responding to ransommvare attacks agai nst
Hartford schools and in preparing for responses to
particul ar attacks, but al so, again, detouring them

| am al so very expedited about the grant that the
Uni versity of New Haven received to train nore Nationa
Guard nenbers on cybersecurity skills under Project
Ironclad. Not only will the University of New Haven hel p us
train nore cybersecurity talent in New Haven and
Connecticut, but it could also help create a nationa
pipeline to recruit and retain the expertise in our country
that we so desperately need.

Coul d you explain how the University of New Haven's
Project Ironclad training programfits with our need for
nore cybersecurity talent.

CGeneral Nakasone: Certainly, Senator, but let ne take

a step back and just talk a little bit about the work of the
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Connecticut National Guard, because | think that in ny
previ ous statenent, | wasn't specific enough on how big a
deal this was.

So, if you think about it, a ransomnare, and as |
I ndi cated, ransomnare on the 2nd of Septenber that is
| npacting the school system but it is also inpacting fire,
and police, and energency nedi cal services. Think about
that, if you are losing that froma capability within your
communi ty, Connecticut National Guard, 24 hours, working
with us at U S. Cyber Command and National Security Agency,
utilizing a capability called the Cyber 9-Line where they
are able to | everage our expertise back at Fort Meade, and
t hen being able to deal wth the problem

This is the Connecticut National Guard that is solving
the problem They are just getting a bit of assistance from
us. That is a huge deal and | think it is really a great
exenpl ar of how powerful the National Guard can be not only
in a situation like this, but also, | want to point out the
work that they did during the 2020 el ection in ensuring its
success.

And al so, nost inportantly, and |I don't think it is
wel | -known, their work with the Departnent of Honel and
Security in ensuring the security of warp speed, our ability
to bring a vaccine for COVID-19 to the American popul ous.

This is the work that the National Guard has done over the
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past 9 nonths and | think it is critical.

In ternms of New Haven, this is really a great new story
and being able to, again, generate interest, generating
context, generating an ability for those that have, you
know, a desire, a know edge, an inkle of what they want to
do in the future and bringing themw th the capability to
train and then being exposed to cyber for the future.

Senator Blunenthal: | think that your points are so
wel | taken. Qur National Guard has been such a critical
resource in Connecticut in the elections, in countering
ransomware, in building the kind of intellectual
I nfrastructure that we need. And as | remarked to you in
our conversation, the National Guard draws on the expertise
of citizen soldiers who are in civilian jobs involving IT.
They are experts in major corporations and they are
providing their expertise nowto not only our nation's
mlitary, through the National Guard, but also to civilian
el ection officials, to local education efforts to deter
ransommvare, and | think your point about the University of
New Haven is so well taken, the ironclad project offers
tremendous prom se of recruiting, training, and retaining
the talent that we need in our mlitary, as well as in our
civilian lives for cybersecurity and cybersecurity is our
future.

And | thank you for the work that you are doing and
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that you are encouragi ng and pronoting by the Nati onal
GQuard. Thank you.

Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator Bl unent hal

And now via Webex, let ne recogni ze Senator Rosen.

And | thank Senator Kelly for his patience.

Senat or Rosen?

Senator Rosen: Thank you, Chairnmn Reed.

Thank you to our witnesses for your service and, of
course, always for being here today.

You know, as a fornmer conputer programmer, | am
Interested in [ earning how DOD s cyber strategy can really
strengthen our nation's ability to withstand and respond to
cyber att acks.

And | would also |ike to recognize today, the rol e that
Nellis Air Force Base plays in supporting SOCOM mission in
the battlefield. It is really, really inportant and | am
proud of our nen and wonen there at Nellis Air Force Base.

But I want to talk about information warfare. Despite
an unprecedented | evel of foreign influence canpaigns, we
know t hey are targeting the United States and ot her
denocracies. W lack a clear strategy to conbat information
war f ar e.

As the National Security Strategy nakes clear, our

autocratic adversaries are using aggressive, aggressive
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information warfare tactics to interfere in our denocratic
el ections around the world, exploit the pandem c, and erode
trust in the rul es-based international order.

So, General Nakasone, and then CGeneral C arke, what is
the appropriate role for the mlitary to play in this
envi ronnment of heightened information warfare?

Ceneral Nakasone: Senator, | think the appropriate
role is the role that we have begun playing since 2018,
which is the perspective of how do we defend for the idea of
operating outside of the United States, being able to both,
enabl e our partners with informati on and act when
aut hori zed.

This is an active approach to our adversaries. It has
been nost effective, as we have seen, with the 2018 and 2020
el ections with adversaries attenpting to influence us,
attenpting to interfere, but not being able to do that.

That is based upon the strategy of defend forward and the
I nstanti ati on of persistent engagenent. That is the start
of it.

As | nentioned earlier today, | also think there is a
broader piece that is being worked right now by the
admnistration in terns of how do we inprove the further
resilience of the United States as we | ook at adversaries
continuing to avoid our |aws and policies and try to use our

own infrastructure in their own attenpts.
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This is a continual effort that we have to be at. This
IS not going to be episodic. This is sonething that U S.
Cyber Conmand and t he ot her conbatant comnmands need to
continue to work in.

Senat or Rosen: So, perhaps, CGeneral C arke, you can
speak to this. | want to add one nore thing to this
question now that you tal k about defend forward.

How do we detour our adversaries' cyber aggression by
changi ng their cost-benefit analysis? How do we nmake it not
worth their while to attack us and what policies are we
doi ng there? Wen you speak about defend forward, isn't
that part of this equation, too?

General C arke: Senator, you raised a great point.

Nunmber one, | think we have to work closely with our
Departnment of State and other agencies in this space.

Nunber two is that while General Nakasone tal ks about forces
forward, which | agree with, we al so have SOCOM forces for
It that are absolutely the neso professionals that work
closely with the enbassies and with foreign partners, and
that ties this ecosystemof forward all the way back to the
capabilities and capacities that exist in the U S

And | think by working closely with those partners to
ensure that our adversaries or conpetitors are not getting
that free pass and to recognize what is truth fromfiction

and continue to highlight that through using our intel
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communities is critical.

CGeneral Nakasone: And, Senator, if |I mght add on to
that, to your point with regards to inposing costs, this is
not just the Departnent of Defense. As CGeneral C arke
rightly points out, this is a Wol e-of-CGovernnent effort.
This is what the power of Treasury brings to it, the Federal
Bureau of Investigations, Justice, Departnent of Honel and
Security. This is the I esson that we have | earned is that
we have to operate together, because the partnership is
where the power is.

Senator Rosen: Well, that is great.

| want to continue on that. W do have a Cyber
Strategy. W have had a | ot of cyber espionage.

How often shoul d our cyber strategy be updated to
reflect current threats and the current chall enges? How
often do you envision that we need to do that in order to
stay rel evant?

If it is 2 years old, 3 years old, it is not being
responsive, and so | was wonderi ng what you think would be
appropriate for these kinds of cyber strategy reports to be
updat ed.

CGeneral Nakasone: So, we have an interim Nationa
Security Strategy guidance that is out, that the
adm ni stration has put out, that has been very effective for

us to start our guideline with it. It talks about
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cybersecurity as a key enabler in that. That is an
| mportant piece of what our nation needs to do.

Senat or Rosen: Yeah, but actual threats, how do we | et
people stay up to date on actual threats?

General Nakasone: (Obviously, that is through the
continuing dialogue in ternms of what our intelligence
community is tal king about, obviously, what our Governnent
is tal king about, and also, really inportantly, what the
private sector is tal king about, because they are seeing so
many of these threats, Senator.

Senat or Rosen: Thank you. | believe ny tine has
expired, M. Chair.

Chai rman Reed: Thank you very nuch, Senator Rosen.

CGentl enen, thank you for your service to the nation and
t hank you for your testinony today.

This will conclude the open portion of the hearing. W
wi Il reconvene in SCV-217 as quickly as possible.

Thank you very nuch, again. The open hearing is
adj our ned.

[ Wher eupon, at 11:39 a.m, the hearing was adjourned.]
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