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HEARI NG TO RECEI VE TESTI MONY ON
THE POSTURE OF UNI TED STATES SPECI AL OPERATI ONS COVIVAND AND

UNI TED STATES CYBER COMVAND

Tuesday, March 7, 2023

U S. Senate
Comm ttee on Arned Services,

Washi ngton, D.C.

The comm ttee net, pursuant to notice, at 9:31 a.m,

I n Room G50, Dirksen Senate O fice Building, Hon. Jack
reed, chairman of the commttee, presiding.

Comm ttee Menbers Present: Senators Reed [presiding],
Shaheen, Gl librand, Blunenthal, H rono, Kaine, King,
Warren, Peters, Manchin, Duckworth, Rosen, Kelly, Wcker,
Fi scher, Cotton, Rounds, Ernst, Sullivan, Scott,

Tuberville, Mullin, Budd, and Schmtt.
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OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR
FROM RHODE | SLAND

Chairman Reed: | would like to call this hearing to
order. Good norning. The conmttee neets today to receive
an update on the readi ness and posture of U. S. Special
Operati ons Command and U. S. Cyber Command.

Qur witnesses are Assistant Secretary of Defense for
Special Operations and Low Intensity Conflict, Christopher
Mai er, Commander of U.S. Special Operations Conmand,

General Bryan Fenton, and Commander of U.S. Cyber Conmand
and Director of the National Security Agency, Ceneral Pau
Nakasone.

On behal f of the commttee, | would ask our witness to
convey our appreciation to the nen and wonen you represent
and their famlies for their service and professionalism
W live in a conpl ex and dangerous gl obal security
environnment. From Russia's aggression in Europe to China's
malign influence in the Indo-Pacific, to persistent threats
fromlran, North Korea, and violent extrem st groups,
prevailing in this environnent will require the tail ored
and often clandestine capabilities that only our speci al
operations and cyber forces can provide.

The United States has been reducing its footprint in
conflict zones around the world. As such, the special

operations community is at an inflection point, but is no
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| ess relevant to the future chall enges we face. As the
Def ense Departnent's recently rel eased Joint Concept for
Conpeti ng makes clear, the object of our nation's
adversaries is to wn wthout fighting.

The Concept warns that if we do not adapt to the
realities of long-termconpetition, the United States risks
ceding strategic influence, advantage, and |everage, while
preparing for a war that never occurs.

The skills, know edge, or perhaps nost inportantly,
the relationships with foreign partners that our speci al
operations forces have devel oped over the past 20 years of
conbat rmake them wel | -positioned to contribute
significantly to the strategic conpetition. Assistant
Secretary Maier and CGeneral Fenton, | look forward to an
update regardi ng your efforts to focus and prepare our
speci al operations forces for the chall enges ahead.

In particular, I would ask that you discuss the
capabilities we need to build an enduri ng advant age over
our conpetitors, and what | essons can be drawn fromthe
ongoi ng conflict in Ukraine. As part of this, | would |ike
to know how you are shaping the force of the future through
new recruiting and retention efforts, including building a
culture of accountability.

A nunber of high-profile m sconduct cases have

refl ected poorly on the special operations community and
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addi tional efforts to build upon SOCOM s 2020 Conprehensive
Revi ew of Culture and Ethics, seens necessary. | also want
to hear how you are addressing the uni que chall enges faced

by special operations famly.

The O fice of the ASD SO LIC plays a critical role in
t he oversight of and advocacy for our special operations
forces, as the service Secretary-like civilian for SOCOM
| believe nore nust be done to assure ASD SO LIC is
provi ded the necessary authority and resources, including
manpower, to fulfill these responsibilities. | |ook
forward to hearing nore about the Departnent's efforts on
this front.

Turning to Cyber Command, | would Iike to commend our
cyber forces and the intelligence community for their
performance over the past year in exposing Russia's
activities and hel ping Ukrai ne defend itself against both
ki netic and cyber-attacks. Intelligence officials are
under st andabl y cauti ous about revealing hardware insights
on adversaries, but this current surge has proven highly
effective in strengthening the international conmunity's
response and creating dilenmas for M adimr Putin.

This is a great exanple of conpeting effectively in
the informati on domain, and I hope we will get to nake this
kind of creative use of intelligence. Sone of the tools in

our tool box, like the Section 702 authority fromthe
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Foreign Intelligence Surveillance Act, or FISA are
critical to our ability to counter our adversaries' malign
activities.

The comm ttee woul d appreciate your views on the
i nportance of Section 702 of FISA which sunsets at the end
of this year, and why we believe it is essential that we
renew that authority. We would like also to know what
guardrails are in place to give the public confidence that
the authority is being used judiciously.

CGeneral Nakasone, you have been working to mature the
cyber force in advance its capabilities to conduct
of fensi ve, offensive, and supporting intelligence
operations. It is wdely recognized that our cyber m ssion
forces are struggling with shortfalls in personnel nunbers.
W know that addressing this issue is your highest
priority.

The mlitary services nust also ensure their personne
managenent provides qualified and trai ned personnel to your
Command at the beginning of their tours, so both the
personnel and the Command can take full advantage of the
time of their assignnent to your force. | would also note
that the private sector has realized the i mense val ue of
our cyber operatives and offering themvery high
conpensation to leave the mlitary.

The services nust adjust accordingly by providing a
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creative conbination of incentives to conpete for and
retain these personnel. Finally, over the |ast decade, a
recurring debate has been waged over whether to sustain the
dual hat arrangenent whereby the Comrander of Cyber Command
al so serves as the Director of the NSA

Recently, an independent panel established by the
Director of National Intelligence and the Secretary of
Defense and |l ed by forner Chairman of the Joint Chiefs of
Staff, Ceneral Joe Dunford, concluded that the dual hat
arrangenent should be sustained. W would wel cone your
t houghts on this issue.

Thank you again to all wtnesses for your service and
appear ance before us today. | |look forward to your
testinmony. Now, |et ne recogni ze the Ranki ng Menber,

Senat or W cker.
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STATEMENT OF HON. ROGER W CKER, U.S. SENATOR FROM
M SSI SSI PPI

Senat or Wcker: Thank you, M. Chairnman, for that
very fine and thorough statenent. | very much appreciate
that, and | want to thank our witnesses for being with us
once again. The United States faces the nost conplex and
daunting set of security challenges since the height of the
Cold War, and our w tnesses today are on the front |ines of
t hose chal | enges.

From t he Chinese Communi st Party's unprecedent ed
mlitary buil dup, growi ng hegenonic anbitions, to Russia's
brazen and unprovoked attack on Ukraine, our adversaries
are testing Anerican resolve. OQur forenost adversary and
conpetitor, the Chinese Communi st Party, has stressed both
SOCOM and CYBERCOM i n ways we never imagi ned a decade ago.

Last year, Ceneral Nakasone said Chi nese advances in
cyber operations are unlike anything he has seen before.
He al so noted the People's Republic of China is a nore
difficult adversary than the Sovi et Union because they are
much nore tolerant of risk. So, this presents new
chal |l enges to our deterrence posture.

Al t hough Beijing may be our forenost advisory, others
are not far behind. The cyber capabilities of Russia,
Iran, and North Korea have continued to surprise many. |

woul d appreciate an update on DOD's work to inplenent a
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zero-trust architecture and provi de defensive cyber tools
across the Departnent and the industrial base.

| also | ook forward to discussing how col | aborative
cyber activities with our allies and partners such as hunt
forward operations have helped to identify vulnerabilities,
mtigate threats, and strengthen our network defenses.
Mlitary success in cyberspace depends on the readi ness of
our cyber mssion forces. | hope to hear about how we can
| mprove our cyber force readi ness and accel erate
devel opment of cyber capabilities, particularly on the
of fensive side. GCeneral Fenton is no stranger to the
determ nation of the People's Liberation Arny.

Havi ng served as Commander of our Special Qperations
Forces in the Pacific, and the Deputy Commander of
| NDOPACOM his challenge is twofold, to build a force
capabl e of enhancing our deterrence and warfighting in the
Western Pacific, even as the threat environnent facing our
nati on demands that SOCOM should remain fully engaged in
the fight against violent Islamc terrorist groups across
the world, fromAfrica to South Asia.

H s Command's work is critical to our country's
security and is often the first to respond to our nation's
nost pressing, unforeseen energencies. In the 2022
Nati onal Defense Strategy. General Fenton's forces have

been asked to assune significant risk.
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I think this commttee will want to ensure his Command
Is fully resourced to mtigate that risk to the degree
possi ble, and | would al so ask General Fenton and M. Maier
whet her their authorities and resources in the upcom ng
year are sufficient for mssion tasks. Wat is clear to ne
is that the role and inportance of special operations
forces is only increasing as the nature and conplexity of
threats facing our nation increase.

The resources we provide to Special Operations Command
should reflect that reality. Qur first job in this
comrunity is to provide the tools our mlitary needs to
deter, and if not successful there, to defeat these
threats. There is no doubt that continued real growh in
t he defense budget top |line above inflation remains
essential to our national security. This requires action
now, not | ater.

Qur adversaries are not waiting, neither should we.
This commttee led the bipartisan charge to increase the
def ense budget in last year's cycle. M. Chairnman,
frankly have little confidence that the Adm nistration
budget request this year will be sufficient. |If it is not,
this commttee will again need to step up to ensure that
our mlitary has the resources it needs to defend the
nati on.

So, thank you, M. Chairman, and thanks to our
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W t nesses. Look forward to hearing from you.

Chai r man Reed:

10

Thank you very nuch, Senator W cker.

W will begin with Secretary Mier,

TP One

Scheduling@TP.One
www.TP.One

pl ease.

800.FOR.DEPO
(800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

11

STATEMENT OF THE HONORABLE CHRI STOPHER MAI ER
ASSI STANT SECRETARY OF DEFENSE FOR SPECI AL OPERATI ONS AND
LOW I NTENSI TY CONFLI CT

M. Maier: Chairman Reed, Ranking Menber Wcker, and
di stingui shed nenbers of this conmmttee, thank you for
provi ding the opportunity to testify on the gl obal posture
of our nation's Special Operations Forces, or SOF.

I am honored to appear al ongside General Fenton and
General Nakasone. | could not ask for better teammates
t han General Fenton and Command Ser geant Maj or Shane
Shorter in ensuring your SOF enterprise is prepared to
address the threats facing the United States today and in
neeting the challenges to cone.

| start with thanking Congress, and especially this
comrittee, for your enduring support of the nmen and wonen
of SOF. | amparticularly grateful for your assistance in
bui | di ng the organization |I |ead, Special Operations and
Low Intensity Conflict, or SOLIC, wth dedicated and
gi fted public servants.

Sitting before this committee |last year, | testified
we were at an inflection point in SOF's transformation to
focus nore on the pacing challenge of China and the acute
t hreat posed by Russia, while maintaining enduring
capabilities to counter violent extrem st organizations,

address Iran's destabilizing behavior, and conduct no fail
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crisis response around the gl obe.

Today, in updating you on this progress and the work
that remains | will highlight three areas, SOF s ongoi ng
transition in support of the National Defense Strategy, the
devel opment of SO LIC, and our continued enphasis on
enpoweri ng and supporting our people.

First, we are transform ng the SOF enterprise to
achieve the goals of the NDS. Wile SOF's role in
counterterrorismis w dely understood and appreci ated, ny
teamand | work daily to ensure the value proposition of
SOF in integrated deterrence and canpai gni ng agai nst
strategic conpetitors is accounted for and incorporated
into the Departnent's processes.

As it has been in every major mlitary challenge this
nati on has confronted since World War 11, your SOF will
play an essential role. To start the deep relationship SOF
has forged with allies and partners over the last two
decades, often through shared chall enges and sacrifice, has
produced an international SOF enterprise that provides us
uni que, firsthand understandi ng of a gl obal operating
envi ronnment .

It al so has enhanced the resilience of our allies and
partners to resist aggression. Second, drawi ng on the
resilience -- second, drawing on those rel ationshi ps and

our ability to reach sonme of the nost difficult |ocations

12
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on the gl obe, your SCOF formations provide unique access and
pl acenent that creates options for our nation's |eaders,
and SOF as adept at creating dilemas for our adversari es.

Here, | would highlight the many years of our
i nvestrment in transformng the Ukrainian forces into highly
capable force that is consistently outperform ng Russia on
the battlefield today. Representing the value that SOF
brings to the Joint Force is one of ny primry
responsibilities, and we continue to rmake progress
institutionalizing SOLIC s role as Congress has directed.

Through nmy role providing civilian | eadership for the
organi zed train and equip of SOF, we have established over
the last year in the Departnent a series of recurring
processes and delivered key outcones for the SOF
enterprise. For exanple, the Special Operations Policy
Oversi ght Council, which | chair, provides a senior |evel
forumto address SOF uni que chal |l enges across the
Depart nent.

We al so have made progress on inportant initiatives to
deter our adversaries and fill warfighting gaps, especially
on irregular warfare and information operations. | amalso
proud that SO LIC played a central role in the Departnent's
| andmark G vilian Harmand Mtigati on Response Action Pl an.

Finally, | would enphasize the first SOF truth remains

truer today than ever, humans are nore inportant than

13
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har dware. None of our efforts are possible wthout our
nost inportant resource, our people. Wth the strong
support of Congress, we continue to evolve the Preservation
of the Force and Fam |y, or POTFF Program to address SOF
uni que chal l enges and to optim ze physical, psychol ogical,
social, spiritual, and now cognitive performnce.

We al so continue to prioritize a diverse, capable
force by renoving barriers to participation and advancenent
of SOF, an operational inperative if we are to succeed in
an ever nore conplex geopolitical environnment. Recent
publicized chall enges remi nd us that we nust continue to
eval uate our approach to force enpl oynent, accountability,
and nost inportantly, present and engaged | eadership.

A healthy SOF culture that reflects our nation's
val ues is essential to readiness and core to ensuring we
remai n the nost |ethal SOF enterprise the world has ever
known. Investing in our people is a cornerstone of
ensuring your SOF are ready to take on our nation's
t oughest chal |l enges, because it is not a question of if,
but when the call wll cone.

So, M. Chairman and di stingui shed nmenbers of this
committee, | thank you again for your partnership and
support, and for this opportunity to testify today. | | ook
forward to your questions.

[ The prepared statenment of M. Maier follows:]
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Chai rman Reed:

Fent on, pl ease.

TP One

Thank you, M. Secretary.

Scheduling@TP.One
www.TP.One

Gener al

15

800.FOR.DEPO
(800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

STATEMENT OF GENERAL BRYAN FENTON, UNI TED STATES
SPECI AL OPERATI ONS COMVAND

Ceneral Fenton: Chairman Reed, Ranki ng Menber W cker,
and --

Chai rman Reed: Could you bring that closer, Ceneral,
t he m crophone as cl ose as possi bl e?

General Fenton: Thank you. Howis this, Chairmn?
Chai rman Reed, Ranki ng Menber W cker, and di stingui shed
menbers of this conmttee, thank you for the opportunity to
appear before you today. | am honored to testify al ongside
t he honorable Chris Maier and General Paul Nakasone, and |
am equal ly honored to be here on behalf of the dedicated
men and wonen of U. S. Special Operations Conmand.

Joining nme today is Conmand Sergeant Maj or Shane
Shorter, USSOCOM s Senior Enlisted Leader. Conmand
Sergeant Major Shorter is representative of the incredible
USSOCOM team particularly our nonconm ssi oned officer
cor ps.

Qur nonconmi ssioned officers are the backbone of our
mlitary and a decisive advantage wi thin your special
operations community, and they make us the envy of every
mlitary around the world. W are thankful for the
| eader shi p and support of this Congress, particularly this
committee, a committee with the | egacies of Senators Nunn

and Cohen, who had the vision and determ nation to
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establ i sh USSOCOM al nost 36 years ago.

Thank you for your decades of steadfast support ever
since. Your special operations forces renain a national
advantage, as we enter a decisive era, an era where the
strategic conpetitors such as the People's Republic of
Chi na and Russia seek to reshape the rul es based
I nternational order, and in response, your speci al
operations forces strengthen and sustain deterrence
globally as part of the Department of Defense's approach to
I nt egrat ed deterrence.

Wth SOF's Wrld War |1 origins and DNA rooted in
decades of experience in strategic conpetition, now draw ng
upon are 20 plus years of hard-won conbat credibility and
coalition experience, your SCOF provide creative,
tail orable, and asymmetric options for our nation, while
creating dilemmas for our conpetitors.

And as part of the broader joint force, we canpaign
every day to deter and prevent aggression, counter
coercion, close warfighting gaps, and tackle shared
chal | enges al ongside allies and partners, all in support of
accel erating the Departnent of Defense's strategic nonentum
t owards our NDS obj ecti ves.

Yet your SOF also remain vigilant in protecting our
honmel and and U. S. interests fromthe persistent threats

posed by gl obal terrorist networks. In doing so, your SOF
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work tirelessly alongside a trusted network of allies and
partners, U S. interagency counterparts, and our Joint
Force teammates to disrupt VEGCs wherever they may be.

And while we canpaign for integrated deterrence and
counter violent extrem sts, your SOF capability to respond
to crisis represent a critical strategic edge and advant age
for our nation. Agile, tailored, nodernized, and capabl e,
t hey enable us to undertake sensitive, high-risk m ssions,
crucial to safeguarding and rescuing our citizens, and
protecting vital national interests.

Foundational to all these efforts remains our
| ongst andi ng col | aborative partnership with ASD SO LIC
Chris Maier and his team The oversight, policy guidance,
and advocacy within the Departnment provided by AS SO LIC
are essential for the nodernization, readiness, and well -
bei ng of our SOF units and their famlies.

And together, we are commtted to placing people as
our nunber one priority, and we are preparing for the
future by investing in themand by | everagi ng our nation's
diverse talent to solve diverse challenges. And to those
| i stening today who are considering service to our nation
know t he profound sense of calling and purpose that those
of us serving in uniform share.

We know that a deeply rewarding journey |ies ahead for

t hose who choose to join. You will be part of an
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i ncredi bl e team of nmen and wonen tackling the toughest
chal l enges for our nation. Just yesterday, | had the
privilege of hearing from Colonel retired Parris Davis, our
nation's nost recent Medal of Honor recipient, and a G een
Ber et .

At yesterday's cerenpony to induct himinto the
Pentagon's Hall of Heroes, he sumed up his mlitary
service and time with a Green Beret in three words,
pur pose, opportunity, and pride. And as we speak here
today, nore than 5,000 service nenbers are USSOCOM are
depl oyed, and they share his sense of purpose and pride.

And they are defending our nation and standi ng
shoul der to shoulder with allies and partners in over 80
countries to make our world a safer place. The courage and
comm tment of our special operations community, our
mlitary inspires the CSMand ne daily, and we are
| mrensely proud to serve with them | |ook forward to your
questi ons.

[ The prepared statenment of Ceneral Fenton follows:]

19
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Chai rman Reed: Thank you very much, Genera

CGeneral Nakasone,

TP One

pl ease.
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STATEMENT OF GENERAL PAUL NAKASONE, COVIVANDER UNI TED
STATES CYBER COMVAND/ DI RECTOR, NATI ONAL SECURI TY AGENCY/
CHI EF, CENTRAL SECURI TY SERVI CE

General Nakasone: Chairman Reed, Ranki ng Menber
W cker, and distingui shed nenbers of the commttee, | am
honored to testify beside Assistant Secretary Christopher
Mai er and General Bryan Fenton.

Joining nme today is Command Sergeant Maj or Sheryl
Lyon, the U S. Cyber Conmand and National Security Agency
Senior Enlisted Leader. W are honored to represent the
mlitary and civilian nmenbers of U S. Cyber Conmand. In
the contested cyberspace domain, U S. Cyber Conmmand acts
agai nst foreign adversaries that threaten our nation
t hrough malicious cyber activity and enabl es action by our
Federal, private, and allied partners.

For instance, a conbined U S. Cyber Conmand NSA
El ection Security G oup countered malicious cyber actors
and oversaw neasures to enabl e the Departnent of Honel and
Security and the FBlI, anpong ot her donestic partners, to
defend the recent mdterm el ections.

The 2022 el ection cycle proceeded fromprinaries to
certifications without significant inpacts due in part to
our effort. Going forward, success for U S. Cyber Comrand
wi |l be nmeasured by how effectively foreign adversari al

actors are prevented fromachieving their strategic
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obj ecti ves.

Last year saw significant maturation for U S. Cyber
Conmmand but our work is not done. |In 2023, we nust
continue to focus on our people, our partners, and our
ability to deliver a decisive advantage. W nust inprove
readi ness, bolster our resilience, and maintain a culture
of continuous i nprovenent.

W will continue to deliver warfighting advant age for
the Joint Force and partners throughout conpetition,
crisis, and conflict. W are doing so by executing our
service like authorities to build and sustain canpaigns in
and t hrough cyberspace and the information environnment.

Through these efforts, we seek to counter adversaries
in conpetition, to deter conflict, and prevail agai nst

aggression. Aligning efforts of both U S. Cyber Comrand

and NSA is essential to achieving these goals and is in the

best interest of the nation and national security. It all

starts with people, the nen and wonen of U. S. Cyber Command

wor king with NSA and partners here and abroad.

W win with people. Then nen and wonen of the United
States Cyber Command are grateful for the support of this
commttee and Congress that has been given to our conmand.
| ook forward to your questions.

[ The prepared statenent of CGeneral Nakasone follows:]
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Chai rman Reed: Thank you very nuch, General Nakasone.
Gent | enen, thank you for your testinony. And as |
I ndicated in ny opening statenent, M. Secretary, we have
made progress in strengthening the ASD SO LIC to act as a
service Secretary-like position regarding SOCOM but there
is nore to do, particularly with respect to personnel,
facilities, and other aspects of your office. Could you
comment on what nore nust be done?

M. Mier: Thank you, Chairman. And again, | would
think this commttee in particular for the ongoing and very
consi stent support for the ASD SO LIC position, and indeed
nmy staff.

So, M. Chairman, | give you a quick snapshot to say
that | think we have established a degree of nonmentum and a
bit of irreversibility, which certainly wasn't the sense of
things when | first took this role, and a | ot of that has
to do wth the continued support of Secretary Austin,
Deputy Secretary Hi cks.

I think, as | have testified in this commttee before,
t he best snapshot | can give the conmttee is when the
Secretary of Defense convenes his service secretaries, it
convenes the Secretary of the Arny, the Secretary of the
Air Force, and the Secretary of the Navy, and ne as ASD
SO LIC to ensure that SOF voice and perspective is in the

room
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To your question, M. Chairnman, on areas of growh, |
think we do need to continue to add staff. W have added
about 20 or 25 people over the last two years with support
fromthis conmttee, and that is against about 50 people
currently.

So, it is a very small staff conpared to the services,
even wth our limted authorities relative to them And
then | think nost inportantly, |eadership billets. W need
nore ability for people in a very hierarchical Defense
Departnent to be able to participate in nmeetings at the
right level of seniority, sir. So, | would highlight
t hose.

Chai rman Reed: Thank you very nuch, M. Secretary.
General Fenton, what is the value of SOCOMin having
properly enpowered service Secretary-like civilian |ike
Secretary Maier?

General Fenton: Senator, thank you very nuch for that
question. And | would say on a couple of fronts, very,
very, very big value. First and forenost, as the Secretary
Maj or just nentioned, his ability to be at the service,
excuse nme, of Secretary tables with the SecDef and
represent issues for the SOCOM team al ong the |ines of
peopl e, education, training, and even as he nentioned,
where SOF will be and play a big role in terns of

i ntegrated conpetition. Excuse nme, that is extrenely
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i nportant for the SOCOM enterpri se.

| woul d say, next, his ability to be wth the service
secretaries and represent issues from SOCOM back to the
services that we take our folks in fromis very inportant
for us, and we are very grateful for that.

And certainly, his direction, in many ways, throughout
the Departnent in terns of how SOCOM vi ews not only
I ntegrated deterrence but crisis response in

counterterrori smhas been a wel coned gui dance for ne.

So, | amvery grateful to have a service Secretary,
and as | told you. | think, Chairman, when | was that
confirmation, | | ooked forward to testifying next to ny

service Secretary.

Chai rman Reed: Thank you very nuch, General. GCenera
Nakasone, the issue of readiness with cyber m ssion forces
has been a persistent issue we have di scussed at the
comm ttee on numerous tinmes.

The Cyber M ssion Forces play a very key role and they
have very demandi ng task. They require personnel wth
speci al aptitude, training, and experience. And one of the
i roni es, of course, is when you devel op such a person, he
or she becones very attractive for outside enployers, so
you have a retention problemas well as other problens.

And in sone cases, in the past, it has been indicated

that the services are not providing you the skilled and
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trai ned individuals you need, which does not provide you
with the maxi num possi bl e use.

So, could you conment on the present situation with
respect to Cyber M ssion Forces, and al so any steps that we
shoul d be taking to inprove their readi ness?

General Nakasone: Chairnman, as we take a | ook at the
readi ness of 133 teans, it really cones down to three Rs.
It is the readi ness piece of it -- | amsorry, it is the
recruiting piece of it. It is the training piece of it.

And it is the retention piece of it. And so, when you
| ook at that, where | see this right nowis the fact that
the services have done a good job of recruiting the forces
that | need. Assigning the nunbers are one of the things
that we are working with right now to nmake sure that we
have all of the fol ks that we need. W have worked very,
very hard to get the training to a very sinple and
predi ctabl e | evel.

That continues to inprove. The other piece that we
need to work hand in hand with the services is the
retention piece, which you highlighted. The chall enge of
sonmeone that has this type of training is very, very
attractive, to the outside.

But several of the services, the Marines included,
have nmade trenendous progress in this, in being able to

focus their Marines on doing what these Marines wanted to
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do, which is cyber operations. In being able to stay
within our force for long periods of tine, we see a
reflective retention rate that is nmuch higher.

Chairman Reed: Well, thank you very nmuch. Gentl enen,
again, thank you for your testinony. Let ne recognize
Senat or W cker .

Senator Wcker: Thank you. First question to Genera
Fenton, and this is about the naval small craft instruction
and technical training school, NAVSCI ATTS, which provides
training to foreign forces on small boat operations and
unmanned aerial systens. The annual operating cost is
$14.8 mllion, and that is divided across multiple
st akehol ders, including the Navy, SOCOM and our foreign
partners.

So, Ceneral Fenton, let ne ask you, do you agree with
CGCeneral R chardson, the Commander of SOUTHCOM who said the
school generates outside return on investnents? Ukrainian
troops were being trained there | ast year when President
Putin | aunched his unprovoked and illegal attacks on their
country.

Do you agree, sir, that NAVSCI ATTS provi des value to
our Conbat ant Conmmanders and key foreign mlitary partners?

Ceneral Fenton: Senator, thank you for that question.
| am absolutely famliar with these NAVSCI ATTS, as you

refer to. I was nore famliar with it when | was in

27
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| NDOPACOM as a Deputy Commander, and there | saw value in
that type of training, and I will say in many types of
training, certain.

And we think this commttee for a nunber of efforts
that SOCOM has at its disposal in terns of 333, the 1202,
and 127-echo that increase the capability of our forces and
create partnerships in the way that we need those
partnerships, and in SOCOM we call those partnerships
paci ng --

Senator Wcker: And $14.8 million is a relatively
nodest investnent, would you agree?

General Fenton: Senator, | amnot famliar with the
budget. | amfamliar, again, with the type of training
t hat NAVSCI ATTS produces.

Senator Wcker: Ckay. So, we have established that
there is value there, so | appreciate that. Let nme turn
then to General Nakasone. Tell us about cyber in support
of our Ukrainian allies and the Russian use of cyber in
support of their illegal and aggressive invasion of
Ukr ai ne.

General Nakasone: Senator, the story begins on the
3rd of Decenber 2021, when we deployed a hunt forward team
to Kyiv. That began a 70-day journey for us to ensure that
Ukrai ne was at a much hi gher state of cyber readiness.

As you know, we saw early attacks on specific
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Ukrai nian sites within their governnent, and we al so saw
continued attacks as the invasion approached. Wat we were
able to do during that tinme was work with a series of
partners to bring the tools and technol ogy to Ukraine that
was able to assist them as Russia conducted continued

att acks.

We continue today with support to a nunber of
di fferent Conbatant Commands, U.S. European Conmand, and
the training mssion for Ukraine. Also too U S. Strategic
Command, as we take a | ook at ensuring that our NC3
net wor k, our nucl ear command and control and conmmuni cati ons
network, is the top and nost inportant network and is fully
secure.

As we nove forward, we continue full spectrum
operations with a series of partners to include Wkraine to
provi de them assi stance as they battle the Russians.

Senator Wcker: Wll, okay. Do you expect Russia is
able to intensify new capabilities in a spring offensive
this year?

CGeneral Nakasone: Fromthe cyber perspective, we are
wat ching this very carefully, Senator. They are a very
capabl e adversary. W continue to work very tightly with
our other partners within the U S. Governnent, ClSA, FBI,
to ensure that our U S. critical infrastructure is

protected, and NATO in general to ensure that they are
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aware of the tradecraft of the Russians m ght use.

Senat or Wcker: Ckay, Secretary Mier, what nore do
you need? You were asked and you said you need to add
staff, and then you need nore attention to the | eadership
billets.

Do you have what you need in terns of funding right
now to do this and to deal wth your enornous chall enges?
And if we give you the sane anmount you got this Fiscal Year
with an inflation adjustnment, will that be enough?

M. Mier: So, Ranking Menber, speaking just to ny
specific office, | think we are probably on a good pat hway
just in terns of funding. | already highlighted sone of
t he other requirenents.

In ternms of the entire special operations enterprise,
| think our priorities are represented, understanding full
wel | that the challenge with inflation neans that if our
budget is flat, that reduces our buying power, so that is
sonething we will need to keep a cl ose eye on, sir.

Senator Wcker: And yet you need additional staff and
you need increased | eadership billets.

M. Mier: Yes, sir. So, | think we are on a good
trajectory with the | eadership billets. W are part of
that conversation in the Departnent. | think especially in
outyears years, we are going to need to add nore staff to

build that capability to really help this transition | have
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descri bed, fromcounterterrorismcrisis response to al so
I ncl ude the peer conpetition that we have tal ked about and
| expect we will talk about nore, sir.

Senat or Wcker: Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator Wcker. Senator
Shaheen, pl ease.

Senat or Shaheen: Thank you, gentlenen, for being here
this norning, for your testinony, and for your service to
t he country.

I think I would start this question with you,
Secretary Maier, because SOCOM and CYBERCOM real |y are at
the nexus of DOD' s efforts to address the weaponi zati on of
I nformation, which | think has beconme as nuch an issue for
us as we are |looking at our ability to be successful around
the world as our military capability.

So, can you, Secretary Maier, talk about DOD' s role in
addressing that m sinformation, and how DOD coor di nat es
Wi th other agencies and Departnents within Governnent to
addr ess di sinformati on?

M. Mier: Yes, thank you for the question, Senator
Shaheen. So, | would broadly start with describi ng DOD
information as rooted in mlitary objectives. So, as we
tal k about how this fits into the interagency, we have a
distinct role and a value to play, but not for broad

nmessaging, not for all the work that, say, the State
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And | think we have | ooked at significant conponents
of the information operations enterprise and really tried
to tighten and target it nore so the val ue proposition and
t he neasures of effectiveness are there. This is really a
journey we are on, and | think it is one that the
| eadershi p of the Departnent is very, very focused on.

So, | would | eave you with the idea that this is nuch
nore of a priority in the context of integrated deterrence
that the national defense strategy calls out, because
information is so critical, as you said, to all the aspects
of success, especially as we start to think about
adversaries we are trying to deter, ma' am

Senat or Shaheen: So, as you think about our efforts
to recognizing -- you are saying that we are trying to be
nore focused and how we address information at DOD. But
clearly, what happens at State and in other Governnent
agenci es affects what DOD does. So, are there policy
changes? Are there resources? |s there coordination that
shoul d be done that we shoul d be thinking about? And I
woul d ask General Fenton and Nakasone to respond to that as
wel | .

M. Miier: Briefly, mmam | think we need to invest
nore in the DOD information operations enterprise. It has

not been one that has frequently been a focus, frankly.
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And | think with nore capability in the Departnent and al
hands, our ability to coordinate in an interagency
standpoint, that is still very nmuch a work in progress,
ma' am

Senat or Shaheen: General Fenton.

CGeneral Fenton: Senator, | would echo all of
Secretary Maier's comments. And then | would add that the
I nt egrat ed deterrence approach, | think, does denmand a
whol e of Governnment approach in information operations, and
SOCOM is one part of that in the Departnent side, but we
al so coordinate with other agencies of the Governnent to
ensure that we are integrated and that fol ks know that the
SOCOM piece is a traditional mlitary activity.

The information operation space, as | like to say, iIs
a place we absolutely have to be as part of a mlitary,
traditional mlitary activity, and to get effects for
Commanders either to nessage an adversary, to see
m sinformation and provide that to a host nation.

So, Senator, | think our key nessage to the SOCOM
enterprise as we nove forward is, we remain aligned with
the Departnent and certainly as part of the whole
Governnment approach. It is a key part for us, and our
State col | eagues and ot her colleagues in the U S.
Governnent are very inportant as we do that.

Senat or Shaheen: General Nakasone.
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General Nakasone: Senator, it begins overseas. W
are very famliar in howto do these operations. W have
seen it in the elections. W have seen it with Russia,
Ukrai ne. W have seen it with Iran.

The sane actors that are interfering in our elections
are the sanme actors that are doing influence operations.

W go after them This is what, you know, persistent
engagenent is for U S. Cyber Conmand and the Nati onal
Security Agency. W find themand we continue to ensure
t hat we understand exactly what they are doing.

We exam ne their tradecraft, and then we share it with
a series of different partners. This is only done
effectively, as both the Secretary and General Fenton have
indicated, is with partners. So, inside the United States,
sharing signatures with the FBI who share it with soci al
nmedi a conpani es, being able to work with allied partners
who have a broader understandi ng.

But then | think it is also with, you know, how do you
bring the totality of our Governnent against them \Wet her
it is State Departnent, Treasury, FBlI, being able to go
after them

The one thing we have | earned, though, on this is that
they never go away. They are always there, and you al ways
have to be persistent.

Senat or Shaheen: So, the Fiscal Year 2020 NDAA,
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trying to better focus the Departnent's efforts on

I nformation operations and then establish a principal

I nformati on operations adviser, and ask the Secretary of
Def ense to conduct information operations and require a
strategy and posture review that was due nore than a year
ago.

It still hasn't been delivered by the Departnent. Can
you tell us what the status of that report is, Secretary
Mai er, and when we coul d expect delivery?

M. Mier: Senator, yes, we understand both the
strategy and the posture review are overdue. They both are
now i n senior |evel coordination, so above ny level. They
passed t hrough ny review

So, | would expect in a matter of weeks they would
come to you. | would say, in understanding the tines out,
that these have helped to aninmate a | ot of the
conversations and deep action within the Departnent to
really focus down it in on posture, and then the strategy
has pronpted a rel ook at how we go about doing informtion
operations, per your opening question, nma' am

Senat or Shaheen: Thank you. So, | should assune we
woul d have it by naybe the end of April?

M. Miier: That is our intent. Yes, nma'am

Senat or Shaheen: Thank you. Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Shaheen. Senat or
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Fi scher, please.

Senat or Fischer: Thank you, M. Chairman. General
Fenton, in your nom nation hearing |ast year, you agreed
wi th your predecessor, General Cark, that w thout
sustai ned CT pressure, we are going to continue to see
terrorist groups that are nore able to focus on planning
and preparing for external attacks. Do you still agree
wi th that statenent?

CGeneral Fenton: Senator, | absolutely agree with that
statenent. And there is a direction to the SOCOM team from
the Secretary of Defense to have that as one of our three
main priorities, integrated deterrence, counterterrorism
counter VEO, and crisis response.

Senator Fischer: | remain highly concerned that we
aren't seeing sustained CT pressure that we need in
Af ghani stan, especially with respect to ISISK And it is
ny understandi ng that we have only had one single strike in
over a year.

| don't believe that that translates into sustained CT
pressure against ISIS-K  Can you describe the chall enges
of conducting the over the horizon CT operations w thout
the reliable partners on the ground, w thout basing it in
nei ghboring countries, and without reliable access to
ai rspace?

CGeneral Fenton: Senator, thank you for that
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opportunity to coment. On the first portion of that
reference to Afghanistan, | would defer certainly to
General Kurilla, his team They have a nore ful sone
insight wwth a series of partners, than | would have, and
addi ti onal chal |l enges.

And SOCOM bei ng one part of a whole Governnment team
amsure there are many others that would give you a
different insights and probably sone nore ful sone dat a.
But what | would tell --

Senator Fischer: Do your insights, sir, differ with
some of theirs that they have made to this conmttee?

Ceneral Fenton: No, but what | would tell you,
Senator, is that part of addressing ISIS in Afghanistan is
addressing it globally. And when |I | ook at that question,
| certainly viewit through the Secretary's priority, and
for us, defend the nation. And | think counterterrorism
and VEO, it is a very high priority for SOCOM

And as we think about it, we certainly, first and
f orenpbst know t hat your Special Operations Conmand team in
partnership with COCOM because |ISIS is a gl obal
organi zati on, can sense, see, and stri ke anywhere in the
gl obe.

And in essence, many of our operations are in places
where we are not proximate to the target. And in fact,

| ast year, an operation that went off in Northwest Syria to
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renmove | SIS, nunber one, fromthe battlefield, we had to
fly across Syria to get there. So, we are very far from
that target.

But our ability to see it, sense it, and then strike
it, unquestionable. And I think we have been able to do
that gl obally throughout this year in places, Somalia with
sustai ned pressure on |ISI'S, against an ops and
conmmuni cati ons node.

And | would add al so that that gl obal pressure for
SOCOM in concert with partnerships, goes on even in the
| ndo-Pacific. So, ny sense to you, Senator, is that we
absol utely have to keep the pressure on ISI'S, on any of
t hose terrorist networks.

And if | think about it with a nunber of the
operations that have occurred, and | would be happy to talk
nore in a closed setting, it has been an extrenely
chal | engi ng year for these extrem st operations, wth a
nunber of operations we put together, to include in Syria.

Senat or Fischer: Well, SOCOM has been primarily
focused on counterterrorismmssion for the last 20 years.
The special operation forces have a | ot of capability that
they can bring to the Indo-Pacific. You earlier nentioned
your experience there, and | val ue your know edge and
experi ence.

Can you provide an update on how you plan to rebal ance
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your forces that you have through restructure, training,
and exercises, or to develop any kind of unique
capabilities in order to neet the increased demand signa
that we are getting from | NDOPACOM

CGeneral Fenton: Thank you very nmuch for an
opportunity to comrent on that. | think as we -- Senator,
as we | ook at our priorities across the when category of
I nt egrated deterrence, crisis response, and
counterterrorism it is an adjustnent.

| have heard it referred to in other places as a
pivot. | would tell you it is an adjustment for how we are
going to address strategic conpetition, integrated
deterrence. It is in our DNA. W have been doing it -- we
have, as your special operations forces, were really born
to do this. And in INDOPACOM | think what it neans is,
t hrough the | ens of prevention, deterrence, and
preparation, beginning with partnerships, partnerships with
nations in that region that want the U S. there.

They want to see a U S. capability. And frankly, in
many ways, when that US capability shows up, through the
| ens of special operations forces, we are absolutely able
to nove a partnership toward the U S. and away fromthe
PRC.

| think that sane type of partnership helped us in

Ukraine with the training that we were doing there with the
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Ukrai ni ans, from 2014 and on, saw the special operations
way of warfare and the way of doing business. Al of that
Is very applicable to what we are doing in the |Indo-
Pacific, but | defer certainly to Admral Aquilino for a
nore ful sone of how he sees it, because | amalways in |line
with his requirenents.

And we do that through our Theater Special Operations
Command, our TSOC, Special Operations Command Pacific. W
take lead fromthemat the SOCOM enterprise. But we are
i nvested there, Senator Fischer, in a way to deter, prepare
for, and then if needed, prevail in conflict.

Senator Fischer: Thank you, and thank all of you,
gentl enen, for your service.

Chai rman Reed: Thank you, Senator Fischer. Senator
G llibrand, please.

Senator G Illibrand: Thank you, M. Chairman. Genera
Nakasone, we have been working together on helping to
devel op a greater cyber capability anongst new personnel,
and we created this cyber acadeny for civilian workforce,
whi ch shoul d be accepting its first class in 2024,
applications in 2024 for a class in 2025.

And we are using the universities that NSA has al ready
assessed as having the correct cyber capability and cyber
curriculum But in light of your testinony, | wanted to

ask, would it be hel pful to you to have a dedi cated cyber
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force training just for permanent Cyber Command personnel
for the mlitary side as well? And if you did want that,
what woul d that |ook |ike?

CGeneral Nakasone: Senator, first of all, thank you
for the work that you have done to build a greater
popul ati on of cyber savvy folks. | amnot sure that we
need an acadeny yet. What | amvery, very focused on is
being able to | ook at the continued success we are going to
have with the programthat you have worked with in New
Yor k.

| amvery interested in continuing the successes that
we have had across the National Guard with State
partnership prograns. You are very, very famliar with the
New York National Guard's work with Brazil, and other
Nati onal Guard forces here.

And | am al so very, very focused on ensuring that the
ROTC and acadeny prograns continue to have strong growh in
terns of the nunbers of people that can be conm ssioned
into our force.

Chai rman Reed: Thank you, Senator G| 1i brand.

Senat or Cotton, please.

Senator Cotton: Thank you, gentlenen. M. Miier, you
acknow edge in your opening statenent that the shift away
fromcounterterrorismis the primary role of our nation's

speci al operations forces.
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But far from decreasing the need for those forces, |
woul d suggest that the current threat environnent calls for
even nore capability. The need to continue our
counterterrori smm ssions, support foreign and interna
defense activities to bolster allies, and engage in new
types of operations that are going to counter Chinese and
Russi an aggressi on.

In that operating environnent, would a decrease in
force size or budget seemlike a reasonable step to you?

M. Mier: So, Senator Cotton, thanks for the
guestion. Yes, this is the crux of the challenge, right.
We are being asked to do nore and our forces is probably
static. So, | would not advocate for a reduction in
forces, sir.

Senator Cotton: | regret that you are here today, and
not 48 hours from now when we are going to get the
President's budget. Because | amtroubled that you may, in
fact get a reduction in budget or forces. Have any
t houghts on what we are going to see on Thursday?

M. Miier: Senator, as | think you know, | can't talk
to what is likely to be in the budget, but | think as
General Fenton and | both said, the priorities that we have
identified are represented in that budget.

Senator Cotton: That is okay. Well, if ny fears are

proven out, | think you can count on many nenbers of this
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comrittee, probably in both parties, to try to nake sure

t hat our special operations forces have the resources they
need. General Fenton, do you agree that SOCOM requirenents
and your relevance are growing in this threat environnent,

not decreasi ng?

General Fenton: Senator, | would agree with that. |
think that the SOCOM requirenents to be in canpai gning and
conpetition are absolutely inportant and exceedi ngly asked
for by Conbatant Conmand teans, where | draw ny
requirenments from Certainly, in line with our Theater
Speci al OQps Command, the TSCCs.

But we see it because nmuch of this begins with
partnershi ps. Partnerships that we forge through the SOCOM
team and enable. And the payoff in many ways can be | ooked
at in the vicinity of Ukraine.

Senator Cotton: So, a decrease in either your budget
or your personnel levels would add risk to your m ssion and
therefore to our nation.

CGeneral Fenton: Well, Senator, | -- no one wants to
see a decrease in the personnel or the budget. | would
tell you that | think it would not reflect the
requi rements, nunber one, a decrease of that. And nunber
two, we would be forced at sone point to nmake hard choi ces,
because each and every tinme | think you will see ne give

you the best Special Operations Command for the budget we
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Senator Cotton: Ckay. M. Mier, when you tal k about
your personnel, | want to return to sonething el se you had
I n your opening statenment because | want to make sure we
are using this personnel budget the right way. You talked
about the need for nore staff. | got to tell you, that
gets ny hackles up pretty quickly.

I think we have plenty of staff in the Pentagon, way
too nuch. Frankly, | think we have too nany peopl e dressed
| i ke you and ne and not enough people dressed |ike the nen
to your right in your left, performng these jobs. Could
you explain a little bit nore about what kind of staff you
are tal king about and why you woul d need nore staff?

M. Mier: So, Senator, | was referring specifically
to the special operations lowintensity conflict staff that
performs the Title 10 responsibility of the organi zed
train, equip for SOCOM

So, frankly, sir, a lot of what these staff do on a
daily basis is try to articulate the SOF val ue proposition
back into the Departnment with the services. Sone of ny
concern is that as we go fromthe [ ess intense environnent
of counterterrorismor go towards a | ess intense
envi ronment w thout the intense focus on counterterrorism
t hat sone of what SOF has traditionally been afforded wl|

be lost in that.
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So, sir, sonetimes this is just as sinple as nmaking
sure that we have the SOF val ue proposition represented in
resourcing, training, planning. | have been frankly
surprised at tines of how that has been forgotten or too
narrow y defined as being a counterterrorism probl em

So, you know, ny 40 sone odd staff are very nuch in
t hat business. And, you know, it is the analytics. It is
supporting special prograns, other things |ike, that that
are very, | think, akin to the SOF val ue proposition, but
don't have representation often within the broader
Departnment, sir.

Senator Cotton: Ckay. GCeneral Fenton, one final
question. In your opening statenent, you tal ked about the
strategic transition for the special operation forces.
Coul d you explain a little nore about the role that speci al
-- that your force, the special operations forces, are
going to be expected to play in the future fight? And if
so, if you can at an unclassified | evel, nmaybe help share
t hat story.

CGeneral Fenton: Senator, thank you for that. | wll
focus on integrated deterrence, and where the Secretary and
t he Departnent have asked us to be aligned. And when |
t hi nk about that, | think about a long three, really three
| enses, prevent, prepare, and then prevail.

| think on the prevention side, it is all about being

45
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forward, it is about being deployed, or our skills,

cul tural understandi ng, |anguage, and a famliarity with
many of these environnents that cone from organi zations in
our enterprise that know those places as well, such as our
first Special Forces Goup in the Indo-Pacific, for

i nstance, have a very deep famliarity with all things that
go on in many of the partner nations.

I think it is key to keep that certainly thick and
strengthened. So, part of it is being out training,
advi sing, assisting, building capabilities, and using many
of the tools this commttee gives us in the form of
security cooperation, 1202, and counterterrorismtools.
That is a very key part.

I think it also allows us an opportunity to help the
Joint Force and enable themas we are out in those
environnments and are able to prepare through our
under st andi ng of everything from seabed all the way to the
space donai n.

And then work in concert with General Nakasone and Ji m
Di ckinson in a SOF space cyber triad. | think those are
all very inportant. There is an acceleration towards that.
It began before, certainly under General Richard d arke,
and we are accelerating that in the special operations
team while we stay vigilant on the counter-terror m ssion

and certainly our crisis response duties as directed by the
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Secretary.

Senator Cotton: Thank you, gentl enen.

Chai rman Reed: Thank you, Senator Cotton. Senator
Bl unent hal , pl ease.

Senat or Bl unenthal : Thanks, M. Chairman. Let ne
begi n by addi ng an excl amati on point to the point that
Senator Cotton just raised about the need for anple
resources devoted to our national defense, nost especially
the kind of work that you are doing. | think your
testinony today reinforces ny hope that we will have
bi parti san support for that kind of sufficient investnent
I n our national defense.

| have been to Ukraine three tines over the roughly
| ast year, once before the invasion, and had an opportunity
to talk to sone of the special forces trainers who were
there working with Ukraini an personnel. GCeneral Fenton, |
am hopi ng that there has been continued training outside of
Ukraine. | realize none of those special operations forces
are | ocated physically there now.

Wien | was there | ast, a nunber of weeks ago, none
were there, at least visibly to us. But | am hoping that
that training mssion is continuing outside of Ukraine.

General Fenton: Senator, thank you for that. It
absolutely is continuing outside of Ukraine in a nunber of

| ocations, bringing the capability that continues to assi st
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Ukrai nians off as part of the entire Ukrainian mlitary.
And that training goes on, along.

A nunber of the lines you have seen before, the
capability to defend thensel ves, the capability to m ssion
pl an and orient, an understanding of the intelligence, and
certainly an understanding of creating dilemmas for the
Russi an formati on.

And so, the Ukrainian SCF is a key part of the
Ukrainian mlitary's approach. W do that, as your speci al
operations team certainly under Ceneral Cavoli's direction
and watching in concert with his teammates in order that
that is integrated with the entirety of the approach the
SecDef directed.

Chai rman Reed: What is your assessnment as to how wel |
t he Ukrai nian special forces have operated?

CGeneral Fenton: Senator, | think they have been
superb fromthe very beginning, and I will start the
journey in the 90s when Special Operations, and Speci al
Forces in particular, or ten Special Forces G oup nade
contact wth Ukrainian forces after the fall of the Sovi et
Uni on.

And that generational relationship, sonething that is
very, very inportant to your special operations conmunity,
Iin my sense laid the pathway for in 2014 our ability to

really get after it after the first invasion by the
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Russi ans.

Senator Bl unenthal: Thank you.

General Fenton: So, they have done superbly well and
t hey have been extrenely willing to prepare and to fight.

Senator Blunenthal: And to |earn.

General Fenton: And to learn, yes, sir.

Senator Bl unenthal: General Nakasone, | think a
nunber of experts have been somewhat surprised that the
Russi ans haven't been nore aggressive in the cyber sphere
agai nst Wkraine in this past year.

What is your assessnment as to why they haven't been
nore aggressive, why they have been sonewhat apparently
qui escent, or maybe the Ukrainians have just resisted and
fended themoff w thout our knowing it?

General Nakasone: Senators, the Russians have been
very active in Ukraine in ternms of conducting a nunber of
cyber-attacks, including destructive and di sruptive
attacks. | think there is several pieces of the story here
that are inportant though.

First of all, when you begin the plan and you think it
Is going to be a very easy invasion, perhaps you don't do
enough planning with regards to your enabling activities.
Secondly, give full credit to the Wkrainians. They did a
tremendous job in terns of building their cybersecurity

resilience.
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And the third piece is, is that this is again for
persi stent engagenent, ny discussion previously, being able
to enable and act with your partners. The Russians have
not been as successful, and there is a nunber of reasons
for that.

And | would point also to the fact that we have been
able to bring a series of partners, including the private
sector, that have a trenendous capability and capacity
agai nst the Russi ans.

Senator Blunenthal: | have been inpressed when | have
spoken to President Zel enskyy with his focus on cyber. Do
you think that there is a greatly increased danger or risk
of Russian cyber-attack if the counteroffensive anticipated
this spring by Ukraine is successful ?

CGeneral Nakasone: W are watching this very
carefully. This is the nmatter of vigilance that | spoke to
earlier, because by no neans is this done in terns of the
Russi a, Ukraine situation. And so, as Russia |ooks at, you
know, armanents coming into the country, as Russia | ooks at
di fferent support, how do they react?

One of the things that we are charged with is ensuring
the security of the U S. critical infrastructure and key
resources with our partners in DHS and FBI. And so, this
I's sonething that we are working closely every single day

on, Senat or.
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Senator Blunenthal: Thank you. Thank you very nuch
to you all and thank you for your service.

Chai rman Reed: Thank you, Senator Bl unent hal
Senat or Ernst, please.

Senator Ernst: Thank you, M. Chair. Thank you,
gent| enen, excuse nme, for being here today. Secretary
Mai er and CGeneral Fenton, | really do commend your
subm ssion of the joint statenment to our conmmttee.

It reflects both alignnents and oversight from
civilian policymakers, as well as our uniformed | eaders, so
t hank you for submitting that.

Secretary Mier and General Fenton, as outlined in
your SOF vision and strategy, how does the SOF bal ance its
various mssions with great power, conpetition,
counterterrorism and crisis response, your three nain
m ssi ons? Because right now we are seeing great power
conpetition increase, ever increasing with Iran, of course
our pacing threat with China, and of course with the
Russi an incursion and war in Ukraine.

So how do you bal ance those m ssions, and how shoul d
t hat great power conpetition affect your m ssion?

M. Miier: Thank you, Senator. And so, | wll take
it froma nore strategic level, and then ask CGeneral Fenton
to speak in nore detail. So, | would say, first and

forenpbst, it is a risk assessnent and it is weighing
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So, there is always nore requirenents fromthe
Conbat ant Conmanders than we can neet as a force and those
nunbers keep going up. But | think at the same tine, we
are very focused on the idea that while the strategic focus
i's, of course, on the pacing challenge of the PRC and the
acute threat of Russia, we can't be surprised by an attack
from anot her adversary.

And | think managing that risk is many cases what the
SOF enterprise does very well. W are in essence the hedge
against that risk. So it is a constant effort to | ook for
areas where we can innovate, to be able to do nore, do
things on a nore sustainable fashion, and in sone cases
| ook for where we are getting what my New Engl and friends
woul d call a twofer, where we are able to do
counterterrori smwork and have those partnerships and
access that then helps us also on the NDS priorities,
ma' am

Senator Ernst: Yes, thank you. GCeneral Fenton.

CGeneral Fenton: Senator, thank you for that question.
| think to your point on balance and adjustnent, that is an
-- | amconstantly focused on that in the Command. As you
nmentioned, integrated deterrence, crisis response, and
counterterrorismoperations, all of those extrenely prior

-- extremely high priority for the SOCOM t eam
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| think on the integrated deterrence side, we take our
| ead fromthe Conbatant Conmands and their requirenents for
engagenent in their regions, what they need for
part nershi ps, how they need capabilities build, and
Senator, in many ways our counterterrorismtools and the
formfactors that we have in terns of how we present
f orces.

Those are equally applicable in the integrated
deterrence, the requirenents fromthe COCOVs, for
devel oping a force and conpeting with adversaries such as
the PRC, as they are for actual counterterrorismefforts
that you know very well. So, I think it is a bal ance.

Sone of those tools are interchangeable.

We can bring them across a spectrum Very often it is
about the relationships that then turn into things that we
have seen in Ukraine and we just have nentioned here, SOF
I nvestnent early, and we have seen that in many ot her
pl aces as wel .

Senator Ernst: Thank you. | appreciate that. And |
know t hat ny col | eague, Senator Cotton, tal ked about your
top line and strength cuts and how t hat woul d i npact SOF
| am very, very concerned about that.

And it doesn't matter what Conmander it was, whether
it was General Tony Thomas, or Rich Carke, or now you,

General Fenton, | have al ways brought this up in
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di scussi ons and every SOCOM Commander | have visited with
has said, you know, ma'am we are going to nake do. You
know, we will execute the m ssion regardl ess of the budget.
| get that.

But | just need to stress to this conmttee, how
inmportant it is that we continue to fund you at the
appropriate levels. You give us the greatest bang for the
buck with what you do all around the globe, so we won't
guestion that.

But | do want to digin alittle nore. 1, Genera
Fenton, | have supported Section 1202, irregular warfare
authorities. That was done in the Fiscal Year 2018 NDAA
And your joint statenent describes this as essential for
appl ying SCF capabilities against nmalign actors.

So, in your personal opinion, would enabling those
partner forces that are responding to hostilities enhance
SOF's irregular warfare contribution to great power
conpetition?

General Fenton: Senator, thank you for that. And I
will thank this commttee for, you know, the 1202
authority. That is a very inportant tool in the arsenal of
t he special operations tools that we use to either devel op
partnerships, build capability and capacity of a nation.
And certainly, then nove forward.

So, thank you very nuch for that. It is key for us to
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engage in partnerships at that |evel that involve irregular
warfare, our ability to operate and build up a capability
of a nation, also have it able to | ook at any nalign

I nfluences that is comng into it and identify those, and

t hen address them

And those forces that we work with provi de options for
their national conmand | eadership, as well as dilemms for
any adversary. So, Senator, | would say of a very snall
I nvest ment in many ways.

Al nost |ike your special operations team It is a
very small investnent, but for a very high return on the
dollar. So, | thank you very nmuch for that and happy to
talk nore about it in closed session.

Senator Ernst: Very good. Thank you very nuch,
gentl enen. Thank you, M. Chair.

Chai rman Reed: Thank you, Senator. Just let ne
recogni ze Senator H rono and ask Senator King to preside
while | attend the Banking commttee. Senator Hirono.

Senator Hi rono: Thank you, M. Chairman. Thank you
all for your testinony today. And Ceneral Fenton and
Secretary Maier, thank you for neeting with ne earlier.

Ceneral Nakasone, | have been deeply concerned by the
state of critical infrastructure on and off mlitary
I nstal lati ons, crunbling and out-of-date infrastructure

| ead to del ays and mai nt enance schedul es, and put
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communities at risk for environmental disasters, as we have
seen in Hawaii .

But it also |leaves infrastructure that is critical to
our national security, but often as an afterthought, |ike
wast ewat er treatnment plants and pipelines, exposed to
cyber-attacks. That is why | very nuch appreciate
Presi dent Biden's National Cybersecurity Strategy's focus
on defending critical infrastructure, i.e. things |ike
wast ewat er treatnent plants and pi pes.

How woul d t he Departnent of Defense collaborate with
ot her Federal agencies to inplenent the infrastructure
goals outlined in the President's National Cybersecurity
Strategy?

CGeneral Nakasone: Senator, froma cybersecurity
perspective, we begin, first of all with a focus on DCD
critical infrastructure. Two weeks ago, | was in Hawaii to
see Admral Aquilino and to work with himin terns of
| ooking at the DOD critical infrastructure within the
I sl ands.

W work with a series of partners when requested to
provi de that assistance. That cones as a request for
assi stance from ot her agencies to the Departnent, of which
then we woul d be part of that assistance.

Senator H rono: Don't you think that maintaining our

-- the physical aspect of our critical infrastructure is a
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very inportant part of your ability to do your m ssion?

General Nakasone: Certainly, we need a platformupon
which to operate. | agree with you, Senator. And so, what
we are focused on, though, is obviously the cyber el enents
of that and then working again through the Departnent to
assi st and answer those requests.

Senator Hrono: So, | think it is all -- you know, we
need to | ook at these things in a nmuch nore total kind of
an aspect. That is why it was really inportant for Admra
Aquilino to ask for an assessnent of the infrastructure
needs across the services in Hawaii, but | would say across
the country.

For, again, you, General Nakasone and Ceneral Fenton,
the Admnistration's NDS identifies China as the pacing
chall enge for our mlitary, and to create enduring
deterrence, it is critical that we renmain the partner of
choice in the Indo-Pacific area, which is why | have
supported additional funding for exercises in the region
and building on I ong standing relationships, like the
conpacts of free association, which we are concl udi ng our
negoti ati ons on.

What opportunities have your respective Conmands had
for multilateral training |ast year, specifically in the
Pacific ACR, and how w Il you build fromthose going

forward? This is for General Nakasone and Fenton.
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General Nakasone: Senator, we began with Cyber Fl ag,

which is our annua

keystone exercise. W invited a series

of partners fromthe Pacific, that includes Korea, that

I ncl udes Australia,

Pacific that decided to cone and exercise wth us.

one piece of it.

that i ncludes other nations within the

That is

The second piece is what | had spoken to previously,

which is a State partnership program working very,

closely with Hawaii,

Air Force Reserve and Nati onal

them as they take a

very

the Hawaii Arny National Guard, Hawaii

GQuard to be able to assi st

| ook at I ndonesia and the Phili ppines,

two countries that are partnered with the State of Hawaii .

And so that is an area that | think has got trenendous

potential in the com ng year.

Senat or Hi rono:

General Fenton, | amparticularly

interested in really strengthening -- | agree with your

area of focus, Ceneral Nakasone, but also, you know, the

Pacific Island nations such as Pal au and Marshal |

and M cronesia. Can you add to the response, please?

Gener al Fenton:

| sl ands

Senator, | can. Il wll start with

your special operations teamout there through the Theater

Speci al Operations el enments, SOCPAC, Special Ops Command

Pacific, is part of
It is very key

partners and allies,

TP One

all the | NDOPACOM exerci se events.

for us because our ability to build

along with the entire | NDOPACOM t eam
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for your special ops, is a pacing item It is very
| nportant and certainly a high priority for this nation and
the Secretary of Defense.

Bel ow that we al so have our own either bilateral or
mul ti nati onal special operations training events in the
regi on or back in places around bases that we have in
CONUS. So, our ability to be linked up wth the | NDOPACOV
desired in states for partners and allies, and really
enabl e that, plus what we bring in, it is in our nature, it
is in our DNA to be a partner force of choice, | think is
very, very inpactful for Admiral Aquilino and | NDOPACOM

| would say to your, partnering anywhere is inportant
to us, so to the island nations, whether it be Cceani a,

M cronesi a, Mel anesi a, Polynesia, your special ops team has
rel ati onshi ps there already.

Sonme of that is not in exercise, but certainly in
contact or in deploynents as we have had throughout the
years, and we wll continue to do that, and strengthen it
as the | NDOPACOM t eam and Commander woul d want .

Senator Hirono: Thank you. M tine is up but | just
wanted to nention, General Fenton, that | did appreciate
that in your prepared remarks, you tal k about diversity of
t hought and background in our people as a critical enabler
of the American advantage. Thank you very nuch. And the

focus on maintaining that kind of diversity, | conpletely
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agree with you. Thank you, M. Chairnan.

Senat or King: Senator Tuberville.

Senator Tuberville: Thank you, Senator King. Thank
all of you for your service. Thanks for being here today.
General Nakasone, | |like what you said in your opening, we
win with people. | think that is everything that we do,
especially our country.

You know, in your departnent, when you are looking to
recruit people, obviously cyber is your purview, what other
areas do you |l ook for in young people? Information
technol ogy? | nean, what all areas do you look for in
recruiting sonebody for cyber?

General Nakasone: You | ook for sonmeone that can do
critical thinking, Senator. That begins with -- there are
nore than just information technol ogy majors out there that
are successful in cyber. There are linguists, there are
mat hemat i ci ans.

There are, you know, liberal arts mpjors. What we are
| ooking for is someone that has an interest, has a passion
to do this type of work. That doesn't want to | eave work
until they are able to get the access that is necessary for
us to have an effect.

Senator Tuberville: 1Is that growing? Is -- are we
| osing nore to the private sector? How is that going?

CGeneral Nakasone: So first of all, on the recruiting
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pi ece, the services have trenendous success in recruiting
cyber forces. They are not having a problemfilling it. |
think the chall enge becones later on is there are a nunber
of choi ces that young people have. And so, | think we have
to think a bit differently here.

First of all, maybe we need to | engthen the, you know,
the obligation to becone trained in cyber because it is so
attractive. Secondly, | do believe that when you cone to
our forces, that is the only thing that you should do for
your career.

Much in the same way | have wat ched special operations
forces be successful. Wien you becone a special operations
force operator, that is what you are doing all the tine,
and that is what they want to do. Qur force is the sane
way you.

Senator Tuberville: Yes. Howis retention in your
Departnent of young people once they fill their duty? Do
we have pretty good retention to re-up --

General Nakasone: So, it is a m xed bag service.
Senator, | can certainly conme back to it with the nunbers.
But the challenge, of course, is that there are a | ot of
choices. And so that is what we have to nmake sure that we
are on guard for.

Senator Tuberville: How concerned are you about

Ti kTok and the influence that they are having on Anericans
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General Nakasone: So Ti kTok concerns ne for a nunber
of different reasons. One is the data that they have.
Secondly is the algorithmand the control, who has the
algorithm Third is the broad platform
I nfl uence operations, as we tal ked about previously,
it is not only the fact that you can influence sonething,
but you can al so, you know, turn off the nessage as well
when you have such a | arge popul ation of |isteners.
Senator Tuberville: Yes, thank you for that.
General, you don't have a recruiting problem do you?
General Fenton: Senator, | wll start that we are
reci pient of services and | would want all to know that we
are very integrated with their recruiting efforts, and
there are sone chall enges out there for the services.
Ri ght now, your special operations teamis not having
a recruiting problem W are aggregated at a very high
| evel of recruitnment. And the Departnent has got a
retention nunber, | think, that is one of the highest in
decades, and we are right there along with them
Senator Tuberville: Yes, you require the nost
rigorous training standards in mlitary, correct?
General Fenton: Senator, we require very high
standards. And fol ks who want to conme and be part of that

journey, who have determ nation, grit, initiative,
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really | ook for is sonebody -- a quiet professional. Maybe
he will do this mssion and succeed, and then get ready to
do the next one.

Senator Tuberville: Wuld you agree that it is also
the nost riskiest part in our mlitary?

General Fenton: Senator, there is a |lot of our
teanmat es out there across the services that do sone
i ncredi ble feats of both their m ssion and bravery. |
woul d say we are one part of what our Departnent has as the
nost incredible mlitary formation in the history of
manki nd.

Senat or Tuberville: That is a pretty diplomatic way
to put it, General.

[ Laught er. ]

CGeneral Fenton: They do sone really tough m ssion.

Senator Tuberville: Yes, very tough. You know, |
think there is a | esson here for the rest of our mlitary,
and it is not everybody, but, you know, Anmerica's youth
want to serve an organization with purpose and patriotism
| nean, we all saw that growing up. In light, it seens
people rise to standards that you set for them | nean, |
saw that in ny fornmer life of coaching.

| mean, you set a standard and nost of the tinme, if

you push them hard enough, no natter where they won't or
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not, they will reach that standard. So, | want to thank
for what SOCOM does and everything that you all stand for,
because you are on the front |lines every day and you are
usually the first one to get there and the |last one to

| eave. So, thanks to your group, and the people that stand
up for this country, and patriotismthat they have for us.
Thank you very nmuch. Thank you, M. Chairnan.

Senator King: On behalf of the Chairman, Senator
VWarr en.

Senator Warren: Thank you, M. Chairman. So, one of
the primary purposes of this hearing is to eval uate your
Command' s budget requests. Mst Federal agencies have to
bal ance their nmust haves against their nice to haves when
It cones to requests for noney, and they have to account
for long termcosts.

For exanpl e, the mai ntenance of fleet vehicles that
they want to buy, but not the Departnent of Defense. DOD
submts its budget for the things it wants, and then it
submts a second |list of things that they want funded and
they don't add what the long-termcosts will be. DOD calls
this second |ist unfunded priorities.

| call it a wwsh list. Now, |ast year, sone parts of
DOD stuck to their budgets and didn't put anything on a
wi sh list, but not SOCOM nope. SOCOM got $13.2 billion in

its regul ar budget, then turned around and asked for $656
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mllion additionally.

Now one of the itens on SOCOMs wi sh list |ast year
was $8.7 million to ensure that a SOCOM armanent facility
coul d neet bl ast exposure standards that protect service
menbers fromtraumatic brain injury.

CGeneral Fenton, do you agree that if SOCOM needs
funding for a project that wll ensure that it is in
conpliance wth basic safety standards and hel p protect
wor kers from brai n damage, that project should be part of
t he Command' s budget ?

General Fenton: Senator, | put a high priority on
safety.

Senator Warren: So, should it be part of your budget
t hen?

CGeneral Fenton: Any budget | build will reflect ny
priorities, and priority is safety, and certainly align
w th the NDS

Senator Warren: So that neans you think that
sonmething like this should be in the base budget?

CGeneral Fenton: Senator, | put a high priority on
safety and ny budget wll --

Senator Warren: But you are telling ne your budget
reflects your priorities and sonehow this didn't even nake
it in the basic budget.

So, look, let ne ask it this way then. This arnmnent
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facility inprovenents weren't funded | ast year. So, are
you going to put that in your base budget this year or are
you going to count on Congress to add extra noney for it,
which it didn't do | ast year?

CGeneral Fenton: Senator, the first thing | will do is
get intimately famliar with the armanent facility you are
di scussing right now. | amsix nonths of the job. | am
still working ny way through a nunber of certainly
| ocations in the special ops comunity.

So, | will take that for the record and get back to
you, but my budget will be reflective of ny priorities that
are aligned with the national defense strategy, and safety
of our entire force is certainly a high priority for ne.

Senator Warren: Well, | appreciate that, but | just
want to make another point for the record. | wasn't born
yesterday. You know, | get what is happening here. SOCOM
and ot her commands are gam ng the system

They take costs that should be part of a base budget
request's essential prograns, like funding to cone into
conpliance with brain injury prevention standards, and then
put themon the wish list, daring Congress not to fund
them and that way they can boost their overall budget
al I ocati on.

In January, | sent a letter to Secretary Austin, along

Wi th Senators Braun, Lee, and King, telling DOD not to send
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Congress any wish lists as part of this year's budget. So,
General Fenton, this is your first tinme submtting a budget
as the Commander of SOCOM

You will be sending it over to Congress this week, so
you should be right on top of this. WII you pledge not to
request any unfunded priority itens on top of your annual
budget request?

Ceneral Fenton: Senator, | will submt the budget
that reflects ny priorities aligned against the NDS, and |
will submt that. And any UPL, required by |law, that
reflects facts of |ife changes, accelerated capabilities,
and any additional NDS initiatives --

Senator Warren: Let me stop you right there. | just
want to be required -- you need to submt a list, you are
right. That is required by law. But you don't need to put
anything in it or ask for any funding fromit.

The |ist from European Command and Transportation
Command were blank | ast year. That is, they lived within
their budget. They did not cone back for an additiona
bite at the apple.

And | amjust asking if you will agree to do the sane
thing. That is what budgets are about. They are about
maki ng your priorities clear, and | want to know if you are
wlling to live within the budget you have fromthe DOD and

not cone back here for nore.
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CGeneral Fenton: Senator, | would subnit a budget that
Is aligned with ny priorities and aligned wth the NDS

Senator Warren: |s that a yes or a no?

CGeneral Fenton: Senator, as requested by | aw and by
law, I will submt a UPL. | w Il take into consideration
any facts of life --

Senator Warren: Ckay. That is, frankly, that is not
even a very artful dodge. Look, we don't have any ot her
part of the Federal Governnent behave this way and for good
reason. The budget process is about maki ng tough choices
and setting clear priorities.

Anything in the regul ar budget nust include an
anal ysis of the long-termcosts, not things that are on the
wish list. | have a bipartisan bill to elimnate waste
like this, but DOD could shut it down voluntarily right
now, and | urge you to do that. Thank you, M. Chairman.

Senator King: On behalf of the Chairnman, Senator
Rounds.

Senator Rounds: Thank you, M. Chairman. Centlenen,

first of all, thank you for your service to our country.
And | have to admit, | |like seeing options in the budget.
| like seeing alternatives. It doesn't nmean that

everything that is on the budget is necessarily going to be
funded by or reconmmended by this conmttee.

But to see the other options out there, fromny
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perspective, | appreciate seeing those others that
sonmetimes may not nmeke it all the way through the budget
process. GCeneral Fenton, SOCOM has undoubtedly been
reorienting fromcounterterrorismto preparation for a high
end, near-peer fight.

Assune a situation in which we had to respond under
Article 5 and support our NATO allies in Europe, and China
concurrently took mlitary action to claim Taiwan. Wat do
you assess would be SOCOM s capability to support a two-

t heater war concurrently in Europe and the Pacific?

General Fenton: Senator, what | can tell you nowis
t hat your special operations teamis already globally
depl oyed, 5,000 personnel in 80 different countries at
Conmbat ant Command request, and at tinmes a Departnental
request.

Qur ability to address the integrated deterrence
pi ece, crisis response, and counterterrorism we were
absolutely able to do all that. W are able to do the
front-end conpetition, integrated deterrence with training,
buil di ng capability partners and allies, and at the sane
time, we are also ready to prepare an environnent for the
Joint Force and prevailing conflict.

Senator Rounds: | think what | amreally trying to
get at is, is it seenms as though our policy here is not

necessarily to win in tw theaters. W need everything
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that we can do to be in a position to give the young nen
and wonen on the front |ines every opportunity. W should
be tal ki ng about now before it ever happens.

And | just and with regard to a budget which you wl|l
prepare, and bring in, and lay out, would it be fair to say
that there are other itens that could be done in the very
near future that could help us do a better job of preparing
for a two front defensive capacity?

General Fenton: Senator, | stay focused daily on
readi ness and training, and providing the President and
Secretary a range of options for whatever conditions they
may put in front of us.

As you describe, sonme |evel of potential two front, or
we stay trained and ready to provi de options across a
nunber of contingencies that the Departnent has asked us to
plan for, along with the Conbatant Comrands.

At the same tinme, also providing dilemuas for the
adversaries, both either in integrated deterrence or in --
high in conflict.

Senat or Rounds: Thank you. General Nakasone, as we
all know, the Cyber M ssion Force conprises el enents
provided by all of the services. |s there anything we
should do to better execute this construct?

CGeneral Nakasone: Senator, | will be comng back to

the comm ttee under 1502, the NDAA section that came out in
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the recent NDAA, to tal k about the shortfalls. So that
conmes at the end of March.

That will be the first indicator that | will have to
be able to conmunicate with the commttee. | suspect
bet ween that and section 1534, which requires ne to cone
back at the end of June with the Secretary and the Chairnan
to talk about shortfalls in readiness, we will be able to
outline exactly what we think are the areas.

There are sonme, and there are areas that we can work
with the services to inprove.

Senat or Rounds: Thank you. Also, Ceneral, |ast year
we di scussed the benefit of an SPML3 and SPM21, and what
they provided the Command to effectively conduct cyber
operations, recognizing that they are both classified in
nature, but basically, they have streanmlined and |l ay out a
col l aborative effort in which to provi de accel erated
timefranmes for cyber operations.

As you | ook over the year since, what, if anything,
has changed in your assessnent and the inpact they have had
on cyber operations?

General Nakasone: Senator, really very little inpact.
If I can rewind the clock just a bit, 2018, as you recall,
you assisted with us to nmake sure that within the NDAA that
we saw cyber as a traditional mlitary activity, that was a

huge step forward for us.
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| would also say that the policy nmenoranduns that you
tal ked about there, they are their foundation for what we
do, any matter that is nuch nore predictable, both for
oursel ves and for policynmakers. So, we continue to work
withit. W are continuing to nove forward.

Senat or Rounds: Thank you. Thank you, M. Chairnan.

Senator King: Thank you, Senator. General Nakasone,
on a scale of 1 to 10, where 10 is essential for the
national defense and 1 is nice to have, where woul d you
rank Section 7027

General Nakasone: 10 plus and let ne talk a little
bit about 702. Thank you, Senator, for that question. As
you know, FAA 702 allows the U S. intelligence community to
collect the informati on and comuni cati ons of foreign
targets of interest operating outside the United States
that use U S. infrastructure services.

So, outside the United States, the intelligence
community can col |l ect against foreign targets of interest.
It is critical for what we do. And what have we seen since
FAA 702 was enacted in 2008 and reauthorized two tinmes? It
has disrupted terrorist plots. It has alerted us to cyber-
at t acks.

And finally, it has uncovered Cl threats. Last year,
we are able to utilize this in a series of ransomnare, in a

series of being able to uncover what adversaries were
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And nost inportantly, as General Fenton can testify, is,
you know, what we were able to do against -- an essentia

pi ece that we need as a nati on.

Senator King: | think the key word is essenti al.
Thank you, General. Talk to nme about the relationship
bet ween el ectronic warfare and cyber. |Is elect -- who is

in charge of electronic warfare. Because in a conflict,
el ectronic warfare and cyber is going to be where it
begi ns.

General Nakasone: So traditionally the service has
had el ectronic warfare capabilities that they deploy with
their forces. | think what you speak to is a
synchroni zation of this battlefield in cyberspace, which we
are starting now to work very, very closely with the
Conbat ant Conmands.

Senator King: | amconcerned that if electronic
warfare is scattered anong the services, it is not going to
have the attention, for exanple, that cyber has because we
have Cyber Command.

And el ectronic warfare is definitely going to be part
of the conflict, whether it is jamm ng or disabling
satellite comruni cations, those kinds of things. There is
no central -- what you are telling ne is there is no -- it

is not part of your Command and there is no Central Conmand
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that controls it.

General Nakasone: |[|Is not part of ny Conmand. But
again, a lot of the electronic warfare that is done, is
done in support of service requirenents. And so, they have
service forces that do this.

| think what you are speaking to, Senator, is, you
know, nmuch in the same way we have tactical forces that
assi st the services, is there sone type of nationa
capability that we mght need? And | think that is
sonmet hing that we have to | ook very carefully on.

Senator King: | worry about coordination and
duplication, tw sides of the sane coin. You nentioned
briefly in your opening statenent, election interference in
2022. |Is election interference, in terns of cyber, an
ongoi ng problen? It hasn't gone away.

General Nakasone: It hasn't gone away. This is
sonmething we will deal wth for as long as | can | ook at
the future and we see cyberspace and the ability for
adversaries to influence what goes on.

Senator King: 1Is it things |like hacking and neddling
wWith the system or is it nore in terns of disinfornmation?
General Nakasone: So, what we have seen, Senat or,
real ly, when you talk about infrastructure, that is nore of

an interference piece. W see the influence piece nuch

nore preval ent these days and being able to operate outside
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the United States, go after trolls and other different
actors that are trying to create influence.

Senator King: And these are -- can be Russia, Iran,
North Korea, China. They are actively involved in trying
to affect and interfere in our politics. Is that correct?

General Nakasone: You have hit the top four plus
pr oxi es.

Senator King: China cyber capability, is it on the
rise? They have been not as aggressive in terns of
el ections and interference as the Russians have been over
the last 10 years or so. |Is China starting to becone nore
aggressive or are you seeing nore activity, less worry
about reputational risk, and those kinds of things?

CGCeneral Nakasone: So, they have a different playbook,
| think, than the Russians, from what we have seen. The
other piece is that as | nentioned |ast year, this is a
very capabl e, capable force. And so, we can cover many of
the areas that | can discuss in closed testinony, but
again, a very form dabl e foe.

Senator King: The new national cyber strategy was
just issued | ast week. Any gaps? | don't expect you to

criticize it, but do you have any suggestions you can share

Wi th us?
General Nakasone: | amreally pleased with the
National Cyber Strategy. | think that this is sonething
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that we have long wanted in terns of what is the
responsibility of both the Governnent and the private
sector, and being able to neld that is critically inportant
for us.

| think in the weeks to cone, obviously the Departnent
of Defense's cyber strategy will nest within that, and so |
think for the first time, we wll probably have, you know,
fromthe Governnent all the way down to our depart nent
sonmething that is very effective.

Senator King: Think of that as a coherent Governnent
wi de strategy.

General Nakasone: Yes, Senator.

Senat or King: Thank you, General. Senator Budd.

Senator Budd: Thank you all for being here. So,
General Fenton, you know, there has been a series of
concerning incidents, suicides, nurders, overdoses, drug
trafficking arrests surroundi ng the special operations
community at Fort Bragg.

But | think you and nenbers here of the conmttee, we
know t hat those reports, they are not indicative of the
t housands of incredible nmen and wonen at USASOC. | am
hopi ng that you can di scuss sone of the issues that we are
actually seeing in Bragg, including those, and if you can
descri be what SOCOM i s doing to conbat these chall enges.

And | will just also just say that our office is here
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to help, and I amsure on both sides of the aisle, all of
us are here, on your teamin that regard.

CGeneral Fenton: Well, Senator, thank you very much
for an ability to comment on that, for an opportunity.

That very issue hits at the heart of our nunber one
priority, our people, who are conpetitive in conparative
advant age and who we place a lot of trust and confi dence
i n.

And this type of behavior, atypical to the 70,000 plus
that are doing the right thing al nost every single day,
each and every day the majority are absolutely doing that,
Is first and forenost it disrespects that type of work that
our SOCCOM enterprise is known for. Second, it certainly,
it is not behavior that is wel coned.

| want everybody to know that is not the type of
behavi or that is welconed in this formation and is not
I ndi cative of an organi zation in whomthe nation has pl aced
a lot of trust. W hold ourselves to a higher standard.

And the Command Sergeant Major and | are -- first of
all, we are very angry when we get reports |like that, and
we are deliberately |aser like focused on this. And in
fact, we talk about it as a corrosive.

These are corrosive toward the trust and confi dence
that this commttee, the Secretary, and certainly the

nation has in us, and we are we are | aser focused on
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eradi cating that from SOCOM enterprise. One is too nany,
but we recognize we are not imune. So, we |ook at it
t hrough a nunber of |enses.

First, it is a |eader issue in preventing this,
reinforcing the standards, the behavior of a drug, sone
type of other untoward illegal, not noral and et hical
behavior. Not who we are, not who we want our formation.
And we asked our whole formation to be on alert and to help
point that out for us and let us as |eaders start to take
action.

Second, it is reinforcenment policies that tell folks
this in the event they just cane into this formation and
they didn't know any better, and they are at risk of doing
sonmething like that that disrespects decades of successful
operations of many, many who canme before and those who cone
after.

Responding. | think a key piece in that one is
hol di ng fol ks accountable. And you will see us do that
because that sends a very big signal back, when
appropriate, Senator, back to the enterprise about this
behavi or is absolutely not welcomed and not part of the
SOCOM ent er pri se.

So, you got ny commtnment on this, Senator. | have
been -- in about six nonths, it has been a top priority

because of what it does, not only to the trust that this
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commttee and others have in the SOCOM team but to our
overall readiness. And that readiness is inportant because
It needs to be a very lethal force each and every tine the
Secretary puts us on the job.

Senator Budd: Thank you. And you have our conm t nent
as well. Secretary Maier and al so General Fenton, you have
talked a little bit about this today, but can you pl ease
expand on bal anci ng the need for special operations forces
to continue conducting counterterrorismin the Mddle East
and Africa versus the inportant role they play in great
power conpetition? And do we have the right mx of forces
to acconplish both? We will start with you, Secretary.

M. Miier: So, Senator, thanks for this point. This
IS maybe anong the nost inportant points that | focus on
every day. And | think the answer is sonewhat. So, |
think we have a very lethal, very capable counterterrorism
force.

VWhat we are working to do is nmake that force nore
sust ai nabl e over tine, because, frankly, many of the threat
actors are still out there and we are still having to do
this m ssion.

But being able to make it nore sustainable so we can
draw on the unique capabilities of the SOF enterprise to
bring that to the fight against a potential PRC or Russi a,

certainly to establish that integrated deterrence we seek,
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Senat or Budd: Thank you.

Ceneral Fenton: Senator, | would just add that it is
a balance, as we |look at it across the enterprise with the
three m ssions of the integrated deterrence and
counterterrorismcrisis response.

And as | nmentioned before and will reinforce, the
capabilities we have in the counterterrorismnmarine arena
transfer as well over into our integrated deterrence
approach. But at the sane tine, we know that very often
they are unilaterally asked for.

In this case in Africa, we work with AFRI COM Comrander
and our Special Operations Conmand Africa, our TSOC, is a
way to address their requirenents. Keep the pressure, as |
mentioned earlier.

One of the things at SOCOM we | ook at is the threat
has been disrupted, but it persists, and our job is to
remain vigilant. And when we can set, see, and illum nate,
we take action in concert with the Conbatant Conmanders and
certainly under SecDef direction.

Senator Budd: Thank you all very nmuch. | have sone
questions for the record, CGeneral Nakasone, | wll submt
for you, but | yield back. Thank you.

Chai rman Reed: Thank you very much, Senator. Senator

Kai ne, pl ease.
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Senator Kai ne: Thank you, M. Chairman. Thank you to
our wtnesses. Secretary Maier, | want to talk to you
about a previous job you had that | still think you are
very involved in. | understand that you previously led the
DOD defeat 1SIS task force. |Is that correct?

M. Miier: Yes, Senator.

Senator Kaine: And that you continue in your role as
Assi stant Secretary of SOLIC to focus on the anti -
terrorismmssion, including the defeat of ISIS, correct?

General Fenton: Correct, Senator.

Senat or Kai ne: That task force included international
partners. | think there are about 80 international
partners. And it is fair to say that in your work on that
task force and currently it involved a | ot of coordination
with Iraqi defense forces, isn't that correct?

M. Mier: It did, yes, Senator.

Senator Kaine: | know that ny col |l eagues m ght have
seen that Secretary Austin has paid an unannounced visit to
Irag. That news of that broke this nmorning. | just want
to read a phrase, a quote fromhim the U S. forces are
ready to remain in lrag at the invitation of the governnent
of Iraq, he said this followng a neeting with Prine
M ni ster A Sudani .

Further, "the United States will continue to

strengt hen and broaden our partnership in support of Iraqi
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security, stability, and sovereignty.” Do you think the

U S being in partnership with Iraq for their stability and
sovereignty, for their own sake and for the region, is an

| mportant priority?

M. Miier: Senator, yes, | do. And | think it is
critically inportant to nmanagi ng a very chall engi ng
political situation, too, with obviously the Iranian and
proxy threats there as well, sir.

Senator Kaine: Just for ny coll eagues, we have two
war aut hori zati ons agai nst the governnent of lraq, our
strategic partner who Secretary Austin is visiting today.
We have 2,500 Anerican troops in Iraq at the Ilraqi
governnent's request. One of the war authorizations was
passed in 1991. It is 32 years old.

The other war authorization was passed in the fall of
2002. The invasion of Iraq began on March 19, 2003, 20
years ago next week. | have a proposal that is very
bi parti san, 12 Denocrats and 12 Republicans have joi ned
together to urge Congress to repeal the two Iraq war
aut hori zati ons.

This is going to be marked up in the Foreign Relations
Commttee likely in the next few days, and hopefully w |
be on the floor for a vote soon, coincident in timng wth
the 20th anniversary of the lraq invasion.

And | just wanted to bring it to the attention of ny
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col l eagues. | urge that we repeal the Iraq war

aut hori zations to recogni ze reality, an eneny that we were
trying to push out of Kuwait in 1991, an eneny whose
governnent we wanted to topple in 2002, is no |onger an
eneny.

They are a security partner of inportance right now.
Second, Congress shoul d exercise our Article 1 authority
over war, peace, and diplomacy and not allow it to be on
autopilot. Third, an authorization that is no | onger
necessary beconmes sort of a zonbie authorization that can
be grabbed and used for m schi evous purposes if we are not
careful .

And fourth, | even think we send a powerful nessage
not just to allies and strategic partners, we even send a
nessage to adversaries that you may be our adversary today,
I raqg once was, but the U S. specializes over tinme in
turning adversaries into allies. Look at Japan, |ook at
Germany, | ook at other nations.

And we hold that hope out to everyone that we wll
defeat you should we need to, but we also hold out an olive
branch and | ook for an opportunity to beat a sword into a
pl owshare and turn an adversary into a partner.

The proposal that | have, M. Chairman, that | hope
will be voted on in the floor this nonth has the support of

the Adm nistration, and they have indicated that neither of
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the two authorizations are necessary for any current U. S.
mlitary operation, and thus their repeal will not endanger
in any way the security of the United States or Anericans
anywhere in the world.

And | would just urge ny coll eagues possibly to take a
| ook at this once the Foreign Relations Cormmttee acts,
because | believe we will be taking this matter up on the
floor very soon. And with that, M. Chair, | yield back.

Chai rman Reed: Thank you, Senator Kaine. Senator
Mul I'i n, please.

Senator Mullin: Thank you, M. Chairman. Ceneral
Fenton, can you explain to us, and | know you have been
asked this question before, but I just want it for context
again, the value of the SOF community.

General Fenton: Senator, | think the value of the SOF
community transcends all three m ssion areas that we have
right now Qur integrated deterrence approach, which the
previ ous was strategic conpetition the days before the
tragic events of 9/11, when we were devel opi ng partners and
allies, conpeting for relationships, building partners of
force -- of choice, and in nmany places with our security
cooperation approach, actually strengthening nations across
the globe. | think that is called for even nore now.

And as we cone forward with 20 years of hard-earned

conbat credibility, a technol ogy fluence, and an incredible
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formation. And the SOF formation is a formation that knows
the hard skill. It knows technol ogy.

It deploys around the world on a nonent's notice. And
in that case, all that value transitions over to integrated
deterrence. On the counterterrorismside, the center for
20 plus years. |In places all over the world, your speci al
operations command team along wth the rest of our
mlitary interagency partners, | think brought imense
value to this nation, disrupting degrading terrori st
networ ks gl obally and figures, the nanmes that many fol ks
know here are no | onger and have been renoved fromthe
battlefield and are no longer a threat to this nation.

On crisis response, our ability at SOCOMto, within a
very short notice, deploy forces and arrive in a country
and either safeguard our U S. diplomts, citizens, or
rescue themif that is indeed the task, and then bring hone
safely. | think it is all part of this special Operations
command val ue proposition.

And | would add a very small investnent on the budget
that we are very grateful for, and I think a very high
return on investnent across all those and many nore that in
the interest of tinme, | can follow up with you in a
cl assified session.

Senator Mullin: Appreciate it. One |ast quick

guestion for you, and then if you could be brief onit, |

85

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

86

would like to -- you just kind of explain the partnerships
that we have with our allies in Europe and how that is
benefiting us, and | would say in the with Russia's illega
I nvasi on of UKrai ne.

CGeneral Fenton: Senator, | go back to a very specific
part here of the very high value proposition | think your
speci al operations teans bring. It started with a
rel ationship, our ability in small teans to be with
Ukrai nians in the m d-90s devel oped a | evel of trust.
Speed of trust is inportant in these, as you know very
wel | .

And then in 2014 began in earnest a |level of training
t hat was about resistance and resilience, and those | ook
li ke skills of developing a mlitary -- Ukraini an speci al
operations that has an NCO corps, that knows about m ssion
command, has initiative, and frankly has been, as | have
seen and certainly talk a | ot about, very valuable to the
Ukrainian mlitary effort wit large. | think we have al so
had the ability to learn fromthem

They have got an incredible way that they take
equi prent off the battlefield and re-engineer it. That is
really great for us because we |earn as nmuch from our
partners as | hope they do from us.

So, | think in a very small way, that ability for the

Ukrai nian SOF and the Ukrainian mlitary to resist, and now
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absolutely really fight against this aggression, and has
paid dividends. Started with a high investnment with the
speci al operations team

Senator Mullin: Thank you so nuch. And, M.
Chairman, | amgoing to kind of divvy here a little bit.
General Nakasone and | know each other, and I just want to
rai se a point here.

The CGeneral is over a programthat is very forward
| eaning, and | would ask that we would -- we would ask the
Senate Intel and the House Intel to brief us on a program
t hat General Nakasone is over. And in you will see -- it
woul d reflect, in ny opinion, his conplete inconpetence in
his ability to |l ead this program

I think it is inmportant when we are tal king about a
budget that he is over, that it is inportant for us to know
that we have | eadership there that we can rely on to nake
sure the dollars are protected and the investnent has a
return. And | think before we can do that, we actually
need to know what has happened.

I was involved in a briefing when | was on the Inte
comrittee that turned into a hearing, and I think it is
| nperative for us to know the General's risk adverse
approach to a programthat needs to be extrenely proactive.

Chai rman Reed: Thank you, Senator Millin. Your

comrents are noted and we will follow up.
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Senator Mullin: Thank you.

Chairman Reed: At this point, let nme recognize
Senat or Manchi n.

Senator Manchin: Thank you, M. Chairman. Chairnman
Nakasone, let nme just say | amsorry because | have all the
confidence in the world in you and we have been worKki ng
very cl ose together, and | am chairman of the Cyber
commttee and also along with M ke, Senator M ke Rounds.

We both appreciate your service, and we are | ooking
forward to any hearing you want to have. And but | can
tell you, you have the support of a bipartisan group here,
which is very, very deep

Next of all, General Fenton, | would like to ask you a
guestion, based on the publishing of the 2019 SecDef, DOD,
CYBERCOM (Oper ati ons Forces Meno, which directed the
organi zati on of the DOD Cyber Operation Forces, there has
been substantial appropriation devel opnent of CYBERCOM
organi zati on and capabilities.

The question is what is the status of the current
Speci al Operations Forces program devel oped within SOCOV
and what effort is needed in -- to keep pace w th CYBERCOW?

Ceneral Fenton: Senator. | wll start by, we have
got a very close relationship with General Nakasone and
CYBERCOM and it has progressed into an area that we now

call a capability of SOF space, cyber tri ad.
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At its heart, it is the ability to converge those
capabilities, the SOF pl acenent access, the cyber work, and
certainly the space work in places for integrated
deterrence effects that we would otherwi se not get if we
were doing it individually, and bring certainly a bigger
sum back to not only the mssion but to any partner we are
wor ki ng wi th.

That has been an incredible effort al ongsi de Gener al
Nakasone's team W are very grateful for that. And al so,
in the SPACECOM arena. W are noving that forward with
exerci ses, experinentation, a nunber of senior |eader
huddl es, and | think that you will see that progress,
Senator. And we woul d be happy to tal k about the progress.

Senat or Manchin: M final question is for all three
of you, and | will start with Secretary Mier, General
Nakasone, and then CGeneral Fenton, what can we do to help
as Congress? What would be the greatest help we could be
to you, all of us in the Senate and our Congress -- or our
cohorts over on the side, the other side of the House.

That woul d be the greatest -- and | think, if | am asking,
t he having a budget done on tine, what does that nean for
you?

M. Miier: So, Senator, thanks for the question. |
think we will probably all say that having a budget that is

consi stent, predictable, and --
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Senator Manchin: Does it save you tine? Does it save
your noney?

M. Maier: It saves this tine. |t saves us noney.

It adds predictability. It allows us to put things on
contract. And frankly, for --

Senator Manchin: W are tal king Septenber 30t h.

M. Maier: Yes, sir. And | think fromthe
perspective of enterprise and the special operations
enterprise, it is going through transition. The ability to
nodernize is hurt by the fact that the budgets don't cone
predictably. So that is really where sonetines it cones
home to roost, and it is --

Senat or Manchin: So, a budget on tine would be a
pretty high priority?

M. Miier: Yes, sir.

Senat or Manchin: General Nakasone.

General Nakasone: It is the sanme thing, Senator. It
is ontine. It really does --

Senat or Manchin: Does it reduce your cost?

CGeneral Nakasone: It is predictability. It is being
able to, you know, actually spend the noney when it is
actual ly due as opposed to, you know, a shortened period of
time. W also have new starts that will not be del ayed,
woul d actually be able to get on. So, we would welcone it.

Senator Manchin: Wen was the last tinme that you had
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a predictabl e budget on tinme?

General Nakasone: Not since | have been the
Conmander .

Senator Manchin: General Fenton.

CGeneral Fenton: Senator, | wll start first by, you
al ready help in many ways with a nunber of the tools that
we use at SOCOM 33, 1202, now 127. But to your point on
the budget, I will echo ny coll eagues here at the table,
predictable, reliable, on tine. And then | wll just add
that CRs hurt.

In SOCOM our priority, nunber three, is transform
and we think of ourselves as a pathfinder and a
trail blazer. And we need new capabilities to not only
sur pass adversaries, but always to be dom nant.

That is not possible with new capabilities and new
contracts with a CR It is also we work with a | ot of
littles, little conpanies that want business wth Speci al
Ops Command because they know we are transformative, and
that we are a trail blazer for the Departnent.

They can't wait forever to get their noney, and nmany
of themaren't there anynore as a result of -- ny sense is
a nunber of CRs from --

Senat or Manchin: This makes -- does this sound
reasonable to you all that | have been told by sone retired

Admirals and Generals that if we did our budget on tine
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now, by the 85 budget, the budget |law that we had -- the
President is supposed to have his budget submtted by the
1st of February, and here we are.

The House and the Senate are supposed to have theirs
by April the 1st and reconcile by April the 15th. And then
we are supposed to have a budget conpl eted by Septenber
30th. | have been told if all that happened, that the
mlitary could have a savings anywhere between 5 to 10
percent on today's cost.

You are talking $40 to $80 billion. Does that sound
reasonable? That is, | nmean, it is trenendous. And it is
that type of effect -- | don't know if you all | ooked at
and evaluated it for per area of DOD. Secretary, do you
have anything on that, or if you | ooked at it under those
condi tions, because the person never hesitated when they
told ne this.

M. Mier: So, Senator, | can't account for that
exact neasure, but | can tell you that it is nore costly.
And as | think ny coll eagues and | have indicated, there is
arisk toit as well. That it is not only financial, it is
the ability to execute and operate with sonme degree of
predictability, which of course, the nation |ooks at us to
do.

Senat or Manchin: Well, | know that we have many

exanpl es that you can | ook back on and find out when we did
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do one on tinme and everything, but if you could and give us
an accurate account or close as accurate as you can be,
what woul d be the savings?

Because we are in a position now, we are having
debat es and di scussi ng, we can do things, we can change
this year, change our ways and not commt the sins of the
past. | am hoping we can do that.

But it has a trenendous effect on our mlitary, which
s what we are depending. First of all, thank all of you,
and all of you setting there, for your service. |
appreciate it nore than you know. And again, | want to
thank you all. | yield ny tinme back.

Chai rman Reed: Thank you, Senator Mnchin. Senator
Schmtt, please.

Senator Schmitt: Thank you, M. Chairman. General
Fenton, | appreciate the tine we had to spend together and
tal k about sone of the threats around the world, and your
role and your teanmis role in conbating those threats and
getting ahead of those threats. And to ne, as | nentioned,
there is no greater threat than China on the world stage.

And in this, you know, great powers era that we have
been di scussing, the alliances in the Indo-Pacific, to ne,
are critical. You have nentioned it in ny neeting with
you. We have heard about that today. GCeneral Nakasone had

menti oned I ndonesia and the Philippines. W have talked
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about the Philippines.

What specifically would you like to see this commttee
address as we nove forward in this Congress to do
everything, we can put ourselves in the best position to
continue to cultivate and support those alliances?

CGeneral Fenton: Senator, first, thanks for the
session with you the other day. | appreciate your tine. |
know how busy you are. | would coment on the extrene
| nportance in the power of the partners and allies.

You and | spoke quite a bit about it, and in the |Indo-
Paci fic, but certainly globally, as the Secretary has
di scussed with the Departnent and in many ways i s doing
that with NATO s alliance, vis-a-vis the Ukraine, and al
the work that has gone into the entire whol e of Governnent

teamto make that stronger than ever, is a signal that

aggression by adversaries like Russia will not be
t ol erat ed.
Il think it is just inportant -- just as inportant as

we di scussed in the Indo-Pacific. W have got a nunber of
bilateral treaty allies out there. They are extrenely
i nportant partners, as | NDOPACOM goes ahead on its daily
and certainly its overall m ssion.

In particular for the special operations team we
actually like to think that we are a prem er partner force.

W have | ongstanding ties throughout the region that we
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| ook to continue to strengthen and mai nt ai n.

And we certainly each and every day don't take them
for granted, and we | ook to reinforce them | think that
Is inportant that that continues to grow. And | think it
is -- as you think about this, Senator, it is about the
grow h of partners and allies, and the power in that. Not
only for the rul es-based order, but probably for the vision
of where we go the next 3 to 5, even 10 years.

So, | would just recommend that it is a continue to
focus on partners and allies, the power that comes with
that, the partnering, the burden sharing, and certainly the
capability grows -- growh that we have all experienced in
that. And | could talk certainly nore --

Senator Schmtt: Well, and | don't -- listen, | don't
want you to -- | want to give you the tine to be able to
get back to ny office with this, because this is sonething

that to nme is of paranount inportance, particularly in the

| ndo- Pacific theater and will be a | ong-termconmtnent on
ny end.
And as you work through -- and by the way, you won't

be the only one | amasking this question that cones before
the commttee of what can we do, because | do think that is
just critical, and in doing everything we can to guard

agai nst China's global dom nation anbition, which has been

st at ed.
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And so, | want to work with you on that. And | guess,
General Nakasone, if | could ask you this, and to the
extent that you can share, what you can share with this
comrittee in the open setting here, just where we are at
with China's capabilities, whether it is on cyber or Al,
our defensive capabilities versus their offensive
capabilities. This will be an ongoing discussion. But in
the open setting, | certainly wanted to ask you about that.

CGeneral Nakasone: Senator, they are a near, peer
threat. They are very good. They have been able over the
period of two decades to develop not only their mlitary
but also their industrial base.

As we |l ook to the future, those capacity and
capabilities, whether or not it is in artificial
intelligence, machine | earning, whether or not it is
| ooki ng at the capacity to grow cyber forces, they are very
good, but they are not, they are not, first of all, as good
as us. And secondly, they are not ten feet tall.

And so, we can get in closed session nore in terns of
some thoughts on this, but | did want to make sure | hit
t hat .

Senator Shaheen: Well, | will just close with this.
| agree with the concerns that have been rai sed by other
committee nmenbers and you with Ti kTok. To ne, TikTok is a

Chi nese Al weapon ainmed directly at the United States of
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America, and we better take it seriously. So, anong other
t hings. Thank you, M. Chairnan.

Chai rman Reed: Thank you, Senator Schmtt. Senator
Duckwort h, pl ease.

Senator Duckworth: Thank you, M. Chairman. And I
just have to say, | had a wonderful working relationship
wth Senator Blunt, who has recently retired. And | would
have to say, Senator Schmtt, | agree with you with your
concerns on the Indo-Pacific region. And in fact, ny
guestion, gentlenen, is going to followup a little bit on
nmy col |l eague's |ine of questioning.

But | did want to start wth saying that M. Assistant
Secretary and General Fenton, your witten testinony
references the first SOF truth, humans are nore inportant
than hardware, and | couldn't agree with this nore.

And two weeks ago, | led a CODEL to Japan and
I ndonesia. M interactions on that trip reinforced just
how i nportant those alliances and partnerships are. W
must not forget that human ties are the United States
strategi c advantage in the Indo-Pacific region, and these
human rel ationships are critical to countering malign CCP
activity in that region.

Ceneral Fenton, | appreciated our discussion |ast
week. And can you pl ease el aborate furthernore in that

guestioning line, and on an unclassified |level, on how the
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SOF community fosters close relationships with our allies
and partners?

Specifically, how does Special Operations Command' s
ongoi ng work with other nations, fromthe smallest unit
operations all the way up through your | eadership-to-
| eadership relationships with mlitary |eaders in sonme of

these countries, reinforce our canpaign plans in Sout heast

Asi a?

General Fenton: Senator, thank you. | really
appreci ated our discussion as well, and | appreciate your
reference in that. | wll start with just enphasizing that

partners and allies are absolutely a key focus for the
Departnent, the Secretary, and for your Special Operations
Conmand t eam

And | put that in contrast to what China's focus may
be in ternms of clients or custoners. W are about
partnershi ps, we are about friendships, we are about the
power of many to make us all stronger. And | think we see
that in the way that we approach, firstly, your speci al
operations team

As you nentioned, we start very nmuch froma
perspective of, it is in our training and in our
school houses to work through these because we recognize it
Is the speed of trust. It is the speed of a relationships,

in many ways with our partners and teammtes around the
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world. You will see us at a very tactical |evel.

And | won't nention any countries. And certainly,
Senator, | could talk nore in a closed session. You wl|
see us at a tactical |evel doing events |ike training,
shooti ng, junping, driving, and building capabilities that
use the tools that this conmttee has honored us with.

| think at an organi zational l|level, we wll be show ng
fol ks how we have grown ourselves in the 20 plus years of
conbat, what it neant to weave in technol ogy, how we
under stand our gathering of intelligence, how we understand
m ssi on type orders.

And | think at the institutional |evel, what you wll
see your special operations teamdoing in any of the COCOVs
Is work with the COCOMs to ensure that the nation we have a
rel ati onship with understands the special operations forces
and what they can do, the types of mssions, and if | may
be the return on investnment and the value that they wll
bring that nation in a way that | believe we certainly
bring to this nation.

Senator Duckworth: Thank you, General. Turning now
to CGeneral Nakasone. General, | just want to say |, too,
have conplete trust in your ability to do your job.

And in fact, your forward | eaning posture allowed us
to keep tabs on the well-being of my constituent, who was

hel d i n Haggani network hands and also in his safe return.
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So, thank you very nuch for the work of you and your

subordinates in that. | want to talk about the cyber
domai n.
O course, it has no boundaries. | included

| egi slation in Fiscal Year 2021 NDAA authorizing DOD to
establish a pilot programto enhance the cybersecurity of
our allies, and in particular the readiness of mlitary
forces of Vietnam Thailand, and |Indonesia. And this year
| plan to expand that programto include Ml aysia and the
Phi | i ppi nes.

Coul d you el aborate on specifically why the
cybersecurity of our allies and partners is inportant for
US. overall, US national security? And if you, if
possi bl e, can you comment on the val ue of direct engagenent
W th our overseas partners to help build their cyber
skills, and how that is inportant for our own nati onal
security?

Ceneral Nakasone: Certainly, Senator. | think that
there is no better exanple than Ukraine. W have watched
this now for over a year. W are a very capabl e partner
that was able to raise their | evel of cybersecurity, was
able to fend off a nuch | arger foe.

But it is not only that, it is also the ability for us
to share information with that partner. W want to be able

to share our information in the future. And being able to
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share information in cyberspace neans that you have to have
an assurance that the partner can secure your information.

And that is a critical piece. And I know that the
wor k that you have done to drive that type of
cybersecurity, both in the elenent of the bar has to go
hi gher for our partners to operate, but also, we have to
have the confidence that we share information, that our
information i s between us and that partner.

Senat or Duckworth: Thank you. | yield back,

Chai r man.

Chai rman Reed: Thank you very nuch, Senat or
Duckworth. Senator Scott, please.

Senator Scott: Thank you, Chairman. | want to thank
each of you for being here. General Nakasone, first, let's
talk about China. The -- is there anything that China
sells us? W have cranes now at the Port Mam that they
are worried that there was the ability for China to survei
what we are doing at our ports.

You | ook at what sone of ny coll eagues have tal ked
about, the risk of TikTok. |Is there anything that China
sells in this country that you don't believe creates a
potential cybersecurity risk? And what would it be, if
they could sell us anything that woul dn't?

CGeneral Nakasone: Senator, certainly you point to the

chal | enge of cyber, which is a huge attack surface, right.
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Whet her or not you trade in sone type of good or you trade
I n sonme type of commodity, there is always an opportunity.

You know, | think this points to the challenge that we
have to be able to address, which is supply chain. To nake
sure that the elenents of the supply chain that we operate,
particularly within the Departnment of Defense, are secure.

Senator Scott: So, do you think that Americans shoul d
have -- do you think it puts Anerica at risk if Anericans
have Ti kTok on their phone?

CGeneral Nakasone: M concern with Ti kTok, Senator,
really is fromtwo pieces. One is the fact that there is
trenendous anount of data and understandi ng where your data
Is, is critical, | think.

And the second piece is the opportunity for influence.
This is a neans upon which, you know, you receive
information or don't receive information. And that is
where, you know, | always |look at that in terns of being
abl e to nmeasure that risk.

Senator Scott: So, if you were running a, let's say
one of our electrical grids in the country, if you were
responsi bl e, knowi ng now what you know in the job that you
have now, would you allow -- would you buy anything from
Chi na?

Wul d you all ow t he enpl oyees have Ti kTok? Wuld you

any business? Wuld you buy DJI drones? Wuld you do
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anyt hi ng knowi ng what you now know in this job?

General Nakasone: Senator, very difficult in the
scenario that you point to our picture to i magine that you
can really do that. | nean, there is so nuch of what we do
i s based upon international trade, and China has the corner
on some things.

I think what | would do is ensure that the areas that
are nost sensitive to our operation are well censored, and
| have the confidence that what is being utilized there, |
under stand where that information may be goi ng.

Senator Scott: In a world where there was an
alternative to every Chi nese product and app and service
out there, if there was an Anerican alternative or Anerican
ally alternative to them would you, at that point if you
runni ng one of these conpanies, would you guarantee that
your conpany did no business with China if there was a good
alternative? And would you think the sanme thing about our
Gover nnment, know ng what you know?

CGeneral Nakasone: So again, com ng back as a
prospective, perhaps future business owner, | would take a
very, very hard | ook of anything that was com ng from an
adversarial nation and being able to understand that.

Senator Scott: General Fenton, can you tal k about
what other things you are doing to prepare your forces to

deal with China, and where are they beating us, and where
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-- and what do we need to do nore and better, know ng that
China doesn't like our way of |life and wants to denoli sh
our way of life?

General Fenton: Senator, | think the very first thing
we are doing in Special Operations Command is focus the
formati on on the adversaries of China and Russia, but in
particular China's. Reordering the formation in terns of
f ocus.

There are a nunber of elenents in our formation that
understand the PRC and what they have been doing for years
pretty well. But there is work that we have got to do to
certainly bring in additional portions of the formation
along. We do nmuch of that through our education process in
our school houses that -- all the conponents, our Arny,

Navy, Air Force, and Marine conponents.

And frankly, at our joint Special Operations
uni versity, understanding of the PRC and the PRC way of
warfare. W knew that very well when we fought the ISIS
threat. W understood how they were going to wage war, and
now that is the understanding of the PRC

Second, | would say is being present in any region and
trying to understand their malign activities. As |
menti oned before, diplomatic pressure fromthe Chinese --
fromthe PRC, economi c coercion fromthe PRC creates

clients and custoners. W are out there to build partners
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and allies.

And | think that also allows us to get a sense of what
PRC s malign activities are globally. And then on any
given transfer, Senator, we are providing ranges of options
for the Conbatant Commanders and certainly for the
Secretary to address either in deterrence, preparing, and
I f needed to prevail

And you have got the best special operations teamin
the world to do that. And that sane tine, we are

presenting a |ot of dilemms to the adversary, the PRC
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Senator Scott: Thank each of you.

Chai rman Reed: Thank you, Senator Scott. Senator
Rosen, pl ease.

Senat or Rosen: Well, thank you, Chairman Reed. |
real ly appreciate you holding this hearing. | would |ike
to thank each one of the witnesses for being here and, of
course, for everyone's service to our nation. And so,
General Nakasone, | have quite a few questions for you on
our cyber workforce and Nevada National Cuard.

But | amgoing to get into cyber workforce first
because the National Cybersecurity Strategy, which was
rel eased just |last week, it calls for expanding the
national cyber workforce. | know it is critical we
continue to invest in innovative, nontraditional cyber

capabilities and in talent to support the Departnent of
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Def ense cyber m ssion requirenents.

So, in last year's NDAA, as reported out of this
commttee, it included ny Cvilian Cyber Reserve Act,
bi partisan legislation |I introduced with Senator Bl ackburn
to create a civilian cyber reserve that ensures additional
cyber capacity for CYBERCOM in greatest -- tines of
gr eat est need.

And so, this year, of course, | |ook forward to
working with the chairman to ensure this critically
i nportant | egislation will be included in the fina
conference. But | was hoping, CGeneral, that you could
di scuss the val ue of reserve nodels, including the val ue of
a potential civilian cybersecurity reserve to support your
cyber space operations.

CGeneral Nakasone: Senator, first of all, thank you
for your support of U S. Cyber Command, and in general, the
work that we do in cyberspace. It begins with humans.

And so, this idea of being able to have many nore
anal ysts, many nore operators, many nore devel opers is
sonmething that is, you know, part and parcel to our success
in the future. It is not only with the civilian workforce
t hat you have chanpioned, but it is also this idea of how
do you bring a larger base to bear?

How do we bring it fromK through 12 that nmakes people

very interested that science, technol ogy, engineering,
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mat henmatics is the way of the future. And girls that code
all these things that will provide a greater base for us to
draw fromare really inportant to us.

Senat or Rosen: Well, you are speaking ny | anguage.

As a fornmer software devel oper, now co-founder of the Wnen
i n STEM Caucus, and trying to pronote STEM education al
the tine, this is nusic to ny ears.

And so, of course, in Fiscal Year 2021, the NDAA
requi red the Departnent of Defense to submit to Congress an
evaluation of the reserve nodels to support these
cyberspace operations, and the report was never submtted.

So could you update ne on the status of the report and
al so the requirenent | added in the Fiscal Year 2023 bil
to have DOD enter into an agreenent to assess the benefits
of such a program | would really like to see us be able
to nove forward on this.

General Nakasone: Senator, if |I mght take that for
the record, just to nmake sure | can | everage the Depart nent
of Defense for that.

Senator Rosen: That would be perfect. | have sone
ot her questions, too, on auspices -- excuse neE,
specifically for Nevada's National Guard. But, you know,
the National Cybersecurity Strategy rightly identifies a
strengt hening our international partner capacity. It is a

pillar of our collective cybersecurity, our hunt forward
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operations in Ukraine in particul ar.

It really shows us the value of international
partnerships. | have advocated for nore funding for hunt
forward as we identify nore vulnerabilities. And so, our
Nevada National Guard, we have three partner nations as a
National CGuard State Partnership Program Fiji, Tonga, and
Sanoa.

So how is the program pronoting cyber partnerships
with our allies and partners, and what chal |l enges do you
see -- are you facing building these and where can we
create a better strategy for this command?

General Nakasone: So first of all, | see very, very
few -- very, very fewlimtations on what we need to do in
the future. The countries that you tal k about there in the
Sout hwest Pacific, we have worked very closely with our
partners in Australia to | ook at how do we kind of
I ncorporate all of themas we understand their needs, their
requi rements, their vulnerabilities, and then be able to
assist them A very, very small anmount of noney in a very,
very small anpount of tine yields trenmendous results, in ny
opi ni on.

Senator Rosen: Yes, | agree. | want to tell you that
| am al so very excited because Departnent of Honel and
Security recently announced anot her cyber strategy as it is

going to expand the Abraham Accords col | aborati on anong the
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U S., Israel, UAE, Bahrain, and Morocco to i nclude
cybersecurity.

And so, as you work to pronote nultilateral
part nershi ps between the Abraham Accords countries, how do
you think this is going to help you with that?

General Nakasone: Well, just think about hunt forward
operations. W began those in 2018. Since 2018, 47
different m ssions, 22 countries, 70 different networks.

And when we take a | ook at what has been able to be
done -- what we have been able to do is the fact that, one,
it builds trenendous confidence between nations, right.
When the United States deploys a hunt forward teamto
country x, country x knows that the United States cares.

And it is for us being able to work with a partner to
understand their requirenents, and also build a higher bar
of cybersecurity.

Senator Rosen: Well, thank you for being there. W
have heard that fromour allies and partners. It neans a
| ot when you are there. You show up and we work in
partnership with others to help potentiate what they are
doing to protect thenselves. So, thank you again. M tine
I's up, M. Chairmn.

Chai rman Reed: Thank you, Senator Rosen. And the
open portion of the hearing has concluded. For the benefit

of my col |l eagues who mi ght be listening, we have two votes.
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One i s al ready underway.

W wi |l adjourn here and convene our closed session,
SBC217, imrediately followng this. | urge ny coll eagues
to vote and then join us. And | would also like to comend
the panel for their excellent testinony -- our excellent
testinmony. And also -- [technical problens].

Senator Sullivan, please.

Senator Sullivan: Thank you, M. Chairman. |
appreciate it very nuch. General Fenton and M. Maier, |
know t hi s has been touched on, but it is an issue that |
think is really inportant.

How is the shift going fromyour rightful and
exceptional focus on CT operations, primarily in the
CENTCOM AOR, to the | NDOPACOM regi on as our pacing threat?
And what is the kind of orientation of the strategy in that
region? And what | nmean by that is, the CI, SOCOM f ocus
post 9/ 11 was very kinetic, which our guys did an
i ncredible job at. But the | NDOPACOM strategy and focus is
not kinetic, at |least not now W all hope it is never
going to be kinetic.

So, it is a very different mssion set. | don't know
I f that inpacts norale. It is not as -- well, | would like
both of you to tal k about that, because |I have been
concerned that it has been hard. You have done such a good

job in that AOR, and that ACR is still inportant.
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And the issue of naking sure that violent extrem st
organi zations do not threaten our nation, particularly with
weapons of nmass destruction, is still critical. But the
pacing threat is China. Every day we see sonething.

You saw the foreign mnister of China yesterday
publicly saying, hey, we are on a collision course towards
war. We don't want that, but we better well be ready for
it. And your operators are the best in the world.

There are no Chinese forces that can hold a candle to
the U S. Special Operations enterprise, not even cl ose.

So, it is a giant strategi c advantage we have over them |
want themto fear the hell out of it. So, what are we
doing and how is that shift going?

M. Mier: So, Senator, thanks for the question.
Maybe | will start and then General Fenton can address sone
of the issues that are core to his force here.

So, | would say that the shift is very nmuch underway,
but | think it is a question of how do we maintain the
counterterrorismcapabilities, because if you | ook at the
maps, sir, of course, many of the areas that were probl ens
continue to be probl ens.

So, we are we are having to nanage that risk. At the
sane tinme, we are doing, as you correctly said, sir, a
different mssion in the Indo-Pacific. And | think the

i dea that we are not very kinetic or not kinetic at all in
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the Indo-Pacific is not necessarily sonething that neans
that the same kind of SOF skills are not rel evant.

So, as we think of things |ike placenent and access,
and really relying on partners sonetines for that placenent
and access, but also the ability to work unilaterally go to
pl aces, that last tactical mle that at times only U S.
Speci al Qperations can do, that is still relevant in the
| ndo-Pacific, even if the finish is not a kinetic or |ethal
finish.

And | think, second Senator, | would highlight the by
wi th and t hrough approach, really working through partners,
that has really been the hallmark of the counterterrorism
efforts, especially the | ast decade or so, is very, very
rel evant again in the Indo-Pacific because we want our
partners to be in the |ead.

But we have denonstrated in places |ike Ukraine we can
do that froma distance. So, it doesn't have to be the
hand on the shoul der that we are always -- we have been
famliar with in the past.

So, | think these fundanental tools and the approaches
we have used are still very relevant in the |Indo-Pacific,
sir.

Senator Sullivan: GCeneral Fenton, how is the
reorientation of the | NDOPACOM t heat er goi ng?

CGeneral Fenton: Senator, | amgoing to start by
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agreeing with you that your special operations formation is
the best, the very best in the history of mankind.

Senator Sullivan: Chinese don't have anything
renmotely close to it, and they know that. W know that.

CGeneral Fenton: And | agree with that. And the sane
thing with Russia and any ot her adversary out there.
That's right. And the other part is that we exist and
i ncluded with the entirety of the US. mlitary. And the
CYBERCOM team is exactly the best, and we have all that.
So, | think, and I would want everybody that w shes this
nation harm and if there is an adversary out there, China

Senator Sullivan: | just want | NDOPACOM theater to
know t hat we are out there too, right.

General Fenton: Yes, sir.

Senator Sullivan: | sure | want the Chinese to wake
up thinking they got Navy SEALs all over them every day.

General Fenton: Yes, sir. And your speci al
operations teamis out there and in a very sustai nabl e,
durable way, in a concert with Admral Aquilino's
requirenments. And | would tell you that we can handl e
t hese chal | enges.

And | wll start by saying special operations really
never left strategic conpetition and great deterrence. And

you and | tal ked about this a Senator, | think |ast year
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where | was the special ops conmander responsible in the
Pacific for the special operations forces that both did
counterterrorismw th one partner that we can | can talk
nore in a closed session about but conpeted with the PRC
all day long by building partnerships, relationships, and
capability.

That continues. At the sane tine, we will not take
our eye off the persistent threat of global terrorism And
so, we will still handle the CT mission. And there will be
a nunber of forces that have the CT m ssion each and
everyday hunting anybody that wi shes harmto this nation
but can slide over to present sone |level of dilemma to an
adversary in an integrated deterrence arena.

And | would just add nuch of our counterterrorism
experience is desired by these partners and nations as we
go forward to train and beconmes a key part of the
partnership. So, Senator, | would just end with, your
SOCOM teamis absolutely ready to handl e that challenge. |
think there is a large portion of our force that is excited
about this. They want to do what the nation needs.

And right now, the nation needs us to get very
I nvol ved, and we are, and deter PRC, and certainly to
address aggression by the Russians. And they want to be
knee deep in it. You know, your special operations team

wll, and at the sane tine handle the counterterrorism
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m ssion and any crisis response m ssion where a U. S.
citizen or a diplomat needed to be safeguarded or rescued.
Senator Sullivan: Thank you. Thank you, M.

Chairman. And | just want to say to General Nakasone, no

guestion. | just think you are -- publicly because a | ot
of what you do is not public. | think you and your team
are doing an exceptional job, General. Thank you. Thank

you, M. Chairnman.

Chai rman Reed: Thank you, Senator Sullivan. The open
sessi on has concluded again. W have two votes. | would
urge nmy colleagues to go to the first vote. W wll resune
I mredi ately in SBC17 for the closed session. And to each
of you gentl enen, thank you for your testinony.

CGeneral Fenton, Secretary Maier, Ceneral Nakasone, | et
me tell you, all have been extrenely diligent, dedicated
and offered superb service to this nation over nany years,
and we are in your debt. Thank you all very nuch for that.
| wll adjourn the open hearing.

[ Wher eupon, at 11:55 a.m, the hearing was adjourned.]
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