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HEARI NG TO CONSI DER THE NOM NATI ONS OF:
MR, JOHN SHERMAN TO BE CHI EF | NFORVATI ON OFFI CER OF THE
DEPARTMENT OF DEFENSE;
MR, ASHI SH VAZI RANI TO BE DEPUTY UNDER SECRETARY OF DEFENSE
AND PERSONNEL AND READI NESS; AND
M5. CARRIE RICClI TO BE GENERAL COUNSEL OF THE DEPARTMENT OF

THE ARWY

Thur sday, Cctober 28, 2021

U S. Senate
Commttee on Arned Services

Washi ngton, D.C.

The comm ttee net, pursuant to notice, at 9:30 a.m in
Room SD- G50, Dirksen Senate O fice Building, Hon. Jack Reed,
chairman of the commttee, presiding.

Comm ttee nenbers present: Senators Reed [ presiding],
Shaheen, Gl librand, Blunenthal, Kaine, King, Wrren,
Peters, Manchin, Duckworth, Rosen, Kelly, Inhofe, Ernst,

Tillis, Scott, Hawl ey, and Tuberville.
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1 OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR FROM
2 RHODE | SLAND

3 Chai rman Reed: Good norning. And let ne call the

4 hearing to order. The Commttee neets today to consider the
5 nomnations of M. John Sherman to be Chief Information

6 Oficer of the Departnment of Defense, M. Ashish Vazirani to
7 be Deputy Under Secretary of Defense for Personnel and

8 Readiness, and Ms. Carrie Ricci to be CGeneral Counsel of the

9 Departnment of the Arny.

10 | thank the nom nees for their |long careers of service
11 to the United States and their wllingness to assune these
12 inportant responsibilities.

13 | would also like to welcone the famly nmenbers who are
14 wth us today. M. Sherman, | welcone your wfe, Liz;

15 daughter, Savannah; and son, Brad.

16 M. Vazirani, | welcone your w fe, Deborah.

17 And Ms. Ricci, | welcone your brother, doctor John and
18 daughter Maria. | had to get the "doctor"” in there.

19 M. Sherman, you are noninated to be the Chief

20 Information Oficer of the Departnent of Defense. The CO
21 is the principal advisor to the Secretary of Defense for a
22  Dbroad range of information and technol ogy issues, including
23 national security systens and information resource

24  managenent .

25 | woul d note your |long record of distinguished public

www.trustpoint.one 800.FOR.DEPO
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service, including your tenure as the CIO for the
intelligence community.

The Defense Departnent is struggling wwth all aspects
of IT, which is critical to defense systens and the
operations of the Departnent as an effective enterprise. W
have seen conti nuous cybersecurity failures in the face of
ever-increasing threats, as well as failures in acquisition
prograns ranging fromthe JEDI cloud conputing effort to
software failures on the F-35 to the recent term nation of
the Navy's contract-witing system prograns.

At the sane tinme, the Defense Departnent is struggling
to hire IT professionals to work in software devel opnent,
cybersecurity, |IT operations, and I T acqui sition.
Furthernore, the IT industrial base, especially the
| nportant hardware that runs these systens |ike
m croel ectronics and printed circuit boards are increasingly
noving of fshore and will not remain trusted parts in Defense
supply chain.

| ook forward to hearing how you will address these
chal l enges if you are confirned.

M. Vazirani, you are nom nated to be Deputy Under
Secretary of Defense for Personnel and Readi ness. |If
confirmed, you wll assist the Under Secretary in addressing
many chal | enges for the Departnent, including first and

forenost, ensuring that our mlitary has adequate nunbers of

www.trustpoint.one 800.FOR.DEPO
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ready and trai ned servicenenbers of sufficiently high
character and talent to neet our defense objectives. You
wll be responsible for assisting the Under Secretary in
mlitary and civilian personnel policy; mlitary, famly,
and childcare prograns; the Defense Departnent-run schoo
system and working with the mlitary servicenenbers to
ensure the health and wel fare of the force.

As the fornmer CEO of the National Mlitary Famly
Associ ation, and as a Navy veteran, | would ask that you
share what mlitary famly issues you believe need to be
addressed nost and what recommendati ons you have to inprove
readi ness. In addition, the challenge of sexual harassnent
and sexual assault in the mlitary has eroded trust and
faith in leaders' ability to effectively address this issue.
| woul d ask that you share your plans for addressing this
probl em

Ms. Ricci, you are nomnated to be General Counsel of
the Departnent of the Arny. This position has a broad scope
of responsibilities, including serving as | egal advisor to
the Secretary of the Arny, Chief Legal Oficer of the
Department of the Arny, and coordinating | egal and policy
positions Army-w de. Your extensive |legal career in the
Arny, including prior service in the Arny General Counsel's
Ofice while on active-duty should serve your well.

There are a nunber of inportant duties that w ||

www.trustpoint.one 800.FOR.DEPO
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1 require your attention within the Departnent. It will be
2 your responsibility to assist the Secretary of the Arny in
3 addressing extremismin the mlitary and inplenenting the
4 I ndependent Review Comm ssion's recommendati ons regardi ng
5 prevention and response to sexual assault.

6 As a nenber of the Fort Hood | ndependent Review

7 Commttee yourself, | would ask that you share how you pl an
8 to use the information you have gained to assist the Arny in
9 addressing sexual assault.

10 Thank you, again, to our nonmnees. | look forward to
11  your testinonies.

12 Now, |let ne recogni ze the ranking nenber, Senator

13 I nhofe.

14 Senat or ?

15
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STATEMENT OF HON. JAMES | NHOFE, U.S. SENATOR FROM
OKLAHOVA

Senat or I nhofe: Thank you, M. Chairnman.

And thanks to our wi tnesses for being here. | enjoyed
the opportunity to personally neet them W are very
fortunate to have this group here with us this norning.

As this Commttee has heard again and again fromthe
mlitary and the civilian officials, every threat we face
continues to worsen our situation since the |ast Nationa
Def ense Strategy cane out in 2018. And that is the book
that we continue to keep here and try to use this as our
pattern, as we have in the past.

| certainly hope that the next National Defense
Strategy, wth know edge of the success of this in the past,
can give us the right direction for the future. If we want
to have any hope of keeping pace, we have got to achieve
real growth in Defense spending. | amvery worried that
I nflati on next year will not only cut our troops' pay but
will also significantly delay the pace of our nodernization
efforts.

W have seen the shocking pace of Chinese mlitary
noderni zation frommssiles to ships, and now nucl ear
expansi on and hypersonic stri ke weapons. You know, we have
been hearing about this for a long tinme; now, we have seen

it. It is happening. It is areality.

www.trustpoint.one 800.FOR.DEPO
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Sonme of the nost difficult challenges are the | ess
obvi ous ones, but just as inportant; in particular, the
Nati onal Security Comm ssion on Artificial Intelligence told
us, quote, China, and this is a quote, China possesses the
m ght, talent, and anmbition to surpass the United States as
the world's leader in Al in the next decade if current
trends do not change.

That is a shocker. That is sonething that we are not
used to in this country; a recognition that we are not
nunber one in everything. You know, when we talk to people,
when we go back to our districts and talk to people on the
ground, the real people that are paying for all of this fun
that we are having up here, they are the ones that realize
that, are starting to realize the problens that we are
havi ng now, they are really unprecedented.

So, | amvery nuch concerned about it. | am concerned
about what is going to happen with our troops and the things
that they are looking at nowin terns of their futures, and
we need strong, capable civilian | eadership in the
Depart nent .

So, | thank you all again for your willingness to
serve.

Thank you, Chairnman Reed.

Chairman Reed: Thank you very nuch, Senator [ nhofe.

Now, |let nme recognize M. Sherman for his statenent.

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



1 Go ahead, sir.
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STATEMENT OF JOHN SHERVAN, NOM NEE TO BE CHI EF
| NFORMATI ON OFFI CER OF THE DEPARTNMENT OF DEFENSE

M. Sherman: Good norning Chairnman Reed, Ranki ng
Menber | nhofe, and Comm ttee Menbers.

| am honored to be President Biden's nom nee to be the
Departnment of Defense Chief Information Oficer and am
grateful for the chance to speak with you today.

First and forenost, | would like to thank Liz, ny wife
of 29 years, who also serves in national security. Her
support and | ove have been ny rock. W are both so proud of
our grown children, Brad and Savannah, and their spouses,
Cksana and Kurt. | also want to recognize ny parents, who
are no longer with us, but are no doubt here in spirit.
Along with a bit of their Texas accents, their | essons about
hard work, respect, and citizenship have stuck with ne.

That word, citizenship, has really neant service to ne
and ny famly. Following nmy time as an Arny officer, |
served in the intelligence community and DoD for nearly 25
years, starting as an imgery analyst and |ater taking on a
nunber of roles; ranging fromDuty Oficer in Wite House
Situati on Roomon 9/11, to |eading our inpressive officers
and seni or executives in several agenci es.

| have al so had the opportunity to enpl oy and nanage
new t echnol ogi es on m ssions rangi ng from over head

reconnai ssance to open-source intelligence. | saw firsthand

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)
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how we gai n advantage through capabilities Iike cloud
conmputing and | arge-scal e data anal ytics, and ny experience
In these areas led to ny selection as the CIO of the entire
I C.

Wrking with talented col |l eagues from across the
community, we built upon the flagship nodernization effort
known as the I C Informati on Technol ogy Enterprise. W nade
t ough recomrendati ons to cancel things that weren't working,
rei nforced successes in areas |ike cloud, and sharpened our
focus on cybersecurity and interoperability. Put sinply, we
ensured the IC s technol ogy transformati on would remain an
exenpl ar.

I was then hunmbl ed when asked to serve at DoD, first as
the Principal Deputy CI O and for 8 nonths as the Acting
ClO As we drove to achieve to Secretary Austin's priority
to stay ahead of our China pacing threat, our team pivoted
to an enterprise nulti-cloud approach, which is foundati onal
for key priorities such as Joint Al Domain Comrand and
Control (JADC2) and the Artificial Intelligence and Data
Accel erator Initiative, or (ADA). Additionally, we oversaw
t he successful rollout of an enduring collaboration and
productivity capability to mllions of DoD users and began
novi ng the Departnent towards stronger cybersecurity wth an
approach called Zero Trust. The team al so made substantia

progress on other critical portfolios, to include

www.trustpoint.one 800.FOR.DEPO
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el ectromagneti ¢ spectrum positioning, navigation, and
timng, IT reform special access program I T, data
transformati on, software devel opnent, and support to
artificial intelligence. The progress on these fronts has
been substantial as well.

Thr oughout ny career, enabling m ssion has al ways been
ny forenost priority. At DoD, | believe the Cl's success is
ultimtely neasured on how our warfighters, especially in
the I ndo-Pacific, are able operate in a renpote and
di sconnected environnment, and whether a pilot can still
strike targets when an adversary is trying to jam her GPS
si gnal .

These exanpl es and many others are based on the
Departnent's ability to transformat scale, with the very
best technol ogi es and cybersecurity, through constant and
agil e change, and with the whole team If confirned, |
woul d be honored to shepherd and |l ead this effort.

| get out of bed every norning know ng our adversaries

are not standing still in the technology realm and we nust
not either.
Thank you for your time and consideration, and | | ook

forward to your questions.

[ The prepared statenent of M. Sherman follows:]

www.trustpoint.one 800.FOR.DEPO
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1 Chai rman Reed: Thank you very mnuch, sir.
2 Let ne now recognize M. Vazirani, and | apol ogi ze for
3 the multiple pronunciations of your nanme, sir.

4 M. Vazirani: Well, thank you Chairnmn Reed.
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STATEMENT OF ASHI SH VAZI RANI, NOM NEE TO BE DEPUTY
UNDER SECRETARY OF DEFENSE FOR PERSONNEL AND READI NESS

M. Vazirani: Good norning, Chairman Reed, Ranking
Menmber | nhofe, and distinguished Committee Menbers. Thank
you for the opportunity to speak with you today.

| am hunbl ed and honored to be with you today as
Presi dent Biden's nom nee for Deputy Under Secretary of
Def ense for Personnel and Readi ness and appreciate the
confidence President Biden, Secretary Austin, and Under
Secretary Cisneros have in ne.

My father and his famly fled Pakistan for India during
partition. They knew danger and turnoil; they left their
home with not hing but hope seeking opportunity. M father's
journey brought himto the United States to conplete his
post-doctoral studies. It is here, in Arerica, where he net
nmy nother, the daughter of an Indian Foreign Service Oficer
stationed in Washington. After nmarrying, ny parents
returned to India, where they started their famly.

Having had a taste of the opportunity America offered,
in 1967 they noved our young famly to the United States, to
pursue their American dream M/ parents understood
achi eving that dreamwould require hard work, service, and
sacrifice. After ny father passed, ny single nother of five
children, put herself through | aw school and eventually

married a Marine who |lost his sight fighting in Vietnam M

www.trustpoint.one 800.FOR.DEPO
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stepdad' s blindness didn't stop him he continued serving as
an advocate for veterans, founding the Blinded Anerican

Vet erans Foundation and retired fromthe federal workforce
after serving at the Corporation for National and Conmunity
servi ce, where he hel ped establish the Vietnam Vet erans
Leader shi p Program

Also a patriot and dedicated to service to our country,
ny not her served as professional staff nenber in the
Maryl and Legi sl ature and United States Congress, serving as
counsel for several House committees including Governnent
Reformand G vil Service, all while caring for her children
and a blinded Mrine.

| am hunbl ed to have grown up in a hone where service
to Nation and community was the famly business. G ow ng
up, | learned that the Anerican dreamis about nore than
what you achi eve and build for yourself, but what you do for
others. These are values ny wife Deborah and | have tried
toinstill in our two amazing children, one of whomis
currently serving as a Marine, stationed in Twentyni ne
Pal ns.

My parents' exanple of service above self, to inprove
wher e needed, and innovate when required, inspired ny
decision to serve in the United States Navy and | ater, a
career working with organizations, both public and private,

to drive transformati ve change and care for our mlitary

14
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famlies. | amhonored to have the opportunity to continue
that service as Deputy Under Secretary of Defense for
Per sonnel and Readi ness.

| believe the reason our mlitary is the greatest the
worl d has seen is the people, mlitary and civilian, who are
our defense conmmunity. They dedicate their lives and those
of their famlies, to a cause greater than thenselves. They
serve at the front lines, the garrisons, and in the
Pent agon, making sure that we are ready to deter and, if
necessary, fight and win wars. W nust provide for the
trai ning, education, health, safety, and well-being of those
who serve, in or out of uniform to maintain readi ness and
because it is the right thing to do. That care extends to
mlitary famlies, transitioning servicenenbers, retirees,
caregivers, and survivors who have made countl ess sacrifices
for our Nation.

If confirmed, | would strive to sustain a defense
comunity that continues to safeguard the freedom and
opportunity that ny famly has been fortunate to enjoy and
privileged to protect. The contenporary challenges to
readi ness are significant: sexual assault, harassnent,
sui ci de, spouse unenpl oynent, COVID, and financial and food
I nsecurity. W face challenges in recruitnent and
retention, shaping a defense community that reflects Anerica

and is conprised of diverse, effective teans, prepared for

www.trustpoint.one 800.FOR.DEPO
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tonmorrow s fight. | believe Anerica's people offer us our
greatest distinct advantage over our adversaries, and that
we nust maintain the high |levels of personnel readiness to
mai ntai n that edge.

To neet these challenges and support the people who put
country first requires innovation: a wllingness to ask and
answer tough questions, rapidly test and | earn, and scale
solutions. That is the role of the Deputy Under Secretary
for Personnel and Readi ness.

If confirmed, | will work closely with the Under
Secretary for Personnel and Readi ness, Deputy Secretary,
Service Secretaries, and Secretary to care for the total
force and our mlitary famlies, to neet readiness
requi renents, and achieve the nation's national security
obj ecti ves.

| conmt, if confirnmed, that I wll bring ny best each
day to serve those who serve us. | also commt to
coll aborating with this Commttee in a transparent, agile,
and responsive manner, to ensure that the Departnent is
meeti ng our sacred obligation to support warfighters and
their famlies.

Senators, thank you for the opportunity to be with you
here today. | |look forward to your questions.

[ The prepared statenent of M. Vazirani follows:]

www.trustpoint.one 800.FOR.DEPO
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1 Chai rman Reed: Thank you very much.

2 Ms. Ricci, please?
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STATEMENT OF CARRIE RI CCl, NOM NEE TO BE GENERAL
COUNSEL OF THE DEPARTMENT OF THE ARWY

Ms. Ricci: Thank you, Chairman Reed, Ranki ng Menber
| nhof e, and di stingui shed Menbers of the Comnmttee. It is
an absol ute honor to cone before you today as President
Bi den's nom nee for General Counsel of our great Arny.

| am joined here today by ny brother, Dr. John Ricci of
New Jersey, and ny daughter Maria Smith, a 10th grader wth
strai ght As, who happens to be m ssing her Governnent class
today, and in her precocious way, was delighted to note that
she woul d be seeing Governnment in action, so it would be
okay.

My son, who is 21 years old, and a col |l ege student,
could not be here. He was called on to work a shift at our
| ocal grocery store, nuch as he did during the height of the
pandem c, where he worked 12 to 14 days straight and
answered the call of duty.

This call of duty, this type of denonstration, it is
endemc in our famly, and | nust thank ny parents for that,
Hector and Maria Ricci, who proudly hail fromPuerto Rico
and are watching today. It is they who instilled in nme a
great sense of duty and selflessness. They also instilled
I n me personal discipline, goodw ||, and a belief in people,
for which | amgrateful.

| amalso grateful to President Biden, Secretary

www.trustpoint.one 800.FOR.DEPO
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Austin, and Secretary Wornuth for the confidence they have
shown in ne by nomnating nme for this position. |If
confirmed, | would be incredibly excited to return hone to
the Arny and resune ny service to its soldiers and
civilians.

| served as an Arny officer for just short of 22 years,
first as a personnel officer, and then as a Judge Advocate,
retiring at the rank of Lieutenant Colonel. Every day, |
had the i mense privilege of watching soldiers put their
team mssion, and country first, taking great risks and
maki ng personal sacrifices to achieve our shared goal s.

| remain grateful to nmy famly and those of all our
servi ce nmenbers and civilians who make such service
possi bl e.

Should | be confirmed, my experiences in the Arny have
prepared nme well to assune the duties of General Counsel and
do right by our do right by our soldiers, civilians, and
famly nenbers. As a Judge Advocate, | worked on a broad
spectrum of legal issues including mlitary justice, equal
opportunity, fiscal |law, and operational and adm nistrative
law. | deployed to the Mddle East twice, first for
Operation Desert Stormin 1992 and then in support of
Qperations Iragi Freedom and Enduring Freedomin 2004. |
have served in operational and intelligence units and on

servi ce and conbatant command staffs. | have al so served in

www.trustpoint.one 800.FOR.DEPO
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the Ofice of the Judge Advocate CGeneral and the Ofice of
t he General Counsel.

| understand the inportance of the collaborative
rel ati onship that nust exist between these two offices. |
have been fortunate to work wth nmany of the |awers who are
still serving in these offices, including the current Judge
Advocate General of the Arny, an extraordinary |l eader with
whom | served at Fort Hood.

Since retiring fromthe Arny, | have worked as a
federal civilian | awer, currently | eading a dynam c team of
attorneys in the Ofice of the General Counsel at the
Departnent of Agriculture, many of whominsisted on watchi ng
today, and |I thank themfor their support.

Last year, | was privileged to serve the Arny as a
civilian nmenber of the Fort Hood | ndependent Revi ew
Comm ttee, where our five-nenber team conpleted a
conprehensi ve review of the Fort Hood command, clinmte and
culture that has been the inpetus for great change at Fort
Hood and across the Arny and even DoD.

If confirmed, | commt to serve our soldiers and
civilians selflessly in ensuring the Ofice of the CGeneral
Counsel provides the highest quality |egal services to
Secretary Wornuth and the Departnent, and to further the
cooperative rel ationship enjoyed by the Departnent and this

Comm ttee.
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This is a nonentous tine; a tine of great change for
the Arny where they are enbarking on a conplete cultural
transformation for the benefit of its soldiers. At Fort
Hood, | witnessed the damage inflicted on soldiers and their
units by the preval ence of sexual assault and sexual
har assnent .

If confirnmed, | will ensure that current initiatives
respect the rule of | aw and due process and assi st Arny
| eaders in bringing about real change for the brave nen and
woren that serve our country. The current nmonmentum nust not
fade: success is a nust.

| amalso commtted to hel ping the Departnent tackle a
range of chall enges such as quality housing, on and near
Arny installations, beating the COVID panden c, and ensuring
we have the appropriate acquisition authorities to get our
warfighters the equi pnent they need.

And for ny Spani sh-speaking friends and fam lies who
are watching: G acias por su apoyo. Thank you for your
support.

Senators, thank you for your consideration of ny
nom nation. | look forward to answering your questions.

[ The prepared statenment of Ms. Ricci follows:]
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Chai rman Reed: Thank you very much, Ms. Ricci.

And now for all of the witnesses, | will ask a series
of questions that are required for all civilian nom nees.
You may answer together.

Have you adhered to applicable |aws and regul ati ons
governing conflicts of interest?

[AIl three witnesses answered in the affirmative.]

Chai rman Reed: Have you assuned any duties or taken
any actions that woul d appear to presune the outconme of the
confirmati on process?

[AIl three witnesses answered in the negative. ]

Chai rman Reed: Exercising our |egislative and
oversight responsibility makes it inportant that this
commttee, its subconmttees and ot her appropriate
committees of Congress receive testinony, briefings,
reports, records, and other information fromthe Executive
Branch on a tinmely basis.

Do you agree, if confirnmed, to appear and testify
before this comrttee, when requested?

[All three wtnesses answered in the affirmative.]

Chai rman Reed: Do you agree to provide records,
docunents, and el ectronic communications in a tinmely manner
when requested by this conmttee, its subconmttees, or
ot her appropriate comrittees of Congress and to consult with

t he requestor regarding the basis of any good faith delay or
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denial in providing such records?

[All three wtnesses answered in the affirmative.]

Chai rman Reed: WII| you ensure that your staff
conplies with deadlines by this commttee for the production
of reports, records, and other information, including tinely
respondi ng to hearing questions for the record?

[AIl three witnesses answered in the affirmative.]

Chai rman Reed: WII| you cooperate in providing
W tnesses and briefers in response to congressional request?

[AIl three witnesses answered in the affirmtive.]

Chairman Reed: WIIl those witnesses and briefers be
protected fromreprisal for their testinony or briefings?

[All three wtnesses answered in the affirmative.]

Chai rman Reed: Thank you very nuch.

Now, M. Sherman, DoD has been filling a critical role
I n devel opi ng 5G technol ogi es and the dual -use applications
that will ride on top of the next generation of wreless
networks. 5G and the applications that 5G nakes possi bl e,
will drive future economc prosperity and, critically,
nati onal security.

Do we need to sustain or even increase our |evel of
I nvest nent and comm tnent to ensure that Chinese
t el econmuni cations conpanies do not domnate this critical
i nfrastructure?

M. Shernman: Senator, 5Gis critical to our

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

24

warfighting capability both, training here in the
continental United States and then capabilities,
potentially, overseas.

In terns of devel opnment within the Departnent of
Def ense, our continued focus on this going forward, between
research and engineering, the CIO the services, and other
conponents to devel op 5G and, indeed, |lean forward to 6G
capabilities are going to be critical in that space.
Strategy will drive our budget on this, and, if confirned,
this would be a priority for me to work, to look at what is
t he proper investnent to ensure if C O or when ClO takes us
over fromR&E, that the pilot projects that are inplenented
fully flourish and that we are postured to provide that
war fighting capability.

Chai rman Reed: Thank you.

Do you continue to still believe that DoD and EGCS
Tel ecom conpani es can successfully share the spectrumt hat
Is vital to both, is that possible?

M. Sherman: Yes, Senator. Spectrum sharing nust be
our watch-word going forward. The DoD has vacated a good
bit of the spectrum over the years, but now wi th where
things are, the spectrum needs to be shared, particularly in
the 3100 to 3450MHz. Wdrking wth industry, the Executive
Branch, and this Commttee and otherw se, figuring out how

we do that successfully to both, enable DoD capabilities, as
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well as U. S. econom c devel opnment would be critical.

Chai rman Reed: Thank you very nuch.

M. Vazirani, you have a record as a naval veteran,
yourself. Your son is a Marine serving. And as the forner
director to the National Mlitary Fam |y Association, you
have an extraordi nary personal connection to the issues you
wll be dealing wth.

So, can | ask what your priorities would be with
respect to famly readi ness when you, if confirned, take
over.

M. Vazirani: Senator, thank you

Addressing famly readiness is critical to force
readi ness and maki ng sure that we take care of famlies is
critical. There are several things that | |ooked at when |
was an advocate for mlitary famlies, and, if confirned, |
will ook at a broader set of issues, as well.

But things that are of critical inportance to mlitary
famlies today are mlitary spouse unenploynent, the degree
to which we can help mlitary spouses achieve fulfilling
careers and contribute to the financial success of their
famly will also contribute to the readiness of that famly

and the ability of that servicenenber to continue in their

service. So, that becones a retention issue. And to enable

that, we need to | ook at innovative options for childcare.

So, those are sone of the things that would be specific for

25
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mlitary famlies, Senator

Chai rman Reed: Thank you very nuch.

Ms. Ricci, you have had an extraordinary career in the
Arny as a |lawer and now you are positioned to be the
General Counsel of the Arny. And, again, ny comments could
be directed to any one of the nom nees today: extraordinary
experience in the field you have been nom nated to direct.

One aspect has been your participation at the Fort Hood
| ndependent Revi ew Comm ttee and one of their concl usions
was that, at Fort Hood, it appeared to be conpliant on the
surface, but was holl ow and | acki ng | eadership retention,
day-to-day i nplenentation, broad acceptance by enlisted
soldiers, and the full inculcation into the culture and
character of the Fort Hood community. Senator |nhofe and |
travel ed down there and | think that was our inpression,
al so.

This is as nmuch a | eadership problemas it is a |egal
problem but you wll be right at the crossroads of both,
| eadership and the law. So, could you give us sone insights
fromyour participation on the conmttee?

Ms. Ricci: Yes, Chairnman.

| saw, personally, at Fort Hood, the devastation that
sexual assault can weak on its victinse and, as well as the
way it erodes unit cohesion, and, if confirmed, it would be

a priority of mne to assist in the inplenentation of the
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recormendati ons of the DoD IRC, as well as the Fort Hood
| RC.

It is nmy understanding that the reconmmendati ons have
been accepted, but nowit is tinme for inplenentation. And
the details are still being worked out, and it would be ny
job as the Chief Legal O ficer for the Arny to assist in
ensuring there is accurate and tinely |egal advice to all ow
for swift inplenentation

Chai rman Reed: Thank you very nuch, again, to all the
W tnesses. You bring forward inpressive, detailed
backgrounds in the areas that you have been nomi nated to
serve in and | wsh you well. | think we can try to rapidly
get you confirmed with cooperation of the Conmttee.

Senat or | nhofe, please.

Senator Inhofe: Yeah, | regretfully have to outdo the
chairman. You know, | have been critical of this President
and a |ot of the things that have been going on, but | have
to say that | have never seen three nom nees nore qualified
and in a better position to do a better job for America than
we are | ooking at right now And | don't know what cane
over him but --

Chairman Reed: You may do that every tine.

[ Laughter. ]

Senator Inhofe: But, anyway, | amso inpressed with

each of you for different reasons. Certainly, starting with
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M. Sherman, you have the background and experience from
when Dana Deasy was in this position and there were things
that had to be done. And | know it becane pretty
controversi al back when Legato received the position that he
was in, contrary to virtually everyone, every federal agency
that was out there and on record at the tinme, along with the
general public.

And | have not seen so nuch disregard for one
I ndi vi dual or one group taking over, in this case, sonething
significant as the group handling the LBAN for GPS and the
threats that that poses on our entire segnent.

So, | did ask you if you saw the hearing that we had
back at the beginning of this and | think you told ne, M.
Sherman, that you did, and so you know ny feeling and the
feeling of everyone who testified that day as to the
problens that exist. So, | would only ask if you are, just
keep in m nd you have got the background. You know t he
I ssue. You actually worked with Dana Deasy and so | hope
you will draw on that background to try to correct a problem
that has got to be corrected.

Are there any comments that you want to nake about that
| ssue?

M. Sherman: Sir, assured positioning, navigation, and
timng, particularly with gl obal positioning system is so

critical to our warfighting ability both, here in the

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

29

honel and and over seas.

As you noted, sir, | amvery famliar with the Legato
| ssue and where that license is so close to the GPS
spectrum in my view, represents an unacceptable threat to
bl eed over into that spectrum Despite our efforts to share
ot her parts of the spectrumwhere Legato is, is not
accept abl e.

And, if confirnmed, Senator, | would want to work with
t he Executive Branch, this Conmttee, and others to ensure
that we rectify that issue to assure our PNT capabilities
for our forces, sir.

Senator Inhofe: WIlIl, M. Sherman, let ne just tell
you how rmuch | appreciate the very strong position that you
have taken.

M. Vazirani, you have a background, as the chairmn
poi nted out that you really know, you have a hands-on
background, and one of the problens I am having and have
been having now that cones out of this admnistration is the
probl em of the COVID problens with the idea that, as | read
this, and hopefully this is not going to happen, but there
is a puni shnment, a punitive position that soneone who i s not
conpl ying, and we are tal king about mlitary people, as well
as contractors, those individuals could find thenselves to
be fired.

Well, right now, certainly you realize, as do nost
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peopl e, our biggest problemright nowis retention and
recruitment. We did inherent a very good and positive
econony; consequently, it is hard to find people to work
because everyone is working, and so that does create a
probl em

But right now, if they were to -- | can't think of
anyt hing that would be worse than if we were to find
ourselves in a situation where we were |letting people go,
where we are firing people. And it is sonething that is
going to have to be corrected.

| would |ike any comment that you m ght nmake as to what
effect this could have on the norale and our recruitnment and
retention problemthat exists today.

M. Vazirani: Senator, | believe that COVID, and |
said in nmy statenent, that COVID is one of the readi ness
chal l enges that we face. One of the things that we have
| earned over the past 2 years is that COVID is deadly and it
detracts fromreadi ness, and that the vaccines are safe and
ef fective.

So, Senator, | amfully supportive of the President's
order and the Secretary's mandate to vaccinate the force to
ensure our readiness. It is ny understanding that there is
an adm nistrative process that allows for exenptions,
whether it is nmedically necessary or due it religious

belief. And then progressing adm nistrative actions to
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address a servi cenenber who may decline a vacci ne.

So, Senator, if |I amconfirnmed, | would certainly | ook
towards maki ng sure that those processes are adm ni stered
wi th care and conpassion so that we understand the specific
needs of each servi cenenber.

Senator Inhofe: Yeah, but the problemthat | see is
that the damage is already done. Now, | amtalking about
two Marines wal king across the street just happened to
recognize nme and tell ne that they were going to resign and
just the idea -- | was enlisted personnel back in ny
mlitary days -- and we don't go into a lot of the details
as to what the notives are and all of that, but all they
read i s you better do this or you are going to be fired.

Well, that is just not acceptable. So, frankly, |
think the damage is already done and we are going to have to
do our best to renedy it.

Now, I know ny time is expired, but | do want to
coment to Ms. Ricci that one of the problens | have
addressing, and a very serious problemthat is out there, is
that we seemto be wanting to, all the efforts seemto be,
what are we going to do now, as opposed to a prevention, in
terns of sexual assault; in other words, preventing it
before it takes place, not afterwards.

And so, | know ny tine is expired, but --

Chai rman Reed: Senator, go ahead, please.
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Senator Inhofe: ~-- if you just have a short answer for
t hat ?

Ms. Ricci: Yes, Senator.

| agree with you, prevention is critical and that this
where the majority of our effort needs to be focused, and |
bel i eve that the I RC recommendati ons and the Fort Hood
recommendations will lead us to that prevention strategy.

Senator Inhofe: | agree with that.

Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator.

Now, Senat or Shaheen, pl ease?

Senat or Shaheen: Thank you.

And congratul ations to each of you on your nom nations
and thank you for your |ong, public service to the country.

I would like to begin wwth you, M. Sherman, because
this summer, a DoD I G report identified shortfalls in DoD s
recruiting and retention of cybersecurity-rel ated positions.

| had the benefit of being in New Hanpshire this sumrer
wi th General Van Ovost, who cane up to | ook at the KC- 46s
t hat our National Guard has, and she tal ked passionately
about the need for all kinds of IT positions within our
mlitary and how we were going to get there.

And as you think about your challenges in taking over
this role, how do you see your role in recruiting and

retention, because it seens to ne wthout that workforce, we

32
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can't do anything el se we need to do.

M. Sherman: Senator, while cybersecurity is certainly
about technology, | feel so strongly that the people factor
s what nakes it go. |If confirmed, | would nove out on a
new strategy to |l ook at our cyber and digital talent, so we
can think differently about how we recruit, re-skill, and
retain our individuals. This is a whole-of-nation effort
and we nust cone at it nuch differently; thinking about
diversity, about different sort of career paths, naybe not a
30-year career path, but folks comng in and out of the
organi zation, |ooking at the security protocols therein, and
al so buil ding upon the progress the DoD has nmade in terns of
how t hey al ready understand the work roles and the
cyber-accepted service, but also thinking differently about
how we i nplenent it, Senator.

Senat or Shaheen: Well, thank you. | would urge you to
| ook at the National Guard, as well, because we have a | ot
of talent in National Guard units around the country on this
I ssue and we shoul d take advantage of them wherever
possi bl e.

M. Vazirani, | amvery concerned about the potenti al
for Havana Syndrone attacks, also known as anomnal ous heal th
I ncidents. CQCbviously, in your role, you are going to be in
a position to consider how DoD responds to those issues.

| very much appreciate Secretary Austin's issuing a

33
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gui dance, but | think what is going to be very inportant is
to have particular protocols that everyone understands and
knows what to do if they are the victimof such an attack.

So, will you commt that this is sonmething that you
wll take a | ook at and work on, if confirnmed?

M. Vazirani: Senator, | do know that this is a
serious issue and that it has becone a priority for the
adm ni stration, and, if confirnmed, | would certainly conmt
to ensuring that the resources of the Departnent,
particularly the health system were avail able to address
this.

Senat or Shaheen: (Good. Thank you.

Anot her issue that has surfaced, sadly, onto many of
our mlitary installations is the preval ence of PFAS. It
has shown up in the blood of a lot of folks in New Hanpshire
who were stationed at the fornmer Pease Air Force Base and
who now live in the community. (Gbviously, these chem cals,
the PFAS chemicals are linked to a variety of health
concerns. And one of the things we need to do is to start
t hi nki ng about how to track those.

Are you aware of any efforts by DoD to offer bl ood
testing for mlitary servicenenbers and their famlies, who
have been stationed at those contam nated bases and do you
t hi nk we shoul d be | ooking at some sort of a tracking effort

to address this?
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M. Vazirani: Senator, certainly, the health and well -
bei ng of servicenenbers and their famlies is critical for
the readiness of the force and while | am not aware of any
specific actions that the Departnent is taking, if
confirmed, | would certainly | ook at how can we understand
t he preval ence and inpact of these toxic chem cals and what
they could nean for famlies and for readi ness. And so,
Senator, | do conmit that, if confirned, that | would work
with this Commttee and with coll eagues in the Departnent to
ensure we understand the conplexity of that particul ar
| Ssue.

Senat or Shaheen: Well, thank you.

| think there are sone provisions in the House-passed
Def ense Aut horization bill that would | ook at testing, blood
testing for nenbers of our military.

Ms. Ricci, you tal ked el oquently about what happened at
Fort Hood and the need for cultural change. Again, |
appreciate Secretary Austin's announcing his support for
novi ng sexual assault cases outside of the mlitary chain of
command. This Commttee voted to support that.

If confirmed, how do you see your role in making sure
that that gets done in a way that people in the mlitary can
buy into and that better addresses the issue of sexual
assaul t ?

Ms. Ricci: Senator, it is inportant to support the
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Secretary's decision and, if confirnmed, as the Chief Legal
Oficer of the Arny, it would be ny duty to assist the Arny
I n under standi ng the nuances, the |egal nuances involved and
maki ng sure that we have the appropriate inplenentation so
that we do support the Secretary's decision in renoving that
deci sion fromthe chain of command.

Senat or Shaheen: And do | have your comm tnent that
you wi Il conme back and report to this commttee on the
progress of how those changes are goi ng?

Ms. Ricci: Yes, Senator, you absolutely do.

Senat or Shaheen: Thank you.

Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator Shaheen.

Senat or Tuberville, please?

Senator Tuberville: Thank you, M. Chairnan.

Thanks for being here today. M. Sherman, back in
July, this Commttee marked up the fiscal year 2022 NDAA and
i ncreased Defense top line spending, which included $116.1
billion for DoD RDT&E. A significant portion of this noney
will go to contractors. Many of themw ||l be snmall
busi nesses. And for sone, it will be their first DoD
contract. Unfortunately, these contractors' cyberattacks
agai nst the honel and are growi ng, neking their small
busi nesses the target in the eyes of our adversaries. In

Al abama, al one, we have 5, 000 Defense contractors.
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It is self-defeating to spend billions a year on
cutting-edge technol ogies and critical research, but then
| et China and Russia sneak through the backdoor. W cannot
expect our DoD contractors, especially our small businesses,
to fend for thensel ves agai nst cyberattacks from nati ons,
states, and malign actors.

If confirmed, what will you do to assist al
contractors with the collective, defensive capabilities
needed to adequately safeguard, you know, our technol ogy?

M. Sherman: Senator, cybersecurity is certainly the
paranount activity of Chief Information O ficer and as you
note, snall- and nedi um si zed busi nesses are the backbone of
this econony. |If confirmed, there are a nunber of things
that | would want to do to include with the Cyber Maturity
Model Certification, or CWMMC, program nmaking that updated
and not onerous to those small and nedi um conpanies in
Al abama and everywhere else, sir; also, working with General
Paul Nakasone at NSA and USCYBERCOM doing things |ike
providing, as we would call it, cybersecurity, as a service
for that small- or nediumsized conpany, giving them
tenpl ates and gui des on howto do this, so they are not
having to reinvent the wheel thenselves on this. Wth
al ways thi nki ng not just about the very | arge corporations,
but those small and nedi um conpani es that are so inportant,

and al so where the Chinese and Russians and others try to go
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after, to get into our network, sir.

Senat or Tuberville: Yeah, thank you.

M. Vazirani, if confirnmed, you would have supervi sion
over the Departnent of Defense education activity; 160
schools in seven states, 11 foreign countries, and two
territories. Two of these schools are in ny hone state
Al abama, Fort Rucker and Maxwel|l Air Force Base.

| ama proud mlitary brat. | was an educator for 40
years. | have seen, firsthand, the inportance of a stable
environnent for kids inside the classroomand at hone.

Students who are in their third year, inpacted by
COVI D- 19 mask nmandates, virtual |earning, now school boards
across the country are pushing critical rates. They are
even trying to restrict parents' involvenent in the
cl assroom

Wul d you agree that sone of the best solutions to the
chal | enges facing our schools cone fromthe | ocal |evel,
where parents, students, teachers, and adm nistrators can
col l aborate and work towards success together, and can you
el aborate on that?

M. Vazirani: Senator, | appreciate the question and I
t hi nk what you are pointing out is that the education of

mlitary children is critical and particularly when we | ook

at the future force, 80 percent of those who serve today are

mlitary-connected, and so we have to think about the
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appropriate education of those children and nmake sure that
there are appropriate education options for the famlies so
that their children can advance, particularly as they nove
fromone | ocation to anot her.

Senator, if confirmed, | would want to | ook at the
education activities and make sure that the appropriate
| evel of education is being provided. | think that parents
do provide a great resource and are our partner in the
education of their child. And so, if confirnmed, | would
want to work with the col |l eagues at the Defense Depart nent
education authority to nmake sure that the education and the
curriculumis being involved in a way that wll
appropriately educate those children.

Senat or Tuberville: Thank you.

And Ms. Ricci, it was good to hear you say sonething
about the living quarters in a lot of our mlitary bases. A
| ot of themare atrocious. | have been to sone of them and
It was good to hear you say that, you know, you support
upgr adi ng sonme of those facilities.

Coul d you el aborate on that. Have you had firsthand
knowl edge of that?

Ms. Ricci: Yes, Senator, | have.

At Fort Hood, | did | earn about the abom nable |iving
condi tions that some of our servicenenbers have lived in and

it was a snmall nention in the Fort Hood report that was part
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of the overall command climate. And | woul d be supportive
of the Arny's continuing efforts to reformhow privati zed

housi ng works, to ensure that contracts are in other words
and that the partners are held accountabl e.

Senator Tuberville: Thank you. You know, the attitude
of our mlitary is very inportant and a lot of it, you know,
starts at hone, obviously, with kids and living quarters,
and they don't nmake a | ot of nobney. You know, a |ot of them
could go and do other things, and we have got to nake sure
that we can do anything possible to keep, you know, our best
in the mlitary because with all this technol ogy now, a | ot
can | eave. They can go to other places, have a better life
with a lot nore noney, but a |lot of themwant to support
this country, and we appreciate that.

So, thanks for being here today. Thank you for your
testi nony.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Tuberville.

Senat or Kai ne, pl ease?

Senat or Kai ne: Thank you, M. Chairman.

And congratul ations to the nom nees. You are all well-
gqualified for your positions.

M. Sherman, | want to pick up, just commenting on
sonet hi ng that Senator Tuberville was asking about, that |

amalso really focused on, and that is the ability of small,
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i nnovative tech conpanies to participate in work across the
DoD but including in cybersecurity. And so, this question
of having a process to get CVMMC conpliance that can work for
smal | technol ogy conpanies is also sonething that | am
really interested in and | appreciate Senator Tuberville
aski ng about that, and your comm tnent, that you would work
on that. | would |l ook forward to working with you on it.

Here is one that is kind of related in dealing with
t echnol ogy conpani es' interaction wwth DoD. The DoD has a
process for certification. It is called -- technol ogy
conpani es have a process within DoD that is called | npact
Level to get certified to do work with the DoD. There is a
simlar process in the GSA called FedRanp to get approval
through the GSA to be a governnent IT vendor. And | often
wonder whet her we can create reciprocity between sone of
t hese prograns so that a conpany that gets, you know,
certified through the GSA process could get certified
t hrough the DoD or vice-versa w thout requiring duplication
of work.

W run into the sane issue with security cl earances,
where different agencies use different practices on security
clearances and it makes it very difficult.

Do you think there should be reciprocity between the
GSA certification systemand the DoD certification systenf

M. Sherman: Senator, given how critical our private
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sector is to our tech innovation, particularly from snal

and nedi um conpanies, as well as large ones, if confirned, |
woul d always try to seek symmetry and, | don't want to say
sinmplification, but making it being cognizant of how it
affects the conpanies, and if confirmed, would take a | ook
at the GSA parity to FedRanp and al so recogni zing that we at
Departnment of Defense wll often | ayer above and extra
certifications on top of that, given our security

consi derations, but, at the front end, making this as snpoth
and synmetrical as possible, sir.

Senator Kaine: That would be great. | take that as a
commtnent to work together with GSA to see what symmetries
can be created. And you are right, if there are additional
security requirenents at the DoD side, but you could build
on the base of what GSA has done with FedRanp, rather than
having a conpletely separate certification process, that
woul d be very much appreci at ed.

M. Vazirani, | want to ask you about our workforce
needs. The commandant in the Marine Corps rel eased planning
gui dance in 2019 and | amgoing to read you a quote fromit,
guot e, our nanpower system was designed in the Industrial
Era to produce nass, not quality. W assune that quantity
of personnel was the nost inportant elenent of the system
and that Marines are all essentially interchangeable.

My son is Marine, too. | know you have a boy in the
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Mar i nes.

As the conplexity of the world is increased, the spread
bet ween physical jobs and thinking jobs is increased
dramatically. War still has a physical conmponent and al
Marines need to be screened and ready to fight; however, we
have not adapted to the needs of the current battlefield.
The only way to attract and retain Marines capabl e of
W nning on the new battlefield is to conpete with the tools
and incentives available to themin the marketpl ace.

What are sonme of the areas of the mlitary's
recruitment, training, pronotion, and retention systemthat
could benefit fromincentives found, quote, in the
mar ket pl ace?

M. Vazirani: Senator, | appreciate that question.

I think that point about nmaking sure that we have the
right talent, and it is not just a question of quantity; it
is a question of quality, as well. | think as we think
about the energing warfare domains and the way that war w |
be waged into the future, we have to think about that as, in
order to conpete on that battlefield, to have the right
tal ent.

And so, if confirnmed, one of the things that |I would
want to do is to work wwth the services and the teamw thin
Per sonnel and Readi ness to see what nechani sns are avail abl e

to ensure that we get a diverse and qualified tota
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wor kforce. And | think that is a question of, and how do
you achieve that through the mlitary service, as well as
the civilian conponent of the mlitary. And so, as we go
t hrough this process of recruiting people, we have to think
about, are we reaching the right people who have those
skills, and then, two, what are the nmechani snms we have
avail able to retain thenf

Because as we conpete, we are al so conpeting with
corporations and institutions, and so we have to | ook at
what are the tools available to us to retain the talent.

Senator Kaine: One nechanismthat | will just put on
the radar screen that | wll ask you about, should you be
confirmed, is one that we included in the NDAA in 2020.
There was a provision, or Section 860, to this that would
establish the Defense G vilian Training Corps and this corps
was sort of |ike an ROTC corps that we could use to attract
people into particular fields: engineering, acquisition,
and others, where we are going to need a strong workforce
going forward. | would like to talk further about the
success of that nodel, it is still very new, and what the
DoD plans to do to really exploit the value of a program
i ke that.

But thanks to all the witnesses and congratul ations to
you.

M. Chair, | yield back.
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Chai rman Reed: Thank you, Senator Kai ne.

Senat or Hawl ey, pl ease?

Senat or Hawl ey: Thank you, M. Chairnman.

And thanks to all the witnesses for being here.

M. Sherman, let nme start with you. The use of
Chi nese-nade hardware like printed circuit boards poses a
maj or cybersecurity concern for the United States. | spoke
about this with Mcrosoft's president, Brad Smth, when he
was here earlier this year. He agreed with this assessnent.

Let me ask if you agree that it is time for DoD to stop
usi ng Chinese-printed circuit boards and the information
systens that our warfighters depend on to defend their
country?

M. Sherman: Senator, | see China as a paranount
threat to our systens, to everything that we are doing at
DoD, and if confirnmed, that woul d absol utely be sonething
that | would | ook at. W do not want the Chinese in or near
our systens, sSir.

Senator Hawl ey: Let ne ask you China, with regard to
Taiwan. |If China invades Taiwan, | will likely try to do so
by surprise, of course, and as quickly as possible, as the
fait acconpli scenario. One of the ways in which it wll
likely try to achieve its objectives is to overwhel mour
cyber defense systens and try to degrade or neutralize as

many of our critical defense systens as possible.
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So, in your assessnent, is DoD currently prepared to
wi t hstand and fight through a barrage of cyberattacks in the
event of a Chinese attenpted fait acconpli?

M. Sherman: Senator, | believe DoD is well-postured,
based on what | know right now, that is, wth any sort of
def ensi ve nmechani sns, we can always inprove it. And, if
confirmed, cybersecurity, working with General Nakasone at
CYBERCOM informed by NSA threat intelligence, to keep the
Chi nese back on their heels would be a top priority.

Senator Haw ey: Very good.

Can | just conme back to the printed circuit boards for
just a second. You said that China was a concern. |
appreciate that. But would you agree that it is tinme for
DoD to stop using Chinese-printed circuit boards?

M. Sherman: Senator, if confirmed, | would have to
| ook at that, but in principle, any sort of Chinese hardware
or software should not be on or near our systens would be ny
bel i ef .

Senator Haw ey: Ckay. | look forward to hearing from
you further on that.

On the Taiwan question, again, talk to us about how the
requi renments for defendi ng agai nst a surge of cyberattacks
i ke we were just tal king about, how do those differ from
the requirenments from defending or for defendi ng agai nst

Chi nese cyberattacks on Anerican systens during peacetine;
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in other words, what do we need to be prepared for in,
effectively, a kinetic scenario that we otherw se woul dn't
be?

M. Sherman: | think the principle of Zero Trust,
Senator wll be for both scenarios. Assumng they are
al ready on our networks right now, and not just defending at
the perineter in a wall-and-npat scenario or even a defense
I n-depth but segnenting our networks and everything we are
doing in a way that we have not done before, making it about
the data and al so taggi ng people and tagging data in a way
t hat we have not done before. Zero Trust will be the key
both, for defending here in the honeland, as well as out at
t he edge, where they could attack us.

Senator Hawl ey: Let nme ask you, if you are confirned,
what you will do to ensure that we are able to not only
def end agai nst Chi nese cyberattacks in peacetine, but also
to be able to withstand and fight through themin a
potential future conflict.

M. Sherman: Senator, if confirnmed, ny role as CIO
woul d be to ensure we have the nost robust defensive
capabilities possible and providing the infrastructure for
General Nakasone and CYBERCOM to use for offensive
capabilities.

Senator Hawl ey: And are there any specific steps that

you can think of now that you would take, that you think
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need to be taken in that regard?

M. Sherman: The nost imrediate step, if confirned,
woul d be what we call enterprise ldentity, Credential, and
Access Managenent, or | CAM sonmewhat of a techy term but
sonet hing that has to be there to be able to tag the people
and tag the data on that Zero Trust scenario, sir.

Senator Haw ey: Good. Let ne ask you a little bit
about the consolidation of our industrial base. This is
sonething that | have raised with other nom nees before the
comm ttee.

DoD has long struggled with this, this increase in
consolidation. W are seeing problenms now with energing
technol ogies, wth just a few |arge conpanies in this
country can own a |lot of technology or can buy it up.

Do you agree that concentrating nmarket power in just a
handf ul of conpanies, and | amthinking specifically of
Googl e, Facebook, Mcrosoft, Amazon, makes it harder for
conpetition to occur and to spur innovation, and that is
especially true as it relates to information technol ogi es.

M. Sherman: Senator, | see our technol ogy Defense
| ndustrial Base as a national advantage for us. |In terns of
their consolidation, all | can say, if confirnmed, as C1 QO |
wll be a very tough custoner to all of them w thout
favoritismor bias and maki ng sure that our warfighters get

the very best technology for their warfighting needs.
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Senator Hawl ey: You are anticipating ny next question,
which is how can we ensure a robust and conpetitive
mar ket pl ace for these energing technol ogies that isn't
dom nated by a fewfirnms and, ultimately, is getting us the
best innovation that is possible and that we need in order
to succeed.

M. Sherman: Senator, if confirned, | would see that
done by rigorous requirenents, but also casting a w de net,
not to exclude small and nedi um busi nesses w th geographic
diversity, different capabilities, and working with
acqui si tion sustai nnent, and research and engi neering, and
others to make sure we hear nultiple voices for our
requirenents.

Senator Hawl ey: Very good. If the Chairman wll | et
nme slide one nore question in here very quickly, M.
Vazirani, | want to ask you about the needs in the Pacific
t heater.

Secretary Austin told ne earlier this year, and to
guote himnow, the conbat-credible, forward-deterrent
posture is instrunental to the U S mlitary's ability to
deter, and if necessary, deny a fait acconpli scenario. W
are tal king about Taiwan there. Forward-deployed units are
only part of the solution, of course. These organizations
have to be filled with servicenenbers who understand the

Paci fic theater of operations.
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And if nom nated, your office will oversee the
recruitnment and retention of all DoD personnel. Here is ny
question: How can DoD Berman and equip PACOM units with
specially trained individuals who are ready to conpete and
within in the Pacific theater, given the uni que needs and
requi renments there?

M. Vazirani: Senator, | think, there, again, it is a
guestion of how do we get to the right talent; the people
who can fight those wars who have the skills, the know edge,
the | anguage skills, the cultural skills to know how we
m ght engage an eneny in that region.

So, if confirnmed, that is sonething I would work with
t he people within the Personnel and Readi ness wth the Under
Secretary, and with the Service Secretaries to nmake sure
t hat we understand what the requirenents are for each of
those forces who nay engage and ensure that we have the
ri ght standards, and so that the standards and requirenents
neet that and that we can neet our recruiting goals.

Senator Hawl ey: Thank you.

Chai rman Reed: Thank you, Senator Haw ey.

Senat or Bl unent hal , pl ease?

Senator Bl unenthal: Thanks, M. Chairman.

| thank each of you for your service and for your
wi |l lingness to serve in these new capaciti es.

M. Sherman, | am not sure what your role will be, if
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confirmed, in the procedures and standards used in

cl assi fying docunents, but | have raised repeatedly in our
classified sessions, the fact that a | ot of what we are
heari ng, the Anmerican people deserve to hear and there is no
real reason that the material should be classified.

In alot of the instances where | raise this issue, the
mlitary or intelligence officials there, w thout disclosing
any classified informati on that nmay have taken pl ace there,
tend to agree, and in fact, the American people deserve to
t hough nore. It would be useful for the Departnent of
Def ense that they should know nore and, in fact, for our
denocr acy.

So, will you undertake a review of our current
classification standards and procedures with a viewto
opening nore of it to the public?

M. Sherman: Senator, | certainly see the absol ute
val ue in our way of governnment for transparency, but also
keepi ng our secrets safe. |If confirnmed, | would work with
t he stakehol ders in the Departnent of Defense to include
Intelligence and Security, 1&S, and other parts of the
Departnment to | ook at this topic.

Senator Blunenthal: WII you conmmt to give us a plan
for that review, a specific plan as to who will be invol ved
and what the tinetable is?

M . Sher man: Senator, | would conmmt to work with the
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st akehol ders who have that appropriate policy under them
but, yes, I would, if confirned, take this as a priority.

Senator Blunenthal: WlIl, wth all due respect, wll
you present the Commttee on Arned Services of the United

States Senate with a plan, a specific plan for whomyou w ||

consult and what your tinetable will be?
M. Sherman: | will conmt to that, Senator.
Senator Bl unenthal: Thank you.

Who do you think should be involved? Wo are the
st akehol ders that you would invol ve?

M. Sherman: Senator, based on what | know about the
job, it would be Intelligence & Security and ot her fol ks who
| ook at the counterintelligence equities. | know ClO has a
role in this, but other parts of the Departnent do, as well.
As well as protecting secrets and safeguardi ng that area,

t hey woul d absolutely need to be involved, sir.

Senator Bl unenthal: Thank you.

M. Vazirani, | amsure you are aware of the increasing
rate of suicide, an alarmng increasing rate of suicide
anong our veterans and servi cenenbers. Since Septenber 11
2001, apparently, that nunber is nore than quadrupl ed nunber
who died in the wars previously. | my have sone of the
detail s wong.

There is a study that estimates that 7,057

servi cenenbers have been killed in post-9/11 war operations,
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while 30,177 active-duty servicenenbers and veterans have
died by suicide. The average suicide rate for post-9/11
veterans is between 18 to 34 was 32.3, per 100, 000 between
2005 and 2017, but it rose to 45.9, per 100,000 in 2018.
That is about 2.5 tines the suicide rate in the genera
popul ati on.

Are you famliar with the study that provided these
nunbers from Brown University's Costs of War Project?

M. Vazirani: Senator, first of all, any suicide, any
nunber of suicides in the mlitary or veteran community are
alarm ng and we shoul d be concerned about that.

Senator, | amnot famliar with that specific study. |
amfamliar with the studies that the Departnent has done
regardi ng sui ci de.

If confirmed, if this an area that would be a
particular concern for ne and a priority to | ook at what are
we doing. As the Secretary said, the first thing we need to
do is to nake sure that we reduce stigna and we encourage
hel p- seeki ng so that servicenenbers, their famlies, and
t hey understand that we can overcone that stigma, so that as
they proceed through their mlitary life cycle, and even
into the veteran community, they know how to ask for help.

The other side of that, Senator, that | focus on is
ensuring that | eaders know how to recogni ze the signs of

sui cide and when to offer help and nake sure that there is a
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1 trusted relationship where a servicenenber can ask for help.

2 Senator Blunenthal: | appreciate that answer.

3 My tinme has expired.

4 This topic is a big, conplex and an inportant one, and
5 | ook forward to follow ng up with you.

6 Thank you, M. Chairman.

7 Chai rman Reed: Thank you, Senator Bl unenthal.

8 Senator Tillis, please?

9 Senator Tillis: Thank you, M. Chairmn.

10 And congratul ations to all three of you for your

11  nom nati ons.
12 M. Sherman, you get a pass on this question, because |
13 think there are famlies and friends watching. | would |ike

14 to pronounce your |ast nanmes right.

15 Coul d you pl ease pronounce your nane? |Is it Vazirani?
16 M. Vazirani: Vazirani.

17 Senator Tillis: Vazirani.

18 And Ms. Ricci?

19 Ms. Ricci: Ricci.

20 Senator Tillis: GCkay. Thank you.

21 | asked ny staff. She said it had been pronounced a

22 couple of different ways, so | just wanted to nake sure |
23 got it right.
24 Ms. Ricci, | amvery focused on mlitary housing. |

25 made several visits to Fort Bragg and Canp Lejeune. | have
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done town halls, and we still have a problemthere. W nmade
some progress with the Bill of R ghts, but | think that
there is a lot nore work to do.

So, can you give ne an idea of whether or not this wll
be a priority for you and sone vision as to how we can get
to an inproved state of mlitary housing. It is a real
problem | think it has a nunber of effects on readiness,
heal th, a nunber of other issues.

Do you share that concern? Can you give ne an idea of
some of the things that you may nake a priority?

Ms. Ricci: Yes, Senator.

| absolutely share your concern. Soldiers should have
saf e housing, safe and healthy housing. And during ny tine
at Fort Hood, | did, indeed, listen to sone of the concerns
of the servicenenbers living there and sone of the
conditions that they faced. And | understand that the Arny
i's going through a revised, so to speak, way of |ooking at
their partnerships with privatized housing and ensuring that
contractors are held accountabl e.

And, if confirmed, that would be a priority of m ne.
That woul d be one of the priorities, is to nmake sure that
our procurenent processes are being enforced appropriately
and that our partners are being held accountable.

Senator Tillis: | also think that we have to have a

focus on what has occurred as a result of sone of this
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unacceptabl e housing. | went into a house at Fort Bragg
that had a dehumdifier that in the hallway that was

col lecting so nmuch water that the tank, they couldn't use
the tank. They literally had to run a hose to the bathtub
in the hallway bathroomjust to be able to keep it running
nonst op, 24/7.

So, another area that | think we have to | ook at is,
how are we proactively helping the famlies that have
docunent ed nedi cal conditions?

| met with a nunber of mlitary spouses who had
doctors' advice to get out of these hones because the
conditions in the hones were clearly causing health probl ens
for themand their children. So, that is another area that
| ook forward to working with you, after you are confirned.

| guess one other question | have for you has to do
wth mlitary justice. Wat do you perceive would be an
appropriate role for the Arny General Counsel, if Congress
enacts Secretary Austin's proposal to establish the office
of special victins' prosecutions in the secretariat of the
mlitary departnent?

Ms. Ricci: Senator, if confirmed, the Arny General
Counsel, as the Chief Legal Oficer, wuld have the
obligation to ensure swft inplenentation to provide
accurate and tinely |legal advice, and to assist in working

out the | egal nuances attendant to that change.
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Senator Tillis: M. Sherman, | have got nore in common
with you than I do with nost of the people in the Senate
wth ny 29 years in information technology. | also want to
echo what Senator Bl unenthal said on suicide prevention;
removing the stigma, that is very inportant. | also think
we have to act in the way that we tal k.

We all talk about renobving the stigma and then we wl|l
go behind cl osed doors and whi sper about a problemthat we
may have with a famly nenber or friends. It really begins
wi th our behavior, too, to help renove the stigna.

But M. Sherman, | feel like the Departnent of Defense
Is replete with opportunities to consolidate, to coll apse
sonme silos, and to really go through an enterprise
transformation for the use of infornmation technol ogy,
duplicative systens across service lines. | think that
there is an opportunity to build cross-functional platforns
and then only have, on an exception basis, the silos that we
have t oday.

Do you agree with that?

M. Sherman: | do, Senator.

Senator Tillis: And do you think that the culture of
t he DoD can be changed to actually accept that?

It is the sane sort of problem!| sawin |arge, diverse
corporations. But what would you do to actually change the

culture so that we coul d make neani ngful progress and take a
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| ot of costs out of our |IT operations in the DoD?

M. Sherman: Senator, | would build upon, if
confirnmed, successes that have been underway; for exanple,
with the 26 defense agencies and field activities, what is
called the Fourth Estate Network Optim zation, to reduce all
of those inefficiencies there, scale that to the Departnent
| evel, build on what the mlitary departnents are doing; for
exanpl e, the Departnent of Navy's project Cattle Drive, they
call it, to get rid of duplicative systens and drive greater
ef fici enci es.

I would, if confirned, build on those successes, sir,
and a lot of this would be built on data, to nake sure we
know what is out there and to nmake that inplenmented, sir.

Senator Tillis: WIlIl, this is sonmething that is

personally very inportant to ne. It is very interesting to
me. It keeps ny skills up to date.
So, | would like to get your comnmtnent that | received

fromyour counterpart in Veterans Affairs, to get together,
take a | ook at your programoffice, the sort of structure
that is going to be necessary to actually execute that. And
it is also very inportant to nme because | think there is a

| ot of integration opportunities, particularly with respect
to the Cerner platformfor the electronic health record, so
that we can actually get to a point to where we nay be able

to predict a transitioning servicenenber being at risk
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before they even know they are. | do believe that that is
Wi thin our reach if we integrate and capture the right kind
of data through the like cycle of a soldier.

Thank you, M. Chair.

Chai rman Reed: Thank you, Senator Tillis.

Senator King, please?

Senator King: Thank you, M. Chairman.

M. Sherman, there has been a | ot of discussion about
cyber on a lot of levels. | don't think there is any doubt
that if there is a conflict that we are engaged in, cyber
will be the first part of it. The first effort of our
adversaries will be totry to blind us in terns of our
ability to communicate. They are also using cyber to
conprom se our networks to steal intellectual property.

My question is, you use the word "ensure”; | think that
may be an optim stic word. But how do we ensure?

Do you anticipate pen testing, red teanm ng, bug
bounti es, hackers for hire?

It seens to ne the best way to be sure or to get toward
assurance is testing the network by friendly hackers or
friendly, those who are enabled to attack the networks and
tell us where our vulnerabilities are. 1|s that in your
agenda?

M. Sherman: Yes, sir. Absolutely.

Not just trust but verify and reverify. W rking wth,
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for exanple, the Defense Digital Service, which does a | ot
of that bug bounty-type activity at DoD. Also working with
the Director of Operational Testing and Eval uation, DOT&E,
so we can do that up front testing, as we buy technol ogy,
such as commercial-clad capabilities to really see where
vul nerabilities are. And as we have done, for exanple, on
O fice 365 being enployed across the enterprise, finding
vul nerabilities that even the vendor didn't know about.

Senator King: And | would hope that you woul d work
wi th NSA and CYBERCOM they are the best in the world, to
test your own networks. You used "trust, but verify"; that
Is one of nmy favorite nottos, but another is, "Does it work
and how do you know?" And so, CYBERCOM it seens to ne, and
NSA, wi th Paul Nakasone, would be a trenendous resource.

Secondl y, on cyber, we are engaged in a very
| ar ge- scal e noderni zati on of our nuclear triad. As far as |
am concerned, we ought to scrap the word "triad" and talk
about nucl ear quad, because command and control is as
i nportant as any leg of the triad; if we don't have conmand
and control, we can't communicate with the triad, it isn't
going to work.

So, | hope that nodernization, when we are talking
about noderni zation of the submarine fleet or the mssiles
or the bonbers, we are also tal king about a very intense

nmoder ni zati on of command and control in the nucl ear area.

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

61

M. Sherman: Sir, NC3, and | |ike where you are
heading with this, it is not just a triad; it is the fourth
leg of a triad, to ensure that the triad will be effective.
Havi ng resilient, nodern, strengthened NC3 on that, and that
Is an area, too, and | should have included this, with
General Nakasone, both from CYBERCOM and NSA, to ensure that
NC3 network is there when we need it.

Senator King: And it has to be redundant, and
redundant, and redundant.

M. Shernman: Yes, sir.

Senator King: You tal ked about workforce, so | won't
dwell on that. But as you know, that is a huge problem
nati onwi de, and not only in the defense field, but in every
field, in terns of network security, cybersecurity, network
adm ni stration. So, workforce is sonmething that | think has
to be attended to.

M. Vazirani, two issues in your area. One that
concerns ne, and that is the geographic diversity of our
Arnmed Forces. | was surprised to find in 1975, the division
bet ween the Northeast, the Mdwest, and the South, and the
Sout hwest, anmong our mlitary personnel was about 50/50. |
think it was 47/ 47.

Today, it is 67/30; in other words, the M dwest and
Nort heast have fallen to 30 percent of our active-duty

mlitary. The South and Sout hwest are now al nost two-
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thirds. | think that is unhealthy for the country to have
our professional mlitary service be geographically defined.

Do you appreciate that concern and what do we do about

M. Vazirani: Senator, | certainly share that concern.
| think that in order for us to have the nost ready force
that force also has to | ook |ike America and cone fromthe
breadth of Anerica. | think, Senator, if | am confirned,
one of the things we would want to |l ook at is, how can we
i nprove the val ue proposition to reach young peopl e; people
who are eligible and qualified to serve in those areas and
ensure that we are accessing the talent.

Senator King: It has to be a conscious strategy. The
current strategy, obviously, isn't working. There has to be
a conscious saying, we are going to recruit nore in
Cl eveland or in Boston than we are today. W are going to

put nore advertising, and whatever it is, and | hope you

w || pursue that.

Second, | just have a few seconds left, so | just want
to touch on these. | want to associate nyself with all the
ot hers who have tal ked about suicide. In the Vietnam War,

we | ost 58,000 people. In the decade from 2008 to 2017, we
| ost 60, 000 people to suicide. The figures Senator
Bl unent hal nentioned are just shocking. W have |ost four

times as many mlitary people and veterans to suicide since
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9/ 11, than to operations. That is a stalker of our mlitary
personnel. | hope you will really put sone focus on that.
If it were a mlitary event killing 30,000 people over that

period of tinme, we would have all kinds of resources on it,

so | hope you will pursue that.
Finally, Ms. Ricci, | looked into this whole housing
issue. | think a lot of it is contracts, contract

adm ni stration, and followi ng up and enforcing the contracts
that we have and renegotiating and i nproving those contracts
with the private vendors. |If you have an obligation under
contract but nobody ever enforces it or pays any attention
toit, then you are going to backslide, and | think that is
exactly what happened.

So, | hope in your position you will be very contract
| awyerly and follow those obligations to be sure that they
are enforced. That is one way to quickly bring those
contractors back up to the standard that they agreed to.

Thank you very nuch, M. Chairnman.

Chai rman Reed: Thank you, Senator King.

Now, |et nme recogni ze, via Wbex, Senator Duckworth,
pl ease.

Senat or Duckworth: Thank you, M. Chairman.

And | want to associate nyself also with the coments
fromny col | eagues who cane before ne on both sides of the

ai sl e on suicides, anong our mlitary nmen and wonen.
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And just to rem nd everyone the Veterans Crisis hotline
Is: 1-800-273-TALK, t-a-1-k, 1-800-273-TALK. You can cal
that if you are on the brink of honel essness or any kind of
crisis, including needing just to talk to soneone.

Now, | want to start by congratulating all three of you
who are here today on your nom nations. | do want to begin
with a problemthat has existed far too | ong that has becone
nore urgent during this pandemc, and that is mlitary
hunger. Far too many of our mlitary famlies experience
food insecurity.

That is why | introduced the MIlitary Hunger Prevention
Act, to create a basics, needs allowance to help struggling
mlitary famlies put food on the table. M bill currently
has 25 biparti san co-sponsors in the Senate; an indicator of
t he broad support for solving this shanmeful problem

M. Vazirani, please, | apol ogize for m spronouncing
your nane, if confirmed, how will you address food
I nsecurity anong our servicenenbers?

M. Vazirani: Senator, thank you for raising that
concern. Food insecurity, obviously, it affects the
readi ness of the famly today. It detracts fromthe
readi ness of the servicenenber when they are in the field if
they are thinking that their famly is hungry. And it
detracts fromour future readi ness because the children of

many of those who serve today are going to serve in the
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future.

Senator, if confirmed, I want to work with this
Commttee and with people within the Departnent to certainly
meet up to the Secretary's priority of people first. |
think we have to | ook at a range of options on how we sol ve
for this and part of that is ensuring that those famlies
have financial security.

And so, when | was an advocate, | |ooked at a range of
options for the basic needs all owance, which I think is one
of those options and a qualification for other prograns that
woul d allow for famlies to have the resources to ensure the
wel | -being of their famly.

Senator Duckworth: Thank you. | |ook forward to
wor king with you, once you are confirned, on this.

In January, you wote, and | quote, mlitary famlies
are counting on Washi ngton to ensure that services
adequately fund chil dcare fee-assistance prograns and
partner with the comunity outside the gates to increase
accessibility when on-installation waitlists are too |ong,
end quote.

You al so noted in your advanced policy questions that
ensuring affordable, quality care is accessible to our
mlitary famlies wll be one of ny priorities, your
priorities.

| agree that this is an issue of huge inportance to our
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mlitary famlies, as well as to our readiness. That is why
| introduced the Mlitary Child Care Expansion Act that
woul d aut horize a nunber of prograns to inprove access to a
range of childcare options for mlitary famli es.

M. Vazirani, can you expand on the inportance of

af fordabl e and accessible childcare for our mlitary

famlies.
M. Vazirani: Senator, enabling mlitary spouse
enpl oynent and for mlitary spouses to have fulfilling

careers is critical to their famlies, but also to the
readi ness of the force, which will allow the servicenenber
to continue to serve in the way they are.

Senator, to enable that requires childcare and
accessible childcare that the famly can get to and
affordabl e childcare. So, if confirmed, Senator, | would
want to |l ook at a range of options; particularly, around how
do we innovate in providing childcare to mlitary famli es,
whether it is on the installation or off the installation,
as well as the opportunity to mlitary spouses to earn their
credentials and either provide childcare in their hones and
be rei nbursed through a fee-assistance program or to becone
providers with portability within the mlitary childcare
system

Senator Duckworth: Wbonderful .

Well, the fiscal year 2022 NDAA has report | anguage
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directing the DoD to seek out creative solutions to solve
the childcare availability crisis, and | hope that you wil|
keep nme updated on your progress.

M. Vazirani: Senator, certainly.

Senator Duckworth: Thank you.

Finally, according to nunerous studies, paid famly
| eave offers clear advantages to both, enployers and
famlies, yet, depending on their branch of service and
famly situation, many servicenmenbers currently only receive
2 or 3 weeks of parental |eave.

To recruit and retain the best and brightest, we nust
noder ni ze the DoD s parental |eave policy for nenbers of the
mlitary. That is why | introduced the Servicenenber
Parental Leave Equity Act, to nmake sure that all primry and
secondary caregivers in the mlitary can access 12 weeks of
pai d parental | eave.

M. Vazirani, if confirnmed, will you conmmt to
prioritizing initiatives such as Parental Leave Expansion
that would help strengthen mlitary readi ness and better
support mlitary famlies?

M. Vazirani: Senator, if confirned, | certainly
commt to | ooking at any solution that would help mlitary
famlies and mlitary famly readi ness.

Senat or Duckworth: Thank you.

Thank you for your testinony today, and | | ook forward
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to your confirnmation.

| yield back, M. Chairmn.

Chai rman Reed: Thank you, Senator Duckwort h.

Now, |et me recogni ze Senator Kelly, please.

Senator Kelly: Thank you, M. Chairnan.

And t hank you for being here today, folks.

M. Vazirani, the uptick in mlitary suicides is
alarmng, | think, to all of us. And the Departnent's own
figures show that 580 servicenenbers died by suicide in
2020. This nmeans that the nunber of suicides increased by
15 percent fromthe prior year.

Every single suicide, even one, is too nmany. And we
need to do nore to support our nen and wonen in uniform

It was this concern that led nme to introduce the
Brandon Act, named to one of Arizona's fallen. W did this,
along with Senator Cranmer and the support of other nenbers
of this commttee. The bill is designed to ensure that a
servi cenenber in crisis is never denied tinely access to
| ive-saving care. | also joined with Senator Ernst in
I ntroduci ng the Save Qur Servicenenbers Act to further
i nprove the Defense Departnent's internal coordination on
sui ci de prevention.

It is clear that we need to do better. |[|If confirned,
will you commt to work with us on these proposal s?

M. Vazirani: Senator, | absolutely confirmto work
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Wi th you on those proposals and I would | ook for options to
reduce suicides and elimnate suicides to the degree that we
can.

Senator Kelly: And what other strategies do you have
for addressing, like, what are the strategies?

So, | would like to listen to, naybe, sonme of your

| deas on how we address this rising rate of suicides in the

mlitary.
M. Vazirani: Senator, | haven't forned a conplete
strategy on that. | certainly have sonme thoughts on this,

primarily fromthe fact that | have a famly that
experienced two suicides. And so, | think that as the
Secretary said, we have to reduce stigma. W have to nake
It okay for people to ask for help.

And in order to ask for help, we have to have a comand
structure, whether it is a squad level, the division |evel,
the platoon | evel, the conpany |level, where there is a
connection between the servicenenber and their | eader so
that they know how to ask for help. So, that is one of the
t hi ngs that we have to do.

So, in order to address this issue, which is so
personal, we have to think about the system as well. So,
we have to develop a systemthat enabl es hel p-seeking. And
we al so have to acknow edge that part of that is to ensure

that there are the sane resources at hone for the mlitary
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fam |y, because that stress source nay be at home, as well.

And so, we can't just look at it as just a mlitary
Issue; it is amlitary-famly issue, as well.

Senator Kelly: Well, the piece of that about, you
know, hel ping nmenbers ask for help and a process to do that,
I s what the Brandon Act was all about, so thank you for your
response.

In ny remaining tine, | want to switch to M. Shernan
here and talk a little bit about cybersecurity and Al. Wth
t he Sol ar Wnds and Col oni al Pipeline ransomware attacks,
Americans have had a front-row seat on the havoc that
cyberattacks can wreak on our country.

We have al so had a wake-up call to the vulnerabilities
I nherent in our infrastructure. Now, the Defense Depart nent
s not immune to these risks; in fact, the Defense
Departnent identifies cybersecurity anong its top priorities
inits Digital Mdernization Strategy. This work is
I ncreasingly inportant as nore and nore of the equi pnent and
technol ogy that we use to defend our nation comes to rely on
the network and its security.

If confirmed, what are your priorities to securing our
Def ense networ ks agai nst cyberattacks?

M. Sherman: Senator, | absolutely agree that
cybersecurity is of paranount concern and, if confirnmed, to

strengt hen our cybersecurity, | would oversee the
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i npl enentation of what is called Zero Trust; a strategy that
assunes that the eneny is already on the network, not
protecting at just the perineter or Defense in-depth, but
assum ng they are already on our network and through a
strategy of what is called mcrosegnentation. Not only on
our enterprise I T server, but also on things |ike industrial
control systens. You referenced the Col onial Pipeline.
Things |i ke HVAC, elevators, you nane it; other things that
make the enterprise run. So, if confirnmed, Zero Trust would
be the approach that | woul d oversee, sir.

Senator Kelly: And that approach is not used today?

M. Sherman: Elenents of Zero Trust are being
| npl enent ed; building blocks for it. For exanple, the
Defense Informati on System Agency is inplenenting it on the
secret side. W need to scale it out nmuch larger and al so
build on industry best practices.

Senator Kelly: Thank you, M. Sherman.

And thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator Kelly.

Let ne now recogni ze Senat or Kai ne, who has additiona
guesti ons.

Senat or Kai ne: Thank you, M. Chair.

And M. Vazirani, this is just an observation that is
directed at you because of your forthcom ng role on

personnel matters. W had a hearing about Afghanistan the
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other day and it was an inportant hearing and the

adm ni stration wi tnesses tal ked about, in a sonber way, the
American troops lost in Afghanistan, 2,324 mlitary
personnel, as well as the 4,598 who died in Iraq, and we
were tal king about the toll that our nation suffered in the
war on terror.

One thing that | noticed in this testinony, and we have
heard it before, is that the death of U S. contractors is
al nost never nentioned, and it truly is a unique war, this
war on terror, in American history, where the U S
contractor deaths were higher than troop deaths. Tota
troop deaths in the war on terror were 7,052, but U S.
contractors, their deaths were 8, 189.

And | haven't yet kind of wapped ny m nd around what
t hat says about the notion of nodern warfare, that there
woul d be nore casualties of contractors, many of whom were
veterans, they had previously served in the mlitary, than
there were of active-duty troops. And | think it is
sonmet hing that we need to think about and contenpl at e.

But one thing that | would urge on the Pentagon goi ng
forward, as we talk about U S. lives lost in the war on
terror, that we don't omit the U S. contractors whose |ives
were lost. They may not have gotten sone of the recognition
that others did, and yet they lost their lives on a simlar

m ssion, usually under contract with the Pentagon. And we
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woul d be wise not to forget them but to highlight their
sacrifices, as well. And so, in your forthcomng role in
personnel, | just wanted to urge you to have the Pentagon
t hi nk about that. Thank you.

Chai rman Reed: Thank you, Senator Kai ne.

Senator King, if you have no questions, thank you all
for you, not only service, which has been extraordi nary, but
your conmtnent to serve again. Your responses were
conpel | i ng.

| can't outdo the ranking nenber in his praise, so |
will stop right there, and we | ook forward to bringing your
confirmati on before us as quickly as possible and getting
you to work. Thank you all very mnuch.

Wth that, the hearing is adjourned.

[ Wher eupon, at 10:58 a.m, the hearing was adjourned.]
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