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HEARI NG TO RECEI VE TESTI MONY ON

THE HEALTH OF THE DEFENSE | NDUSTRI AL BASE

Tuesday, April 26, 2022

U S. Senate
Comm ttee on Arned Services

Washi ngton, D.C.

The comm ttee net, pursuant to notice, at 9:30 a.m in
Room SD- G50, Dirksen Senate O fice Building, Hon. Jack Reed,
chairman of the commttee, presiding.

Comm ttee Menbers Present: Senators Reed [ presiding],
G llibrand, Blunmenthal, H rono, Kaine, King, Manchin, Rosen,
Kelly, Inhofe, Wcker, Rounds, Ernst, Tillis, Scott,

Bl ackburn, Hawl ey, and Tuberville.
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OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR FROM
RHODE | SLAND

Chai rman Reed: Good norning. The commttee neets
today to receive testinony on the health of the defense
i ndustrial base. | would |like to wel cone our distinguished
W tnesses and | thank them for joining us.

Ms. Ellen Lord is the fornmer Under Secretary of Defense
for Acquisition and Sustai nnent. She has nore than 30 years
of experience in the defense industry, including serving as
Presi dent and CEO of Textron Systens, Inc., and as a seni or
advi sor to several defense policy research institutions.

M. David Berteau is the President and CEO of the
Pr of essi onal Services Council. He served during the Cbhama
adm ni stration as Assistant Secretary of Defense for
Logi stics and Materi el Readi ness, and previously as Senior
Vice President and Director at the Center for Strategic and
| nt ernational Studies.

We are grateful to have such acconplished experts with
us to discuss this inportant problem

The United States industrial base is core to our
national security. Anerica's capacity for technol ogical
I nnovati on and manufacturing has ensured that our mlitary
is the finest in the world, wth benefits felt well beyond
the mlitary sphere. Fromthe internet to GPS to the

m croel ectronics in our phones and conputers, nmany of the
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t echnol ogi es gained frominvestnents in our defense
I ndustrial base regularly contribute to our broader national
wel | - bei ng.

This industrial advantage, however, is not a given. It
nmust be nurtured and mai ntai ned through careful investnents
and strong | eadership fromboth the public and private
sector. The urgency around this issue has never been
clearer. As Russia continues its onslaught agai nst Ukraine
and Chi na cal cul ates extensive geostrategi c anbitions, we
have to nmake sure our defense industrial base is able to
adapt, scale, and outpace our conpetitors in the 21st
century.

Wth that in mnd there are a nunber of challenges for
the health of our industry. To begin, I am concerned by the
I npact of the long-termtrend in consolidation of private
conpani es participating in defense research, devel opnent,
and acquisition, especially since the Cold War drawdown in
the 1990s. Conpetition within the defense industry is vital
to fostering innovation, delivering products and services in
atinely and efficient manner, and keeping costs in check.

However, in the | ast three decades the defense sector
has consol i dated substantially, transitioning from51
aerospace and defense prinme contractors down to just 5.

That has uni ntended consequences on costs, barriers to entry

for new conpani es, displacenent of established technol ogi es

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

Wi th new, innovative capabilities, and the overall buying
power of the Federal Governnment. | aminterested in the

W t nesses' thoughts on how we can better address the factors
af fecting consolidation, including tensions over data rights
and intellectual property, and how to better |everage snall
busi ness prograns to grow the overall pool of providers in
the industrial base.

Further, the COVID-19 pandem ¢ has exposed the brutal
nature of international supply chains. It is clear that we
need to protect our domestic supply of critical conponents,
such as mcroel ectronics, that may be interrupted in tines
of enmergency. | understand the Defense Departnent plans to
take steps to ensure supply chain resilience for several
priority sectors, including casting and forgings, mssiles
and nunitions, energy storage and batteries, strategic and
critical materials, and mcroelectronics. | would ask our
W tnesses to share what steps they think the Departnent
shoul d take to protect these sectors and encourage a
domestic supply of critical conponents.

More broadly, the procurenent and acquisition practice
of the Departnment of Defense and the Federal Governnent are
of ten convol uted, poorly communi cated, and burdened with
i nertia that nmakes contracting with private industry far too
difficult. As Anerica confronts threats around the gl obe

that are evol ving at unprecedented speeds, we nust find a
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way to better identify our defense needs, comruni cate them
and deliver themin a tinely manner. This is being tested
right now as we work to backfill our stockpiles foll ow ng
t he enornous transfer of weapons to Ukraine. The |ack of
responsi ve and rapidly scal abl e producti on capacity for
consumabl e systens |ike Stinger and Javelin mssiles

hi ghl i ghts issues with our planning factors and
manufacturing flexibility for long-lead itens needed in
short order, with little to no advanced warning. | would
ask for our w tnesses thoughts on how we m ght overcone

t hese chal | enges.

Finally, a highly skilled workforce is necessary for
desi gni ng, engi neering, and enpl oyi ng the gane-changi ng
technol ogies of the future. As we seek to keep pace with
our strategic conpetitors, it is inperative that we invest
in facilities, training, and education to support our
def ense i ndustrial base workforce. | hope our w tnesses
w Il discuss what steps the Departnent could take to ensure
t hat peopl e who pursue STEM educati on and careers want to
work in areas that support the defense industrial base.

Thank you again to our witnesses. | |ook forward to
your testinonies. Now |let nme recognize the ranking nenber,

Senat or | nhof e.

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF HON. JAMES | NHOFE, U. S. SENATOR FROM

OKLAHOVA
Senat or I nhofe: Thank you, M. Chairman. | appreciate
your explaining sone of the COVID activities. | happen to

be enjoying the after-effects of COVID right now at about 80
percent, so be forgiving. And | really want to join you in
wel com ng our guests, both of whom | do know. However, |
know Ell en Lord better, and we have worked on a | ot of
things in the past, so | feel very good about what we are
doi ng today.

| know our nenbers have a | ot of questions so | have a
brief opening statenent, and | have a |onger version | wl|
be submtting for the record. This hearing is very tinely,
and | join the chairman in wel com ng both w t nesses.

Last nmonth we received the classified version of the
Bi den administration's new 2022 NDS, which we continue to
anal yze. However, | do believe the new strategy does expand
our understandi ng of the scope of the threat of the Chinese
Conmuni st Party and what will be required to maintain
deterrence agai nst them

The probl em does not seemto be one of strategy but
rat her providing the full budget needed to inplenent it.
The budget sinply does not deliver the real growth our
mlitary needs, especially with the historic inflation that

we are experiencing. Wich brings ne to today's hearing. |
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am hoping to better understand what our defense industri al
base is seeing and dealing with and how we can hel p them
whet her through legislative authorities or additional

f undi ng.

W have two great witnesses, as | have al ready said,
and | am | ooking forward to hearing fromthem

Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator |nhofe, and we
appreci ate your continued | eadership despite your stil
recovering. | very nmuch appreciate it.

Let me now recogni ze Secretary Lord, please. And you

m ght want to pull that m crophone as close as you can.

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF THE HONORABLE ELLEN M LORD, FORVMER UNDER
SECRETARY OF DEFENSE FOR ACQUI SI TI ON AND SUSTAI NIVENT

Ms. Lord: Chairman Reed, Ranking Menber |nhofe, and
menbers of the conmmittee, thank you for the opportunity to
di scuss the health of the defense industrial base.

| represent nyself here today with my perspective
I nformed by 33 years working in a variety of |eadership
positions within a global, nmulti-industry congl onerate, and
3 1/2 years serving as a political appointee reporting to
the Secretary of Defense, in addition to nmy current
activities, which include serving on the boards of a
publicly traded conpany, a venture capital-owned conpany,
and a privately held conpany, advising a w de range of
conpani es from new space to energi ng bi otech, and
participating as a senior fellow at Johns Hopki ns Applied
Physi cs Lab.

My engagenents focus on the intersection of nationa
security and industry. | believe our national security and
econom c security are tightly coupled. Qur collective
experience as a nation during the onset and peak of COvVI D 19
denmonstrated that we need to understand the provenance of
our supply chains, the necessity of being able to surge
manuf acturing of critical products and delivering services,
and to apply our technical innovation potential to nortal

t hr eat s.
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I ndustry and governnment successfully partnered during
the pandemc to collectively battle a virus, because both
shared a common understanding of the threat, the steps
needed to survive individually and collectively, and the
need for speed. W were willing to take risk. Today we, as
a nation, fear near-peer strategic conpetitors with enornous
anbitions that have been clearly articul ated over the past
decade and are now being acted upon, with Russia's invasion
of Ukraine the nost recent exanple.

Qur ability to deter aggression that violates our

country's values and principles requires a strong

governnent-industry partnership. It is a choice for a
conpany to do business with DoD. It is a choice for an
i ndi vidual to work for a defense contractor. It is a choice

for a startup to focus on applying their energing
technol ogies to national security challenges. It is a
choice for individual investors or fund managers to risk
their noney on a Departnent of Defense contractor. |n order
for business to survive and flourish there nust be a clear
demand signal and a fast pace of predictable devel opnent,
production, and sustainnent.

Technol ogy i nnovation is now predom nantly driven by
the commercial sector, and DoD nust accelerate its adoption
of business practices that enable rapid testing and fiel ding

of new capability. Mny authorities that have been provided

www.trustpoint.one 800.FOR.DEPO
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by recent NDAAs have been translated to policy and

| npl enent ati on gui dance by the Departnent. These
authorities need to be exercised so that the acquisition
process noves at the speed of relevance. It requires

| eader shi p, fromboth Congress and DoD, to ensure that the
DoD wor kf orce enbraces the inperative to conduct business in
a manner that encourages patriotic individuals and conpanies
to participate in our national security ecosystem versus
driving them away through frustration over slow deci sion-
maki ng and acqui sition anmbiguity.

Appropriations nust allow flexibility to adjust to
technical innovations with reprogranm ng that neets our
war fi ghting needs, not only of our nation but of our allies
and partners. Disruptive market conditions, such as
inflation, nmust be dealt with at the top-line budget |evel
i nstead of sl ogging through the bureaucracy of each contract
bei ng adj usted by individual contracting officers at each
geogr aphi c | ocati on.

Qur Wkrai ne experience has shown how we can hope to
carry our policy, to provide specific nmunitions to support,
and then realize that we have not provided funding to keep
manuf acturing lines hot and supply chains intact, and w |
t herefore have significant delays in shipping desired
guantities of specific weapons systens. W have an

opportunity to regenerate our capacity and throughput by

www.trustpoint.one 800.FOR.DEPO
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| everagi ng our national manufacturing capability, but by
al so nodifying our releasability and exportability
regul ations to allow our National Technol ogical Industrial
Base, NTIB, partners to establish indigenous capability to
produce critical nmunitions and gui ded weapons.

We shoul d use the data published in the 13806
I ndustrial Base Report in 2018, to identify sol e-source
supplies of critical supply chain itens to begin to build
our supply chain resilience.

| am hopeful that the Executive and Legislative
branches can partner now to not only maintain our current
defense industrial base but also to rapidly inplenent
requi renents and acquisition practices that allow us, as a
nation, to nove at the speed of relevance and smartly
enbrace ri sk.

I will submt this statenent for the record, and | | ook
forward to your questions.

[ The prepared statenent of Ms. Lord follows:]

[ COMM TTEE | NSERT]

www.trustpoint.one 800.FOR.DEPO
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Chai rman Reed: Thank you very much, Secretary Lord.

Since a quorumis now present | ask the conmttee to

consider a list of 1,652 pending mlitary nom nations. Al

of these nom nations have been before the commttee the

required length of tine.

Is there a notion to favorably report the list of 1,652

pending mlitary nom nations to the Senate?

nmuch.

Voi ce: So noved.

Chairman Reed: |s there a second?

Voi ce:  Second.

Chairman Reed: All in favor, say aye.
[ Chorus of ayes.]

Chai rman Reed: The notion carries. Thank you very

Now | et ne recogni ze Secretary Berteau.

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF DAVI D J. BERTEAU, PRESI DENT AND CHI EF
EXECUTI VE OFFI CER, PROFESSI ONAL SERVI CES COUNCI L

M. Berteau: Thank you very nmuch, M. Chairmn and
Senat or I nhofe, and thanks to all the nenbers for being
her e.

| really want to commend this committee for tackling
this issue so early in the process where you woul d have tine
to really devel op your thinking and | think reflect it not
only as you devel op the fiscal year 2023 NDAA but perhaps
dealing with sone issues that may not even be able to wait
that long. So | really want to commend you for doing that.

| appear before you today, obviously, as the President
and CEO of a trade associ ation, the Professional Services
Council, but nore inportantly, what | say here today is ny
own opi nion, not necessarily representative of ny
organi zation, and it draws on a little nore than four
decades of experience in this business, both inside the
Pentagon, with industry, and as you nentioned, at a think
tank and in academ a.

| have a lot in ny witten statenent. | would like to
ask that it be submtted for the record.

Chai rman Reed: W thout objection.

M. Berteau: | did omt one preposition, which | would
like to insert before it goes into the record. | happen to

be an English major and | should catch ny own errors, but |

www.trustpoint.one 800.FOR.DEPO
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did not do it in tinme there.

The points that | would like to make right now, though,
and then get to your questions, to ne, ny experience tells
me there are a few key el enents of that partnership that
Secretary Lord nmentioned between governnent and industry
that is so vital to our success, not only now but in the
future. And | would just like to highlight those for a
nmonent .

The first, to ne, is that conpanies and their workers
--and | did not realize this when | was first in the
Pentagon -- are as conmtted to national security and to
support DoD m ssions as the fol ks inside the business are as
well, the civilians and mlitary thensel ves. And, of
course, many of themcane fromthat. And it is that m ssion
commitnment that | see drives those conpani es every day.

Now that is a very inportant key elenent, but there is
a second key elenment, and that is they live in a world that
I s governed by the economc |aws of supply and demand. You
menti oned, for exanple, we have gone from51 major prine
manufacturers in defense down to 5. W are actually noving
back up to 6 or 7 now, | think, which is one of the
sonetines potential benefits of consolidation. But the
reality is that is driven as nmuch by how nuch DoD i s buying
as it is by what the conpanies need to do, from a business

point of view And in the end, you know, the size and

14
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economc vitality of the industry is determ ned by how nuch
DoD buys.

Anot her key elenent, | think, is the tinelines. For a
conpany to bid and win work with DoD, whether it is in
products, mmj or weapons systens, or in the 50 percent of
defense contracts that goes into services, which includes
RDT&E and it includes all the sustainnent and support
necessary to keep those systens going, the tinelines can be
3 to 4 years long. |In order to be successful, the conpany
has to predict what DoD is going to need, what they are
putting in their budget now, before it cones to Congress,
what cones out of Congress, and then ultimtely what gets
apportioned and all ocated out of OVMB and through the
Conptroller down to the prograns. So they have to predict
what that is going to be, they have to invest in that years
i n advance, and then they have to maintain that investnent
until such time as the contract is awarded.

This is lengthy. It is hard enough even if the rest of
It were easy. But the rest of it is not because it is hard

to do business with the Federal Governnment. The Feder al

Governnent legitimately has a |ot of additional requirenents

wi th which conpanies have to conply, that the commerci al
wor |l d, that you nentioned, that does all the innovation,

does not necessarily have to neet. And so that is an added

| ayer. Those are sonme of the key elenents, if you wll. M

15
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statenment goes into nore detail on that. It also talks a
bit about the DoD conpetition report that was issued a
coupl e of nonths ago.

| also close out with sonme comrents on the inpacts of
Ukrai ne, where | think we have a |ot of lessons that -- you
know, the Arny likes to tal k about |essons |earned, but we
used to also say they are actually just | essons docunented,
not necessarily | earned, because we seemto cone back and
| earn them over and over again. And | think we are
gathering a lot of |essons out of Ukraine but we have yet to
i npl enent those. M statenent offers that DoD is noving
nore slowly than it should be on everything from
repl eni shment as well as inplenenting sone of those key
| essons | earned, including the inportance of |ogistics and
sustai nment to deterrence going forward.

There is also a significant inpact of inflation, and I
woul d suggest to you that we cannot really wait for the
fiscal year 2023 budget to be fixed to address that. |
actually do not know what inflation is going to be a year
fromnow, but we do know what it is right now, and we have
conpani es operating with 5 or 6 percent margin on their
contracts and 8 or 10 percent growh in wages, and over the
|l ong run that is not going to be sustainable, so we have to
figure out sone ways to address that.

And then, finally, the inpacts of COVID 19 seemto be

www.trustpoint.one 800.FOR.DEPO
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regul ari zing, but there is still some enornous inpacts, not
only on supply chain but also on the workforce. So
i nclusion, | have got a nunber of recomendations in ny
statenent. | am happy to go over those. And | think the
timng of this hearing is really trenendous, and | conmend
you and the entire committee for doing this.

Thank you, sir.

[ The prepared statenent of M. Berteau follows:]

17
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Chai rman Reed: Thank you very nuch, M. Secretary.
Thank you both for excellent testinony, and, you know, |
concur. W have, | think, neglected our industrial base.

We assuned it would al ways be there, and we are now
di scovering it is not quite there because of many different
factors.

And just to give you an opportunity again, both of you,
to highlight what you think are sone of the nost critica
probl ens and steps that we should take, and | wll start
with Secretary Lord.

Ms. Lord: | think the nost urgent issue we have right
nowis the rising inflation nunbers. This has inpact today.
It is going to have nore inpact tonorrow. \Wat does it
mean? It nmeans that fixed-price contracts will not be
conpl eted as they were bid because there was not the
assunption that there would be 8, 9, 10, 11, you know,
percent inflation, and rising. It is not only |abor costs,
it is mterial costs. | would like to submit for the record
some data | have froma variety of conpanies, talking about
price increases for materials.

There are al so enornous cost increases in
transportation. So this is putting not only fixed-price
contracts at risk but it also inpacts cost-plus contracts
because everything is nore expensive and we are not going to

be able to get everything done.

www.trustpoint.one 800.FOR.DEPO
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Now that is for existing contracts. What happens when
I ndustry is trying to negotiate with DoD for forward-I|ooking
contracts? It is both in the governnment's and industry's
best interest to have nulti-year contracts. However, how
can you negotiate a 3- or 5-year contract when you do not
understand what inflation is going to do and when there has
not been a nechani smfor quickly addressing cost growth?

Equi t abl e adj ustment cl auses and so forth have fallen
out of a lot of contracts because we have not seen
i nflation, but requests for equitable adjustnent take an
enornous anmount of tinme and effort to gather data for,
through all the different |evels of the supply chain, and
t hen work through the Departnent.

So | personally think the nost significant thing
Congress could do is to authorize and appropriate increases
to the 2022 budget right now to nmake up for inflation so
that we are not continuing to inpact readi ness and
noder ni zati on, and then think very hard about what to do in
2023. If you leave it to individual contract officers to do
this we will not get it done in tinme, before we see a
downward spiral in our capability.

Chai rman Reed: Thank you. Secretary Berteau?

M. Berteau: Thank you, Senator. | would echo the
I mportance of inflation and the ability to cover costs for

inflation, but it is also inportant to | ook at what the root

19
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causes are, and half of this inflation is in the workforce.
It is not actually the fault of the governnment that there
are not enough workers to go around to fill the needs that
are there.

| did a brief informal survey of our nenber conpanies
bef ore appearing before you today, and there are tens of
t housands of vacant jobs that they have under contract
today, committed to perform and they cannot either recruit
or retain or, in many cases, get tinely clearance for
workers to be able to get into those jobs. This is not so
much about a | oss of noney, although, of course, they
probably care about that, but fromny perspective it is work
not being done that does need to be done.

We saw the inpact of COVID here, as well, where you had
a lot of the intelligence agencies went into a 50 percent
on, 50 percent off. | asked them for exanple, "Okay, so if
you are actually getting all the work done with only 50
percent of the people" -- because we had to be at |east six
feet apart, right, and the SCIFs are not built for that, |
said -- "either something is not getting done or you did not
need all those people in the first place. Wichis it?"
And, of course, they said, "Neither. W do need all those
peopl e, and the work still is getting done." That nay be
true in the short termbut it is not sustainable over the

l ong term
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| think, though, that there is an underlying el enent
that really conmes into play. Everything just takes us so
| ong, and the threat from China does not give us the |uxury
of time. Ten years ago, | delivered a report to this
comrittee on the pivot to Asia, and what we said in that
report was we have got 8 to 10 years to stay ahead. Well,
those 10 years are gone, Senator, and we did not use them
very well in that regard. It takes us today 3 years to do
what China can do in 3 days, in ternms of deciding,
resourcing, and getting started on sonething that needs to
be done, particularly bringing new technol ogy into play.
Those, | think, are the critical aspects that we need to
addr ess.

Chairman Reed: Thank you. Just a follow up question,
M. Berteau, because | have heard the same thing from
busi nesses all over ny state of Rhode Island. They just
cannot get the people. D d your nenbers indicate what they
think the reason is?

M. Berteau: W actually just conpleted, or we are
finishing up this norning, our annual conference. W were

at the Geenbrier in West Virginia, and | drove back. |

have got ny water bottle still with nme here. It is a great
attraction to cone to this roomfromthe Geenbrier, | nust
say.

Senat or Manchi n: Good deci si on.
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Chai rman Reed: Senator Manchin is now doi ng
handst ands.

M. Berteau: But we had a panel on this yesterday on
what is being done, and we actually had experts fromthe
Soci ety of Human Resource Managenent, from academ cs who are
researching this as well. There are so many tools avail abl e
to us now and we are trying themall. Wether we are nmaking
adent init or not it is too hard to tell

W are seeing a very interesting trend, though, that
t he academ cs reported yesterday, of what | would cal
transition renorse, so the Geat Resignation, when people
| eft for nore noney, or perhaps the ability to work from
home when they did not before. Six nonths later we are
starting to see nmaybe there is nore to the job than just
wor ki ng from hone and getting paid nore. Maybe actually the
m ssion matters, contributing something. Wether this is
has a | ong-term benefit for us is too soon to tell, but
there is hope there.

Chai rman Reed: Thank you very much, both of you.

Let me now recogni ze Senator | nhofe.

Senator I nhofe: Thank you, M. Chairman, and | think
we covered that pretty well, and Ms. Lord, in terns of the
inflation and the effect that it has. And a |lot of people
do not really understand that. |Is there anything after the

comrents that were nade by M. Berteau that you woul d want
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to add on that particul ar issue?

Ms. Lord: | would just quickly say, Senator, that |
t hi nk we have two huge challenges. One is enbracing risk
and the other is noving nore quickly. So there are an
enor nous nunber of authorities that the Congress has given
DoD over the past 5 years or so to nore rapidly acquire, to
get capability downrange into warfighters' hands. Those
have been translated to both policy and inplenentation
gui dance.

However, it takes strong | eadership to encourage the
Departnment to use those to be able to nove nore quickly. So
the tools are there, but | believe the | eadership is
required to hold the Departnent accountable for show ng how
they are using other transactional authorities, mddle tier
of acquisition and these other things.

Senator Inhofe: Ckay. That is good. One of ny mgjor
concerns is key munitions. | would ask you, Ms. Lord, how
has the experience of supplying nmunitions to Ukraine
hi ghl i ght ed about our nunitions supply chain. And can you
specifically explain the chall enges of Stinger mssile
producti on and what nore should be done to shore up this
production |ine, and what other investnents in our nunitions
I ndustrial base are warranted to ensure this does not happen
agai n?

Ms. Lord: Thank you, Senator. The Stinger, which is a
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ground-to-air-launched m ssile, shoul der-launched, which we
have sent, probably given public domain information, a
quarter of our stocks to Ukraine on, is an issue where we
cannot, within the next couple of years, produce nore
because we have a problemw th the governnent not paying to
mai ntai n production capacity. Wen that happens, you have
test equi pnent becone obsol ete and not work. You have
supply chains with links broken in them And especially if
we had key el enents of that supply chain supplied by now
adversarial countries we have to reconstitute that.

W have a challenge in proactively planning to be able
to produce these key weapons. Even with the Javelin, which
we do have a hot production line right now, we are still 5
years out to probably developing all the nunitions we need.

So | think the real issue here is how do we nake sure

that we have a resilient supply chain to be able to produce

the munitions we need, as a nation and also for our partners

and allies.

There are a couple of answers to that, and one, | would

say, is to begin to think about our releasability and
exportability regul ations. W have been very, very

conservative with what we allow our closest allies to

receive, in terns of technical information and manufacturing

capability. W know that we do not have enough nunitions.

They end up being the bill payer, usually. And we could

24
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| ook at countries |ike Australia that have capacity, that
have throughput, that have the budget to devel op i ndi genous
capability, and work nore closely with themto nmake sure we
have the nmunitions we need and our allies and partners do as
wel | .

Senator Inhofe: Do you think that we m ght be
criticized for maybe hol ding too nmuch from sone of our
allies?

Ms. Lord: Absolutely. GCeneral Hyten, retired Cenera
Hyten and | used to co-chair quite a few committees, and we
woul d lament this. | think there has to be a denmand si gha
from Congress to not only DoD but State Departnent, to say
that we need to be a little bit nore pragmati c about the
three, four |evels of technol ogy innovation behi nd where we
are now, that we are still not exporting. Huge opportunity
there to nake up sone of these shortfalls, |everaging
ot hers' manufacturing capability.

Senat or I nhofe: That is good. Very good. Thank you,
M. Chai r man.

Chai rman Reed: Thank you, Senator | nhofe.

Senator G Ilibrand, please.

Senator GIllibrand: Thank you, M. Chairman. Does DoD
still intend to inplenment the Cybersecurity Maturity Model
Certification 2.0 requirenents next year, and are you

recei ving feedback fromthe conpanies in the defense
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i ndustrial base addressing whether the CMMC 2.0 will aid
their cybersecurity posture?

M. Berteau: Let ne take that first, Senator, and then
Ms. Lord. W were collaborators on 1.0 from opposite sides
of the table, but now we both sit over here.

DoD is noving forward. The requirenents are in the
early stages of the rul emaki ng process, and so we antici pate
a revi sed Defense Federal Acquisition Supplenent to cone
out. We have heard various estimates that it could be as
early as late this spring or as |late as a year from now.

One of the problenms or concerns that we have raised fromthe
beginning is the threat is not waiting for this

i npl ementation, if you will, and every day that threat

gr ows.

| do think, though, that an inportant elenent that is
mssing fromhere -- and there is a National Institute of
St andards and Technol ogy standard, 800-171, which is the
basis of that cybersecurity regulation -- that al nost every
conpany | know and participates in the defense business
today at the prinme contractor |evel, whether |arge, medium
or small, is already investing and has a plan on record for
conpliance wth and neeting those standards. The real
question is, do those standards go far enough in order to
protect us against the evolving threat, and nobody really

knows the answer to that.
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In the neantine, of course, there is an existing
regul ation, but its use has been suspended. It is not being
I ncorporated in the contracts. But nmany conpanies are
al ready conplying with that. Wat we do not knowis what is
the next standard we are going to have to conply with, what
is the tineline in which the flag will go down and you have
got to be in conpliance, and what can you do now to be ready
for that when you do not know what it is you are going to
have to neet, what standard you are going to have to neet.

So there is still a lot of anmbiguity there, but a | ot
of people are noving forward anyway.

Senator G llibrand: Thank you. What aspects of the
Federal Governnent's contracting process do you recomrend
adapting to better facilitate rapid acquisition and energing
t echnol ogi es, and do you believe that certain defense
progranms shoul d be excluded fromthe Federal acquisition
regul ations altogether? And related, over the past few
years, DoD has used other transaction authority contracts or
OTAs to devel op prototypes with industry for emnerging
technol ogi es to speed the acquisition process, and how has
this contracting nethod been received by the DI B, and shoul d
we expand the use of this authority?

And then final and related, | just returned froma trip
to India and Nepal, and these countries would |ove to

acquire U. S.-produced helicopters and ot her weaponry. And
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the challenges is that it just takes too long. And so it is
So cunbersone to create any acquisition fluidity with these
countries, that it is easier to buy fromRussia, or not in
t hose cases, but China. And so | think we have to
understand that our cunbersome nature in acquisition is
hi ghly problematic fromthe way we project power worl dw de,
but also so that our warfighters can have the nost |etha
and nost effective technol ogy possi bl e.

So you can answer those questions in whichever order
you think is best.

Ms. Lord: | think that is target-rich, Senator. So
| et nme begin here by saying that Congress has witten | aw
that allows DoD to go fast, and that has been transl ated
into policy and inpl enentation gui dance, nmeaning there are
procedures there. Were we have | agged is nmaking sure that
we actually train the acquisition workforce on how to use
t hese and that we encourage what | call creative conpliance.
We have a very risk-averse workforce that is extrenely
concerned about nedia attention or congressional hearings
poi nti ng out when things did not go well. This is |eading
to a group that does not want to do anything other than what
there is precedent for before.

So | think we need to encourage and train to use
t hings, as you tal k about, the other transaction authority.

That is huge, because you do not have a key requirenent

28
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there. You just sort of say what you need, and you can nove
quickly. | think we need to give the entirety of the
budgets for OTAs right up front and | et people nove fast.
That is how the Defense Innovation Unit does, and they have
been able to work very well with commercial entities.

| see we are out of tine here, but I will take that for
the record because | think there are many nore things we
coul d do.

M. Berteau: M. Chair, if | could add just one thing.
| know we are over tine.

Chai rman Reed: Go ahead, sir.

M. Berteau: Senator, | think that it is inportant
from our perspective to acknow edge that speed does nmatter a
| ot here, but we need to be able to do it not just for a few
but for everything. And other transactions is very useful
as far as it goes, but if you can do it for some you really
need to be able to do it for all.

This commttee, in the fiscal year 2018 NDAA, put in
statute for a DoD to define and neasure how long it takes,
what is the procurenent lead tine. One of PSC s initiatives
for this year is we think you ought to take a | ook at how
wel | they are doing, because we think they are actually
| osi ng ground since you required themto do that, rather
t han gaining ground. | think the spotlight of illum nation

will help speed things up as well.
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Chai rman Reed: Thank you, Senator G | 1i brand.

Senator W cker, please.

Senator Wcker: Thank you, M. Chairman. Secretary
Lord, do you have anything you would like to add to the
answer to Senator G llibrand s question with regard to what
i ndustry is asking us for, with regard to technol ogi es bei ng
too hard to devel op, taking too |long, and costing too nuch
to procure?

Ms. Lord: Thank you, Senator. Yes, | would. |
actually spent all day Saturday in Canbridge, Massachusetts,
wi th a nunber of Harvard Busi ness School and Kennedy School
and MT grad students, and a handful of private equity
firms, tal king about putting resources, noney, into energing
t echnol ogi es at new conpani es. And the bi ggest concern
there is that manufacturing contracts are not bei ng handed
out qui ckly enough. W have a | ong process of going through
cooperative research and devel opnment agreenents, sone very
smal |, small business contracts. But we just need to get
out there and start putting things on contract. W can do
that through the mddle tier of acquisition as well as using
OTAs. And | think that the Congress denanding netrics, as
David was saying, wll drive that behavior.

Ri ght now, with not as many politicals in the seats at
DoD, we do not have a strong demand signal to nodernize our

practices, and we are not training people to utilize them
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| think it is very, very inportant for a virtuous business
cycle here and to get these new devel opnents fi el ded,

because capital markets are going to play out. There is
going to be consolidation. Wat is not happening is the new
conpani es com ng up qui ckly and gai ning speed to cross that
val l ey of death froma few prototypes to actual fielded
sol uti ons.

So mddle tier of acquisition, for instance, just to
explain that, says if you have a comercial capability or a
fielded mlitary system that just through an increnental
i nvestment could really give us a step function change in
capability, then we do not have to go through the Joint
Staff's requirenents process that can take up to 2 years.
What we can do is get the |leaders of mlitary services, the
Secretaries, or the | eaders of agencies to docunent that
t hey do have that requirenent, and then we can nove out on
mddle tier of acquisition very quickly.

So that is one that | think, during your posture
hearings this spring, that you m ght want to ask the
servi ces and agenci es about.

Senator Wcker: Ckay. Let nme shift to what we are
trying to do to help the Ukrainians, and | will ask both of
you this. How are we doing replenishing our own supplies
with those of our allies, and how | ong can we keep this up,

provi di ng weapons at the current rate? Secretary Lord, you
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go first, and then we will take M. Berteau.

Ms. Lord: | think that we are rapidly -- we are using
what we have that we can give away, and the trouble is that
we have a 2- to 5-year lag to bring those stocks back. W
have that because we have not invested, as a nation, in the
i nfrastructure, the equipnent, and the tooling to have the
capacity and throughput. And if you are in industry, if you
do not have a clear and consistent demand signal, you cannot
justify the capital investnent without a certain return. So
no board of directors is going to okay that.

So | think one of the tools that Congress has, that was
used to great effect during COVID, is the Defense Production
Act Title Ill. So if you could provide the funds to get

over that barrier, to overcone that activation energy, if

you will, for the infrastructure -- for buildings, for
equi pment, for tooling -- then we could nore rapidly cone
back.

Senator Wcker: M. Berteau, that sounds |ike a real
problem for our efforts to help our friends in Ukraine wn
this war.

M. Berteau: It is definitely a problem and | think
we have yet to see a single contract in place to start that
repl eni shnment. Discussions are going on, but there is no
definition of what the requirenent is yet, because we still

do not know how far we are going to draw down. W are
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1 drawi ng down, | have seen, in sone cases, as nuch as a third
2 of our available stocks -- that neans not forward depl oyed
3 but available for that -- in less than 2 nonths. If we are

4 one-third down in |ess than 2 nonths, and we keep that rate

5 up, that is only 6 nonths.

6 There is no way a contract is going to deliver

7 replacenents in less than that tine, even if we started
8 today. W are behind, and you guys should push themto
9 hurry up.

10 Ms. Lord: If I may, | will say the Arny has a UFR

over

11  here, UFR Nunber 24, that is |ooking at doing exactly this.

12 Senator Wcker: Thank you, M. Chairman.

13 Chai rman Reed: Thank you, Senator W cker.

14 Senat or Bl unent hal, pl ease.

15 Senator Blunenthal: Thank you, M. Chairman. |

16 suggested to the Secretary of Defense just about 2 weeks

17 ago, before our recess. He sat in the place you are now

18 that we should, in fact, invoke the Defense Production Act.

19 And he said that it would be under consi derati on. | thi

nk

20 we have lost the luxury of tinme here. The closet is bare.

21  Just to give you one exanple, the United States mlitary has

22  probably dispensed about one-third of its Javelin anti-t

ank

23 mssiles to Wkraine, one-third of our supply given to them

24 To ranp up fromthe U S. mlitary's current buy of about

25 1,000 missiles per year to maxi mum production of the
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Javel ins woul d take about 1 year, and replenishing U S
stocks of those weapons woul d require 32 nonths.

Unl ess the President invokes the Defense Production
Act, to prioritize deliveries of conmponents to the
manufacturer, to give that demand signal, we will run out of
t hese key arns, not only Javelin mssiles but Stinger
mssiles. W are now providing How tzers and arned
personnel carriers. The cupboard is enpty, or it wll be
very, very shortly, unless the President invokes the Defense
Production Act to provide that demand signal on an expedited
basi s.

The Secretary of Defense has warned that we are in for
a long fight. The Chairman of the Joint Chiefs of Staff,
sitting where you are now, said it will be a long slog. But
t he deci sions we nake now wi || determ ne the outcone,
because these weapons will not magically appear, for us, for
our allies, or Ukraine. W need to replenish the stocks of
our allies as well as our own, and provide nore for UKkraine.

So | think the challenge is extraordinarily daunting,
and it requires this kind of nmgjor conmtnment. So | would
|i ke to know, Ms. Lord, whether you think right now we
shoul d i nvoke the Defense Production Act.

Ms. Lord: There are a few different titles in the
Def ense Production Act. Title | talks about DO ratings and

DX ratings. Everything that the Defense Departnent puts on
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contract basically gets a DOrating that brings it ahead of
any other commercial item The nost critical itenms get DX
ratings, which pull those itens in front of the other

def ense goods. So often sone of our |ong-Iead nuclear
materials and so forth, go there.

Frankly, we have overused this to the point where it is
becom ng | ess neani ngful, because if everything has a DX
rating, nothing does, and the challenge is that we have not
funded, over the years, industry to maintain the supply
chains to get even 50-cent diodes sonetines. It is not big-
dollar items. There just is not the nmanufacturing capacity
t here.

So | think DX ratings need to be used judiciously, but
| think DPA Title I1l, which allows the Departnent to nove
noney to industry to actually nmake the capital investnents
or train the workforce or develop the supply chain is where
you can really nove the needle on this issue. So again --

Senator Blunmenthal: |If | can just interrupt, because |
am going to be out of time, noving the needle requires
noving the noney. It is a question of investing the
resources. To its great credit, the Navy's fiscal year 2023
budget requests over $750 million to invest in the subnarine
I ndustrial base and train the workforce. | have been urging
for years that we need to nmake this investnent. Twenty, 30

mllion dollars is what we have included in past budgets.
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Seven hundred fifty mllion marks a major |eap forward, and
It Is desperately needed to train and retain our engineering
and shi pyard wor kf or ce.

But if we were to devote the kind of resources that we
did to COVID, or earlier, in our major conflicts -- Wrld
War |1, the Korean War -- noving the needl e requires noving
noney and maki ng the investnent. Wuld you agree?

Ms. Lord: Absolutely.

Senat or Bl unenthal: Thank you. Thank you, M.
Chai r man.

M. Berteau: M. Chairman, if | could add one thing.

Chai rman Reed: O course, sir.

M. Berteau: | think your key point there, it is
I nportant to stress we need to start now, even if we are not
going to finish now And there are two key signals here.
One is to the supply chain, not just to the prine
manufacturer. The other is to the workforce, because as |
mentioned, there are a lot of gaps in that workforce. They
will not conme back. They will not sign up unless they see
the long-termpossibility of the conmmtnent there. So the
faster we get started, the faster we will get the supply
chain in place and start rebuilding the workforce to be able
to do the work, even if it does not necessarily accelerate
the endpoint. You have got to start now.

Chai rman Reed: Thank you very much
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Senat or Ernst, please.

Senator Ernst: Yes. Thank you, M. Chair, and thank
you both for comng in front of the commttee today. This
has been a very, very good and necessary di scussion.

Ms. Lord, | would like to start with you, please. You
brought up the mddle-tier acquisition as well as the valley
of death, and I would like to dive a little bit nore into
t hat, because as you said, the mddle tier of acquisition
was brought online to help rapidly devel op sone of the
prototypes within an acquisition program and deliver those
conbat capabilities to the warfighter nuch faster.

So how shoul d the Departnent direct enploynent of the
m ddl e-tier acquisition strategy, especially when it cones
to our conbatant conmanders? And are those COCOVs, are they
using this tool effectively right now, in your view?

Ms. Lord: Thank you for the question. COCOvs do not
have acquisition authority. They generate the denmand
signal. They are the ones, obviously, in their AORs that
understand what is required. They nust go back to the
mlitary services and work through them And | think what
we are seeing right nowis |eadership of the mlitary
services perhaps are not totally aware of all of the
mechani sns they have to very rapidly acquire, and they need
to exercise those authorities they have.

So | think a better-informed COCOM can go and speak to
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a service and ask specifically for what they need and how to
go about and get it, and that gets back to the issue of
training the workforce. And | think that is one area where
the commttee could hel p by asking the Departnent what they
are doing to train the workforce and what they are doing in
terms of keeping netrics to look at the utilization of MIAs
and how that has helped to rapidly field.

Senator Ernst: Good. No, and | appreciate that,
because then that was going to be ny question. How can the
COCOVB, those conmanders, then | everage the middle-tier
acqui sition? So just having effectively trained peopl e at
the service branch level, you think, and just know ng how to
ask the right question fromthe COCOM perspective. |Is that
correct then?

Ms. Lord: Yes. | think it is being a smart custoner,
if you will. You do not only tell your supplier what you
need but how you need to get it, and then hold them
accountable for that. And again, mddle tier of acquisition
I s somewhat a new nuscle that is being exercised in the
Departnent, and it takes a nunber of reps and sets for that
to be confortable, and to do it over and over. And hunan
nature being what it is, unless |eadership is demandi ng that
t hat new nuscle be used, it probably will not be.

Senator Ernst: So that is an area that we really need

to work on then, because it is a tool, and existing tool
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al ready, that we have available to us, for rapid fielding.

And you brought up the valley of death as well. So as
you are tal king about training and the professionals that
need to have the appropriate training, do you believe that
the acquisition professionals that we have at DoD are
effectively trained to utilize that mddle tier of
acqui sition and nmake sure that new technol ogies that are
bei ng devel oped do not die in that valley of death?

Ms. Lord: No. | believe that there is enornous
opportunity to look at | essons |earned, as we tal ked about
before, and get experiential |earning fromthose PEGs that
really did use mddle tier of acquisition, and for those
users, the warfighters that benefitted fromthat. And I
t hi nk we need to conmuni cate, communi cate, conmuni cate about
how effective it was, and do a little bit of what we started
a few years ago at the Defense Acquisition University, where
we |icensed TED tal ks, and we had TEDx tal ks, and we had
actual warfighters and PEGs stand up and say they problem
t hey had and how they solved it, in very neaningful,
real i stic ways, versus having people on transmt node only,
wi t h Power Poi nts, you know, drilling people to sleep,
basically, at Fort Belvoir.

We need to get this experiential learning and really
require people to apply that learning in a nmeani ngful way,

and then go back and see how the user benefitted fromthat.
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Senator Ernst: Thank you. And | will yield back just
the little bit of tinme that | have left, but |I think that is
an inportant point, is that we provide lots of different
authorities across the board. But unless that user knows
how to access and utilize those types of authorities we are
not any further ahead. So thank you very nuch.

M. Berteau: |If | could add sonething to that, just
briefly.

Chai rman Reed: Yes, sir.

M. Berteau: | think, Senator, you have got a very
i nportant point there. There are success stories. Rarely
do those success stories get a hearing before this
commttee. | know, fromny experience, the tinmes | have
been brought up over the 40 years to praise ne for good work
are nmuch fewer than the tinmes | have been brought up to
criticize me for having bought sonething we did not need,
that it turned out we did.

But there is a real good exanple of that. The Arny has
just issued its contract for, | think they call it the Squad
Attack Weapon. M. Chairman, | think we used to call it a
rifle. And they used the mddle-tier acquisition authority
to do it, and they are really proud of the fact that it only
took them 2 years fromrequirenment to contract award. Now 2
years is way too long for many of the things we are | ooking

at, but it is a remarkable set of progress.

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

41

| would urge this conmttee to | ook for opportunities

to illumnate and prai se successes where people are actually
i nmplementing it well, and give themthe credit for doing
that. It would go a long way to hel ping others do that and

take the risks to do it thensel ves.

Chai rman Reed: Thank you, sir.

Wth that |let nme recognize Senator Hirono, please.

Senat or H rono: Thank you, M. Chairman. W have
covered a lot of ground, | think, in this hearing, and
frankly the DoD acquisition process has been a chall enge, an
ongoi ng challenge in all the years that | have served on
this commttee, and | think it is going to continue to be an
ongoi ng chall enge wth workforce issues and supply chain
I ssues and now with the war in Ukraine, replenishing our
muni ti ons supply.

So listening to the two of you, what one or two things
do you think that we need to do imrediately in order to
address whatever, in your view, wuld be the major
acqui sition issue that we shoul d deal w th?

Secretary Lord, you can start.

Ms. Lord: | think, Senator, it all comes down to
speed, and | think if you were in a business and you had
t hese ki nds of concerns you would have nonthly
accountability as to what the targets were to reach and what

your deviation fromthat target was, and why. So | think
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you m ght want to | ook, given the conflicts in the Ukraine,
what are the top 10 weapon systens that you are concerned
about, understand current inventories, understand what it is
going to take to ranp up production, what the top three
inhibitors to that are, and then just follow that to
under st and progress and what tools are being used to solve

t hat .

M. Berteau: Senator, if | could --

Senator H rono: Go ahead.

M. Berteau: There are two things, | think, in
addition to speed, although speed is vital here in today's
environment. One is to focus on results and outcones rat her
than inputs. So nuch of our acquisition process is only
focused on inputs -- |abor categories, |abor hours, costs
fromthe front end -- rather than are you going to get the
results you need.

This is not easy, because defining results you are
| ooking for is hard, especially if you are | ooking at new
technol ogy and what it is going to bring to you. W wl|l
see an exanple of a contract that says, | know you are going
to devel op sonething, you, the comrercial world, that I am
going to need 3 years fromnow. How nuch is it going to
cost ne today to buy it 3 years fromnow? W cannot answer
t hat question, obviously.

The second thing is in addition to focusing on outcones
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is to, in fact, encourage people to take risks, and actually
not puni sh them when they have ganbled a little bit. One of
our CEGCs said to ne, "I do not need to go to the casino to
ganble. | ganble every time | submt a proposal, because |
do not know what is going to happen, and | do not know

whet her | am going to nmake noney or |ose noney on it." W
need to have a place where it is okay to take risks.

Senator Hrono: Frankly, | think that is a big order
to encourage risk-taking, because we have set up systens --
and | would say particularly in the acquisition space --
that is intended also to -- well, it is to nake sure that we
are not overspending, and yet we see, in just about every
platform that there are delays. |In building our ships, for
exanpl e, major delays. So on that, easier said than done,
and even regardi ng speed.

Secretary Lord, | liked the idea that we should just be
very specific about what are the top 10 weapon systens that
we need to repl enish, and maybe identify the issues and get
going with that, because at |least that is sonething
specific. The entire acquisition systemis not intended to
provi de speed.

By the way, we created the Ofice of Cost Assessnent
and Program Evaluation. M. Berteau, nmaybe this is yet
another entity that focuses nore on inputs rather than on

outconmes. But what is CAPE s role, if any, in the
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acqui sition process? Are they not supposed to anal yze
whet her a systemis needed, whether a ship is needed, nmake
the i nput anal ysis and provide gui dance on what shoul d be
done?

M. Berteau: They are supposed to do that. This is
actual |y another success story that | think would benefit
fromsone illumnation. Since we took the old Ofice of
Program Assessnent and Eval uation and nade it the director
of CAPE, one of the requirenents has been that their cost
estimates, the independent cost estimate that they do for a
weapon system before it goes into even |lowgrade initial

production or into full production, is, in fact, the

baseline that DoD will use unless the services can prove
t hey have got sonething better. In alnost every case, CAPE
comes in higher. |In alnost every case, that is what ends up

in the budget. And in alnpbst every case, it is closer to
the reality than what the optim stic projection was.

Thi s has been a huge success story, because it has |ed,
over the | ast decade, to a lot |ess under-funding. You got
the benefit of this during your tinme as A&S and AT&L before
that. It is a big success story, but it needs the
reinforcenent fromthis commttee wth budget requests, so
that you recognize the validity of those independent cost
estimates as well.

The one place where they are short is in sustai nnment
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costs. That is where 70 percent of the cost occurs, and we
still do not pay nuch attention to that at the upfront, and
yet that is what eats us alive once a systemis delivered
and fi el ded.

Senator Hirono: | think that is interesting that you
consi der CAPE to be a success story. Wuld you agree with
that, Secretary Lord?

Ms. Lord: | think for what they do they are. It is
necessary but not sufficient. And where we have issues is
the fact that when you do devel opnent, it is called
"devel opnment” because it is not totally predictable. And
what we do is we do not allow reprogranmng and line itens
to be noved around in a portfolio approach, so we get very
caught up, | think, in funding things that are perhaps not
as critical now as they were when we passed the budget. So
| think that lack of flexibility during the execution phase
Is particularly problenmatical.

But | think there are, in addition to keeping the
metrics, sone easy things that could be done tonorrow that
woul d really hel p our readi ness and even help out in the
Ukraine. So | know we are out of time, but if we have the
opportunity with anot her question that would be great to
tal k about.

M. Berteau: Senator, let nme be clear. Their success

is on the CA, the cost assessnent end. They are not nearly
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as good at the point that you raised also in your question,
t he program eval uation, what are the options. That has
actual ly gone down, but the cost anal ysis has gone up.

Senator Hi rono: Thank you.

Chai rman Reed: Thank you, Senator Hirono.

Senator Tuberville, please.

Senator Tuberville: Thank you, M. Chairman. Thank
you very much for being here today.

You know, | ama big believer in the power of
i nnovation fromsmall and nedi um si zed busi nesses. You
know, a few weeks ago a constituent of mne contacted ne to
share his support for ny priority to help enpl oyee- owned
conpani es, called ESOPs. W all know that. This individual
was a proud enpl oyee of a small business that was bought by
one of the five prine defense contractors. He shared that
following the sale the conpany's rates to the governnent
tripled, the conpany's nentality shifted fromingenuity and
vision to big paychecks and a woke agenda, which distracted
t he enpl oyees fromtheir m ssion of supporting the
war fi ghter.

Unfortunately, this is not an isolated situation. In
| ast year's NDAA, | chanpioned a provision to extend snall
busi ness benefits to 100 percent ESOPs, which woul d give
t hem nore runway to becone nedi um sized busi nesses and

conpete with the giants of the industry.
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Bot h of you, can you share with nme your thoughts on
that effort and any other ideas you have for hel ping small
busi nesses, defense contractors?

Ms. Lord: | do not think that small business
contractors have the tinme to go through our traditional,
formal DoD processes, so that is where these OTAs and m ddl e
tier of acquisition can be utilized. And | think the reason
that many of them end up being acquired is because they
cannot have a virtuous business cycle through getting enough
to grow thenselves. So what | would say is we need to put
nore focus on making sure we are flowing dollars quickly to
smal I, innovative busi nesses, because that is where 95
percent of our innovation conmes from So we have to hold
t he Departnent accountable for handing out those contracts
and then definitizing themand noving the noney, because
often a contract will be announced but then there is this
huge pause before the noney fl ows.

M. Berteau: Senator, we hear this sanme story, not
necessarily just from ESOPs, although | have worked for a
couple of ESOPs in ny life and they have a very interesting
dynam c of notivating and rewardi ng enpl oyees. So | think
there is sone positive benefit there. But | think that the
story that you hear is not unique.

There are two things that | think would be useful for

this commttee to spend its tine on this year. One is the
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reaut hori zation of the Small Business |Innovation Research
authority that has expired. | do not know whether DoD has
submtted a | egislative proposal to extend that, but | think
there is an opportunity for you to inprove that act and
particularly focus on sonething that has cone up, that you
mentioned earlier, which is the mgration of a good idea
into actually using it, which would benefit many in that
regard.

PSC was actually instrumental in the first passage of
that act. | was in the Departnent at that tine so | did not
give themany credit for it at all, but they deserved a | ot
of credit for doing it. That is one thing that you can do.

The second, | think, is a much nore difficult thing,
whi ch i s what happens inside the contracts. And | think
there it depends on the incentives that you give to the
progranms and the contracting officers. And again, fromny
perspective, if you are focusing on outcones, you are going
to focus a whole |ot | ess on what the rate ought to be and
what the return is, and getting the results in place. |If
you start rewardi ng conpanies for delivering results as
opposed to effort you are going to have a big, positive
result in that.

Senator Tuberville: How can the DoD provide snal
busi nesses with the necessary insight and cybersecurity

support to successfully contribute to our national security?
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Smal | businesses -- they do not have the noney that these
bi g corporations have for cybersecurity.

Ms. Lord: | think there are a couple of ways we could
go about that. One, there are sone resources inside of the
Departnment to help and nentor on that. Wat is a m ninmal,
vi abl e cybersecurity posture, if you will? And secondly, |
think that is one of the ways that small conpani es can
partner with | arger conpanies, with a nmentor protegee type
arrangenent, which actually benefits not only the snal
conpany but the | arge conpany.

So | think there are mechanisns to do it, and we need
to |l ook at how that would really benefit the small
conpani es.

M. Berteau: There are two cybersecurity options, one
of which Ms. Lord started during her tine there, which is
can DoD provide the framework -- the servers, the security

structure -- so that a small business can operate w thout

having to own it thenselves? O course, part of the problem

I's you give up sone of your privacy if you are participating

in a governnment-operated. The second is whether or not

| arge contractors can provide that structure for their small
busi ness subcontractors. So they do not actually have to
buy the small business. You can actually subcontract with
the smal |l business. Those are both very good ideas and

wor t h pursui ng.
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Part of the problem though, is the governnent
enpl oyees do not get credit for small business jobs that are
subcontractors. They only get credit in their annual
performance review for small business dollars that are
prinmes. And | think what we ought to do is figure out a way
to give -- because a snall business job is a small business
j ob, and innovation can cone as a subcontractor as well as a
prime contractor. | would like to see sonething that
rewards the governnent for all those small business jobs,
not just sonme of them

Senator Tuberville: One nore quick question. In the
past 2 nonths, the U S. sent nore Stinger mssiles to
Ukrai ne than we have manufactured in the last 20 years. The
Stinger programis in its eighth restart. | wll repeat.
Ei ght tines we have restarted this program This mssile
has not been nodernized in 30 years. Wat m stakes have we
made and m smanaged in this nmunitions progran? Just real
qui ck.

Ms. Lord: We have not kept a hot production line. It

is the lunpy nature of the funding.

M. Berteau: | think we do have a path now to upgrade
the Stinger. | believe it will be here in sonething |ike
2026 or 2027. | would suggest that our m stake was we

shoul d have done that 8 years ago.

Senator Tuberville: Thank you, M. Chairnan.
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Chai rman Reed: Thank you, Senator Tuberville.

Senator King, please.

Senat or King: Thank you, M. Chair, and thanks to both
of you for your extraordinary service to the country.

Bot h of you touched on this, | think, in your opening
statenent, but we have not heard nuch about it since, and
that is workforce. | had occasion to talk to the | eadership
of -- we have two maj or defense facilities in Miine, the
Por t snout h Naval Shipyard, which, by the way, is in Mine,
and Bath Iron Wirks. Both of them are havi ng serious
wor kf orce problens, as are virtually every business in the
country. One commentator said, "W have a denographic
asteroid heading for us, and we are not adequately taking
account of it."

VWhat worries ne is that the obvious solution is
immgration. Every legal path to coming into this country
Is drastically dowmn -- green cards, visas, refugees, asylees
-- and right now we have 11 mllion enpty jobs in the

country. There are 6 mllion unenpl oyed people. So that

nmeans if every single unenpl oyed person took a job we would

still have a shortfall of 5 mllion jobs.
It seens to nme -- and | understand the politics of
immgration. It has been difficult in this country for 150

years, but we ought to be able to figure out how many peopl e

do we need to avoid this denographic disaster and keep our
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i ndustries, the defense industry being one of them
operating, and figure out a rational immgration policy to
mat ch the need to the supply.

Secretary Lord, do you agree with ne that we have got a
serious workforce problem and the fertility rate is not
going to solve it. W need to have new peopl e.

Ms. Lord: Senator King, | absolutely agree with you,
and | think the whole issue of clearances and all ow ng
people to cone in and work on defense itens is an area ripe
for the application of sone of our energing technol ogies. |
think it would be fantastic to see Congress put sonething in
t he next NDAA about applying artificial intelligence and
machi ne |l earning to | ooking at the data and getting at this.
Per haps that way we could not only forward the state of the
technol ogy through applying it but also apply it to a real -
world problemthat, frankly, we are swanped by the data and
the nunbers to deal with

Senator King: W should realize that the fact that we
are a country that people want to conme to is an advant age.
There are countries where they have to | ock their people in
to keep themfromleaving. People fromaround the world
want to cone here, and given the denographi c changes that
are com ng upon us, which is a lower birth rate, the | ow
repl acenent, if we do not have people com ng from sonewhere

el se we are sunk.
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Ms. Lord: Well, a good place to start mght be with
col | eges and universities, undergraduate and graduate
prograns, where yes, we do have sonme bad actors from
adversarial conpetitor nations. However, we send an
i ncredi bl e amobunt of intellectual capital out of this
country at the end of many of those degrees.

Senator King: | conpletely agree, but | hope that this
I's sonmething that the Congress can cone to, and | would
suggest a way to approach it is to say, okay, how many | egal
i mm grants do we need and what is a rational systemin order
to ensure that we have that continuous flow in order to
support. Because our industrial base, if they cannot hire
peopl e, they are not going to be able to build the ships and
t he airplanes and what we need.

M. Berteau: Senator, nmay | make one suggestion on
t hat ?

Senator King: Please.

M. Berteau: It is a supply and demand issue, and you
have tried to address it at the accurate level, and | think
that is essential. W are not going to solve this problem
by peopl e our age continuing to work |Ionger and | onger. But
| also think that there are sonme i medi ate tasks that this
commttee and the Congress should | ook at with respect,
particularly, to the defense industrial base workforce.

We have a nunber of provisions that we have devel oped
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at PSC with some of our sister associations. W wll be
providing themto the Congress shortly, to fix this. But
the nost inportant thing is for the costs that conpanies
need to incur to hire and retain the workers they have now,
needs to be covered in their contracts, and right now, in
many cases, it is not.

Senator King: Absolutely. But one of the reasons that
we have got the problemis, again, supply and demand. |If
there are not enough workers you have got to pay them nore,
and that is going to throw the econom cs out of whack.

One quick question on a different subject. It seens to
nme that with the industrial base, one of the inportant
things is not necessarily what the governnent buys but how
it buys it. For exanple, nulti-year procurenent. Secretary
Lord, | believe that nulti-year procurenent is sonething
that the governnent, that we can do around here, that would
vastly support and encourage investnent and maintain the
I ndustrial base. | think you used the term"lunpy."” | |ove
that term |If we do things in a |unpy way, industry cannot
respond because you cannot turn these large facilities off
and on.

Ms. Lord: That is correct. And, in fact, if there is
a nulti-year contract it drives certainty. It allows the
I ndustry partner to put their internal research and

devel opnment as well as capital investnents into the aera in
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whi ch the governnment is buying. It allows enployees to say
this is a good place to work because | know that the job
wll be here for at least 5 years, or whatever it m ght be,
with options. It also saves the governnment an enor nous
anount of noney because the cost and tine to renegotiate
these contracts is non-trivial. You want to get all the
ternms and conditions up front and then have options there.

But there is going to be less and less inclination to
do those nmulti-years if inflation is running ranpant and no
one knows how to predict it and industry cannot recoup
| osses they m ght have.

Senator King: And industry is not going to nmake those
I nvestnents that they need to nmake in the capital unless
t hey have sone assured stream of incone.

Ms. Lord: Correct.

Senator King: Thank you. Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator King.

Senat or Bl ackburn, please.

Senat or Bl ackburn: Thank you, M. Chairman.

Ms. Lord, | want to ask you about the vacci ne nandate
and the effect that that had when it was extended to our
governnent contractors, and the inpact that that had. You
know, Senator King is asking about workforce, and | know
W th the governnent contractors people could not test

weekly. That was not an option. It was just you get the
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shot or you are going to |lose your job. And we have tine-
sensitive prograns, |ike the Col unbi a-class submarine. So
talk a little bit about that vaccine nmandate and that

| mpact .

Ms. Lord: Certainly. | think when it cane out, the
vacci ne nandate, there was a short-term benefit because
peopl e cane back to work. However, | think long-termit is
probl emati cal because for nmany different reasons sone people
do not want to be vaccinated. It also puts an incredible
burden on the enployer to nonitor who is vaccinated, who is
not, why they are not, is that an acceptable reason. This
Is all overhead that these conpanies did not plan on.

Senator Bl ackburn: And it di sadvantages many of our
speci alty vendors who are small businesses. Correct?

Ms. Lord: Absolutely. It puts this huge, bureaucratic
burden, which is one nore reason, as | said in ny opening
stat enent, people have choices, investors have choi ces,
conpani es have choi ces whether or not to work in nationa
security. The vaccine nmandate is one thing that nudged a
few peopl e out the door and kept many, many from entering.

Senator Bl ackburn: And | know recently Deputy
Secretary Hi cks had voi ced concern about the di mnishnment of
smal | busi nesses that were conpeting. And we need themfor
I nnovation, especially as we | ook at the real m of

cybersecurity. 1Is that correct?
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Ms. Lord: W absolutely do, and we have to nake it
easy and accessible for themto becone part of our defense
I ndustrial base, and with many of the things we do in
governnent one size does not fit all

Senator Bl ackburn: | think you are so right on that.
And, of course, in Tennessee we have Arnol d Engi neering,
which is Air Force. W have Fort Canpbell, which Arny. You
al so have your Special Qps forces there. Down at MIIington
we have the Naval Air Station. W have Oak Ri dge, one of
our national | abs.

So this one-size-fits-all vaccine nandate has really
conplicated the environnent for sone of our nobst innovative
conpani es who can sol ve sone of the issues that we have,
especially when you need to avail yourselves of technol ogy
in order to nove into hypersonics, to provide the
protections, and to have that conpetitive environnent.

So talk to ne. As you respond, bring in the DB, and
talk to nme about what is being done there to foster that
conpetitive environnent.

Ms. Lord: | agree that we have a chal |l enge, and |
think a big part of this is being agile and quick to adapt.
So using your vacci ne nmandate exanpl e, perhaps that was the
right thing at one tine, but you have to | ook at the
envi ronnment around you and adapt to that. And | think we

have to be nore adaptive with the defense industrial base.
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Because conpani es are not going to be here to supply our
warfighters with the kit they need downrange and the
services they need if they cannot naeke sufficient margin to
be able to reinvest in research and devel opnment and capital
i nvest nent and so forth.

Especially the energi ng technol ogy conpani es that have
choices in terns of what they can do. They could go work on
comrercial itens. But thankfully many of them want to dea
Wi th national security itenms. W have to nmake sure that we
get themon contract quickly and we check out what they
have. W get it out in the field and see what works and
what does not.

Senator Bl ackburn: Well, and | think that that is
vitally inmportant to do.

I want to ask you this. | think it was Senator
Gllibrand that tal ked earlier about the cunbersone process
for acquisitions. How many purchasi ng agents, procurenent
agents, acquisition personnel do you have, and have you been
able to pull theminto kind of a standard, best practice
operating procedure that has seened to el ude the DoD?

Ms. Lord: Yeah. So obviously there are tens of
t housands of them | have been out of the DoD for over a
year so | do not know the exact nunmber. However, | wll say
we have pockets of excellence, whether it be the Rapid

Capabilities Ofices or DIU or other people. They do not
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have special authorities. What they have are the best and
the brightest, a clear communication path to | eadership, and
the ability to nove quickly. And what we have to do is
scal e that across DoD.

Senator Bl ackburn: | amover tine. | have got sone
guestions | will submt for the record. Thank you.

Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator.

Let me now recogni ze Senator Kelly, please.

Senator Kelly: Thank you, M. Chairman. Ms. Lord, as
a former Under Secretary of Defense for Acquisition and
Sust ai nnment you understand how vital sem conduct or
production is to our mlitary capability to respond to many
of the global threats that we face. Sem conductors are
essential to a wide range of national defense systens, yet
sem conduct or manufacturing capacity located in the U S. has
dropped froma high of about 40 percent in the 1990s to |ess
than 13 percent today, while China is investing heavily to
try to domnate this industry. And we al so have the added
conplexity of China's interest in, at sone point,
repatriating or bringing back Tai wan and what that woul d
mean to sem conductor capacity.

That is why last year | negotiated and hel ped pass a
$52 billion plan to boost sem conductor manufacturing

production here in the U S., including in ny hone state of
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Arizona. This plan passed both the House and the Senate,
and hopefully we are going to get this, the differences in
the legislation, resolved through conference negoti ati ons,
and get this across the finish line soon. It is vitally

i nportant to our national security.

In your view, how does the sem conductor shortage
contribute to the gl obal challenges we face, and what nore
can be done to overcone the problens associated with a
gl obal sem conductor shortage?

Ms. Lord: The gl obal sem conductor shortage has
enornous ram fications for the Departnent of Defense,
because al nost everything produced uses them First of all,
we have to nake sure that our systens are secure. |In other
words, they are not calling China or somewhere else with
i nf ormati on.

But the real challenge here is that nost of the
i ntell ectual property for these sem conductors actually
originates in the U S., but for a variety of reasons -- sone
of them environnental |aws, sone of them | abor |aws, sone of
t hem cost conpetitiveness of final units -- we have
of fshored, over time, to the point where we are no longer in
control of those supply chains, even the nost fundanental,
| ower -l evel itens such as the rare earth elenents. W can
get themout of the ground but to date they are very dirty

processes to nake them usable. And they go in not only
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sem conductors but |ots of other things.

So we, as a nation, need to prioritize those
manuf act uri ng processes that give us the key el enents.
Unless we really take the legislation and | ook at the
i ndustrial base and invest in it to get the infrastructure,
t he equi pnent, the tooling, and training the workforce, we
are not going to be able to control our destinies here. And
there is nore to be done than one conpani es can just do and
justify in its business cycle.

So | amnot a big fan of government getting very
i nvolved in industry, but | believe this is a national
energency, and this is a place where we need to nmake that
I nvestnment to be able to control our destiny.

Senator Kelly: | agree, and, you know, inexplicably it
Is not just the manufacturing. |In the case of
sem conductors we manufacture here we often send them
overseas, China, to test them

Ms. Lord: Yeah, test and evaluation as well as
packaging. Two very inportant parts of that chain. And you
are absolutely correct. Those test systens are highly
engi neered, conpl ex systens.

Senator Kelly: Well, | just recently returned froma
neeting with our partners in Europe and Asia, speaking
directly with international |eaders in Germany and ot her

countries. This underscored the opportunity we have to
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rebui | d our global supply chains and strengthen our security
partnerships in the process.

So Ms. Lord, one of the countries that | visited was
I ndia, which | understand you have sone expertise as you are
the Vice Chair of the U S.-India Business Council. Fromny
recent discussions | believe there is a willingness to
strengthen U. S. -India security in industry partnerships.

What t houghts do you have on how we can acconplish that, and
do you agree this will also benefit U S strategic interests
at a tinme when Russia is |looking to shore up their own ties
with India?

Ms. Lord: India has enornous opportunities but also
enornous chal |l enges. W have never been able to get the
overarching security agreenents with India that we would
hope. W have challenges with things Iike the S-400 being
on contract, and so forth. And additionally, the chall enge
of doing business, | can tell you, in India, is enornous
because of the offset requirenents there, to be able to
provi de | ocal busi ness.

So enornous potential, but | would say the opportunity
and the challenge is to work with the |Indian governnent to
streanmline policies and procedures, nake them consistent so
that it is a predictable venue for U S. business and U. S.
governnent to invest in.

Senator Kelly: | agree, and, you know, the opportunity
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we have there is enornmous right now And their ties to the
Russi an governnment, Russian mlitary through their Russian

hardware that they have purchased, two-thirds of the Indian
mlitary force consists of Russian hardware, which, as a |ot
of us expected, did not performwell on the battlefield. So
this is an opportunity for us to build sonme ties through the

sale of sonme of our mlitary equi pnment, which I would Iike

to see.
So thank you. | amover tine, so nmy apol ogies, M.
Chairman. | do have sone other questions | want to submt

for the record.

Chai rman Reed: Thank you, Senator Kelly. Senator
Hawl ey, pl ease.

Senat or Hawl ey: Thank you, M. Chairnman. Thanks to
both the wi tnesses for being here.

M. Berteau, if |I could just start with you. Sone of
our country's largest service firnms, including Deloitte,
McKi nsey, | think, others, maintain a very significant
presence in China, even as they are pursuing and executing
contracts with the Departnent of Defense. Should we be
concerned about that?

M. Berteau: The upfront optics of that are obviously
not very attractive at all, and so the real operative
guestion is what are the protections in place that we need

to have in order to preserve any risk fromcom ng out of
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that. In the case of sone of these conpanies, they are
actually a foreign-owned conpany, in that they have a full
dedi cated protection agai nst foreign ownership control and
interest. The policies are there. The procedures are
there. The structures are there. The execution and

i npl enentation is what has to be nonitored very, very
carefully in that regard.

Partnership conpanies |ike those present challenges to
us across the board. | do believe that DoD has the national
security procedures and processes in place, and structures.
It is the execution and nonitoring that becomes absol utely
critical in that regard. W have firewalls. W have to
make sure they are clear and high. | know you westle with
t hose every day internally.

Senator Hawl ey: Should it be a conflict of interest
for a conpany like Deloitte, let us say, or MKinsey, to do
wor k for the Chinese governnment and/or its proxies while
al so doing work for the Departnent of Defense?

M. Berteau: W have | ooked at the |egislation that
has been introduced in this body on that regard and we think
there are sone very serious concerns that do need to be

addr essed t here. But we al so need to make sure that

Anmerican can still get the capability and conpetence of the
wor kers we need as well. So it is that bal ancing act that
beconmes critical there. | amnot sure if it is directly a
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conflict of interest. There is definitely a conflict, there
Is definitely interest, but there may be a better way of
getting at it.

Senator Hawl ey: Yeah. Well, this is pretty
concerning, | would say. Let ne just ask you. | nean, you
are the head of the Professional Services Council. What
advi ce woul d you give to conpanies |like Deloitte that are
doi ng business in China, including with the Chinese
governnment and its proxies, despite the threat that
governnent, its proxies, and the Chinese Comruni st Party
pose to this nation?

M. Berteau: W are actually |ooking, and we are
wor ki ng on a white paper of what it is that those conpani es
need to do better in order to bring the kind of confort that
you need to have out of that. | do not have sonethi ng ready
to deliver to you today, but we will be happy to take that.

Senator Hawl ey: Yeah. Fair enough. Thank you.

Ms. Lord, let ne ask you about the Stingers issue,
whi ch Senator Tuberville raised a little bit ago.

Qobvi ously, Stingers are in high demand in Ukraine. They nmay
well be in high demand in Taiwan. W need, of course, to
mai ntai n a robust supply ourselves. You said that you think
one of the problens here is we have not kept a hot
production line. Wat do we need to do now to accel erate

production of the Stingers, and other simlar capabilities
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that we are going to need for frontline states |ike Ukraine
and Taiwan but that we are also going to need for ourselves,
all at the sane tinme?

Ms. Lord: In order to have production you need
facilities, equipnent, tooling, material, and a workforce.
So what we need to do is incentivize industry to do that
t hrough Il ong-termcontracts that allow themto nake those
I nvestnents, and a reasonable return on that investnent, so
that they wll stay in business. So long-term clear demand
signals, along with, if we really need to get this junp-
started | would say sone DPA Title Ill-type investnent to
stand up lines, train the workforce, and get the supply
chai n goi ng.

Senat or Hawl ey: How nmuch of it, in your opinion and in
your experience, is about incentivizing industry versus
overconm ng hurdles within our own acqui sitions bureaucracy?
Can you speak to that?

Ms. Lord: OCh, | think that it is a Venn diagramthat
is very -- well, there is a huge anount of overlap, and |
t hi nk, again, we have an acquisition systemthat can do
these things quickly. W are not incentivizing our
wor kforce to do that. To David's point earlier, how often
does this commttee have a hearing calling out and trying to
understand all the fantastic applications of other

transaction authorities and mddle tier of acquisition, what
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that did to speed up the acquisition process, what that did
to help the user downrange? W need to communicate the art
of the possible and then encourage it, versus admring the
probl em

Senator Haw ey: M concern on this, to be clear where
| amcomng fromhere, it is not just related to the
Stingers. | understand we are al so having production issues
with the LRASMs and ot her advanced nunitions we are going to
need if we are in an environnent, and I think we are, where
deterrence is the nanme of the gane, and deterrence by deni al

Ms. Lord: Absolutely.

Senator Hawl ey: -- both in the Indo-Pacific, also
going forward in Europe. W have got to be able to deter
our near-peer conpetitors, and in the case of China,
frankly, our peer conpetitors. And in order to do that our
conpetitors -- our enemes, frankly, our opponents -- have
got to believe and got to know that we have the kind of
capabilities that we are going to need, and we can supply
our partners and allies with the capabilities they are going
to need in short order.

So to ne, getting this right is vital to being able to
execute deterrence by denial, which we have got to do going
f orwar d.

Ms. Lord: Exactly. And one of the things that we need
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to consider is when you go down those various weapon
systens, three, four, five, six |levels down to supply chain,
you find all of a sudden the famly tree does not branch
anynore and that you have sone critical sem conductor
conponents and so forth. So it gets back to sone of these
fundanmental s that Senator Kelly was asking about as well.

We have got to fix the fundanentals.

Senator Hawl ey: | have got a few nore questions for
each of you, which I will submt for the record. Thanks so
much for being here.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Hawl ey.

Senat or Manchi n, pl ease.

Senator Manchin: Thank you, M. Chairman. Thanks to
both of you for your service and thank you for being here
t oday.

Let me start on just a couple of things. | know it has
been tal ked about as far as supply chains and all of that.
This war that we are supplying nost of the arnmanent that
they are needing to defend thenselves in Ukraine, if it
continues for any period of tine, say a year or |onger, how
does that threaten our security?

Ms. Lord: It is a huge threat to our security.

t hi nk you can go back to the supply chain report we did in

2018, in responding to an Executive order, where we called
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out all of these areas of our defense industrial base where
we either had very fragile supply chains, we were single
sourced, or we were dependent on an overseas, unfriendly
nati on.

So | think, frankly, this is our Sputnik nonment here
with Ukraine, relative to our capacity and throughput to
generate what we need in terns of weapons systens.

Senator Manchin: Are they |ooking down the road right
now? Are you all |ooking down the road, know ng that we
have to resupply ourselves for what we are basically sending
over to UKkraine?

Ms. Lord: | think that is clear within the Departnent,
but --

Senat or Manchin: Has that acquisition started yet? |Is
there any acquisition going on right now to repl ace
i mredi atel y?

Ms. Lord: | amnot inside the Departnent anynore. |
am out si de the Departnent. However, there is a bit of
activity. The Arny has a UFR up here on the Hi Il about
Stingers. There is a bunch of activity, but it takes noney.
There is only so nuch reprogranmm ng, redirecting.

Senator Manchin: | amthinking the noney we are
sendi ng, the goods we are sendi ng over woul d be resuppli ed.

M. Berteau: Senator, about a week and a half ago the

Def ense Departnment posted what is called a RFlI, request for
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information, soliciting input fromconpanies. | think it is
due May 6th, so it is a very rapid turnaround, wth respect
to Ukraine. What it does not address, though, is sonething
that you hinted at. W are not only sending equi pnent to
Ukrai ne, we are oftentines replacing equipnment that other
countries are sending to Ukraine. |In many cases they are
sendi ng them Russi an equi pnent, and we are repl aci ng them

Wi th Anmerican equipnment. That is part of the demand as
well. | do not believe it is covered in the RFI. So we
have only nade the baby steps here.

Senator Manchin: | amtrying to find out also, are the
countries that are basically supporting, NATO allies, the
sane as we are in Ukraine right now? Are we responsible to
send that to themand replace it free of charge, or are they
buying it?

M. Berteau: |In many cases those are still being
negoti at ed.

Senat or Manchin: Ckay. |If | can ask you al so about,
when you have contractors, first of all, fromcyber, nost of
our hacks conme fromthe bottomup. So let us say that we
have a maj or contractor, one of the big boys -- | wll not
name any nanes but the big ones. They are pretty much
hardened. But the subs that they have are not as hardened.
And a lot of the subs do not want to be tied to the main

because then the main will do what they are going to do and
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knock them out of the contract.

So it is areal dilema that we are in right now, and
t he back door of hacking, this back door, has been prolific.
So do you all have any thoughts on that? And with that |
woul d ask you all because ny tinme is running out here very
gui ckly, commercial markets. Ckay. |If there is a
contractor in the comrercial market and they are priced in
the commercial market, and then they al so are providing
al nrost the sane services in the industrial, for our defense,
how conme they do not nake those prices available to us? Wy
is it a whole other pricing systemand we never call them on
it?

Ms. Lord: Well, to answer the second question, we nmay
sonmeti nmes buy the sanme products but our cybersecurity
requi renments, our physical hardening requirenents, nmght be
different. So although it |looks the sane it m ght not be.

I wll say that quite often industry tries to get
commercial pricing because it is easier for themjust to go
off of a price list. But often the Departnent’'s regul ations
require a cost-based assessnent, building up fromthe cost,
and the exercise of going through that to denonstrate why
everything costs what it does costs noney, puts a w apper of
overhead and G&A on it.

Senator Manchin: | mean, we just put so nmuch red tape

involved in this, trying to secure sonething, and people are
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just so absolutely aghast at us continuing to throw noney
away. | nean, that is where you have got the toilet seats
and the hamers and all those. Renenber all the conparisons
they used for years and years?

Ms. Lord: That cones back to training the workforce.
W have the authorities. Congress provided themto DoD. W
have transl ated those into policy and inpl enentation
gui dance or procedures. W need to train the workforce to
use those and then hold the workforce accountable. And that
needs to happen at DoD senior |levels as well as here.

M. Berteau: And part of that training, Senator, is we
frequently, in DoD, will say we want to commercial but we
would like you to tweak it just a little bit so we can use
it. And, of course, when you have got a production |ine of
a mllion a nonth and DoD is only going to buy 100, there is

no benefit in that tweaking.

Senator Manchin: 1|s President Dwi ght Ei senhower's
statenent still true today -- beware of the industrial
conmpl ex?

M. Berteau: You know, the original draft of that
actually said beware of the mlitary congressional
I ndustrial process.

Senator Manchin: Oh, congressional.

M. Berteau: They took the congressional out of it,

but it is still worth paying attention to.
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Senator Manchin: He had it right, did he not? Thank
you. Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Manchi n.

Senat or Rounds, pl ease.

Senator Rounds: Thank you, M. Chairman. First let ne
begin by just thanking both of your for your continued
service to the nation, both wthin the DoD and within the
private sector. And Ms. Lord, | want to thank you for
working so closely with ne in 2020, to execute the Defense
Production Act authorities in response to the worst days of
CoOvID-19. | think we nade a difference.

To both of you, I would |ike to ask a question about
what | see is a very disturbing trend of consolidation
wi thin the defense industrial base over the last 20 to 30
years. This results in |l ess conpetition, which slows
I nnovati on, decreases perfornmance, and inpacts pricing so
that the governnent and the Anerican people do not get the
best bang for the buck. Sepcifically, 90 percent of
m ssil es that DoD purchases cone fromthree conpanies.

Fi xed-wing aircraft are provided by three conpanies, down
fromeight. And satellite contractors are down to four,
al so froma previous high of eight.

The pandem ¢ and recent supply chain disruptions have
had particul ar inpacts on snmall and m d-sized busi nesses

that DoD relies on. M question is, what can we do to
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i ncrease conpetition and encourage snall and m d-sized
busi nesses who often are at the cutting edge of innovation,
to conpete to provide with us for the best and strongest

nati onal defense that we can possibly afford?

Ms. Lord: Senator, | will quickly answer that and then
pass it along to David. It all conmes down to predictable
procurenment. |If you do not have a clear demand cycle, and

you do not know what is being purchased over the next 5
years, you cannot invest your resources, whether that be
your plant, your equi pnent, your tooling, your people, in
somet hi ng where you do not know what the return is. And
because there has been such an erratic demand cycl e and
pur chasi ng cycle, conpanies start to go out of business or
t hey put thenselves up for sale.

So the nost critical thing that the governnent could do
is be very clear about how nmuch of what is going to be
procured over nmultiple years, and then have long-term
mul ti-year contracts.

Senator Rounds: M. Berteau?

M. Berteau: Senator, you have rai sed sone absolutely
great points, and we have been westling with this for a
long time. Let us look first at the question of is there
enough denmand to support the supply. Your missiles were a
great exanple. A big part of the reason why there are only

three conpani es delivering on that 90 percent is we are not

74
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buyi ng enough mi ssiles to keep nore conpani es in business,
froma production line point of view

| actually think that part of the answer to the concern
that has been raised across the board of replenishnment here
is that we do need to buy nore, and if you buy enough you
will get nore conpetition.

The second thing is that oftentinmes the requirenents
are so specific that only one or two conpanies are going to
be able to neet the requirenments. So if we expand the
flexibility of the requirenments so nore conpani es can bid,
then it will go forward.

The third is that about half of what DoD spends its
contract dollars on is not products. It is services. That
sounds pretty straightforward, but the reality is that the
m gration of technical capability that the governnent needs,
they buy a ot nore today as a service that they used to buy
as a product. Two big exanples are access to space. \Wen
the govt no | onger owns the |aunch vehicles it is the
private sector that is providing it. So you are just buying
the |l aunch as a service. But we still maintain a nentality
as if we are buying a product. Software. | cannot renenber
the last tinme | actually held software in nmy hand, and it is
a floppy disk, and I amnot even sure | have a machi ne that
could read it if | did. So we are really just buying it as

a service. But our procedures still are as if it is a
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product, so we are not taking advantage of that.

The third is that for small businesses, in particular,
we put these contracts out where every small business has to
be on this governnent-w de contract because that is where
the work is flowi ng, but we often put so many on there that
there is not enough work that flows through to keep them
and give themeven the return to nake the noney back that
they spent on putting the bid in place. So we need to
rationalize our supply and demand in order to get forward
there. And it is really across the board. It is not just a
few big conpanies at the top

Senator Rounds: Does the Federal Governnent or the
Departnent of Defense have the capability to assist snal
contractors in their need to be at their best with regard to
cybersecurity issues? Today it seens |ike our |arger
contractors, we can hold them accountabl e, but the smaller
contractors, in many cases, may have excellent capabilities
specific to a particular product but do not have the
capabilities in-house to take care of their cyber protection
needs.

Wuld it help if we established a process to assi st
themin their cybersecurity needs?

M. Berteau: Wll, there are two ways to do that, and
it isreally critically. So you have really got a dilema

there. You want the conpanies you do business with to be
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secure agai nst cyberattack, and that is not just in America
but around the world as they go forward. At the sane tine,
you do not want to burden themw th the costs that, in fact,
It puts them out of business in order to do that. And we
hear this from our nenber conpanies all the tine.

So there are two ways to get at that. One is, in fact,
for the governnent to provide sone type of support. It
m ght be the conputer servers that you are operating on, so
that you can have your systens in place, and the governnent
Is part of that protection. The problemis this is a huge
cost for the governnent, and frankly, | amnot optimstic
that the governnent can do this nore effectively than the
conpani es thensel ves can.

The second is for that to be a reinbursable cost. So,
in fact, for the conpanies to incur it, right nowif they
spend that noney -- | have got a snmall conpany, maybe $20
mllion a year, it is costing them $100,000 to put the
cybersecurity in place. Al that does is increase their
rates -- and this is overhead. This is not direct charge --
it increases their rates to the point where they are not
conpetitive in winning a contract. So boy, tal k about a

beggar's choice here, right?

So if the governnent actually could figure out a way to

cover those costs to maintain the conpetition and get the

security we need, that would be a big plus.

7
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Senator Rounds: | think we agree it is a problem but
| amnot sure that we have resolved it with the appropriate
answer yet.

M. Berteau: And as | nentioned before, the threat
keeps increasing every single day.

Ms. Lord: This is an area where the industrial policy
team at DoD could probably nore clearly articulate the
avenues to be foll owed.

M. Berteau: Wat DoD has done is they have m grated
the responsibility fromyour old shop to nowthe C O the
chief information officer shop. Sonetines reorgani zation
does not speed up results.

Senator Rounds: Thank you. Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Rounds.

Senat or Kai ne, pl ease.

Senator Kaine: Thank you, M. Chair, and thanks to the
W tnesses. Really inportant hearing, and ny col | eagues have
asked a nunber of really good questions.

Secretary Lord, | want to start with you, because you
tal ked about the need to scale up things that are worKking.
You nentioned DIU, and | wanted to ask about the Defense
| nnovation Unit. DI U has had sone real success. They have
brought 100 new vendors to the DoD. They have facilitated
nore than $3.7 billion in contracts.

It would seemthat DIU would fit very closely with
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Presi dent Biden's recently rel eased report on saf eguardi ng
our national security by pronoting conpetition in the

def ense industrial base. That has five key recommendati ons,
and one is increasing new entrants and increasing
opportunities for small businesses. But in nmy exam nation
of DIU, and | have visited the Silicon Valley operation, |
do not really think the Departnent or service | eadership are
real ly pushing investnent in that venue.

And you could tal k about other authorities. | think
both of you mentioned the other transaction authorities that
we have provi ded.

So if what we want to do is pronote innovation and
speed, and if we have credible venues that have proven their
ability to do that, why are we not using them nore? How do
we scal e up use of these innovation acquisition strategies?

Ms. Lord: M opinionis, one, we do not reward
I ndi vidual s or groups for using these different authorities
to i nnovate and nove qui ckly, and secondly, we do not do a
particularly good job of training the individuals who need
to use these nethodol ogies, as well as their | eadership,
about the art of the possible. So again, if it is not being
required it mght not be paid attention to.

So | think this is one of those issues that need to be
unpacked, so to speak, so it is very clear that secretaries

of the services, |eaders of agencies, have an expectation
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that a certain anmount of their procurenents will go through
t hese nmet hods, and then nmeasure what the progress is being
made, how fast it is. Because it is just not getting things
on contract. It is bringing it over the finish Iine and
then making sure it noves on to a sustai nable situation.

Senator Kaine: M. Berteau, do you want to add to
that? How can we take existing strategies that can lead to
I nnovati on and speed and actually make them work? W do not
need to create new paths. W just sonetines need to use the
ones that we have in a nore effective way.

M. Berteau: | amgoing to try not to get too wonky
here, but you are a man with whom | can get wonky
occasionally. | just had a discussion with a contracting
of ficer yesterday that just floored nme. The core of the
Federal acquisition regulation and contracts, the one that
i s burdened with the nost regul ati ons and the nost
processes, is Part 15, and that is the standard, do
everything by the book, all the way through.

This contracting officer said to ne -- | said, "Wy
aren't you using," and | nentioned another part that has a
|l ot nmore flexibility. And he said, "I amnore confortable
with the one that tells ne everything | need to do and | do
not have to nmake any decisions on ny own."

Senator Kai ne: Ww. \Ww.

M. Berteau: And so the point | nade earlier, if we do
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not actually pronote people taking a risk but actually
eval uate and pronote them give themcredit for it, that is
the only way we are going to get out of it.

Ms. Lord: | call it creative conpliance. You do not
want all of these acquisition officers to be a pilot, or
pilots. You want themto check off every single thing on
the checklist. You want your acquisition professionals to
| ook at the art of the possible, do just enough to be
conpliant, but nove on. And | do not think we are rewarding
t hat behavi or.

Senator Kaine: See, that is very, very inportant.

M. Berteau: |If those people get pronoted, the rest of
the group will notice it, and they will start doing it.

Senator Kaine: Wen | was governor of Virginia, ny
H ghway Departnent fol ks, they kind of felt |ike they could
never get in trouble for not making a decision, and the only
way they would ever get in trouble was nmaki ng a deci sion,
and that becane a pathology that | think is not unique to
the Virginia H ghway Departnent.

Protecting the U S. defense industrial base is not just
a DoD responsibility. So the Departnment of Comrerce has a
Bureau of Industry and Security, and here is their m ssion
statenent. They are responsible for, quote, "advancing U S.
national security, foreign policy, and econom c objectives,

by ensuring an effective export control and treaty
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conpl i ance system and by pronoting continued U S. | eadership
In strategic technol ogies."”

Based on your opinion, do the DoD and Conmerce work
together in a good fashion on this? Because | am not so
much aware of what Commerce is doing in this space, but they
may be able to be hel pful for the DoD.

Ms. Lord: Yeah, | amnot sure Conmerce is well staffed
in that area with individuals with significant backgrounds.

Il will tell you that while I was at DoD we took one of their
standout, stellar civilian enployees, M chael Vaccaro, and
brought himover to Industrial Policy at DoD for nmany
reasons, but one was to have that reach-back and

i nteragency. But | will tell you, Comrerce, DoD, and State
really need to work together to nake sure that we becone
much nore contenporary with our releasability and
exportability standards. W need to work with nations |ike
Australia to help us help ourselves in terns of our
strategi c conpetitions.

Senat or Kai ne: Thank you. | amover tinme and | see
Senator Scott chonping at the bit over there.

M. Berteau: | have sone good news on that point,

t hough, on the BIS, if | may indulge nyself on that,
Senat or .
Senat or Kai ne: Go ahead.

M. Berteau: The U S. Senate, just |ast nonth,
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confirmed a |long-tine defense expert as the Under Secretary
of Commerce over at BIS, Al an Estevez. You are going to
have a much better tine having that work together going
forward. But | do not expect inmedi ate results tonorrow.

Chai rman Reed: Thank you, Senator Kai ne.

Senator Scott, please.

Senator Scott: | think Senator Kaine probably had the
exact same experience when he was governor. You have al
t hese exanpl es where people -- how we bought stuff made no
sense. So let ne give you a story. W have hurricanes in
Florida, so we have pre-landfall contracts with the people
who do debris pickup. And whether the Federal Governnent
shoul d be paying part of it, they pay 75 percent of it,
m ni mum and as nuch as 90 percent.

The local contracts were $7, $8.50 a cubic yard. Quess
what the Corps of Engi neers was?

M. Berteau: Triple.

Senator Scott: $72.

M. Berteau: Ten tines.

Senator Scott: It is even better. The sane conpany.

So just think about it. Let us say the nunber is $200
billion that you are buying. How nuch noney, if we actually
bought |ike the private sector bought, could we save? How
much noney is there out there? How nuch could we save? |If

we did |ike a conpany |ike Textron or how you guys buy
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t hi ngs, or anybody, a nornmal private conpany?

Ms. Lord: It is probably going to be at |east 50
percent, but we have done it to ourselves with all the
bureaucratic regul ations we have. So | think what we need
to do is shift away fromall of the very cunbersone
regul ati ons we have for nuclear reactors and think about
when we are buying a shoul der-1launched m ssile, what the
difference is, and use only those regul ati ons we need. And
we need to recogni ze those individuals who use that creative
conpliance in hearings like this to call out the fact that
that is the behavi or everyone wants to see.

M. Berteau: Senator, | was part of a Defense Science
Board study that | ooked at that exactly question back in the
1990s, and we concluded, and | think the analysis was
arithnmetically pretty accurate, that it was in the range of
30 to 35 percent. Then | had the privilege of trying to
translate that into what people would actually have to do to
achi eve that noney, and the nunber one thing people had to
do was get rid of governnent bureaucrats. As you know, in
your experience as governor, this is not the easiest thing
to do. And so that is where we ran aground very, very
qui ckly. | actually got subpoenaed and haul ed up before the
U. S. Congress because | was going to get rid of four of
t hose bureaucrats.

Senator Scott: So did either of you ever cone and say
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-- let us say it would be a m ninum of the nunbers you have
got, 30 percent, so $200 billion? That is $60 billion that

we can be spending on sonething else. D d you ever cone in

front of us and say, "I need this" and Congress did not give
it to you?

M. Berteau: | have actually had pretty good success
-- it was a long tine ago -- in com ng before Congress, and

they did et us do it. Wen we consolidated the Defense
Comm ssary Agencies in 1990, we ended up savi ng about 30
percent of the overhead of that operation in the space of 2
or 3 years.

But here is the problem-- that is a one-tine savings.

It is gone. And then you have still got to maintain the
nmoment um
Ms. Lord: | think also Congress has given the

Department many authorities. They have been transl ated

t hrough policy and inpl enmentati on gui dance. Wat we have
not demanded, if you will, is that those new processes and
procedures be utilized as nuch as possible, and hold the
teans accountable for using them It is nmuch safer -- you
are not going to get in trouble if you do it the sanme old
way you have al ways done it. And so there is a culture
shift that has to happen, by rewarding those who are doi ng
things in the streanm i ned ways that they can.

Senator Scott: Wre you able to do that when you were
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t her e?

Ms. Lord: In small pockets we were able to do it in a
nunber of areas, but frankly, it took certain personalities
who were personally invested init. | amnot sure that the
seni or | eadership, other than nyself, in the Departnent
really understood the differences in the different
mechani sns and knew enough to hold their teans accountabl e.

Senat or Scott: Have you ever outsourced a whol e bunch?
| nmean, in the private sector | used to -- | am a business
guy -- if | could outsource the whole operation, if it was
not a core function, | nean, why did | do it, right? So if
it 1s not a core function of governnent -- the core function
of, I think, the mlitary is to be able to be a | ethal
mlitary, not to be the best buyer of anything.

Ms. Lord: Right. So | think some really great
exanpl es of outsourcing and using contenporary contracting
practices are |launched as a service. That has been
i ncredi bly successful. |ISRis a service, with contractor-
oper ated, contractor-owned systens. However, there is a
fear factor there about giving that away. And so that is
the cultural issue.

In this day and age, we were just saying earlier, we
buy many things as a service. It is a far nore efficient
way to do it and will save us noney. But that is very

foreign to a lot of DoD, and they have got to get
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confortable with it.

Senator Scott: Thank you.

Chai rman Reed: Thank you, Senator Scott.

Senat or Rosen, pl ease.

Senator Rosen: Thank you, Chairmn Reed, Ranki ng
Menber I nhofe -- | know he is not here -- but it is areally
| nportant hearing, and it has been really interesting to
hear both of you speak on so nany topics. | appreciate your
wor k and you bei ng here.

And | want to focus a little bit on the
m croel ectroni cs shortage, because there are a | ot of
def ense businesses in ny state of Nevada. They have
di scussed with nme their challenges with the supply shortage
of mcroel ectronics. Such shortages not only affect the
U.S. conputer, nunerically controlled CNC manufacturing
base, which provides machine tools to all major sectors of
the U S. econony, but also inpacts U S. national security
and econom c interests overall.

And so whil e DoD has established a Departnent-w de
supply chain resiliency working group to address these
system c barriers limting mcroel ectronics supply chain,
several of ny Nevada del egation col |l eagues and | recently
sent a letter to the Admnistration urging themto take a
nore aggressive approach to resolving the CNC nanufacturing

base crisis, because that is absolutely critical.
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So can both of you speak to how the CNC manufacturing
base crisis is affecting the rest of the defense industry,
what steps the Federal Governnent should do to increase and
stabilize the supply of microelectronics available to the
CNC manuf acturing base? Secretary Lord, we can begin with
you.

Ms. Lord: Thank you, Senator. The primary issue is
t hat over decades we have outsourced our mcroel ectronics or
sem conductor industry. Wy did we do that? One was
envi ronnent al reasons. Another was cost of |abor. Another
was cost of nmaterials. The travesty is nost of the
i ntell ectual property that goes into that is devel oped here,
yet we have devi ces nmade of fshore, even sone nade here and
tested and packaged of fshore.

So we are at the point where we do not have the
i ndustrial capacity and throughput, and it takes an enornous
I nvestnent to get that capacity and throughput. So what |
bel i eve we are going to need to see are appropriations. W
need to see noney that is going to allow industry to invest,
whet her those are long-termcontracts or potentially even
DPA Title Ill investnents.

This is a problemthat did not happen overnight. It
happened over a long tine. And for industry to be able to
get the supply it needs, the trusted supply it needs, we

have to reestablish that supply chain, but businesses are
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not going to reestablish thensel ves unl ess they can make a
profit and be an ongoi ng concern. David?

M. Berteau: Senator, | have a long history with this.
Senator Kelly earlier nentioned that we went froma high of
40 percent of m croel ectronics donestic capacity in the
1990s down to what it was today. It was not 40 percent in
the 1980s. It was in the low 30s. W had a program call ed
Si mat ek [ phonetic] -- | ran the funding to support that --
that invested in the technol ogy capabilities to bring the
br oader industry al ong.

The problemis DoDis such a small part of that. You
see that fromyour folks as well. [In 2004 and 2005, | ran
the study for the National Academi es on printed circuit
boards, which is a subset of that. And we concluded two
i nportant things, and one of themis exactly yours. One is
DoD wi Il have to spend nore noney, and you are going to have
to make them do that, because left to their own devices that
noney will go sonmewhere else. It is not inportant enough
because we do not buy enough.

The second is because we are al ways one or two
generations behind, we are not drawing fromthe | atest
technol ogy, so we have to figure out how to do two things --
get what we need and sustain innovation. And | think there
I s a huge technical chall enge of mapping the generationa

gap that we have, because it takes us so long to buy
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anything, with the technical capabilities we need to sustain
and support.

So it is not only noney for what we need today, it is
noney for what we need tonorrow. There is nobody in charge
of doing that.

Senator Rosen: Well, and | would argue with the war in
Ukr ai ne going on, we are tal king about backfilling the
supplies that we have already sent, having those CNC
m croel ectronics it is inportant because all those things
are made, machi ned that way, with those conputer nuneri cal
control.

M. Berteau: Yeah. The one thing we do not really
build into our budget is the cost of not doing it.

Senat or Rosen: That is right.

M. Berteau: R ght, because that cost is a future
cost. The cost today is what we need to invest. You just
need to keep reinforcing that.

Senator Rosen: Thank you. | would also Iike to take
-- oh, can | finish ny question? | amthe |ast one here.
Thank you. Senator Rounds tal ked about cybersecurity needs,
and | just want to talk about -- it is not just enough to
tal k about the needs. W have to tal k about the people who
actual ly do the work.

Last year, in last year's Senate NDAA, as reported out

of this commttee, it included nmy Cvilian Cybersecurity

90
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Reserve Act. It is bipartisan legislation | introduced with
Senator Bl ackburn to create a civilian cyber reserve that
ensures additional cyber capacity at greatest tines of need,
just like we have other reserves. So they are people who
wor k, whet her they are engineers or programers, not hackers
but peopl e who do cybersecurity, do all of those things.

The idea behind the initiative is we cannot go it alone. W
need to bring those people in, help us at a great tinme of
need. They can do training, et cetera, et cetera, and then
go back to the private sector.

So | just think that is really inportant. It is a
voluntary program And | was wondering what you think we
could do with that. Wat are sonme inprovenents that coul d
be made to the defense industrial base cybersecurity program
that would use this kind of public-private collaboration to
take that private sector expertise and bring it to us?

Ms. Lord: | believe private-public partnerships are
critical for our national security and the cybersecurity
reserve is a great step that way.

Il will tell you, I do not think the greater community
understands that program | amnot, to the degree that it
has been inplenented. So | would strongly suggest that you
go on a conmmuni cati ons canpai gn about that and that you
partner with a series of universities and col |l eges, because

| think it benefits all of us and it is a great idea.
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M. Berteau: | think the National Acadeny of Public
Admi nistration just did a report for the Departnent of
Homel and Security and the Cl SA operation there that
concl uded that sonething on the order of 600, 000 jobs needed
in the cybersecurity industry. | amnot famliar with the
i npl enentation of your legislation but it is clearly not
enough and we need to do nore in that regard.

We have tal ked a | ot about the overall workforce
Issues. This is a subset. It nmay be one of the nost
| nportant subsets.

Senator Rosen: | think so too. Thank you. Thank you,
M. Chai r man.

Chai rman Reed: Thank you, Senator Rosen. And | want
to thank the witnesses for their extraordinarily insightfu
testinmony, for their public service which has been
remar kabl e.

This is a fundanental issue for our national security.
It is not as appreci ated as nany other issues. | hope that
we can bring the focus of this conmttee onto the issues
that we have di scussed today. Both in the short run and the
|l ong run, we are going to need a very, very vigorous and
dependabl e i ndustri al base.

Wth that | would again |ike to thank you, and I
adjourn the hearing. Thank you very nuch.

[ Wher eupon, at 11:34 a.m, the hearing was adjourned.]
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