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HEARI NG TO RECEI VE TESTI MONY ON THE DEPARTMENT OF DEFENSE' S

POSTURE FOR SUPPORT AND FOSTERI NG | NNOVATI ON

Wednesday, April 6, 2022

U S. Senate

Subcomm ttee on Energing
Threats and Capabilities

Conmittee on Arnmed Services

Washi ngton, D.C.

The comm ttee net, pursuant to notice, at 2:30 p.m in
Room SR- 222, Russell Senate O fice Building, Hon. Mark
Kelly, chairman of the subcomm ttee, presiding.

Commttee Menbers Present: Kelly [presiding], Kaine,

Peters, Ernst, Fischer, Scott, and Tuberville.
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OPENI NG STATEMENT OF HON. MARK KELLY, U.S. SENATOR

FROM ARI ZONA

Senator Kelly: Good afternoon, everyone. The Energing
Threats Subconm ttee neets this afternoon to receive
testinmony today, and | would like to wel conme our w tnesses,
M. Mchael Brown, Director of the Defense |Innovation Unit;
Dr. Stefanie Tonpkins, Director of DARPA, the Defense
Advanced Research Projects Agency; and Ms. Heidi Shyu, the
Under Secretary of Defense for Research and Engi neering.
Thank you all for being here today. | really appreciate you
taking the tinme to do this.

And, you know, we are going to hear today from | eaders
who are working to support defense and national security
I nnovation, to ensure that the United States retains its
technol ogi cal superiority and maintains its conpetitive edge
over potential adversaries |like China in the technol ogi cal
mar ket space.

This is also a good opportunity for our wtnesses to
di scuss how the recently rel eased fiscal year 2023 defense
budget request supports investnents that advance the
i nnovati ons needed to make the U. S. mlitary nore effective,
nore | ethal, and nore capable than those of our potenti al
adversari es.

| would like to wel conme again our wi tnesses who wll

hel p shed |ight on these topics today, and | want to take

www.trustpoint.one 800.FOR.DEPO
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this opportunity to again thank you, not only for being here
but for your service to our nation. | know all of you share
my goal of |everaging innovation to put the nost advanced
and effective technologies in the hands of our

servi cemenbers and creating a vibrant innovation ecosystem
that allows our mlitary to stay nore adaptive and nore
effective than our adversari es.

It is no secret the United States is in a conpetition
wi th China, who seeks to dom nate the national security as
wel | as the commercial technol ogy space. To date, our
t echnol ogi cal superiority has been enough to naintain our
advant age despite the anmbitions and net hodi cal progress of
Chi na.

Wiile the United States continues to enjoy an advant age
in areas |ike advanced conbat aircraft, mssiles, nuclear
and space technol ogi es, and | and and naval power, it is
critical that we continue to show the Chi nese governnent and
all our conpetitors that starting a conflict or chall enging
us is sinply not in their best interest. Continuing to
advance our technol ogical capability is central to that
deterrence, as it renoves any doubt about our ability to
prevail in any head-to-head conflict, if provoked.

It is also inportant to renmenber that our nationa
I nvestnments in science and technol ogy research ultimately

benefit not just the Departnment of Defense but also the
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broader American public. Technol ogi es funded by the DoD
sci ence and technol ogy program over the past century have
hel ped produce the internet, GPS, snartphones, advanced
materials, and even nedi cal advances that have inproved
Ameri cans' prosperity, security, and quality of life. Most
recently, DoD investnents in nedical research have resulted
I n the vacci nes and therapeutics being used to address the
COVI D pandem c t oday.

| al so want to enphasize that the innovation ecosystens
that the Defense Departnent supports work best when they
| everage state, local, and Federal assets and investnents
holistically, in addition to the broader academ c and
commercial entities needed to power effective public-private
partnerships. M hone state of Arizona is leading on this
front. Qur universities are driving innovation in critical
fields, from advanced sem conductors and hypersonics to
quant um conputi ng, and appl ying advanced data analytics to
mlitary chall enges |ike nmanagi ng conpl ex supply chains and
| mprovi ng operational planning. And they are working side-
by-side with our mlitary as they do this.

These ties can hel p us accel erate our defense research
prograns. W need to foster them and we need to ensure
that we are attracting and retaining the tal ented personnel
and investing in the testing infrastructure, including in

Ari zona, that makes all this progress possible.
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Wil e innovation is sonething we have historically done
better than anyone, we now face an i nmense threat to our
t echnol ogi cal superiority. China has been making
signi fi cant advancenents in cutting-edge technol ogies, |ike
m croel ectroni cs and hypersonics, as it seeks to erode our
mlitary and econoni c advantages. They do so through not
only dual -use investnents but al so through corporate
coercion, espionage, and their connecti ons between
governnment and industry that would not be conceivabl e or
acceptable in any denocratic country.

That is why we nust take a strategi c approach across
all technologies as we are doing now with our plan to boost
donestic mcrochip manufacturing, to bring nore of that
capability back to America. That will create jobs, it wll
reduce our reliance on foreign sources, and al so nean t hat
we are doi ng breakthrough research here at hone.

So | hope that in this hearing we can exam ne how DoD
DARPA, and DI U are using the resources and authorities they
have been given to help us wn the global technol ogica
conpetition agai nst adversaries |ike China, by nmaking
advancenents in key energing technol ogy areas, including
artificial intelligence, autonony, mcroel ectronics, 5G
t echnol ogi es, and hypersonics. And | would also |ike to ask
the w tnesses to address any challenges that they are facing

in trying to achieve that goal and give us insights and
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2 support themas they enbark on witing our annua

3 aut hori zati on.

4 I wll now turn to the ranki ng nenber,

5 for any opening coments that she has.
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STATEMENT OF HON. JONI ERNST, U.S. SENATOR FROM | OMA

Senator Ernst: Geat. Thank you, M. Chair, and good
afternoon to everyone. And | want to thank all of our
W t nesses for being here today.

Every one of us in this roomagree that increased
i nnovation to deliver lethal capabilities to the warfighter
must be a priority of the Departnment of Defense. It is not
up for debate. The questions and policy choices | am
interested in deliberating concern the nechanics of
i dentifying, screening, prototyping, and ultimately
delivering technology to the warfighter.

The President's budget prom ses record | evels of
I nvestnent in research, testing, devel opnent, and
evaluation. WII the Departnent translate those dollars
into conbat capability nore quickly, or will projects with
bi gger price tags continue to die in the valley of death?
Barriers |like over-classification, continued enbrace of
exqui site hardware over agile service contracts, and risk
aversion to using authorities like the mddle tier of
acqui sition are too high. No budget nunber can clear them
China is noving quickly and aggressively to adopt energing
technol ogy for their warfighters, and we cannot |let the
capabilities we provide our soldiers fall behind.

Today | hope you all can hel p ease ny concerns and we

can go forward with a conmtnent to field all necessary

www.trustpoint.one 800.FOR.DEPO
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2 Thank you very nmuch to our w tnesses.
3 Chair.
4 Senator Kelly: Thank you, Senator Ernst.

5 wel cone any opening remarks from our w tnesses,

6 wth Secretary Shyu.
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STATEMENT OF THE HON. HElI DI SHYU, UNDER SECRETARY OF

DEFENSE FOR RESEARCH AND ENG NEERI NG

Ms. Shyu: Chairman Kelly, Ranking Menber Ernst, and
Senators of the subconmttee, thank you for inviting us to
represent the Departnent of Defense at this hearing on
accel erating innovation for the warfighter. | am honored
and proud to be the Under Secretary of Defense for Research
and Engi neering and the Departnent's Chief Technol ogy
Oficer.

| ook forward to this testinony as this is the first
time | have been to the Senate since nmy confirmation, and |
t hank you for your support during that process. It is an
honor to be back working at the Departnment of Defense.

On behal f of the Secretary, the Under Secretary of
Def ense R&E sets the technol ogy and i nnovation strategy for
the Departnent. The position oversees the Defense Advanced
Research Project Agency, DARPA, the M ssile Defense Agency,
t he Space Devel opnent Agency, the Test Resource Managenent
Center, and the Defense Innovation Unit, DIU | am pl eased
to testify with the directors of DARPA and DI U by ny side
t oday.

As the Under Secretary, ny responsibility is to ensure
an enduring technol ogi cal advantage for the United States
mlitary. W wll acconplish this goal by building and

i npl enenting the Departnent's technol ogy strategy. As
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directed by Congress and in alignment with the National

Def ense Strategy, the forthcom ng National Defense Science
and Technology Strategy will provide guidance to the
Departnment on near-term chal | enges and ensure that our
nation remains the gl obal |eader in technology far into the
future. The challenges are vast, fromrising nations to
rising sea |evels.

In nmy witten testinony | describe the specific
critical technol ogy areas and how the Departnent is working
faster and nore col |l aboratively across prototyping and
experinentation. Today | want to briefly highlight two
areas where the Departnent nust work closely with Congress
to ensure an enduring advantage, first, building a strong
foundation for science, and secondly, updating how the
Depart ment does business to better reflect today's world.

Every strong structure needs to stand on a solid
foundation. To ensure this country retains our edge and
fuels future technol ogies as capabilities, we nust make a
comm tnment to science and technol ogy, particularly in the
basic research. W nust attract the best people. W nust
supply the necessary infrastructure for R&D. We nust
rapi dly prototype and performjoint experinentation and
col | aborate across the technol ogy ecosystem

If we expect the Departnment to attract the world' s best

and brightest to produce state-of-the-art technol ogies, we

www.trustpoint.one 800.FOR.DEPO
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must noderni ze our |aboratory and test ranges. The future
of the Departnent depends on tal ented people, and we are
commtted to developing this talent. The Departnent has
Invested in a variety of workforce educational and research
prograns, ranging fromK-12 robotic systens to STEM

schol arshi p and soci al science research. As the strategic
conpetition increases so nust our attention to S&T.

I know many of you on this subcommittee feel the sane
way, and | ook forward to working with you to strengthen
our S&T, its supporting infrastructure, and the workforce.

In ny remaining tinme | want to di scuss how t he
Departnment nust innovate in pace with the technol ogi ca
change and keeping with the demands of national defense
strategy. Historically, the Departnent has been a | eader in
R&D. We still are, but the growth of private sector R& has
expl oded over the last 50 years.

As seen in Wkraine, novel commercial technol ogies
paired with conventional weapons, can change the nature of
conflict. The Departnent's processes, ranging from
programm ng to experinentation to coll aboration should be
updated to reflect the dynam c | andscape of today and
anticipate the needs of tonorrow. Qur nation's private
sector is our conpetitive advantage, and we nust focus on
| mprovi ng how the governnent and private sector work

t oget her.
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| amcommtted to working with you to ensure the
Departnment can nove as qui ckly as possible as it engages
wWith the private sector and the whol e i nnovati on ecosystem
to rapidly transition technol ogy through fieldable
capability.

Thank you for having us here today. W will all |ook
forward to your questions.

[ The prepared statenent of Ms. Shyu follows:]
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Kel |y:

Thank you, Secretary Shyu.
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STATEMENT OF DR. STEFANI E TOWPKI NS, DI RECTOR, DEFENSE
ADVANCED RESEARCH PROJECTS AGENCY

Ms. Tonpkins: Thank you, Chairman Kelly and nenbers of
the subcommttee. | echo Secretary Shyu's thanks for the
opportunity to testify today, and | thank you very nuch for
the commttee's strong support of DARPA over nany years.

It is great to be here with ny coll eagues. As you
know, our organi zations work together constantly to advance
nati onal security, and we are part of a really extraordi nary
sci ence and technol ogy ecosystemthat extends far beyond
just the Departnent of Defense.

Wthin that ecosystem DARPA has a unique role. CQur
mssion is to create technological surprise. W do this by
maki ng pivotal investnments in technol ogies that we believe
have the potential to conpletely transform nationa
security. W have been delivering on the m ssion for over
60 years. W brought to the DoD, and to the nation, gane-
changers |i ke precision-guided nunitions, and Javelin
mssile, by the way, stealth aircraft, UAVs, the internet,
mniaturized GPS receivers, and as you nentioned, M.

Chai rman, nost recently, MRNA vacci nes.

We are extraordinarily lucky in that we are able to
work extrenmely quickly. W do not just tolerate but we
enbrace risk, and we constantly seek what we call DARPA-

scale inpact. One of our program nmanagers once joked, "If

www.trustpoint.one 800.FOR.DEPO
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you didn't invent the internet, you only get a B." Now I
shoul d add that that program manager was wor ki ng on MRNA
vaccines at the tine, so | think in retrospect he probably
earned an A

But that is the past, and so you should ask what we are
wor ki ng on today. Inagine a world where a soldier's basic
needs, things |like food, water, fuel, or nedicine are nade
right on the spot fromwaste material, say fromplastic, or
even just fromthe air, conpletely independent of vul nerable
supply chains. Imagine a world where both our el ectronics
and our software are conpletely secure by design and thus
unhackable. Imgine a world in which all of our mlitary
systens, which today have a | ot of trouble interoperating,
can seam essly communi cate and work together to provide
i nherently joint capabilities frommlitary conmanders.
Those are sonme of the futures that DARPA seeks to nmake real.

W are also working to transition technol ogy faster
than ever. It is a very dynamc world, and as we have al
di scussed and observed, quite volatile. So we are creating
new ways to do testing, faster than real tinme and with the
assi stance of Al, to explore thousands of use cases and
m ssi ons.

We are transitioning technol ogy not just through
prograns of record but through new comrercialization

initiatives, through new partnerships with the COCOVs, or

www.trustpoint.one 800.FOR.DEPO
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Wi th organi zati ons such as DIU or other parts of the R&E
enterprise, or through rapid DevOp cycles in order to get
software directly into the hands of users.

And in addition to the futuristic versions that |
shared a mnute ago, we also work closely with the mlitary
services to de-risk nearer-termtechnol ogy. For exanple, as
has been very recently reported in the press, DARPA in
partnership with the U S. Air Force, recently conpleted a
second successful flight test of our Hypersonic-Air
breat hi ng Concept, known as HAWC. This test set the U S
record for scranjet endurance, and we believe it is an
I nflection point on a path to reclaimng US. |eadership in
hyper soni ¢ weapons.

In ny witten testinony you will see many nore exanpl es
of DARPA portfolios and progranms. | ask you please to
remenber that sone of those wll fail. |If they do not, it
means we are not trying hard enough and we are not taking
enough risk. But sonme of those will succeed, and in doing
so may fundanentally transform our nation and strengthen our
national security in ways that we can only begin to inmagine.

| thank you again for your support to DARPA over many,
many years, and | | ook forward to working with you and
others in Congress to ensure the security and resilience of
our great nation, and Secretary, as you nentioned, | | ooking

forward to answering your questions.

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



1 [ The prepared statenent of Ms. Tonpkins follows:]

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

Trustpoint.One = Alderson.

www.trustpoint.one
www.al dersonreporting.com

17

800.FOR.DEPO
(800.367.3376)



1 Senat or

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

25

Trustpoint.One = Alderson.

Kel |y:

Thank you, Dr. Tonpkins.
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STATEMENT OF M CHAEL BROW\, DI RECTOR, DEFENSE
| NNOVATI ON UNI' T

M. Brown: Chairman Kelly and nenbers of this
subcomm ttee, thank you for inviting ny colleagues and ne to
speak on behalf of innovation at the Departnent. Today I
would like to speak to one of the nost urgent challenges to
bol ster our nation's defense -- speeding the adoption of
commercial technology to our warfighters, which Secretary
Shyu tal ked to.

In an era where the Chinese governnent has stolen plans
for our weapons and studi ed our way of fighting, advances in
commercial technology offer a way to achi eve surprise
rapidly. Under Secretary Shyu recently released a |ist of
14 critical technologies for national security. El even of
the 14, 80 percent, are commercial. Not having an effective
approach to adopting commercial technology is a glaring
weakness i n noderni zi ng DoD.

Since 2015, DIU has transitioned 43 commerci a
solutions to service partners, 8 in the first half of this
fiscal year alone. As one exanple, DI U successfully
prototyped synthetic aperture radar satellites which can see
t hrough cl ouds and at night, and provided the world i nagery
of Russian forces in and around Ukraine. This enabled us to
predi ct the invasion and prove undeni ably what was happeni ng

wi t hout revealing classified sources. Today, the NROis

19

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

providing this capability as part of security assistance to
Ukr ai ne.

These 43 transitions encourage nore DoD m ssion
partners to initiate nore nodernization projects. 1In the
| ast fiscal year, DIU started a record 37 projects, double
our historical average. Additionally, |ast year conpanies
conpeting for DIU contracts increased 40 percent and
represented 47 states, the District of Colunbia, and 17
countries. In total, DU has introduced 100 new vendors to
DoD.

DIU s successes, however, are less than 1 percent of
DoD s procurenent budget. |In part, this is because
commerci al technologies are different than defense
technol ogies. First, they are supplied in massive unit

vol unes, sonetines in the mllions, often | ed by consuners.

Second, commerci al technol ogi es evolve at faster speeds than

defense technol ogies, refreshed in 12- to 18-nonth cycl es.
Third, commercial technol ogies are not service specific, so
we often do not know where to buy them Lastly, we do not
control the spread of conmercial technol ogi es. Dangerously,
they are avail abl e through our adversaries as soon as they
are available to us. No wonder, then, that we need a
different way to assess and buy these commerci al

t echnol ogi es.

So DoD nust becone what | call a faster follower to

20
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gain rapid access to technol ogies and mai ntain at | east
technol ogi cal parity wth adversaries. For this, DoD
requires a rethink of the three elenents of how we bring
capabilities to the Departnent. Nunber one, requirenents,
where comrercial technol ogy negates the need for detailed
speci fications. Nunber two, acquisition, where DIU s use of
non-consortium OTAs in a largely comerci al process we

I nvented cal |l ed Commerci al Sol uti ons Opening can be nore
broadly applied throughout the Departnent. And nunber

t hree, budgeting, where new commerci al solutions enter the
mar ket faster than our 2- to 3-year budget cycle.

Despite acquisition reformthere has been al nost no
reformof the requirenents or budgeting processes. Here are
ny reconmendati ons.

First, establish dedi cated organi zati ons or hones for
each of the conmmercial technol ogi es, which can focus our
expertise and which are not and do not need to be service-
specific. Paired with a stable budget, this becones a
capability of record, not a program of record, where the
need for the capability is ongoing. DoD can then assess
vendors on a nore continuous basis and refresh with a
frequency that matches commercial cycles. In doing so, DoD
can furnish these capabilities to warfighters in a year
rather than in a decade.

Second, elimnate the requirenents process for

www.trustpoint.one 800.FOR.DEPO
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comrercial technologies, replacing it with a rapid
val i dation of needs. W do not need to devel op detail ed
requi renents for products the commerci al market already
builds. In fact, detailed requirenents limt the creative
probl em sol ving of conpanies and limt the nunber of
conpani es conpeti ng.

Third, apply the best practices of commerci al
procurenment that we have | earned, nore wi dely apply
consortia OTAs and CSGs, thereby maxi m zi ng conpetition
while mnimzing opportunity costs for vendors to
participate. Inportantly, if a vendor successfully
prototypes a solution there is no required reconpete and DoD
can scale the solution imediately, elimnating one of the
val | eys of death caused by waiting for the budget cycle to
catch up

Finally, source conmercial technologies fromallies,
and sell proven solutions to allied mlitaries, which
present excellent export opportunities for U S. conpanies.
The easiest formof collaboration with allies is with
comrerci al technol ogy, which is unclassified and enabl es
i nteroperability.

At DoD we continue in a business-as-usual fashion at
our peril. W nust reformrequirenents and budgeting while
nore broadly adopting OTAs to better assess and fuel

comrerci al technologies. | ask Congress to allow for nore
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flexibility in the appropriations process beyond prograns to
budget for capabilities like small drones or satellite
I magery, which we know we will need for decades to cone.
Mai ntaining our mlitary's technol ogi cal superiority
requires us not only to devel op defense technol ogies |ike
hyper soni cs but of equal inportance, fast followthe
I nnovati ons of our vibrant commercial technol ogy sector.
There is a reason the U S. innovation ecosystemis the envy
of the world, and we need to nake this the envy of the
military.

Senators, thank you very nmuch for your tinme today, and
with ny colleagues | |ook forward to answering your
questi ons.

[ The prepared statenment of M. Brown follows:]
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Senator Kelly: Thank you, M. Brown, and thank you all

for your testinmony. | will begin our first 5-mnute round
of questions, and then we will go in, | think, the order of
folks as they arrived. And this question wll be for all

three of you.

Pronoting innovation is a critical task for DoD as we
| ook to outpace countries like China. It is a full contact
sport that requires attention and coordi nati on across many
offices and activities. It also requires considering not
just the technical aspects of innovation |ike research and
devel opment but al so a holistic focus on non-technical
aspects, |ike workforce shaping, concept devel opnent, and
war gam ng, that are needed to accept and absorb these
t echnol ogi cal innovations into the mlitary.

So starting with Secretary Shyu, what work has R&E been
doing to invest in key energing technol ogy areas to address
our warfighting needs, and how are those investnents being
used to shore up risks within the defense industrial base
for enmerging technol ogy areas |ike hypersonics and
m cr oel ectroni cs?

Ms. Shyu: So a couple of things | would like to talk
about. Actually, several things | would like to tal k about,
and I will talk fast, is you have heard that we have
initiated the RDER concept, the Rapid Defense

Experi nmentati on Reserve. This is a canpaign of joint
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experinentation focused on solving the critical joint
warfighting capability gaps. This is where we are goi ng out
to the services as well as to industry and the smaller
conpani es to understand what prototypes do they have, that

t hey have al ready devel oped that they can bring to us, and
we can test in a contested, joint environnent, to understand
the utility of the prototype that they have devel oped.

And what we want to do is | everage the opportunity to
do these sprints, twice per year, to close the capability
gaps, and have the Joint Staff as well as the COCOVs and the
services to evaluate how well did these prototypes close the
capability gaps and prove their utility. W want to be able
to rapidly go into rapid fielding, or md-tier acquisition,
or | eave behind the capabilities, or doing a design
nodi fication to enable different capabilities to be added to
it, and cone to the next sprint to denonstrate it out.

This could accelerate the capability frominnovators
all the way to fielding. This is exactly what we are doing,
and fiscal year 2023 is our very first sprint.

Senator Kelly: Thank you. Dr. Tonpkins?

Ms. Tonpkins: | will add on a little bit to this, in
the sense that what | wll talk about | think dovetails into
t he RDER programthat Secretary Shyu just nentioned. W are
devel opi ng new ways of doing testing and eval uation, which

is not just for testing and eval uati ng new t echnol ogi es but
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al so the concepts thensel ves. And so when we have the
ability to use nodeling and sinmulation in order to go

t hrough t housands of potential cases and different

conbi nati ons of decisions and different conbi nations of

ci rcunstances, but at the sanme tine building in new

t echnol ogi cal capabilities, it really allows us to figure
out howto prioritize our investnents, and then we take
that, conbine it with person-in-the-loop actual evaluation
as these technol ogi es are bei ng devel oped, and |ive testing,
in real time, feeding back and forth with the nodeling and
simulation. | think we dramatically accelerate our ability
to | ook at specific needs, where the technol ogy gaps m ght
be, and what needs to be developed to fill those.

That overall capability is something that will be
transitioned to the Test Resource Managenent Center under
Ms. Shyu's organi zation, and we anticipate working with RDER
funds, for exanple, in order to test out very specific
subsets of these concepts.

Senator Kelly: Sometinmes sone testing is really,
really hard to do, and you can do, through conputati onal
fluid dynam cs and ot her nethods, get at |least the starting
poi nts you need of a test program So it is good to see
that you are doubling down on those efforts.

| amgoing to cone back to M. Brown here on this

guestion here in the second round, but for now | et nme defer
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to nmy col |l eague, Senator Fischer, for 5 m nutes of
questi ons.

Senat or Fischer: Thank you, M. Chairnman, and wel cone
to all of you today. It is good to see you.

Secretary Shyu, you were serving as the Assistant
Secretary of the Arny for Acquisition, Logistics, and
Technol ogy during the Third O fset Strategy, and nmany
believe that the Third Ofset was unable to really satisfy
Congress' questions about sonme very basic elenents that the
strategy had, and also that it delivered few tangible
i nnovations fromit.

Could you tell us, what are sone of the rel evant
| essons you | earned fromthat process, and are there
chal l enges you think it reveal ed about attenpting any kind
of | arge-scale change within the Departnent?

Ms. Shyu: Senator Fischer, the Third Ofset really

hi ghlighted, in a highly contested environnent, what are the

things we need to do differently. | can tell you, as an

of fshoot of that, was born ABIIl, Assault Breaker Il. This

is an activity that the Defense Science Board initiated, and

DARPA has taken over whol e-heartedly. Wat we need to do is

come brief you in a classified setting to |let you know of
all the things we are doing under that particular activity.
| think you would be incredibly inpressed. W wll be nore

t han happy to follow up and cone brief you.
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Senator Fischer: ay. | know that RAND published a
study on that |ast year, | think, and was saying that the
Departnent was alerted to sone of the erosion that we were
seeing in U S technologies with regard to Russia and Chi na.
| s that what you are referring to?

Ms. Shyu: Let's see. | amtrying to talk
uncl assi fi ed.

Senator Fischer: Okay. Well, we wll wait then. W
will wait then.

Ms. Shyu: Yes. It basically highlights, in a highly
contested environnent, how can we conduct the fight. W
will be nore than happy to brief you at a highly classified
| evel .

Senat or Fischer: Oay. Thank you.

M. Brown, your organization, the DIU was one of the
few tangi bl e outconmes that saw in Congress fromthe Third
Ofset, and | realize that this does predate your tine there
Wi th the organi zation. But do you have a view on this?

M. Brown: To be nore specific, a viewon --

Senator Fischer: The Third Strategy and results that
you have possibly seen.

M. Brown: Well | would just say that as Chairnman
Kelly remarked, we are in a state where we are | o0sing our
technol ogi cal edge, so | think what we are doing to reinvest

everything from basic research, as well as we can do to
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stimulate that in the private sector, is exactly the
strategy that we need to have to regain that. W may never
gain the sane | evel of offset or advantage that our
adversaries do not have, but we have to nmake sure we are

i nvesting at the | evel where at |east technological parity
in many areas and exceedi ng what China can do in sone.

So while Dr. Tonpkins is inventing the future --

Senator Fischer: No, that is good. Thank you.

M. Brown: -- we need to rely on the innovation in the
comrercial sector to bring that capability forward nore
gui ckly.

Senator Fischer: ay. That is good.

Secretary Shyu, Secretary Austin, he has tal ked about
prioritizing hypersonics, and if watch any discussions on
this conmttee, on the Senate Arnmed Services Conmttee, or
in the Senate itself, you will know that this is an area of
interest. | know that you have stressed the inportance of
maki ng them affordabl e, and Secretary Kendall has al so
enphasi zed the tradeoff between the cost and the capability
that is provided on them

Is there a consensus view within the Departnent about
what rol e hypersonic weapons wll play and what technol ogies
we shoul d be pursuing?

Ms. Shyu: Absolutely. Thank you for bringing this up.

This is certainly one of the critical technol ogies we are
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| ooki ng at.

I just want to highlight that the Arny is going to be
fielding hypersonic weapons to integrate next year. The
Arny and the Navy together devel op a common glide body.
Navy will be fielding theirs on the Zumnalt, the DDG fi scal
year 2025. Air Force has devel oped a hypersoni cs weapon
that is flying on B-52 -- they are still in testing -- but
they are initiating a programthat will go on fighter
aircraft. In addition, we are working with the Australi ans
i n devel oping a hypersonic cruise mssile. So there are
many activities ongoing, in addition to what DARPA is doing,
pushi ng the envel ope on the next generation.

And | want to add one nore thing. | think it is
I mportant to understand that we al so have a university
consortiumof 80 universities working with small conpanies
and large primes in devel opi ng the next-generation
technol ogy that we will be able to insert into our
hypersoni cs prograns. So we are progressing very rapidly.

And the other thing that I think is very inportant to
understand, we are really not in a horse race. You cannot
t hi nk about this as a horse race. |If you have 10, should |
have 11? That is really not the right way of | ooking at
this perspective, because we are developing nmultiple
different strategies. And once again | wll be nore than

happy to cone and brief you at a higher classification
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| evel .

Senator Fischer: Thank you very much. Thank you, M.
Chai r man.

Senator Kelly: Senator Tuberville.

Senator Tuberville: Thank you, M. Chairman. Thanks
for being here today in this testinony. Talking about that
Dr. Tonpkins, | amfrom Auburn, Al abama. W have a pretty
good university there, and we are proud of it.

You know, we do a | ot of research on hypersonics and
assured position navigation timng, cybersecurity. Wat
stands apart for us is that our Auburn | abs are 100 percent
U.S. citizens, and that engi neering student can conduct
classified research for all national security. There does
not have to be any hands tied. So we are proud of that.

Do you feel Iike we are investing enough in academ c
research at our universities to help with hypersonics and

all these other basic researches that we are doing? Are we

I nvesting enough in that or are we dependi ng too nuch on our

technol ogy i ndustry?
Ms. Tonpkins: The broader question of investnent in
the ecosystemis sonething | definitely should defer to

Secretary Shyu on. But we work very, very strongly within

this entire ecosystem and we do not | ook just, for exanple,

at conpani es or at governnent |abs or at universities. W

| ook at how they are trading off with each other.
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| think there are certainly areas in which we could
I nvest not necessarily nore in quantity but think nore
creative about how we can connect students, faculty nenbers
and others into these nore restricted research ecosystens
Wi t hout penalizing themin terns of their ability to, say,
get their degrees quickly or their ability to actually
publish on research. There is a ot of opportunity for
creativity in that space

From nmy perspective, it is |less about sort of the
vol ume of the dollars as to how effective we are able to
deploy them and | think there are sone definite
opportunities to be nore creative.

Senator Tuberville: Thank you.

M. Brown, | amglad to hear you tal k about the
comrerci al technology industry. | do not think we could
survive. That is what we have over everybody else in the
world. In Al abama, we have over 600 defense contractors.
Most of themare on their owmn. A lot of themare small. |
am very concerned about them being able to handle
cybersecurity with the little noney that they have, conpared
to the big boys, so to speak. They need to be protected as
wel | as the others.

You can go fromworking on the hypersonic mssile, you
can go next door to sonebody who working on a new tank, and

next door to sonebody working on the new | ander for NASA
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You can do it all. But a lot of themare small industries.
How do we protect those small industries, because a |ot of
them cannot turn their conputers on without China trying to
steal everything that they have got? It is a tough road for
sonme of them

M. Brown: Senator, | could not agree nore. The
I ndustry | cane from before being at Defense was
cybersecurity, and it is an escal ating problemfor us, the
soft underbelly, or the small businesses that cannot afford
to invest there. | think we need sonme help with sone basic
tools and hygiene, and | think Cl SA at the Departnent of
Honmel and Security, has been noving forward at a great pace
her e.

VWhat | think we have to do is nmake sure that we can
provi de sonme help with the basics for the small businesses,
which is often hygi ene, about naking sure you have patched
your software, et cetera. That kind of help, which is
avail able both froman FBI as well as DHS, is what we need
to make sure we are doi ng enough to educate those conpani es
and making sure they are inplenented. That is how we help
the smal |l busi nesses, | believe.

Senator Tuberville: Yeah. You know, | do not know how
many hundreds of thousands, we are short on cybersecurity.
And I will invite all three of you to cone to Huntsville.

They just started, 2 years ago, a program where they wll
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take you in the 9th grade, full tuition, cone live there, go
to school, and by the tine you are a 12th-grader, you are
far and beyond what is going on in terns of cyber in our
universities. And | think that is the thing of the future,
bypassi ng universities and start training these kids in high
school. It is an anmzing thing that is going on.

Just real quick, the ESOPS, the businesses that are
owned by the enpl oyees, can you give a rundown, M. Brown,
of what you know about those and how good they are? And a
| ot of them are they making it? Are they able to survive
wi t h enpl oyee- owned conpani es?

M. Brown: So | do not have a strong point of view
about this, because | have not --

Senator Tuberville: Have you dealt with them before?

M. Brown: | mean, nmany conpani es have i npl enented
that, and | think the idea of having enpl oyees have skin in
t he ganme through incentive is a good one. It has been used
in Silicon Valley, of course, maybe not with an ESCP program
but with stock options, for years. So | think that is a
good i ncentive system

Senator Tuberville: Yeah. | think it is an edge for
us in defense, especially.

Thank you very nuch. Thank you, M. Chairnan.

Senator Kelly: Senator Scott will be recognized for 5

m nut es.
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Senator Scott: Thank you, Chairman. Thanks for being
here. How many people work in each of your units? How many
peopl e work in your area, Secretary Shyu? Do you know?

Ms. Shyu: | do not have that exact nunber but | can
certainly get back to you.

Senator Scott: Do you know, Dr. Tonpki ns?

Ms. Tonpkins: Wthin DARPA we have just under about
200 governnent enpl oyees, and we certainly have contractor
support .

Senator Scott: M. Brown?

M. Brown: W are 200 in total, which includes 20
active-duty mlitary, about 24 civilians, and the rest are
contractors and reservists.

Senator Scott: GCkay. How many projects do each of
your units work on each year?

Ms. Tonpkins: W start about 50 new prograns a year,
but we also end 50. W end about that many. So it neans
t hat we have about 250, approxinmately, active prograns.

M. Brown: W started 37 |last year and we have 75
under way.

Senator Scott: Okay. Secretary Shyu?

Ms. Shyu: Yeah. | cannot tell you because we cover
across the entire DoD. | know just within Al alone there
are nore than 700 prograns.

Senator Scott: GCkay. Al right. [If you will get back
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to me and |l et nme know how many people work there.

M. Brown, who, that you deal with in the Defense
| nnovation Unit, is the nost friendly to your ideas?

M. Brown: In the Departnment of Defense?

Senator Scott: Yeah.

M. Brown: W are finding that there is trenmendous
receptivity, demand for what we do anong the services.
Everyone wants to nodernize, but | would say the
constraints, which are dictated by our historical way of
devel oping capability again start with requirenents, a
budgeting process that takes 2 or 3 years is the biggest
I nhibitor, which is why you heard ny openi ng conmments, not
about technol ogy but what we need to do to change so we can
adapt and adopt commercial technol ogy so nmuch nore quickly.
And we need Congress' help with that, and we need to change
some things in the Departnent, so we can go faster. Speed
IS a very inportant conpetitive dinension in the race with
Chi na.

Senator Scott: In ny business |ife we always had a
sort of business plan. So what is you all's business plan
for each of your units? Like you say, success is tied to
what ? What woul d be success be, starting wth you? Wat is
success? What do you feel |ike your purpose is?

Ms. Shyu: Success is going to turn a technology into a

mlitary capability and give us an advantage. That is the
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success we are looking for. But starting from basic
research all the way to the end, it takes tine to actually
devel op that, |aser being a perfect exanple. |t has taken
decades, but now we are actually denonstrating we can shoot
down UASs -- unmanned airborne vehicles -- and we can shoot
down cruise mssiles. So we are show ng extraordinary
capabilities, and now we are in the process of fielding

t hose capabilities.

Senator Scott: Dr. Tonpkins?

Ms. Tonpkins: Qur mssion is a really unusual one but
it is very, very much focused on preventing and creating
technol ogi cal surprise. So what we try to do is we place
many, many different bets on technology -- high risk, high
payoff. And for us, success is going to be neasured at

different points in tine. So at any nonent in tinme we do

| ook at our entire portfolio of current and recent prograns,

and we | ook for transition, through many different paths,
into real -world use. But we are also always | ooking back,
and what we are often finding is that sonething that we

i nvested in one to two decades ago has been truly
transformative and conpl etely changed everythi ng about how

the mlitary operates. Those are sort of the big bets that

we are | ooking to nake, and we are very proud of and we tend

to think of as our big successes.

M. Brown: So ny job is alittle easier than ny
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coll eagues in this. W have a crystal-clear focus, and it
really builds on what Secretary Shyu said -- getting
capability in warfighters' hands. Because it is comercia
technol ogy, we often avoid all the classification issues

t hat have cone up here already, and we try and get that 1
year if it is software, 2 years if it is hardware.

So we neasure, froma project start, when did we get
that in warfighters' hands, which nmeans successfully
prototyped, it worked technically, production contract in
pl ace, and nost inportantly, budget lined up so it can start
to scale. Al three have to be net for a transition. W
have done 43 transitions since we have been around, and that
Is a 45 percent transition rate.

Senator Scott: So Communi st China has clearly decided
to be an adversary. Wen you think about your jobs, do you
say, "I amdoing this because it is going to put our
mlitary in a better position, and this country in a better
position to defend?" and how do you apply that?

Ms. Shyu: One of the things that we do do is we do a
net assessnent. Nanely, we take a | ook at what is our
capability. W also take a |look at what is the red
capability. That inforns us where we need to go. It
i nforms us what we need to invest in to get ahead of the
threat. So that is done in step one. So investnent in a

| ot of our technology priority area is inforned by where we
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need to head, and | think, if | could cone in and chat with
you at a classified level | can tal k about how these pieces
are literally stitched together to give us an asynmetric
advant age.

Senator Scott: Thank you, Chair.

Senator Kelly: Thank you, Senator Scott.

W will now go into our second round of questions. |
want to get back to M. Brown for a second. In the
begi nning of ny first question we were talking a little bit
about non-technical aspects, |ike workforce shaping, concept
devel opnent, and wargam ng. And | asked Secretary Shyu and
Dr. Tonpkins to conment on investing in key energing
technol ogy areas to address their warfighting needs. |
think for DIU it is alittle bit different with the
comrer ci al technol ogy.

But et ne ask you this. How often do you see
conpani es out there and you identify things -- |ike what
percent age woul d you say are actually energi ng technol ogi es,
and then do you ever get to the point where you realize that
some conpany is so far out in front of naybe our adversaries
that have to consider, do we need to classify their
i ntell ectual property? |Is that ever a consideration as DU
i dentifies comercial activity?

M. Brown: Senator Kelly, the nodel for DIUis not to

set our own priorities. So, you know, the tine frane that
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Dr. Tonpkins has is considerably |onger. W are about what
can we field quickly.

So our priorities cone fromm ssion partners, the
servi ces, another part of DoD that says, "W have got an
urgent problem™ and then we match that with what is
avai |l abl e today. So that ends up being different
technol ogies to work on. It is a portfolio -- one in Al,
one in energy, cyber.

Senator Kelly: But as you are doing that you mnmust cone
across things unexpectedly.

M. Brown: Yeah. Most of the tines | would say we do
not see things that need to be classified, and, in fact, in
nmy own personal opinion we overclassify things so it nmakes
it nore difficult to work on. | have not encountered one of
those in ny tenure that | feel like we have got to rush to
make this classified.

I think the nore innovative it is, it pushes nme the
opposite way, to feel that we need to go faster, because our
adversari es have access to commercial technol ogy as well.

So we need to make sure we are including that in warfighting
concepts and funding that so that we can bring that to our
war fi ghters.

| think the constraints we tal ked about earlier that
I nhibit our ability to get the commercial technol ogy nore

gui ckly adopted just put our warfighters behind us, behind
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in terms of comercial technology and then certainly versus
adversari es.

Senator Kelly: Thank you. | want to follow up on
Senator Fischer's question about hypersonics with Secretary
Shyu. She was talking a little about cost versus
capability, she referenced Secretary Kendall's coments
about hypersonics, and ama strong believer that we need to
catch up in our hypersonic mssile technol ogy. And
Secretary Shyu, you tal ked about putting all the parts, |
think, together. But really what we are |looking at is
i ncreasing our Pk, probability of kill, on a target.

So as you | ook at hypersonics do you feel that this is
the future to increase the probability of destroying a
target, or do you sonetinmes consider existing technol ogy,

i mproving that, that would give us a higher Pk?

Ms. Shyu: That is a great discussion in which we

actual ly have done analysis in. | think we should cone back
and brief you -- once again, it is unfortunate -- at the
classified |l evel. But we can show you the anal ysis that has

been done at a canpaign |level that | ooks at conventi onal
weapons as well as hypersoni c weapons, to attack agai nst
different types of targets. So we have done that anal ysis.
W will be nore than happy to cone and brief you on that.

| f you can give us an hour of your tinme, we will go down to

SCF and have a great dial ogue.
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Senator Kelly: | wll take it. And Senator Ernst, if
you are ready.

Senator Ernst: Yes. Thank you so nmuch. And for
everyone, please, if you identify a technology that is
viable for the warfighter, and if all of the departnents’
existing authorities are enpl oyed, how quickly coul d that
I nnovation be fielded for our warfighters? | would just
| ove to hear fromall of you. And Secretary Shyu?

Ms. Shyu: Senator Ernst, | think it depends on the
particul ar type of technol ogy, because there are sone
technol ogi es, potentially, if it is comrercial we can
| everage it very quickly. If it is something we need to
devel op, due to the type of threat that is denmanding us to
do that, it my take a little longer to develop. But it
real ly depends on the type of technol ogy.

Ms. Tonpkins: | have to agree. | can think of
exanpl es where we have seen things, for exanple, wth
traumatic brain injuries with warfighters, where we were

able to very quickly adapt conmercial technology. It was

not quite what we needed, and so within a year of adaptation

we were able to then work with the mlitary to get those
depl oyed out for soldiers.

On the other hand, when it is sone type of a nunition,

when everybody is all in -- so as | think we denonstrated in

partnership with the Navy when we were working on the LRASM

42
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mssile -- you can do in single-digit nunbers of years, but
the entire Departnent has to be working together in order to
remove any ki nds of normal process-based obstacles.

Senator Ernst: Okay. Thank you.

M. Brown: If the technology is commercial and we do
not have to go through the devel opnent part of that, so our
goal , beyond the goal of getting as many things across the
line to the warfighter as possible is how fast did we do it.
Wth software, the fastest we have done it, froma concept
to actually inplenented by warfighters, it was a piece of
software for NORTHCOM NORAD, in under a year. But the
gating tine on that is the testing tine that we want to
t ake, because there are big consequences of maki ng m st akes.
So we do not want to conprom se on that. So 1 year for
software, 2 years for hardware is the target we are
currently trying to beat with comrerci al technol ogy.

To make sure the business process is friendly for
commerci al conpanies we try and get themon contract in 90
days. So that is lightning speed for DoD, but it is
commerci al termns.

Senator Ernst: Right. No, and thank you. | have
spoken with a nunber of |eaders in Silicon Valley who have
made it clear that they could field technol ogi es and weapons
systens ready for experinentation with DIU in the Nevada

Test Bed in the next 90 days. So | do believe the
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Depart ment of Defense nust nove toward the pace of private

I ndustry, when at all possible, and that any steps we can in
that direction are very, very inportant. However we can
nove that direction I think we should. | know there is
going to be sone differences with the different types of
systens. But we have to be able to field systens as rapidly
as possible, and | am so concerned that sonetinmes we get so
wrapped up in red tape and the budgetary cycles, we need to
t hi nk about innovation and how we field quickly.

So that is ny little rant for this period.

And just in sonme time that | have remaining, Secretary
Shyu, in your assessnent, what is Silicon Valley and the
def ense snmal|l business enterprises' capacity to field
prototypes for weapons and | ogistics support equipnent if
tasked today with, for exanple, developing mssile or ISR
prototype, sonething like that?

Ms. Shyu: | think there is trenendous capability into
commercial. | wll give you an exanple in the conmercia
world. Elroy Aircraft. They are strictly a comrerci al
conpany but they have devel oped a cargo UAV that can fly 300
mles and carry 300 pounds of payload. So for |ogistics,
this would be fantastic. And if the governnent literally
can just buy sonething comrercial off the shelf, we do not
have to pay for the developnent. It is paid comrercially.

So absolutely, this is exactly where we are team ng up
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with DIU, to |look for these types of capabilities that
literally we can just buy rather than trying to reinvent.

Senator Ernst: Right. And | think, Dr. Tonpkins, that
was nmaybe what you were referring to as well, to be able to
procure something and make m nor nodifications, where
necessary, right? Yes.

Ms. Tonpkins: Yes.

Senator Ernst: Thank you. | yield back. Thank you.

Senator Kelly: Thank you, Senator Ernst. Senator
Kai ne.

Senator Kai ne: Thank you, Chair and Ranki ng.
| nportant subcommttee. | want to say hi to M ke Brown, who
is an old friend, and I would say if you guys ever want to
do a really good field trip, when you are in Silicon Valley
go by DU, because you will really see great things. And I
had a wonderful visit a few years ago and renenber it well.

Secretary Shyu, | want to ask you this question. Now
you have been in your position for alnost a year. Do you
think that the split of AT&L into two divisions had a
positive inpact on fostering innovation?

Ms. Shyu: There are pros and cons.

Senator Kaine: | amnore on the con side nyself, | am
going to say, but I amnot doing it every day. So those who
do it every day may have certainly a better-infornmed view

than | do.
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Ms. Shyu: | would say on the positive side -- | wll
gi ve you both perspectives. On the positive side, | can
spend nore of ny tinme on the research and devel opnent on the
S&T side. On the con side, nanely you have got two people
that are going to be sitting in nultiple neetings now, and
you have to literally link armin-arm There are all the
meetings wthin the Pentagon, | have to be linking the arm
wth A&S. QO herwise, | amgoing to create an island of just
S&T that never transitions, which is not what | want to do.

Senator Kaine: Can you give ne an exanple? So how do
we mtigate the downside of that con? So you do it by
linking arns. Can you give ne an exanple of a project or
sonet hing you are working where you think it is working
wel I, where you have got arns |inked and sonething is being
delivered or done that you feel good about?

Ms. Shyu: | amlooking forward to Dr. Bill LaPlante's
final confirmation so we can actually link arns to work on a
nunber of these projects together. | can guarantee you, |
cannot wait until he is on board. There is a whole slew of
stuff we want to do together.

Senator Kaine: | guess that woul d anot her con of
splitting theminto two is if you get one confirned and the
other is not, then you have the one function that is ready
to go and then you are kind of waiting around to link arns

wi th your coll eague on the other function.
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Sonetines in this conmttee we do this, but we probably
do it even nore when we are thinking about budgets and
appropriations. W talk about the defense budget and the
non- def ense budget. And yet there is so nuch in the "non-
def ense" budget, whether it is the nuclear programs in the
DCE or whether it is NSD prograns, where | feel |ike the
di stinction between defense and non-defense budget is
somewhat artificial. And particularly when you get into
research and science and so nmany different agencies where to
do your work really, really well you have to have arns
|l i nked not only with your colleagues in the Pentagon but
W th the agencies outside the Pentagon.

Talk a little bit, a year in, how good you feel about
t he stakehol ders being at the table together rather than
siloed, as we are tackling these energing threats and
| ssues.

Ms. Shyu: | would say one of the things that we are
wor ki ng very closely in the mcroelectronics area is wth
t he Departnent of Commerce, because we have to. | wll tel
you on a |l ot of the other things, and hypersonics is an
exanple, we are working very closely with the Departnent of
Ener gy, because the common glide body was devel oped by
Sandi a, and the technology is being transitioned to the
services. So we do have cl ose coll aboration across the

di fferent agenci es.
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Senator Kaine: That is good, because in this defense
ver sus non-def ense budget, |i ke Departnent of Energy, a
citizen mght think that is all |ike, you know, pronoting
American energy conpanies. No. Overwhelmngly that is
taki ng care of the basic nuclear |abs and other research and
ot her assets that lead to the construction of the reactors
I n Lynchburg that get put on a train down to Newport News
and then put into subs and carriers. So all these non-
def ense agenci es, many of them have very direct ties.

Coast Guard is a non-defense agency in the sense that
it cones up through DHS rather than DoD. Many of the | aw
enforcenent agencies that are working on drug interdiction
in the Anericas, they conme up through DQJ, not through DoD.
But we have to really, really, as you say, link arnms if we
are going to do a good job.

Those are all the questions that | have for now, but I
real ly appreciate the chance to cone and encourage fewer
silos and nore arml i nki ng.

Senator Kelly: Thank you, Senator Kaine. That is the
end of Round 2. W will go to a third round of questions.
| want to maybe start with Dr. Tonpkins here, and to foll ow
up on sonething that Senator Ernst nentioned in her opening
remarks, and that is the valley of death for sone of these
technol ogies. A recent GAO report highlighted this.

You know, DoD has struggled to transition sone early-

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

49

stage R&D into real acquisition progranms, and if we are
going to be conpetitive with China and Russia on sone of

t hese technol ogi es we have got to do a better job of getting
across that valley. And it is very frustrating for folks
out there that want to work on energi ng technol ogi es and get
themto DoD, things like artificial intelligence and space
systens and all kinds of stuff.

Actual ly, the question is for anybody. |Is this a
probl em that any of your organizations can actually quantify
in any way? Do you have any statistics on it, or sone data
or anecdotes? Do you know how many of the technol ogies
devel oped in your organi zations, or in the case of M.

Brown, comrercial off-the-shelf just actually do not get to
the warfighter?

Ms. Tonpkins: Statistics, as you can imgine, are
really hard to keep track of, because at any nonent in tine
they m ght change on you. | think the last nunbers | saw,
where we tracked transition across, say, eight different
avenues, we were tracking about, | think, 23 percent that
sinply did not go anywhere, in the sense that usually for us
that nmeans we failed because we were trying sonmething really
crazy and it did not work.

Senator Kelly: Sonetines that could be the case, it is
just never going to get there.

Ms. Tonpkins: Right. But for everything el se things
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are novi ng.

Now, of that, | do not know exactly what percentage
directly reached the warfighter, because sonme of them m ght
be in a programof record and it is not quite there yet, or
it mght be in another governnent |ab, working through the
final maturation stages.

But it is a topic we are very, very concerned about,
and one of the reasons that we have spent so nuch nore tine
focusing on commercial transition support to conpani es that
start up, based on having devel op DARPA-funded technol ogi es.

M. Brown: | would |like to start by building on what
Dr. Tonpkins said. She has a program the Enbedded
Entrepreneurship Initiative, for successful conpanies that
are com ng out of DARPA progranms. So she is trying to
provi de some support there, and we are trying to also pul
there to nake that a prem er set of conpanies that we would
| ook to at DI U

We have, really, two different arns at DU  One is an
I nvest ment armthat Congress authorized in the MCain NDAA,
National Security and Innovation Capital, to pronote private
i nvestment in hardware, because private industry does a
great job supporting software, a little bit less for deep
tech, and that is a |lot of what Dr. Tonpkins does. So with
that we have sone noney that we can provide for those

vendors. That hel ps them get across one or two of the
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val | eys of death, maybe getting a conpany fornmed, maybe
scaling up manufacturing. W are going to look to the
successful DARPA conpani es as one of the sources there.

And then, of course, there is DU itself, where we
provi de revenue for conpanies who are prototyping or testing
with us, and we want to have them see production revenue.

So we are | ooking at what is the ongoing, recurring revenue
that stinulates nore investnent dollars to cone in to fund
t hese conpani es that are supporting national security.

From a percentage standpoint, | would say that 25 to 30
percent of the projects we work on have sone problem getting
the noney in place -- the right color of noney -- getting
noney in the right tinme franme. This is the link to the
budgeti ng process. Because sone of the new technol ogi es
come up, or enmerging threats conme up within a budget cycle,
and then, as we know, it is very difficult to nove noney
around. So that is a real problemand it frustrates, |
woul d say, 25 to 30 percent of the efforts we work on, where
we get a conpany that has successfully prototyped but cannot
get to the warfighters' hand until the budget matches.

Senator Kelly: Frustrating.

Ms. Shyu: | would like to add onto that, if I my. W
have tal ked about the nultitude of different ways to do
transition, fromtechnology. One path is transitioning

directly into a programof record. Another path is if you
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are transitioning to commercial. Another path would be you
have transition to a prinme contractor who is going to design
and devel op sonething that ultimately the DoD will buy. And
then there is also a transition path of software that went
directly into the hands of the operator.

There is also another different way of transitioning.
You can transition to Tier 2, Tier 3, Tier 4 contractor, who
may desi gn and devel op conponents that go into a prine that
transitions into the DoD. W have no contractual nmechani sm
to track that, ergo, the difficulty in trying to figure out
exactly which technol ogy you have funded that transition
directly.

The other piece, and | want to give you an exanple, of
technol ogy takes tinme to transition. One of the DARPA
prograns that funded is a microwave packaging. It was |like
a $1.5 mllion mcrowave packagi ng contract. It spawned an
| dea, to figure out how do | design and devel op a very
I nnovative architecture for active electronically scanned
array, which is critical for the next-generation radar
system It devel oped sonething, you know, a prototype, from

i nternal research and devel opnent. Fromthat particul ar

effort, when | cane on board, | |ooked at that technol ogy,
and | said, "That is really innovative." It was funded from
DARPA, transitioning into array technology. | took that

technol ogy, matured it, developed it into a prototype, which
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then ultinmately hel ped Raytheon, at the tine, to win the F-
18E/ F contract, which it fielded in production.

So you can see the long tine frane. It took a decade
to get there. But ultimately the sealing contract that was
provi ded from DARPA spawned off an entire product |ine which
resulted in billions of dollars in terns of profit.

So that is a transition. Nobody probably has a record.
| knew it because | was involved in it.

Senator Kelly: Senator Ernst.

Senator Ernst: Oh, | appreciate it. Secretary, we
tal ked yesterday a little bit about the RDER program as
well, which | amfascinated by. Does the program address
the speed of fielding technologies for the warfighter? Do
they tal k about tinme franmes and when they want it fiel ded?
Because with the 32 technol ogi es you sel ected for
denonstrati on, can we expect any of those technol ogies to be
delivered in 2 years or 5 years? Maybe if you could wal k ne
t hrough that, and how you determ ne how | ong until fielding.

Ms. Shyu: So the whole intent of RDER is trying to
expedite the capability into the hands of the warfighter as
gui ckly as possible, by closing the joint warfighting
capability gaps. So we are |ooking at technol ogy. W can
literally denmonstrate, in 2023, 2024, and be able to push it
out by 2025. So we are trying to conpress the tineline, and

not wait a decade to push the technol ogy out.
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So one of the aspects of being able to accelerate
capabilities into the hands of the warfighter is once we
determ ne, the Joint Staff and the COCOVs determ ne there is
operational utility of having this particular protype, |
need to have a nechanism a funding nechanismto rapidly
transition this technol ogy.

One of the things that we are going to ask for is, is
there a pot of nobney that we can ask to transition to mature
this so | can help the conpany who produced this, especially
if it is a small conpany, to ranp up production. Because if
they deliver a few prototypes to you, and you saw t he
powerful utility of this and you want to buy 1,000, they
cannot flip a light switch and give you 1,000 tonorrow. But
| would love to be able to help them bridge the valley of
death and not wait 2 to 3 years for the POM process, the
PPBE process, to catch up to buy this. This is exactly why

smal | conpani es die on the vine.

Senator Ernst: Right. Thank you. | appreciate that
very mnuch.

And then, as well, we talked a little bit about special
forces as well. W have sone authorities that they utili ze.

Does the Special Operations Forces Support Agency have the
capacity to deliver innovation to the warfighter quicker
t han what we see with general DoD tinelines?

Ms. Shyu: Yes because they take nmature technol ogy.
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They are not trying to take imuature technol ogy and devel op
very basic science. They look at what is the stuff that is
out there today, that | can literally rapidly buy and field?
So their tineline is very conpressed. They are not trying
to devel op next-generation fighter aircraft. They are

| ooki ng at, hey, what can | get very quickly? It is nore

i ke a DI U nodel.

Senator Ernst: And one thing that we m ght want to do,
too, is just look at the existing authorities within their
prograns and see if sonme of those could be applied, DoD
wi de.

M. Brown, did you have sone thoughts, as well?

M. Brown: For ne it is |ess about authorities. As |
tal ked about in my opening statenent, a |lot of the authority
al ready exists within DoD. W need to change sone of our
processes. But the authority that does not exist Secretary
Shyu just tal ked about, the flexibility of noving noney, to
get it where it is needed nost. | realize why those things
exi sted historically, but noww are in a serious tech
conpetition with China, and they are not waiting for our
denocratic time franes. | |ike our system better than
theirs, but we have to figure out how to nove nore quickly.

Real |y, froma technol ogy adoption point of view,
whether it is comrercial technology of inventing the next

technology, it is about having the flexibility to nove it
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where it is needed nost, in a sinpler fashion than we have
today. | think that is the nost critical elenent we need to
attack between Congress and the Departnent to inprove our
def ense.

Senator Ernst: Yeah, thank you, and I think this is a
big takeaway for me, and | think for a lot of folks as well,
I s that maybe not so nuch about the authorities but maybe
nore about flexibility, within paraneters, of course,
because we do have to be good stewards of those doll ars.
But, of course, greater flexibility so we can keep pace, |
think is really great.

Thank you very nuch. | appreciate the information.

Senator Kelly: | would like to talk a little bit about
m croel ectronics wwth the three of you here for the next 5
m nutes. So secure access to mcroelectronics is a key
enabl er for so many of our technol ogies, not just for DoD
but our defense industrial base. Qur market share has
shrunk in the production of these, from upwards of 40
percent to 12 percent today, and if we do not do sonething
about it, it is going to get below 10, and that is not good.
And al so the nost sophisticated foundries for seni conductor
chi ps are now overseas, and this creates just a dangerous
reliance on foreign sources.

That is why | have been part of |leading this plan on a

$52 billion investrment that will support bringing this
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manuf acturing capability back to the United States, and it
also wll establish a dedicated m croel ectronics network
within the Departnent that | everages the expertise in our
universities and in industry. | would like to thank
Secretary Shyu for working with me on this effort, and I
know it will help us overconme current challenges in supply
chain security and di sruptions and the problens that this
creates for the Departnment of Defense.

So | would like our witnesses to address how t he
paradi gm for trusted m croel ectronics needs to change so we
can better |everage comercial practices and econom es of
scale. Starting with Secretary Shyu, can you begin with
what the Departnent is doing to break the outdated,
dedi cated, trusted foundry nodel that has been used since
the early 2000s? You know, we do not do nost of the
technol ogy work the sane way that we did 20 years ago.

Ms. Shyu: First of all, | want to thank Congress for
giving us the $52 billion. | think it is absolutely
critical for this nation to onshore some of these critical
capabilities. As we have seen during the pandem c, we
cannot get our hands on the mcroelectronics. This is a
tremendous i npact on our industries across the board. So
t hank you very nuch.

| would say there are several things that we are doing.

The M croel ectronics Commons is going to be a critical
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enabl er. The funding that you have given us is going to
fund $400 mllion per year for 5 years to build a lab-to-fab
facility that is regional. That is going to help the
university to create the next generation of materials and
processi ng technology, to test it out in a regional
fabrication facility, and have the ability to transition
this technology to a production facility. It is going to
hel p our entire infrastructure. So that is absolutely
critical.

The other piece that we are funding within the
Department of Defense is the Rapid Assured M croel ectronics
Prot otype commercial, nanely we are focused on providing a
| eadi ng-edge capability, |ess than 3 nanoneter wafer
foundry. That is absolutely the state of the art.

We are building that capability inthe U S, and it is
al so going to strengthen our domestic industry and establish
a sustai nabl e ecosystem because we are teamng up with
f abul ous conpanies as well, who can then design within this
commerci al foundry. What we are |ooking at is |everaging
the state-of-the-art comrercial processes and putting on top
of a layer, potentially for classified chips that we may
need. But literally, we are absolutely | everaging the
comrercial state-of-the-art foundry.

Senator Kelly: And | cannot stress how inportant it is

that we finally get this across the finish line. You
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menti oned we have given you the $52 billion, but we still
have sone key steps to go here. W are close. This is

i ncredibly inmportant to our national security. | do not
think this can wait nonths. The United States Senate and
t he House should figure this out this week, and if not this
week, as soon as possible. W run the risk of other
countries in Europe naking these investnents. There have
been proposals that they have made that substantially, I
woul d say, are above the proposals we have nade here. So
time is of the essence on this, and we have to get this
across the finish line.

| do have a couple nore questions if everybody has a
few nore mnutes. | want to tal k quickly about sone
bi ot echnol ogy and genetic data. You know, our ability to
| ever age bi ot echnol ogy and decode genetic data has grown by
orders of magni tude over the past three decades. That is
why mne and ny twin brother's DNA is available to everybody
online, thanks to ny fornmer enployer. | did allowit --
they did ask -- but it is there.

Much of that ability right nowlies in the private
sector, and that neans conpetitors |ike Russia and China can
buy these and try to exploit sensitive infornmation.

So maybe we start with Dr. Tonpkins here. How
concerned are you that nefarious actors or near-peer

conpetitors are using genetic data for bi oweapons or
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intelligence gathering?

Ms. Tonpkins: That kind of question is one of many
that tends to keep us up at night, as you can i magi ne.
Obviously, | think the kinds of questions you are asking are
al so very nmuch nore part of the intel community. W use the
i nformation fromthem however, to think about safety,
security, and defense. And so what we tend to do is think
about how one m ght very qui ckly chase down and erase sone
type of custom zed capability like that, as well for
accel erati ng our own i nnovative capabilities, building
security from scratch.

Qur program Safe CGenes is a good exanple of that, and
we are obviously thinking about other defensive kinds of
capabilities that are less easily discussed in this type of
an environnment.

Senator Kelly: And does our growi ng capability or
ability to decode data offer us any mtigation strategies
her e agai nst bi oweapons or other intelligence exploitation?
And this is for anybody, if anybody has a coment on this.

Ms. Tonpkins: One thing | can talk about, it is still
a way away from being ready for prinme tinme, is specifically
| ooki ng at the epigenone, so not just at the genetics but at
sort of sonme of the proteins and things that are hanging off
of the genetic information. And so we have several prograns

expl oring how you can use information in the epigenone to
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tell you whet her sonebody has been exposed to weapons of
mass terror, weapons of mass destruction, precursors, things
| i ke that, and al so exploring ways in which those things

m ght be triggered to provide advanced protection.

Senator Kelly: Any other ways we can guard agai nst
potential threats in this area?

M. Brown: | wll just add a different dinension to
this fromthe sciences. This is one of the areas of
ener gi ng technol ogy where the governnment can play a role by
real ly assisting comrercial conpanies with devel opi ng that
technol ogy. What | nean by that is being nore forward-
| eaning in ternms of contracts to develop the capability. A
capability that exists in our comrercial sector right nowto
sequence all pathogens, and that coul d be happeni ng
gl obally, but there is no programto nake that happen.

We shoul d be experinmenting with these capabilities,
fundi ng sone of these conpanies, so that the U S. is on the
forefront of this technology. | think that is going to be
critical. Just like it was in the space race in the 1960s
versus the Soviets, the governnment was very forward-|eaning
and devel oped | ots of new technology. This is another area
where | think we need to be forward-learning wth the
I ndustrial base.

Senator Kelly: Thank you. The GAO and ot hers have

recently highlighted the chall enges that DoD faces in
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attracting and retaining a highly skilled technica

wor kforce, and | imagine for all three of you, | nean, that
Is the whole ball ganme, you know, having the workforce to do
this work. It does not matter if it is artificial
intelligence or hypersonics or anything, for that matter.

And | have spent sonme tinme getting up to speed on what
China is doing here and how we stack up. You know, there is
nore we need to do. So, Secretary Shyu, can you share, what
I's DoD doing to acquire and retain the tal ented peopl e that
we need to devel op and deploy things like artificial
intelligence and ot her energi ng technol ogi es?

Ms. Shyu: You bet. One of the things that the DoD has
done is create the Smart Schol arshi p-for-Service Program
Last year we funded 416 scholars for their undergraduate and
graduat e degrees, if your field is in one of the 21 STEM
areas that we are interested in. So these students, their
schol arship is being paid for, and when they graduate they
come and work in one of the 101 DoD | aboratori es.

We had great success stories so far, and | can tell
you, out of the 416 SMART schol ars, 50 percent of them were
wonen, for which | amthrilled, 20 percent were from
underrepresented mnorities. | would say nearly half of
these 416 SMART schol ars are pursuing degrees in conputer
science, in software, in artificial intelligence, which is

fabul ous. And we are | everagi ng those SMART schol arships to
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support themin growi ng our bench strength.

If you | ook at over the years, in the last 2 years, we
have had 561 scholars that transitioned to their enpl oynent
after they finished their degrees, and 70 percent of the
SMART schol ars, after they finish their service obligation,
decided to stay with the DoD | aboratories. That is a huge
success story.

The other thing that we are doing, and beyond doi ng
just the schol arship piece, we actually awarded 28 grants,
at $82 nillion, to devel op K-20 education. Again, Arizona
State University, their curriculumfor biotech is targeting
mnority and rural areas in Arizona. You want to increase
your bench strength in the future.

The Departnent, through the National Defense Education
Program created 10 STEM summer canps. Literally, we took
the opportunity to pull in 1,200 junior high school students
and gave them a week-long STEM canp. They loved it. It was
a highly successful education programthat we have done,
getting junior high school students interested in science
and technol ogy, and we want to grow that next year.

So we are doing a nunber of things that we can reach
down, not just at the university level but |ower |evels as
well, to encourage themto go into STEM

Senator Kelly: Thank you. Dr. Tonpkins or M. Brown,

any conmments? | think is a good question to end on too,
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because it is so central to everything all of your
or gani zati ons do.

Ms. Tonmpkins: | will offer an exanple of a type of
initiative that DARPA specializes in, because it allows us
to continue to sort of fund projects as part of what we do,
and that would be the Joint University M croel ectronics
Program called JUMP. That is nearing the end of a 5-year
program|ifecycle, and we have just announced the start of
the call for proposals for JUW 2.0.

But this is a university-governnent-industry
consortium and it is a nodel that universities thensel ves
often use on a nuch smaller scale, where you m ght have a
handf ul of conpani es together paying into the support of
students and essentially devel opi ng the pipeline and
research baseline for the workforce devel opnent.

And in our case, we are tal king about 35 universities,
over 1,300 students in the last 3 to 4 years, hundreds of
researchers across | think about a dozen or two states,
where that pipeline directly connects U S. university
students to U.S. both defense and commerci al and soneti nes
allied nation conpanies in order to significantly build up
t hat wor kf or ce.

And so we are not necessarily targeting governnent | abs
specifically but what we are very nuch doing is trying to

target that overall U S. program
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Senator Kelly: Thank you.

M. Brown: | amgoing to be the skunk at the party on
this one. | think what the Departnent does on fell owships,
I nternships, is fantastic, and we need nore STEM tal ent for
the conmpetition with China. W should contrast that with
how difficult we make it to bring incredibly qualified
peopl e into the Departnent.

One quick exanple. At DIU we are very lucky to attract
a Rhodes Schol ar, PhD in conputer science from Stanford, who
wanted to work for us at a governnent salary. Seven nonths,
once we identified that candidate to get himin the door. |
do not know what we do with that tine, and this predates
Secretary Shyu. It is the admnistrative process that we
have at DoD that are -- | cannot even explain why it would
take that long, for what, in the private sector, would have
t aken seven days, we woul d take seven nonths to do.

We cannot attract the best people if we do not recruit
t hem and have a better process experience.

Senator Kelly: Could you find out, and go back and
find out who we could talk to? Because if we can identify
why it takes seven nonths, Senator Ernst and |, we could
probably, with sone help, figure out what we need to do to
speed that up.

M. Brown: W would love to tackle that. | hope

Secretary Shyu will share ny enthusiasmfor that.
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Ms. Tonpkins: If | may add, as | have nentioned
several tinmes how grateful we are at DARPA for the
authorities and flexibilities that you have granted to our
organi zations, we can typically hire within a week, M ke.

So the problens are sol vabl e.

Senator Kelly: Okay. W need to go to that office.

Ms. Shyu: Sir, one nore final thing. | think it
| nportant, because you bring themin at the salary |evel at
whi ch governnent pays. You are nowhere conpetitive agai nst
the commercial industry, who is going to pay themtw ce as
much or three tinmes as nuch. So that is a di sadvantage t hat
we have.

| can tell you one exanple. | spoke to an individual
with a PhD from Stanford. He had two very high-paying
offers. | literally spoke to him "Look, for the sake of
nati onal defense you need to take a job and work with ne, at
a much lower-level salary that | can pay you. But just
think of the perspective in the visibility that you will get
working with nme."

So, literally, I talk himout of an extrenely high-
paying job to cone work for ne, and he is com ng on board.

Senator Kelly: Geat.

Ms. Shyu: So yeah, it is the authority, the
flexibility in pay that we do not have, which nmakes it very

onerous in terns of trying to attract talent.
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Senator Kelly: Well | want to thank all of our
W tnesses for participating in today's hearing but also for
| eadi ng your agencies and serving our country. | believe,
you know, very strongly in the work you are doing, and it is
i nportant that we continue to not get our eye off the bal
here, to focus. | amconvinced, long term we wll out-
I nvent and out-innovate our conpetitors as long as we remain
focused on it and you have the tools you need. So pl ease,
| et us know what you need.

And | just look forward to continuing to work with you,
and this hearing is adjourned. Thank you.

[ Wher eupon, at 4:02 p.m, the subcommittee was

adj our ned. ]
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