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TO RECEI VE TESTI MONY ON THREATS AND CHALLENGES POSED TO
DEPARTMVENT OF DEFENSE PERSONNEL AND OPERATI ONS FROM
ADVERSARI AL ACCESS TO PUBLI CLY AVAI LABLE DATA COUPLED W TH
ADVANCED DATA ANALYSI S TOOLS NOW W DELY AVAI LABLE ON THE

COMMERCI AL MARKET

Tuesday, Qctober 7, 2025

U S. Senate

Comm ttee on Arnmed Services
Subcomm ttee on Energi ng
Threats and Capabilities
Washi ngton, D.C.

The subcomm ttee net, pursuant to notice, at 2:28
p.m, in Room SR-222, Dirksen Senate O fice Buil ding, Hon.
Joni Ernst, chairwoman of the subconmmttee, presiding.

Subcomm ttee Menbers Present: Senators Ernst,

Sl ot kin, Kaine, and Peters.
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OPENI NG STATEMENT OF HON. JONI ERNST, U.S. SENATOR
FROM | OMA

Chai rwoman Ernst: W will go ahead and get started
this afternoon, and we may be joi ned by ot her nenbers.
know we have a pretty full schedule this afternoon, so
t hank you.

And good afternoon. The Subcomm ttee on Energing
Threats and Capabilities neets today to receive testinony
on how our adversaries are using publicly avail able data to
underm ne the security of DOD personnel, platforns, and
operations. As our |ives becone increasingly connected,
the invisible trail of netadata, |ocation signals, app
usage, bionetric data, and other digital breadcrunbs has
created a new exploitable surface for adversaries. Data
that seens insignificant on its own can, when aggregated
with other information and intelligence, reveal troop
novenents, operational planning, and the daily routines of
our personnel.

Foreign intelligence services and cybercrimnals can
harvest and anal yze this information in ways that threaten
the security of DOD m ssions and the safety of our service
menbers and their famlies. W have seen in public news
reports how the use of commercially avail able fitness apps
has i nadvertently exposed the |ocation of sensitive

mlitary bases. W have seen how social nedia and nobile
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devi ces have been used to geol ocate personnel and
mani pul ate their information environnent.

The pace of technol ogy and the w despread use of
I nt er net - connect ed devi ces presents a significant and
evol ving chall enge. Today, we will hear from experts
across the governnent and industry to understand the scope
of this threat and what nust be done. Thank you.

[ The prepared statenent of Chairwoman Ernst foll ows:]
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Chai rwoman Ernst:

t he ranki ng nenber.

And with that,
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STATEMENT OF HON. ELI SSA SLOTKIN, U. S. SENATOR FROM
M CHI GAN

Senator Slotkin: Geat. Thank you, Senator Ernst,
for holding this really inportant hearing. Thank you to
our guests for joining us and hel ping us parse through
this.

| think, you know, for those of us who watch the
nati onal security space really closely, | think it is very
clear that the future of warfare may not be tanks and
airfranes, but really data and who controls that data, who
can easily anmal gamate that data and then weaponi ze t hat
data. And while there are lots of actors out there, we
certainly know that China is just a nmassive player in this
space and, in nmy opinion, has already, both through
comercially available information but al so through the
theft of personal information, really made a business of
collecting this data for a whol e bunch of reasons. | think
sonething like in the order of $600 billion annually is
lost in intellectual property that is taken fromU. S.
conpani es through cyber attacks, so it is a real threat,
even if it is hard to get our hands around.

There is, | think, lots of good bipartisan work going
on on this in the NDAA and ot her spaces, but | think this
Is a great opportunity to highlight for the Anerican public

kind of the nature of changing warfare and how their own
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personal data is now on the frontlines in a very,

very

different way, so |ook forward to hearing the conversation.

And back over to you, Madam Chai r wonan.

[ The prepared statenent of Senator Slotkin follows:]
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Chai rwoman Ernst: Wonderful. Thank you. And | wll
just start with some brief introductions of our wtnesses
today, and then you will each be recogni zed for your
statenents. You will each have five m nutes for opening
st at enent s.

We have Dr. Joseph Kirschbaum and he is the director
in the Defense Capabilities and Managenent team at the U. S.
Governnment Accountability O fice, where he oversees
eval uations of defense and intelligence prograns for
congressional commttees. So thank you very much for being
here today, Dr. Kirschbaum

Justin Sherman is the founder and CEO of d obal Cyber
Strategies, a Washington, D.C. -based research and advi sory
firmspecializing in cybersecurity, data privacy,
technol ogy policy, and geopolitics for clients ranging from
startups to the U S. Governnment. Thank you very nuch for
bei ng here, M. Shernan.

John Doyle is the founder and CEO of Cape, a privacy-
first nobile carrier designed to defend users' nobile
identity and limt the data exposure inherent in
traditional cellular networks. So thank you very nuch for
bei ng here, M. Doyl e.

And then finally, Mchael Stokes is vice president of
strategi c engagenents and narketing at Ri dgeline

I nternational, where he | eads busi ness devel opnent, partner
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growt h, and market strategy efforts in the cybersecurity

and digital signature managenent space. Thank you very

much, M. Stokes.
And with that, we will start with you,

and you are recogni zed for five m nutes.
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STATEMENT OF JOSEPH W KI RSCHBAUM DI RECTOR, DEFENSE
CAPABI LI TI ES AND MANAGEMENT, U.S. GOVERNVENT ACCOUNTABI LI TY
OFFI CE

M. Kirschbaum Chai rwoman Ernst, Ranking Menber
Sl ot kin, and nenbers of the subcommttee, | ampleased to
be here today to discuss the report which we will be
I ssuing today on risks of publicly available information to
t he Departnent of Defense's personnel and operations and
t heir approach to address those risks. W have previously
reported how the escalation in the volune and
I nt erconnect edness of data and the evolving DOD infornmation
envi ronnment have changed the national security | andscape.
Historically, enem es who seek harmto U S. forces or its
people had to go where the information was and find ways to
get at it, you know, rifling through the trash, sustai ned
surveill ance, and other techniques. These days, in the
I nformati on age, all that data and much nore cones to them
which lowers the bar of entry for malicious actors.

At the heart of the matter is the fact that DOD
servi ce nmenbers, enployees, contractors, famly nenbers
constantly provide massive anounts of traceable data, known
as the digital footprint, and do so intentionally and
unintentionally. This data can be collected and aggravat ed
by the public, data brokers, or malicious actors over tine

that create a digital profile that can reveal potentially
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sensitive and classified information.

We are tal king here about a m x of data and
information. This includes social nedia posts, official
nedi a rel eases, public infornmation, property records,
transm ssions from personal electronic devices, electronic
em ssions frommlitary platforns thensel ves, and ot her
exanples. The availability of these data and potential for
themto be exploited are increased by data brokers with
bot h neutral and nefarious intent and the application of
artificial intelligence.

For our report, we develop notional threat scenarios
that exenplify how malicious actors can collect and use
i nformati on about DOD operations and its personnel. W
devel op these based on anal yses of literature, interviews,
and information fromthe Departnent of Defense, and by
conducting our own investigation into the types and sources
of these dat a.

Two of the scenarios are shown to ny right and your
| eft, and there are in the handouts in front of you. The
first is a depiction of publicly available information
presenting a force protection threat to a service nmenber
and/or famly nenbers through the aggregation of
i nformati on and sources. A service nenber's nane, rank,
phot ograph, and unit can be identified fromonline sources.

DOD websites and social nmedia often post this information

Scheduling@TP.One 800.FOR.DEPO
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freely.

Fromthere, a malicious actor can narrow their search
by visiting service nenbers or relative social nedia sites
and associated information and data tags. And fromthere,
you can start collecting additional information, especially
I f one of the individuals has a phone that allows
I dentification by nearby devices or if they have downl oaded
a third-party application that tracks geol ocati on, as nany
of them do. Like puzzles, these can be set into place to
show pattern of life.

In testing this scenario, our investigators didn't
have to proceed far into the internet or the dark web to
find access to data brokers selling significant quantities
of additional information on mlitary personnel.

The next is a depiction of risks to naval operations
t hrough exposure of real-tinme informati on about a ship's
novenents, its personnel, and onboard conditions. Taken
collectively, information from Navy and DOD posts and press
rel eases and seemingly private bl ogs and posts can be
i nked with open transm ssions fromship and aircraft
platfornms, as well as personal connected devices to project
the route of an aircraft carrier and present a nefarious
actor with a useful intelligence picture.

Qur report also illustrates two other scenarios, risk

to mlitary capabilities fromtraining operations and
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equi pnent, information and risks to mlitary | eadership
frompotential disclosure of an official's behaviors and
associations. As with previous infornmation environment
chal | enges, DOD has no single officer entity to address al
ri sks associated with the kind of thing we are tal king
about here, nor should it. DOD has security disciplines
and functions to manage these kinds of risks. W found
uneven progress anong these areas to address the risks we
identified. This is about policy, organization, and
culture. Qur forthcom ng report issued today reconmends
that DCD i nprove policies, guidance, training, and
assessnents across those security disciplines, and DOD has
al ready agreed with those recomendati ons.

I n conclusion, DOD has an opportunity to nake
progress. This wll require themto | ook beyond what is
strictly in their control in terns of official data and
I nformati on and what m ght not be. That in turn wll help
t he Departnment determ ne how best to mtigate those
t hreats.

This conpletes ny prepared statenent, and | am happy
to address any questions.

[ The prepared statenent of M. Kirschbaum foll ows:]
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Chai rwoman Er nst:
And M. Sher man,

m nut es.

Thank you, Dr. Kirschbaum

you are now recogni zed for five
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STATEMENT OF JUSTI N SHERMAN, FOUNDER AND CHI EF
EXECUTI VE OFFI CER, GLOBAL CYBER STRATEGQ ES

M. Sherman: Subcommittee Chai rwoman Ernst, Ranking
Menber Sl otkin, and distingui shed nmenbers of the
subcomm ttee, thank you for the opportunity to testify
t oday about the explosion in data, digital connectivity,
adversary threats, and how the U S. can respond.

In nmy work, | have published at |length on the risks of
t he data ecosystemto national security, have worked on
several U S. Governnent responses to the problem and al so
teach at Georgetown, graduate students on open source
intelligence, commercial data, and U.S. national security
strat egy.

In the last two decades, the anmobunt of data and
digital connectivity has exploded, both in the U S. and
globally. This has afforded the U S. a nunber of
advantages in intelligence, mlitary, and security areas,
but we are unfortunately significantly behind when it cones
to recognizing the threats these pose to the United States
and to the service nenbers and other U. S. national security
personnel that make a trenendous sacrifice in their public
service, including, for many, putting their lives on the
| i ne every single day.

In our current digital environnment, a trenendous

anount of data is collected, analyzed, and transmtted near
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I ncessantly on virtually every single Arerican -- health
i nformation, device |IDs, 24/7 phone |ocation data, records
of online purchases, browsing histories, pornography
consunption, propensities for cigarettes or al cohol, |ate-
ni ght ganbling, or overseas travel. There are several
dinmensions to this risk: Open-source information on public
websi tes, social nedia pages, the dark web, and even freely
avai l able commercial satellite imagery platforns; data
brokers that collect and sell thousands of data points per
person on hundreds of mllions of Amrericans; real-tine
bi ddi ng networks for online ads that constantly bl ast out
device-identifiable sensitive data every single day;
vehicles that transmt |ocation signals every few seconds,
accurate within inches; and even comercial data anal ysis
capabilities that allow adversaries the ability to
identify, reidentify, and package up Americans' dat a.

All of this can be exploited in cyber, information,
i ntelligence, and other operations against the United
States and represents an extraordi nary counterintelligence
threat. W have al ready seen exanples of how this threat
has inpacted U S. national security. The U S. Governnent
calls this the UTS or ubiquitous technical surveillance
pr obl em

A few exanples. The 2018 Strava scandal, as the chair

menti oned, showed how one web application could expose the
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real -tinme | ocations and historical |ocations of U S.
troops, including those jogging around forward-operating
bases in Afghanistan. | ran a Defense Departnent-funded
t hreat assessnment where ny research team set up websites in
the U.S. and Singapore, contacted U. S. data brokers, and
bought individually identified, highly sensitive health,
financial, and other data on thousands of active-duty U S.
mlitary service nenbers with virtually no serious
background checks or vetting for as low as 12 cents a
servi ce nenber and even were able to geofence the data to
bases publicly known to house U. S. special operations
forces. They also transferred this data overseas.

A 2023 study identified real data packages in
advertising systens right nowwth titles such as "people

who work in the Pentagon," "people working in defense and
space,"” and individuals | abel ed as governnent,
intelligence, and counterterrorism

Forei gn adversaries such as China and Russia are
readily investing to be able to exploit these
vulnerabilities. Beijing has stolen enornous vol unes of
data on Anericans, has advanced cyber and Al capabilities,
and has shown a strong OSINT interest in US. mlitary
forces. Mdscow, |ikew se, has advanced cyber and

intelligence functions and many OSI NT and cyber contractors

it can throw at this work.
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G ven the threats, there are three steps that Congress
can take now. First is to conpel the Defense Departnent to
eval uate these risk mtigation gaps, both in open-
source/unclassified as well as classified reports and both
enterprise-wde as well as within and between specific
agenci es.

The second is to pass legislation to further | ock down
Anmericans' data, building on recent efforts at the
Departnment of Justice and in last year's Congress with the
bi parti san Protecting Anericans' Data from Foreign
Adversaries Act or PADFAA, anong ot her things.

And third is to help rethink the U S. societal
attitude. For decades, we have seen the consequences of
this connect now, think |ater, downl oad now, assess the
risk later attitude, both in society generally and with
respect to our mlitary. Rethinking this is essential to
nati onal security and to the future.

So acting now is not just essential for our mlitary
servi ce nmenbers whose lives are on the line, but also to
t he Defense Departnent's vital mssion set and broader U.S.
nati onal security interests. Thank you.

[ The prepared statenent of M. Sherman follows:]
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Chai rwoman Ernst: Yes, thank you,

M. Doyle, you are recogni zed.
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STATEMENT OF JOHN DOYLE, CHI EF EXECUTI VE OFFI CER, CAPE

M. Doyle: Chairwonman Ernst, Ranking Menber Sl otKkin,
and nmenbers of the commttee, thank you for the opportunity
to appear here today. M nane is John Doyle. | ama
former U S. Arny Special Forces sergeant and the founder
and CEO of Cape.

Cape is a nobile carrier that safeguards user privacy
and security by systematically solving the technical
vul nerabilities that plague commercial cellular networks.
We serve custoners within the governnent along with
comrerci al enterprise and everyday consuners.

Back in 1991, nenbers of the press were able to
predict the timng of Qperation Desert Stormdue to an
unusual | apse in security. They had figured out that |ate-
ni ght pizza deliveries to the Pentagon spiked dramatically
when naj or operations were about to launch. Thirty-five
years |l ater, those who wi sh to suss out sensitive
I nformati on about troop positions, patrol routes, or the
timng of operations no |longer need to call Dom no's.

These days, it is nuch easier to figure out.

That is because today's mlitary relies heavily on the
same conmmercial cellular networks that we all use every day
and the sane carriers that are regularly and repeatedly
hacked and expl oited. These networks are al nost

uni versally available, including on the battlefield, making
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themirresistibly convenient to use in mlitary contexts.
This in turn nakes it easy for determ ned actors to track
the activity of mlitary personnel based solely on the
phones they carry in their pockets and the volunes of data
t hat those phones produce.

The consequences of our reliance on these networks
have been felt on the hone front, including nost recently
through the Salt Typhoon cyberattacks, and the battlefield
Is no different. |In Ukraine, both Ukrainian and Russi an
forces use commercial cellular networks heavily to
coordi nate operations and carry out intelligence gathering,
despite wde reporting that both sides are also targeting
each ot her based on cell phone | ocation data. Ukraine took
new advantage of cell network availability this sunmer with
Oper ation Spi derweb, enbedding SIMcards into drones and
usi ng Russia's own nobile networks to renmptely pilot them
I nto Russian targets.

Cel |l phones are not responsible for 100 percent of the
data vulnerabilities that mlitary personnel face, but I
woul d put it close to 85 percent. The well-known and
frequently exploited weaknesses of commercial networks,
paired with the volune of publicly avail abl e data our
adversaries can readily access, nmake it possible to learn
far too nmuch about the habits and | ocations of our service

menbers at scale. Advanced data anal ytics platforns now
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all ow bad actors to easily correlate informati on across
dat asets, making the intelligence val ue of
t el ecommuni cati ons data even nore extrene.

Phone carriers abet this state of affairs by
noneti zing custonmers' data directly, selling sone of the
nost exquisite pattern-of-life data inmaginable to
governnments and private entities alike. Sonme applications,
sone apps, exist to mtigate certain threats at the device
and app |l ayer, but before Cape, there was essentially
not hi ng a user could do, even when that user is a national
security professional or a service nenber, to mtigate
risks at the network level. And if | may, the problemis
conpounded by bureaucratic processes at the Pentagon that
funnel all cellular service procurenent to a 10-year |D Q
contract called Spiral 4 that has not been openi ng onranps
to new, innovative entrants since the | ast award.

Still worse, the contract is witten to insist on
procurenment of |owest-priced, technically acceptable
solutions, in other words, buying cellular service based on
price only and not insisting on solutions to the probl ens
I nherent in the incunbents. | would be remiss if |I didn't
specifically nention section 1513 of the House fiscal year
' 26 NDAA, which addresses these shortcom ngs, and | would
ask for this body's support of that provision through the

conf erence process.
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The threat the status quo poses is profound. Every
servi ce nenber has a smartphone in their cargo pocket. The
good news is that this is not an intractable problem M
conpany is just one of several working in the problem
space, and others are represented here at the table with
me. We at Cape are focused on tackling network
vul nerabilities that our adversaries abuse to gain insight
I nto personnel and operations. After decades of stagnation
in the security of commercial networks, while technol ogy
dedi cated to exploiting weaknesses graduated fromthe
Pent agon Pizza Index to state-of-the-art data anal ytics, we
are finally seeing the rise of technol ogy dedicated to
fixing those weaknesses instead and traction for policy
changes to enabl e adoption of those technol ogies by the
force.

Thank you for convening this inportant conversation,
and | | ook forward to answering your questions.

[ The prepared statenent of M. Doyle follows:]
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Chai rwoman Ernst: Thank you, M. Doyl e.

M . Stokes,

you are recogni zed for five mnutes.
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STATEMENT OF M CHAEL STOKES, VI CE PRESI DENT OF
STRATEGY, RI DGELI NE | NTERNATI ONAL

M. Stokes: Chair Ernst, Ranking Menber Slotkin, and
nmenbers of the subcommttee, thank you for the opportunity
to testify.

At Ridgeline, we have followed this problemclosely
since 2016. In our work across governnent and industry, we
use the term ubi quitous technical surveillance to describe
this threat. | will offer two things today, a concise
definition of the problemand a path forward.

The definition: As M. Sherman stated, UTS is not
just a single sensor you can switch off. It is a fused
fabric of phones and apps, connected cars, buil ding
caneras, electronic paynents, cell and W-Fi netadata, plus
a vast commercial data market. That fusion exposes
patterns, and deviations fromthose patterns are triggers
for an adversary. An unusual no-phone day; synchronized
travel by people who should not be connected; a route,
flight, or driving pattern that does not match a desired
cohort, these anonalies trigger an automated investigation,
foll owed by human scrutiny. Near-peer adversaries and
sophi sticated non-state actors such as cartels al ready
| everage UTS to anticipate, frustrate, and conprom se U. S.
m ssi ons worl dw de.

The path out: Admring the problemis one thing, and
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this hearing is bringing that right attention to the
probl em but awareness w thout doctrine, policy, standards,
and resourcing will not nove the needle. At Ridgeline, we
enabl e what we call digital signature warfare, a proactive
approach to managi ng digital signatures so behavi or and
em ssions align with a cohesive cover narrative before,
during, and after operations. The aimis sinple. Protect
t he operational act, avoid investigative triggers, and
mtigate forensic reconstruction.

So here are four recomendati ons to nmake that real.
One, nane a single accountable lead for UTS and publish an
enterprise baseline for signature nanagenent. Today, UTS
I s everyone's problemand no one's priority, so dollars for
digital force protection fall below the line. An ad hoc
approach to this issue is not sufficient. Task a single
office within OSD of owning the problem They should issue
a digital signature managenent plan for any device that
connects to the public internet. This includes a serious
conversati on about personal cell phones. This policy
shoul d consi der conmerci al data covering device posture,
routing diversity, cohort fit, and normalized absence.

Two, protect our people by shrinking the conmerci al
attack surface. The data broker ecosystemstill trades in
sensitive datasets, including precise geolocation, as we

have heard today. Consuner opt-outs will not safeguard a
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sergeant's commute to base housing, and Congress can direct
a departnent, do not call, collect, or do not sell policy
for service nenbers and dependents, enforceable on app
stores and brokers with penalties, and require annual

I nspector general and GAO audits of conpliance.

Three, close two infrastructure gaps, telecom and
connected vehicles. As the inpact of recent Salt Typhoon
and recent attacks cone into focus, the vulnerabilities of
our commercial comuni cations infrastructure are now
clearer than ever. This infrastructure conprom se
illustrates the need for end-to-end encrypted enterprise-
grade commerci al nmessagi ng applications. Connected
vehicles are essentially snmartphones on wheel s equi pped
Wi th sensors and uplinks. These vehicles feed data into
unregul at ed comerci al data econom es.

Support the Commerce Departnent's work to restrict
untrusted connected vehicles and fully i nplenent provisions
t hat ban Chi nese-connected vehicles on mlitary
I nstall ati ons.

Leverage enterprise-grade secure nessagi ng
applications, such as Elenent.io, to conmunicate
uncl assified content on phones.

Four, units should deploy a digital mrror, a survey
policy, a posture for UTS vulnerabilities, and then adjust

routes, timng, and devices' use as they blend into the
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desired cohort. The objective is not to vanish; it is to
| ook normal, in pattern, all the tine.

Effective UTS mtigation is not theoretical.

Technol ogy, training, and tradecraft already exist and are
being effectively applied at the very peak of our sensitive
defense and intelligence operations. It is tine to adapt
and scal e these solutions for a broader force.

Let ne close with a famly-level point. This is not
only for soft or intel operators. Spouses, kids,
contractors, and base workers all generate these patterns
adversaries use. |If a hostile actor can determ ne where a
sol dier sleeps or where a gate a unit uses, we have ceded
initiative. Wth the steps above, governance, guardrails
for coomercial data, and infrastructure risk reduction, we
can |l ower trigger rates, nmake it harder for the eneny to
reconstruct an operation, and reduce the cost of secrecy
across the force. That is how we turn UTS froma
persi stent di sadvantage into an operational edge.

Thank you for the opportunity to testify.

[ The prepared statenent of M. Stokes follows:]
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Chai rwoman Ernst: Very good. Thank you all very nuch
for your opening statenents.

And now we wi Il open up for our question-answer
portion of today's subcommttee hearing. And | will yield
to the ranking nenber. And, Ranking Menber, if you would
like to start with your questions, you have five m nutes.
Thank you.

Senator Slotkin: Thank you. Thank you, Chairwonan.
And | apologize. | amgoing to have to step out after |
ask these questions.

But super interesting topic and a topic, obviously,
that deeply inpacts our mlitary, our intelligence
community. | ama former CIA officer, so | amtrying to
I magi ne what the ClA officers of the future are going to be
up agai nst when they try to go undercover abroad. And
their novenents, their social nedia profiles, their buying
habits, their facial recognition is all scraped and
amal gamated. But | think that this issue is one of those
that overlaps with the just normal civilian popul ation. |
don't think the average person wants, you know, certainly
soneone from another country having all this anal gamat ed
dat a.

So | guess the question | have could be for a couple
of you is, M. Sherman, the data brokers, the people who

are paying 12 cents for all the data on, you know, a
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mlitary soldier or on an Arny soldier's information, do
you agree -- | nean, | like this idea of basically changi ng
in law that you can't just buy an American, you know,
uniformmlitary chunk of data. Does that sound right to

you? |s that the way you woul d propose?

M. Sherman: | think that is right. And the point ny
fell ow panelists made about w dening the net, | think, is
really inportant, right? |f we think about -- you know, |
had a data broker once say to ne, oh, well, we can't sel
you GPS datapoints on a mlitary base -- purely due to
internal policy; there is no |law that says this -- but we

can sell you the data on everywhere el se they go and
everything el se they are doing all the time, right?

And so | think to that point, you know, famly is one
piece. If we only focus on bases, well, what about off-
base activity? Wat about who they are neeting wth? Wat
about what they do in off hours, right, and so forth?

But | conpletely agree, Senator, | think cracking down
on the sale in the first place is the way to go.

Senator Slotkin: Yeah. And M. Stokes, | conpletely
agree and have had |l egislation for years now on banni ng
Chi nese-connect ed vehicles fromever | anding on our shores
here. You described themas |like a traveling cell phone.
| just think it is like a traveling surveillance package.

And a couple of nonths ago now we had an i nci dent
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where sone officials from Taiwan were traveling in Europe,
and a car accident was precipitated right in front of the

pl ace where they were neeting. Again, | don't have the
classified story on that, but ny i medi ate thought was, how
did they know where this person was? You know, what kind
of vehicle was involved in collecting information or
precipitating it? So | amin full support of banning those
t hi ngs.

But can you give us a little bit of color, you know,
put on the adversary hat. |If you had all this data on the
US mlitary locations, individuals, et cetera, illustrate
for us with a little color what kind of things you would be
doing if you were the adversary?

M. Stokes: Thanks for the question, Senator Sl otkin.
That is a very charged question, but I will put it out the
best way | can. Adversaries are already using this data
effectively against our service nenbers and our
intelligence comunity. W have found in our publicly
avai l abl e research at Ridgeline where we were tracking
cohorts of data from pockets at the Pentagon, at Dulles
Airport, and mlitary installations where you | ook and
track the comercial ad tech data at those key points. And
you mght find, and we did find, Chinese-based cell phones
wi t h Chi nese-| anguage packs who al so go to the Chinese

enbassies follow ng the sane cohort of individuals.
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| say that to inply that it is very likely that this
IS a common occurrence anong intelligence officers fromthe
PRC to disrupt or deny or even potentially cause vehicul ar
acci dents in Europe.

Senator Slotkin: Yeah. And then lastly, and | am not
sure who is the right person to answer this, but there is
this whol e conpeting pressure with the Pentagon where we
want to protect data, and they don't have their house in
order, according to, | think, all of you, but we al so want
to nmake sure that we are, you know, keeping up with the
val ues of tech on Al and not m ssing out on opportunities
to do interesting things. Those feel |ike, you know,
countervailing pressures, right? And | know that there
have been organi zations in the past year who have been
Interested in data fromthe Departnent of Defense and
putting that through different Al apps. What is the advice
to those of us who oversee the Pentagon on how to think
about Al and data and what we shoul d and shoul d not be
doing with that data? Anybody? Don't junp all at once.

[ Laught er.]

M. Doyle: That is a great question, Senator. Thank
you for it. It is probably also a little charged or
certainly difficult to answer holistically.

| would offer, first, we face a simlar chall enge at

Cape, which is when you want to provide people, including
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service nenbers, with cellular service, which everyone
needs and everyone relies on, people, including national
security professionals, have a very |l ow tol erance for any
conprom ses in that user experience. And so one of the
original design principles at Cape is we have to provide
uni nterrupted, basically transparent user experience to our
subscri ber base.

| think you are describing a simlar challenge, which
I's folks simultaneously want to be m ndful of their digital
footprint and careful in the way that they nanage data, but
they also want to | everage all these incredibly powerful
technol ogies that are energing literally every day al
around us.

And while | amnot qualified to offer a specific
technical solution, I would offer that what we have found
over a few years of doing this nowis the overarching
probl em statenent can seem daunti ng and can seem
I ntractabl e, but when you break it down into individual
threats that you are trying to mtigate and be specific
about those threats and be specific about those chall enges,
there is alnost always a specific technical solution to be
built and depl oyed that can uphold both your insistence on
real user experience and accessibility to tools and al so
take care of your data privacy.

Senator Slotkin: Geat. Thank you.
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And | yield back. Thank you for letting me go first.

Chai rwoman Ernst: Wonderful. Thank you.

So this has been a really interesting hearing, |
think, for so many of us. | know when | depl oyed Operation
Iraqi Freedomin 2003, not many of ny soldiers had cel
phones. You know, all we could do was say, hey, after
waiting in line for an hour to get to the one |l andline that
we had and your five-m nute phone call with your famly,
just don't tell them where you are. You know, things have
changed significantly fromthat point in time 22 years ago.

So | do see where this is an issue. | think many of
you have described quite well the threats that exist out
there and why that data can be so useful to our
adversaries. So just understanding that what we think of
as seemngly harmess information can really be | everaged
not only against us, but potential units, et cetera.

Just the figure -- and nmaybe one of you had said this
-- but over 85 percent of our service nenbers use connected
devices that collect geol ocation data, creating an
expl oi tabl e surface. So our adversaries are mapping that.
We need to understand that. W need to conmunicate that.

So you have already descri bed how t hese services are
usi ng the open-source datapoints to target. M. Shernman,
you had tal ked about just banning the sale of that data.

Is there anything el se that the Departnent of Defense can
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i nformation to our adversaries? And really to any one of
you. Dr. Kirschbaunf?

M. Kirschbaum Yeah, so the exanple you gave,
Senator, was really perfect because that is a classic OPSEC
operation security exanple. And when you | ook at the way
the Departnent treats these things, as we have over the
| ast 10, 15 years, they are usually the group that gets it
soonest. The other security disciplines that are part of
t he defense security enterprise, force protection,
counterintelligence, the data protection group, m ssion
assurance, they are not as fast to cone along. The good
news is they are part of that security enterprise, and they
are all headed by undersecretaries of defense, the right
ones, the intelligence security policy, the joint chiefs,
and they have a structure set out to really handl e al
this. It kind of warns ny GAO heart. They have got roles
and responsibilities. They have got a harnonization of
policies. Al that is the right path. Wat is inportant
for themto do nowis to recognize that all the things we
are tal king about need to be integrated into all those
di sci plines, and they are not now.

Chai rwoman Ernst: Doesn't sound |ike an easy task.
But yes, | do agree with you. So then how can the

Departnment better train, then, our service nenbers to be
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aware and to recogni ze when their personal data may have
been shared or, you know, exposing m ssion-sensitive
I nformati on? What can they do? How can we train thenf

Yes, M. Stokes.

M. Stokes: Thanks for the question, Senator.

UTS training or training about your digital signature
I's inperative for every soldier, every sailor, every airmn
because it is not just the person at the tip of the spear.
| f everybody is aware about their digital signature and
what they can do about it, they then are affecting a nuch
| ar ger force.

At Ridgeline, we offer ubiquitous technica
surveillance training and everything from one-day chunks to
several -week training. W think it is required training
for the force. It used to be reserved for the special
operators, and no |longer is the special operator the only
person that needs to care about this.

Beyond just training, | highly recoomend what we call
a UTS survey or a digital mrror where you have sonebody
collect all of that commercially avail abl e data at your
unit |evel or your base or your squadron and look at it and
tell you what you actually look like in the data. From
there, you can nake nore inforned decisions and potentially
alter your digital signature going forward.

Chai rwoman Ernst: Really good.
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M. Doyl e.

M. Doyle: Yes, if | may build on that. Thank you,
Senator. | echo what M. Stokes said about the inportance
and val ue of training, although | would al so point out that
when we train on these UTS chal l enges and digital signature
managenent chal |l enges, often what we are trying to do is
change user behavior, in particular, often but not always
the way that we use our personal cell phones. In ny
experi ence and our experience, user behavior with respect
to commercial cell phones is notoriously hard to alter, and
t here have been sone high-profile exanples of this.

It is not to invalidate or to mnimze the inportance
of training or the effectiveness of training, but also I
woul d encourage the subconmmttee to consider the inportance
of technical solutions and policy changes that al so get at
the root of the problem | think you need a nulti-pronged
approach in order to be successful.

Chai rwoman Ernst: Yes, thank you. Any other thoughts
on that? Yes, M. Shernman.

M. Sherman: | would only underscore that |ast point,
right? | agree with everything ny fellow wi tnesses said.
As we have al so said, you know, national security operators
are always going to have a higher burden than the average
Arerican in this area, but we can reduce it significantly

wi th broader privacy and security controls.
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So while that certainly is not, you know, only in
DOD s hands, | think some of the protections we have tal ked
about from data brokers to connected cars would do a | ot.

Chai rwoman Ernst: Gkay. Thank you very nuch. |
appreciate it, and I will yield back ny tinme and will go to
Senat or Peters.

Senator Peters: Thank you, Chair Ernst, for that.
You know, | think this has been a great discussion. |
appreciate all of you being here, and certainly, the
concerns with folks in national security are very real and
bi g, but as you know, this is a problemfor all Americans.
| mean, | think nost Americans woul d be absolutely shocked
i f they knew what kind of digital footprint they are
| eaving as they just go about their daily life. And there
are a | ot of people, unfortunately, out there with very
nefarious intent that are not targeting just our national
security folks, although they are a primary target, no
guestion about it. They are targeting everybody, crim nal
el ements in particular. So this is sonething that we have
to get our arns around as a country, and it is only going
to get nore concerning as Al continues to devel op and the
ability to deal with all of the data that is out there.

But before | get into data security, | would like to
di scuss just briefly sone work that I am doing with Senator

Ernst. Wth the creation of synthetic nedia, often by
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foreign adversaries seeking to underm ne our security, the
ability to verify information has becone absolutely
essential, | think you would all agree, for public trust,
for defense, and for economc resilience. And while strong
policies are necessary, which you have raised, | think it
was al so nentioned by M. Doyle, we also need technical
tools. And certainly ny idea as well, working with Senator
Ernst, is to provide tanper-evident transparency for

photos, for video, audio, text, all those things that are
out there.

In the fiscal year '24 NDAA, | authored section 1524,
requiring the DOD to pilot a digital nutrition | abel for
media that aids in understanding the origin of digital
content, for exanple, show ng how it was made, by whom and
how it has been altered over tine. |In this year's NDAA we
built on that framework. Senator Ernst and | are co-
| eading legislation to add Digital Content Providence Act
to further advance those efforts, so it is kind of all of
these different approaches we are going to have to take.

But ny first question is for you, M. Sherman, and Dr.
Kirschbaum As a ranking nenber of the Senate Commttee on
Honel and Security and Governnent Affairs, | recently
rel eased a report that found that DOGE is risking the
sensitive data of all Anericans at the Social Security

Adm ni stration. According to a whistleblower, DOGE has
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copi ed Anericans' sensitive Social Security data and put it
into a cloud database, according to the whistlebl ower,

wi t hout any verified security controls in a cloud database.
Thi s dat abase i ncludes the nost sensitive information, as
you know, of not only all Anmericans, but all the mlitary
menbers, national security personnel, as well as their

fam |y menbers.

In fact, the Social Security Adm nistration's own risk
assessnment warned that there is a 65 percent risk of
catastrophic breach of this sensitive Social Security
information. And that is, of course, if that information
hasn't al ready gone, and the whistl ebl owers say, we don't
know. It is hard to know whether or not that is already
been breached. And if it has, the consequences are going
to be extensive.

So, M. Sherman, based on your expertise, is this the
kind of information in a database that a foreign adversary
| i ke Russia and China would just |ove to have?

M. Sherman: Yeah, thank you, Senator. And, of
course, not as in the weeds of the report as what you were
saying, but, yeah, | wll say two things, right? So one is
we shoul d al ways operate on the assunption that any data
anywhere is of interest to adversaries, especially when it
I s aggregated in any kind of way. And the second thing is

| think there are many | essons over the |ast several years
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that we still nmaybe have not | earned as a country fromthe
OPM breach, right, which is that any tine in particular
there is an intense -- and we can gi ve exanpl es across

adm ni strations, but any particular concentration of the
kind of data you are tal king about, again, that is going to
be sonething a foreign adversary is going to want to | ook
at .

Senator Peters: Yeah, it is very, very inportant to
make sure that we have the safeguards. Just to put it on
an unsecured device is pretty scary. But nmaybe it wll
reassure you that the individual who oversees this database
Is a 19-year-old man who was fired fromhis prior job for
| eaki ng data. Does that bring any confort to any of you
that this is the guy who is nmaking sure that those foreign
adversaries don't have access to that information?

Dr. Kirschbaum could you describe the consequences if
this data were given or sold to an Al conpany that used
this information to train their nodel s?

M. Kirschbaum Well, as M. Sherman was tal king
about, the lessons fromthe OPM breach are pretty clear.
mean, any tine this data is out there and it is accessed by
unaut hori zed personnel, it is fuel. And a lot of tinmes we
are -- both in the Departnent of Defense, based on our
wor k, the response has been reactive rather than proactive,

and these are the kind of things that we really stress with
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t he Departnent because ny wit is |ooking at the Departnent
of Defense. W stress just leaning a little nore forward,
| ooki ng at what you ought to be doing versus just plugging
up hol es because that is never going to solve the problem

Senator Peters: Right. | amalso deeply concerned by
reports that the DOD' s recent $200 million contract with
El on Musk's artificial intelligence Al conpany, XAl -- this
Is the conpany's Al nodel that has a well-docunented record
of produci ng hate speech, including racist and antisemtic
content. | amalso concerned about the data risk for the
soci al nedi a conpany having access to DOD s npbst sensitive
data on service nenbers as well as their famli es.

M. Shernman, what woul d be your top concerns about
such a procurenent in which a social nedia conpany coul d
have access to DOD s sensitive data on service nenbers and
their famlies?

M. Sherman: Yeah, thank you, Senator. And | am not

a content noderation expert, so |l wll speak to the data

piece. | think this gets back to Senator Slotkin's
guestion earlier, right, which is howdo we think -- | wll
make two points, right -- at the strategic |evel about we

want to nmake use of artificial intelligence or OSINT or
take your pick at the sane tine as we are worried about
security issues fromit. And | would say the answer is we

can do both, right? And our adversaries would |like to push
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this illusion that we can't have privacy and protection of
data and successful conpetition, for exanple, right? So |
woul d say that is the strategic point.

The policy point is | think this gets back to
contracts, right? So any tinme any conpany is going through
a DOD contract, especially if you are getting personnel
data -- and | have worked on |l egislation before in this
area -- you need to nmake sure there are the proper audits,
security controls, other things in place, no matter what
that conpany is, to understand what kinds of risks we are
dealing with in that scenario.

Senator Peters: Madam Chairman, can | ask one nore
gquestion if | have your indul gence?

Chai rwoman Ernst: Yes, go ahead.

Senator Peters: Thank you.

M. Sherman, reports indicate that xAl is negotiating
wth foreign countries to build data centers. Such a
partnership could allow the conpany to conduct operations
I n places, as you know, w thout core data protections and
saf eguards |i ke we have here in the United States. So ny
question for you, what are the risks of xAl's work with a
foreign country and the potential risk to the data of
service nenbers and their famlies as they build out these
data centers overseas?

M. Sherman: | would say, again, a set of criteria we
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can already apply, | would say, would be supply chain,
right, and |ooking at, okay, much |ike we would | ook at who
IS putting the conponents in a connected vehicle that
drives by a base. |If we have a data center with data, we
need to | ook at where is it based, what are the |aw
enforcenent laws in that country, what are the intelligence
access capabilities in that country, which other conpanies
have controls in that supply chain to access the data?

And, again, these are franeworks we have, but as nentioned,
maybe with past breaches and so on, we haven't necessarily
| earned these | essons for the mlitary yet.

Senator Peters: And nmany of those countries don't
have any of those things.

M. Sherman: This is correct, yes. Many ot her
countries do not have the kinds of denocratic oversight we
have over intelligence and mlitary activities.

Senator Peters: And particularly potenti al
adversaries especially don't have it.

M. Sherman: China, Russia, the |like, yes.

Senator Peters: Geat. Thank you.

Thank you, Madam Chair.

Chai rwoman Ernst: Thank you

Senat or Kai ne.

Senat or Kaine: Thank you, Chair. It is a fascinating
di scussion. | want to ask a couple of questions that have
Scheduling@TP.One 800.FOR.DEPO
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wi th one about the threat kind of universe.

Wien | cane to the Senate in 2013, the discussions of
adversaries' interest in our data was a little very focused
on national security, data about intel officers, data about
mlitary, data about mlitary operations. And it seens
| i ke there has been an evolution during the tinme that |
have been here that they are just interested in data on
everything. Even if we don't know right now how we w ||
use i nformation about sonebody's heal thcare records or
their Social Security or their consunmer behavior, we just
want to get it and have as clear a profile of every person
as we can, and we will decide |later how we are going to use
it. Is that a fair, you know, kind of short form
description? W have gone fromreal focus on national
security-related data to just we want every bit of data we
can get on everybody.

M. Doyle: |If I may, Senator Kaine, | think that is a
fair observation. | think as analytic capabilities and in
particular as Al capabilities have advanced and made it
tractable to | everage greater and greater quantities of
data, then the interest in a broader set of data makes
sense. In particular, | think it is interesting to think
about if an adversary were focused on creating deepfakes

and creating fraudul ent content, the nore conposite data
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you can conpil e about the subject, the nore convincing of a
deepf ake you can nmake, right? At |east hypothetically you
can imagine if | know whi ch pharmacy you go to, that m ght
be useful if I were to try to create a deepf ake.

| think that underscores why it is so inportant to
identify the primary sources and the nost vol um nous
sources of that sort of data and take a really hard | ook at
pol i cy changes and technol ogical solutions to help to cut
of f or otherw se nmake unavail able the data. O course,

t el ecommuni cations is near and dear to ny heart, but there
are other exanples as well.

Senator Kaine: There has even been instances in
recent years of foreign connected purchases of American
busi nesses where, say, a traditional purchase price that
you m ght reach through like a capitalized earnings
cal cul ation, you see prices paid well in excess of that
because a consuner business |ike a pharmacy chain or a
grocery store chain not only has capitalized earnings that
you can capitalize to cone up wwth a purchase price, but
t hey have a whole |ot of data on their custoner base.

And so there is a premumthat is being paid over what the
actual profitability of the business is to be able to gain
access to consuner data. That is starting to happen a |ot.

M. Doyle: Absolutely. And you can see it across

I ndustries. Wen businesses figure out howto efficiently
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nonetize their subscriber data or their custoner data, it
becones an entire line of business unto itself, and it is
exceptionally valuable. That is true in a truly commercia
sense and, of course, true in a national security sense as
wel | .

Senator Kaine: Let nme ask a question about training
for our mlitary. This is an arnmed services hearing. That
question went broader than arned services. Secretary
Hegset h put out sone directives |ast week, and we are stil
trying to get the details, but one was | think conceptually
we should try to shrink the anbunt of mandatory training.
You don't want to have overtraining on all kinds of stuff.
And he said, |ook, training should be really focused on
war fi ghti ng.

But this is an area where it strikes ne sone good
training for people comng into the mlitary about how to
reduce a digital footprint that can be weaponi zed agai nst
you or weaponi zed against the Anmerican mlitary would be a
good thing. So | would like to hear about training,
al t hough, M. Doyle, you were a little bit skeptical and
you said, you know, people's propensity to use their
devices is such that training hasn't necessarily proven to
be that effective in getting themto nmake the change. But,
you know, for sonebody entering into the mlitary where

they are going to have access to a |lot of information that
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we would want to keep nore, you know, close to the vest,
what woul d your thoughts be for Arned Services Conmmittee
menbers about the kind of training we should be offering on
t hi s ubi quitous surveillance probl enf?

M. Stokes: Senator Kaine, thanks for the question.

Il wll just throw out before M. Doyle that we recomend a
conpr ehensi ve and cohesive strategy for UTS-based training.
| think if you did this early wwthin a service nenber's
time wwthin the Departnment, they would have the tools and
capabilities to grow that as needed. Secretary Hegseth is
right. You don't need to have weeks upon weeks of UTS-
based training.

Senat or Kai ne: Yeah.

M. Stokes: But | do think having a nodi cum of
training at the beginning of their career and periodic
t hroughout their career would be --

Senat or Kai ne: And maybe different |evels of
training --

M. Stokes: Hundred percent.

Senator Kaine: -- depending on what your MOS woul d
be. So everybody could get a base level right at the
begi nni ng, but then as you progress, dependi ng upon what
your position is, you mght need --

M. Stokes: Absolutely.

Senator Kaine: Yeah. Qher thoughts on the training
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| ssue?

M. Kirschbaum Yeah, we have outstandi ng
recommendati ons of the Departnent on this issue. As
Senator Slotkin alluded to, warfare has changed. The
i nformation environnent is very nuch |ike a domain anongst
everything else. So we have had recommendati ons of the
Departnment to | ook at how they train commanders and on down
on how to deal with the information environnent. It goes
down to the unit level to sone degree as well. And they
have made sone progress in seeing the value of those, but
as | said, it is kind of diffuse.

And we have exanples of Air Force and Arny units kind
of assessing where they are in their owm digital profile,
but that needs to be expanded out wit large to the
Depart nent and beyond, apropos of your first question. But
that is a lot of effort and a lot of prioritization and
noney to do that.

Senator Kaine: Can | continue a little bit, Senator
Er nst ?

Chai rwoman Ernst: Certainly.

Senator Kaine: Dr. Hi rschbaum you said sonething, |
think it was in response to a question maybe from Senat or
Sl otkin where you had this paragraph that said the GAO
really likes that they have done all these things right,

but there is sonething that they are not yet doing right.
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Can you go back and say that to nme again so | can
understand it?

M. Kirschbaum So if you read GAO reports, you wll
find a pattern. Wen we are | ooking for progress on
sonet hing, whether it is inplenentation of a strategy, we
are | ooking for several things. Wo is supposed to do it?
How do they know they are going to do it? What tinelines
are they working on? And how will they know they have
achi eved the ends they were trying to set out for? And
those are all set out -- in case you are having trouble
sl eeping at night, | can send you reports that will outline
all this for you. Those are the kind of things we woul d
like to see. Those are things that are guarantors of
progress in sone way, shape, or form

And then, obviously, |eadership. They have that
structure in the defense security enterprise. |f you | ook,
It is people fromthe entire OSD, the Joint Staff services,
they are all responsible in different ways. There are al
these security disciplines. They have got that structure
set out. It is a nmatter of applying the existing structure
to this newer problemset.

And as | said before, |ike the operations security
peopl e, they are nore onboard, sone of the other
di sci plines, not as nuch. Once they are nore acclimted to

caring about this, that existing structure will serve them
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wel | .

Senat or Kai ne: Ckay, thank you. And then one | ast
thing, if | could, just really nore of a comment.

| amon the HELP Commttee too -- Health, Education,
Labor, Pension -- and | amsort of thinking about this
di scussion in light of, you know, what do we teach young
peopl e about digital footprint? And on the HELP Conmtt ee,
we al so deal with abuses of elders on all kinds of scans
that people fall victimto. And, obviously, having nore
I nformati on about individuals makes your scanm ng nuch nore
likely to be successful because you can be really targeted
in terms of going at sonebody's known vul nerability.

So this is a hearing that has got mnmy wheels turning
not just on the Arnmed Services Conmttee but in thinking
particularly on this training issue, you know, kind of
t hi nki ng about the ways we need -- we tell children don't
accept candy from strangers or, you know, don't talk to
sonebody you don't know. | nean, we are trying to protect
children's privacy. W always have. This is a new threat
that | amnot sure we are, you know -- well, | know we are
not as thoughtful yet as we should be about trying to equip
people with an appropriate wariness about -- | nean, a | ot
of good cones fromthis, but we are not doing a good job of
necessarily teaching people to be skeptics, and | think we

need to do nore. So thank you for holding this hearing,
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Senat or Ernst.

Chai rwoman Ernst: Absolutely. And | do appreciate
t he conversation today. And Rand had done a study not al
that | ong ago of DOD personnel and found that only about 72
percent of those surveyed had actually had training about
dat a brokerages, about their digital footprint. And you
are right, Senator Kaine, that there are so many ot her
applications here not just in the DOD space but everywhere
el se across the United States.

And | amcurious. | amsure that nmany ot her countries
have this sanme discussion. Are any of you aware of what
maybe other allies or adversaries are doing in this space
as well to protect their own citizens?

M. Sherman: | wll offer two as an exanple. So one
Is | referenced the Departnent of Justice stood up a bulk
data broker national security program does not deal wth
certainly all of the issues we are tal king about here but
attenpts to take a chunk out of it. The United Kingdomis
now m m cki ng that program essentially saying, okay, also
we have lots of things going on in this area. This is one
way we want to kind of take a swng at the problem

The second is -- and | preface this, we of course
-- this does not nean we should be replicating everything
China is doing, but the Chinese Governnment in the |ast

several years, for exanple, has greatly restricted the
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out bound transfer of genetic data on Chinese citizens,
greatly restricted all kinds of ad tech and ot her things
going on there. So if we think about it at the macro

| evel, there are steps that sone adversaries are taking.
Russi a has nmade dramatically | ess open-source information
available to the West since the war. So there are ways our
adversaries are trying to, you know, successfully or not at
| east knock this down a little bit. And I think, again,
that stands in contrast to really inportant work at the
operational level but |less at the strategic level in the

U. S.

Chai rwoman Ernst: Yes, M. Doyl e.

M. Doyle: Thank you, Senator Ernst. | would build
on that maybe in the nore operational context and nore in
the national security context to say that in ny
observation, our allies take their cues heavily fromthe
United States' |eadership on this front, and so what |
think that neans for this commttee is that investnents or
progress we can nake on the technology front or on the
policy front have, you know, obviously inpact right here
but al so i npact anong our close allies.

Chai rwoman Ernst: Wonderful. Thank you.

Yes. Yes, go ahead, Senator Kai ne.

Senator Kaine: | amgiving a talk with Senator

Sheehy, and | need to wal k out, but I amgoing to ask a
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question for the record and just to alert you to it. Is
there anything in the regulation of data centers in the
United States that could be done that could be sort of an
upstream way of hel ping us deal with that challenge? There
are all kinds of data center issues about, you know, the
power demand and ot her things that are going on, and we
woul dn't want to do regulation that woul d nake data centers
-- you know, people would -- we wouldn't want fol ks to say,
well, we are not going to build in the United States, we
are going to build el sewhere because we don't want to have
a regulatory regine that is too constricting.

| wll ask that question for the record, but just to
alert you that it is comng. | would be curious to your
t houghts on that.

Chai rwoman Ernst: Yeah, absolutely. Thank you.

And we w Il go ahead and concl ude today's hearing on
the Energing Threats and Capabilities Subcommttee and
really appreciate the tinme and attention you have given to
this.

And many of us are heavily invested. Senator Peters
mentioned a bill that we are working on together, and it
focuses a lot on the Al space and nmaki ng sure that any
digital images or products are authenticated. And so we
wi |l continue working on that, but you have given us a | ot

of food for thought in nmany ot her areas.
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So, agai n,

t hanks to our witnesses for taking the tine

today. W appreciate it.

And with that, we will go ahead and cl ose the hearing.

[ Wher eupon,

at 3:27 p.m, the hearing was adjourned. ]
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