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TO RECEI VE TESTI MONY ON THE PCSTURE OF UNI TED STATES SPECI AL

OPERATI ONS COMVAND AND UNI TED STATES CYBER COVVAND | N REVI EW

OF THE DEFENSE AUTHORI ZATI ON REQUEST FOR FI SCAL YEAR 2027

AND THE FUTURE YEARS DEFENSE PROGRAM

Tuesday, April 28, 2026

U S. Senate

Comm ttee on Arned Services

Washi ngton, D.C.

The commttee net, pursuant to notice, at 11:27 a.m in

Room SD- G50, Dirksen Senate O fice Building, Hon. Roger

W cker,

Comm ttee Menbers Present:

[ presiding],

Scot t,

Hi r ono,

chai rman of the comm ttee, presiding.

Fi scher, Rounds, Ernst, Sullivan,

Senators W cker

Cr aner,

Budd, Schmtt, Banks, Reed, G| 1librand, Bl unenthal,

Kai ne,

VWarren, Rosen, and Sl ot ki n.
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OPENI NG STATEMENT OF HON. ROGER W CKER, U.S. SENATOR
FROM M SSI SSI PPI

Chai rman Wcker: This norning, we held a hearing on

When we recessed until 11:15, | didn't know that a vote
was goi ng on, on the Senate floor, so. W appreciate our
W tnesses, visiting with us down in the classified SCIF, and
now we neet today to receive testinony, in open session on
the posture of United States Special Operations Conmand,
United States Cyber Conmand.

W're joined by Admral Mtch Bradl ey, comrander of the
United States Special Operations Command, Ceneral Joshua
Rudd, conmmander of the United States Cyber Command and
director of the National Security Agency, M. Derrick
Ander son, assistant secretary of defense for special
operations and lowintensity conflict, and Ms. Katie Sutton,
assistant secretary of defense for cyber policy. And all
menbers are rem nded to silence their devices, including the
chair.

Recent operations, including Absolute Resolve, M dnight
Hammer and Epic Fury, represent a w der shed nonent for
American mlitary power. Each operation wove cyber effects
into the fabric of Joint Force operations at the beginning
of planning. Consequently, our cyber operators were able to
illustrate the potential of these capabilities as a force

mul tiplier unlike any other. W nust ensure that the

www. L exitasL egal.com 800.FOR.DEPO
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| essons | earned fromrecent operations are fully digested
and integrated into our doctrine and pl anni ng.

However, we cannot all ow these successes to lull us
I nto conpl acency. Cyber threats are i medi ate, persistent,
and they are escalating. Every day, our adversaries target
Anerica's critical infrastructure and governnent networks.
They' re advancing their capabilities to outpace and
out conpete our forces in cyberspace, and we nust not all ow
t hat .

To keep up with these threats, we nust redoubl e our
efforts to noderni ze and strengthen Anerican cyber forces.
Doing so requires us to nmake fundanental updates to the way
mlitary services generate, organize, and sustain cyber
forces. This effort is as anbitious as it is necessary.
The Pentagon has | aunched a departnment-wide initiative,
Cybercom 2.0, to increase skill and readi ness of our cyber
f orces.

This initiative is sinple. Just |ike any other
mlitary service, we will need a well-trai ned pipeline of
cyber operators, supported by a whole range of acquisition
prof essi onal s, and we do not have that today, and perhaps
have testinony about how far along we are. Qur cyber
operators are working overtine, and we're not ready to
generate new forces to replace them |'mtroubled that this

effort is not noving fast enough. Current operations wl|
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DC.Scheduling@L exitaslL egal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

V] /

al ways be priority nunber one, but we nust ensure this pace
I S sustai nabl e.

Qur cyber operators are not the only highly specialized
forces in demand. Anerica's Special Operations Forces are
nore inportant now than ever before. No |onger confined to
their traditional role as a force of last resort, Special
Operations Forces often serve as a first choice across the
full spectrumof mlitary action. Special Operations Forces
conduct direct action against high value targets, as we
W tnessed during the raid to apprehend N colas Maduro from
his heavily fortified conpound outside Caracas.

They train and advi se partner forces, building capacity
and strengthening alliances across Latin Anerica, Europe and
the first island chains. They gather intelligence against
our adversaries and hostile environnents. They respond to
crises worldwi de at a nonent's notice, and they operate in
the gray zone between peace and war, the context in which
much of today's strategic conpetition unfolds.

However, the funding provided to Special Operations
Command has not kept pace with the seem ngly insatiable
demand for its capabilities. The Command faces a troubling
gap between its m ssion requirenents and avail abl e
resources, and | do think there's consensus on both sides of
the dais and both sides of the aisle to correct that as soon

as we can.
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Last year, Ceneral Bryan Fenton, then-commander of
Speci al Operations Conmand, stated before this commttee,
"We continue to grapple with years of flat budgets, a 14
percent decrease in buying power, significant personnel
reductions, and the requirenent to evolve our technol ogy and
authorities. Al this forces tradeoffs, tough choices that
chal l enge current m ssions and put nodernization at risk."

Ladi es and gentl enen, unfortunately, the $1.6 billion
increase in last year's reconciliation funding was not fully
applied to the purpose for which Congress intended it.

Per haps we coul d discuss that today. This norning, | |ook
to Admral Bradley and Secretary Anderson to tell us, to
tell this commttee, what they need. | hope they wll tel
us howto equip their force to conbat the advanced
mlitaries of China and Russia, to remain fully engaged in
the fight against violent Islamc terrorism and to respond
at a nonent's notice as our Nation's premer crisis response
force.

And with that, | recognize nmy friend and col | eague,

Ranki ng Menber Reed, for his opening remarks.

www. L exitasL egal.com 800.FOR.DEPO
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STATEMENT OF HON. JACK REED, U.S. SENATOR FROM RHODE
| SLAND

Senat or Reed: Thank you very nmuch, M. Chairnman, and
wel cone Admiral Bradl ey, and General Rudd, M. Anderson, and
Ms. Sutton. Thank you very much, and pl ease convey our
t hanks, our deep thanks, to the nmen and wonen under your
conmmand.

Tonmorrow marks 2 nonths since President Trunp | aunched
the war with Iran. Both Special Operations Conmand and
Cyber Conmand are deeply engaged in this conflict. CQur
speci al operators and cyber forces have played a nmajor role
I n enabling conbat operations, conducting information
warfare, and providing intelligence support, including the
remar kabl e m ssion to rescue the crew of the F-15 aircraft
shot down in Iran earlier this nonth.

This hearing is a rem nder that nodern warfare requires
the full integration of every elenent of Arerican mlitary
power. Today, | would like our witnesses to provide updates
on how their personnel are engaged in the war with Iran, and
what | essons should be drawn for future conflicts. Admra
Bradl ey, our Special Operations Forces are unparalleled, but
they are not without limts. | amconcerned the
adm ni stration has been depl oyi ng your forces at an
unsust ai nabl e pace and for m ssions that could be

quest i oned.
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Over the past year, SOCOM has |ed and executed the
attack on Venezuela to capture N col as Maduro, the boat
strike canpaign in the Caribbean, and Pacific, and various
operations throughout the Mddle East and Africa. | have
serious concerns about COperation Southern Spear in
particular. Qur service nenbers have been ordered to strike
and kill hundreds of suspected crimnals in the open ocean
over the past 8 nonths, placing themin legally and
ethically powerless circunstances. | would ask for an
update on SOCOM s role in Southern Spear and its missions in
t he regi on noving forward.

Additionally, Admral Bradley, in your prepared
statenent, you rightly discuss how warfare is increasingly
defined by, in your words, "conpetition below the threshold
of armed conflict.” 1In essence, a gray zone environnent.
That is precisely where our Special Operations Forces should
be nost effective. And | would ask for your plans to
prepare our Special forces for such environnents, and what
| npact today's high operations tenpo could have on future
readi ness.

Simlarly, M. Anderson, | would appreciate an update
on the role of our special operations in advising US.
partners in Europe and the |Indo-Pacific, and what steps you
are taking to help equip and nodernize our forces. | would

al so ask for an update on your efforts to strengthen the
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abilities of your office to fulfill its service secretary-
| i ke responsibilities for the oversight of the organization
and readi ness of our Special Operations Forces.

CGeneral Rudd, Ms. Sutton, | understand you are
conducting a Cyber 2.0 force structure review. | welcone
such a review. The current cyber m ssion force design is
nore than a decade old, and chronic readi ness probl ens
persist. Qur nost skilled cyber operators are highly sought
after in the private sector, and the mlitary cannot easily
mat ch the financial incentives that they're presented with
As such, a professional attrition in CYBERCOM remai ns hi gh.
| woul d appreciate an update on the force design changes you
are considering, and how such changes could affect the joint
cyber warfare fighting architecture.

Additionally, this commttee has been briefed in cl osed
sessi on about the cyber activities used during recent
operations |ike Mdnight Hanmrer and Absol ute Resolve. |
woul d i ke to understand i n open session how you are
i ntegrating cyber effects into conbat m ssions and
oper ational planning, and where shortfalls remain that can
be addressed through | egislation.

Finally, Ms. Sutton, your office is new, and its
mandate i s very consequential: providing civilian oversight
and advocacy for CYBERCOM | would like to hear how you are

structuring your office, whether you are adequately

www. L exitasL egal.com 800.FOR.DEPO
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resourced, and how you are working across the Departnent to

| mprove acquisition functions in civilian hiring authorities

for the command. Thank you again, all of you. The
m ssi ons of SOCOM and CYBERCOM are indi spensable to our
national security, and | ook forward to your testinony.

Thank you, M. Chairman.

Chairman Wcker: Al right. Secretary Anderson, |
think we'll start with you on opening statenents, if you
don't mnd. And | know you gave a full statenent in the
classified section, but feel free to go ahead and tell us

what you have in m nd.

M. Anderson: Thank you, Senator. | appreciate that.
www. L exitasL egal.com 800.FOR.DEPO
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STATEMENT OF HONORABLE DERRI CK M ANDERSON, ASSI| STANT

SECRETARY OF DEFENSE FOR SPECI AL OPERATI ONS AND LOW
| NTENSI TY CONFLI CT

M. Anderson: Chairman W cker, Ranking Menber Reed,
and ot her distingui shed nenbers of the committee, thank you
for the opportunity to testify on the gl obal posture of our
Nation's Special Operations Forces. |'mhonored to testify
al ongsi de Assistant Secretary Kathryn Sutton, Admiral Mtch
Bradl ey, and General Joshua Rudd.

The SO LIC team together with their USSOCOM
counterparts, bring invaluable expertise, |eadership, and
I nsi ght as we advocate on behalf of the SOF enterprise, our
service nmenbers, and their famlies. People are the
foundation of SOF and of the Joint Force. They are our
conpetitive advantage agai nst our adversaries. W are
t hankful for those who have volunteered to serve, those
currently in harms way, and those who have nmade the
ultimate sacrifice, including the 13 U S. service nenbers
we' ve | ost during ongoing operations. W honor their lives
and | egacy, and will never forget the sacrifices in defense
of our country.

Today's security environnent is defined by
sinmul taneity, convergence, and speed. State adversaries,
terrorist organi zations, and transnational crimnal networks

are increasingly aligned, technol ogi cally-enabl ed, and

www. L exitasL egal.com 800.FOR.DEPO
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active across donmins and regions. To answer these
chal | enges, the National Defense Strategy marks a
fundanental shift directing the Departnent of War to
i npl enent a flexible, realistic approach to protect
Anerica's interests.

Pur pose-built for this era, SOF provides capability and
optionality, conprising only 3 percent of the Joint Force,
and | ess than 2 percent of the Departnent's budget, roughly
equi valent to the procurenent cost of a single aircraft
carrier, SCOF delivers outsize strategic value. SOF provides
senior |leaders with scalable, tailorable, and asymetric
options across the full spectrumof conpetition in conflict,
| ever agi ng persistent gl obal presence, generationa
rel ati onshi ps, and unique authorities.

The quiet professionals within SOF shape the operating
envi ronnent, strengthen partners, and inpose costs on our
adversaries. Wile you nmay not read about it in the
headl i nes, every major operation has a soft conponent to IT.
Qperations |i ke Southern Spear, Rough Ri der, M dni ght
Hammer, Absol ute Resol ve, and Epic Fury, have denonstrated
our Nation's prowess and conmtnent to confront our
adversaries wherever they may be. Fromthe Western
Hem sphere, across the Indo-Pacific, to the Mddle East,
Africa, Europe, and beyond, SOF has been decisive in

def endi ng the honel and, deterring China, and enabling our

www. L exitasL egal.com 800.FOR.DEPO
DC.Scheduling@L exitaslL egal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

V] /

partners and allies. Should deterrence fail, SOF s postured
with the Joint Force to prevail in high-end conflict.

I n accordance with the | aw and congressi onal gui dance,
of which we are imensely grateful, the Departnent has taken
deci sive and concrete steps to institutionalize sole
oversi ght and advocacy role and strengthen the governnents
of the SOF enterprise. Over the last year and a half, we
have transforned the Secretariat for Special Operations to
provide direct civilian oversight across, organize, train,
and equip responsibilities. Not to duplicate or disrupt the
operational execution role of USSOCOM but to support,
sustain and strengthen it. This transfornmati on noves us
beyond the ol d advisory construct to a true exercise of
authority, direction, and control through an anal ytical,

di sci plined, data-driven, and strategically sound approach.

While the nmaturation of these initiatives i s ongoing,
t hese foundati onal changes fulfill congressional intent, and
provi de the oversi ght nechani sns needed to shape force
structure, guide budgetary and pl anni ng processes, and forge
the future of SOF. The optionality that SCF delivers
requires resourcing and investnments to maintain our
conpetitive edge. SOF needs sustained partnership,
predi ctabl e resourcing, and continued noderni zati on.

We greatly appreciate the support fromthis conmttee,

and | commt to continued collaboration wth Congress, and

12
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to make full use of ny position in the Departnent and

al ongsi de the services to ensure SOF renmai ns resourced,
ready, relevant, and accountable, and to ensure that they
can neet today's mssions while transformng for tonorrow s
chal | enges.

I'"'m honored to lead this lead this off enterprise. |
invite you to visit our special operators and their famlies
across the globe to see firsthand the great work they do and
the chall enges they face. Qur service nenbers and their
famlies represent the finest that America has to offer, and
are sonmething we as a Nation should be proud of.

Thank you for the opportunity to testify, and | | ook
forward to your questions.

[ The prepared statenent of M. Anderson follows:]

13
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Chai rman Wcker: Okay. Let's go to Admral

and then we'll do Secretary Sutton, and General

Admral, you're recogni zed.

Adm r al

Bradl ey: Chairman, thank you.

www. L exitasL egal.com
DC.Scheduling@L exitasL egal.com
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STATEMENT OF ADM RAL FRANK M BRADLEY, USN, COMVANDER,
UNI TED STATES SPECI AL OPERATI ON COVIVAND

Adm ral Bradley: Chairman Wcker, Ranking Menber Reed,
and di stingui shed nmenbers of this of this commttee, thank
you for the opportunity to represent the nen and wonen of
the United States Special Operations Command.

I am honored to testify al ongsi de Honorabl e Derrick
Ander son, our ASW SO LIC). In SOCCOM we rely upon the
enpower ed SOCOM and SO LI C team for oversight, support, and
advocacy to succeed in all of our global mssions.
Furthernore, privileged to testify al ongsi de our partners
from CYBERCOM Ceneral Josh Rudd and Honorable Katie Sutton.
The deep integration between our conmands ensures, as you
have said, Chairman, that we can project power and protect
t he honel and across all domains.

Di stingui shed nenbers of this coommttee, the Honorable
Anderson has laid out the strategic challenge, and I'd I|ike
to enphasi ze what this neans for your warfighters inside
SOCOM The bottomline is, we do not have the |uxury of
focusing on only a single goal or mssion. Wile we defend
t he honel and as our top priority, we nust also orient our
force on the long-term pacing challenge of China. W
si mul taneously deter the acute threat of conventiona
aggression fromRussia and Iran, and renmain postured to

dismantl e the networks of their proxies, while we guard

15
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agai nst the reckl ess provocations of isolated rogue states.
And through it all, the persistent threat of ideologically-
driven and narco terrorismcontinues to demand our and our
I ntegrated interagency constant vigilance. This is the
reality of sinultaneity.

To neet this reality, we carry on the |egacy of the
Chindits, the marine Raiders, the underwater denolition
teans, and the Jedburghs of World War I1: small teans who
fl ew and parachut ed behind eneny |lines, or swamthrough
murky waters, not to win the war by thenselves, but to
enpower our partners to wn it as part of a greater
alliance. That is the essence of how we, as just 3 percent
of the Joint Force, and |less than 2 percent of the
Departnent's budget, provide an indi spensable asymetric
advant age.

W are a force ready to nmultiply the effects of our

allies, partners, and our Joint Force teammates. Qur Joint

Force teammates recogni ze this. They recogni ze that our SOF

are nore in denmand today than we ever have been. Your $2
billion, near $2 billion uplift to our budget |ast year in

2026 was an i nportant down paynent. But after 5 years of

flat budgets, only with increased i nvestnent can we continue

to neet the demands of the conpetition, crisis, and
noder ni zation for future conflict.

You see, our purpose is our mssion. This neans that

16
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we are | aser-focused on nmaintaining the readi ness required
to defend the honeland, to deter aggression from our pacing
chall enge, and to enable true burden sharing by enpowering
the growi ng capacity of our allies and partners. But that
m ssion is not acconplished by technology alone. It is
executed by the nost decisive advantage we have: our people.

Enmpowered by a culture of neritocracy and supported by
critical prograns that you have hel ped to manifest, |ike the
preservation of the force and famly, the health of your SOF
formation is not just, strong, it's getting stronger every
day. And to ensure these exceptional nen and wonen can
succeed in the conplex environnents of tonorrow,

I ncreasi ngly encroachi ng upon today, we are making
transformati on our inperative. W nust adapt faster than
our adversari es.

We nust sustain and inprove our ability to project
force through the nost contested environnents. W nust
evolve to | everage the ubiquitous information environnent,
and we nust make advant ageous use of abundant charitable
aut onony as we support the Joint Force. W are evolving our
force design, accelerating capability devel opnent, and
strengt heni ng our partnerships with the services and allies
to stay ahead of energing threats.

Qur partnership with so with CYBERCOMis a hal | mark of

this evol ution, synchronizing virtual and physical domain
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18

maneuver across the spectrumfor m ssion success. As the
Departnent's | ead for experinentation in autonony, we are
not just adapting, we are driving change. W are working
Wi th the services to incorporate next-generation
capabilities, systens that are precise, autononous,

af fordabl e, and al ways consistent with the law of war. CQur
goal: to deliver these tools with the el enent of surprise
from unwar ned access and pl acenent at scal e, ensuring our
forces maintain the decisive advantage agai nst any
adversary.

However, our ability to acconplish this is not
guaranteed. It requires accel erated nodernization in your
continued partnership. Predictable resourcing for our
prograns. Modernization is a strategic necessity. SOF was
purpose-built for this era of conpetition, and with your
conti nued support, we wll neet today's m ssions while
transformng to ensure we are ready for the chall enges of
t onor r ow.

Thank you, and | | ook forward to your questions.

[ The prepared statenent of Admral Bradley follows:]
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Chai rman Wcker: Thank you, Admral.

Sut t on,

you are recogni zed.
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STATEMENT OF HONORABLE KATHERI NE E. SUTTON, ASSI STANT
SECRETARY OF DEFENSE FOR CYBER PCLI CY

Ms. Sutton: Chairman Wcker, Ranking Menber Reed, and
di sti ngui shed nmenbers of the commttee, thank you for the
opportunity to testify here today.

"' m honored to be here with General Rudd, whose i mense
experience, especially in the Indo-Pacific region, wll
prove inval uable as we posture to inplenent the priorities
of the National Defense Strategy. | congratul ate Lieutenant
General Hartman and his wife, Kathryn, on his retirenent,
and thank himfor his service and visionary | eadership that
has built the cyber enterprise over the years, setting the
stage for our future success.

It is aprivilege to also testify al ongsi de our Speci al
Qperations partners, Assistant Secretary of War Derrick
Anderson, and Admral Mtch Bradley. This joint appearance
underscores a critical reality the synergy between our
communities creates an asymmetric advantage, presenting our
adversaries with conpounding dilemas in both physical and
virtual worlds.

In ny role, I'mresponsible for overseeing the
Departnent's cyber operations policies, integrating cyber
activities, and exercising authority, direction, and control
over U S. Cyber Command. 1'd like to start by descri bing

two key dynami cs of the strategic cyber environnment. The
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character of cyber warfare is changing rapidly, shaped by
the growi ng threat posed by our adversaries and accel erated
by the ever-grow ng power of technol ogy.

The first major change we are seeing is that our
adversaries have noved beyond conducti ng espi onage and
theft, and are preparing for conflict by pre-positioning
di sruptive capabilities inside our Nation's critical
infrastructure. This strategic shift fromexploitation to
effects ains to disrupt mlitary depl oynents and sow chaos
in crisis or conflict. Cyber threats |ike Vault Typhoon are
not just a nuisance. They represent a significant and
persistent threat to our national security.

Second, artificial intelligence is a powerful force
multiplier, increasing the speed, scale, and sophistication
of these threats. Al accelerates the entire attack
|ifecycle, creating a new dynam c where the pace of attacks
chal |l enges our ability to react and the scal e overwhel ns our
ability to defend. Rapid innovation has |owered the barrier
for entry for advanced cyber actors, blurring the |ine
bet ween nation states and other nmalicious actors. Qur
adversaries are operationalizing Al to outconpete us, and we
must nove urgently to put these sane tools in the hands of
our warfighters.

G ven these realities, a purely defensive posture is no

| onger sufficient. To inplenent the 2026 Nati onal Defense
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Strategi es vision of achieving peace through strength, we
must act decisively to transformthe cyber enterprise,
guided by three core priorities. First, we nust integrate
cyber across all domains. Cyber is the connective tissue of
nodern warfare, playing a critical role in joint operations
al ongsi de our special operations partners. W wll continue
to integrate cyber capabilities across every warfighting
domain to develop a full range of options to deter conflict
and ensure the Joint Force has every advant age.

Second, we nust gain strategi c advantage bel ow t he
| evel of arnmed conflict. A resilient defense nust be paired
wth proactive, relentless disruption. By enpowering our
wor | d-cl ass cyber operators to execute full spectrum cyber
operations, we wll systematically erode our adversaries'
cyber capabilities, dismantle their infrastructure, and
| Mpose consequences.

Third, our force nust organize to dom nate. CQur
strategies are only as effective as the force that executes
them Through the Cyber Conmand 2.0 initiative, we are
undert aki ng the nost conprehensive transformation of our
cyber force since its inception to el evate our operational
readi ness, scal e technol ogi cal advantage, and propel our
force to neet the nodern demands of conflict. To achieve
these priorities, we are |everaging the engine of Anerican

I ndustry, harnessing the speed and i nnovation of the private
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sector to protect the cyber domain that powers our nationa
security, our econom c prosperity, and the Anmerican way of
life. M office is |leading the devel opnent of a Departnent
of Cyber Strategy to inplenment this pivot, which I |ook
forward to sharing with the conmttee when conpl ete.

Let there be no doubt, the Departnent of War's
commtment to the defense of this Nation is absolute. W
have a solem duty to ensure our Joint Force is equipped to
dom nate within the highly contested cyber donmain. The
support of this commttee is fundanmental to this m ssion
success. Thank you for your support, and I look forward to
your questions.

[ The prepared statenment of Ms. Sutton foll ows:]
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Thank you very nuch.
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STATEMENT OF GENERAL JOSHUA M RUDD, USA COMVANDER,
UNI TED STATES CYBER COMVAND/ DI RECTOR, NATI ONAL SECURI TY
AGENCY/ CHI EF, CENTRAL SECURI TY SERVI CE

CGeneral Rudd: Chairman Wcker, Ranki ng Menber Reed,
and di stingui shed nenbers of the commttee, thank you for
the opportunity to testify before you today, alongside ny
di sti ngui shed col | eagues fromthe Departnent and U. S.
Speci al Operations Conmand. Wth ne today is Command Chi ef
Mast er Sergeant Kenneth Bruce, U S. Cyber Command and
National Security Agency senior enlisted | eader. W are
honored to represent the Soldiers, Sailors, Airnmen, Murines,
@Quar di ans and Coast Guardsnmen, as well as the civilians who
defend our networks and deliver effects that matter every
day.

I want to thank this conmttee for your continued
support for our critical mssion at U S. Cyber Conmand. |
al so want to recogni ze and thank Lieutenant General Joe
Hartman and his wfe, Kathryn, for their many years of
service to this nation and their incredible contribution to
Cyber Conmmand and the National Security Agency.

The people of U S. Cyber Conmand are paranount to our
success. Their professionalismand dedication enable
everything we acconplish. Qur workforce represents the
finest talent in cyber operations. A broad teamof mlitary

service nmenbers and civilian professionals delivering
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unparal |l el ed expertise to one of the Nation's nost critical
m ssions. CYBERCOM s mission is threefold: defend the
honel and, defend the Departnent of War's information

net wor ks, and support the Joint Force.

In executing these mssions. W maintain a form dable
partnership with the National Security Agency. NSA' s roles,
responsibilities, and capabilities conpl enent CYBERCOM
creating a unity of effort that strengthens our conmon
defense. Since taking command, | have enphasi zed four
operating principles; speed, scale, innovation, and
i ntegration.

|"mproud to report that CYBERCOM has been executing
under these principles since before ny arrival, which has
made for a snooth transition and allowed ne to hit the
ground running. Throughout 2025 and into 2026, we've
qui ckly adapted to the dynam c and conpl ex cyber domai n,
denmonstrating our value at scale. In 2025, we executed nore
than 8,000 cyber m ssions, an increase of 25 percent
conpared to 2024. This year, we expect even nore activity,
and with your support, I'"mcertain our talented force is up
to the task.

CYBERCOM gai ns experience and insights fromreal -world
operations every day, and that experience guides our
operational support to the warfighter. Qur innovative

activity contributes to m ssion outcones to force building
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initiatives like Cybercom 2.0, and to the enpl oynent of
ener gi ng technol ogi es. Cyber domain cuts across all

war fighting domains, and integrating cyber into the Joint
Force operati ons enhances conbatant command effectiveness
across the board.

When cal | ed upon, CYBERCOM enpl oys full spectrum cyber
operations with and on behalf of the other conbatant
commands to deter and, if necessary, defeat our adversaries.
Qur participation in Operation Absol ute Resol ve and
Qperation Epic Fury are prinme exanples of this integration
in action, cyber and kinetic operations working seanl essly
to achieve joint objectives. W're also executing the
service-like authorities granted to us by Congress.

Cybercom 2.0 is noving at pace and achi evi ng new
m | est ones each nonth through Cybercom 2.0. W wll deliver
the capability and capacity to identify and hire a tal ented
wor kf orce, provide themw th optinmal training, and
I ncentivize themto stay in the cyber force. Additionally,
it will enhance our ability to work nore closely with
I ndustry and acadenmi a to devel op, acquire, and
operationalize cutting edge capabilities. Cyber comrand
will continue to work with the cyber policy team and the
services to ensure Cybercom 2.0 is inplenented effectively.

Thank you for the privilege of appearing before you

today. | look forward to working with you, and | | ook
www. L exitasL egal.com 800.FOR.DEPO
DC.Scheduling@L exitaslegal .com (800.367.3376)



[

10

11

12

13

14

15

16

17

18

19

20

21

22

23

forward to your questions.

[ The prepared statenent of Ceneral
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The Chairman: Thank you very nuch, Secretary Sutton
and General Rudd. Let ne begin with the two of you. | read
a pretty disturbing quote from General Bryan Fenton | ast
year about years of flat budgets, 14 percent decrease in
buyi ng power, and significant personnel reductions. Howis
Cybercom 2.0 going to address these? And is the work -- is
our pace at this point happening fast enough? Secretary
Sutton?

Ms. Sutton: Senator, thanks for the opportunity to
talk about this really critical initiative. One O the
concepts of Cyber Command 2.0 is really | ooking at how we
build mastery into our force before we continue to just grow
the force. W have built out our cyber m ssion force, and
have | argely been able to get themto a basic trained and
gualified |evel.

What we really need to | ook at, and what the ai m of
Cyber Conmmand 2.0 is how do we take that basic and trained
force, and build in domain nmastery and specialized skills to
be able to get after sone of these problens that we face,
and have them be a nore effective and nore |ethal force? To
do that, the Cyber Command 2.0 inplenentation plan | ooks
across the entire tal ent managenent pipeline to really
address this not as an increnental one-by-one step, but to

rel ook at the entire way that we tal ent-nmanage this force to
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we' ve done other nodels in the Departnent, |ike the nedica
community, the SOF community, the nuclear conmunity.

And so, we are undertaking that inplenentation plan
very rapidly, |ooking at how we can do quick wins and pilots
off the bat, and then take | essons |earned fromthose and
i npl enent nore of the long-termpolicies. W can al ways
nove faster, and we continue to nove faster and | ook forward
to continuing to brief you on our progress as we nove
f orwar d.

The Chairman: Well, General, I'll let you follow up
there, but could you identify your nobst -- in connection
with Cybercom 2.0, your nost inportant mlestone to achi eve
at the earliest possible nonent?

Ceneral Rudd: Yeah. Thanks, Chairman. Appreciate the
opportunity to followup on this. The Cybercom 2.0 approach
Is built on seven attributes. First and forenost, it's the
people. W've got to identify, recruit, and assess and
bring in the right people, and get them at that baseline
| evel of certification that enables themto do the m ssion
as soon as they get to the force.

The next attribute that's really guiding and driving us
I's incentivization. So, both nonetarily for the skill set,
great conpetition with the private sector, as you woul d
I magine for this type of skill set, and naking sure that we

har ness every authority and every cent that we have to
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i ncentivize the workforce.

Next critical piece of this is training. W've got to
have the right training pipeline and the right resources
centered around training to go again fromwhat the services
provi de, which is that baseline operational capability, and
then bringing it to what we desire for every nenber is the
mastery. We've then got to nmake sure that we can retain
this force. This is where we | ook at nodels |ike Speci al
Oper ati ons Conmand, where across the service conponents,
there's a career path where we can retain the best and the
hi ghly trai ned ones that have, again, ideally gained nmastery
or working towards nastery. W can repeatedly keep themin
a rotation and an assi gnment here at Cyber Command. And
al so, nmuch |ike Special Operations, we're devel opi ng and
executing specialized mssion sets that require specialized
training, and again, the ability to incentivize and retain
that talent.

And then, finally, we're looking at it's not just the
cyber operator, but it's also the enablers. [It's the
headquarters el enent and the support pieces that cone with
that. That's part of the force presentation nodel fromthe
services, and that's what we're getting after. Chairnman,
the nost -- | think one of the biggest challenges is really
just figuring out how do we attract the right people and

I ncentivize themto want to have a career in cyber force.
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The Chairman: And just, you can't do this on the
cheap, can you, General ?

Ceneral Rudd: Chairman, we certainly can't.

The Chairman: Thank you very much. Senator Reed.

Senator Reed: Thank you very nmuch, M. Chairman.

Adm ral Bradley and M. Anderson, you have sone of the
sane issues, and you' ve been working at it before, as
Secretary Sutton and General Ward, of creating a service
secretary-li ke position. And since you' ve been both
confirmed, what have you done to sort of acconplish that
m ssion of getting you into the service secretary-1ike node,
and maybe what advice you have for us, our CYBERCOM friends?

M. Anderson: Senator, first and forenost, you know,
Honorabl e Sutton and | speak regularly about this topic. |
can assure you of that. But | want to thank the commttee
specifically on the 907 authorities that you gave us in the
NDAA that allowed us to be a service-like entity. Since
taking the seat, we've had a fewinitiatives. But just to
hi ghlight a few, Senator, you know, we've been investing
nore in our personnel. Having that advocacy for the budget,
specifically, being in the roomw th our service secretaries
to make sure we're doing things in an efficient manner and
It's the best dollar going for the taxpayer.

Adm nistratively, Admral Bradley and | have done a

sprint, as you mght call it, where we have taken our staffs
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to |l ook at where there mght be efficiencies nade so we
don't have duplicate efforts, both fromthe SOLIC
enterprise as well as fromthe SOCOM enterprise. |deally,
we cone out with a general order, one simlar to what the
Arny and ot her services do, where it lays out the roles and
responsibilities for us as a service like SO LIC, and then
obvi ously, SOCOM and Commandant Bradl ey.

So, it's been a great, great initiative that we' ve been
pushing forward, and it's quite honestly nade our staffs
tal k and be nore open and di al ogue on how we do things, so.
|'"d be remss not to nention | have, | think, how we've
organi zed ourselves specifically in SOLICto mrror
sonmet hing |i ke what the services have, where we have a
capabilities and devel opnent. W have an NVMRA, and we have
a speci al operations analytical armas well. So, it's a lot
of work, but we're noving headstrong forward with it.

Senat or Reed: Admral.

Adm ral Bradley: Yes, Ranking Menber. At first, 1'd
start, foundationally, we inside the uniform aspects of
SOCOM recogni ze the constitutional foundation of civilian
control of the uniforned service. |It's a critical facet of

our constitutional denocracy, and we are fully supportive of

mani festing it inside our fornmations as well. Very
pragmatically as well, as SOCOM recogni zes that the next
chal |l enges we face will be solved through a tighter
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integration with our service teammates. W have to al so
have that service connection at the secretariat |evel.

And so, inside the Pentagon, it's very inportant for a
robust, enpowered SO LICto be able to be in the sane
meetings and to have the sane interactions to conpl enent
what we are doing on the uniformside and the sprint and the
I nteractions that our staff are having to both find pl aces
where horizontal integration is appropriate, that is tean ng
to divide | abor and be better, but also appropriately where
vertically oversight functions need to exist. Both of those
are critical aspects that are coming out of this sprint.

Senat or Reed: Thank you very nuch.

General Vard, we've talked a | ot about CYBERCOM Can
you, tell us what you believe your three top chall enges are
at NSA?

General Rudd: And sorry, Ranking Menber, at NSA?

Senator Reed: Yes, I'msorry. That's ny Rhode Island
accent. Forgive ne.

General Rudd: Al right. Thanks, Ranking Menber. The
-- you know, it kind of goes back to the operating
princi pl es agai nst which |I conveyed both to the comrittee in
ny opening statenent, but also to the forces. W have to
nove at the pace of the strategic environnment in which
driven really in large part by the pace of technol ogy. So,

the ability to be able to harness technol ogy ahead of an

www. L exitasL egal.com 800.FOR.DEPO
DC.Scheduling@L exitaslL egal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

V] /

adversary, to be at the forenost front, and retain and
mai ntain that advantage is really what's critical.

The next piece is the ability to scale. W've got to
take our efforts again to nove fast, figure out where does
It apply not only across other parts of NAS, but across
CYBERCOM but and then, of course, across the entirety of
the Joint Force, and then driven by innovation, noving
creatively to solve the hardest problens. W may not al ways
have the scale and nmass that we would desire, but we know
that we can creatively outthink anybody.

And then finally, it's integration. W want to nake
sure that we are nested with, again, not only across the two
commands to be conpl enentary, that delivers that speed, but
then in support of the Joint Force, but also in support of
I nt eragency, where required.

Senator Reed: Well, |'ve 14 seconds left, so | can
just salute, Secretary Sutton, | think you' re going to do an
excellent job. And one of the issues, the question I was
going to ask, I will send you a witten questi on.

[ The information referred to follows:]

[ COW TTEE | NSERT]
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The Chairman: Tinme's up.

Senator Reed: The center -- thank you -- the center of
gravity for your Al efforts in the CYBERCOMrealm And
also, I think, in special ops. | think that's the question
that | will send in witing, but it's inportant.

Thank you very nuch, M. Chairman.

The Chairman: Thank you, sir. Senator Fischer.

Senator Fischer: Thank you, M. Chairman.

Adm ral Bradley, how are you working in assessi ng SOCOV
if it's appropriately postured for the Indo-Pacific?

Adm ral Bradley: Senator, thank you. First, we | ook
at it across the spectrumof conflict; conpetition, crisis,
and should crisis cascade into conflict. How are we
positioned to be able to support the conbatant comrmander, ny
good friend, Admiral Paparo. How are we prepared to
integrate with the services and the service conponents there
in the | NDOPACOM AOR, and at a conpetition |evel, how are we
able to provide value to our allies and partners to
strengthen the resilience of our alliances there? And we
believe that that is forenost and nost inportant in any
strategy of deterrence is to have that stronger alliance.

Senat or Fischer: So, do you have direct input when
you' re tal king about being able to integrate wth services?
Do you have input on the training and equi pping themfor the

| ndo-Paci fic?
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Admral Bradley: Certainly, on our SOF forces, | do.
| have direct responsibility, statutory responsibility to
ensure that our SOF nenbers are trained and adequate to the
m ssions that they'l|l be presented wth.

Senator Fischer: To integrate with the services?

Admral Bradley: WIlI, to do our m ssions, and part of
our mssionis tointegrate with the service. So, yes.

Senator Fischer: kay. Thank you.

We' ve seen our adversaries increasingly coordinate,
especially on malign activity. So, howis SOCOM working to
strengthen rel ationships with our allies and our partners,
whi ch you tal ked about earlier, but both in terns of
buil ding up, first of all, our capabilities with them but
al so their own capabilities and when you work on those
conbi ned training exercises.

Adm ral Bradley: Senator, of course, the first |evel
in arelationship is trust. The first, the nost basic
essence. And that trust cones fromcredibility. Qur
rel ati onshi ps over generations help us to give that
credibility, bring that credibility and that trust. | m ght
pi ck just one as an exanple. The country of the
Phi li ppi nes, where for 100 years, over 100 years now, we've
had an institutional relationship as a Nation. But just
since 2016. And our partnership on island to help the

Phili ppi ne Armed Forces clear Marawi, one of their principal
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cities of the threat fromI1SIS, has given us great ability
to stretch across turbulent political and diplomatic tines
to today, where we are able to use that credibility, help
t hem see and share information with themthrough sone new
rel ationship dynamcs to understand the threats to their
sovereign territory. And so, that that sharing of
information is a critical aspect to allow themto take
action for their own problens in the information in the
conpetition space.

Senator Fischer: |'msure you' ve had a nunber of
opportunities there in the Indo-Pacific to work on havi ng
that greater collaboration with our partner forces. | was
interested in your view on the exercises that took place
with Cold Response 26, you know, | ooking at Norway and
Finland, an entirely different environnent, |'d say.

Admral Bradley: Yes, ma'am |'l|l speak nore
generally, and | don't want to get ahead of ny good friend
General G ynkewi ch there who of course oversees those. But
froma soft perspective, our partnership with our
Scandi navi an, and European, and NATO al lies has al ways been
critical. O course, for the last 25 years, a |ot of focus
for us in the Mddle East, not as many snowcapped nountai ns
to work as in the high north. And so, as we re-enter into
t hat area, working with our Scandi navian partners has

brought an awful lot of reprisal of old skills back, and so,
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we are deepening those. And | think that partnership, not
just on the land, but in the maritinme domain, is a critical
conponent to what we will offer to NATO for future

det errence.

Senat or Fischer: Good to hear.

Ms. Sutton, how will Cybercom 2.0 enabl e the Depart nent
to better adapt to the evol ving technol ogi cal | andscape when
we |look at AI? That's kind of what the question is that
Senator Reed, | think, was going to send you.

Ms. Sutton: So, as technology continues to nove at a
trenmendous speed, one of the gaps we're seeing in the force
Is the ability to get our force after they've nade it
t hrough the service basic training to have training
avail abl e at the speed of need to address sone of these
technol ogies. So, for exanple, someone m ght have nmade it
t hrough their basic training. How do we provide training
for themon cloud, Al, on SCADA systens, other specialized
things we're going to need.

One of the enablers of Cyber Command 2.0 is creation of
an advanced cyber training and education center, which is
not going to be a brick-and-nortar institution that builds
courses sort of the traditional way, but is |ooking at how
we | everage industry and academ a to have training avail abl e

for our active force to be able to get it, closing those

skill gaps. As technology continues to nove quickly, let's
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| everage the training that's available in industry that's
novi ng at that speed as well.

Senat or Fischer: Thank you. | will have a question
for General Rudd for the record. Wen we | ook at Cybercom
2.0 and specifically for the Indo-Pacific. Thank you.

[ The information referred to fol |l ows: ]

[ COMM TTEE | NSERT]
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The Chairnman: Thank you, Senator Fischer. Senator
Bl unent hal

Senat or Bl unenthal: Thank you, Senator Wcker. Thank
you all for being here. And again, as | expressed this
norni ng, thank you all for your service.

In our closed session, we discussed a nunber of the
questions I'd like to raise now. First, | think our
cooperation with Wkraine is trenmendously inportant. [|'m
regretful that we are, in ny view, failing to provide all of
t he support that we should mlitarily. | amworking hard on
a Russia sanctions bill that | hope will help econom cally
stop the flow of revenue to Putin's war machine from
purchasers of Russian oil and gas.

And intelligence sharing has been trenendously
i nportant to Ukraine in pushing back, and, | think,

I npressively on Russia's assault. The false narrative that
Russia is winning, |I've tried to counter based on ny trips
to Ukraine, 10 in all, nost recently in February, where |
saw really the progress that WUkraine is making contrary to
some of the propaganda that Russia is spreadi ng about how
t hey are w nning.

But I'd like to ask this panel, maybe beginning with
General Rudd, whether our intelligence sharing is continuing
in a robust way, as it has been in the past, which |I think

has been trenmendously inportant to the extent you can
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comrent in this setting.

General Rudd: Thanks, Senator Blunmenthal. As we
di scussed previously, the focus and attention on a variety
of priorities and efforts remains steady. W nove in an
agile manner to various crisis and/or efforts, but we
mai ntain focus and pressure on that. And so, our support
t hrough European Conmand from an intelligence perspective in
support of that effort remains intact. W're |ooking
consi stently and naki ng sure that we have the right
resources and fol ks focused on that, and working very
closely with General G ynkew ch on that.

Senator Blunenthal: | hope that our mlitary conmand
will let us know if there's any change in that approach and
policy, because | think that the Anerican people deserve to
know if there is a reduction or dimnution in our
intelligence commtnent. GCeneral Bradley -- |I'msorry,
Admiral Bradley, if you could tell us a bit about the
| essons | earned from UKkrai ne.

Adm ral Bradley: Senator, absolutely. First to answer
the original question and nmaybe bridge to that, one of the
things that | think we provide through those rel ationshi ps
| ong standing is the venue for others to partner and to
bring capacity and capability. And so, one of our SOF
headquarters there, offers the opportunity for 19 different

nations to partner, to cone to support the effort across the
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area. And | think that's critical because it is not just
about what we bring, but it's about enabling those partners
to really share nore of the burden, to be able to provide
assi stance to the Ukrainians as well.

Utimately, though, | think to your point about |essons
| earned, if | |ook back over the | ast 25 years of
counterterrorismtargeting, where our integrated interagency
| aw enforcenent, intel community, and mlitary were able to
bring great precision to our understanding of both the
adversary, but also the context around the adversary, the
civilians that were not adversaries. That has been very
I nportant. Those | essons have transl ated, very inportantly,
into the high-end conflict of the Ukraine battlefield, and
so we continue to apply those | essons, refine themwth new
I nformation, and frankly, we learn fromthemas well as we
do, in part, to our teanmates there.

Senat or Blunenthal: Wen | visited Wkraine, often |'ve
gone to the drone manufacturing facilities, which have grown
i n sophistication and nunber. They're producing, | think,
1,000 drones a day now. And what has so inpressed ne is
t hey change. They work on the evolution of their drones on
the assenbly line. They'll get real-tinme information from
the battlefield, and they'll make adjustnents literally as
t hey are manufacturing. And I don't know anything in our

I ndustrial base that is as ninble, and agile, and quick. |
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direction. Wuld you agree, Admral?

Adm ral Bradley: Senator, | do, although I wll say
t hat many of our business, our Defense Industrial Base
partners are watching this as well. And of course,
Ukrai nians are driven by the existential need for that cycle
of adaptation. As we watch that, | have great confidence
t hat our industrial base here can do the sane.

Senator Blunenthal: Thank you. Thank you, M.
Chai r man.

The Chairman: Thank you very much, Senator Bl unent hal .
Senat or Budd.

Senator Budd: Thank you, Chairman. Good to see each
of you, and thank you all for being here.

Admral Bradley, | want to tal k about SOCOM s operation
and mai nt enance budget, if you will. So, | noticed that O&M
has only increased from$9.4 billion to $10.9 billion
bet ween 2019 and 2027. So, it's failing to keep pace with
inflation, and nore inportantly, the increase in the
operational tenpo. So, can you tal k about what you'd be
able to do with a higher top |ine and sone of the tradeoffs
that you're currently making between &M as it is, and
noder ni zati on and al so M LCON.

Admral Bradley: Senator, | will. Specifically, to

&M i n uni que ways, Special Operations Command uses our Ops
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and mai nt enance budget for our key nodernization efforts.
In nost cases, to be able to -- we noderni ze just not just
t hrough the devel opnent of new neans articles and in

devi ces, but also the ways in which those neans are used
that requires nore exquisite ranges that have the ability
for us to be able to practice, train, and rehearse in

I ncreasingly contested el ectromagneti c spectrum
environnments. Those are difficult to be able to produce

i nside the United States, but not undoable. It just takes
nor e noney.

We al so need threat representative systens to be able
to operate against, again, and operators to mmc our
adversaries as they operate them Al of that takes new
ranges, and noney, and for the enploynent of autonony. As
Senat or Bl unent hal was di scussing, we have to be able to
bring together our standard exquisite weapon systens now
wi th teanmed and col | aborative autonony, and there are very
few places inside the United States where that is an easy
thing to do in many places where it needs to be done and we
are working to do that.

Senator Budd: Thank you for that.

A question for you, Admral Bradley, and also Secretary

Anderson. |'d like your thoughts on how we retain md-
career operators, if you will. You know, I know each

service drives their own bonus prograns, and | acknow edge
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that noney is not the only reason why fol ks stay or go. So,
tell us what you're doing to help retain our nobst seasoned
operators, whether it's through non-nonetary or nonetary.
Secretary Anderson, we'll start with you, and then Adm ral
Br adl ey, pl ease.

M. Anderson: Yes, Senator. One of the things I
noti ced when | was over in the Arny was, you know, you just
can't throw noney at the problemall the tinme, right,
whether it be retention bonuses. That certainly is hel pful,
but we've seen things in the Arny where, you know, change of
duty, location. Those small things are what keep our
I ndi vidual s in.

But what | would argue within the SOCOM conmmunity that
we do incredibly well is our preservation of the force and
famly, which Congress is been so gracious to give us that
$11 million. Now, granted, we're going to see an increase
in the workforce on that. But what | will tell you is when
we | ook at the service nenber and when they' re nmaki ng those
decisions to stay inthe mlitary, it's typically not done
in the teamroom It's not done at the pool. It's not done
wherever. It's usually done at the kitchen table. So, the
preservation of the force and famly has been an absolutely
amazi ng programwhere we're not only taking care of our
operators from a physical standpoint, but froma nenta

st andpoi nt .
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You'll hear Admiral Bradley talk about the m nd gym
that we have our service nenbers where if you see a
prof essional athlete, when they go out to the top tiers.
Yes, their physical body is absolutely in great shape, but
their mnds also have to be pristine. And so, whether it be
famly, famly outings where we can take individuals and
have them speak with folks to help their famly out, but
that program the preservation of the force and famly is
absolutely critical when we | ook at retention, Senator.

Senat or Budd: Thank you.

Admral Bradley: Senator, the only thing | would add
Is that, as you highlighted, pay incentives are a part of
It, but those are controlled by the services. And another
pl ace where a robust and enpowered SO LIC hel ps us to be
able to stitch those together to ensure we have a common
approach across all the services for all of our operators
and enabl ers.

Senator Budd: Very hel pful. Thank you both.

Secretary Anderson, |I'ma strong supporter of the
U S./Israel Counter-UxS program | think that's in your
office. So, can you tal k about what your teamis doing to
assi st Israel in countering Iranian unmanned systens, and
how t hese prograns actually help our own mlitary in return?

M. Anderson: Yes, Senator. So, we have a uni que

ability to be able to work with countries like Israel. And
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there's a few other countries out there where we do
essentially a 50/50 burden-sharing investnent. What we have
found incredibly helpful is to see sone of the counter-UxS
that U S. and |Israel have devel oped together that have 100
percent been applicable to operations |ike Epic Fury.

Now, granted, we don't always have the capability that
has the sanme function, if that nmakes sense. So, there's
certainly things that we want to use the capability for that
the Israelis want to use the capability for, but it's been
100 percent an absolute great partnership with the Israelis
to be able to not only on the counter front, but a few other
different areas that we've been able to work with the
| sraelis.

Senat or Budd: Very hel pful. Thank you-all.

The Chairman: Thank you very nuch, Senator Budd.
Senat or Hirono.

Senator Hi rono: Thank you, M. Chairnman.

Ceneral Rudd, in previous elections, as part of the
El ection Security G oup, ESG both CYBERCOM and NSA pl ayed a
vital role in protecting our denocratic processes from
foreign interference, and | assune you share ny concern that
there is a potential for foreign interference in our
upcom ng elections. And so, I'd like to ask if you have
al ready set up or are you planning to set up the ESG to

ensure that there is no foreign interference in our upcom ng
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el ecti ons?

CGeneral Rudd: Senator, we certainly share your
concern, and we're always | ooking, as you woul d expect us
to, for any type of foreign activity that woul d underm ne
our denocratic process. And as we discussed, we are
postured and ready to support as required or tasked in
maki ng sure that we safeguard our el ections.

Senator Hrono: WlIlIl, do you have an ESG set up for
this purpose?

GCeneral Rudd: Senator, | don't know that an ESG has
been established yet, but we are prepared to as required.

Senator Hirono: Wll, we used to have ESG and | think
you can understand why |'m concerned, because there's no
reason not to anticipate foreign interference in our
el ections, i.e. Russia, China, possibly Iran, although
they're being -- nmaybe they have other things to deal wth.
But do you anticipate foreign interference with our upcom ng
el ections?

General Rudd: Senator, | think it's reasonable to
expect based on what we've seen in the past.

Senator Hirono: And so, | think it is really inportant
to set up an ESG and | wll follow up with you on whet her
that is happening. And will you conmmt to zeal ously
guardi ng our elections this year and report to Congress any

attenpts by this admnistration to polarize the process?
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CGeneral Rudd: Senator, we will certainly execute what
we're tasked to in regards to that.

Senator H rono: Yeah. | realize that that you have a
responsibility regarding foreign interference with our
el ections, but there is definitely efforts to donestically
interfere with our elections by, for exanple, having the
former Attorney General sue 29 States for voter rolls.

These are mllions of people' s information.

What does the Departnent of Justice need with these
with this information, what do they intend to do? And not
to nmention, the desire to push for the passage of the so-
call ed SAVE Act, which wll result in mllions of people who
are currently registered to vote, unable to register to vote
because they don't have either a birth certificate or a
passport. So, there are things happening on the donestic
front, and that's why, you know, | have sone serious
concer ns.

For Adm ral Bradley, one of SOCOM s enduring
conpetitive advantage, and you nentioned how i nportant our
allies are, in great power conpetition is its network of
allies and partners in the Indo-Pacific, built over decades
t hrough sustai ned engagenent, training and interoperability.
G ven the increased demands for honel and defense and allied
burden sharing in the new NDS, how are you increasing SOF s

posture and presence in the First and Second I sl and chai ns
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to deter Chinese aggression and support Admiral Paparo's
deni al defense?

Adm ral Bradley: Senator, thank you. As you know,
General Fenton was very strong on | eading to adjust our
posture over the last 4 years to be able to have -- to
enpower those generational relationships. And thanks to
bot h chanbers, frankly, but your strong work, we are wel
resourced with people and the right structure to be able to
sustain that presence and that comm tnent while we manage
the ongoing threats to the honel and and t he ot her
comm tnments that we have.

Senator Hrono: GCkay. |'mglad that sone of you
al ready tal ked about the inportance of having the kind of
wor kforce that is trained to deal with the needs of the
cyber domain. And General Rudd, what -- you nentioned that
it isreally critical to get the right kind of people. Wat
are the right kind of people that you're hoping to recruit
to be trained in the cyber donmain?

CGeneral Rudd: Yeah. Thanks, Senator. As you would
expect, sonmeone who's highly technical -m nded, smart,

i nnovative, notivated, and is commtted to doi ng sonethi ng
extraordi nary.

Senator H rono: Do you have a nunber goal ? | nean,
how many t housands of people are we going to need to have

this kind of training to counter the malign activities of
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General Rudd: Yeah, Senator, | think we have
obj ectives that are outlined within Cybercom2.0. But |
think what | owe this commttee, and frankly, the Nation, is
a continuous assessnent to nmake sure that we have the right
nunbers.

And to your opening point, that they' re the best, nost
highly qualified talent, and that we can nake sure that we
can up-gane them through training and through the nechani sns
that'll make this enduring.

The Chairman: Ceneral, if you could quantify that on
the record by suppl enenting your answer.

General Rudd: Chairman, | certainly wll.

[ The information referred to follows:]

[ COW TTEE | NSERT]
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Senator Hi rono: Thank you.

The Chai rman: Thank you, Senator Hi rono. Senator
Scot t.

Senator Scott: Thank you, Chairman. | want to thank
each of you for joining us here today.

It is critical that the U S. is always ready to deter
any threats. One big way is by working wwth our allies and
partner nations to solidify our coordinated efforts to
ensure our security around the world, even in places where
we don't have our own troops readily stationed. Admral
Bradl ey, how do foreign mlitary sal es prograns enhance U. S.
mlitary-to-mlitary relationships in the |Indo-Pacific and
gl obal I'y?

Adm ral Bradley: Senator, foreign mlitary sales,
direct comrercial sales and the like, are all critical to us
bei ng able to have expectation of interoperability and
expectation of what our allies and partners will be able to
perform when they act on their own behalf. That, in turn,
gives us a nuch better ability to understand what their
weaknesses m ght be, or what gaps that m ght need to be
filled by U S. contributions. And so, as you highlight,
even in places where we are not present in all tines or
al ways, know ng what they are using and how they're using it
gi ves us that extra advantage.

Senator Scott: So, you know their capability, and
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also, if you're ever going to work with them you know what
-- how to operate with them

Adm ral Bradley: Yes, sir.

Senator Scott: Wsat risks do we face to access and
i nfluence if we fail to work well with our allies and remain
a reliable and tinely defense partner conpared to
conpetitors |ike Comuni st China?

Admral Bradley: WlIlI, Senator, in all cases,
pl acenment and access is a corollary to understanding. And
so, being on the ground with those out on the edge of the
territory, to be able to appreciate the context of what's
happeni ng hel ps to i nform our decision-nmaking in the rear
and t hroughout the chain of command. So, | believe that it
I's fundanental to our ability to know not only when we
shoul d act, but how we should act, and that is a partnership
that we see play out across the world, not just in the Indo-
Pacific.

For instance, in Ecuador, recently, sone really good
operational results informed by our Ecuadorian partners to
hel p us choose which and how to target adversaries there.

But that, of course, is just an instance that has been

pl ayed out over the |ast 25 years across the M ddl e East,
Africa, across Europe as well, and | believe the sane anal og
appl i es gl obal ly.

Senator Scott: Admral Bradley and Assistant Secretary
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Ander son, how does the forward presence of U. S. Special
Qperations Forces contribute to countering Comrunist China's
I nfl uence canpaigns, particularly in the Indo-Pacific and

ot her key regions? And what advantages do Speci al
OQperations Forces bring in building partner capacity,
strengthening resilience and shaping the conpetitive

envi ronnment bel ow the | evel of arned conflict?

Admral Bradley: Senator, | mght start, but just
qui ckly, that same placenent and access and t hat
understanding allows us to use what is the equivalent of the
hi gh ground in the influence sphere of conpetition: the
truth. 1In alnost every case, all we have to do is
il lumnate the truth of our adversary's nefarious activity,
to allow our partners to then counter it and to be able to
use it to their advantage.

M. Anderson: Senator, | mght add just back to
Admiral Bradley's point of placenment and access, wthout
going into sone detail, but just being present in sone of
these areas with our partners is an absolute deterrent. Not
only that, but we sonme of our forces and what they've been
able -- the capabilities they've been able to create, if you
mght call it, wthin sone of these areas of responsibility.

One exanple is, you know, sone of our Speci al
Qperations Forces had a critical need for nedical and

medical roll to facility. And what they were able to do was
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work with the | ocal hospital to enbed thensel ves within that
hospital, not only providing care for that |ocal area, but
al so providing training for thenselves. That in itself is
one a capabilities devel opnent, a readi ness devel opnent.

But al so, you know, we tal k about by, with, and through your
partners, there's no better way than through the | ocal
popul ati on.

Senator Scott: Thank you.

Adm ral Bradl ey, how are your Special Operations Forces
i ntegrati ng unmanned and aut ononous technologies into their
oper ati ons?

Adm ral Bradley: Senator, at every |level, as we say,
fromthe battlefield to the back office. Finding ways to be
able to bring autonony, a treatable mass autonony to bear is
a very inmportant part of how we, on the edge, can | everage
our placenent and access to not only serve our own
interests, but to be able to hel p our partners who generally
don't have the sane budgets we do, to be able to buy that
kind of capacity, to give themasymetric advant ages.

So, autononous capability is critical to our
understandi ng from a sensing perspective as well as it is
froma surveillance to be able to sustain contai nnent of an
obj ective that you would want to watch, and then, finally,
clearly for the ability to project violence should that be

requi red.
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Senator Scott: So, |ooking at the success of the
Ukr ai ni an Arnmed Forces have had with drones and ot her
aut ononous opportunities, do you think we're noving fast
enough?

Adm ral Bradley: Senator, | would never suggest that
the pace at which we are noving today is fast enough. W
need to continue to accelerate it. Cearly, the Ukrainians
are driven by an existential need that we do not feel. And
so, we need to nmake up that difference in existentia
notivation, with a real appreciation of the advantage that
it will provide us, and inportantly, to deal with the
chall enges of sinultaneity, to be able to help our partners
to do the sane.

Qur role inside the Departnent there is to identify
opportunities to test, to validate, and to illum nate those
down sel ected, and, frankly, to work with our industry
partners to help theminprove their capabilities so that
they mght be nore readily integrated into our services,
war fighting constructs, as well as our allies and partners.

Senator Scott: Thank you. Thank you, Chairman.

The Chairman: Thank you, Senator Scott. Senator
Kai ne.

Senat or Kaine: Thank you, M. Chair. And thanks to
t he w t nesses.

| have questions for Admral Bradley and Secretary
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Ander son, really about two topics Operation Southern Spear,
and then the Preservation of Force and Famly initiative
that you've discussed. On Southern Spear, |'mcorrect, am!|l
not, that the |l ead on Southern Spear operations is SOUTHCOM
but special operators often play a role in particular
operations within that. Am| correct?

Adm ral Bradley: Yes, Senator.

Senator Kaine: There is an article that was published
on April 21 in The Guardian that 1'd |ike to introduce for

the record. The title of it is, "W were terrified they

were going to kill us: fishers who survived U. S. boat strike
speak out." If I mght introduce that into the record, M.
Chair.

The Chairman: W thout objection.
[ The information referred to fol |l ows: ]

[ COM TTEE | NSERT]

58

www. L exitasL egal.com 800.FOR.DEPO
DC.Scheduling@L exitaslL egal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

V] /

Senator Kaine: You guys will be surprised to know t hat
| don't just believe everything | read in in news accounts,
but this is one that is public that I want to ask about.
It's a story about a U S. strike purportedly on an
Ecuadori an fishing vessel near the Gal apagos that took place
on March 26. And the indication in the story, as | say,
It's a week old, is that this was a fishing vessel that
after the boat was struck, a U S. patrol boat rescued those
on the vessel, handcuffed them transferred themto a
Sal vadoran patrol boat. They were eventually taken to
Sal vador, where they were released to a U N shelter, and
then eventually taken back hone to Ecuador, where they were
rel eased w thout charge. Are you aware of the allegation of
this U S strike on this Ecuadorian fishing vessel, Admral,
or Secretary?

Adm ral Bradley: Senator, | amaware of the article.
|"'malso aware that later in the article it quotes the
Departnent's response to it as there not having been any
US mlitary involvenent. |'malso aware that there are --
there were no recorded or no U S. strikes wthin 3 weeks
around that incident. As well, | believe the Ecuadori an
governnent has rendered judgnent that there were no U. S.

I nvol venent in that. So, | can't speak to the -- any
greater detail, obviously. SOUTHCOM and the Depart nent

woul d own that. But those are those are from you know,
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superficial observations.

Senat or Kaine: Yeah. Let ne read the portion fromthe
article that | think you're referring to. "The Pentagon and
the Wiite House did not respond to requests for conment.

U.S. Southern Command said it had, "no information to
provi de regardi ng any U. S. governnent personnel invol venent
in any of the incidents.'"

Are you aware of any investigation into this. This is
a pretty, you know, tough claim The tough claimthat the
U.S. woul d have attacked a fishing boat that had nothing to
do with any group on the classified DTOlist. Are you aware
of any investigation that's being done into this public
reporting to see if it's accurate or not?

Adm ral Bradley: Senator, I'mnot. | believe, though,
t he net hodol ogy we go through is first to assess a claim
like this, whether or not it is credible. And | believe
fromwhat you' ve cited there and what | understand fromthe
rendering, that it was deened not to be credible, therefore,
further investigation not required.

Senat or Kai ne: And, Secretary Anderson, is that your
under standi ng as wel | ?

M. Anderson: Yes. Senator Kaine, | know exactly what
Adm ral Bradley say, unaware as well, fromwhat |'ve what
| ve been told.

Senator Kaine: So, your testinony based on your

60
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understanding and this is SOUTHCOM equiti es, obviously, but
Special Operations participates. |Is that this public
reporting At | east SOUTHCOM has gone back, and they cannot
find evidence that the U S. carried out air strike
operations of that kind on that day. That's your
under st andi ng?

Adm ral Bradley: Yes, Senator, it is.

Senator Kaine: Well, | think it's inportant to put
that on the record, because, obviously, if there is
i nformati on about the veracity of this, it should cone out.
One of the things that | think can be a little confusing in
this instance that could have led to confusion in this
circunstance is, as far as | know, Southern Spear is a
mlitary operation carried out against targets connected to
organi zations, the list of whomare still classified. |Is
that correct?

M. Anderson: | believe so, Senator.

Senator Kaine: | think that the operations authorized
by the President can be carried out agai nst organi zati ons on

a list of DICs, designated terrorist organizations, that is

classified. 1It's only been shared with Congress in a
classified setting. It has not been nade public. And that
al so neans the eneny hasn't been told you're an eneny. |If

you if you declare war against lIraq, for exanple, or Al-

Qaeda, that public declaration alerts the eneny to know
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that, hey, you're the eneny. |If you associate with the
group subject to the designation. |If the DTOIlist in

Sout hern Spear is purely classified, that neans we haven't
alerted those who the U.S. has determ ned are conbat ants,
that we are, in fact, engaging in war against them and that
can | ead to confusion.

My time is up, but | just want to just say this. | do
comrend what you guys have done on this Preservation of
Force and Famly initiative, and | think it's particularly
needed anong special operators, but | also think it offers a
tenplate nore generally for the way we ought to approach the
| ssue of the, you know, |ong-termwell-being of our service
menbers. So, keep it up, and spread the best practices from
what you're doing. Thank you.

The Chairman: Senator Sullivan.

Senator Sullivan: Thank you, M. Chairman, and thank
you to the witnesses. | just want to add to Senator Kaine's
point. W had a classified briefing a couple nonths ago on
the ways in which both SOCOM Southern Comrand, NSA, go
through the targeting in this regard. And, Admral, isn't
it true it's the JAG officers are there in every step of the
way, the NSAis. | nean, it is an exquisite, detailed, and
very robust targeting Op before anyone is given the

authority to go strike. Correct?

Admral Bradley: Senator, that is correct. It is
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based off of the | essons | earned and the processes perfected
over the last 25 years of persona targeting.

Senator Sullivan: Yeah. No, | think the that briefing
fromny perspective was very inpressive. GCeneral Rudd, |
want to go back to where you and | had a good conversation
during your confirmation process. And it's about how our
adversaries often all over the place take aggressive,
of fensi ve, state-sponsored kind of cyber-related actions
agai nst us across so many spheres; elections,

i nfrastructure.

NSA, and our other services do a great job on defending
that, but | think, you know, the best defense is also a good
offense, right? And | know you probably can't answer the
questions here, but are we also | ooking at offensive
operations froma cyber perspective to keep our adversaries
at bay? The one | always think would be good is letting the
peopl e of China and Russia know just how corrupt their
| eaders are, howrich they are. Putin, | think, is one of
the richest guys in the world. Xi Jinping's sister is a
billionaire. | wonder how that happened. | nean, isn't it
al so good to go on offense, right? W get we get attacked a
| ot, but to |l et people know that we can go on offense with
the exquisite capabilities that you have.

CGeneral Rudd: Senator, we absolutely have to be

capabl e of providing offensive options and certainly worKking
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in concert with Honorable Sutton as she crafts out the
strategy for the Departnent in support of the NDS. You
could expect it will be in a position, and we have to have
the capabilities to --

Senator Sullivan: | nmean, when these dictators are
usi ng cyber Ops to cone after the nost inportant thing to
all of us, which are the, you know, Anerican el ections, when
none of them would ever stand for el ection because they fear
their own people. | think we should flex a little offensive
cyber capability. Do you agree with that, Madam Secretary?

Ms. Sutton: Absolutely. As was articulated in the
President's cyber strategy for Anerica, we need to be very
clear that malicious cyber actors in this space have and
wll feel the consequences of their action. W need to |ook
at how we | everage all tools of national power, whether it
be mlitary offensive capabilities or other interagency
efforts, and that is something we are going to be posturing
with the new Departnment of WAr cyber strategy --

Senator Sullivan: Good.

Ms. Sutton: -- to make sure we have those
capabilities.

Senator Sullivan: Good. | think it's really
I nportant. W don't have to say it, but, | nean, they want
to conme play with our elections, we can nake sure their

peopl e know how corrupt they are, their | eaders, because a
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| ot of themare corrupt. And their people should know t hat.
General Rudd, we're really excited. In Al aska, NSA

Al aska's expansion is al nost conplete. You know, it's great

to see that ny understanding is the new addition is going to

be able to house 50 additional billets there. You know t hat

the group in Alaska, they do fantastic work. [It's not on
the front pages. It doesn't need to be, but would you be
willing to visit NSA Alaska with ne soon and neet these

great Anericans who are conducti ng these m ssions under your
command frommnmy State and work with me on ensuring any

addi tional requirenments. W need to fully man that
expansion in NSA Al aska, 50 additional billets. W can nake
sure we get done.

Ceneral Rudd: Hey, Senator, | |look forward to that
opportunity. | think we may have a chance here in the near
future to see that site at its ribbon cutting.

Senat or Sullivan: Yeah.

General Rudd: But | also have a confession to nake. |
think I pledged in confirmation hearing that | would go
there first, if confirnmed. | hope you'll appreciate and
under st and.

Senator Sullivan: Everybody commts to comng to

Al aska.
CGeneral Rudd: Well, it'll be ny second location, in
the role only because Hawaii, as | think, you know,
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experi enced sone pretty horrific storns and it caused sone
physi cal damage and wanted to check on our fol ks there.

Senator Sullivan: General, your excuse i s acceptable.

The Chairman: General, all of our w tnesses are
absol ved fromthat prom se.

General Rudd: But no, Senator, | --

The Chairman: It's nade by everyone under duress, and
we under st and.

Senator Sullivan: [It's not duress. They're just going
to see, M. Chairnman, the nost strategic place in the world.
And, Admral, | want to and maybe | submt this for the
record, but the University of Al aska Fairbanks is doing
fantastic work on the counter-UAS strategy testing. D Uis
goi ng to nake an announcenent here on a conmtnent to work
with the University of Al aska Fairbanks on all the counter-
UAS stuff that they' re doing, which is really needed, and
we're at the cutting edge up in Alaska. So, |I'd like to get
Secretary Anderson, you, and the Admral, maybe in an answer
for a question for the record, because |I'mover ny tine here
to work wwth ne and the coomittee on those really good
opportunities on a critical area for our national security,
and that's the counter-drone m ssion. Thank you. Thank
you, M. Chairnman.

[ The information referred to follows:]

[ COM TTEE | NSERT]
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The Chairman: Thank you, Senator Sullivan, and thank
you for your question about the | eaders of our adversaries.
Viadimr Putin is not our friend. Not only is he one of the
nost notorious war crimnals of our tine, but one of the
greedi est thieves breathing on the earth.

Senator Sullivan: Well, M. Chairman, Senator Warren
and | have worked on this very issue together. It's a
bi partisan issue that, hey, these guys are com ng after our
el ections, we need to make them feel the pain.

The Chairman: Wiy don't we recognize her at this
nonent ?

Senat or Warren: Thank you.

I want to tal k about what's going on with our troops
when they're injured. W have 400 troops, at least, so far,
who' ve been injured in President Trunp's war with Iran, and
now traumatic brain injuries have becone the "signature
injury" of the war against Iran. Research has shown that
speci al operators are at a higher risk of blast exposure in
TBI, which, as you know, increases the risk of suicide, of
sei zures, and of nenory |oss. Several hundred speci al
operators are now deployed in the Mddle East, and |'mvery
concerned about whether or not our troops are getting the
care that they need for these injuries.

For instance, we know about a soldier who was injured

in the Iranian drone strike in Kuwait, and he was prom sed
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TBI care once they nade it out of the war zone. But even
after being shipped to Germany and then to Texas, the
soldier didn't receive care for weeks. So, Admral Bradley,
do you think that wounded sol diers should have to wait
nearly a nonth to see a doctor?

Admral Bradley: Senator, |I know in the hypothetical,

| absolutely don't believe that. | don't know the details -

Senator Warren: Fair enough.

Admral Bradley: -- of the situation, though.

Senator VWarren: Yeah, but that's the real point. W
can agree they need help, and they need to be eval uated
right anay. And this conmttee has worked on a bipartisan
basis to help service nenbers with brain injuries. But
W t hout records of these injuries, it beconmes harder and
harder to get care. That's particularly critical for high-
speed boat teans and special operators, given the exposure
to these poundi ng waves and hi gh cal i ber weapons. Boat team
| eaders have descri bed how, "The damage piles up al nost
unnoticed for years and then cascades." But DOD requires
cognitive assessnents only every 5 years, and SOCOM every 3.

| have a bipartisan bill wth Senators Ernst, and King,
and others on this commttee to nmake sure that these
injuries don't fall through the cracks, including by

requiring nore regular screening and logs to be able to
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track exposure. Admral Bradley, the effects of TBls can
conmpound over time, as we know. Do you agree that it is
better if we catch these brain injuries earlier rather than
| at er ?

Adm ral Bradley: Senator, | absolutely do.

Senator Warren: Good. And do you support keeping
better records so that we're able to do that and nore
frequent eval uations?

Admral Bradley: Senator, |I do. It is critical to be
abl e to understand the nechani sns of harmthat cone from
t hese various sources that we don't understand very well.
And that data, those |logs, that data will help to inform not
only treatnent, but also neans to be able to prevent it in
Its outset.

Senator Warren: Good. | appreciate that. You know,
the fact that troops have faced long wait lists to get
specialty care for brain health within DOD's mlitary
system And one of the ways that DOD has tried to address
these wait lists is by partnering with outside experts |ike
Honme Base back in Massachusetts. Hone Base's conprehensive
brain health and trauma program has hel ped get 95 percent of
speci al operators that it's treated back into the field.
Adm ral Bradley, in your experience, have special operators
benefited from prograns |ike Hone Base?

Adm ral Bradley: Senator, absolutely. That

69
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conprehensi ve programfor brain health is a critical part.
We al so have partnerships with USC, University of North
Carolina, and Southern Florida, and several others, to be
able to do the sane thing. They are all very capable and
progressing prograns. | think as you highlight,

i nstitutionalizing those beyond the pilot, that they are
into sonething that is a part of our nainstream systemthat
can then be treated with Tricare and with our VA systens is
a critical next step.

Senator Warren: And | very nuch appreciate your point
about institutionalizing it. W can't just treat this as a
one off. W know the problemexists. W've got to record,
we' ve got to docunent, and we've got to have people who can
treat it. W need to have dedicated resources to support
our troops who are suffering frombrain injuries. The Trunp
adm ni stration has plunged us into a war and i s asking
Congress for a record $1.5 trillion for the Pentagon. It is
out rageous that we would be cutting corners on treating
wounded warriors. Thank you, Admiral. | look forward to
wor king with you on this.

Thank you, M. Chairman.

The Chai rman: Thank you. Senator Rosen.

Senat or Rosen: Well, thank you, Chairnman W cker,
Ranki ng Menber Reed, and thank you for -- well, | saw you a

little bit earlier today, so thank you again for your
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service and for being here.

I want to talk a little bit about operational tenpo and
readi ness reporting, because cyber operation forces will, of
course, have -- they're always in high demand, but they've
been in extra high demand since CYBERCOM was est abl i shed,
whi ch has been exacerbated by the chall enges of getting the
unit readi ness nunbers up at the sane tine. Now that we're
fighting wars in nultiple theaters, | have to inagi ne that
t he operational tenpo of those forces is al so increasing
dramatically. So, General Rudd, could you give us a sense
of what the trend is for the operation tenpo of Cyber
Nati onal M ssion Force, please?

General Rudd: Thank you, Senator Rosen. | appreciate
the attention on this topic as you descri bed and as we woul d
expect, very high demand and a very hi gh operational tenpo
for our cyber warriors in support in real time, 24/7 of the
Joint Force across a nunber of problemsets. And so, this
really speaks to the heart of one of the attributes of
Cybercom 2.0 that we refer to as optim zed unit phasing.

So, think of a cycle upon which you rotate. Again, this is

where we have a lot to gain fromunderstandi ng SOCOM s nodel
for years. Both Admral Bradley and | were part of a system
that had a rotational force effort.

Now, granted, there are surges, and we account for

those, but part of the way we accounted for that is size of
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the force and bringing in sufficient capacity to be able to
operationally enploy the force continuously across a nunber
of problem sets.

Senator Rosen: Well, that's good because you didn't
know what ny next question would be, but it's to Secretary
Sutton, the status of inplenenting the 97 recommendati ons
from Cybercom 2.0. What is that and the resources, speaking
of to your point, Ceneral, the resources needed to inplenent
them especially when setting up three enabling
organi zati ons?

Ms. Sutton: Senator, thank you for that question and
for your continued focus on this, on the cyber topic over
the years. Froman inplenentati on perspective. As you
mentioned, there's a lot of tasks. So, the approach that
we're taking is that within ny office, I've built a core
teamthat is dedicated to the inplenentation process. And
one of the things that's really exciting to ne about that is
It features contributions fromall of our service cyber
conponents, and we've actually brought in people who have
been in our force for a long tine that are now have the
opportunity to build the system the tal ent managenent
system that they wish they would have had. So, it's the
unicorns that we're trying to build at scope and scale are
now comng in and helping to wite the details, build out

the assessnents we need, and cone up with the nodels of how
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we keep careers going to build nmastery.

From a resource perspective. W have included funding
for the Cyber Command 2.0 initiatives in the President's
2011 budget, including funding to start incentive pay to get
mastery incentives inplenented, as well as for sone of the
enabl i ng organi zati ons, and sone of the other service
requi renents to be able to get this to speed and | ook
forward to being able to execute that upon passage of the
budget for fiscal year 2027.

Senat or Rosen: Thank you.

I"mgoing to stick on cyber operations for a mnute
because | want to talk about intelligence capabilities. So,
General Rudd, your responses to our advance policy questions
during your nom nation process, you nentioned the
criticality of foundational intelligence to support
cyberspace operations and the need for that capability to
keep pace with operational needs. So, as we all know, the
fiscal year 2025 NDAA has set a requirenent for DOD to
establish a cyber intelligence capability to provide just
that sort of foundational intelligence support. So, General
Rudd, you have the ability to shape this foundationa
intelligence capability fromthe start. So, could you
el aborate a little bit nore based on your experiences at
| NDOPACOM and SOUTHCOM what you would like to see

I ncorporated in this foundation intelligence capability,
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General Rudd: Well, Senator, the reference to ny past
experience, | would tell you intelligence drives Ops, and
Qps drives intelligence. And so, it's a continuous cycle.
And what we | earned over decades of fighting al ongsi de each
other in a variety of places is the intelligence apparatus
has to be closely |inked to and understand the operati onal
side of this. And | haven't had the chance to specifically
dive into this yet. It's going to be part of ny initial
assessnent, and happy to cone back to you for the record as
| ook nore closely at that.

[The information referred to follows:]

[ COMM TTEE | NSERT]
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Senator Rosen: Thank you. | look forward to that. W
have a ot of work to do. Thank you, M. Chairnman.

The Chairman: Senator Slotkin, we're doing everything
we can to keep you from aski ng your question. Senator
Banks, you're recognized.

Senat or Banks: Thank you, M. Chairnman.

General Rudd, can you tal k about how the PLA is using
artificial intelligence to enhance its mlitary operations?
CGeneral Rudd: Senator, | -- as you would hope and

expect, that's certainly sonething that we are paying
particular attention to, the details of which I'd probably
rather go into in a closed --

Senat or Banks: You can vaguely -- | nean, you can
vaguely tal k about how artificial intelligence is used in
warfare and gains that they're making. | nean, | don't
think there's anything classified about that.

CGeneral Rudd: Yeah, Senator, | appreciate that.

Senator Banks: You would agree that they are using
artificial intelligence?

CGeneral Rudd: Senator, | think that's quite clear that
they are. Yes, sir.

Senator Banks: Thank you. So, that being the case,
woul d you agree that Al is "dual -use technol ogy"?

General Rudd: Senator, dual use in what sense? Both

75
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fair way to characterize it.

Senator Banks: And how inportant is it for the U S to
have nore and better high-end chips than what Chi na does?

CGeneral Rudd: Senator, | would take that category nore
broadly and say | think it's critical that the U S. has the
t echnol ogi cal advantage in every aspect of warfighting. And
certainly, as we see the increase in the advent of the
application of artificial intelligence, we're going to have
to make sure that we retain and mai ntain our advantage in
t hat and nove as fast as we can.

Senator Banks: You agree -- | nean, | believe we have
today, we have the advantage. | think you would you just
said that to nmaintain our advantage. So, you agree that we
have the advantage. What woul d happen if we |ost that
advant age?

General Rudd: Well, Senator, | think this teamright
here is going to do everything we can to nake sure that we
don't do that. Certainly, we're working furiously to do
that, and we're not going to be conplacent. W won't be
satisfied. |In ny opening statenment, | enphasized four
operating principles; speed, scale, innovation, and
integration. | think if we press as hard as we can to apply
those principles to everything that we're doing, but in

particular an effort to maintain our advantage in the

hi ghest tech areas, we'll be okay. And yet we'll not be
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sati sfi ed.

Senator Banks: Last week, President Trunp said that,
quote, "Anerica's aging and constrained electric grid
I nfrastructure poses an increasing threat to national
defenses.” \What risks do cyberattacks pose to our critica
i nfrastructure?

General Rudd: Well, Senator, the -- it's certainly a
vul nerability, and | think that's -- the awareness and
understanding of that is the first line of defense. And
t hen making sure that, experts in this field know how to get
ahead of it, know how to apply the best cyber defenses.

And, certainly to the extent we're able and we have the
capacity, we want to nmake sure that we're working with the
right folks to protect our critical infrastructure.

Senator Banks: And | assune what President Trunp is
sayi ng about the infrastructure, that would extend to
transportati on nodes |ike seaports, airports, and railroads,

woul d you agree with that?

CGeneral Rudd: Well, Senator, | won't specul ate on what
t he president neant specifically. | haven't had that
conversation with him but | think it's fair -- actually, |

think it's inportant that we figure out what the definition
of critical infrastructure is, prioritize where we need to
put our efforts and resources to safeguard it.

Senator Banks: Thank you. M tinme is expired.
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The Chairman: Thank you very nuch. Senator Sl otKkin.

Senat or Sl otkin: Thank you.

| want to support everything that Senator Banks just
said, and just return to the topic on the classified Al
race. | know we can't talk about it here, but | don't think
the Anmerican public understands how inportant it is to win
that race. That it's the equivalent of w nning the nuclear
race, |ike whoever gets there first. And | think, you know,
iIf we were healthy as a country, then elected officials from
both sides of the aisle would be focusing on this constantly
to make sure we wn this race.

In that spirit, General Rudd, you know, | think the
thing that has been -- congratul ations on being in the seat
-- | think the thing that has caught the attention of a | ot
of us is the announcenent in the last 3 or 4 weeks by
Ant hropi ¢ and then OpenAl of new products, M/thos being the
Ant hr opi ¢ product, and the OpenAl product having a | onger
name. And they are testing this new product very
differently than a commercial product. They are testing it
| i ke a weapon. They have provided, at least in Anthropic's
case, they've provided Mythos to |like 50 big conpanies for
themto test, and stress-test and figure out the
vul nerabilities. Mcrosoft is one of those conpanies.

They' re turning around and announcing |ike 270 new pat ches

just | ast week, which we assunme Mythos picked up.
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And | was so concerned about this new step we're taking
and how it supercharges cyberattacks that | did a big Zoom
yesterday with 350 M chiganders, | T professionals for our
hospitals, our schools on howto prepare for this threat.
s the NSA or CYBERCOM testing Mythos right now and using
this nonent to test out our own vulnerabilities?

General Rudd: Senator, this is a critically inportant
topic. | think the way you described it was appropri ate.
And, you know, what | don't want to do is speak to one
specific nodel. | think what we need to think about is the
application and the access to early, all future nodels that
we see in terns of the capability that the npbst current

nodel s and the new nodels potentially inply for both

def ensi ve --
Senat or Sl ot ki n: | under st and.
General Rudd: -- our critical infrastructure, our

Nati on's networks --

Senator Slotkin: W have two conpanies, right, who
have -- | nean, this is public information, right? They've
come out with these products in the past nonth. It sent the
cybersecurity world in the conmercial sector kind of
spi nning that we now have this supercharged Al technol ogy
that finds these vulnerabilities. |I'mjust asking if the
Pentagon or NSA is testing out either of these two

conpani es' nodel s.
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General Rudd: Senator, again, we're |ooking at all
nodel s that we think have the power that --

Senator Slotkin: So, yes. | want you to be using
them | want you to be experinenting with them but the
Pent agon has had a very public fight with Anthropic. Again,
this is public information. So, |'mjust nmaking sure that
t he newest, hottest Al-enpowered cybersecurity nodels are
bei ng used by the Pentagon on cyber security. So, |I'm
taki ng your answer as yes, and correct ne if |I'm wong.

Let me turn to another topic. And, you know, we're
headi ng towards a summt between the President and Xi
Jinping, the Chinese President, on May 14. Huge deal,
right, in the world of negotiation and security. And | am
just concerned that there's a topic on the table of allow ng
Chi nese vehicles into the United States.

And | think the Chinese have shown thensel ves to be bad
actors when it cones to collecting data on American
citizens. They hacked the President and Vice President's
phones during the canpaign. Salt Typhoon, Vault Typhoon,
setting into our infrastructure. They stole a bunch of our
records. Probably yours, definitely mne in 2016 from OPM
| nmean, they are not positive actors, and this body banned

Huawei and Ti kTok because of the data they were taking on

Amer i cans.
So, can you just say aloud, | asked others in uniform
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this | ast week, do you believe that allow ng in Chinese cars
with Li DAR and full-notion video geol ocation, the ability to
be hacked via Bluetooth, do you believe that that is a
threat to our mlitary bases, our critical infrastructure,
and generally, to collecting on Arerican citizens?

General Rudd: Yeah, Senator, | think we need to take
I nto account any potential technol ogical application that
poses a threat against our bases, our service nenbers, and
make sure we do everything.

Senator Slotkin: Yeah, | would | ove the chairnman's
help. 1've tried for 2 years in a row to ban Chi nese
vehicles fromour mlitary bases. As | understand it,
abroad, our mlitary bases with all these Chinese cars, they
can al ready get on. They've got 15 percent market share in
Mexi co. So, | would hope that this comnmttee could at |east
do the banning of themcollecting on our mlitary bases.

And | vyield back.

The Chairman: Thank you very much, Senator Sl otkin.
And this concludes today's hearing. 1'd like to thank our
W tnesses for their testinony. For the information of
menbers, questions for the record will be due to the
comrittee within 2 business days of the conclusion of this
heari ng.

[ The information referred to follows:]

[ COM TTEE | NSERT]
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The Chairman: Thank you very, very nuch for your

I nformati on and your testinony today.

[ Wher eupon,

And we are adjourned.

at 1:07 p.m, the hearing was adjourned.]
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