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TO RECEI VE TESTI MONY ON ENTERPRI SE SECURI TY AND | NFORVATI ON
TECHNCLOGY OPERATI ONS OF DEPARTMENT OF DEFENSE NETWORKS

AND SYSTEMS

Tuesday, March 24, 2026

U S. Senate
Subcomm ttee on Cybersecurity
Comm ttee on Arned Services

Washi ngton, D.C.

The comm ttee net, pursuant to notice, at 2:30 p.m in
Room SR- 232A, Russell Senate O fice Building, Hon. M ke
Rounds, chairman of the subcomm ttee, presiding.

Comm ttee Menbers Present: Senators Rounds

[ presiding], Rosen, and Reed.

www. L exitasL egal.com 800.FOR.DEPO
DC.Scheduling@L exitaslL egal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

V] /

OPENI NG STATEMENT OF HON. M KE ROUNDS, U.S. SENATOR

FROM SOUTH DAKOTA

Senat or Rounds: Good afternoon, and welconme to this
afternoon's Cybersecurity Subcomm ttee hearing on enterprise
security and information technol ogy operations of Departnent
of Defense Networks and Systens. | want to begin by
t hanki ng our witnesses for appearing today before this
subcommittee. Your testinony arrives at an inflection point
for how the Departnment of Defense fights, decides, and w ns.

This hearing is fundanmental |y about warfighting. The
di gital backbone of the Departnment of Defense is no |onger a
support function. It is a weapon system Qur tanks, ships,
aircraft, and ground forces depend on connected, resilient,
and secure networks to operate at the speed and precision
across vast distances. Sensors all over the world will
connect to shooters across the theater in a vast kill web
that nust operate faster and nore efficiently than our
enem es' systens. This is especially true for future
conflicts, as we continue fielding software intensive
systens desi gned for decision advantage and speed of action.

While quantity may have a quality all of its own, the
ability to optimze our targeting and orient, decide and act
nore quickly than the enenmy will |ikely decide the outcone
of the next major war. The Departnent's cultural shifts
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t owar ds recogni zi ng networks and i nformation technol ogy
infrastructure as a warfighting platformis one | agree
with.

Yet, | realize there is still a long way to go.

Sof tware can be devel oped and depl oyed in m nutes, hours, or
days. The bureaucratic processes governing how we acquire,
certify and field it does not match that tineline, at |east
not yet. This reality is no |longer nerely an inconveni ence.
It is a strategic liability. W have tal ked | ong enough
about solving these problens. This subcommittee wants to
see them resol ved.

Conpoundi ng the urgency is the condition of the
infrastructure itself. Defense information technol ogy
budgets have | ong served as the bill payer absorbing cuts to
fund near-termpriorities. The result is a technical debt
probl em of historic proportions in both hardware and
software. Qur adversaries are not blind to this. Not
surprisingly, they are taking advantage of this bl under.
Every day we delay nodernizing is a day we strengthen their
hand in the cyber donain.

As we noderni ze, speed wi thout security is not an
i nprovenent. We nust be disciplined about not punting
today's problens to the future. That neans patchi ng what we

have while building with foundational security baked in.
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Thi s cannot be a governnent-only endeavor. The private
sector can nove with speed and provide capabilities the
Depart ment cannot match. But partnership only works when
our processes and requirenents are transparent and
consistent. We owe our industry partners clarity and we owe
our warfighters results. W nust ask what kind of conpute
capacity, network resiliency, and data infrastructure our
warfighters require, not just today, but as artificial
intelligence is deployed at a scale across the force. If we
cannot answer that question with specificity, we cannot
build toward it.

Today, this subconmittee | ooks forward to hearing from
both of you on where the Departnent stands in addressing
these efforts. W want to understand how bureaucratic
barriers are being dismantl ed, and how our processes are
bei ng made nore wel comng to industry partners. It is
especially inportant for us to hear whether our networks
have the capacity, resilience, and perfornmance our mlitary
requi res for nodern warfare agai nst a capabl e adversary.

Thank you again, and now | would like to recognize the

ranki ng nmenber for her remarks. Senator Rosen.
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NEVADA
Senator Rosen: Well, thank you, Chairman Rounds. Ms.
Davi es, General Stanton, appreciate you being here. | want

to wel come you, and Ms. Davies, congratul ati ons on your
recent confirmation and assunption of duties. And so, M.
Davi es, as you get settled into this position, we'd like to
hear nore about your priorities, get sone of the ideas of
where you're going to be placing enphasis on funding from
fiscal year 2026 appropriations and any reconciliation
fundi ng you may have received as well.

And so, without discussing specifics, it would al so be
hel pful to know where we m ght see significant budget sw ngs
for prograns so we're not surprised when the fiscal year
2027 President's budget request is released. That request
is already nearly 2 nonths late. |It's not expected for a
few nore weeks, and that leaves little tinme in our NDAA
process to delve into the details and it's critical for us
to be able to do that.

General Stanton, | want to wel cone you back. Thank you
for your years of service. | hope you will also share your
t houghts on all of these topics as they relate to your role
as director for the Defense Information Systens Agency and

commander for the Departnent of Defense Cyber Defense
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Command. As the organization charged with running DOD

net wor ks, you have a uni que operational perspective on how
policy decisions fromthe Departnment Cl O are transl ated,
well, into action, but that also neans that you have a
slightly different view as to the resourcing and workforce
needs. The inplenmentation of technology for the warfighters
di fferent maybe than the devel opnent, right? The inpact of
technical debt on the ability of our departnent to
noderni ze. You can speak to that in practical sense.

So, we also have a long list of long-termissues we
want to make sure the Departnent is addressing so they don't
get lost in the immediate priorities of the day or the
specific priorities of this adm nistration. For exanple,

i npl enentation of the cybersecurity maturity nodel
certification process, inproving the authority to operate,
process for software to be placed on the DOD networks, and
addressing the backl og of technical debt in our |IT prograns
to make sure our networks are nore nodern, nore resilient,
and of course, nore secure.

These are just a few of the areas where | think we have
common cause and desire to work together to inprove the
Departnment for the long term W want to work
col l aboratively with you on these issues. However, the
Depart ment has not been particularly tinely or forthcom ng
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on information. So, for us to conduct our statutory
obligation to oversee the Departnent of Defense, requires us
to have open and honest conversations. There's definitely a
trust deficit right now, but I think it's fixable if the
Department can be nore responsive to the requests of this
comrittee and to our nenbers. So, | hope we can use this
heari ng, both open and closed, to help us get started on the
ri ght foot.

And with that, I'"'mgoing to turn it back over to
Chai rman Rounds. Thank you.

Senat or Rounds: Thank you, Senator Rosen. Today,
we're pleased to have our two panelists with us, Kirsten
Davies, who is the chief information officer at the
Depart ment of Defense, and Lieutenant General Paul Stanton,
United States Arny director, Defense Information Systens
Agency commander, the Departnent of Defense Cyber Defense
Command. We wel cone both of you here, and we | ook forward
to your opening statements. Your witten statenments will be
a part of the record, but we woul d wel cone your opening
statenents.

And with this, Ms. Davies, would you |ike to begin?

www. L exitasL egal.com 800.FOR.DEPO
DC.Scheduling@L exitaslL egal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

STATEMENT OF HONORABLE KI RSTEN A. DAVI ES, CH EF
| NFORMATI ON OFFI CER, DEPARTMENT OF DEFENSE

Ms. Davies: Thank you. Good afternoon, Chairnan,
Ranki ng Menber, Senator Reed, thank you for the opportunity
to speak with you today about the Departnent's strategy to
transform technol ogy and cybersecurity into a decisive
war f i ghti ng advant age.

Qur focus is to enable data supremacy and deci sion
dom nance on the contested battlefields of today and
tonorrow at the speed and scale our warfighters deserve. In
the latest initiative in Secretary Hegseth's drive for
efficiency and effectiveness, we are undertaking a bold
transformati on of enterprise |IT and cybersecurity program
uni fying these capabilities under the Departnent's Chief
Information Oficer. Through this effort, we will elimnate
i nefficient spending, reduce technical debt, accelerate
noder ni zation, drive consistent and up | evel ed
cybersecurity, and unleash data and i nnovation fromthe core
to the edge across our joint forces.

Leveragi ng ny oversight of DI SA the NSA' s
Cybersecurity Directorate, and the Departnent's Cyber Crine
Center, we are working with the mlitary services, joint

staff, conbatant conmands, and defense agenci es across four

transformation pillars. [|'ll provide a few highlights here.
www. L exitasL egal.com 800.FOR.DEPO
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Under pillar 1, the Enduring Digital Foundation, we're
transform ng our network infrastructure and comruni cati ons
transport, which extend from undersea cables to terrestrial
fiber to advanced satellite capabilities, connecting
everything fromthe hone front to the tactical edge. This
f oundati on supports every warfighting system and our gl obal
installations. W're driving continual nodernization,
expansi on, and hardening, as well as broad 5G usage and data
center nodernization. W're evolving our cloud strategy in
JWCC Next, and we're al so | eading a proactive approach to
spect rum managenent and advancing PNT efforts, ensuring
ready and resilient capabilities that enable Anerican
war f i ghting dom nance.

Under pillar 2, agile digital capabilities, reflecting
some of your comments, Senator Rounds, we are expandi ng our
and maturing digital offerings. W're accelerating delivery
of software and SaaS services, and standardi zing data
architectures, streamining our data flows. W're shifting
from sl ow | egacy software devel opnent to nodern agile
delivery, driving interoperability by design, and delivering
applications and anal ytics at the speed of relevance. W're
driving extensive defense business systens work, whether
noder ni zi ng or sunsetting those systens to enabl e cl ean
audits and reduce wasteful spends. W're also deploying
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10

m ssion partner environnent as persistent, secure
environnments where trusted partners can be rapidly
I nt egr at ed.

Under pillar 3, cybersecurity for the warfighting
ecosystem in alignnent with President Trunp's Nationa
Security Strategy and the National Defense Strategy, we're
nmovi ng from checklist-driven conpliance towards unifi ed,
holistic, risk-based approach. W w ||l enphasize autonation
and dynam c and continuous nonitoring.

W will drive risk reduction rather than burdensone
paperwor k, focusing on anti-fragility and resilience through
a holistic blend of stream ined processes, advanced
technol ogi es, and skilled people. W're refining the
authority to operate, process, and accel erating our
depl oynent of Zero Trust principles. W're also refining
our risk managenent process and reigniting the debate to
align with the Secretary's arsenal of freedominitiatives.

Finally, through pillar 4, skills and partnerships, we
recogni ze that people are our decisive edge. As part of our
transformation, we're reviewing I T and cybersecurity roles
to ensure clear responsibilities, accountability for
outconmes, and a bias for action. W're |everaging your
provisions in the fiscal year 2026 NDAA to enhance
recruitment and retention of cyber professionals and expand

www. L exitasL egal.com 800.FOR.DEPO
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conpetitive conpensati on.
W will be launching an expanded top tier certification
programin partnership with industry and acadeni a, which
will offer upskilling and reskilling to our warfighters,
fromnew recruits to seasoned service nenbers. And because
we do not fight alone, we're doubling down to influence the
digital transformation efforts of our allies and partners,
which will better enable all of coalition force readi ness.
As we advance this bold strategy, thank you for your
continued interest in and support of IT and cyber security,
and for the resources you provide to protect nationa
security. The race for data superiority and decision
dom nance is won or |lost every day, and this strategy is a
key part of how we, together, ensure the technology race is
won by the United States. Together, we will ensure the
resilience, readiness, and lethality of Anerica's
war fi ghters across every donai n.
| ook forward to your questions.

[ The prepared statenment of Ms. Davies follows:]
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St ant on.

Thank you, Ms. Davi es.
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STATEMENT OF LI EUTENANT GENERAL PAUL T. STANTON, USA,
DI RECTOR, DEFENSE | NFORVATI ON SYSTEMS AGENCY/ COMVANDER
DEPARTMENT OF DEFENSE CYBER DEFENSE COMVAND

General Stanton: Chairman, Ranki ng Menber Rosen,
Senat or Reed, thank you for the privilege of appearing
before you today to explain the fundanental shift we are
maki ng to ensure that our weapons system the Departnent of
War I nformation Network, provides our warfighters with
deci si on advantage. |'m honored to represent the highly
skill ed and dedi cated professionals of the Departnent of
War, Cyber Defense Command, and the Defense |Information
Systens Agency that design, build, secure, operate, and
def end our environment.

We nust deliver a secure, standardi zed, resilient, and
efficient architecture that supports conbatant commands.
Combat ant comands execute warfighting. Nested within the
Departnment of War ClO s vision, the Defense Infornmation
Systens Agency has a responsibility to provide functionally
rel evant capability that aligns with the tine and tenpo of
the warfighter's mssion. As the Departnent of War Cyber
Def ense Conmand, we have an added responsibility to ensure
that our systens and data are properly defended agai nst
conti nuous and sophisticated attacks.

Conbi ni ng these two responsibilities, and said sinply,
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we nust get the right data to the right place at the right
time, such that our conmanders nake better and faster

deci sions than our enemies. W are a sub unified command
and a Departnent of War Conmbat Support Agency. Qur nission,
and therefore our culture is to support warfighting. W are
fully engaged to nove and maneuver the network and our data
according to the changing conditions of the operating
environnment. W design, build, secure, operate, and defend
in lockstep with commanders at echelon. W canpaignh to
execute our m ssions and defeat our adversaries. W present
and defend the architecture so that commanders can fight.

We are doing so right now in Operation Epic Fury.

But we cannot rest. W nust transform oursel ves and
t he neans by which we support to | everage the nost nodern
and effective technology. W are in a perpetual state of
conti nuous noderni zati on; new solutions, artificial
intelligence, comrercial SATCOM nobile data centers. They
energe at industry's pace, and we nust integrate theminto
our architecture and m ssions at speed.

Further, we nust be prepared to fight al ongside our
partners, sharing data across warfighting functions wthin
deci sion cycles. The coalition information environnment, as
recently prototyped during an exercise in the Indo-Pacific
theater, is a cornerstone of our approach. W know that our
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adversaries, our enemes, are watching us and will certainly
attenpt to delay or degrade our decisions, and we w ||
def eat them

We are devel opi ng solutions that are secure by design,
i ncorporating perineter defenses that defeat known attack
vectors and enploying Zero Trust to detect, bound, and
def eat new and novel tradecraft. Qur internet access point
and our cloud-based internet isolation warfighting systens
continuously adapt to new threats at our boundary. Qur
Thunder done i npl enentation of Zero Trust is proven,
expanding rapidly as we transition defense agencies and
field activities into DODNet. W will use these tools and
the associated data in an infornmed, productive, efficient,
and speedy nanner, automating our defenses and enpl oyi ng
human tradecraft for advanced anal ysis.

We prioritize our defenses on what matters. |In order
to preserve decision space for comranders, we nust defend
the critical systenms upon which they are dependent. Qur
approach enploys a m ssion thread defense that we nest and
pl an anmongst conmanders and their staffs for
synchroni zation. W align our cyber defenses to how their
systens enpl oy and nove data, ensuring that they have
confidence in the data upon which they nake their decisions.
Qur defenses and our strategic goals require optim zation.
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W have to see ourselves holistically. W have nade
and continue to nmake significant progress in sensing,
| oggi ng, aggregating, and anal yzi ng our data accordingly.
Qur data anal ytics support cell is enploying our cormmbon data
analytics platformto continuously run queries and anal ytics
that optim ze performance and support defensive operations.
CDAO feeds into USCYBERCOM s joint cyber warfighting
architecture for enrichment with classified intelligence,
and coordination with offensive cyber forces for speed and
lethality.

Qur success is the innovation, talent, and notivation
of our workforce. Readiness is a requirenent. A trained
and ready force has confidence to act with disciplined
initiative. Denonstrated confidence |eads to trust to maeke
deci sions at speed. Wen we conbi ne our transformnational
architecture with a talented and trai ned workforce, we are
postured to nmeet our requirenents. This is an inperative.
The effectiveness of the DOWN is inextricably |Iinked to our
m ssions and our Nation's defense. Wth the continued
support of the committee, we will preserve the decisive
advant age.

We | ook forward to your questions. Thank you.

[ The prepared statenent of General Stanton follows:]
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DC.Scheduling@L exitaslL egal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

V] /

Senat or Rounds: Thank you, General Stanton.

Normal |y, we would begin with 5-m nute rounds, and |
woul d start, Senator Rosen, the ranking nenber, would be
second, and then we'd nove back and forth. But we al so have
t he ranki ng nenber here. And if you would like to --

Senator Reed: No sir. Regular order --

Senat or Rounds: Ckay. Regular order it is.

Senator Rosen: You heard it fromthe Ranking Menber.

Senator Rounds: Very good. Well, then | wll begin.
Ms. Davies and General Stanton, the ability of our
warfighters to operate in a contested or a degraded
environment is directly tied to how resilient and nodern
those networks are. \Where does the Departnent stand on
net wor k noderni zati on, and are our warfighters confident
they can operate if those networks are attacked or deni ed?
Ms. Davi es.

Ms. Davies: Thank you, Senator Brown, for that great
guestion. I'Il allow General Stanton to get into a few of
the details. But as | reflected on pillar 1 of our
transformation strategy, this is active work that we are
doing right now that DI SA has been conducting for quite sone
ti me under General Stanton's |eadership and previous
| eadership as well. This is a key area of focus for us.

Qur forces are globally located. Qur joint forces are

17
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globally located. W are currently, obviously, in a mssion
right now with partner forces as well. And the resiliency
and the efficacy of the traffic of our network is quite
critical to that. |It's a key focus area for us, Senator.

Senat or Rounds: GCeneral Stanton.

CGeneral Stanton: Senator, thank you for the question.
And with great support from Congress, we have an initiative
that we reference as design, security, and resiliency. So,

t he Defense Information System Network, where we focus on
under sea cabl es, increased bandwi dth for terrestrial fiber,
mul ti nodal satellite conmunications capabilities we refer to
as an agnostic peering gateway that allows us to comuni cate
over mlitary SATCOM waveforns, but al so via conmerci al
SATCOM capabi liti es.

As our forces nove into theater, as they currently
reside in theater, we have a primary alternate contingency
and energency plans put into place. W're never single
t hreaded on any capability as we enter into the fight such
that if we suffer degradation, we have fall back
capabilities. W're seeing that in spades currently,
operating across terrestrial space based and undersea
capabilities.

Senator Rounds: So, recognizing that we're in an

18

uncl assed environnent, we'll go into a classified
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envi ronment when this when this neeting is done,
specifically, | think what you're indicating is there's a
coupl e of different areas where we may have, sone
chal | engi ng conmuni cations problens. You nentioned,

under sea cabl es, you nentioned space-based assets and so
forth. Are those perhaps the nost challenging that we're
going to face that we can tal k about in this environnent
t oday?

General Stanton: Well, Senator, | think it's the
conmbi nation and the fact that as our warfighting fornmations
are outfitted with capability. W never isolate down to a
singl e node of transport. W ensure that we have the
ability to route terrestrially. W hit two peering points
such that we can | everage undersea cables. W' re never
bounded by a single undersea cable. W always have a pl an
to route around or have an alternate path.

And then, the proliferation of space-based assets,
specifically in the comercial world, is really gane
changi ng technol ogy to give us | eap over capability if and
when we do suffer a degradati on.

Senator Rounds: |It's an interesting lead in on it.
Then for us to talk a little bit about the reason why we no
| onger tal k about a kill chain. W talk about a kill web,

and that is because we have nmultiple avenues to nove from a

19
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spotting system back into where you actually have the

ability to trigger a weapon. So, nultiple ways to get the

comruni cations frompoint Ato point B, not sinply one |ine.

Fair way of looking at it?

General Stanton: Precisely. Yes, sir.

Senator Rounds: Ms. Davies, nany small er Defense
I ndustrial Base conpanies lack the internal security
capability to defend thensel ves agai nst a sophi sti cated
state actor. Wat is the Departnent doing to reach that
tier of the industrial base, and is voluntary participation
I n government support prograns getting us there?

Ms. Davies: Senator Rounds, this is a key focus area
for nme as well. | think we have focused largely on
confidentiality of data in the past. | know that there has
been sone burdensone requirenents that have been placed on
| arge and smal |l businesses alike. |In the new
transformati on, one of our key pillars is going to be
working directly with the Defense Industrial Base. Their
resiliency is our resiliency. Their security is our
security.

But it needs to make sense. W' ve heard Secretary
Hegset h tal k about reducing the burdens to entrance,

al l owi ng entrance, new entrance for snaller conpani es as

20

well. This is a key focus area for us, whether it's
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provi di ng gui dance, providing principles for themto follow.
It's com ng al ongside them and partnering them but it's
also tailoring these requirenents so that they are effective
for the arsenal of freedomthat we are driving.

Senat or Rounds: Thank you. M tine has expired.
Ranki ng Menber Rosen.

Senator Rosen: Thank you, Chairnman Rounds. |'m going
to just say sonething and I'Il ask for nore details in the
classified briefing. Just building on what Senator Rounds
said, | want to hear a little bit about the | essons you
| earned fromthe recent mlitary operations in Venezuel a and
Iran that relate to the DOD networks in terns of show ng us
alittle bit of stress testing in the real world, right?
W're in conflicts in both places, and what we've | earned
about what we m ght be changing for future protracted
conflicts. So, we'll save that one. Just put that out
t here.

CGCeneral Stanton, | want to talk a little bit about IT
support during a war. So, the Defense Information Systens
Agency, you're a combat support agency for the Departnent of
Defense. So, |'mhoping that you can explain for all of us
what that neans, practically. G ven our current posture in
the M ddl e East, what does your agency do during war tine

that could be different than what it does during peace tine,
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if you could el aborate on that?

General Stanton: Yes, ma'am Absolutely. Thank you
for the question. So, we are at war, and we're executing
Qperation Epic Fury currently. Wich nmeans that every day
i nside of our operations center, the Defense Information
Systens Agency, and Cyber Defense Conmand, get together to
ascertain what has transpired in the context of the network,
what assets are still up and running, what assets need to be
resol ved? How do we route around problens? How do we
dynam cally sol ve problens with enmergent technol ogy and do
so rapidly.

From a DI SA perspective, a lot has to do with network
transport. And so, it -- where are the termnals | ocated?
How do we get themto the right spot? Do we need to | ease a
new circuit on the fly in order to ensure that critical data
gets frompoint Ato point B? These probl ens present
thenselves in real time, and inside of our ops center we are
dynam cal ly sol ving and devel opi ng resol uti on.

Senator Rosen: Thank you. 1'mgoing to nove on to
you, Ms. Davies, because we want to talk a little bit about
the Joint Warfighting Cloud Contract. And the Joint
Warfighting -- it's a nouthful. The Joint Warfighting C oud
Contract -- do not try to say that quickly -- we'll just say
the JWCC, it's a little bit easier, is reaching a point soon
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where it's going to be need to be reconmtted, and there'l
be a need to be a replacenent contract. And so, what
| essons has DOD | earned fromthe JWC that we night see next
i n an updated JWCC, and how do you see Al inpacting your
deci si ons?

Ms. Davies: Thank you for the question. It is a
nmout hful, isn't it?

Senator Rosen: It is, it is, yes.

Ms. Davies: W are expanding JWCC into a unified cloud
mar ket pl ace, integrating additional providers, enbedding
fi nanci al operations, automation, and nulti-cloud nanagenent
to enabl e enterprise-w de cost control and interoperability.
| can speak frombeing newin the role and seeing that there
are contracts everywhere, and different points of
aut horization with different cloud that's happening.

One of the key areas that we need to be | ooking at from
a multi-pronged approach is, is this the nost efficient way
to be driving cloud conpute? It's not. W need to be
continuing on in the JWCC Next. Is it the nost -- is it the
best way to see the spend. It is not. So, JWC Next is
going to provide us that financial transparency that's
there, and it's also going to provide CGeneral Stanton and
his teamthe ability to do better defense across all this,

because we're going to know where all of the cloud conpute
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is, and that's key for us in asset identification and asset
security.

Senat or Rosen: Thank you.

And then I'mgoing to continue with you, M. Davies,
because | want to tal k about the enterprise chief
i nformation officer collaboration. Right? So, DOD, you're
like -- you're saying you're just a vast congl oneration of
net wor ks, clouds, operating cultures, systens, you name it.
It's difficult to craft a one-size-fits-all policy, although
you can set standards, and you can at |east lay out the
tenplates for it. You can nap out where everything is,
essentially, but in ny view, there are benefits to having
each of the mlitary departnents and defense agenci es havi ng
their own CIGCs so that they can tailor technol ogy and
policies to the needs of the various organizations.

So, could you describe for us your relationship with
your ClO counterparts in the mlitary services and defense
agenci es, and are there any | essons, hel pful or otherw se,
you m ght have picked up in your time so far?

Ms. Davies: Sone great |essons indeed. [|'m holding
regul ar neetings with ny mlitary departnment counterparts as
wel | as the DAFA counterparts. |'m/learning where the
operational efficiencies are, where the centers of

excel l ence and expertise are, also where the gaps are. So,
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| think there's varying | evels of conpetencies, varying

| evel s of operational cadence that are there. And one of
the things that we will be getting after with this new
strategy is to take a hold of those rising tides, raise al
ships to nake sure that we're all pointing in the sane
direction and focused on operational excellence in cyber
def ense.

Senator Rosen: | yield.

Senat or Rounds: Senator Reed.

Senator Reed: Well, thank you, M. Chairman, Madam
Ranki ng Menber. | thank the witnesses not only for being
here today, but for your dedication to our warfighters.
Thank you.

Ms. Davis, |'msure you re aware of the recent decision
by the secretary to designate Anthropic as a supply chain
ri sk. |Indeed, you, yourself, signed out a meno on March 6
directing the renoval of Anthropic from DOD systens within
180 days. However, the conmittee still has not heard the
rational e fromthe Departnent about why the designhation was
made, nor received a full notification, which is required
under | aw by Section 3252 of Title 10.

And this notification requires a sunmary of the risk
assessnent and a sunmary of the basis for the determ nation,
i ncluding what | ess intrusive nmeasures were consi dered, and
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why they were not reasonably avail able to reduce supply

chain risk. W have not received that information, yet, it
is required under the law. So, first, are you aware of the
actual reason in designating Anthropic a supply chain risk?

Ms. Davies: Senator, thank you for the question. |
was involved, as nmany of ny counterparts were, in this
col I aborati ve deci si on-maki ng process that followed the
regul atory requirenents.

Senator Reed: Well, why was it done?

Ms. Davies: Sir, we're in active litigation right now,
so | won't gointo the details of it. W have reached out
and offered a briefing for your offices into the depths of
it. | wll say that there are sone -- the filing in the
California court is available. W have nade that avail abl e,
but it was only available to us this norning. So, we did
provi de that over with the risk analysis. That was a part
of it.

Senator Reed: It's just interesting that you woul d
file required docunentation for the California court before
conmplying with the law, and filing it, and sending it to us.
| don't believe it's been sent to us officially or
unofficially. Wy haven't you, the Departnent, conplied

with the | aw

26

Ms. Davies: Senator, |'maware that the -- our
www. L exitasL egal.com 800.FOR.DEPO
DC.Scheduling@L exitasLegal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

V] /

col l eagues in Legislative Affairs have foll owed the

regul ati on of what they were in -- what they were supposed
to provide. | do know that we followed all of the steps of
the regulatory requirenent of the Title 10, 3252.

Senator Reed: Well, | don't think we've received it.
We have not received it.

Senator Rounds: Just in checking with staff, | do not
bel i eve that we have received it at this tinme.

Senator Reed: Thank you, M. Chairman.

But as you pointed out, a California court has received
it because of the litigation. Let me just -- one additional
guestion is, are you aware of any estimtes that were made
as to the potential cost inmpact on DOD uses for renoving and
repl acing Anthropic from DOD systens, or the cost to repl ace
Ant hropic with another | arge | anguage nodel .

Ms. Davies: Senator, |I'maware of the risk analysis
that was conducted as a part of that, and I'maware that we
have al so constructed our data architectures to be able to
be interoperable with a variety of different Al
capabilities. And so, the deep assessnment of replacenent of
that, I"'munfamliar with right here, | can take that away
as an action for you.

[ The information referred to fol |l ows: ]

[ SUBCOWM TTEE | NSERT]

27

www. L exitasL egal.com 800.FOR.DEPO
DC.Scheduling@L exitaslL egal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

V] /

Senator Reed: It would be appreciated because the idea
of the scale and the nmagnitude of the disruption would be
hel pful. Further, it's ny understanding that Anthropic's
Cl aude systemis being used today in Iran in our mlitary
operations. Is that true?

Ms. Davies: Wthout going into the details in this
forum Senator, the use of the systemis active right now.
This is also why we provided for a neasure of tine we felt
was reasonable, as well as an exception process for renoval
of the Anthropic systens.

Senator Reed: It just seens odd that you woul d
continue to use a system which you determ ned to be a supply
chain risk. Does that strike you as odd?

Ms. Davies: Senator, at no tinme, in any way, wll we
interfere with the success, the lethality, and the
resilience of our warfighters. And for that reason, we've
provi ded what we feel is a reasonable anount of tinme for
t hose systens to be replaced. W can -- | can al so say that
according to -- you know, with President Trunp's great
| eadershi p, we have a nunber of technol ogy conpani es that
have cone to the table wanting to do business with us as the
Department of War and across the U S Governnent. So, we
know t hat we've architected this appropriately in order to

use conpetitive advantage as well.
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Senator Reed: Thank you very nuch, Ms. Davis.
General , thank you.

General Stanton: Sure.

Senat or Rounds: Thank you, Senator Reed.

Let me just followup on that for just briefly here.
My understanding is that there has been a 180-day
notification with regard to Anthropic. | presunme, and you
can correct nme if I'mwong, but | presune that there is
additional time frane here in which there is the possibility
of additional negotiations that can occur during that tinme
period, recognizing just what a significant change this
woul d be to the Departnment with the reliance right now on
the Anthropic product at this tine. Fair enough to say?

Ms. Davies: |'mnot sure what part of the question to
answer for, Senator Rounds. Let ne let ne try to unpack
that for you. W have architected our data i nsonuch as we
can deploy nultiple types of Al across our data. That's
sonmething that the -- General Stanton and the DI SA
col | eagues have been very careful about. Nunber one.

Nunber two, we have provided what we feel is an
appropriate amount of tinme to renove the Anthropic systens
i n accordance with the designation by the secretary of the
supply chain risk designation in and of itself. Does that
answer your question?
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Senat or Rounds: Yeah. Except that | think the other
entities that we are | ooking at, many of them have al so

i ndi cated that they have Anthropic within their systens as

well. And what I'm|looking for is, is the possibility that
as this discussion goes on in a business-like manner, |I'm
assumng it will be done in a business-like manner, that

there are opportunities for additional negotiations to
conti nue to occur?

Ms. Davies: Senator, | will defer that to ny
col l eagues in the | egal departnent who are undergoi ng that
active litigation right now, and we will certainly bring a
report back to you.

Senator Rounds: That's fair. And | do think it'd be
fair to say that | think the coomttee as a whole, and |
can't speak for the chairman, but at |least with regard to
the subcommttee, this is sonething that we have a rea
interest in, and we will want to get in a classified setting

probably deeper into the details at some point when you're

prepared to share that with us -- with the appropriate
per sonnel .
Ms. Davies: Senator, we'll take that for action,

absol utely. Thank you.

Senat or Rounds: Thank you.

Let me go on a little bit here. |I'mjust curious,
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Ceneral Stanton, one itemthat we've tal ked about is
deterrence. And as we will use our offensive capabilities,
one of the reasons why you use offensive capabilities is to
deter future attacks, and to | et people know that you know
who they are, we know where they are, and we do have access
to some very exquisite capabilities to stop them from
actually using kinetic activities or kinetic systens.

Can you talk a little bit, in this open session, just
so that the American public will understand, just kind of
some of the things that we have the ability to do now t hat
we've actually utilized sonme of them and are -- the bad
guys know that what we can do? Can you talk just briefly
about that, just to share with the American public what
their taxpayer dollars are buying?

CGeneral Stanton: Yes, Senator. And | |ook forward to

havi ng a nore robust conversation in a classified setting.

Senator Rounds: | understand, but the public can't see

that. And like | said, | don't want to do any damage to our
ability to do it in the future. But |I think it's fair for
deterrence's sake, to maybe talk a little bit about what our
capabilities are, if that is acceptable.

CGeneral Stanton: Yes, Senator. So, | think I"'1l]

address it in two principal ways. The first is there's a
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make it really hard for the eneny to attenpt to achieve the
effects that the eneny intends, then it is a cost
i nposition. The eneny has to spend nore noney, nore tine,
devel op nore resources, and apply it in ways that that the
eneny nmay not have been prepared. That's a cost inposition.

In addition, we have offensive cyber capabilities. And
we have offensive cyber capabilities that can, respond at
speed to evidence of adversarial activity beyond the bounds
of our U S. networks. So, when we see operations in foreign
space as actioned by our cyberspace foreign adversaries, we
have the capabilities to deny themthose resources.

Senator Rounds: Fair to say we can deny themthe
ability to communicate in sonme cases?

CGeneral Stanton: Yes, Senator.

Senator Rounds: Fair to say that we can sonetines make

it so they can't see what they want to see on their systens

CGeneral Stanton: Yes, Senator.

Senator Rounds: -- to know what's going on in their in
their part of the world? Fair to say that we can nake t hem
see things that naybe aren't even there today.

General Stanton: So, the ability to deny access to
systens, the ability to manipulate data to get inside the
deci sion cycle of the adversary, are all the art of the
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possi bl e in techni ques devel oped in support of offensive
cyber operations.

Senator Rounds: Al of which neans that our young men
and wonen are then safer when they go in harnis way, because
we limt the adversary's ability to respond to our young nen
and wormen who are on the battle front?

General Stanton: Unequivocally --

Senat or Rounds: Thank you.

General Stanton: Unequivocally -- yes, Senator.

Senat or Rounds: Thank you. Ranking Menber Rosen.

Senat or Rosen: Thank you.

| want to in the classified, I'"'mgoing to ask a little
bit nore about how you've architected -- it's a new verb,
architected -- your data to feed into many different, |
woul d assune, |arge | anguage nodels or the like. | think
that it's very interesting to ne.

But for this open session, | want to tal k about the
authority to operate process, because |'m encouraged by the
Departnment's conti nued support for inproving cybersecurity
and supply chain risk managenent, of course, and you' ve nade
progress towards reform ng and accel erati ng acqui sition,
testing, authorization of comrercial software. But nore, of
course, can always be done to streamine the authority to

operate, ATO our single process into a single departnent-
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wi de accreditation for secure software providers,
stream ining the process.

So, can you talk about the status of your efforts to
streanmline that process, of what actions you' re taking, and
what plans your office may have to establish and encourage
reciprocity for ATGCs between individual service branches and
departnent conmponents. So, pulling all that back up to the
center.

Ms. Davies: Ranking Menber, a great question. The ATO
process is part of the broader risk nmanagenent framework, as
you are very famliar wwth. R ght now, we have a very
static snapshot in time with regards to risk nanagenent, and
that needs to be noved to a nmuch nore dynam c franmework and
process, which includes inheritance of assessnents that are
conduct ed sonmewhere el se across the Departnent on a piece of
software. That inheritance can then travel to a new
departnent that wants to | everage that piece of software,
that inheritance of all the testing and the scalability and
all of those types of things.

The ATO process as a piece of that also needs a reform
W're finding that it's very difficult for people to
actually grab that inheritance over. |It's very difficult to
understand the work of that risk managenent franework
because it's broken, it's fragnmented, and it's static. So,
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what we're doing is we're looking to do a |lot nore
automation across this, having dynam c repositories of this
i nformation, and the testing in and of itself.

This work of the RVF franework, as well as the ATO
processes, Will be sitting underneath the Departmnent's chief
i nformati on security officer, who was presidentially
appoi nted just a few weeks ago. But he's right on top of it
and going to be working very actively with nme to make sure
that we're reformng that appropriate to the risk of the
actual work that needs to be done.

Senator Rosen: Well, | understand what you're saying;
how i nportant it is to be nore dynam c, and sonetines |ess
static, but I'"'malso well aware of the vulnerabilities at
pl aces when you are qui ckly dynam c without the proper
audits and controls over that as well because you never want
to sacrifice speed. And I'mnot saying static is always the
way to go, but you have to be very careful about that
dynam c architecture as well because it can create
vul nerabilities, because noving at the speed of |ight, or
sound, or nano second, whatever you want, is -- has risk in
there as well. So, | hope that you're building in a good

audit process review of how that's working, so in that speed

Ms. Davies: Yes --
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Senator Rosen: -- we will get to that.

Ms. Davies: -- and we're -- it's a great point. W're
going to be bringing in a lot of industry-good practices
across this as well, where we've learned to do a |l ot of the
automati on of processes, |ess paperwork, nore dynam c
checki ng across the software design lifecycle. W can do a
| ot of code scanning, code reviews. Those are the types of
automation that will help us speed these things up while
we're conpiling appropriate data repositories for that
constant risk checki ng.

Senator Rosen: Right. Because if you do it too fast,
once a piece of bad code gets in, it's already replicated
gui ckly across your system before you may have caught the
bug, so.

Ms. Davies: That's right. You understand the risk
process very nuch.

Senator Rosen: Yes, | think |I do, but thank you.

I"'mgoing to talk a little bit innmy -- | just asked
you a question about artificial intelligence, the validity.
W tal ked about Anthropic. | know we're going to go talk
some nore about this, the validity of their output critica
to the effectiveness of what we do. As we acquire and

depl oy nore systens, artificial intelligence systens,
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hel p our situational awareness, our decision-nmaking, and we
must secure these systens and the data that powers them
The dat a.

That's why | want to tal k about how you architect your
data. Data is power if you're smart enough to analyze it
and use it. It's all about how you use it. The data is
key, and so it's inportant and critical to nmaintain the
trustworthiness, the integrity of all of that. Avoid any
corruption, malicious manipulation. And so, how are you
kind of -- as nmuch as you can say here, what are you doi ng
to ensure that you're | everagi ng existing comerci al
sol uti ons, w thout naking us vul nerable.

Ms. Davies: Yeah. Thank you, Ranking Menber. In July
of 2025, ny office published the DOW Al - Cybersecurity Ri sk
Managenment Tail ori ng Handbook. So, we provided sonme great
gui dance across that. This is an ever-evol ving framework or
conpetency, | would say. W' ve been tackling this in the
i ndustry across the last, I'd say, 5 to 7 years, providing
appropriate guardrails, ethics, security across this,
| ooki ng at the weights of nodels, as well as hall ucinations,
to try to reduce all of these factors that are there. W're
going to be continually evaluating this as we go through.

We have provided strong guardrails. W' re doing risk
managenment assessing on a regular basis across this. And

www. L exitasL egal.com 800.FOR.DEPO
DC.Scheduling@L exitaslL egal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

V] /

so, this -- we wll continue to have conversati ons around
this because it is an evolving category of software, if we
want to call it that.

Senat or Rosen: Thank you.

Senator Rounds: | think at this tinme, we will concl ude
t he open portion of today's Cybersecurity Subcommittee
hearing, and as all of you know, we'll be reconvening here
in afewmnutes. W've got a vote at 3:15 that's
schedul ed. WMatter of fact, three of them but it'll give us
an opportunity to make our first vote.

We'd i ke to reconvene at 3:30 down in 217, in the
SCIF, for a classified portion of this. And then, for the
i nformati on of nenbers who will not be joining us for the
cl osed briefing, questions for the record will be due to the
comrittee within 2 business days of the conclusion of the
heari ng.

[ The information referred to fol |l ows: ]

[ SUBCOWM TTEE | NSERT]
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Senator Rounds: And with that, | want to thank you for
this open session. W look forward to visiting with you
again very shortly, beginning at 3:30 in the cl osed session
in the SC F.

And with that, the subcommittee neeting is adjourned.

[ Wher eupon, at 3:16 p.m, the hearing was adjourned.]
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