Stenographic Transcript
Before the

Subcommittee on Cybersecurity

COMMITTEE ON
ARMED SERVICES

UNITED STATES SENATE

HEARING TO RECEIVE TESTIMONY ON DEFENSE OF THE
DEPARTMENT OF DEFENSE INFORMATION NETWORK

Wednesday, May 21, 2025

Washington, D.C.

ALDERSON COURT REPORTING
1029 VERMONT AVE, NW
10TH FLOOR
WASHINGTON, DC 20005
(202) 289-2260
www.aldersonreporting.com



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

HEARI NG TO RECEI VE TESTI MONY ON DEFENSE

OF THE DEPARTMENT OF DEFENSE | NFORVATI ON NETWORK

Wednesday, May 21, 2025

U S. Senate
Subcomm ttee on Cybersecurity
Comm ttee on Arned Services

Washi ngton, D.C.

The subconmittee net, pursuant to notice, at 2:30 p.m
I n Room SR-222, Russell Senate O fice Building, Hon. M ke
Rounds, chairman of the subcomm ttee, presiding.

Subcomm ttee Menbers Present: Senators Rounds

[ presi ding] and Rosen.
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OPENI NG STATEMENT OF HON. M KE ROUNDS, U.S. SENATOR
FROM SOUTH DAKOTA

Senat or Rounds: -- the Cybersecurity Subcommittee
t oday.

You did an excellent job at the Arny's Cyber Center of
Excel | ence on Fort Ei senhower and it is great to see that
the Arny is cultivating and rewardi ng capabl e cyber
operators and | eaders |i ke yourself.

Your testinmony on securing and defending the DoDI N
comes at a critical juncture for our nation's cybersecurity
posture. Qur mlitary nust nmaintain a ceasel ess vigi
agai nst relentless attacks on our networks from
sophi sti cated adversari es.

This is not a theoretical battle. Cyber operators
actively defend our networks agai nst state and nonstate
actors 24/7 365 days a year.

The fundanentals of the cyber domain present a
persi stent challenge. Adversaries require only a single
successful breach while we nust naintain perfect defensive
integrity across all systens at all tines.

The departnment has invested billions in active defense
of the network that supports the entire DOD. Defense
I nformation Systens Agency, or DI SA is the organization
responsi ble for providing and running the departnent's

secure systens and networKks.

Scheduling@TP.One 800.FOR.DEPO
TP.One 9

www.TP.One (800.367.3376)

Court Reporting



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

The organi zati on responsi ble for protecting and
securing the daily operations of those networks is an
organi zation called the Joint Force Headquarters Depart nent
of Defense Information Network, or JFHQ DoDI N, and
Li eutenant General Stanton oversees both, and as such is one
of the many individuals across the departnment that is dual
hat t ed.

The DoDI N has been around for 10 years and the
directive to elevate it to a subunified conmand represents a
significant organi zational mlestone. Mking it a
subuni fied command allows it to be task oriented underneath
Cyber Conmmand to focus on running and securing the DOD s
networks and will further strengthen our defense.

DI SA and JFHQ DoDI N use different tools to protect DOD
net wor ks such as Thunderdone and the zero trust security
program both of which are being inplenented very quickly.

Today we wi Il hear about these two systens, which wll
be ready by 2027 along with other inportant network security
progr ans.

Despite progress in these security prograns, the road
ahead demands conti nued focus and urgency, from securing the
operational technology in end user devices and weapon
systens to inplenenting artificial intelligence capabilities
t hat can detect adversary activities before they approach

our networks or hunt themdown if they nmake it in.
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The technol ogical inperatives are clear. W nust
devel op and i npl enent energi ng technol ogies in innovative
ways securely and quickly. Qur adversaries are rapidly
I nnovati ng and we nust do the sane.

The threat of cyber attacks is not dimnishing. It
grows nore sophisticated each day. Wen we exanine the
resources near peer conpetitors |ike China are devoting to
devel oping their cyber forces the gravity of the threat
becones nore stark.

They are aggressively pursuing technol ogy to enhance
their effectiveness in cyberspace and continue to nake
significant investnents in artificial intelligence to build
nore sophi sticated capabilities.

Anerican technol ogi cal superiority has historically
been our asymmetric advantage and we nust maintain this in
the cyber domain. W cannot pernmt a capability gap to
devel op in such an all-enconpassi ng and i nportant domai n of
war f ar e.

The first proverbial shots to be fired will take place
in this domain. Any attack in any other domain will be
preceded by an attack on our vital cyber networks.

Wiile initiatives to devel op capabilities such as
exqui site Al-enabl ed cyber defense are underway, the
tinmelines associated wth delivery of these needed

cybersecurity capabilities and environnments are, clearly,
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t oo sl ow

Ext ended depl oynent schedul es create operational risk
that our forces have to mtigate through other neans. CQur
adversaries operate on conpressed tinelines. Qur response
capabilities much match or exceed their tenpo.

Today, | look forward to understandi ng nore of the
not abl e achi evenents in securing and defending the DoDIN. |
am particularly interested in how DI SA and JFHQ DoDI N i nt end
to accelerate delivery of these critical systens to enhance
our defensive capabilities fromthe cell phone to the | aptop
to the enterprise network.

This subconm ttee stands ready to provide the support
needed to guarantee these vital efforts succeed in
protecting our nation's nost critical networks.

I will now recognize ny friend and col | eague, the
ranki ng nenber Senator Rosen, for opening renarks.

Senat or Rosen?
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STATEMENT OF HON. JACKY RCSEN, U.S. SENATOR FROM
NEVADA

Senat or Rosen: Well, thank you, Chairnman Rounds, and |
woul d li ke to begin by wel com ng our wi tness, General
Stanton, and thanking himfor joining us today to discuss
the security and resilience of the Departnment of Defense
| nformati on Network, what we know as DoDIN. So nuch easier
to say DoDIN. Lots faster.

This is a critical issue, not just for cybersecurity
prof essi onal s but for every person in uniformand for every
single mssion around the globe. W nust rely on trusted
real -time access to information and comuni cati on.

As the director of the Defense Information Systens
Agency and the commander of the Joint Force Headquarters,
DoDIN -- so we have JFHQ and DoDIN. W are going to be an
al phabet -- lots of acronyns today.

Ceneral Stanton, we are so proud. You oversee one of
the |l argest, nost conplex and nost targeted networks in the
wor |l d, one that supports the President, the Secretary of
Def ense, the Joint Chiefs of Staff, and our warfighters
operati ng across the gl obe.

That is no small task, sir, and | want to recogni ze the
I ncredi bl e scope of your mssion and the personnel who
support it.

W are operating in an era of persistent threats --
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cyber threats -- where our adversaries are probing. They
are testing our systens every single day seeki ng any
opportunity however small to degrade our comrand and
control, to disrupt our operations, or steal our nopst
sensitive information.

Thi s makes defense of the DoDIN a linchpin for our
national security, for our national safety, our personal
security.

As a fornmer systens anal yst and conputer programer, |
have seen how nmuch the technol ogi cal | andscape has evol ved
since | began and how deeply integrated digital
I nfrastructure has becone to our operations and, frankly,
every single bit of our lives.

But with that evolution cones an expanded attack
surface, and as we integrate to nore cloud-based services --
Al tools, zero trust architectures -- we al so face
I ncreasi ngly conpl ex security chall enges.

In this hearing | hope we can explore how DISA is
managi ng that conplexity, how you are building resilience
into the system how you are attracting and retaining cyber
talent, and integrating innovation into what you do w t hout
conprom si ng our operational security.

| amalso particularly interested in how your teamis
I mpl ementing zero trust principles across such a vast and,

frankly, diverse enterprise and what this subcommittee can
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do to support this critical effort.

We know that the threats are evolving faster than ever
and that is not ever going to change, | do not think. So
must evol ve our defenses to neet the ever changing threat.

So | look forward to today's discussion, to working
with you, with Chairnman Rounds, and our coll eagues on both
sides of the aisle to ensure the DoDI N remai ns wel |
protected, agile, and always m ssion ready.

So thank you, M. Chair, and | yield back.

Senat or Rounds: Thank you.

And, Lieutenant Ceneral Stanton, you may begin if you

have opening remarks. Your full statenent will be in the
record.
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STATEMENT OF LI EUTENANT GENERAL PAUL T. STANTQN, USA
Dl RECTOR, DEFENSE | NFORVATI ON SYSTEMS AGENCY/ COVMVANDER,

JO NT FORCE HEADQUARTERS, DEPARTMENT OF DEFENSE | NFORVATI ON
NETWORK

General Stanton: Chairman Rounds, Ranki ng Menber
Rosen, thank you for your support and the privil ege of
representing the nen and wonen of the Joint Force
Headquarters Departnent of Defense Infornmation Network and
t he Defense |Information System Agency.

| appreciate the opportunity to share our progress in
desi gni ng, buil ding, deploying, and defending the Depart nent
of Defense Information Network. It is a central resource
and critical weapon systemfor neeting our nation's
obj ectives including defending the honel and, deterring
China, and rebuilding our military.

Qur m ssion never rests. It is hard to inmagi ne any
aspect of planning, preparing, or executing nodern
war fighting that does not include data production,
consunption, transport, or analysis.

Joint Force Headquarters DoDI N and DI SA have the
responsibility of securely delivering real-time globally
accessible information to the joint warfighter.

We ensure the right data is at the right place at the
right tinme, enpowering commanders to nake better and faster

deci sions than our adversaries. W are war fighters
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supporting war fighting. W inculcate the warrior ethos.

Joi nt Force Headquarters DoDI N and DI SA nmai ntain
di stinct responsibilities, yet support one another to
bal ance performance and security in the context of risk.

On behalf of U S. Cyber Conmand, the Joint Force
Headquarters DoDI N organi zes, observes, and nmaneuvers within
cyberspace to defeat eneny aggressi on and preserve
functionality for friendly operations.

Under the direction of the DOD chief information
of fi cer DI SA designs, builds, and securely operates the
DoDIN. Together we enable the inherently joint partner and
enterprise-scale capabilities that ensure m ssion success.

Accordingly, our priorities to neet the urgency of our
chal | enges are consistent for both the conmand and the
agency.

First, we are building collective readi ness across the
departnment and with our industry partners. Success in war
fighting requires forces that are manned, organi zed,
trai ned, and equi pped to operate effectively at both the
i ndi vi dual and coll ective | evels.

Cyber operations require conbining skill sets such as
host, network, and data anal ysis towards nutually supporting
outcones. Each nust do his or her part with confidence and
conpet ence.

I nportantly, our headquarters nust al so confidently
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i ssue DoDIN wi de orders, know ng that receiving

organi zations are ready to execute. The elevation of Joint
Force Headquarters DoDIN to a subunified conmand w ||
significantly increase readi ness by establishing a unified
command structure that drives consistent training standards
and readi ness eval uations across all 45 organi zati ons that
own a portion of the DoDIN battle space.

Qur second priority is canmpaigning. W are proactively
pl anning and prioritizing to defeat cyber adversaries and to
provide functionally relevant capability to war fighters at
the time and pl ace of need.

Under st andi ng cyber space dependenci es, the eneny's
intent, the eneny's capabilities, and the potential for the
eneny's capability to actually inpact the m ssion provides
focus for our defensive operations.

W prioritize our limted resources agai nst the nost
critical systens and preserve our freedom of action while
| nposi ng cost on the adversary.

Just as fast as capabilities are in place they require
upgrades. Qur third priority is, therefore, continuous
noderni zation. W actively field enmerging technol ogi es and
iterate within our devel opnent process.

We design for extensibility with the understandi ng that
technol ogy and the operating environment will inevitably

change. As we rebuild our mlitary we shape the information
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environment according to how we intend to use it. W ensure
it Is always ready to neet expeditionary war fighting
requirenents.

Qur final priority is to establish lethality. W
| npose cost on our enem es and provi de deci sion advantage to
our warfighters. Deterrence in the cyber donain includes
rai sing the cost of attack beyond that which an adversary is
willing or able to bear.

Thi nki ng beyond cyberspace, all battlefield operations
are subject to the proliferation of data. W nust transform
it to enable lethal and oftentinmes kinetic action.

We are charged with sensing and transporting di sparate
data streanms into a coherent and conprehensive picture that
enpower s deci sion nmakers at all |evels.

Securing our nation requires a robust, resilient, and
wel | defended cyber environnment. | am proud to represent
t he individuals serving Joint Force Headquarters DoDI N and
DI SA, who carry out this mssion every day.

Wth the continued support of this commttee our cyber
forces will remain prepared to neet the chall enges of today
and the threats of tonorrow.

Thank you, and | | ook forward to your questions.

[ The prepared statenent of General Stanton follows:]

Scheduling@TP.One 800.FOR.DEPO
TP.One 9

www.TP.One (800.367.3376)

Court Reporting



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

13

Senat or Rounds: Lieutenant CGeneral Stanton, thank you.

Il wll begin, and we will nove back and forth in five-
m nute rounds and we will do a couple of themand then if we
have ot her nenbers join they will be welcone to cone in as
wel | .

In April the Zero Trust Portfolio Managenent O fice
announced a 2030 tineline for full inplenentation of zero
trust across operational technol ogy devices and a date of
2035 for weapons systerns.

G ven the rapid evolution of threats targeting these
systens, what interimsecurity neasures are bei ng depl oyed
to mtigate risks during this extended period?

Ceneral Stanton: Senator, | appreciate your question.

DI SA has introduced Thunderdone, which is our
i npl enentation of zero trust. So we are able to | ook at
I ndi vi dual systens. The individuals that are using those
make i nformed deci sions about what resources they are able
to access.

We follow the zero trust principles. 1In fact,

Thunder done was recently assessed by a third party neeting
all 132 of the 132 Departnent of Defense standards and
activities for zero trust.

W have it in action already. W have inplenented zero
trust in coordination with SOUTHCOM and in addition we have

it enbedded into the evolution of what we refer to as
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DOD. net, the nodern and secure infrastructure and
architecture that DI SA is providing.

Senat or Rounds: Since this is an open session |let us
talk a little bit about Thunderdone, and can you give us a
little bit of an indication here so that folks that are
listening to it and they are -- it sounds interesting but
just exactly how does it work?

General Stanton: Yes, Senator.

So we have a nunber of appliances and software products
that are state of the art provided by our comerci al
i ndustry partners that we integrate into a coherent
sol uti on.

We first check to see who individuals are in the
environment. W also check the state and security of the
devi ce upon which they are operating.

We put those two together to make sure that the user on
t he device are authorized to access resources, and then we
have fine-grained controls that determ ne which resources
they are able to access.

Senator Rounds: So when you are doing this for the
next couple of years it really is a challenge for any
def ense systemto actually nodernize while still maintaining
t hat operational capability, and what you have done is taken

Thunderdone and during this interimtine period you have

integrated into the systens and every -- basically, every
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single user along with the platformthat they are on is
checked before it is authorized entrance into the DoDl N.

Accur ate?

General Stanton: Yes, Senator.

Senator Rounds: Ckay. And successful in terns of --
what do you -- is it 100 percent successful? Is it -- what
I's the probability of sonebody getting around that and what
Is the biggest risk to it?

General Stanton: So another inherent principle to zero
trust is to continuously evaluate the access to the
resources. So it is not just getting into the DoDI N but it
Is each time that you go to access resources you are
reeval uat ed.

So the risk of sonmeone gaining access that exists. W
wi |l never be 100 percent secure. However, we check and
val i date every subsequent access and if the eneny gained a
foothold into the environnent they cannot operate w thout
i mpunity and we | og everything to track what is happening in
t he environnent.

Senat or Rounds: Kind of |leads ne into the next
guestion, which is the Septenber 2024 DoDI N comrand
operational franmework introduced new requirenments for
reporting readi ness through the departnent's readi ness too

call ed the Defense Readi ness Reporting System or DRRS.

What specific cybersecurity netrics -- what are the
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nmetrics for being -- you know, what are you capturing with
that and how do these netrics provide a nore conprehensive
vi ew of the DoDlI N operational readi ness?

General Stanton: Senator, readiness is ny nunber-one
priority and the question you are asking is exactly what we
are driving towards.

We have baseline netrics that assess the effectiveness
of a cybersecurity service provider. The Joint Force
Headquarters DoDI N has eval uations teans that travel out to
the 45 DoDI N areas of operation and assess the effectiveness
of their CSSPs.

We record that in the Defense Readi ness Reporting
System -- DRRS. W can do better and we are working on
establishing additional netrics that can devel op a nore
conprehensi ve picture for us to have confidence that all of
the DoDI N areas of operation can operate effectively.

Senat or Rounds: Thank you.

Senat or Rosen?

Senator Rosen: Well, thank you. | was going to ask
sonmet hing different about the workforce first but I am going
to build on the zero trust architecture.

| understand when you say who is the person user, who
Is the device. You are going to check themevery tine. W
have that a ot in our own -- in other things that regul ar

peopl e do with banking, other kinds of things.
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But | would think -- as | amlistening to you |I am
t hi nki ng about how does the user or device get into the
registry, if you wll? And | amthinking that that could be
a point of vulnerability.

And so how often -- like, | know there is many ways
t hat peopl e gain access, understandi ng that you have things
all around the globe. But thinking that there is a point of
vul nerability because if sonehow soneone can put thensel ves
as a trusted user or device then that is how one maybe big
way they can get into the system not the silent way. So
how are you securing that piece, if you wll?

General Stanton: Yes, Senator.

Enterprise lIdentity Credentialing and Access
Managenent, or EICAM as we refer to it, is a central
conponent to the effective enploynent of a zero trust
envi ronnment .

Senat or Rosen: Yes.

Ceneral Stanton: So making sure that we know who you
are and we have nmultiple different forns of validating your
identity is an inherent principle.

Additionally, once we issue a certificate it
aut henticates you into the environnent. That certificate is
ti me bound and conti nuously checked and we have neasures by
whi ch we can revoke it.

So in the event that we see sonething that is anomal ous
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t hrough our | ogging we can revoke that certificate on the
spot and deny further access into the environnent.

Senator Rosen: Thank you. That answers the question
for me, and | guess the question we always ask do you have
the resources that you need now to continue to build out
your zero trust architecture, going forward, as we are
entering into the NDAA season, if you will?

General Stanton: Thank you, Senator.

There are two primary initiatives through which DISA is
| npl enenting zero trust. So DOD.net is our initiative to
establish a nodern and secure infrastructure for the defense
agencies and field activities. They had independently run
their networks previously. W are in the process of
mgrating them

As we do we build in the Thunderdone zero trust nodel
into that environnment. Additionally, we are working with a
mul ti-partner environnment executive agent to incorporate
Thunderdone into our inplenentation of the nulti-partner
environnment, or MPE, as we refer to it.

W are not waiting.

Senat or Rosen: Ckay.

General Stanton: We are noving out aggressively.

Senat or Rosen: Very good. This all leads to ny first
guestion that | was going to ask is about -- well, it is

kind of two part, the inpacts of recent civilian workforce
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cuts and DoDIN s ability to conduct your assigned m ssions.

But | think it is nore than that because sonetines the
wor kf orce cuts -- we understand we want to streanmine, do
things better. W are going to do things better with
conmputing for sure.

But that can have an inpact on both our future
recruitment, retention, norale, which is key to maintaining
our readi ness and preparing for the future.

We know we have these issues, particularly when the
public sector is -- can be very lucrative for fol ks who work
in that.

So if you would kind of speak of the snapshot of the
| npact of these cuts fromdeferred retirenent, probationary
enpl oyees, planned reductions in force, and howis this
really going to inpact you, going forward?

CGeneral Stanton: Thank you, Senator.

First, I would like to acknow edge that | personally
have the utnobst respect for anyone that has raised his or
her right hand and sworn an oath to support and defend the
Constitution of the United States, as do all of our civilian
and uni formed service nenbers that operate within the Joint
Force Headquarters and within D SA

W will suffer about a 10 percent loss in terns of the

nunbers of individuals that are wwthin the Defense

19

I nformation Systens Agency. It is giving us an opportunity
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to ruthlessly realign and optim ze how we are addressing
what is an evol ving m ssion.

So things like the nulti-partner environnent and
initiatives |ike DOD. net are driving our workforce to
performroles that they had not previously, and so we are
doing a realignment and we are goi ng back to the depart nent
to ask for what we refer to as a surgical rehiring.

W need to hire the right people back into the right
position --

Senator Rosen: That is ny point.

General Stanton: -- to then |ead us forward.

Senator Rosen: So we will talk about those resources.

And if | can, this is ny last part on this question
because on April 10th there was a nmeno that was issued by
the Secretary of Defense that announced the term nation of
several contracts and insourcing of IT consulting and
managenent services to our civilian workforce.

So could you provide any details to us in this open
hearing? |If not, we can do it in the closed. But what are
your security concerns here? Everyone does take an oath but
you have these public-private partnerships, and with all of
this happening howis that really inpacting you?

General Stanton: Thank you, Senator.

So reviewi ng contracts is a necessary part of our

business in the IT world. As technol ogy changes we have to
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continually eval uate whet her or not we have the right
I ndustry partner performng the right mssion, and so we
routi nely eval uate our --

Senator Rosen: | just want to be sure it is the right
-- it is strategic and not -- surgical, not just across the
boar d.

General Stanton: That is absolutely correct, and that
has been our approach and the Departnent of Defense has
given us within the DI SA the opportunity to handle it
t hrough a surgical |ens.

So our contracts are aligned to the highly technical IT
and cybersecurity workforce. They are not consulting
contracts. These are individuals that are putting hands on
keyboard, that are running fiber optic cables, that are
perform ng server nmai ntenance in a gl obal footprint.

And our contracts are healthy and are in a good spot.
The i npetus and drive fromthe departnent is, however,
forcing our industry partners to evaluate how they are
presenting their technical force to us and we are gaining
sonme efficiencies in the process.

Senator Rosen: Thank you. | appreciate it.

Senator Rounds: Let us followthat up alittle bit.

You not only have to have the tools but you have got to
have the manpower as well. Talk a little bit about just the

si ze and the scope of what this is to begin wth.
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You are protecting the Departnment of Defense's entire
system Tal k about how big that is and about the nunber of
peopl e that you enploy either in uniformor by contract to
begin wth.

General Stanton: Yes, Senator.

Qur popul ation size is, roughly, 20,000. Slightly nore
than half are contracted. About 6,800 are civilians and
about 1,200 are active duty mlitary service nenbers.

Senat or Rounds: And then the pipeline for bringing in
i ndi vi dual s, what types of professional backgrounds or what
types of training are you |looking for for the majority of
t hese i ndivi dual s?

Can you give us a sense for the fol ks that are out
there that are |ooking at it wondering whether or not sone
young man or young worman deci ded they want to be involved in
this? Tal k about what the qualifications are that you are
| ooking for or that you can train for?

Ceneral Stanton: Senator, | wll tell you that the
first characteristic that we target in recruiting is
i nqui sitiveness and the ability to innovate -- soneone that
is going to be alifelong |learner that is going to adjust on
the fly.

The technology that we put in their hands today w ||

not be that which they are using two years down the road and

so soneone has to be willing to engage with and | earn on
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their own so that they can incorporate new technol ogy.

| am quite proud of our Scholarship for Service program
that we have within DI SA where we actively recruit highly
technical fol ks and help pay for the remaining two years of
their tuition in order to bring themonto our teamfor three
to five years.

Senator Rounds: So you would actually for -- okay, |
w il just take an exanple. Dakota State University in
Madi son, South Dakota, is known for their cybersecurity
oper ati ons.

You woul d actually | ook for soneone who had an interest
in comng to work either in uniformor outside of uniform
bring themin and offer to pick up their costs of education,
basically, for the two years with an agreenent that they
come to work for you. Is that what we are tal ki ng about?

CGeneral Stanton: Yes, Senator. Absolutely.

Senat or Rounds: So what type of an appetite do you
have for young nen and wonen who want to serve? How nmany
are you tal king?

Ceneral Stanton: So in this past year we brought 39
i ndi vidual s into our Schol arship for Service program

Senat or Rounds: Could you do a hundred?

General Stanton: Yes, Senator, we can.

Senat or Rounds: Could you do 1507

Gener al St anton: Yes, Senator, we can.
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Senat or Rounds: Could you do 2007?

General Stanton: Yes, Senator.

Senat or Rounds: So for young nen and wonen out there,
this is not |ike a selected group only. This is to where
you need nore individuals that have this interest?

CGeneral Stanton: W do, Senator, and we recently in

February published our workforce strategy within D SA and

part of it is to do exactly what we are discussing. Create

a pipeline. Not necessarily hire an individual and expect
themto stay for 30 years and becone a nenber of the Seni or
Executi ve Service.

Sone wll, and we need that, but many will stay on our
teamfor three to five years, be enthused by being able to
execute the mssion, be in contact with the adversary,
support our nation, and then they will nove on and do ot her
t hi ngs.

Senator Rounds: So let us just --

Senator Rosen: Can | ask a question?

Coul d you talk about -- like, give a job description?
You tal k about people going into the phone |ines, hardware,
sof t war e.

Could you just -- if we were talking to young fol ks
when we go back hone give us a couple of actual job

descriptions that you m ght get people -- we are just

sitting here chatting, if that is all right with you | would

24
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like to be able to tell sone of those young folks.

Senat or Rounds: Yeah. No, let us -- yeah, this is --
this is inportant because it is not just the type of a job
description but the types of tools they are going to be
working with as wel|.

Senator Rosen: That is right. | was a software

devel oper. | do not want to -- do not make ne work with the

tools to put the hardware in but let ne code away.

And so there are different kinds of things. Maybe you
m ght give us sone insight so when we talk to young peopl e,
which we do all the tinme, we mght share with themthe jobs
that you are thinking about filling.

General Stanton: Fantastic, Senator. W need data

anal ysts. W need data engineers. W need data scientists.

W need fol ks that understand routing and | arge-scal e
routing, so folks that know how to configure a router
securely.

We need folks that are also very willing to dive into
newest cybersecurity tools and actually inplenent them and
when we establish a defense our intent is to gain and
mai ntain contact with the adversary. So fol ks that
under st and host anal ysis and network analysis froma
cybersecurity perspective are at the top of our list as
wel | .

Senator Rounds: Fair to say that these young nen and

25
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wonen that want to conme and participate on this would have
the opportunity to learn tools that enable or that are part
of an artificial intelligence systemor agent in terns of
accelerating inquiries as to people trying to get into the
systens?

Wuld be fair to also say that quantumis not far off
wWith regards to what they would be working -- the
environnment they would be working in?

General Stanton: Yes, Senator. | will start with
artificial intelligence. It is central to our way forward.

It is central to our current operations but absolutely
central to the direction that we are headed.

Quantumis a little bit further out, but as | said
previ ously as soon as quantum breaks and becones a
technology that is readily available it will proliferate
very rapidly, and so we need individuals that can adj ust
dynamcally to the change in the technol ogy.

Senat or Rounds: Thank you.

Senat or Rosen?

Senator Rosen: | amjust going to build -- we are just
going to have a good tinme building on each other here.

How are you |l everaging the Al? W know that the
quantumis a little ways away but how are you | everagi ng the
Al capabilities, particularly as you are noderni zing,

stream i ning, and thinking about all of your architecture?
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So just to kind of build off each other a bit.

General Stanton: Yes, Senator.

So, first, I wll start with what | think would be
obvi ous, | arge | anguage nodel s and chatbot capabilities
across different classification |evels.

| have themon all of my machines currently and | use
themon a daily basis. So chatbot capabilities to hel p nmake
the workforce nore efficient.

We are also using Al to help us nodel and understand
our transport network. So if you think about undersea
cables as an exanple, if one were to be cut based off of an
anchor that was dragged across the ocean floor can we do the
what if analysis to understand how nuch bandw dth we have
| eft so that we can dynam cally reall ocate how we nove data
fromone spot to the next.

W are using Al in that context. W are also using it
for network defense.

Senator, to your point earlier, we need to be able to
see the eneny's canpaign and not just an incident in -- or
an event in isolation. And so being able to nake
correlations across very large data sets in real tinme is key
to our success.

We are using Al inside of our Thunderdone zero trust
environnment so we |l og everything and all of those |ogs from

every --
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Senator Rounds: Learning fromit.

CGCeneral Stanton: And then we learn fromit,
absol utely, Senator.

And then, lastly, looking at the threat detection,
again, froma canpai gn perspective, being able to zoom out
and not just look at the incident that manifests in an alert
fromour cybersecurity system but how do | trace that al
the way back to the eneny's infrastructure that they use to
gain access?

Senator Rosen: And so you nentioned sonething that is
going to be a little bit of a hot button com ng forward, and
| just want to know if you have any opinion on this.

What if an anchor cut an undersea cable and how woul d
you dynam cal ly nove things around? So we think about all
this conputing and, of course, we cannot do a lot of it
Wi t hout spectrum right? And so do you have an opi ni on
about spectrumin this regard?

We know that there are other things that use the DOD
spectrum our airplanes and our -- you know, all of our
mlitary. You know, our tanks, airplanes, radar and all of
t hat .

But do you have an opi ni on about spectrun? And, of

course, while there is no dynam c spectrum sharing right now

-- we understand that. But if you would, you do not have to

28

but I know that is not why you are here but | just know we
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are going to be talking about it a |lot.

General Stanton: Yes, Senator.

So | think any discussion about spectrum has to be
conducted through the lens of the mlitary warfighting
capabi l ity upon which that spectrum depends.

So if we take the -- what is colloquially known as the
| ower three bands as an exanple, that is where we nmaintain
our station-keeping radars.

And so a station-keeping radar is required to track
objects that nove at mach 15. That is 15 mles per second.

There is no roomfor error and there is no room for
anbi guity or disanbiguation and | atency associated wth that
anal ysi s.

So we need to nake -- be very, very clear that we
under stand what systens are operating within the portions of
the spectrum and then be incredibly confident that we can
deconflict the mlitary operations fromhowever it mght be
used comercial ly.

Senator Rosen: Thank you. | know as we nove a little
bit closer to the NDAA this is going to be -- we can maybe
dig deeper in the classified but this is going to be an area
for discussion so you can give us any other input that you
cannot do in an open setting.

General Stanton: Yes, nma'am

Senator Rounds: | agree. | think you were referring
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specifically to the 3.1 to 3.45 gigahertz portion --

General Stanton: Yes, Senator.

Senat or Rounds: -- which always seens to be under
attack. Nonetheless, it is -- just the physics of it are
such that it is the best place to have the radar and a | ot
of our other capabilities |ocated today and fully utilized
t oday.

Let me go back to this just alittle bit because |
t hink the young nen and wonen that are out there that are
| ooking at this sone of themwould | ove to have the uniform
on.

Sone woul d say that nmaybe they do not want to have the
uni formon but they would still love to participate and to
hel p their country.

Can you talk a little bit about, okay, a young man,
young woman, cone in. They want to participate in this.
Love the excitenent of actually engaging with adversaries on
a -- you know, in the protection of our system

But at sone stage of the gane industry is going to cone
and industry is going to |look at these fol ks and say, you
real i ze how val uabl e you are. That happens on a regul ar
basi s now.

Can you tal k about how you can conpete with industry
t hat recogni zes just how val uabl e these young, talented

i ndi vidual s are and what we can do to, perhaps, keep them
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with us for alittle bit |onger before they finally decide
to head on out and join the business comunity?

General Stanton: Yes, Senator.

So, first, in nmy experience and nmy personal opinion the
m ssion is the nost enticing characteristic that we have to
of fer young nmen and wonen -- old nmen and wonen, too.

Being in the gane, in contact with our adversaries in
defense of the nation is exhilarating. It is challenging
but it is also notivating.

So | think that there are a nunber of the folks that we
bring in when they are young that will get that taste and
stay wwth us. But | also think that we need to be wlling
to let fol ks go.

So the concept of a pipeline, | think, is critically
i mportant. Knowi ng that today's youth switch jobs readily -
- ny daughter had her first job for a year and she al ready
has a new job, and she has a master's degree in nursing and
Is quite tal ented.

But that is how our youth is switching jobs now W
have to be receptive of that concept and we have to
acknow edge that coming to work for us, gaining security
cl earances, gaining operational experience, is going to nake
them better when they go to industry.

When we partner with industry we have to recogni ze that

folks that | earned how to fight defensively in cyberspace
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with us are now defending industry. | think that there is
positive -- there is a positive aspect to that.

Sone subset of themw Il stay on our team and we need
to make sure that we develop themeffectively.

Senator Rounds: Do you have the resources to be able
to conpete enough to keep sonme of those top | evel folKks
t here today?

Have we provided you with the authorizations and the
funding to be able to do that, to make it worth their tine
to stay with the tean?

General Stanton: Senator, | believe that we do and,
again, it is a conbination. | do not think we wll ever be
able to pay an individual as nuch as they would nmake in the
private sector. However, we can pay them enough and we can
give themthe mission that is the reason why they stay.

Senator Rounds: And for sone of themwe are talking
not just defensive operations but offensive operations as
wel | .

Commer ci al sector does not give themthe opportunity to
reach out and touch sonmeone whereas within the operations
here wi t hi n CYBERCOM occasionally they have the opportunity
to reach out and actually touch soneone and make a
difference. Fair enough?

General Stanton: Gaining and maintaining contact with

the eneny is central to the evolution of defensive cyber
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operations. Doctrinally, the United States mlitary goes on
the defense to posture for the offense.

Wiy is cyberspace any different? It is not.

Senat or Rounds: Geat. Senator Rosen?

Senator Rosen: | amgoing to build on this one because
| speak from personal experience witing software, designing

it. Wen you hit that enter key, boy, you are a bumor a

hero. It is dynamc. It is exciting. |1t is challenging.
You solve problens and it is a -- | speak a |lot from
personal experience on that. | understand the m ssion.

W have tal ked a | ot about for folks in sonme of these
very specific kinds of jobs where if you rotate out --
sonetines people rotate in order to gain experience for
their next pronotions -- you end up |osing sone of your
skills if you do not keep themup all the tine.

We have tal ked about not rotating certain folks so they
can maintain and grow in the cyber area, and | have al so set
up, because | did this for a living, sonething that I
t hought of on others as well, a civilian cyber reserve.

So there is a lot of jobs in cyber security that --
t hey coul d be engi neering, they could be programi ng,
| i nguistics -- there are so nmany areas -- that you m ght be
a professor.

You m ght be soneone who is a little bit ol der who

wants to give back but does not want to quit their other

33
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job. So standing up a civilian cyber reserve so we can
surge up or have people cone to teach us. W have sone
pil ot prograns out there.

And just wondering if you -- | know it is kind of off
the cuff -- how you feel about -- this would allow for sone
of those folks that may | eave to continue to stay engaged in
a reserve conponent, if you wll, like we do in other areas
of our mlitary.

General Stanton: Yes, Senator.

So, first, just to nerd out for a second, | wote ny
first conmputer programin 1985 in the Basic programm ng
| anguage on an Apple 2C conputer. So --

Senator Rosen: | ama little bit ahead of you because
| wote ny first progranms on key punch cards in Basic, okay.

[ Laught er. ]

Gener al St anton: But | --

Senator Rosen: | wal ked around canpus |ike that.

Ceneral Stanton: | absolutely share that thrill --

Senat or Rosen: It was exciting.

CGeneral Stanton: -- of when the conpiler actually
conpl et es.

Senator Rosen: Wen the conpiler -- yeah, oh yeah. It
is real. It is real.

General Stanton: Yes, Senator. But to the -- | think

that retaining our talent through the reserves and keepi ng
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them engaged is critical to our success and it al so gives
the opportunity for gaining a different perspective that is
i ncredi bly valuable for the ulti mate defense of the nation.

Soneone operating, for instance, in the Joint Force
Headquarters DoDI N | eaves and goes to industry and works at
a bank or works at an oil conpany they are gaining a very
different perspective that is certainly relevant to defense,
and keeping themin the reserves allows themto bring that
perspective and infuse it into our forces at the tinme of
need. W nust do that.

Senat or Rosen: Thank you.

Senat or Rounds: W have -- we want to give you a
little bit of a break. W wll be going into a cl osed
session in the SCIF shortly and we wanted to give you a
little bit of a break.

| have really appreciated your responses to these and,
hopefully, we are giving fol ks back hone a little bit of a
sense of just what you do and the opportunities that are out
there for young nmen and wonen to cone in to help us in this
very chal | engi ng envi ronnent.

And, Senator Rosen, do you have anything else to add
before we cl ose out?

Senator Rosen: Oh, no. | wll give you a break, and
this is a topic | think both of us could talk -- all of us

could talk about all day. There are so nmany inportant
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So just appreciate -- we wll |ook forward to what we
can tal k about in the cl osed session.

Thank you, M. Chairman.

Senator Rounds: Very good. And with that, this wll
concl ude the open portion of today's Cybersecurity
Subcomm tt ee hearing.

For the information of nenbers who will not be joining
us for the closed briefing, questions for the record will be
due to the coomittee within two busi ness days of the
concl usion of this hearing.

And with that, the open portion of the hearing wl|
st and adj our ned.

[ Wher eupon, at 3:13 p.m, the hearing was adjourned.]
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