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HEARI NG Tl TLE TO RECEI VE TESTI MONY ON UNI TED STATES CYBER
COWAND | N REVI EW OF THE DEFENSE AUTHORI ZATI ON REQUEST
FOR FI SCAL YEAR 2026 AND THE FUTURE YEARS

DEFENSE PROGRAM

Wednesday, April 9, 2025

U S. Senate
Subcomm ttee on Cybersecurity
Comm ttee on Arned Services

Washi ngton, D.C.

The comm ttee net, pursuant to notice, at 3:40 p.m in
Room SD- G50, Dirksen Senate O fice Building, Hon. M ke
Rounds, chairman of the subcomm ttee, presiding.

Comm ttee Menbers Present: Senators Rounds

[ presiding], Rosen, King, and Reed.
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OPENI NG STATEMENT OF HON. M KE ROUNDS, U.S. SENATOR
FROM SOUTH DAKOTA

Senat or Rounds: Good afternoon. |'d |like to express
ny gratitude to Lieutenant General Hartman for his
attendance at today's hearing.

Before | proceed any further, | want to acknow edge the
I ncredi bl e nonentum set by General Haugh and the strategic
transformati on needed to neet the evolving threats of today
and the energing chall enges of tonorrow in cyberspace.
General Haugh was a strong |l eader with a deep know edge of
the art and science of cyber warfare, hard earned over three
decades of service to our country.

Men and wonen capabl e of | eading the National Security
Agency and the United States Cyber Command are in short
supply. Such | eaders require years of experience to devel op
with deliberate and dedi cated career focus. To put it nore
directly, we do not have enough of these types of |eaders,
and a | oss of any one of themw thout strong justification
I s di sappoi nting. The departure of General Haugh is a | oss
for our nation, but will be a trenendous gain for any
private or public entity where he decides to lend his
expertise and | eadership. | wsh him God speed.

That said, as our adversaries watch this hearing, it
will be clear, that no matter the scenario, our cyber

m ssion forces are ready. Lieutenant General Hartman's
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presence is nore than just an annual congressional activity.
H s presence is nore than just a general annua
congressional activity. It shows the strength and
resiliency of the cyber mssion force. It is a testament to
how much this command has matured since its inception in
2009, and the steadfast nature of our mlitary, civilian and
uni formed, to step up and fight when the nation needs them

It also reflects the absol ute inportance of the dua
hat arrangenent, in the face of unexpected change there
remai ns tight integration of cyber and intelligence
operations, thanks to alignnent under a single | eader. Such
an arrangenent remai ns paranount in future decisions of
General Haugh's fornmal successor.

| have had the pleasure of working wth Lieutenant
General Hartman in his prior role as Deputy Commander of the
United States Cyber Command, and | amconfident in his
ability to |l ead these organi zations through this transition,
mai ntai ni ng the conbat capability of a force that operates
i n an environnent of constant change. He is one of the few,
with a strong understanding of this domain, built over
decades of experience.

The i nportance of the cyber domain cannot be
overstated. Qur adversaries understand the dynam c and
per neabl e nature of cyberspace and have clearly denonstrated

their intent to exploit it to their advantage. GCenera
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Hart man, as we discussed in detail during our closed
session, the threats our nation faces in the cyber domain
have only intensified since we | ast convened for an update
from CYBERCOM a year ago.

The detection of additional Chinese advanced persi stent
t hreat groups throughout the past year has reinforced both
the determ nation of our adversaries to own this domain, and
their technical capability to do so. Wth the rel ease of
t he Chinese generative artificial intelligence, |arge
| anguage nodel or DeepSeek-Rl, earlier this year,
conpetitive advantage will now be neasured in weeks and
nont hs, not years. Qur cyber m ssion force nust be ready
with training, technol ogy, and operational structure to
deter and defend against this newreality.

| have been encouraged by the work the conmand has
conducted on CYBERCOM 2.0 in coll aboration with the services
and the Assistant Secretary of Defense for cyber policy. |
want to hear what policy changes are needed to realize the
vision behind this effort. And while |I understand the
i npl enentati on plan has not been delivered to Congress, our
adversaries are not waiting for our process to concl ude.

| ook forward to hearing nore fromyou about the
efforts underway to inplenment CYBERCOM 2.0 and how you
intend to nake sure the force is maturing, to conduct

persi stent engagenent in this conpetitive environnent.
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[ will

comm tt ee,

TP One

now recogni ze Ranki ng Menber Reed, fromthe full

at Senat or

Rosen' s request,
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STATEMENT OF HON. JACK REED, U.S. SENATOR FROM RHODE

| SLAND

Senat or Reed: Thank you very nuch, M. Chairnman, and
t hank you Senator Rosen. | just want to take a nonent to
recogni ze General Haugh for his 35 years of dedicated
service to this country and to the United States Air Force.

Hi s sudden and inexplicable firing is disrespectful to
his service, but also disrespectful to every mlitary nenber
in or out of uniform and an indication that their service
and sacrifice is in no way respected by this adm nistration.
The call ous nature of the decision, the result of a neeting
Wi th a partisan conspiracy theorist, not on any kind of
I nformed or experienced judgnent, puts our security at grave
ri sk and cannot be tolerated or continued.

W salute a dedicated Anerican for his service and
sacrifice and his famly for standing with himand wi sh him
well. Thank you, M. Chairnan.

Senat or Rounds: Ranki ng Menber Rosen.
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STATEMENT OF HON. JACKY RCSEN, U.S. SENATOR FROM
NEVADA

Senat or Rosen: Thank you, Chair Rounds, and thank you
Ranki ng Menber Reed. O course, this is such an inportant
hearing, and | appreciate General Hartnman, our neetings that
we had yesterday and your team all of your service, your
commtment to the m ssion and on the success, because that
means that we're all kept safe.

And you're al so here on very short notice, as we' ve al
been tal ki ng about, and we appreciate that as well. And so,
| ook forward to continuing our conversations and our
continued partnership to ensure that success.

And li ke ny colleagues, | want to begin by addressing a
matter of significant concern, the sudden and inexplicable
firing of General Haugh, a trusted and dedicated Air Force
officer for over 34 years, a true patriot. H s abrupt and
unjustified renoval was conducted in the dead of night, with
absol utely no consultation with Congress, the ful
commttee, or this subcommttee.

And according to press reports, it was at the request
of a private individual outside of the governnent, outside
the chain of command, who has a long record of pedaling in
vi ci ous conspiracy theories. This action conproni ses
CYBERCOM and the NSA ability to keep Americans safe.

United States faces nmjor cyber threats from foreign
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adversaries, China, Russia, lIran, near daily cyber-attacks
and our critical infrastructure. And at the sanme tine, we
are engaged i n ongoi ng operations against nultiple threats
across the globe, from Russi an aggressi on agai nst Ukraine to
| rani an backed proxies in the Mddle East and North Africa.

G ven the dangers facing the U. S. and our troops, it is
I nexpl i cabl e and unconsci onabl e that the President woul d, at
the nere request of an online provocateur, renove the |eader
of CYBERCOM conpletely w thout cause and in doing so, risk
undermning vital intelligence operations.

Mor eover, General Haugh has been a trusted | eader. His
experi ence and expertise have been crucial in guiding and
shaping the efforts of U S. Cyber Command and our overall
nati onal defense posture. At a tine when our adversaries
are constantly evolving their cyber capabilities, whether
it's fromstate actors |like Russia, China, Iran, or North
Korea, or non-state actors wth nefarious intent, |eadership
continuity and clear vision are nore critical than ever.

Cybersecurity and cyber operations are not and cannot
be a partisan issue. It is a national security inperative,
and the threat environnent as we all know, continues to
intensify every single day. W nust maintain experienced
| eadership to counter the ever-evolving cyber chall enges
facing our country. As nenbers of this commttee and the

full conmttee, we nmust demand clarity fromthe
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adm ni strati on about the rationale for this decision, and we
must not rest until we have answers and accountability from
both President Trunp and Secretary Hegseth.

Thi s afternoon though, our focus will be on our
nation's cyber capabilities and how Congress can help
support the critical work that CYBERCOM personnel do every
single day. | mght say 24 hours a day, 24-7, 365.

And so, | look forward to hearing from General Hartnman
and to discussing how we can neet our nation's chall enge.
And today, in the future and over the course of this
congress, again, | know how nmuch General Hartman you are
I nvested in the mssion of CYBERCOM how nuch you know about
It, your experience, your expertise and how i nvested you are
I n the ongoi ng success in conbating cyber threats going
forward. And | do look forward to working with you on that.
So, thank you, M. Chairnman.

Senator Rounds: Thank you, Ranking Menber Rosen. And
with that, Lieutenant General Hartman, wel cone. Thank you
for your service. W thank your famly as well for their
sacrifice, and there's a lot of things that you literally
don't get an opportunity to share with the American public
because of the type of responsibilities that you have. But
t oday, you have an opportunity to share with the Anerican
people and with this conmttee a little bit about what you

are doing. And we wel cone your opening remarks at this
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tinme, sir.
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STATEMENT OF LI EUTENANT GENERAL W LLI AM J. HARTMAN
USA ACTI NG COVWANDER, UNI TED STATES CYBER COVMAND/ ACTI NG
Dl RECTOR, NATI ONAL SECURI TY AGENCY/ ACTI NG CHI EF, CENTRAL
SECURI TY SERVI CE

General Hartman: Good afternoon. Chairnman Rounds
Ranki ng Menber Rosen, thank you for your unwavering support
and for the honor of representing U S. Cyber Command today.

|"mhere to discuss the evolving strategic | andscape
and our approach as we | ook forward to 2026. CYBERCOM s
mssion is straightforward: W defend the nation from cyber
threats, we protect the Departnent of Defense's Networks,
and we support the joint force. W are dedicated to
ensuring the departnent's m ssion advantage, and providing
options across the conflict continuumto the President, the
Secretary of Defense, and the Anerican peopl e.

Achi evi ng our assigned objectives in the m ssion set
forth by the President of "Peace through strength", requires
a force equipped with a strong warrior ethos and the
|l ethality necessary to neet our national objectives.

Deterrence is essential to our strategy. In
cyberspace, we're focused on naintaining a credible
capability that di ssuades adversaries fromtargeting our
critical infrastructure. Cyberspace is a rapidly evolving
domai n i nfluenced by technol ogi cal advancenents, which

necessitates a close partnership with industry. As the
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envi ronment changes, CYBERCOM wi || adapt by swiftly
devel opi ng and depl oyi ng new capabilities. Qur conmm tnent
is to lead fromthe front, staying ahead of threats, through
a proactive and agil e approach.

Qur people are our greatest asset, capturing our ethos,
we win with people. The dedicated professionals of CYBERCOM
are at the forefront, defendi ng networks, encountering
threats every day. Their innovation and perseverance are
essential to maintaining our nation's advantage in
cyber space.

But we're not alone in the fight. Qur allies and
partners are crucial conponents of our collective defense.
Key col | aborations |ike our partnership with the Nationa
Security Agency, enhance our nation's security by creating a
unified effort that surpasses the capabilities of our
adversari es.

Moving forward in 2026, our focus is not only on
mai nt ai ni ng readi ness, but also elevating the | evel of
mastery within our cyber forces. Qur initiative, CYBERCOM
2.0 seeks to overmatch our adversary’s quantity with the
guality of our people, capabilities, and operations.
Moder ni zi ng our force design and rapidly integrating new
technol ogi es, are vital conponents of our strategy here.
Partnership with industry and academ a becone i ndi spensabl e,

enabling us to stay at the forefront of cybersecurity
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advancenent s.

Qur adversaries are persistent and they are
sophi sticated. State sponsored cyber actors from China,
Iran, North Korea, and Russia, pose significant threats to
our critical infrastructure and mlitary systens. China is
t he nost persistent threat while Russia has gai ned
significant capabilities through their ongoi ng operations.

To counter these threats, CYBERCOM devel ops robust
deterrent strategies, ensuring that any attenpt to underm ne
our security will face an overwhel m ng response. An
essential part of our future strategy includes the
accelerated integration of artificial intelligence.
Artificial intelligence offers unparalleled speed and
precision in cyberspace operations, nmaking it a key enabl er
for anticipating and countering energing threats.

By expandi ng Al across our operations, we wl|
strengt hen our deterrence posture and maintain superiority
in the cyber domain. True excellence in Al requires a world
cl ass workforce. Through initiatives |ike CYBERCOM 2.0,
CYBERCOM wi | | continue to coll aborate with the departnent to
devel op, pilot, and inplenment new tools and opportunities to
I nvest in our workforce. A world class workforce requires
world class training, facilities, and capabilities to excel
and thrive. Wth the support and assi stance, we received

fromthe departnent and from Congress, CYBERCOMis wel |
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positioned to achieve these world class results.

Qur work is far fromfinished, but with your continued
partnership, I'mconfident we'll succeed in defending our
nation. CYBERCOMis prepared to rise to the chall enge,
out paci ng our adversaries, securing our interests, and
protecting our future.

Thank you, and | | ook forward to answeri ng any
gquestions you may have.

[ The prepared statenent of CGeneral Hartman foll ows: ]

[ COWM TTEE | NSERT]

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

15

Senat or Rounds: Thank you, General Hartman. 1']
begin. In the wake of the various persistent cyber threats
originating fromthe People's Republic of China over the
| ast two years, it is nmy firmconclusion that the inportance
of the dual hat is as inportant today as it has ever been.

G ven these events, how has the dual hat arrangenent
bet ween USCYBERCOM and NSA evol ved to address the energing
threats fromour adversaries?

General Hartman: Senator, thank you for your question.
The rel ati onship between CYBERCOM and NSA continues to
evolve so that we really achieve two key objectives. The
first is that we see and understand what our adversary is
doing. The second piece of that is that, we enabl e CYBERCOM
or other elenents of the U S. governnent in order to
operate, in order to defend our critical infrastructure, our
key networks and the Departnent of Defense |Information
Net wor k.

The ability for us to execute those operations clearly,
under st andi ng that we have to act, but that we al so have to
protect things like intelligent sources and nethods, is
fundanmental ly inportant to the dual hat. From ny standpoi nt
-- and Senator, |'ve been sitting on the canpus of the
Nati onal Security Agency in CYBERCOM for nost of the last 15
years, |'ve continued to see this partnership evolve, and

our ability to execute increasingly nore precise operations
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i s fundanental | y because the dual hat allows ne, in ny
current capacity, to nove with the speed and agility of
unity of effort that is required, but it also forces |eaders
across the organization to collaborate, to do the hard work
and to provide the best options for the national security of
t he country.

That's what | believe is the inportance of the dual
hat, and that is really where | believe we've evolved to.

Senat or Rounds: Recognizing that this is an open
setting and we can't get into specifics. | think another
item not only the dual hat, has been successful, but also
the NSPM 13, which was incorporated under President Trunp in
his first term | believe, has been very successful in the
process.

The determ ning of when you can do your offensive cyber
operations in an efficient manner, and nmeking sure that all
parties involved are appropriately apprised, but there is a
deci sion process in place. Can you talk a little bit about
t he successes in ternms of just the nmagnitude of the
successes that you have seen achi eved since the creation of
the National Security Policy Menorandum 13 by President
Trunp in his first ternf

Ceneral Hartman: Thank you, Senator Rounds for the
guestion. NSPM 13 is a repeatable, sustainable, agile

process that is recognized across the Departnent of Defense
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and across the interagency that allows us to nove at the
speed and agility that's required, based on our
i ntelligence, based on operational requirenents, and it has
I ncreased our ability to execute cyber operations tenfold.

Senator Rounds: Excellent. Thank you. This is just
to give the Anmerican public sone sense of what happens when
you do the dual hat, and you also have the ability to nmake
t he deci sions and to nove quickly, how quickly we can
actual ly accomodat e our need for offensive cyber
operations. And thank you for that information.

Li eut enant CGeneral Hartman, in the commands testinony
| ast year, General Haugh previewed the CYBERCOM 2.0
initiative, to focus on delivering a bold step forward in
the future of the Cyber Mssion Force. Wat is the status
of this effort and what are the nmjor reconmmendati ons of
this plan?

General Hartrman: Chairman Rounds, thanks for the
question. As you're well aware, one of the inpetuses for

CYBERCOM 2.0 was Section 1533 of | ast year's National

Def ense Aut horization Act. Based on that, we put together a

pl anni ng team and really studi ed hundreds of different
references over the last year, and studied different force
presentation nodels. W briefed the recomendations of
CYBER COM 2.0 to the |ast adm nistration and the Secretary

of Defense approved it. W briefed this to the new

17
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Secretary of Defense who asked us to work the inplenentation
strategy that we were previously working on a six-nonth
tinmeline dowmn to 45 days.

And so, we brought an operational planning team
together, or really what we called a cross-functional team
And over the |ast 45 days, we've submtted a series of
recommendati ons that we have concurrence, generally from
across the services and across the departnent, which
honestly is pretty extraordinary in a 45-day tinme period,
for us to get that |evel of consensus.

Those recomrendations are really built around how do we
| nprove tal ent managenent in the force? How do we inprove
advanced training in the force? and how do we inprove our
ability to innovate and bring new capabilities to the force
at the scale and speed that we need to conpete with our
adversaries there.

That seens relatively sinple. It's about 80 pages;
we've delivered it to the departnent. The departnent is
goi ng through a very reasonabl e process and we're pendi ng
the results of that feedback fromthe departnent Chairman.

Senat or Rounds: Thank you General. Ranking Menber
Rosen.

Senator Rosen: Well, thank you. | want to talk a
little bit maybe about policy challenges. So, as we

continue to evolve and devel op our cyber capabilities to

18
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address the enmerging threats, it's clear that there's a
nunber of chall enges, both wthin the Departnent of Defense
and across agencies that can inpede everybody's progress.

And so, |I'd |like to ask you about these obstacles and
how t hey i npact CYBERCOM s efforts to stay ahead of the
growi ng cyber threat |andscape. And so, we know that you
have many chal | enges, but based on CYBERCOM s pl an for
devel opnment, could you speak to sone of the key policy
obstacl es that remain chall enges for your operations, both
within the Departnent of Defense and in the broader
i nt eragency cont ext?

General Hartman: Senator Rosen, thanks for the
guestion. First, | just want to highlight that | think we
have nmade significant progress. You know, one of the things
we have discussed previously is the ability for us to
support critical infrastructure that is off DoDI N, but
critical to the departnent's m ssion.

We do appreciate the support from Congress in giving us
the federal |abs authority that has allowed us to execute
cooperative research agreenents. | know that we've tal ked
about Guam bei ng a key conponent of this, and, you know, I,
"' m happy to report that we have executed six different
craters over the last six nmonths with a nunber of very
I mportant critical infrastructure organizations in Guam

And our assessnent is we have reduced the threat that those
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organi zati ons face by about 25 percent.

And so that has been really key for us. W continue to
work to better integrate the reserve conponent into our
operations to help secure critical infrastructure. And it
is an area where we think we need both an inprovenent froma
policy standpoint, but we also need inprovenent from an
appropriation standpoint, so we're able to better |everage
the reserve conponent force in order to support sone of
these critical m ssion sets.

Senator Rosen: So, could you el aborate a little
further maybe, with the primary sticking points what woul d
hi nder that coordi nation effectiveness, expansion of our
cyber capabilities? And are you taking sone steps there or
how can we hel p as we begin to think about what those policy
and appropriations needs m ght be?

CGeneral Hartman: Senator Rosen, thanks for the
question. | think on the defense of critica
I nfrastructure, there continues to be a key role that a
nunber of different organizations will take. And | don't
believe the departnent will necessarily be the | ead, but you
know, there are recommendations that we will bring to the
committee to how we mght better work with organi zations
| i ke the Departnent of Honeland Security, certainly
organi zations |i ke the National Guard Bureau and we do

believe that there are sonme policy recomendations that wl|
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wor k through the process that will be beneficial.

| didn't talk about the United States Coast Guard. The
United States Coast Guard has been a key partnership over
the last 12 nonths. W have signed a nenorandum of
understanding with the Coast Guard. And so, as a Coast
Guard executes operations under DHS authorities, we do have
the ability to support their operations, in a case where
t hey have an authority, but they don't have the capacity.
And certainly, as we |look at the security of port
facilities, critical infrastructure that supports port
facilities, that is what we think is a very inportant MOU.

At the sanme tinme, if we have a CYBERCOM m ssion, we're
operating on a facility that is specifically suited to the

expertise the Coast Guard brings, they also have the ability

to reinforce our operations. And so, | do think we've nade
progress. | think there are additional policy
recommendations. Senator, | |look forward to working with

the conmttee in order to provide those recommendati ons.
Senator Rosen: Thank you. | want to talk a little bit

about cyber workforce, because you can't do any of this

wi t hout maintaining a robust cyber workforce. Qur defense

posture depends on it, we have to be sure that they're

capabl e, that they're equipped, that they're trained, like

you' re tal king about, these are our challenges to constantly

be training, working on the m ssion, because the threats are
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ever evolving. The cyber domain is incredibly dynam c and
achieving mastery it's just crucial, and it isn't done
over ni ght.

So what steps are you taking in CYBERCOMto nake sure
that we're keeping our personnel ahead of the curve? And
talk to me about the workforce cuts and the hiring freeze
and how that's inpacting your ability to neet the m ssion.

General Hartman: Senator Rosen, thanks. First of all,
| would like to highlight that over the |ast year, we've had
a nunber of things that have significantly inpacted how
we' re managi ng particularly our civilian workforce.

The first is the Cyber Excepted Service. The ability
to hire under CES has reduced the lag tinme by 45 percent,
fromover a year to less than six nonths now, in order to
bring civilian personnel on board, that has been inpactful.
W went through a transition fromwhat we call a Conbat ant
Command Support Agency, fromthe Departnent of the Air Force
to the Departnent of the Arnmy. |I'min the arny, but |I'm not
saying one is better than the other. But the transition,
you know, did provide a little bit of friction as we work
fromone service to the other.

W transitioned to the arny | ast June and that has
I nproved sort of a repeatable process to bring the civilians
on board. And then there have been things |ike the 4092

aut hori zati ons from Congress, that have been inportant and
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allowed us to hire really, really high-end talent. So,
think we are on a glide path.

The current hiring freeze has inpacted our ability to
bring new hires into the force. And we'll continue to work
with the departnent on the way ahead for that. W have,
however, not been inpacted by any cuts. W have been able
to go back to the departnment and get an exenption.

It is inportant because, as | think you're aware,
Senator, we're only a little over 50 percent man with our
civilian force but It's because those authorizations have
all cone really in the last year and a half. So, we do
think it's inportant to get the civilian hiring freeze
noved, and we do think it's inportant to be able to rapidly
bring talent into the force.

Senator Rosen: Thank you.

Senat or Rounds: Ceneral, | have just one other
question. In early 2024, Congress received a briefing on
the conmands Al roadmap as required by the fiscal year 2023
Nati onal Defense Authorization Act. G ven the rel ease of
t he Chi nese generative Al nodel, DeepSeek-Rl, what steps has
the command taken to accelerate delivery of the capabilities
and mlestones in this roadmap? And what is needed to nake
certain that we will be successful in this accel eration?

General Hartman: Chairman Rounds, thanks so nuch for

the question. And so over a year ago, we produced again,
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based on a congressional requirenment, so thanks, our Al
roadmap that laid out a plan for the next five years. Very
cl ose partnership with NSA and their artificial
intelligence experts. And a little over a year ago, we
decided that we had a really good plan froma staff

st andpoi nt, but where CYBERCOM coul d add val ue, was in
operationalizing these capabilities.

So, we took the majority of the staff portion of that
Al task force, and we noved it to the Cyber National M ssion
Force. W went out and hired sone additional Al talent,
really focused on 90-day pilot projects that we coul d
eval uate, and if successful, we could scale across the
force. And if they weren't successful or didn't neet a need
that we would then focus our efforts el sewhere.

And so over the last 12 nonths, we have executed
artificial intelligence pilots to secure the DoDIN, right?
This is at the edge of the DoDIN network, this is across
network devices and it's at our end points. It has been
very successful, and it is where we're noving to in the
future.

We have integrated | arge | anguage nodel s into our "hunt
forward" kits. W have integrated | arge | anguage nodel s
into our offensive capabilities. W have partnered very
closely with DARPA, under Project Constellation and continue

to transition capabilities, nostly based on artificial
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intelligence to the force.

Additionally, Senator, we have and will continue to
work with the departnment on | ong-termresourcing that
ensures we nmai ntain advant age over China and any ot her
adversary. | will say, we were all -- paid close attention
to, and we're alarnmed by the DeepSeek nodel, right, But the
United States of Anerica builds the best software in the
world, all right. And we believe working with private
I ndustry, working across the governnment, that unique
advantage in building the best software in the world, wll
allow us to stay ahead of the Chinese.

Senator Rounds: Thank you General. Ranking Menber
Rosen.

Senator Rosen: Thank you. | want to build a little
bit on Senator Round's Al question, because we | ook to the
future of cybersecurity. How else do we need, besides
artificial intelligence, how do we need to adapt our
trai ning and devel opnent pipeline to ensure that our human
wor kf orce achi eves mastery in the cyber domain?

And additionally, with the increasi ng denands on our
personnel and the nature of the cyber operations, how el se
can we perhaps | everage industry or commercial training
opportunities to supplenent the nore specific on-net
training that takes place in a classified environnent?

General Hartman: Senator, thanks for the question.
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You know, we've tal ked about CYBERCOM 2.0 and one of the big
I deas in CYBERCOM 2.0 is advanced training. right? And
right now, CYBERCOMis very fortunate and the services have
done a very good job in order to present a C2 force. And
so, the first tinme in the history of the command over the

| ast year, we've reached C2, which nmeans nanned 80 percent
In the aggregate and trained it to 70 percent.

But as we | ook at things like artificial intelligence,
and cl oud conputing, and data scientists, and ot her advanced
capabilities, we do think that the nodel we've laid out in
CYBERCOM 2.0 is really where we need to go. And it's ny
role with service-like authorities and as a joint force
trainer, to take service nenbers and civilians that are
presented to us by the services, and take them fromthat
basic | evel and nake them masters. And that is masters in
data science, that's masters in cloud conputing, that's
masters in artificial intelligence.

And then immedi ately take those | essons and feed them
back, not only into the training base fromthe services, but
al so into our operational organization. That is really the
best way that we think we can get after the training part of
this. W are also working very closely with private
Il ndustry, the creator authority that the conmmttee has given
us, also allows us to execute creators within private

i ndustry. And we continue to work very closely with UARCs
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and FFRDCs, who provide us access to really high-end, really
responsive talent, particularly as it relates to artificial
intelligence and nmachi ne | earning.

Senator Rounds: Thank you. And | do believe we have
anot her menber that is just arriving, and | would sinply ask
Senator King, are you ready with questions?

Senator King: |'m always ready.

Senat or Rosen: | was going to say | knew how he woul d
answer that. He's always ready.

Senat or Rounds: Senator King.

Senator King: Thank you very nmuch CGeneral for being
here today. | take it ny coll eagues have tal ked, |I'msorry.
| was at a hearing upstairs in the Intelligence Commttee
and it was an open hearing, so | can even tell you about it.
But in any case, | understand that ny col |l eagues have tal ked
a lot about the firing of General Haugh and how unfortunate
that was, so | don't need to plow that ground.

One of the issues that I'mprincipally concerned with
in cyber, is that we have no deterrent. Qur strategy in al
of our other mlitary and national security approaches is
based upon deterrence, except in cyber, where we continually
are attacked, as we were salt typhoon for exanple, going al
the way back to Sony, nothing ever happens to the adversary.
And ny belief is, that until we start to inpose costs and

they understand that there will be costs, these attacks are

27
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going to continue, they're cheap, and there's really no
consequences.

If you're sitting in the Krenlin and sonebody said,
let's interfere with the next election in the United States,
your answer would be, why not? It's not going to really
cost us anything, and they don't respond, we're not in at
any risk. Do you agree with ne that we need to have a nore
stronger retaliatory capacity, nunber one, and denonstrate
the will to use it? Oherw se, these attacks are sinply
going to conti nue.

General Hartman: Senator, thanks for your question.
It's good to see you agai n.

Senator King: Yes, sir.

CGeneral Hartman: So, Senator, we certainly agree that
we need to continue to inprove our capability in order to
deter and respond to attacks. | wll tell you that from our
standpoint, there is certain activity that adversaries to
I nclude China, wll always continue to conduct. And we got
to focus on the nost credible capabilities to deter
operations that significantly inpact the national security.

Just like you, | amaware of salt typhoon and volt
typhoon, and while we're certainly concerned about that, and
we Wil certainly develop a broad range of options to deal
with that, I will tell you that the fact that we are able to

see and observe that activity, and we are able to work with
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i ndustry partners in order to build defenses agai nst that
activity, is sonething that provides us sone advantage vis-
a-vis adversaries |like the Chinese.

And | assure you, we are dedicated to devel opi ng
options in order to counter that. And | would be nore than
happy to work with your staff in a different setting to
provi de you sone details.

Senator King: Well, | understand that you have
capacity and you have capabilities. W denonstrated that in
2018 with the hunt forward, defend forward, that GCeneral
Nakasone initiated. So, | understand we have the capacity.
My problemis we don't have a doctrine. W don't have -- a
deterrence doesn't work unl ess the other side knows about
it. Dr. Strange love, why didn't you tell us about the
doonsday machine? Well, the Premer |ike surprises.

A deterrent isn't a deterrent: It takes two things,
three things, capacity-which we have, wll-which we
apparently don't have and know edge of the adversary that --
we have those two things, and that they're being held at
risk.

So, I'"'mnot questioning the capabilities. Wat |I'm
guestioning is, here we are wth salt typhoon, you know, two
or three, six nonths ago nothing' s happened, no response,
no. You know, like | said, we haven't even responded to the

Sony attack, and that was 10 or 15 years ago. There's never
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a price to be paid by our adversaries. And until we devel op
that theory, it seens to the concept of deterrence, and |et
t hem know that they're at risk, they're going to keep doing
what they're doing.

| understand defending and working with our private
sector partners, that's all good. But you can't patch your
way out of this. There's got to be, | believe, a credible
deterrent that the adversaries understand, that if they
attack us in cyberspace, they will pay a price. It doesn't
necessarily have to be in cyberspace. It may be sone ot her
kind of harmthat puts themat risk.

But the point is, until we start to devel op that
doctrine and |l et our adversaries know, it's just going to
keep happeni ng.

General Hartman: So, Senator, | acknow edge your
concern. Again, | look forward to working with the
committee, with the departnment and | do think we could

provi de you sonme nore information in a closed session.

Senator King: Well, | appreciate that. Thank you, M.
Chai r man.
Senat or Rounds: Thank you, Senator King. | do have

one | ast question for you, General and then I will allow
Ranki ng Menber Rosen a final question as well.
Last year, the Defense Science Board briefed Congress

on the status of the Joint Cyber Warfighting Architecture or
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JOWA. How is this command addressi ng the Defense Science
Board's concerns about excessive bureaucracy, and length the
acquisition tinelines, that prevent cutting edge cyber
technol ogies frombeing integrated into the Joint Cyber
Warfighting Architecture, before they becone obsol ete?

General Hartman: Chai rman Rounds, thanks for your
question. In the 2022 National Defense Authorization Act,
CYBERCOM was gi ven a nunber of things, we put it under the
banner of service |like authorities. One of those was
acqui sition authorities. The other piece was enhanced
budget control.

And under those authorities, we have consolidated our
efforts as it relates to JCWA, and we are fielding rel evant,
agil e, and not obsol ete capabilities, that are positioning
us to execute our UCP mission to defend the nation, as well
as to support key geographic commanders |i ke Admi ral Paparo
and | NDOPACOM

And we have a plan to take the six progranms that are
part of JCWA, that have currently been devel oped by the
services, and to bring those underneath our program
executive office, really focused on offensive, defensive and
enterprise |level operations. And it's working senator and |
| ook forward to providing you and the conmttee additional
updates on that.

Senat or Rounds: Excel | ent. Senator Rosen.
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Senator Rosen: Thank you. | actually have a conpound
| ast question. So, | want a clarification on sone terns
that we use on about the PRC. So, could you explain for the
| ayman what "living off the |and" tactics are and why it's
i nportant froma cyber defense perspective? And the
conmpound part of the question is, and finally, what do you
really want us to know that we haven't asked you today. W
know you' ve had just a short tine to prepare for this, but
maybe we'l|l give you that final word there too.

CGeneral Hartman: Hey, thanks, Senator Rosen. So,
living off the Iand, you know, really describes when an
adversary gains access to your network and then uses
| egitimate user credentials and legitimte user behavior in
order to live in your network, in a way that nmakes it really
hard to detect themusing a standard antivirus or alert-
based program

Senator Rosen: So secretly living in the basenent, |
suppose then, right?

[ Laughter. ]

General Hartman: And so, it just, it nmakes it really
difficult because it's the behavior that you' ve got to
detect. But | ook, we do know how to do that. W have
gai ned a significant anmount of know edge. Artificial
intelligence is going to help us, working with private

i ndustry is going to help us. And we're dedicated to
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continue to get after that problem
Senat or Rounds: Thank you. And then | think Senator

King had one nore question?

General Hartman: | didn't answer the second part of her
guesti on.
Senator Rounds: Ch, | apol ogi ze. Go ahead.

General Hartman: And so, | think the thing that |
woul d nost |like the committee to take away i s, Congress and
t he departnent have given us authorities, right? They've
given us Service-like authorities. They've given us control
of the resources that apply to the — one, so the Cyber
M ssion Force and the headquarters that enploy them W' ve
been given acquisition authorities, we've been given joint
force trainer authorities, and all those things are enabling
us to evolve the command in a way that better enables us to
conpete with China or any other adversary. It is working.
Ckay.

There are things that slow down the process: continuing
resol uti ons sl ow down the process, hiring freezes sl ow down
the process, transitions between one conbatant comand
support agency and the other, slow down the process. But we
have a plan, we're executing it, and it's all about the
ecosystemthat we have to build that provides precise
intelligence to really smart capability devel opers, that

then field it to a force that has been trai ned and
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operationally aligned to receive that capability.

W're doing it with DARPA, we're doing it with the S&T
comunity. W're doing it with the conmunities across our
services that have significant investnents in cyber
capabilities. And we're doing it based on operational
requi renments of geographi c conbatant comranders |ike | NDO
PACOM and based on CYBERCOM requi renents to defend the
nati on.

And so that's really the nessage | have here, those
authorities, those resources, they're relatively new, but
they are allowing us to really increase our ability to
really get after all the things that we've tal ked about
her e.

Senat or Rosen: Thank you.

Senat or Rounds: Senator King.

Senator King: | realize this isn't exactly in your
| ane, but it's certainly close. You talked in your prior
answer about the work with the private sector and alerting
themto the threats and to what was going on, and that's
very inportant. But the principal agency that actually has
performed that function as an interface between the federa
governnent and the private sector, is Cl SA

And ny concern is that we've seen reports of cuts at
ClSA up to 90 percent. | believe 40 percent may be the

| at est nunber. And | think they've elimnated the office
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that interfaced with state election officials, that enabl ed
themto share threat data and infornmati on and protections
with state election officials to keep our election safe and
secure.

| amjust puzzled, at a tine of heightened cyber
threat, that we are essentially unilaterally disarm ng one
of the nost inportant tools that we have to protect
oursel ves in cyberspace. Do you have any views on the
di smantling of Cl SA?

CGeneral Hartman: Senator King, thanks for the
guestion. To be honest, | do not understand what the actual
decisions are for any reduction or reorganization as it
relates to CISA. | will tell you that we continue to talk
to Cl SA | eadership, and we continue to share infornmation
with ClSA | eadership as it relates to threats that are
rel evant to their mssion for defenses in the United States.

Senator King: Well, M. Chairman, | realize that
again, this isn't his land, but this subconmttee's dealing
with the issue of cyber, and CI SA is one of our nopst
i nportant tools to deal with that and they' ve been very
effective. And having worked with sone nenbers of the
private sector that have worked with CISA it took years to
build a trusting relationship between this governnent agency
and these conpanies, as well as the state el ection

officials.
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| remenber when that initiative first started, and
those state election officials were very reluctant to
interface with this Federal Agency. But they becane very --
| woul dn't say dependent, but they becane very engaged with
CISAin the last several elections and to basically
dismantl e that capability, | think is very dangerous for
national security at a tinme of heightened cyber-attack.
We're under attack right now, and to be unilaterally
di sarm ng and di sabling what anmounts to a carrier fleet, |

think is very damaging to the security of the country.

Thank you.
Senator Rounds: | think Your concern i s noted,
Senator. Wth that, | want to thank General Hartnan for

comng in on short notice and participating in this
subcommittee hearing. This does conclude the open portion
of today's cybersecurity subcomrttee hearing.

I"d Iike to once again, thank our w tness, Lieutenant
General Hartman, for his testinony. For the information of
menbers, questions for the record will be due to the
comrittee within two busi ness days of the conclusion of the
hearing. And with that, Senator, any final renarks?

Senator Rosen: No. Thank you for com ng.

Senat or Rounds: And with that, then this subcommttee
hearing is adjourned.

General Hartman: Thank you, Chairnman, Ranki ng Menber.
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at 4:27 p.m, the hearing was adjourned.]
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