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TO RECEI VE TESTI MONY ON HARNESSI NG ARTI FI CI AL | NTELLI GENCE

CYBER CAPABI LI TI ES

Tuesday, March 25, 2025

U S. Senate
Subcomm ttee on Cybersecurity
Comm ttee on Arned Services

Washi ngton, D.C.

The comm ttee net, pursuant to notice, at 3:31 p.m in
Room SR- 232A, Russell Senate O fice Building, Hon. M ke
Rounds, chairman of the subcomm ttee, presiding.

Comm ttee Menbers Present: Senators Rounds

[ presiding], and Rosen.
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OPENI NG STATEMENT OF HON. M KE ROUNDS, U.S. SENATOR
FROM SOUTH DAKOTA

Senator Rounds: Good afternoon, and I'd like to thank
our wi tnesses for appearing today to discuss how artificial
intelligence can be utilized to enhance the Departnent of
Def ense's cyber capabilities. W have just heard from
experts in our closed session fromthe U S. Cyber Conmand,

t he Def ense Advanced Research Projects Agency, or DARPA, and
the DOD's Chief Digital and Artificial Intelligence Ofice.
These organi zations all play a crucial role in nmaking sure
the Departnent is postured to carry out its national
security mssion in cyber space.

Recent cyberattacks against U S. critical
infrastructure are a stark rem nder of the grow ng
sophi stication and persistence of cyber threat actors. To
out pace our adversaries in the cyber domain, the Departnent
must rapidly harness the advances of Al technologies. This
nmeans that the Departnent of Defense needs capabl e partners
out si de of the Pentagon who are noving at breakneck speed to
sol ve our national security chall enges.

This brings us to our hearing topic today; how the
Departnment can | everage Al -enabl ed capabilities to field
exqui site, offensive, and defensive cyber tools, enhance our
ability to detect cyber threats, and automate threat

mtigation to gain an enduring advantage in cyberspace.
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| also ook forward to hearing fromthe w tnesses about
how t he Departnent can be better equi pped to counter eneny
Al -enabl ed cyber capabilities, and | everage Al to enhance
our overall war fighting ability in the cyber domain. CQur
i nnovators and tech conpani es are one of our asymetric
advantages in the cyber fight, but the gap is steadily
cl osi ng.

At the tip of the spear is artificial intelligence.
Unfortunately, the Chinese Communi st Party understands this
all too well. Xi Jinping has spoken about the inportance of
Al. Wth the release of DeepSeek earlier this year, it is
cl ear unless we act decisively and soon, China will not be
pl ayi ng catch up. W wll.

U. S. advancenents in this critical technol ogy are
| npressive, and we are fortunate to have sone of the best
i nnovators in the world. As Silicon Valley and ot her
| eadi ng technol ogy devel opers continue their research and
devel opnment of Al at the bl eeding edge, our job nust be to
integrate those tools in a secure, but rapid fashion into
our cyber capabilities.

| ook forward to hearing fromour w tnesses who al
bring uni que and firsthand experience about how the
Departnent can speed up its use of Al in the cyber domain.
Agai n, thank you to our witnesses for com ng here today.

And before | introduce them 1'Il now recogni ze Ranki ng
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STATEMENT OF HON. JACKY RCSEN, U.S. SENATOR FROM
NEVADA

Senator Rosen: Well, thank you, Chairman Rounds. And
I'"d Iike to begin by welcom ng our panel, and thanking you
all for joining us. This topic has profound inplications
for our national security, | would say, for our personal
security, for everything in our world to cone.

But this is actually ny first hearing as ranki ng nenber
of this subcommittee, and | amreally honored to work
al ongsi de Chai rman Rounds, our col |l eagues, and each of you
on how we can responsibly integrate innovation and the
I ncreasi ng pace of technol ogy including artificial
intelligence into our national defense strategy and into the
hands of our service nmenbers to enhance their speed, their
capabilities, and their operating picture. Wll, of course,
all the time we have to bal ance the risks and rewards
concerns of Al and what it teaches us.

So, with great prom se conmes great responsibility. W
know t hat our adversaries are devel opi ng new Al tools and
have the potential to fundanmentally shift the nature of
warfare. W've began to see how new uses of Al can hel p our
own service nenbers counter such threats and take proactive
of fensive actions in the nonent as well.

However, the rapid pace of Al innovation also raises

real ly inportant questions about its ethical inplications,
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its governance, and the security risks it poses as well.
We're operating in a new world wthout guardrails and we
need to tread carefully, balancing such caution with the
need to create an environnment that allows for innovation and
agility.

And there are al so chall enges we nust overcone in order
to both mtigate the risks of Al and nake the nost of the
opportunities that I know it presents. |In particular, we
need to further invest in and expand the Al workforce, both
at DOD, and across the governnent, across the private
sector. W have to increase it everywhere to harness our
full potential. | truly believe this.

As a fornmer conputer programmer, systens anal yst,
nyself, | can say fromfirsthand experience that Al has
vastly changed the technol ogy | andscape since |I began ny
career. Many of the coding and the progranm ng skills that
peopl e |ike nme brought to the table, which formthe backbone
of what CYBERCOM personnel do every day, in both offensive
and defensive operations, can now be suppl enented by Al.

And | know it doesn't replace us, that's for sure. But
however, this does pose its own set of risks, and it creates
a deep need for us to invest in that new kind of cyber
wor kf orce that is centered around understandi ng these Al
skills. And we continue to have a cyber and Al skills gap.

And until we neet that challenge of bridging it,
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understanding it, being able to see its potential, and at
the sanme tinme understand how it inproves our own potenti al
as human beings, we're going to continue to be at the risk
of our adversaries having the upper hand.

So, | look forward to discussing such chall enges today
and over the course of this Congress. | thank our panel
once again for your expertise and contributions to that
effort. And | thank you again, M. Chairnan.

Senator Rounds: Thank you. And it is a pleasure to
have you here on the teamwth us. And this is one of those
subcommittees in which it is very bipartisan, and we have
focused on this since the creation of this by Senator MCain
back in 2017, | believe. And the path forward, | think, has
been nmade better because of the work that we've done in the
past on a bipartisan basis to keep everything on the
strai ght and narrow.

I want to thank all of you once again for comng in and
participating in this open session. And we have with us,
today, all three of you here. Beginning with M. JimMtre,
Vice President and Director of RAND d obal and Energi ng
risks. M. Mtre, welcome. M. David Ferris, d obal Head
of Public Sector, Cohere. Wlcone. And M. Dan Tadros,
Head of Public Sector, Scale Al.

And | understand that the agreenent has been nade that

M. Mtre, you will begin today. So, we wel cone you for
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STATEMENT OF MR- JIM M TRE, VI CE PRESI DENT AND
DI RECTOR, RAND G_LOBAL AND EMERA NG RI SKS

M. Mtre: Terrific. Chairman Rounds, Ranking Menber
Rosen, thank you so much for the opportunity to testify
today on the national security inplications posed by the
potential energence of advanced artificial intelligence, or
artificial general intelligence, AdQ.

Leadi ng Al conmpanies in the United States, China, and
the rest of the world, are in hot pursuit of AG@, which
woul d possess human | evel or potentially even superhunman
| evel intelligence across a wde variety of cognitive tasks.
The pace and potential progress of A@'s energence, as well
as the conposition of a post-Ad future, are uncertain and
hotly debated. Yet the energence of AG is plausible and
t he consequences so profound that the U S. national security
community should take it seriously and plan for it.

Consider the following. Wat would the U S. governnent
do if in the next few years, a |leading Al conpany announced
that its forthcom ng nodel had the ability to produce the
equivalent of 1 mllion conmputer programmers as capabl e as
the top 1 percent of human programers at the touch of a
button. The national security inplications are substanti al
and coul d cause a significant disruption of the current

cyber offense defense bal ance.
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At RAND, we are planning for it. Qur work has reveal ed
that AG presents five hard national security probl ens.
First, AG mght enable a significant first-nover advantage
via the sudden energence of a decisive wonder weapon. For
exanple, a capability so proficient at identifying and
exploiting vulnerabilities in eneny cyber defenses, that it
provi des what mght be called a splendid first cyber strike,
that conpletely disables a retaliatory cyber strike. Such a
first nmover advantage could disrupt the mlitary bal ance of
power in key theaters, create a host of proliferation risks,
and accel erate technol ogi cal race dynam cs.

Second, AG@ mght cause a systemc shift in the
i nstrunments of national power that alters the bal ance of
gl obal power. The history of mlitary innovation suggests
that being able to adopt a new technology is nore
consequential than being the first to achieve a specific
scientific or technol ogi cal breakthrough.

As the U S allied and rival mlitaries establish
access to AG and adopted it at scale, it could upend
mlitary bal ances by affecting key building bl ocks of
mlitary conpetition such as hiders versus finders,
preci sion versus nmass, or centralized versus decentralized
conmmand, and control. States that are better postured to
capitalize on and manage system c shifts caused by AG could

have greatly expanded i nfl uence.

10

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

11

Third, AG mght serve as a malicious nentor that
expl ai ns and contextualizes the specific steps that non-
experts can take to devel op dangerous weapons such as
vi ol ent cyber nmalware, w dening the pool of people capable
of creating such threats.

Fourth, AG m ght achi eve enough aut onony and behave
w th enough agency to be considered an independent actor on
the gl obal stage. Consider an AG w th advanced conputer
programring abilities that is able to break out of the box
and engage with the world across cyberspace. It could
possess agency beyond human control, operate autononously,
and nmake decisions with far reachi ng consequences.

Fifth, the pursuit of AG could foster a period of
instability as nations and corporations race to achi eve
dom nance in this transformative technology. This
conpetition mght |l ead to hei ghtened tensions rem ni scent of
t he nuclear arns race, such that the quest for superiority
risks triggering rather than deterring conflict.

M sinterpretations or mscal culations could precipitate
preenptive strategies or arnms buil dups that destabilize
gl obal security.

As the U S. Departnent of Defense enbarks on devel opi ng
the National Defense Strategy, it wll have to grapple with
how advanced Al will affect cyber along with all other

domains. The five hard problens that EG presents to
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national security can serve as a rubric to evaluate how t he

strategy addresses the potenti al

Thank you for the opportunity to testify.

your questi ons.

ener gence of AQ.

wel cone

[ The prepared statenment of M. Mtre follows:]

[ SUBCOVM TTEE | NSERT]
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STATEMENT OF MR, DAN TADROSS, HEAD OF PUBLI C SECTOR,
SCALE Al

M. Tadross: Chairman Rounds, Ranki ng Menber Rosen,
menbers of the subcomm ttee, thank you for the opportunity
to be here today.

My nane is Dan Tadross. | lead Scale Al's public
sector business. Every day, ny teamis singularly focused
on how to bring best-in-class Al into the DOD and ot her
agenci es. Scale was founded in 2016, and since that tine,
has powered nearly every Al innovation. Qur role in this
critical ecosystem provides us a unique opportunity to
understand how to build high quality Al systens powered by
the worl d's best data.

Qur work is deeply personal to nme as | have worked
nearly my entire career at the intersection of Al and the
governnent. During ny tinme as an active-duty marine, | had
the privilege of helping to stand up the Joint Artificial
Intelligence Center, which enabled me to see firsthand the
chal | enges and struggl es associated with the DOD s
i npl enent ati on of Al.

This hearing cones at a critical tinme for the future of
Al | eadership. And before we discuss what the United States
must do to win, it's inportant to anal yze where things stand

t oday.
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Al is made up of three main pillars; conpute, data, and
algorithnms. More than one year ago, the United States was
clearly ahead on all three. However, today, that is no
| onger the case. Advancenents from Chi na have shown t hat
they' ve cl osed the gap. And, today, China is |eading on
data. W're tied on algorithns, but the United States
remai ns ahead on conpute. |It's clear that the race is neck
and neck.

In order to conpete nore aggressively, the CCP has
I npl enented a whol e-of -country approach to accelerating its
pursuit of becom ng a global standard for Al from an
I nvest nent standpoint. And for the first tinme in history,
China is benchmarking Al investnent off the | eading tech
conmpani es and not the United States governnent.

Last year, China spent at least $1.2 billion on data
| abel i ng al one conpared to our under $100 mllion by the
United States. And as part of China's Al Plus initiative,

t he governnent established seven data | abeling centers
around the country to mainly support public sector
application.

Beyond data, while the U S. has been stuck in a
research and pilot mndset, the CCP has rapidly increased
their investnent in fielding Al capabilities. 1In the first
hal f of 2024 al one, the PLA issued 81 contracts with |arge

| anguage nodel conpanies to rapidly grow their capability.
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To win, the U S. needs to unleash our technology to the
war fighter at an unprecedented pace.

When it cones to adopting and inplenenting Al, the DOD
has not | aunched a new Al programin nearly a decade. For
the past four years, DOD | eadership spent countless hours
devel opi ng potential use cases for Al, researching and
piloting Al systens, and even putting out guidance to stop
users fromutilizing Al.

We still have tine, but the windowis closing. |If we
want to win, we nust not only buy into a vision, but it also
takes three clear and decisive actions. Nunber one, is put
the right Al foundation in place to start. The DOD | acks
t he foundati on piece, the foundational pieces necessary to
build scal e and i npl enent wi despread Al solutions. This
needs to change, and we nust put in place the elenents
necessary to expand the use of Al progranms. And this starts
wi th dat a.

To truly prioritize and execute the strategy, it
requires two main aspects; Al-ready data requirenents, and
enterprise-wide Al data infrastructure. The U S. governnent
is the world's | eading producer of both quantity and
di verseness of data. But nearly all that data is going
unused. If the U S wants to turn our data into an
advant age, this must change.

In nmultiple NDAAs, his commttee has directed,

16
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suggested, and tried to require the DOD to prioritize Al-
ready data requirenents, but it's clear that nore nust be
done. In parallel to inplenenting the requirenent, the
Departnment should al so set up enterprise-w de Al data

i nfrastructure.

This comrerci al best practice ensures that Al prograns
are developed in the nost efficient and cost-effective
manner, and | eading tech conpani es have long realized this
requi rement for effectiveness. And for that reason, China
is mrroring this same approach.

Nunmber two, is to shift our m ndset to be an
I npl enentation-first. |If the US. is going to win, we nust
shift into an inplenentation-first mndset. |In order for
this to occur, Scale believes that the DOD nust set mnust
first set a North Star related to robust Al inplenentation
in no nore than five years.

This should focus on agentic applications such as agent
war fare, and woul d provide an anbitious vision and enabl e
tangi ble nulti-year plan to reach it. Scale is actively
wor ki ng on deploying the first instance of this in | NDOPACOMV
and EUCOM t hrough DI U s Thunderforge effort.

Nunber three, is to ensure our acquisition systemno
| onger slows us down. Al is unique in that it is software,
but needs to be maintained |ike hardware, which presents

chall enges for the DOD given that it doesn't neatly fit into
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a |l egacy acquisition system Congress took a strong first
step by requiring the DOD to break out Al elenents of
prograns in the future budgets. And it is critical that
Congress continues to provide oversight to push the DOD to
do so quickly as possi bl e.

In addition to proposals |ike the FORGED Act, Scal e
al so believes that we need to continue to | ook at finding
ways to break through the challenges of nulti-year
budgeting, which is clearly still holding back the DOD s
i npl enentation of Al. Wth these three decisive actions,
the DOD will be better positioned to adopt and effectively
I npl ement Al sol utions.

Thank you again for the opportunity to be here, and |
| ook forward to your questions.

[ The prepared statenment of M. Tadross follows:]

[ SUBCOVM TTEE | NSERT]
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STATEMENT OF MR- DAVID FERRI'S, GLOBAL HEAD OF PUBLIC
SECTOR, COHERE

M. Ferris: Chairman Rounds, Ranking Menber Rosen,

di stingui shed nenbers of the subconmttee, thank you for the
opportunity to testify today.

My nane is Dave Ferris, and |I'mthe Head of d obal
Public Sector at Cohere. | previously served nearly 17
years in the Canadi an Arned Forces, including deploynents to
Af ghani stan and Ukrai ne, and spent the |last two years of ny
career on the U S. Joint Staff in the Pentagon.

Cohere is a leader in building Al systens designed
exclusively for governnent and enterprise use, prioritizing
privacy, security, nmultilingual capability, and
verifiability. Qur expertise spans from buil ding
foundati onal Al nodels, to devel opi ng Agent X systens. W
focus on operationalizing Al, integrating it into real
m ssi ons, under real world constraints. W partner with
al l'i ed governnents, agencies, and | eadi ng gl obal conpani es.

Qur primary goal is seaml ess integration, deep
custom zati on, and accessi bl e solutions that deliver
| mredi ate practical value and confidence. W specialize in
private deploynents, even air gapped environnents where we
do not see our custoner's data.

Today, | would like to highlight four key topics of

20
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focus gl eaned from havi ng worked with high security cyber
def ense governnent organi zations. The first key topic is
how Al can significantly enhance the Departnent of Defense's
m ssion, particularly in cybersecurity and intelligence.

Al systens can dramatically inprove pattern recognition
and anomal y detection across vast data sets. They can be
I nval uabl e for sorting through and synthesi zi ng huge vol unes
of multi-source information, and they can help automate a
nunber of crucial tasks to provide early warnings and free
humans to focus on naki ng strategic decisions.

Simlarly, effective Al adoption requires integrating
technol ogy thoughtfully with existing workflows. Human Al
teamng is crucial in ensuring Al tools have user-friendly
interfaces. It helps build trust and nmaxi m zes operati onal
val ue.

A second key topic is to consider how Al can help fight
back agai nst conpetitor nations and nalicious actors that
are al ready enpl oyi ng Al -enabl ed cyber capabilities.

Reports have shown these countries are automating their
intrusion attenpts using Al to generate deceptive deep

f akes, devel op nore convincing phishing lures, and create
I nformation warfare.

To stay ahead of these Al augnented threats, DOD nust
| i kewi se i ncorporate Al across its offensive and defensive

cyber operations. Large |anguage nodels provide a uni que
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ability beyond traditional, rul e-based nmachi ne | earning
systens for |anguage understandi ng and reasoni ng
capabilities that allows for dynam c identification,

anal ysi s, and generation of conclusions across a w de range
of use cases.

The third key topic is to understand how t echni ca
considerations are critical to successful Al deploynents in
defense. Mbddels should be right-sized for their specific
m ssion. Specialized efficient Al nodels can often
outperform | arger general - purpose systens. This enables
depl oynent even on |inmted hardware such as edge devices
| i ke | aptops or classified data centers.

Fl exi bl e secure deploynent architecture is critical.

Al systens nust be depl oyabl e across multiple secure
environnments and ensure Al sovereignty. Simlarly, ensuring
nodel s are hardware agnostic and interoperable, so there is
no lock into one cloud or one chip provider, is essential to
ensuring supply chain and operational security.

Col | abor ati ve devel opnent through public-private
partnerships allows for rapid custom zation of or creation
of new Al nodels to neet specific operational context while
protecting sensitive information. The DOD does not need to
undertake the costly, tinme-consum ng task of devel opi ng
every Al nodel from scratch.

The final key point is to highlight that Congress can
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take imedi ate action to accel erate responsi bl e Al adopti on.

Congr ess shoul d noderni ze procurenent processes to allow
I nnovative Al startups easier entry. Procurenent shoul d
reward i nnovation, agility, and performance, not just size
or past contracts. New |egislation should pronote
i nteroperability, and open standards to prevent vendor-
| ocki ng and enabl e diverse Al solutions to seanlessly
I ntegrate into defense ecosystens.

Fi nal Iy, Congress should support robust internal
benchmar ki ng and testing specific defense applications
rat her than the use of generic academ ¢ benchmarks. This
woul d ensure Al reliability and trustworthiness in critical
m ssi ons.

In conclusion, Cohere is commtted to partnering with

DOD in Congress ensuring Al tools are secure, effective, and

m ssi on-ready. Thank you, and | | ook forward to your
questi ons.
[ The prepared statenent of M. Ferris follows:]

[ SUBCOMM TTEE | NSERT]
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Senator Rounds: First of all, thank you to all of you,
and | appreciated your opening comments. W'Il| pass this
back and forth a little bit with regard to questions and so
forth, but we'll try to get to as many as we can in a short
period of tine.

| wanted to begin, M. Mtre. The artificial
intelligence is here to stay. |It's not going away. You
gave us sonme warning signs out there, but | wanted to hear
fromyou. W can't slow down on the devel opnent of Al, or
we know that our conpetitors will clearly outpace us.

G ve nme your rendition of how we do this w thout | osing
facts or losing sight of the facts that there can al so be
sone dangers involved. You' ve identified a nunber of the
possi bl e dangers, but how are we going to do this and still
keep that in m nd?

M. Mtre: That's a great question, and | welcone it.
And | whol eheartedly agree that it's in Anerica's interest
to stay at the forefront of the devel opnent of generative Al
and Al technol ogi es nore broadly.

So, the way in which we can address this issue is,
first, it's helpful for the U S. governnment to really
understand what the current state of the technology is, and
make sure that folks within the governnent, particularly
those that are working in the national security conmunity,

real |y understand what's happening with the technol ogy.
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Because one of the challenges with this technology is
that it's not being devel oped by governnent, it's being
devel oped by the private sector. So, just understandi ng
what the current state is critical so there aren't
t echnol ogi cal surprises that conme out that shock people in
the national security conmunity.

The second thing that governnent should be doing here
is really | ooking for applications in the national security
context. What are the specific use cases that it can be
applied? What are potential pathways to wonder weapon or
ways in which it could be highly advantageous in a mlitary
conpetition that's critical to do, and that neans having the
Al in an environment where you've got sufficient conpute,
where you've got the right networks, et cetera. You can act
actively, experinment with it, and get the technology in the
hands of the operators to play around with it.

The third thing is preparing for contingencies.

There's a wi de range of possible things that coul d happen.

A |l oss of control scenario, for exanple, areas where there

i s technol ogi cal surprise and the Chi nese get ahead. What
would the U S. governnment do in such contingencies? W
shoul d think that through in advance and have plans ready to
address it.

Senator Rounds: Thank you. M. Tadross, this works

right into sone of the comments that you had made. And |
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want to just, nunber one, | think it would be a statenment we
woul d all agree on that continuing resolutions are
absolutely not the I ong-term plan that we need.

If we're going to be able to nove forward with the
i nvestnment in Al that we need, that may very well save a | ot
of lives in the battlefield. So, |I would recognize that up
front, and | think you were rather suggesting that a little
bit in ternms of our failure to keep up with the demands of
how qui ckly Al is devel opi ng el sewhere.

You al so said sonething el se, though, and | wanted to
touch on two itens. Nunber one, you tal ked about the fact
that we have data, which is unused. And | want you to
explain that a little bit. And then, second, of all feeding
into to what M. Mtre tal ked about, you tal ked about
agentic warfare.

And can you talk a little bit about what that really
means for the -- | nean, we've got a lot of folks out here
that this may be their first introduction to the
coordination of different applications that are directly
involved in warfare versus the application of Al in general.
So, first of all, data unused, and second of all, agentic
war f ar e.

M. Tadross: O course, Senator, and thank you for the
guestion. So, in terns of data being unused, the approach

that | was kind of |ooking at there is the aspect that,
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ri ght, now an enornous anmount of information is being
collected day to day. But to take kind of a quote from one
of the previous Secretaries of the Air Force, "W treat data
| i ke exhaust as opposed to sonething that's really critica
to use.”

So, as a result, every tinme that we run an exerci se,
run a comrand post exercise in terns of |arge anounts of
chat data is being devel oped, |arge anounts of chat data is
bei ng traced back and forth, what's happening is at the end
of that exercise, all of those hard drives are just being
purged or bei ng neglected and goes into storage.

So, those are instances where the interactions between
participants of a staff, for exanple, should be getting
captured, and we should be using that to hel p devel op
training data to using it to hel p devel op benchmar ks agai nst
how t hese al gorithns should operate. And then by doing so,
are eventual devel opnent of agentic solutions can be nore in
line with what is required by those end users, which | think
then brings us into the idea of |ike agentic warfare.

And really what that neans, ny interpretation of this,
is we're trying to nove humans, nove to a position from
humans are the | oop to humans on the |loop. So, right now,
if a staff at | NDOPACOM or at EUCOM or any ot her conbatant
command needs to make a deci sion, the process at which they

do that hasn't really changed since the advent of the
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Napol eonic staff structure. W take the problem we divide
it up, and then what's required is that the conmander at the
| ast mnute has to synthesize all of those things together
and then make an infornmed deci sion.

The effort of agentic warfare is to nove to the point
where nmuch of that |owlevel staff work can be done by these
Al agents through automated nethods wi th human oversi ght and
supervision of the process. It's inportant to maintain sone
human oversi ght of the entire process to ensure that human-
context judgnent, and the conpetitive advantage of the U S.
mlitary, which is the fact that we have the nost well -
trained, well-versed staff and NCOs on the gl obe.

Senator Rounds: Thank you. And, M. Ferris, |'ve got
some questions for you as well, but my first five mnutes is
up. We will do a second round, but at this point, I'lIl cone
back to Senator Rosen.

Senat or Rosen: Thank you. You know, | want to talk a
littl e about guardrails and benchmarks. Both, | believe
they go hand in hand. And over the |last year, discussions
bet ween Congress, prior adm nistrations, they've always
centered around trying to come up with guardrails to pronote
responsible Al. You all know what |'mtal king about; nobody
wants it to becone an unchecked technol ogy.

The current adm nistration has raised concerns that

guardrails mght inhibit innovation. | believe we need both
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effective guardrails and benchmarks because the benchmarks,
just as if your child goes to school, they're the test to
show if they're learning and going in the direction that
you' re expecting themto go. That's what's going to keep
that circle in check.

So, I'"'mgoing to have questions for all three of you,
but 1'lIl start -- they're simlar, but I'mgoing to start
with you, M. Mtre. How should we devel op gui delines, or
the guardrails, and benchmarks in ways that mtigate risk
W thout stifling innovation?

And | mght also add, |'mactually going to ask all
three of you this. How do we devel op, for those of us
sitting in this seat with all of you, a comon policy
| anguage that is both ninble, but provides the availability
for us to do effective oversight?

M. Mtre: Thank you, Senator. So, | whol eheartedly
agree that it's inportant for us to understand what these

nodel s are capable of doing, right? They're devel oped, and

they're released into the world wwth no user manual. It's
not entirely clear what applications they'll be able to
perform or how capable they'|ll be at doing that.

So, benchmarks are crucial, particularly in a national
security context. It's helpful to understand what m ght the
| at est generation nodel be able to do in terns of offensive

cyber defensive, cyber capabilities in terns of potentially
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I nform ng non-experts on how they go about designing a

bi oweapon that could be highly transm ssible and lethal, et
cetera. So, the real focus that is warranted is on

devel opi ng benchmarks to really just eval uate and understand
what the risks are.

Separate question in terns of what shoul d governnent do
about those risks if they energe, and should regul ati ons or
sonet hing al ong those lines be appropriate in that regard?
| defer to governnent for specific thoughts on that. What
we're trying to do is just understand at first pass what are
some of the risks here and nake sure that people are well
I nformed on that point.

Senat or Rosen: Thank you. And |I'mgoing to just go
down. M. Tadross, the same thing. Devel oping the
guardrails. The benchmarks tell us one thing, the
guardrails tell us another. | guess I'll nake it all the
same question. W are going to struggle. W have to put
this down in sonme way on paper that allows us to be ninble
and provide that ability to do the oversi ght we need to.

And so, if you have thoughts about how we develop this
comon | anguage that we can all speak fromor start from
think is really critical, so.

M. Tadross: Absolutely. So, the way that our conpany
kind of |ooks at this, at least as it relates to guardrails

in the inplenmentation of Al in the Departnent of Defense, is
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toreally look at it froma perspective of people, process,
and technol ogy. And that while the technol ogy needs to have
guardrails by itself in terns of like its responses when it
will trigger a refusal, or when it nmay not, there stil

needs to be the other two portions of this triangle.

So, people need to be trained on how to best |everage
the capability. And then, the process needs to be adapted.
Because if we just bolt Al onto an existing process, then
t he advantages are sonewhat |lost. So, the doctrine and
training of the individuals needs to adapt at the sane tine
as the technol ogy has fi el ded.

And this goes back to ny position about inplenentation.
The only way to do this is to experinent in |owrisk
environnments and to iterate very quickly. short of that,
I"'mafraid that the concern about trying to wite out the
full answer at the beginning of the test is probably
unli kely. So, you need to be able to learn from doi ng and
be able to build off of that.

As it relates to benchmarks, this is an area where our
conpany's done quite a bit of interesting work. So, we have
a paper that we've published showi ng that nost of these
| ar ge | anguage nodels and Al systens will essentially cheat
of f of existing benchmarks. They've seen them they
understand the rules of the test, and as a result, they wll

score abnormal |y high.
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The approach that we've taken in partnership with
organi zations like CSIS and the CDAOis to build custom
benchmar ks that are focused on the domain at which it
actually matters to test. So, we've built these custom
benchmarks. The al gorithns have never seen them they' ve
never been incorporated in their training data. And as a
result, you can have a little bit nore faith in the
performance of those algorithns.

Senat or Rosen: Thank you. M. Ferris?

M. Ferris: Thank you, Senator. | echo the sentinent
of my coll eague on the panel here. | think public
benchmar ks can often be ganed. |[|'ll start fromthe

perspective of benchmarks because | think it's relevant to
what ny col | eague was saying. They don't typically show the
performance in real-world context. So, we would --

Senator Rosen: |Is using the word "audit" better than
benchmar k?

M. Ferris: Well, no, I think we would say creating
cust om benchmar ks.

Senator Rosen: Just |ike right-sizing your nodel.

M. Ferris: Yeah, exactly. GCkay. And, you know, to
kind of take that down one step further, we work very
closely with our custoners frombeginning to end in order to
ensure that we're right-sizing that nodel, devel oping the

benchmar ks. But that al so includes sone hunman eval uati ons
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because that human Al interface is obviously inperative as
we' re noving down this.

And with respect to guardrails, you know, there's this
heal t hy tensi on between accountability and agility, | would
say, in this environment. And so right now, we obviously
woul d suggest that we want to lean into the agility. W
want to take an adoption m ndset, but can't, you know,
sacrifice really the security reliability and verifiability.

So, you know, ensuring that you have clear
visualization into the data |ineage, ensuring that you have
a good understandi ng of how those safety nmeasures have been
built into the nodel during its devel opnent and depl oynent,
| think, is inperative.

Senator Rosen: Well, | think because you say you want
tolean into -- oops, I"'mgoing over ny tine. |'msorry.
Can | finish the thought? Lean into the agility, but if you
don't keep humans, if you don't keep soneone else in the
| oop, people's lives are on the line. And it's still a
conputer just analyzing data. And so, at that execution
poi nt, you have to consider leaning into agility. But at
what execution points do we allow for a better decision?
And I'Il let it go to ny -- maybe that's a phil osophi cal
questi on.

Senator Rounds: Well, look here, and I'mgoing to | ead

into this alittle bit, too. And I"'mgoing to start with
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M. Ferris. W tal ked about right-sizing systens. And kind
of along the sane line here, 1'mgoing to conpare that
because I'mnot sure if |I'mthinking the sanme thing that

you' re proposi ng.

But loitering, nunitions as an exanple, we have cl ear
evidence that in the Nagorno-Karabakh War between Azerbaijan
and Arnenia, loitering nmunitions were used. They were able
to, as you know, basically unmanned aeri al vehicles, they
noved into a particular kill box, identified targets that
were there. And then without a human in the | oop, they were
able to identify the types of systens that were there,
whether it was a tank and an arnored personnel carrier, a
command center, a radar station aircraft, and so forth.

But because they had that capability, they could then
choose whi ch weapon system based upon whi ch drone was there
in the area and at an appropriate tine attack each of them
Is that the type of -- can you tal k about, is that what you
mean when you say right-sizing in terns of having the
capability for that particular mssion set? O share with
me what you nmean by that.

M. Ferris: Yeah, thank you, Senator. In that
context, | think when we tal k about right-sizing the nodel,
we' re tal king about making sure we're bringing the
appropriate solution to the use case. So, to use your

exanpl e, we would be | ooking at, you know, how t he nodel s
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are used to analyze all that nulti-source infornmation that's
comng into the systemand from various sources, but also
potentially fromdifferent sensors and systens.

| think what's inportant is that we woul d suggest that
by anal yzing, using artificial intelligence to analyze all
of that data, it allows you to elevate the level at which a
human can make that decision. W would still suggest that
the human Al interface is inportant, and that should be
mai nt ai ned during these types of operations. But really
what Al allows you to do is to elevate that decision and
make it closer to when it needs to be taken, potentially.

Senator Rounds: |I'mgoing to -- you're follow ng right
i nto what nmy next question was going to be, and that is with
regard to -- and I'mgoing to run this all the way down the
line again, but | want to talk a little bit about humans on
t he | oop, and humans over the | oop, and defining each of
them if you would, in terns of where we're at today and
where we're going to be tonorrow.

And |"'mgoing to talk about it in both offensive and
defensive capabilities. And the exanple that | would use
that if you could build upon, is we have systens right now
that for defensive capabilities, we armthem but once
t hey' ve been arned, they can automate to protect our
pl at f or ms.

And that nmeans if you have incom ng m ssiles,
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particularly if you' re talking, you know, |less than a mnute
to respond, to be able to identify a mssile incom ng, such
as what we've seen in the Red Sea region with regard to
Hout hi s attacki ng our systens.

But to be able to identify it, identify the type of
weapon system necessary to take it out, and then to be able
to execute and then to have backups along with it, how far
along are we, and what will Al do with regard to having that
whet her there's a human directly in the | oop of making that
decision, or on the |loop having arned it, or over the top of
t he | oop, not engage at all.

I'"d I'i ke your thoughts, then |I'm going to ask our other
two nenbers here as well for their thoughts.

M. Ferris: Yeah. Thank you, Senator. So, obviously,
| would say that, currently, we're supporting or we're
seeing Al deployed in an environnent with humans in the
| oop, as you described, and on the | oop where there's sone
oversight. But certainly, | don't think we're yet at that
over the | oop where they're el evated outside of the analysis
and execution of the mssion set, if you will. But,
certainly, as agentic Al becones nore advanced, and the
nodel s i nprove, and becone nore precise, and rel evant, which
I s happening at an incredible pace, | would say we'd be able
to see sone of that.

But again, our position at Cohere would be that we want
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to work -- we woul d devel op -- because we depl oy nodel s, you
know, with our custoners in their environnents, we would
suggest that that integration on the front end wth the
custoner and with our partners having that partnership in
devel opnent, depl oynent, and then, you know, ultimately the
decisions in how those guardrails are put in place. | think
that's inportant on the front end of really understandi ng
where in that loop it's necessary to have the human pl aced.

Senat or Rounds: M. Tadross?

M. Tadross: The way that | would kind of ook at this
is for human in the | oop. Wat you're sacrificing is speed
over the oversight required to ensure that you're rendering
it. In those cases, | think on or over the loop, it really
comes down to the use case and the speed at which you have
to nmake the deci sion.

So, if the use case is such in a defensive manner,
simlar to like a CIW5 or an Aegis Cruiser, which if certain
triggers are hit, you default to the machine's know edge
because the speed at which things are changing is so great
that you can no | onger support the deci sion-nmaki ng process.

I think what it cones down to with that's a heuristic-
based systemwhere it's like very clear triggers to be able
to inplenment that sane type of approach with Al would
require a certain anmount of evaluation of those systens.

So, going back to the benchmarki ng question from
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earlier, it would also require having a data infrastructure
| ayer in place to be able to retrain those nodel s
effectively when the environnment changes significantly. And
as a result of doing that, you can ensure that this rapid
iteration of retraining, and testing, and eval uation can
occur that would still provide the conmander the opportunity
to make that infornmed decision about if the staff needs to
be in on or over the | oop.

Senator Rounds: Thank you. M. Mtre? And I
apol ogi ze, am | saying your nanme correctly? Is it Mtter?

M. Mtre: Mtre.

Senator Rounds: Mtre.

M. Mtre: Mtter is fine, too, though. W get it al
the time. Not a problem

Senat or Rounds: Thank you.

M. Mtre: Yeah, no worries, Senator. On this point,
| think fundanentally what the Departnent of Defense is
| ooki ng for are weapons systens and mlitary systens nore
broadly that are effective. And so, the question is, what
is effective in a particular use case in particular context?

Now, certainly as the technol ogy progresses, there are
nore opportunities to use it in different ways, and al ong
wi th that can cone greater dependence on the technol ogy.
And with greater dependence, you potentially open up new

vul nerabilities and new ri sks associated with that. So,
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it's incredibly inmportant to understand what are ways in
which it could go sideways.

What are sone of the vulnerabilities there? Wen
you're integrating in a broader weapon systemwhere it m ght
act in ways that are inconsistent wwth human intentions, and
do you have the right safeguards put in place to guard
agai nst those cases? Are there kill switches that m ght be
necessary? Are there ways in which you're dealing with a
nodel that's breaking out of the box and engaging nore with
the cyber world? Are you able to cut it off fromcertain
applications if you need to?

I think it's hel pful for the Departnent to think
t hrough the wi de range of potential applications here, and
then make sure that it's thought through how you ensure
ef fectiveness despite different ways in which the node
could react in a particul ar context.

Senator Rounds: Thank you. Senator Rosen.

Senator Rosen: | want to tal k about energy
limtations, but I'mnot going to ask this as a question.
|"mjust going to make this as a general statenent,
phil osophically. Because if we nove to no humans in the
| oop, why not just create a grand video gane and save |ives?
Because at the end of the day, if it's the Al making the
choice, there's still people on the ground. Al of us. Not

just nmen and wonen in the mlitary, but the rest of us that
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live in the world that the conputer may or nay not really
care too nuch about.

So, it's a bigger philosophical question as we nove
forward. Not expecting it to be answered here, but in a
way, we have to be sure that we think about that because for
every action these conputers m ght take to each ot her,
theirs versus ours, the fallout happens to us |iving here on
earth. That's all I'"mgoing to say. But we got to speak
about living here on earth.

We got Al energy limtations. You know, a |ot of data
centers in Nevada. Let ne tell you, there's an increasing
demand for energy. They just gobble it up. And it's a
har dware problem software problem And it's largely based
of course, on the current architectures that we have.

Like I said, Nevada's dry weather and our vast open
spaces that we have really becone a national |eader in data
storage centers. Qur conpanies are constantly innovating,
but we know that the growing use of all this is going to
create great energy burdens on our conmercial, our
government data centers.

And so, | guess we'll go this way. W'Il start with
M. Ferris. How do we address this challenge? Do you see
it as a barrier to nore w despread DOD and gover nnent
adopti on? And what research, what should we be investing in

to try to maybe reduce that that great energy suck as it's
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going to take everything it can, right?

M. Ferris: Yeah. Thank you, Senator. So, Cohere,
this is actually fundanental to our conpany. W build
custom nodel s designed to be efficient and depl oyable in the
environnment that our clients and custonmers are working in.
So, in pursuit of that efficiency, a couple of things. One,
we're chip agnostic and cloud agnostic. So, that neans
we've had to focus on building our nodels in sonewhat of a
resour ce-constrained environnent. So, we've built --

Senator Rosen: Wiat if you put it on tanks? You' ve
got heat, you can't -- you have to be sure that they adapt
I n heat environnents and they're going to generate energy,
right?

M. Ferris: Absolutely, Senators. But we've built
sonme of these nodels to be deployed on as small as two GPUs
or even, you know, we're pushing towards edge depl oynents in
| apt ops. So, being able to bring down that energy cost, but
also the infrastructure as a whole. And then, even it has
I npl i cations, broadly speaking, into the supply chain as
wel | .

Senator Rosen: Thernodynanics. Thank you. Wat can
we do about all the energy we need to do all of this and
then make it portabl e?

M. Tadross: Yes, ma'am So, the way that | kind of

| ook at this is as these technologies start to be fiel ded,
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there's always an interest in the Departnent of Defense in
order to be able to operate in a disconnected environnent.

So, what that requirenment's going to cone along with is
fine tune smaller nodels that can interact together, which
is simlar to the approach that we're taking w th | NDOPACOM
and EUCOM for agentic warfare. So, what this really results
inis a |lower power requirenent because back at hone
station, while we've been doing the devel opnent and
training, we're able to tune these nodels. You've been
using very specific data sets. So, individual nodels are
very good at a specific thing. They' ve been tested and
eval uated, and then the interaction between those nodels is
what can be fielded at the edge. So, that mnim zes the
energy requirenments as these things begin to get fielded and
proliferated.

Senator Rosen: Thank you. M. Mtre?

M. Mtre: The only thing I'lIl add is that it's
I nportant to think about the entire tech stack to include
power. Not just the data | ayer and conpute |ayer. And
then, the nodels itself and certain applications.

So, you're right to think holistically. The power is a
big part of that. And certainly, there are ways to find
smaller, nore efficient nodels that you could depl oy abroad
along the lines of what the other panelists said. And it's

worth the Departnent |ooking at that aggressively.
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Senat or Rosen: Thank you.

Senator Rounds: Sane question for all of you now. You
all work with the Departnent of Defense probably in
different ways, but ny question is, what can the Departnent
of Defense do with regard to either policy acquisition
policies the way that they treat contractors? Wat can they
do to enhance their ability to take advantage of the private
sector's capabilities that they're not doing today? M.
Ferris.

M. Ferris: Thank you, Senator. The first thing we'd
say is we believe that the Departnent needs to have an
adopti on m ndset. W've seen a really good shift. You
know, the software acquisition pathway and the use of other
transaction authorities froman acquisition perspective.
There are sone really great strides in acquisition.

I would offer using existing nmechanisnms. |'m an
advocate for the sinple acquisition threshold being, you
know, either a provision simlar to what we have currently.
The sinple acquisition threshold is $250,000 for, you know,
contracting officer can buy anything under that w thout a
conpetitive process.

There's a provision for contingency operations or cyber
def ense and CBRN defense, where that sinple acquisition
threshold is rai sed because of urgent operationa

requirenments. And | think simlarly, we could have an
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approach in procurenent where for artificial intelligence,
urgent operational requirenments, perhaps the sinple
acqui sition threshold could be a provision for that.

And what that would do is it would shift the burden
away from you know, the DI Us, and DARPAs, and organi zations
like that that are well versed in using OTAs and al | ow
contracting officers and project nmanagers at |ike nuch | ower
|l evel s in the departnment to execute and acquire these types
of capabilities.

Senat or Rounds: M. Tadross?

M. Tadross: Thank you, Senator. So, when | think
about making it easier to acquire this technology, | tend to
actually go back to the Al infrastructure standpoint. The
reason for that is it actually opens the barrier, reduces
the barrier of entry of conpanies to cone in. |If they're
able to operate off of a central data repository, then that
that conpany's pathway to being able to create rel evant
technol ogy for the Departnent of Defense is considerably
easi er than one of the | egacies that have been in that space
for a while and may have troves of data that they've saved
over 20 years of conflict.

Senator Rounds: Thank you. M. Mtre?

M. Mtre: | agree with the panelists on everything
that relates to narrow Al or Al that exists today. What |

think is principally lacking fromthe Departnent's approach

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

to the issue is anticipating where Al mght be in a couple
of years' tine, and really working closely with the
technol ogi sts that are at the forefront of devel oping
generative Al and frontier Al nodels to get their head
around what that world m ght | ook |ike.

So, there's a lot of attention, rightfully put towards
mai ntai ning our lead in the devel opnent of technol ogy itself
to better pronpote its devel opnent, to better protect our
| ead t hrough expert controls, and Al security, and things of
that nature. But how well does the Departnent really
under stand what capabilities it may unearth in the next 2,

3, 4, 5 years, | don't know, and what that neans for the
future character of warfare. That's crucially inportant,
especially as the Departnent now enbarks on devel opi ng a new
def ense strategy.

Senator Rounds: One |ast question for all of you, and
you don't have to spend a lot of tinme on this. But is there
a place sonewhere, a safe space, so to speak, where industry
and DOD can actually interface and ask questions of one
anot her, offer ideas, offer products, and so forth that is
ongoing? O is it a case-by-case basis?

In other words, if industry has a particul ar product
that they think would be great in its application within
DOD, do they know where to go to get it? And DOD on the

ot her hand, do they have a place where they can go and ask
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t he questions about what do you have that can help us fix
this problen? Does that exist today? Don't everybody speak
at once?

[ Laughter. ]

M. Mtre: Not in a structured and systematic way,
right? | think it happens in ad hoc cases here and there,
but not in a coherent approach to really have a tight
public-private partnership, if you wll, to really
under stand where are we in the devel opnent of Al
technol ogies relative to key conpetitors, |like the Chinese,
in particular, what are things that we need to be doing to
make sure that America maintains that |ead. DeepSeek is a
great exanple here where surprises |like that can cone out
and peopl e wonder, well, what does that nean in terns of
where we are?

| don't think we have that kind of environnent to
enabl e that constant flow of communication, especially when
a cleared environnent where you can have nore sensitive
conversations with key experts in terns of what's happeni ng
with this technol ogy and what the U. S. governnment needs to
be doing in partnership with the private sector to naintain
America's | ead.

Senator Rounds: Thank you. Any other thoughts?

M. Tadross: Yes, Senator. So, | think the cl osest

that |1've seen of that existing is Project Maven where the
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efforts behind that was to bring technology into the

Departnment of Defense in a very aggressive nanner.

And

because they took that approach and because you had a single

programthat was well-funded, well organized, and manned by

the right individuals,

what you end up with was a situation

i n which they were seeking to find as nmany technol ogy

experts as they could bring themand figure out ways to get

theminto the Departnent to satisfy a m ssion requirenent

t hat was set forth.

Senator Rounds: Thank you. M. Ferris, anything?
M. Ferris: [I'll just add that, you know, echo that it
Is very ad hoc and unstructured. However, | think that's

preci sely why actually,

you know, people lIike us end up

staying in these types of conpanies and working in themfor

as long as we do because it's inportant to know those

pat hways, know those venues in which these conversations do

unfold, and how to get after,

you know, getting in front of

t he governnent custoner as quickly and rapidly as possi bl e,

especially when you do think you have sonething that can

support the m ssion.

So, it's alittle bit at this point,

it's experience for some of us where we can find that

openi ng and get

in front of the Departnent.

Senat or Rounds: Thank you. Senator Rosen.
Senat or Rosen: | have one last question. | think for
t hose of you who don't know, Maven neans "know it all"” in
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Yi ddi sh, | should say. W should have the Maven
mar ket pl ace. How about that? There you go. That naybe
t hat sol ves what you need.

And anyway, but what | want to tal k about and just
finish up with, we can't do any of this wthout building our
Al workforce. And that is sonmething that Congress can help
I nvest and pronote. And we can only go as far as we are
wlling toinvest in all of that. And it's just so very
| mportant.

So, for all of you, as we just finish up in our |ast
few m nutes, the workforce issues that you see in adoption
of A, what do we need to do to grow? Wll, coders,
engi neers? Al of the things that we have to do to build
out this robust workforce? Because these are the kinds of
t hi ngs that Congress does work on and does fund. Wat
advi ce woul d you give to us?

No one starts in the center. W started on the ends.
We'll start with you. And | think it's a good way that's
sonmething that is in our wheel house and work on that Mven
mar ket pl ace. WII|l you? There you go. I'mgoing to
trademark that nane. You heard it here first.

M. Tadross: Absolutely, Senator. So, | can say that
|'"mactually very, very proud of the work that we're doing
in St. Louis. So, in this case, what we're doing is we're

taking individuals that would normally not participate in
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t he national defense and give them an opportunity to support
data devel opnent and Al developnent in the St. Louis
communi ty.

So, in sone cases, what we've done is taken individuals
off the fry line, train themon howto | ook at electro
optical inmagery, gotten themto the point, through training,
that they are then able to | ook at synthetic aperture radar,
get themto the point where they have a cl earance, and then
even el evate them even further so that they're able to pass
certain inagery tests.

Senator Rosen: So, like comrunity college certificate
prograns to bring people just into the workforce, or would
you say even things like that, right?

M. Tadross: Yes, ma'am And give them an opportunity
to kind of participate in that national defense. This is an
area where |ike Scal e believes very strongly in. Kind of
el evating this workforce in order to support the needs of
the national defense in this space.

Senator Rosen: Yeah. Perfect. M. Ferris?

M. Ferris: Thank you, Senator. | agree. | nean, |
t hi nk what we woul d say, we try to partner with -- you know,
It's a public private partnership. That's extrenely
i nportant. And workforce developnent is critical as part of
the body of work that the Departnent and really the

governnent needs to undertake to achi eve the advancenent in
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But at within the conpany, we do partner with
educational institutions and within the comunity, and we're
searching for ways to continue to grow that workforce. | do
think it's a collaborative process that we need to take with
t he governnent and work in concert on it because, you know,
froma Cohere perspective, we want to be -- you know, in
ternms of our depl oynment and how we work with our custoners,
it's really early on. So, we want to nmake sure that we're
contributing to the workforce devel opnent in a way that's
meani ngful for the Departnent as tinme goes on.

Senator Rosen: M. Mtre?

M. Mtre: This is not exactly ny area of experti se,
but in my experience, there's no nore conpelling reason to
go work in governnent than for the mssion. So, enphasizing
that is the key ability to attract top technical talent, |
think is crucial, as is giving them opportunities to devel op
their skills.

And that requires actually having the right conpute
I nfrastructure and networking anal ytic tools avail able so
that they can grow and develop their skillset while in
governnent. That's often a challenge to bring together, but
there's a broader point than just the technical talent, the
Al talent skillset here as well.

G ven advances in Al, it's going to inpact all elenents
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of the workforce. And so, what we're seeing in the private
sector right now, by way of analogy, is those conpanies that
are better | everaging Al or outconpeting conpanies that
don't have it.

And so, | think that's |likely what we could see in the
mlitary context, do those mlitaries that are fully
enbracing and applying it across a range of applications are
going to be at a significant advantage relative to those
mlitaries that aren't. And so, | would think a little bit
nore holistically on the workforce dynam cs here.

Senator Rosen: Thank you. Appreciate it.

Senator Rounds: Well, with that, et nme take the
opportunity to thank all three of our presenters here today;
M. JimMtre, Vice-President and Director, RAND d obal and
Emerging Risks. M. David Ferris, d obal Head of Public
Sector, Cohere. And M. Dan Tadross, Head of Public Sector,
Scale Al. W thank you for participating in this open
di scussion today that's been very, very hel pful.

And ny thanks also to ny Vice-Chair, Senator Rosen, for
participating today as well. W appreciate that. And
unl ess you have any closing comments, | thank you for being
here. Thank you for your work, and | ook forward to
continuing to work with you and the ideas you have.

And with that, this subconmttee hearing of the

Cybersecurity Subcommttee is now cl osed.

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

[ Wher eupon,

TP One

52

at 4:29 p.m, the hearing was adjourned.]
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