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HEARI NG TO RECEI VE TESTI MONY ON GLOBAL SECURI TY CHALLENGES

AND U. S. STRATEGY

Tuesday, March 12, 2024

U S. Senate
Comm ttee on Arned Services

Washi ngton, D.C.

The comm ttee net, pursuant to notice, at 9:30 a.m in
Room SH- 216, Hart Senate O fice Building, Hon. Jack Reed,
chai rman of the commttee, presiding.

Comm ttee Menbers Present: Senators Reed [presiding],
G llibrand, Blunenthal, H rono, Kaine, King, Peters, Kelly,

W cker, Fischer, Cotton, Ernst, Scott, and Schmtt.
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OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR FROM
RHODE | SLAND

Chai rman Reed: Good norning. The Commttee neets
today to discuss a range of global security challenges to
the United States. As the Biden adm nistration's National
Def ense Strategy has nade clear, we are in a long-term
strategic conpetition with China and Russia. Utimtely,
this conpetition is not just a rivalry of mlitary or
econom ¢ power but also a conpetition of ideas. This
requires us to devel op an understandi ng of our potenti al
adversaries' strengths, weaknesses, phil osophies, and
objectives. This is where the knowl edge and i nsights of the
experts before us today are so val uabl e.

Dr. Paul Scharre is the Executive Vice President and
Director of Studies at the Center for a New Anerican
Security. He is an expert on the future of technol ogy and
warfare, particularly with regard to artificial intelligence
and aut ononous weaponry, and has aut hored several
i nfluential books on these issues. Dr. Scharre worked
previously as a policy expert in the Departnment of Defense
and served as an Arny Ranger with nmultiple conbat tours.
Thank you.

Dr. Hal Brands is a Senior Fellow at the Anmerican
Enterprise Institute and serves as the Henry Kissinger

Di stingui shed Professor of Qobal Affairs at the Johns
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Hopki ns School of Advanced |International Studies. He worked
previ ously as Special Assistant to the Secretary of Defense
for Strategic Planning and was a lead witer for the 2018
Nat i onal Defense Strategy Conm ssion. He has authored
several books on U S. grand strategy and statecraft.

Thank you both for joining us today and for your |ong
careers of service to the nation.

Qur objective today is to exam ne the national security
I ssues that this Commttee should consider as we prepare the
fiscal year 2025 National Defense Authorization Act. There
Is a common understanding on the Conmmttee that the future
of Anerica' s national security is tied to our conpetition
with China. To keep pace and naintain Anerica' s edge, the
Departnent of Defense nust understand China's conpetitive
tactics, devel op new conpetitive tools of its own, and
integrate with our allies and partners.

For several decades, the People's Liberation Arny has
studied Anerica's way of war and focused its efforts on
covering our advantages. China has invested in offsetting
technol ogies like anti-access and aerial denial systens,
artificial intelligence, unmanned vehicles, hypersonics, and
nucl ear weapons. Further, Beijing has |everaged a
conbination of mlitary and civil power against its
nei ghbors, include statecraft, econom c pressure, coercion,

and deception. China has sought ways to achieve its
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nati onal objectives while avoiding a direct mlitary
confrontation with the United States mlitary. As the

Def ense Departnent's new Joi nt Concept for Conpeting states,
China seeks to win without fighting. The strategy warns
that if we do not adapt our approach, conpete nore
effectively, the United States risks ceding strategic

I nfl uence, advantage, and | everage while preparing for war

t hat never occurs. |ndeed, the docunent warns that the U S.
could | ose without fighting.

Just as Chinese | eaders have studied Anerica' s way of
war, we need to study theirs. Wth that in mnd | would ask
our w tnesses for your assessnent of how China is evol ving
Its conpetitive strategies and objectives. | would al so
appreciate your views on what mlitary and non-mlitary
factors are nostly likely to inpact Chinese deci sion-naking
W th respect to potential action against Taiwan and ot her
regi onal partners.

Even as we chart this long-term conpetition w th China,
we nmust recogni ze the current threat Russia poses. Let's be
clear. Russia's war against Ukraine is an active threat to
our national security. Vladimr Putin has repeatedly said
that if he succeeds in Ukraine he intends to reunify forner
Soviet states. This wll alnost certainly involve direct
mlitary conflict with a NATO country, requiring the United

States to send our own nmen and wonen into harms way. W
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must conti nue our support for Ukraine so we can defeat Putin
and cripple his ability to wage war el sewhere.

As we are seeing in Wkraine and the Mddle East, the
nature of conflict and deterrence is evol ving quickly.

Cyber informati on and space operations can shape the

battl efield as fundanentally as air, |and, and sea power.
The interconnected nature of these activities nust drive the
way we devel op and field new technol ogi es.

The Defense Departnment continues to develop the
Conbi ned Joint Al -Domain Conmand and Control, or JADC2,
concept, which would be a force multiplier in this regard.
JADC2 w Il enable the Joint Force to detect, analyze, and
act on information across the battle space quickly using
automation, artificial intelligence, and predictive
anal ysi s.

If we can field these technol ogi es and nmass t hese
techni ques then we nust quickly include our allies and
partners in the system |Indeed, forging and naintai ni ng
strong international partnerships is likely to be the
decisive factor in any future conflict. W have seen this
t hrough Ukrai ne's remarkabl e perfornmance agai nst Russia, and
it will hold true in the Indo-Pacific.

| ook forward to our witnesses' testinonies, and |
t hank them again for their participation.

And | et nme now recogni ze the Ranking Menber, Senator
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STATEMENT OF HON. ROGER W CKER, U.S. SENATOR FROM
M SSOURI

Senat or Wcker: Thank you, M. Chairman. Qur Chairnman
has just delivered a rather sobering opening statenent.

Today's wtnesses are here to help this Commttee take
stock of changing threats to Anerican interests. They wll
hel p us reflect on our progress in mtigating and conbating
those threats over the past year or so.

The scorecard does not | ook good.

The Chi nese Conmuni st Party shows no sign of stopping
its mlitary nodernization project. |In fact, China added 30
shi ps | ast year conpared to our overall reduction of 2. In
fact, the People's Liberation Arny also continues to inprove
Its force readiness with conpl ex exercises focused on the
so-called reunification of China with Tai wan.

The CCP al so continues its regional aggression on other
countries' sovereign rights. For exanple, they have
repeatedly harassed the Philippines' resupply ships in the
Second Thomas Shoal. Although the San Francisco summt
bet ween Presidents Biden and Xi produced sone feel -good
headl i nes, Xi concluded the summt by rem nding the United
States that he intends to control Taiwan, peacefully or not.

A year ago, we all hoped for significant progress in
Ukrai ne's nuch-awai ted of fensive. That progress fell short.

W failed to capitalize on tenporary Russian weakness, and
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now face a Viadimr Putin increasingly convinced he can win
i n Ukraine, or at |east outlast us and outlast everyone
else. And China, Iran, and North Korea are all contributing
to Russia's war effort.

Much has al so changed in the past year with Iran.
Tehran has used the chaos foll ow ng Hamas' COctober 7th
massacre as an opportunity to have its proxies attack U S
forces nore than 160 tinmes, including with deadly
consequences in Jordan and in the Red Sea. Iranian-arned
Hout his al so continue to attack critical global maritine
commerce in the Red Sea.

Not to be outdone, North Korea seens to have noved into
an of fensive war preparation node. This shift froma |ong-
hel d def ensive posture is a significant devel opnent which
further conplicates the picture in East Asia.

Wrse yet, all four of these adversaries drastically
deepened their mlitary and econom c cooperation over the
past year, even as we inplenent a National Defense Strategy
that largely considers each adversary individually. And I
struggled to use the word "inplenent" because it seens to ne
that we have a strategy that is not being fully attenpted.

| would like to hear fromthe w tnesses how they assess
the current threats fromall of these adversaries.

2023 was a discouraging year for U S. nationa

security, and 2024 wll be worse w thout substanti al
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investrment in our mlitary forces. This Commttee recently
heard about chall enges across nmaritine, air, and space
domains, as well as challenges with insufficient inventories
of long-range munitions in the Indo-Pacific theater. If we
have any hope of deterring threats from China, we need to
act imedi ately to enhance our capabilities.

Qur needs across the conbatant commands and within the
services are much too long to list here. W need nore
submarines. W need nore anphi bious ships. W need to give
our servicenenbers nore visibility through intelligence,
surveill ance, and reconnai ssance tools. W need nore
torpedoes. We need nore of the SM6 nulti-role mssiles,
nore of the Tomahawk strike m ssiles our ships and
submarines carry, and nore of the Long-Range Anti-Ship
Mssiles that allow us to hit eneny ships precisely froma
safe distance. And we need all of these things now

| wel cone our w tnesses' suggestions on how to inprove
t he Pentagon's ossified planning, contracting, and budgeti ng
processes, which continue to prevent us from produci ng cost-
effective prograns on tine and at scal e.

| would also be interested in our wtnesses'
perspective about the sufficiency of the overall topline
def ense budget. The budget proposed yesterday by President
Bi den requests yet another significant cut in defense. He

proposed this even as the Chinese Conmuni st Party announced
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a 7.2 percent defense budget increase just |last week. Is it
too nmuch to ask that we return to the generous portion of
GDP that gave us nore than a decade of peace during the
Reagan era?

We continue to ask our mlitary to do too much with too
little, and that needs to change. | hope this Conmttee,
M. Chairman, on a bipartisan basis, is prepared to act this
year to ensure we address this |oom ng national security
crisis.

Thank you, sir.

Chai rman Reed: Thank you very much, Senator W cker.

Dr. Scharre, please.

10
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STATEMENT OF PAUL SCHARRE, Ph.D., EXECUTI VE VI CE
PRESI DENT AND DI RECTOR OF STUDI ES CENTER FOR A NEW AMERI CAN
SECURI TY

Dr. Scharre: Thank you, Chairman Reed, Ranking Menber
W cker, and distingui shed Senators. Thank you for having ne
here today.

W live in a period of trenendous technol ogical change.
This creates opportunities for the United States but al so
for our adversaries. The U S mlitary nust adopt
technol ogy faster than its conpetitors. The bul k of
t echnol ogi cal innovation is occurring outside DoD, and DoD
must prioritize spinning-in comercial technol ogi es and
harnessing themfor mlitary advantage. This contest to
rapi dly adopt commercial technologies is an all-too-Ievel
playing field with our conpetitors.

Chi na al so has access to worl d-class technol ogy
conpani es, and the PLAis working to "intelligentize" its
forces. DoD needs significant institutional change to keep
pace with the speed of technol ogical innovation. Wthout
t hese changes, we risk falling behind conpetitors and the
US mlitary being unprepared in a future conflict.

DoD cannot | ead in 21st century technologies with a
20t h century bureaucracy. The tech innovation |andscape has
changed dramatically in the past half century, but DoD

I nstitutions have not kept up. It is not nerely that the
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technol ogy itself has advanced. That al one woul d be
manageabl e. The problemis that the role that DoD plays in
tech i nnovation has changed, but DoD has not yet
sufficiently adapted to this newreality.

The Defense Departnent used to be the nmain driver of
gl obal innovation, but not anynore. In 1960, DoD al one
controlled 36 percent of global R&D spending. DoD could
si ngl e-handedly drive the shape of technol ogi cal evol ution
around the world. DoD could nmake bets that others had to
respond to.

Now today this dynam c has reversed. DoD controls only
3 percent of global R&D. Two trends have caused this shift.
First, the Federal CGovernnment's share of U S. donestic R&D
has fallen, with the private sector picking up the slack.
And second, the U S. share of global R&D has dropped from
nearly 70 percent in 1960 to 30 percent today.

And a conbi nation of these trends in the
commerci al i zati on and gl obal i zati on of research and
devel opnment has dramatically changed the role that DoD plays
I n technol ogy devel opnent. Instead of being a trend-setter,
DoD is forced to react to technol ogy trends exogenous to the
defense i ndustry.

The dom nant trend in gl obal technol ogy innovation
today is the information revolution. Network connectivity

and bandw dth, big data, Al and machi ne | earni ng, genom cs,
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I nternet of Things devices, and conputing hardware are al
advancing at literal exponential rates. To give just one
exanpl e, the anmount of conputing hardware used to train
cutting- edge machi ne | earni ng systens, such as |arge
| anguage nodel s |i ke Chat GPT, has grown 10 billion-fold
since 2010, and is doubling every 6 nonths. This is nuch
faster than the historical 24-nonth doubling in chip
performance associated with Moore's Law. This has dranmatic
inplications for the mlitary. Few other technol ogies are
advancing this quickly. Mssiles are not 10 billion tines
faster than they were in 2010.

Yet information technol ogies are advancing at a
br eat ht aki ng pace, creating new opportunities for mlitary
applications, and these technol ogies are so wdely
avail abl e, com ng out of a highly globalized, comrercially
driven R&D ecosystem that our conpetitors have simlar
opportunities.

DoD shoul d prioritize investnent in digital
capabilities that are riding these exponential curves
-- autonony, robotics, sensors, communication networks,
data, cloud conputing, cyber, and electronic warfare, for
exanpl e.

And we can already see evidence of this dynamc in the
war in Ukraine, with the proliferation of small,

commercially avail abl e drones and counter-drone el ectronic
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warfare and jamm ng systens. Qur adversaries wll
capitalize on these technol ogies. The only question is
whet her the United States al so conpetes or falls behind.

In recent years, DoD has created a slew of new
I nnovati on organi zati ons such as DU AFVERX, SOFWERX, CDAG
and others, and nany of these have yiel ded tangible
successes. Yet DoD has often struggled to i nnovate quickly
at scal e.

The Defense Departnment nmust nove beyond bespoke
solutions to one-off problens are scale conmercial tech
adoption across the $800 billion enterprise. DoD wll need
Congress' support to nove fast, be flexible, experinent with
new t echnol ogi es, engage non-traditional conpanies, and take
ri sks. Thank you.

[ The prepared statenment of Dr. Scharre follows:]

14
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Chai rman Reed:

Dr. Brands,

TP One

pl ease.

Thank you very much, Dr. Scharre.
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STATEMENT OF HAL BRANDS, Ph.D., SEN OR FELLOW AT THE
AVMERI CAN ENTERPRI SE | NSTI TUTE, HENRY A. KI SSI NGER
DI STI NGUI SHED PROFESSOR OF GLOBAL AFFAI RS AT THE JOHNS
HOPKI NS SCHOOL OF ADVANCED | NTERNATI ONAL STUDI ES

Dr. Brands: Chairnman Reed, Ranking Menber W cker,

di stingui shed nenbers of the Commttee, thank you for
inviting nme. Let ne just make three brief points at the
out set here.

First, it is a perennial cliché to say that the
i nternational |andscape is nore threatening and conpl ex than
it has been at any tine in decades. Today that cliché
actual ly happens to be true. Al three key regions of
Eurasi a are experiencing severe conflict or the threat of
conflict. Today we have Russia's war in UWUkraine, the war
bet ween I srael, Hamas, and all of the violent spillover it
has produced across nmuch of the Mddle East, as well as the
growing threat of conflict with China in the Western
Paci fic.

When you add in the other persistent threats the U S
must contend with froman increasingly belligerent North
Korea to a nuclearizing Iran to the persistent threat of
violent extremsm | think it is fair to say that the U S
faces nore and nore severe security challenges than at any
time since the end of the Cold War, and perhaps even going

back farther than that.
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Second, to Senator Wcker's point, the connections
between the threats the U S. faces are growing, as is the
threat of conflict that spans nultiple regions. Ties
bet ween Russia and China, Russia and Iran, Russia and North
Korea, and China and Iran are all becom ng strongly and nore
tightly interwoven, which nmeans that the conflicts in which
t hese various actors are engaged, or could engage in, are
becom ng nore tightly interconnected, as well.

| gointo this issue in greater detail in ny witten
statenment, but let ne just say that mnmy gravest concern about

the international security environment right nowis not that

U. S. adversaries wll nount a conprehensive, highly
coordi nated assault on the international order. It is that
the regional conflicts in which they are engaged w il fuel

and feed on each other, creating an atnosphere of grow ng
gl obal di sorder.

As | nentioned, the U S. right now already faces hot
wars in two of the three key Eurasian theaters. If China
were to attack Taiwan or otherw se violently upend the
status quo in the Western Pacific, all three key theaters of
Eurasia woul d be engulfed in violent conflicts
si mul taneously, a situation the world really has not seen
since the run-up to World War 11

Third, the U S is not adequately prepared for the

world it presently faces. For nuch of the past decade, the
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U.S. has been transitioning toward a one-war defense
strategy in a world where it could easily face conflict in
two or three theaters sinultaneously. As we have seen since
Russi a i nvaded UWUkrai ne, the U S. defense industrial base
woul d struggle enornmously if the United States were engaged
in a mjor conflict. U S. defense spending is about as | ow,
give or take, as a percentage of GDP, as it has been at any
time since the |ate 1940s.

In other words, there is a growi ng gap between the
chall enges the U. S. faces and the resources with which it
can face them The |onger that gap persists and the |arger
It grows, the greater the likelihood it wll be reveal ed by
our adversaries, at a tinme and place of their choosing, and
at a tremendous cost to global stability and our own
security. Thank you.

[ The prepared statenent of Dr. Brands foll ows:]

18
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Chai rman Reed: Thank you very much, gentlenen, for
your very insightful testinony.

Dr. Scharre, wth regard to technol ogy, could you
briefly describe the strategy of DoD today and what you see
as its strengths and weaknesses.

Dr. Scharre: Yes, of course, Senator. So | think that
when you | ook at the DoD s national defense S&T strategy, |
think one of the things that they have done very well is
list a nunber of different critical technol ogies. DoD, of
course, has been doing this for the | ast several years and
t hen updating them And the nost recent one has a couple
different bins that they have put these in, which | think is
somewhat hel pful to organi ze them

| think there m ght be two things that |I woul d suggest
woul d be hel pful to the Departnent to do to add onto this.
One woul d be a sense of prioritization anong these, that can
drive actually spending and i nvestnments. The problemis 14
things is not really a list of priorities. It is a shopping
list. It is just alot of things. It is all the things.

And to their credit, past DoD | eaders, sone of them
have nade very clear priorities. Wen he was Deputy
Secretary of Defense, Bob Wrk said robotics, Al, autonony,
hi s nunber one priority. Wen he was Under Secretary,

M chael Giffin said hypersonics, directed energy, his top

priorities.
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The concern that | have in looking at this is, you
know, both of things cannot be the nunber one thing, right,
and | think it would be hel pful for the Departnent to have a
repeat abl e process internally, a rubric, for prioritizing
technol ogi es that they could cone then to excel |l ent
audi ences, to the Hll, to industry, to others to say here
IS our process, these are the questions that we ask, | ooking
at where the technology is conmng from its operationa
effects, its rate of growh, and based on those factors we
have deci ded these are the ones that are the nost inportant,
and this is the way it is going to drive our decisions. And
a process that everyone else could | ook at and understand it
woul d be transparent, instead of just kind of individual
| eaders saying, well, I think this is nore inportant.

And | think the other factor that | do not see included
too often is looking at the rate of growmh of these
technol ogies, which | think matters quite a bit in sort of
what do you think is going to be nost inpactful in maybe the
relatively near future. You need to |ook at that
differential rate of grow h.

Chai rman Reed: Thank you very much.

And Dr. Brands, before the 2023 Wkrai ne
counterof fensi ve you were urging nore rapid support of the
Ukrai nian forces. Now we find ourselves in a position where

we are deadl ocked over this supplenental. Wat is your view

20
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on the inportance of the supplenmental and the tim ng of
getting it done?

Dr. Brands: | think it absolutely crucial in the sense
that, one way or another, 2024 is going to be a difficult
year for Wkraine, where they wll largely be on the
defensive. The question is whether 2024 can be a year in
whi ch Ukrai ne can resist Russian advances and prepare itself
for anot her counteroffensive, perhaps in 2025, and the
suppl enental is absolutely vital on both of those counts.
Wthout additional U S aid there just will not be the
wherewi t hal to nount another offensive, and as we are seeing
right now, without U S. aid Ukraine will start to run
critically short of capability that it needs just to hold
the line where it is.

The Ukrai nian wthdrawal from Avdiivka was occasi oned
| argely by the fact that UWUkrainian forces sinply did not
have the anmmunition to hold very strong defensive positions
that they held there. Wen you take into account that nost
Ukrai ni an defensive lines are not as well devel oped or
strong as the ones that they had to | eave in Avdiivka, the
reality is that if they do not get this aid fromthe United
States they are going to find it very difficult just to keep
the line in place over the course of this year, which wll
further conplicate the question of how the war ends on terns

successful for Ukraine.
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Chai rman Reed: And follow ng that up, you have made
the point that the danger m ght not be a concerned axis of
enem es that cone after us together but one exploiting the
fighting in one region, et cetera. And this raises the
guestion of China's kind of observation of what is going on
in Ukraine. So Dr. Brands, your views on that.

Dr. Brands: | think one of the nobst constructive
i nfl uences on China's calculus relative to Taiwan over the
past coupl e of years has been the degree to which Russia has
struggled in Wkraine and the degree to which a coalition of
countries, mainly advanced denocracies, has rallied to help
support Ukraine in its fight for survival.

So |l think it would be extrenely damaging if the United
States were essentially to throwin the towl in Ukraine and
to allow Ukraine to be defeated, because the nessage that
woul d send to Xi Jinping and ot her people who are observing
U.S. behavior very closely is that the West may tal k tough
but ultimately you can outlast the United States and get
your way in the end.

Chairman Reed: Thank you. And | will |et the Ranger
get the last word. Do you concur, Dr. Scharre?

Dr. Scharre: | do, absolutely, and I do think that, as
Dr. Brands points out, our threats would worsen in Europe if
we were to not continue to support Wkraine. 1In the end we

woul d have an enbol dened, stronger Russia as a result, which
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woul d be a nmuch larger burden for us in terns of defending
our allies in Europe, and the effects would be felt around
the world, including nost acutely wth China, and inpact

t heir cal cul us.

Chai rman Reed: Thank you very much. Senator W cker,
pl ease.

Senator Wcker: Thank you, M. Chairman. Dr. Brands,
| et me ask you about the National Defense Strategy. The |aw
requires the Secretary of Defense to review the adequacy of
the strategy and update it if circunstances have changed.

Now we got the |atest strategy in Cctober of 2022, 17
nont hs ago or so. Do you think events have changed? Do you
think this situation has changed enough over that tine that
the Secretary needs to review the adequacy of the strategy
and make changes?

Dr. Brands: | think two critical things have changed
since the strategy was finalized and rel eased in 2022. The
first is that the assunption that Russia would energe from
the Ukraine war significantly weakened and ultimately
defeated is no longer as tenable as it once was. W are
seeing a Russia that is doing fairly well on the battlefield
right now, and furthernore, is aggressively nobilizing
economcally and mlitarily in a way that will allowit to
present a continuing threat to the eastern front of NATO for

many years to cone after this war ends.
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The second thing that has changed, obviously, is that
the Mddl e East has erupted once again. This was not a
cal cul ation that was forenost in the crafting of the
Nati onal Defense Strategy. And so we are seeing increased
persi stent demands on U.S. mlitary power in the Red Sea, in
the Gulf of Aden, in lraq and Syria, and in a variety of
ot her places where the U S. is trying to push back agai nst
Iran and its proxies.

So when you put those two things together | think it
i ndicates that we are living in a rather different world
t han was expected when the strategy was rel eased.

Senator Wcker: Do we ever adequately fund the
Nati onal Defense Strategy?

Dr. Brands: Well, "ever" is a strong statenent. |
guess | would say that the gap between our requirenents and
our resources is bigger at tinmes and snmaller at tinmes, and |
worry that it has gotten bigger in recent years. |If you
just think about defense spending as a percentage of GDP,
during the Cold War the United States spent, on average,
about 7.5 percent of GDP on defense. During the 1980s,
during the period of the Reagan buil dup, it was about 6
percent, 6.5 percent, on average. W are at about half of
that today, just north of 3 percent.

And so when you conpare that at the threat | andscape

that the United States faces to historical trends of defense
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spending, | think indicates that the gap between resources
and commtments is getting |arger.

Senator Wcker: WIlIl, sir, in a recent Foreign Affairs
essay, you nentioned that it is going to be hard to
dramatically ranp up mlitary spending until it is
politically expedient, and you nentioned the possibility of
Aneri cans being convinced only in the case of a jarring
geopolitical shock.

But let nme ask you to comment on that. You know, we
had a jarring political shock in Pearl Harbor, because we
were not ready. During that tinme you nentioned that we were
spending 6, 7 percent of GDP the Cold War. W never really
had a jarring shock, did we?

Dr. Brands: W had shocks that were | esser than Pearl
Har bor but that did catalyze significant growth in U S.
def ense spending. So the Korean War, for instance, that |ed
to a massive expansion of U S. defense spending froml
bel i eve sonewhere in the nei ghborhood of 3 or 4 percent of
GDP up to about 14 percent of CGDP, at the height of that
conflict.

Senator Wcker: Ckay. And let's nove ahead to the
Carter admnistration, the end of the Carter adm nistration,
and then the beginning of the buildup in GDP under Reagan.
What were those nunbers?

Dr. Brands: So | believe at its peak under the Reagan
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adm nistration the U S. was spending north of 6 percent of
GDP on def ense.

Senator Wcker: And we avoided during that tine a
jarring geopolitical shock, did we not?

Dr. Brands: Yes.

Senator Wcker: Dr. Scharre, just real quickly, the
technol ogies are inportant. In ny opening statenent | said
we need nore submari nes, we need nore anphi bs, we need nore
mssiles. The fact that we need to gain the lead in DoD in

t echnol ogi es does not take away fromthe fact that we need

nore tools, nore ISR, nore mssiles, nore ships. |[Is that
correct?
Dr. Scharre: Yeah, | think that is true. | nmean, we

obvi ously need physical platforns. W need ships. W need
submarines. | also think it is true -- and | think,
actually, the Departnent understands this -- that what is on
those platforns matters nore than just the raw nunbers. But
we do need nunbers, and that is a major problemright now
for the Departnent.
Senat or Wcker: Lack of nunbers is a mmjor problem
Dr. Scharre: Absolutely.
Senat or Wcker: Thank you. Thank you, M. Chairnman.
Chai rman Reed: Thank you, Senator Wcker. Senator
Hi rono, pl ease.

Senator H rono: Thank you, M. Chairman. So we
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al ready spend north of $800 billion for defense. Dr.

Brands, you are suggesting that we double this to over a
trillion. So it is not just how nuch we are spending, it is
what we are spending on, is it not? So are we spendi ng
defense dollars in the kind of priorities that you would
expect us to be spending this noney on?

Dr. Brands: | think there are many constructive
initiatives underway within the Departnent to try to prepare
the U S. for sonme of the conflicts that it mght face. So |
think a | ot of the operational concepts that are being
devi sed by the services that are geared toward conflict in
the Western Pacific are prom sing.

I think, though, that ultimately all of those concepts
require nmunitions, they require platforns, they require a
nunber of things, where quantity really does matter. And so
| think that while it is very inportant that we have the
thrust of our defense programright, it is very inportant
that we resource it adequately, as well.

Senator H rono: Well, when you said quantity does
matter, because at sone point the fact that China has so
many nore quantities of planes and ships and everything
el se. Qur country, we could neet the challenge of China,
for exanple, through innovation, and both of you are now
saying that we are falling behind in our technol ogi cal

I nnovation. And you say, Dr. Brands, that the NDS, which

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

came out sonetinme in late 2022, is already not accurate with
regard to Russia's powers and al so what is happening in the
M ddl e East.

So what do we need to do to ensure that we are
actually, we have the capacity to assess the needs that we
have mlitarily based on what is going on in the world. Not
to nention, by the way, how inportant are the alliances that
we have at a tine like this when we are facing the conflicts
in the Mddle East and in Russia and Ukraine? Either one of
you.

Dr. Brands: | can talk about alliances and perhaps the
assessnent issue. W have been fortunate over the past
coupl e of years in that we have gotten a real-tinme education
I n the demands that nodern war and major war woul d present
for the U S. Defense Departnent. W have seen in UWkraine
t he enornous quantities of nunitions and platforns that
woul d be consunmed by a war between the U S. and Russia, |et
alone the U S. and China. So | think we have gotten a
greater education in sort of the order of nagnitude of what
a major conflict would dermand.

On the question of alliances, just briefly |I would say
that alliances are perhaps our greatest force multiplier in
I nternational affairs. They give us access and influence in
key regions. They allow us to add the capabilities of other

countries to our owm. They give us the ability to influence
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the cal cul ati ons of adversaries in an inportant way. And in
t hose and other ways, | think they add dramatically to the
I nfluence the U. S. can exert on the international stage.

Senator Hrono: | agree with you, and recently we have
the Quad Alliance, the AUKUS agreenents, trilateral
relationship with the Republic of Korea, Japan, and us, the
renegoti ation of funding of the conpact nations. So those
are all very critical to our ability to be ready in neeting,
| think, the demands of the near-peer people in China and
Russi a.

So | amjust curious. You both tal k about how we are
falling behind in terns of our technol ogi cal deci sion-
maki ng. W recently got the report of the National Defense
-- sorry -- Defense Industrial Strategy. So do we need
some kind of a national defense that focuses on
t echnol ogi cal advancenent ?

Dr. Scharre: Yeah, | think the new strategy and the
defense industrial base was excellent, and | think actually
the big challenge there is resourcing it. Because, in
particular, the Ukraine conflict has highlighted for us
t hese particular problens that we have seen in the defense
i ndustrial base, especially in nunitions procurenent. And
It has given us, in many ways, a golden opportunity to
address those problenms now, ahead of a potential conflict

with China, both to increase nunitions capacity and then
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scal e production, and then | ook el sewhere in the defense
i ndustrial base where we probably have simlar problens.

Senator H rono: WlIl, but you both highlighted that we
are falling behind in terns of our technol ogi cal
capabilities. So do we need to have a special group, an
entity, or the devel opnent of a strategy that focuses on DoD
capabilities in the technology area? Do we need a specific
group that is paying attention to that need w thin DoD?

Dr. Scharre: | think so. | think maybe there are two
maybe chal | enges | would see. One woul d be sone
I mprovenents to how DoD thinks about S&T investnents itself
in terns of the prioritization and the trends. But also at
a national |evel we are now conpeting with China at a
national |evel in technol ogy conpetition, and we do not
real ly have anyone at the national |evel |ooking at that
holistically. W have seen not just DoD but Commrerce and
ot her el enents of national power conme into form | think we
need to think nore strategically about how to use those
el ements of national power.

Senator H rono: Do you agree, Dr. Brands? | am
runni ng out of time, but nmaybe you can respond briefly.

Dr. Brands: Yes.

Senat or H rono: Thank you. Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Hirono. Senator

Fi sher, please.
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Senator Fischer: Thank you, M. Chairman. Dr. Brands,
many anal ysts today, they seemto be relatively confident
that the risk of Chinese aggression is overblown. Do you
think that confidence is m splaced?

Dr. Brands: | would not hold a great degree of
confidence in our ability to predict that China will not use
force in the Western Pacific over the next several years, in
part because even if it is not to China's advantage to do
so, we have seen fromthe Ukrai ne war and many ot her cases
in history that the | eaders often make bad deci sions. They
of ten make bad deci sions when they sit atop authoritarian
regi mnes where information flowis very restricted and there
is a lot of incentive to tell the person at the top what he
or she wants to hear

| worry al so because the reality is that the mlitary
bal ance in the Western Pacific is changing dramatically, and
it is changing in real time. The U S. has done a variety of
| nportant and constructive things over the past several
years to try to arrest the erosion of deterrence, everything
fromthe coalition-building efforts that have been di scussed
to some of the operational concepts that are being put in
pl ace today. But the reality is that the scale of the PLA
bui l dup is just such that | worry we are |osing rather than
gai ni ng ground.

So the one statistic that always stands out to ne is

31
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t hat between 2022 and 2023, the PLAAF added 400 fourth-
generation fighters, so basically F-16 equivalents, to its
I nventory. And when you start getting into nunbers |ike
that, even a qualitatively superior mlitary, which the
United States clearly has, may struggle to defend Tai wan or
ot herwi se uphold its coommitnents in the region.

So as this decade goes on, if the bal ance continues to
shift I would beconme nore worried about the PRC s propensity
for aggression.

Senator Fischer: And Dr. Brands, the United States has
relied heavily on sanctions agai nst Russia. And when we
watch the aftermath now of that in Ukraine it has failed to
destroy. Russia's econony was initially anticipated, you
spoke to that earlier, that the Russians are noving ahead
with that. Do you think that China would be nore
susceptible or less so to those sanctions than Russia, and
why ?

Dr. Brands: | think it is conplicated, Senator. On
the one hand, China is a harder sanctions target than Russia
because its econony is bigger, it is nore diversified, and I
think the financial inplications of going after the Chinese
econony in the way that the United States and its allies
went after the Russian econony would be nore globally severe
than they have been in the Russian case. So for all of

those reasons it mght be nore difficult to inflict even the
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| evel of pain on China that the U S. and its allies have
done to Russi a.

The flip side of it, however, is that China is also,
because it is nore globally integrated it is nore dependent
on the gl obal econony than Russia is. So the threat of
havi ng access to Western markets severed would, | think, be
nore inpactful for China than it would for Russia, because |
do not see how China can acconplish its objectives wthout
access to the gl obal econony over tine.

Senator Fischer: ©Dr. Scharre, do you have any comments
on the sanctions on China, what we would see there?

Dr. Scharre: Yes, thank you, Senator. Actually, a
col l eague of mne, Emly Kilcrease, at the Center for a New
Anmerican Security, recently released a very detail ed
analysis of this, and I am happy to share it with you al
afterwards, |looking at different elenents of China's econony
and their exposure to potential sanctions. And there are a
| ot of areas, particularly in the defense sector, that are
fairly insul ated because they are not tied into the gl obal
econony, but their banking sector, in particular, is one
t hat does have sone vulnerabilities.

I think those are places where we want to think
strategically about how do you | everage that? How do you
sustain those vul nerabilities, because China is certainly

aware of them and they are | ooking to shore up their
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def enses and be | ess vul nerable. How do you sustain those?
And then in the run-up to a potential conflict, how would
you think about strategically |leveraging them potentially
as a neans of deterrence, which is a new way of thinking
about sanctions than we have necessarily done in the past,
but I think there is a lot of value there.

Senator Fischer: And how woul d you both characterize
the rel ationship between Beijing and Tehran?

Dr. Brands: | think that China has been investing in
this relationship over the past few years in hopes of
strengthening its ties to a key player in the region. |
t hi nk that China, however, has to balance its relationship
with Iran with its efforts to deepen its relationship with
Saudi Arabia and other key states in the gulf. So there may
be a governor on how far the China-lran relationship can go
that is less present in other cases where you have
autocratic countries com ng together.

Senator Fischer: Thank you very nuch.

Chai rman Reed: Thank you, Senator Fisher. Senator
Kai ne, pl ease.

Senator Kai ne: Thank you, M. Chair, and thank you to
t he W t nesses.

Dr. Brands, you tal ked about China's perception of the
sl ow pace of Russia in UWkraine, and that that has affected

their thinking about their own mlitary anbitions. And in
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particular you cited China' s observation that when the
denocracies link arns it is pretty form dable. W do not
have NATO in the I ndo-Pacific, but we do have sort of a

| atti cework of alliances -- the Quad, the inproved

rel ati onshi p between Korea and Japan, an inproving
relationship with the Philippines, and AUKUS.

I would like you to each talk about -- this Committee
has done a lot of work on AUKUS, as has the Foreign
Rel ations Committee. There is funding for sone parts of
AUKUS in the supplenental bill pending in the House right
now. | would |ike you to tal k about how you view t he AUKUS
framework Pillars 1 and 2 in terns of our security posture
in the I ndo-Pacific.

Dr. Brands: | think it is incredibly inportant in a
handful of different respects. |In one respect, sinply the
geography of AUKUS is very inportant because it is proof of
concept of how the United States can | everage individual
alliances in order to bring countries together into a |arger
network of actors that are commtted to pushing back agai nst
Chi nese power, even when those countries span regional
boundari es.

Qovi ously, the piece of AUKUS that gets a | ot of
attention, and rightly so, is the submarines piece of it,
and that is inportant because undersea warfare is, | think,

one of the few areas where the U S. still enjoys
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unguesti oned superiority over China, even at the vast
di stances of the Western Pacific.

Because it will take sone tine for the submarine
di mrension of AUKUS to really bear fruit, | think the other
pieces of it, whether it is the advanced capabilities piece
or sort of the acconpanying piece, which is increased access
and presence in northern Australia, are particularly
i mportant in terns of developing the ability to bring power
to bear in a conflict in the Western Pacific and affecting
China's calculations in terns of how a conflict would go
over the next 5 to 10 years.

And so as inportant as that is inits ow right it is
also a critical bridge to the point where you can start to
bring sone of the undersea capabilities to bear.

Senator Kaine: Dr. Scharre, other thoughts?

Dr. Scharre: | think given the timng dinension I
mght prioritize things that involve joint exercises, things
that denonstrate to China that jointness in our ability to
operate with our allies in the region, things that involve
basi ng posture kind of things. And I would, in particular,
enphasi ze things that are not physical capabilities but
i nstitutional elenments of collaboration. So things |ike
j oint planning together, which we already obviously have
deep ties with Australia and the U K, but things like

bringing themon board in terns of planning to actually, in
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the event of a conflict, enable us to be able to fight
effectively together.

Senator Kaine: Australian sailors are already going
t hrough the training programat the nuclear power school
with US Navy and in South Carolina Australian shipbuilders
are already here training at a manufacturing excell ence
facility in Danville, Virginia. So we are noving out before
the sub transfers in the 2030s, which | aminpressed by.

Let me conclude with an area where I am not happy with
alliances and that is the Red Sea. | amworried about the
| ack of a real strategy in the Red Sea with the Houthis
trying to defend shipping, | think, nmakes sone strategic
sense. But President Biden and others have acknow edged
they do not think firing nore mssiles at the Houthis is
going to lead the Houthis to fire fewer mssiles. |In fact,
it seens |ike the pace m ght be escal ati ng.

And in particular | am concerned that the burden of
def endi ng comercial shipping in the GQulf of Aden and the
Red Sea is pretty heavily on the U S.'s shoulders. | think
It is just the U S. and the U K that are engaged in any
kinetic activity to knock down Houthi drones and m ssil es.
| believe the Italian navy m ght have engaged in one kinetic
activity to protect an Italian-flagged vessel.

Wiy are not nore nations engaging in this defense in

the Red Sea when their probably commerce and trade is nore
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affected by the Houthi attacks than is the U S. econony?

Dr. Brands: Senator, | think the basic problemis that
many of them do not have the capability to do so. Even in
cases where our allies mght be included to help out in
providing this critical public good they are running short
of the resources. So Australia had their debate about
whet her they would contribute to Operation Prosperity
GQuardian and ultimtely decided they would not, because |
bel i eve Australia has a total of three ships that could be
useful in this sort of context, and they have deci ded t hat
they are needed cl oser to hone.

So the lack of resources relative to chall enges
unfortunately is not a distinctly American problem It is a
| arger free world problemat this nonent.

Senator Kaine: | yield back. Thank you, M. Chairman.

Chai rman Reed: Thank you very nuch, Senator Kai ne.
Senator Schmtt, please.

Senator Schmitt: Thank you, M. Chairman. Thank you
both for being here. Dr. Brands, in your book | amreally
I nterested the Danger Zone book, and how you bal ance, in
trying to understand the Chi nese perspective, they certainly
vi ew t hensel ves as a, you know, 5,000-year-old civilization,
the m ddl e ki ngdom who, the |last 200 years, has been an
aberration, a humliation, in their view They are not

going to |l et that happen again, they have a | onger view, all
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those sorts of things that are sort of baked into the
understanding of their nentality and how they are on the
march now, in a very real way, and probably nore than people
t hink. Their shipbuilding capacity alone is striking, and I
am not sure many people in the general public understand
that. They have a bigger navy -- not a better navy, but a
bi gger navy.

So that |onger view, and you wite about the 2020s
bei ng absolutely critical, which is a very short-termissue
in setting the stage for this | onger, great powers
conpetition. You have got the denographic cliff that they
are facing. They are no |longer publishing a | ot of economc
data. Their youth unenploynent, which | think drives -- GDP
Is really inportant to us. | think unenploynent for the
Chinese is nost inportant, for a variety of reasons. Wen
you are an authoritarian regine a |lot of young nen not
working is a real problem

So how do you bal ance this, in your view of how they
vi ew where they are at right now -- and, of course, you have
got this big Taiwan question -- where they are at right now.
Do they view that as, in your estimation, as a reason to go
gui cker, or do they fall back to the traditional view of the
| onger-term strategy?

Dr. Brands: Senator, ny view -- and this is by no

means a unani nous vi ew anong Chi na watchers, | shoul d add
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-- but ny viewis that China is being notivated by a
dangerous m xture of weakness, strength, and personalization
at this point. The weakness cones fromthe denographic and
econom ¢ problens that you noted, which are already having a
pronounced effect on Chinese growmh, and that effect wl|
only becone nore pronounced over tinme. At the sane tine,
the mlitary nodernization programis still going
gangbusters, if you look at the increases in mlitary

spendi ng.

And so you have a country whose | ong-term econom c
prospects are dimring as its near-termmlitary position
becones stronger. Historically, that has been a recipe for
troubl e, because that is exactly the sort of conbination
that tenpts countries to use force sooner rather than | ater
to lock in advantages while they still can. It is
reinforced, in this case, because China's fortunes have
beconme increasingly entangled with Xi Jinping's fortunes, as
he personalizes the political systemand does away with this
system of sonething closer to collective rule that China had
for a couple of generations after Mao Tse- Tung.

And so you sonetines hear Xi Jinping say things |ike,
"The question of Taiwan cannot be passed down from
generation to generation." That is sonetines read as him
saying, "It cannot be passed down to the next generation of

Chi nese | eaders. "
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And so when you put all those things together it makes
me worry that we may be dealing with a China that is in a
bit of a hurry by the tine we get to the latter part of this
decade.

Senator Schmtt: And he is already in an unprecedented
third term

Dr. Brands: Wth no indication that he is planning on
st eppi ng down any time soon.

Senator Schmitt: Correct. And so if you were a
betting man, if you had to place a wager, red he goes, bl ack
he does not go, where are you betting?

Dr. Brands: | think an operation against Taiwan woul d
be sufficiently daunting that there are lots of things that
the U S., Taiwan, and other countries in the region can do
to drive down the chances of a Chinese attack on Tai wan.

But on the current trajectory | amvery worried about where
we will end up.

Senator Schmtt: And then one |ast question about the
CCP and China. So there has always been this sort of
natural distrust between them and Russia, or the USSR, or
t he Russi an Enpire, whatever phase Russia is in. How do you
view that? Even though they seemto be working nore
col | aboratively than they have in recent nenory, there is
still this natural tension. They share a border. How do

you gauge the reality of that relationship right now?
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Dr. Brands: The historic mstrust is still there. In
fact, China wll occasionally print maps that show it
controlling parts of Russia, as it is currently constituted.
And certainly | think the Russians, in particular, know that
I f China cones anywhere close to achieving its anbitions in
Eurasia that is going to be a very chall enging situation for
Russia itself. Those concerns are rather distant at the
nmoment .

| deol ogically, these are two countries. They are both
autocratic powers trying to make it in a world dom nated by
a denocratic superpower. They both view the United States
and its allies as their primary enemes. And by all
I ndi cations, Xi and Putin seemto have simlar world views
and get along fairly well.

So those historic tensions may reassert thensel ves, but
perhaps not on a tineline that would help us in this decade
or alittle bit beyond.

Senator Schmitt: So maybe the United States exploiting
some of those traditional differences as opposed to driving
t hem t oget her probably makes the nost sense for us, right?

Dr. Brands: It could. | will spare you a |ong
excursion into history, but if you | ook back at the prior
Si no-Sovi et relationship, the U S. actually pursued a
strategy in the '50s of trying to drive them cl oser together

as a way of exploiting those frictions within the
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relationship. And | would argue that it worked fairly well
at the tine.

Senator Schmtt: Okay. Thank you.

Chai rman Reed: Thank you, Senator Schmtt. Senator
Ki ng, pl ease.

Senator King: Thank you, M. Chairman. | would |ike
to thank both of you for very thoughtful and insightful
testinmony. Tal ki ng about sone of the issues that we have
al ready touched upon, in 1962, as you have testified, our
def ense was sonething like 8 or 9 percent of GDP. Today it
I's under 3 percent. The projection | just saw was 2.7 for
2024.

The cornerstone of our national security policy is
deterrence. | would argue that this dramatic decline, by
two-thirds, is a chink in the arnor of deterrence. Wuld
you concur? In other words, the Chinese and the Russi ans
and others | ook at that nunber as part of neasuring how
fearful they should be of our ability to respond.

Dr. Brands: | think it is certain unhel pful, Senator
and | think that whether it is the nunber they | ook at or
the speed at which the U S. would exhaust its mnunitions
Inventory in a particular conflict, those are precisely the
sort of issues that would worry nme about whether deterrence
was er odi ng.

Senator King: The second question along those lines is
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our failure to continue to support Ukraine, how woul d t hat
affect Xi's calculus in terns of Taiwan and his anal ysis of
our staying power?

Dr. Brands: | think Xi is predisposed to think that
the United States and its allies |ack the endurance and the
stamina to hold the line against China and its partners over
the long term And so if the United States were to
term nate support for Ukraine or would allow Ukraine to be
defeated, | think it would sinply reinforce that perception,
whi ch woul d be unhel pful, as Dr. Scharre had poi nted out,
not just in Europe but in the Asia Pacific as well.

Senator King: Dr. Scharre, do you agree?

Dr. Scharre: Absolutely. | nmean, Xi already believes
that Anerica is in decline, that we do not have staying
power, and it would certainly reinforce that assunption that
even in the event of a conflict, if the United States were
to be directly engaged in defending Taiwan, that we sinply
woul d not be able to go the distance and Chi na coul d outl ast
us.

Senator King: And ny inpression fromthe initiation of
the Ukraine war was that Xi was sonmewhat surprised by the
reaction of the West, the unification, expansion of NATQ
and that surprise and concern would be dissipated if we
I ndeed abandoned UKr ai ne.

Dr. Scharre: R ght. Precisely.
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Senator King: | like it when wi tnesses say precisely
I n answer to a question.

| want to go back to the very beginning, and al so |
want to associate nyself with the questions of Senator
Wcker in terns of the GDP percentage. The Anerican public
does not realize, we hear this big nunber, $800 billion, and
at ten tines other countries, but in terns of the percentage
of our econony devoted to defense it has fallen by al nost
two-thirds in the last 60 years.

R&D, real problem New technol ogies win wars. Genghis
Khan conquered the world because of the invention of the
metal stirrup. The |longboat turned the tide. The British
had 5,000 at the Battle of Agincourt, the French 20, 000.

The use of the |ongboat was generally considered by
hi storians to be crucial in turning that battle, and indeed,
the 100 Years War.

Il worry, it is obviously that there are new
technol ogi es that we have been slow. Directed energy and
hypersonics are the two that strike ne as nost obvious. How
do we get the Pentagon to understand the role of new
technol ogy? Dr. Scharre, what is your view?

Dr. Scharre: | think that the Defense Departnent,
basically in its DNA, understands the val ue of technol ogy.
| actually think what is mssing right nowis a sense of

where the priorities ought to lie, because |I think the DoD
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is still stuck in a mndset fromthe 1960s where DoD
believes that it has to invent all the technol ogies itself.
But there is so nmuch technol ogi cal innovation happeni ng
outside the Defense Departnent that | think that is going to
matt er nore.

And | would say that it is true that technology is
absolutely critical to winning wars, but what natters nost
is finding the best ways of using the technology. That is
clear looking at history. So having institutional processes
that can figure out how do we capitalize on this. Because
I n many ways --

Senator King: One of the problens -- we have had
testinony to this Commttee that snmaller conpanies in
Silicon Valley do not even bother applying for contracts to
t he Departnent of Defense because it is so cunbersone, slow,
and we are | osing access to innovation.

Dr. Scharre: | would actually, so even worse, we are
buil ding barriers to access, right. Those barriers are
sel f-constructed by us, red tape that makes it hard for
conpanies that would Iike to work with DoD to work with us.
And so we need to find ways to tear down those barriers.

Senator King: In the neantinme, we are spending $5
mllion a mssile to knock down $200, 000 to $300, 000 drone
out of the Houthis, when directed energy could do it for

about 50 cents a shot. W have just got to break down this
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barrier, both in terns of working with smaller and
Il nnovati ve conpani es but al so, as you say, taking advantage
of technol ogi es devel oped in the private sector and then
transferring theminto our arsenal, if you will.

Thank you very nuch, M. Chairman. | vyield.

Chai rman Reed: Thank you, Senator King. Senator

G llibrand, please.
Senator Gllibrand: H . Thank you so nuch for your
testinony today. | want to ask sone | arger questions.

The United States has always had a theory that nutually
assured destruction and deterrence would restrict an
adversary fromtaking the United States on donestically
anywhere in our country. And we have an assunption that we
woul d never have to defend a war here in the United States.
Wel |, that assunption does not play out when you are | ooking
at the arena of cyber or Al or other types of disruption
that could be |ethal.

So we have seen cyberattacks over the last 5 years in
an array of places -- solar w nds, shutting down our supply
chain for food, affecting oil production and delivery. W
have seen cyberattacks in every industry, whether it is in
heal th care nost recently, or in banking, or in any domain
within the United States.

Yesterday | sat on the Intel hearing, and asked each of

the witnesses, fromD rector Burns to Director Hai nes and
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other mlitary personnel doing intelligence for D A and
other entities, and | asked themthe question of -- | gave
one exanple. Let's say an adversary decides to use Al and
di fferent kinds of generated content to spew out false
information froman el ected | eader or a candidate to such a
degree that it msleads the Anerican public in a U S.

el ection. What are you doing to prevent that or to respond
to that efficiently, and who here is responsible for telling
the Anmerican people the facts of any given incident? None
of them had a plan, and none of themtook responsibility for
the protection of the United States.

So | would I'ike to get your assessnent of how do we
protect the United States? Let's just say China, inits
effort to i nvade Taiwan, uses the first 2 or 3 nonths to
just do as many cyberattacks as possible in our critical
I nfrastructure, around our bases, around our ability to
| aunch from let's say Guam which they just tested a few
nont hs ago, takes our electric grid, takes out our capacity,
creates chaos, underm nes the econony significantly. W
have no plan to defend against that. And | think the
response is, well, you have got the FBI, which is a response
organi zati on, you have got Cl SA, which can offer best
practices but has no mandate, but you have no one who is in
charge of protecting anything i n CONUS.

So | would like you to tal k about how should we realign
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Def ense, NSA, CI A national security operations and forces,
what is the responsibility to protect Arerica froman attack
froman adversary in the United States, whether it is cyber,
to create chaos and death and destruction, or any other type
of attack, from you know, drones attacking our bases, or
spy bal l oons hovering over our nost secret assets. Wat
shoul d the United States be doing?

Dr. Scharre: Well, thank you, Senator. | would | ook
at both of these, the cyber dinension and the disinformation
one, as warning shots that we are getting now, none of which
have been critical yet to the U S. but we have an inperative
to respond to these, to shore up our defenses.

I think on the cyber front there is clearly a |l ot nore
we could do. W continue to have challenges. | nean, as
you point out, just recently in the health care system and
putting the onus on industry putting in place governnent
standards for cybersecurity across a w de range of sectors
that has been critical to be shoring up our defenses here.

On the disinformation, too, there are a w de range of
things that we could be doing. So for exanple, requiring
that Al-generated content is watermarked and is | abel ed
appropriately when it is online, sonething |like a bot
di scl osure law, that if sonmeone is using Al -- California

has this -- they have to share that it is Al generated, and

49
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t hen cracking down on foreign efforts to nessage, whether
using Al or elsewhere, and spread disinformation here in the

United States, are all things that | think we should be

doi ng now.
Dr. Brands: Senator, | would not add anyt hing
substantial. | would just say that when the U S. war ganes

potential Taiwan conflicts or things |like that, the honel and
dimension is often the piece that gets short shrift, in
| arge part because, you know, war-gaming is traditionally a
DoD conpetency so it focuses heavily on that aspect of the
response. But the nore that you can get rel evant
st akehol ders together to really gane through what the
donmestic disruptions would be in this sort of conflict, the
nore | think you can get themtal king about the ways in
which their responsibilities mght overlap or where they
m ght need to devel op new conpetencies in order to defend
the U S.

Senator G llibrand: Thank you.

Chai rman Reed: Thank you, Senator G| 1i brand.

Gent | enen, thank you for your excellent testinony. |
have one questions which was frequently overl ooked today,
and that is we are energing into a new world of nuclear
conpetition between three powers, not bipolar conpetition
whi ch shaped the whol e theory of deterrence. And then, of

course, we have the other nuclear entities -- North Korea,
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Paki st an, and ot her countri es.

So what is your take on how we shoul d address this
nucl ear issue?

One other point | would nake is it used to be the
custom of every presidency to seek out at |east one
agreenent with the Russians, even if it was a m nor one, but
we have not had nuch di scussi on about Russia, and China, |
do not think, will talk to us until they get up to our |evel
of mssiles. But this is an issue that is overl ooked often,
and since | have two extrenely intelligent gentlenen here,
your view. And | will start with Dr. Scharre, please.

Dr. Scharre: Thank you, Senator. | would actually
argue that we have three interlocking problens. There are
others that conplicate what you are describing. There is
certainly the fact that we are noving into a tri pol ar
nucl ear era, with China's nuclear buildup. W have energing
technol ogies that are conplicating a ot of the strategic
di mensi ons, naybe outside of nuclear weapons, but in space
and el sewhere, of nuclear deterrence. And the also, of
course, we have seen with Russia an increased salience of
nucl ear weapons, and a risk that we nay actually see them
used in ways that maybe are hei ghtened from what we m ght
have thought a couple of years ago.

| think it is clear that we need increased investnents

in this space, that if we are going to maintain a deterrent

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

agai nst two adversaries sinultaneously we are going to need
nore di nensions here. The sinultaneity problemis, | would
argue, nost acute in the nuclear dinension because of this
I ssue, nore so than in the conventional space.

I think we are also going to need a | ot of new
thinking. The reality is that sort of anbng the defense
Intellectuals that work on these topics the sort of nuclear
comruni ty has, over many years, atrophied because nucl ear
weapons have not been as salient until nore recently. And
so | think increased war-gam ng and studi es and investnents
to build up that intellectual capital and to get senior
| eader s thinking about these challenges. Gkay, if an
adversary uses a nuclear weapon in a conflict to try to
maybe term nate on their terns, how do we respond
accordi ngly?

Chai rman Reed: Thank you. Dr. Brands, please.

Dr. Brands: Just three things, very briefly. One, the

scenarios that we worry about nuclear use now | think are
very different than they were during the Cold War. Now what
we worry nost about is sort of limted nuclear use or
coercive use to back up Iimted conventional aggression as

opposed to in a conflict that would engul f Europe as a

whol e, which indicates to ne that the U S. is probably going

to need nore investnent in limted nuclear capability of its

own to close the gap between the conventional arsenal and
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the strategic deterrent.

The second is that the force sizing issue becones
particularly conplicated in a tripolar nuclear environnent
because having enough to assure a second strike capability
agai nst one adversary, that may not do you nuch good if you
then find yourself in a position of inferiority against
another. And so | amnot convinced that we have given that
the attention that it deserves.

The third is that, unfortunately, | think bilateral
U.S. -Russia arnms control is probably dead for the
foreseeable future. The good news is that that gives us a
chance to rethink what sort of arns control agreenents m ght
be to U S. advantage in an environnent where nost of them
may need to be trilateral rather than bilateral to begin
with.

Chai rman Reed: Just a final point before | recognize
Senator Kelly, it may have been that China, for their own
benefit, gave us a little help in Wkraine, because | think
they were very, very nuch opposed to Putin's threats to use
nucl ear weapons, not because of Ukraine but because they do
not want to see South Korea, Japan, et cetera, becone
nucl ear powers.

So it is a conplicated world, and it is a new world for
us now, and | think we have to approach it that way. But

t hank you.
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Senator Kelly, please.

Senator Kelly: Thank you, M. Chairman, and thank you
to both of you for being here today.

As a nenber of the Senate Intelligence Comrittee, | see
firsthand the inportance of intelligence gathering to our
national security and al so to strengtheni ng our
I nternational partnerships. Building these relationships is
vital to advance our shared goals and protect the Anerican
peopl e.

As you said recently, Dr. Brands, strategy, quote, "is
the art of bal anci ng power w thout subverting denocratic
pur pose,"” unquote, and there is clearly an art to successful
intelligence partnerships. Can you speak to how
I ntelligence partnerships are vital to the art of national
strategy?

Dr. Brands: Senator, | have |ooked at this nostly in a
hi storical context during the Cold War, and | guess | would
say that just as alliances are a force multiplier in
general, they are certainly a force multiplier when it cones
to intelligence. So one of the things we found historically
is that through our intelligence |iaison prograns with
allies we may gain access to expertise on particul ar
countries or regions that we have not invested in heavily

ourselves, if we |look at the way that Australia, for

I nstance, can be hel pful in understanding events in the
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Sout h Pacific.

W may al so gain access to particular sources, human
sources, that the U S. intelligence system may not have
access to itself. And so we end up being in a stronger
national position by dint of the relationships that we have
with other countries in this realm

Senator Kelly: One concern | have had lately is our
ability to gather intelligence in North Korea. W have got
an unpredi ctable actor with an arsenal, and w thout the
intelligence flowing in our direction it is just really hard
to make predictions on what he is going to do.

Alittle bit nore on Wkraine. Dr. Brands, you have
also witten extensively on our need to provide support to
Ukraine, and | agree that this is one of our top priorities.
You know, Putin is not going to stop with Ukraine if we do
not stop himin Ukraine.

In addition to supporting themmlitarily, can you give
your perspective on building an intelligence partnership to
support Ukraine in its struggl e agai nst Russia?

Dr. Brands: Fromwhat | read in the news, U S.
intelligence support to Ukrai ne has been absolutely vital in
everything from hel pi ng the Ukrai ni an governnent understand
the nature of the threat that was comng at it in February
2022 and after, to providing nore actionable insights in the

nont hs and years that have foll owed.
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But I would al so, Senator, encourage people to think
about it the other way around, where the U S. wll gain
enornous benefits froman intelligence partnership with
Ukr ai ne, because just to put it very bluntly, Ukraine has
fought Russia and we have not. Ukraine has gained insights
into the way that nodern war works in a high-intensity
environnent that even the U S. military, with all of its
experi ence over the |last 20-plus years does not have.

So | would prefer to think of it as a two-way
partnership in the sense that the U S. itself will benefit
t renmendousl y.

Senator Kelly: Yeah, and not just with intelligence.
| have made a couple of trips to Wkraine in the |ast 18
nmonth or so, and | nmade this point wwth the Ukrainians. At
the beginning of this conflict, |I mean, we had nuch better
i ntel on the Russians and experience, conbat experience.
Fast forward 2 years later, | nmean, they are the ones that
have been -- they are on the ground here fighting every
single day and fighting for their lives bravely. Now they
have that experience, and we have a lot to learn fromthem

Dr. Scharre, you have witten extensively about the
| nportance of Al in mlitary operations. | also noted your
recent House testinony on the Replicator initiative, which
intends to field thousands of autononobus systens in about 2

years. Can Replicators successfully nmake |ong-term
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f undanment al changes to the DoD acquisition process?

Dr. Scharre: | hope so. W wll see. | think that
DoD set a very anbitious goal for itself. | think that is
good. They are going to need congressional support to nake
that happen. | would like to see them succeed. | think it
is too early to tell, but hopefully.

Senator Kelly: And in ny last mnute could you comrent
alittle bit about how Al should be integrated into our
nati onal strategy?

Dr. Scharre: | guess on a couple of levels. | think
certainly in the mlitary space we need to be noving forward
very quickly to bring in Al technol ogy, putting in place the
I nfrastructure on data and on conputi ng hardware, cloud
conputing, inside the DoD to nmake DoD ready for Al, to use
it effectively. But also nationally we need to protect our
advantages in Al. The best Al technicians are here in the
United States, and right nowthe reality is we are giving a
| ot of those advantages for free to China, that a | ot of the
technol ogy proliferates very quickly to China, within 18 to
24 nonths. Those best Al nodel s have gone open source, they
have proliferated to China. | think we also need to | ook at
protecting the crown jewels of U S. Al advantage.

Senator Kelly: Al right. WlIl, thank you. Thank
you, M. Chairman.

Chai rman Reed: Thanks, Senator Kelly. Senator Cotton,
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pl ease.

Senator Cotton: GCentleman, welcone. Dr. Brands, | ast
Thursday ni ght we had the President yelling at us for an
hour, sounding like it was 1941, with threats to denocracy
around the world. Yesterday we got his budget. He seened
nore |ike Harry Truman in the 1940s or Bill Cinton in 1993,
drawi ng down our mlitary after the wars. It only had a 1
percent increase in defense spending conpared to |ast year's
request. @G ven continued high inflation, that amounts to a
real cut. China recently announced that it was going to
i ncrease its defense budget by 7.2 percent.

Do you think the President's budget request accurately
and soundly addresses the severity of the threats that we
face today?

Dr. Brands: No. | worry both about the topline, and
then fromwhat | can tell froma quick skimof the budget
subm ssion, particularly what it will nmean for procurenent
in the comng years, where | think we are | ooking at an
absolute cute, which would be, even in relative, inflation-
adj usted terns, nore severe still.

Senator Cotton: Could you tell us alittle bit nore
about the specific concerns you have on procurenent, going
forward in the future?

Dr. Brands: Wll, one of the nmmjor challenges we face

at this point is generating and procuring the nunber of
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muni ti ons we woul d need for particular contingencies as well
as sinply sone of the platforns that woul d be used to
deliver them And so it is helpful to have investnent in
R&D, in nodernization and things that | ook forward down the
future. But you are not going to be able to get there

unl ess you have the noney to actually buy things once they
becone avail abl e.

And noreover, procurenent spending at this point
provi des a doubl e benefit because the only way you can
really strengthen the defense industrial base is by
provi di ng guarantees that noney to buy things will actually
be there. |If you are |ooking for firns to expand or ranp up
new production lines, invest in a new workforce, that is the
sort of nobney you need to be spending now t hat woul d nake
possi bl e further investnents down the road.

Senator Cotton: A kind of nultiyear procurenent
authority, that some in Congress have resisted.

Dr. Brands: Yeah, | think that is going to be
critical.

Senator Cotton: Yeah. That is because you cannot
expect those conpanies, or nore to the point, the conpanies'
owners in the formof their shareholders, to |ay out
significant capital up front if they do not have confidence
of a return down the road?

Dr. Brands: |If the business case is there, then they
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will make the investnents. But for the business case to be
there they have to be persuaded that this is not just a 1-
year bunp in, say, procurenent of 155 mmartillery

anmuni tion, or whatever the capability is, because otherw se
they cannot justify all the new investnents that will be
necessary to get to that point.

Senator Cotton: Dr. Scharre, you are noddi ng your
head. Do you have anything to add to that?

Dr. Scharre: | do, and | guess | would add, Senator,
that, you know, we have heard fromlots of experts in
governnent, outside of governnent | have talked to, Dr.
Brands, of course, has witten extensively on this, that we
are entering this dangerous wi ndow at the end of the decade
wi t h Chi na.

It seens to ne that if we believed that we woul d be
putting our Defense Departnent, our defense industry on a
wartime footing. W would be expanding capacity. W would
be increasing our defense industrial base capacity, building
our nunitions stockpiles, building our ability to surge. W
have a few years of critical warning now, and we need to
seize that opportunity, or | think there is a very real risk
that we | ook back on this nonment and realize that we m ssed
the opportunity to be ready.

Senator Cotton: Yeah. So you nmake those outlays now,

and you want to ensure conpanies wll get a reasonable rate
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think the world is going to be safer in 3 or 5 or 10 years
than it is now, and we will not need all that stuff we are
i nvesting in? Dr. Brands, do you want to take that?

Dr. Brands: No, there is no reason to believe that.
W are going to be dealing with a hyper-revisionist and
per haps hyper-nobilized Russia for sone tine to cone. W
are going to be dealing with a China whose mlitary buil dup

continues at a very alarmng rate. W are going to be

dealing with a North Korea whose nucl ear arsenal and missile

arsenal is going to outpace U.S. mssile defenses at sone

point this decade, as well as all the challenges in Iran and

fromterrorist groups. So no, there is no reason to think
the threat environment will becone | ess severe.
Senator Cotton: Dr. Scharre?

Dr. Scharre: | mght just add that the best thing that

we could do to buy down the risk of a conflict with China is

to make investnents now that increase deterrence.

Senator Cotton: It is always costly, investnent of
resources and national effort, to preserve the peace, but
nore costly, | presunme, to win a war when the peace is not
preserved.

Thank you, gentl eman.

Chai rman Reed: Thank you very much, Senator Cotton.

Gent|l eman, thank you for excellent testinony, and | hope
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that this will not be the last tinme we have you before the
Commttee and reach out for advice, and | encourage you to
feel free, please, to |let us know what your thoughts are and
what we shoul d be thinking about.

We are hopeful that having passed the | ast batch of
appropriations bills will get the defense bill done next
week, but if not then we have probl ens, imediate problens.

But again, let ne thank you all for excellent testinony
and for your continued w se insights into the national
security of the United States.

Wth that | will adjourn the hearing.

[ Wher eupon, at 10:47 a.m, the hearing was adjourned. ]
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