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TO RECEI VE TESTI MONY ON WORLDW DE THREATS

Thur sday, May 4, 2023

U S. Senate
Comm ttee on Arned Services,

Washi ngton, D.C.

The commttee nmet, pursuant to notice, at 9:30 a.m,

I n Room G50, Dirksen Senate O fice Building, Hon. Jack
Reed, chairman of the commttee, presiding.

Comm ttee Menbers Present: Senators Reed [presiding],
Shaheen, G Ilibrand, Blunmenthal, H rono, Kaine, King,
Warren, Peters, Manchin, Rosen, Kelly, Wcker, Fischer,
Cotton, Rounds, Ernst, Sullivan, Cramer, Scott, Tuberville,

Mul I'in, Budd, and Schmtt.
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OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR
FROM RHODE | SLAND

Chai rman Reed: Good norning. Before we begin today,
| would like to take a nonent to acknow edge the passing of
General Vincent Stewart this past weekend. General Stewart
was an inspiring, trailblazing Mari ne who served the nation
wi th honor for nore than four decades, rising froma tank
pl atoon | eader all the way to director of the Defense
Intelligence Agency.

He committed hinself entirely to defense of our
nation, and his | eadership will continue to be felt
t hroughout the Marine Corps and the DI A for years to cone.
My thoughts are with his wife, Phyllis, and his children
and fam|ly.

Now turning to today's hearing, the commttee neets
this norning to receive testinony on the worl dwi de threats
facing the United States and our international partners. |
woul d li ke to wel cone Director of National Intelligence,
Avril Haines, and Director of the Defense Intelligence
Agency, Lieutenant General Scott Berrier.

Thank you both for joining us, and pl ease convey the
committee's gratitude to the nen and wonen of the
intelligence community for their critical work. As the
DNI ' s annual threat assessnent nakes clear, the United

States faces threats froma nunber of state and non-state
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actors, as well as health and environnental security
chal | enges.

Anmong t hese wi de-ranging issues, there is a common
under standi ng that the future of our national security is
tied to the success of our strategic conpetition with
China. This conpetition is occurring across every field of
nati onal power, mlitary, economc, political,

t echnol ogi cal, and nore.

And of course, every region of the world. For several
decades, the People's Liberation Arny has studi ed the
United States way of war and focused its efforts on
countering our advantages. China has invested in
of fsetting technol ogies |ike anti-access and area deni al
systens, artificial intelligence, hypersonics and, of
course, nucl ear weapons.

Further, the PRC has | everaged a conbi nation of
mlitary and civil power against its neighbors, including
statecraft, econom c pressure, coercion, and deception.
Bei ji ng has sought ways to achieve its national objectives
whil e avoiding a direct confrontation with the United
States mlitary.

As the Defense Departnent's new joint concept of
conpeting puts it, China seeks to win wthout fighting.
The strategy warns that if we do not adapt our approach to

conpete nore effectively, the United States risks ceding
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strategic influence, advantage, and | everage, while
preparing for a war that never occurs. Indeed, the
docunent warns that the U S. could |l ose without fighting.

Just as China's | eaders have studi ed our way of war,
we need to study theirs. Wth that in mnd, | would ask
our witnesses for their assessnents of how China is
evol ving in conpetitive strategies and objecti ves.

| woul d al so appreciate an update on what mlitary and
nonmlitary factors are nost likely to inpact Chinese
deci sion making with respect to a potential coercive action
agai nst Taiwan and our other regional partners. Even as we
conpete with China, we nust address Russia's violent
destabilizing activities.

Ukr ai ni ans have fought with incredi bl e courage and
skill to repel Russia's assault, defending the sane val ues
and freedons that we cherish. Wkraine has achi eved sone
very notabl e successes, but there is hard fighting ahead.

Let there be no doubt the United States will continue
to hel p Ukraine succeed on the battlefield. Anerica's
assistance to Wkraine is also an investnent in our own
nati onal security. | want to commend the | eaders of the
intelligence community for their skillful rel ease of
intelligence throughout this conflict that has routinely
exposed Russia's intentions and ai ded Ukraine's

warfighters. Intelligence officials are understandably
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cauti ous about revealing hard won insights on adversari es,
but this strategy has proven highly effective in
strengthening the international conmmunity's response and
creating dilemmas for Putin.

This is a great exanple of conpeting effectively in
the informati on donmain, and | hope we will continue to nake
use of this kind of creative tradecraft. Wth that in
mnd, Russia's initial strategy in Ukraine was an abj ect
failure, and the Kremin's objective seened to be changi ng.
Di rector Haines, CGeneral Berrier, | would ask for your
assessnment of the Ukraine conflict in the larger context of
the evolving international order.

| hope you will also address the extent to which
Russia and China are aligning under their so-called no
limts partnership and potential inplications for U S.
national security. Finally, nations like Iran and North
Korea continue to push the boundaries of mlitary
bri nksmanshi p and i ssues like terrorismand climte change
remai n persistent.

| ran has made concerni ng advances in its nucl ear
prograns and is reportedly seeking Russia's help to nake
even further gains. |Its proxies continue to nmount drone
and rocket attacks throughout the M ddl e East, including
agai nst bases in lrag and Syria with a U S. mlitary

presence.
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North Korea has conducted nearly two dozen mssile
tests this year, including |CBMs and crui se mssiles, and
has reportedly stopped its routine mlitary to mlitary
comuni cations with South Korea.

And | understand it is the intelligence community's
view that climte change will continue to exacerbate risks
to U S national security as issues like rising
t enperatures, poor water governance, pollution, changing
precipitation patterns, and other climate effects are
likely to lead to an array of hunman chal | enges such as food
and water insecurity, and threats to human heal t h.

| woul d appreciate our wtnesses' perspectives on each
of these conpl ex challenges. Thank you again for your
participation, and | | ook forward to your testinony. As a
rem nder for ny colleague, there will be a cl osed session
| medi ately following this hearing in room SVC 217. Now
let me turn to the Ranki ng Menber, Senator W cker.

Senat or.
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STATEMENT OF HON. ROGER W CKER, U.S. SENATOR FROM
M SSI SSI PPI

Senat or Wcker: Thank you, M. Chairman. | want to
congratul ate you on your statenments concerning the threat
we see from China and Russia. And also, | want to join you
I n observing and nenorializing the life of CGeneral Vincent
Stewart and his untinely death. And | want to thank our
W tnesses for being here today. It cones at a pivotal
time.

The United States is confronted with the nost conpl ex
and dangerous gl obal security environnent since the Second
Wrld War. Qur adversaries are growng in their mlitary
capabilities and engaging in provocative and destabili zing
behavi or across the spectrum of conpetition and conflict.

They are actively trying to displace the United States
as the global |eader and weaken | ongstanding and critical
alliances and partnerships. W are at an inflection point.
The decisions we make this year will have far reaching
inplications for the United States mlitary, whether it is
properly positioned and equi pped to deter our adversaries,
and if necessary, to defeat themin conflict.

Regrettably, the President's budget request |acks the
urgency this nonment requires and fails to make the
necessary investnments in our nation's defense. For the

third year in a row, the budget request cuts defense
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spendi ng. Make no m stake, our adversaries are taking
notice. And | do believe on a bipartisan basis, we wll
rectify this failure.

Qur forenost adversary, the Chinese Comruni st Party,
Is in the mdst of an unprecedented buildup of its
conventional, strategic, and asymetric mlitary
capabilities, under the direction of its nost powerful and
rut hl ess | eader since Chairman Mao. At the sane tine,
Viadimr Putin's brutal and unprovoked attack agai nst
Ukrai ne has entered its second year and has upended gl obal
security, caused untold loss of |life, and further isol ated
his autocratic regine.

Now is not the tine to question our commtnent to
Ukrai nian partners. To protect U S. interests, we need to
provide Wkraine with the tools it needs to bring this war
to a successful conclusion. Not to be outdone, North Korea
may now possess enough mssiles to overwhel mour honel and
m ssil e defenses, and Iran inches closer to developing a
nucl ear weapon of its own while it continues to sow chaos
across the Mddle East through its terrorist proxy network.

Additionally, President Biden's disastrous and chaotic
wi t hdrawal from Af ghani stan has enbol dened terrori st
networks around the world. 1|ISIS and Al -Qaeda affiliates
across the Mddle East, Africa and South Asia are re-

constituting their capabilities and remain intent on
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killing Americans.

| am deeply disturbed by the scope and severity of the
recent disclosure of classified materials and the inpact
such disclosure has on mlitary operations, intelligence
coll ection, and cooperation with key allies.

Al t hough | understand nmultiple investigations are
ongoi ng, | expect this commttee will be kept fully
I nformed when details becone avail able and corrective -- as
a corrective actions are taken. This commttee deserves
answers on how such a junior service nenber in a support
role was able to access, print, and post online highly
classified docunents for over a year w thout detection
-- for over a year.

We need to understand whether the Departnent of
Defense's insider threat and security procedures failed or
sinmply were not followed. Again, | thank the w tnesses for
being here. | thank you, M. Chairman, and | ook forward to
a very inportant discussion.

Chai rman Reed: Thank you, Senator Wcker. Thank you

very much. And | et nme now recogni ze Director Haines.
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STATEMENT OF HON. AVRIL D. HAINES, DI RECTOR OF
NATI ONAL | NTELLI GENCE

Ms. Haines: Thank you very nuch, Chairman Reed,
Ranki ng Menber --

Chai rman Reed: Could you bring that m crophone cl ose
as possible?

Ms. Haines: |Is that better?

Chai rman Reed: That is.

Ms. Haines: kay. Good deal. Sorry about that. No,
and t hank you very nuch for your kind words about General
Stewart, who really was just an extraordinary |eader in the
intelligence community and sonebody who has inspired a | ot
of our fol ks over the years and brings together sort of
integrity and skill in a way that's quite rare and
extraordi nary.

| am thank you for the opportunity to be here today
al ongsi de ny wonderful coll eague, General Berrier, and for
your steadfast support for the nmen and wonen of the
Intelligence community who serve our country. | am
grateful for the opportunity to present the annual threat
assessnent, and we just want to acknow edge the many people
who have contributed to this work, fromthe collector to
the anal ysts to everyone in between.

This assessnment is a product of their effort, and they

have our gratitude. This year's report notes that during
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the com ng year, the United States and its allies will face
an international security environnment dom nated by two
strategic challenges that intersect with each other and
existing trends to intensify their national security

I npl i cati ons.

First, great powers, rising regional powers, and an
evol ving array of non-state actors are vying for influence
and inpact in the international system including over the
standards and rules that will shape the gl obal order for
decades to cone.

And second, challenges that transcend borders,

I ncluding climte change, transnational crimnal activity,
heal th and human security, and econoni c needs made worse by
energy and food insecurity, as well as Russia's invasion of
Ukraine, are intensifying as the planet energes fromthe
COVI D- 19 pandemi c.

And further, conpounding this dynamc is the inpact
that rapidly energing technol ogi es are having on
gover nance, econom es, comunities around the world. The
I ntersection of these chall enges underscores the inportance
of working together with partners and allies to address the
threats we face, and how critical it is to counter efforts
to underm ne the gl obal norns, principles and nechani sns
t hat pronote and underpin national -- transnational

cooperation, which is an inplicit thenme in this year's
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t hreat assessnent.

The report starts with the People's Republic of China,
as it is increasingly challenging the United States
econom cal ly, technologically, politically, mlitarily, and
froman intelligence standpoint around the world.

And I will spend nost of ny tinme on China and Russi a,
whi ch are anong our top priorities, and focus on updating
our views with the latest rather than repeating what is in
t he annual threat assessment. W assess that the Chinese
Communi st Party, or CCP, under President Xi Jinping, wll
continue efforts over the next year to achieve Xi's vision
of maki ng China the preem nent power in East Asia and a
maj or power on the world stage.

What is perhaps nost concerning is that the CCP is
I ncreasingly convinced that it can only fulfill Xi's vision
at the expense of U S. power and influence, and through
tool s of coercion, using denonstrations of strength, as
wel | as econom c and political coercion, to conpel
governnents to acquiesce to the CCP' s preferences,

i ncluding the land, sea, and air clainms in the region and
Its assertions of sovereignty over Taiwan.

And the relationship between the United States and
Chi na has consequently beconme nore challenging. X's
public reference to America's suppression of China in March

of this year reflects his |ongstanding distrust of U S.
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goals and his belief that the United States seeks to
contai n Chi na.

Xi's speech was the nost public and direct criticism
t hat we have seen fromhimto date, and probably reflects
grow ng pessimsmin Beijing about China's relationship
wth the United States, as well as his grow ng worries
about the trajectory of China's donmestic econonic
devel opnment and i ndi genous technol ogy i nnovati on, which he
now seeks to blanme on the United States.

And even as the rhetoric has becone nore heated, we
continue to assess that Beijing wants to preserve stability
and avoid triggering additional technology restrictions or
sanctions fromthe United States and our partners, as they
seek to narrow the gap in their econom c and technol ogi cal
conpetition with us.

Perceiving the United States as a threat, the PRC
seeks to undercut U. S. influence, and is | ooking to portray
the United States as the root of gl obal problens. China
seeks to divide us fromour allies and partners, frame U S.
actions as provocations that provide a basis for planned
PRC aggression, which they then claimare sinply responses,
such as China's expansion of its mlitary presence
surroundi ng Tai wan, which the PRC asserted was in response
to President Tsai's recent transit through the United

States, as well as her neetings with two speakers of the
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House over the past year. And China's |eaders are focused
on spurring donmestic econonmic gromh this year, but in the
| ong run, spurring indigenous technol ogy innovation is
par anmount .

President Xi remains confident that Beijing can
I nnovate its way to the technol ogical frontier, regardl ess
of US and allied restrictions, and that doing so w ||
give China the conpetitive advantage that is crucial to
achieving his vision for China as a world power.

Nonet hel ess, we are likely to see nore di ssonant
nmessagi ng and actions com ng out of Beijing, such as the
recent charm offensive by Premer Li Keqgi ang, wel com ng
foreign direct investnent at the China Devel opnent Forum
j uxt aposed agai nst Beijing's pressure on foreign firnms and
executives, including investigations of U S. firnms and a
cl anpdown on previous non-sensitive data flows out of
Chi na.

And the | C assesses that China's |long term economc

growth wll continue to decel erate, because China's era of

rapid catch-up gromh is ending, and structural issues such

as debt, denographics, inequality, overreliance on

i nvest nent, and i nadequate donestic consunption renain.
And al t hough the CCP may find ways to overcone its

structural challenges over the long term in the short

term it continues to take an increasingly aggressive

14
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approach to external affairs, often to bolster its donestic
agenda.

China's |l eaders are increasing their investnent in a
world class mlitary, expanding their country's nucl ear
arsenal and cyber threat capacity, pursuing counterspace
weapons capable of targeting U S. and allied satellites,
forcing foreign conpani es and coercing foreign countries to
allow the transfer of technology and intell ectual property
I n order to boost indigenous capabilities, continuing to
I ncrease gl obal supply chain dependencies on China with the
possi bility of using such dependencies to threaten and cut
off foreign countries during a crisis.

The CCP is al so seeking to reshape gl obal governance
inline wwth Xi's preferences and governance standards that
support the nonopoly of power wthin China, and expandi ng
I nfl uence operations, including through the export of
digital repression technol ogies.

And furthernore, we have observed the expandi ng
strategic ties between China and Russia, as nentioned by
t he Chairman, another critical priority for the I1C, which
has been strengthened by the conflict in Ukraine.

W are now over a year into the war, which is
reshaping not only Russia's global relationshi ps and
strategi c standi ng, but also our own, strengthening our

alliances and partnerships in ways that President Putin
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al nost certainly did not anticipate, often precipitating
the very events he hoped to avoid, such as Finland s
accession to NATO and Sweden's petition to join, while al so
i ncreasing Xi's | everage over Putin.

On the battlefield, the fighting is principally
focused on the East around Bakhnut and Avdiikva and remains
a brutally grinding war of attrition in which neither
mlitary has a definitive advantage with day to day
fighting over hundreds of neters. Russian forces gained
|l ess territory in April than during any of the three
previ ous nonths, as they appear to transition from
of fensive to defensive operations along the front |ines.

Russian forces are facing significant shortfalls in
muni ti ons and are under significant personnel constraints
but continue to lay m nefields and prepare new defensive
positions in occupied Wkrainian territory. Both sides are
focusing on preparations for a potential Ukrainian
counteroffensive this spring or summer designed to push
Russia out of illegally annexed territory.

And the Ukrainian armed forces are still finalizing
the specific priorities, timng, and scale of the
of fensi ve, and Western assistance will be crucial in
preparing both plans and forces. Wth the support of the
Congress, the United States is doing a great deal to

bol ster Ukrai ne's chances for success. But even if

16
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Ukrai ne's counteroffensive is not fully successful, the
Russi ans are unlikely to be able to nount a significant
of fensi ve operation this year.

In fact, if Russia does not initiate a mandatory
nobi | i zati on and secure substantial third-party amunition
suppl i es beyond existing deliveries fromlran and others,
it wll be increasingly challenging for themto sustain
even nodest offensive operations.

At the sanme tinme, of course, Ukraine renmains heavily
dependent on external mlitary aid and would |ikely be
unable to counter Russia's natural relative manpower and
resource advantages if nost Western mlitary aid ceased.

Furthernore, while we continue to assess that Putin
nost likely calculates the time works in his favor and that
prol onging the war may be his best renmaining pathway to
eventual |y securing Russia's strategic interests in
Ukr ai ne, we assess that Putin probably has scal ed back his
| mredi ate anbitions to consolidate control of the occupied
territory in Eastern and Sout hern Ukrai ne and ensuring that
Ukraine wi Il never becone a NATO al ly.

Putin's wllingness to consider a negotiated pause may
be based on his assessnent that a pause would provide a
respite for Russian forces as they could try to use that
time to regain strength before resum ng of fensive

operations at sonme point in the future, while buying tine
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for what he hopes will be an erosion of Wstern support for
Ukr ai ne.
Yet he may be willing to claimat |east a tenporary

victory based on roughly the territory he is occupying.

And the challenge is that even as Putin may be scaling back
his near-term anbitions, the prospect for Russian
concessions to advance negotiations this year will be | ow
unl ess donestic political vulnerabilities alter his

t hi nking. And of course, as the conflict continues, the
human toll is only getting worse.

In addition to the nmany tens of thousands of
casualties suffered by Ukrainian and Russian mlitaries,
nore than 8 mllion people have been forced to flee Ukraine
since Russia invaded. Moreover, in addition to Moscow s
conti nued assault on Wkraine's civilian infrastructure,
particularly its energy facilities and electrical grid,
there is wdespread reporting of atrocities commtted by
Russi an forces.

Russia and its proxy groups are using so-called
filtration operations to detain and forcibly deport tens of
t housands of Ukrainian civilians to Russia. The ICis
engaged with other parts of the U S. Governnment to docunent
and hold Russia and Russian actors accountable for their
actions.

Moscow has suffered mlitary |losses that wll require
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years of rebuilding and |l eave it |ess capable of posing a
conventional mlitary threat to Europe and operating
assertively in Eurasia and on the global stage. But as a
result, Russia will becone even nore reliant on asymetric
options, such as nuclear, cyber, space capabilities, and in
China. And our annual assessnent also covers Iran, North
Korea, the many regional challenges we face, including in
Africa, where, of course, we have seen a recent outbreak of
fighting in Sudan, which is no stranger to conflict.

The fighting in Sudan between the Sudanese arned
forces and the rapid support forces is, we assess, likely
to be protracted, as both sides believe that they can win
mlitarily and have few incentives to conme to the
negoti ati ng table.

Bot h sides are seeking external sources of support,
whi ch, if successful, is likely to intensify the conflict
and create a greater potential for spillover challenges in
the region. But even so, the fighting is exacerbating
already dire humanitarian conditions in Sudan, forcing
relief organizations to curtail operations, raising the
specter of massive refugee flows and aid needs in the
region.

Even before the fighting started, roughly one-third of
t he popul ation, or approxinmately 15.8 m|llion peopl e,

requi red i medi at e assi stance because of di sease out breaks,
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inflation, localized conflicts, internal displacenent, and
weat her-rel ated food insecurity.

And t hroughout the world, as | noted at the outset,
the state actors challenges we inventory are underm ni ng
our capacity to work together with our -- wth other
countries to address what are utterly critical
transnati onal threats such as climte change, public health
chal | enges, such as the current COVI D-19 pandenmic, the
threat fromillicit drugs terrorism irregular mgration.

Before concluding, | just want to raise with you a
| egi slative authority of fundanental inportance to the
intelligence community and the work we do, which wll
expire at the end of this year if Congress does not act. |
amreferring to Section 702 of the Foreign Intelligence
Surveillance Act, and | can tell you w thout hesitation
that Section 702 was relied upon in gathering sone of the
intelligence that formthe basis of this assessnent, as it
Is hard to overestimate the inportance of this authority to
our work nore generally.

FI SA Section 702 allows the intelligence community to
col l ect on the comuni cation of specifically targeted
foreign persons who are | ocated outside the United States,
and in doing so provides unique intelligence on foreign
intelligence targets at a speed and reliability that we

just sinply cannot replicate in any other authority.
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Section 702 was originally enacted to enable the U S.
Government to quickly collect on the comruni cations of
terrorists | ocated abroad by allowing the IC to acquire
foreign intelligence fromnon-U S. people |ocated outside
of the United States who are using U S. electronic
communi cation service providers.

And 702 is still vital to our counterterrorism
mssion. But nowit is also principally relied upon for
key insights across a range of our highest priority
threats. |In fact, 702 acquired information has been used
to protect against a series of conventional and cyber-
attacks posed by China, Russia, Iran, and North Korea.

For exanple, | can tell you that 702 acquired
I nformation enabled the United States to gain insights into
the PRC s efforts to nonitor, track, and persecute Chinese
nationals believed to be dissidents. 702 acquired
I nformati on has al so been used to identify nmultiple
ransommar e attacks against U S. critical infrastructure,
allowng the U S. Governnent to respond to, mtigate, and
I n some cases prevent attacks.

702 acquired informati on has been used to prevent
conponents for weapons of nass destruction fromreaching
foreign actors. And 702 acquired information has resulted
in the identification and disruption of hostile foreign

actors' attenpts to recruit spies in or send their
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operatives to the United States.
And | realize that 702 is a powerful authority, and it
I's incunbent on all of us in the intelligence comunity to
ensure the privacy and civil liberties of Anericans are
built into its design and inplenentation at every | evel.
And over the |ast many years, we have significantly
expanded oversi ght and dedi cated resources to conpliance in
order to do just that, and we wel cone the opportunity to
hel p you understand better the oversight framework we have
built, as we work to authorize this critical authority.
So, thank you so nuch for your patience and | | ook forward
to your questions.

[ The prepared statenent of Ms. Haines follows:]
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Chai rman Reed: Thank you very nuch, D rector

CGeneral Berrier,

TP One

pl ease.
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STATEMENT OF LI EUTENANT CGENERAL SCOTT D. BERRI ER,
USA, DI RECTOR OF DEFENSE | NTELLI GENCE AGENCY

General Berrier: Chair Reed, Ranking Menber W cker,
di sti ngui shed conm ttee nenbers, thank you for the
opportunity to discuss the DIA's assessnent of the gl obal
security environnent.

Before | begin, | too would like to take a nonent to
recogni ze and honor Lieutenant CGeneral Vince Stewart, DI A s
20th Director. Vince passed away in his sleep |ast Friday.
W |ost a giant, an intellectual giant, a trail blazer, and
a really good friend. Vince was a gifted and tal ented
Marine intelligence officer who positively touched the
lives of many in every organi zation he served in or |ed.

W mourn his loss. W grieve with his famly, and we
honor his nmenory. | ampleased to join D rector Haines
today to discuss the conplex threat |andscape and our work
to provide tinely, insightful, and rigorous intelligence.
DI A and the Defense Intelligence Enterprise are
transform ng our approach to neet threats to our nation
posed by strategic conpetition with China, Russia, and
ot her foreign nations.

Wth your continued support, DIA and the DIE wi ||
continue to excel in providing all sorts of analysis,

HUM NT and technical collection, open-source collection,

mat eri al exploitation, nodeling and sinul ati ons, and ot her
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uni gue m ssion sets.

This will nost likely be the last tinme | testify
before this commttee as | approach ny 39th year of service
in our Arny, and pending retirenment. It has becone
somewhat reflective on -- | becone sonewhat reflective on
how t he threat |andscape has changed.

In 1984, it was a bipolar world. The U S. and our
partners in a Cold War wwth the USSR. In ny first
assignnment, | served as an infantry battalion intelligence
officer or an S2 in Alaska. One of our mssions was to
protect critical oil infrastructure in the high North from
a Spetsnaz attack.

My 23-year-old self didn't think nuch of that m ssion
at the tinme, wasn't very exciting, but in retrospect it was
an inportant mssion then, and protecting critical
Infrastructure is a really inportant m ssion today.

The difference is the threat | andscape is
exponentially nore dangerous today than it was in 1984. W
are nowin a nultipolar world with strategic conpetition at
the forefront. The events of the past year clearly
denonstrate that our conpetitors are enbol dened and t hat
they are attenpting to forcefully recast the rul es based
I nternational order and challenge U S. interests.

From Russia's unprovoked and unjustified, full scale

I nvasion of Ukraine, to China's mlitary assertiveness in
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the Indo-Pacific region, to an unprecedented nunber of
North Korean mssile |aunches, to Iranian directed action
against U S. forces in the Mddle East, the United States
now faces a nmultifaceted security environnment in which
authoritarian regines are testing our resolve through their
provocative mlitary actions, devel oping capabilities to
hol d the honel and at risk, and showi ng greater risk

tol erance for potential escal ation.

Li ke you, | amvery concerned about ongoing threats
from China, Russia, North Korea, Iran, and viol ent
extrem st organi zations, but China is our pacing challenge
and DIA's top priority. Beijing is expanding its gl obal
I nfl uence and stepping up its nulti-domain pressure
canpai gn agai nst Tai wan, as observed by sharply increased
rhetoric and mlitary activity over the |ast year.

Xi Jinping's attainment of a third termas a Ceneral
Secretary of the Chinese Communi st Party positions Beijing
for further progress on mlitary nodernization and
operational goals that will challenge the U S. during the
next year and beyond. The war in Ukraine is also a
priority for DIA, and for the Russian mlitary, 2022 is not
a good year.

The new |l ook arny is gone, and in ny view, we are at a
particul arly dangerous place with Russia. Putin is not

seeking an off ranp and Mbscow has asserted publicly that
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It remains conmtted to achieving its objectives in UWkraine
through mlitary force. China and Russia are seeking to
| ncor por ate advanced technol ogies to erode our U S
t echnol ogi cal advant age.

China is pursuing a whole of nation approach to
t echnol ogy devel opnent, and the PLA believes that
I ntegrating future technol ogi es, especially Al and quantum
wll constitute a major revolution in mlitary affairs. As
Director, | have pressed agency | eaders to up our gane,
rel ook busi ness operations and transformour mssions to
neet custonmer needs, and to address unprecedented nati onal
security chall enges.

Transformati on and change are inperatives, and | am
pl eased that DIA is making real nore progress on our
m ssion sets. DI A has exceptional expertise,
responsibilities, and m ssions that you trust us to |ead.
And as such, foundational mlitary intelligence, defense,
human, and counterintelligence, neasurenent and signature
Intelligence, or MASINT and JW CS.

Qur strategic, operational, and tactical defense
intelligence supports warfighters, defense pl anners,
pol i cymakers, and the acquisition conmunity, and | | ook
forward to discussing real world exanpl es of our progress.
One final area | would like to highlight is the workforce

of DI A
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As you know, our workforce spans the globe with
I nnovative and forward | eaning officers, and these tal ented
and dedi cated experts are naking strides to defend the
United States and our allies. Fromour defense attachés to
anal ysts, to technical collectors, to our enabling force,
t hese professionals are m ssion focused and wor ki ng
tirelessly behind the scenes for our nation.

DIAis investing in the workforce and the
I nfrastructure that supports their behind-the-scenes work,
bringing together talented officers with varied experiences
and giving themthe tools and authorities to conduct the
Intelligence that is at the core, and investing in our
people is a critical step to nodernizing the next
generation of intelligence capabilities.

| am proud to represent a workforce that provides
intelligence on foreign actors to prevent and wn wars, and
to illumnate opportunities to enable the United States to
out pace our strategic conpetitors. | welcone your
questions on the gl obal threat environnent and thank you
for your continued support and opportunity to testify
t oday.

[ The prepared statenent of General Berrier follows:]
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Chai rman Reed: Thank you very nuch, General. Thank
you both for your detailed and thoughtful testinony.
Director Haines, Secretary Yellen indicated that we w |
exceed the debt limt by June 1st, requiring action before
that. Have the intelligence community assessed the
I nternati onal consequences of default on our debt?

Ms. Haines: Thank you, Chairman. So, we don't have
certainty on the outcone of the financial markets nor
countries' opinions of sort of economc and political
| eadership that m ght be affected by a default on the debt.

But | would say that what our assessnent is, is that
regardl ess of its, you know, duration, of a default’s
duration, alnost certainly it would create gl obal
uncertainty about the value of the U S. dollar and U S
I nstitutions and | eadership, leading to volatility in
currency and financial markets and commodity markets that
are priced in dollars. And that is basically as far as our
anal ysts are able to provide.

Chai rman Reed: Let ne follow up -- and you m ght want
to take this for the closed session also but, our
adversaries, | presune, would want to exploit any type of
difficulty that we have. Do we have any indications that
China in particular is preparing for exploitation of this
via through disinformation in the United States or through

fi nanci al or other nobves?
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Ms. Haines: So, we don't have any infornmation that
suggests that they are planning for that. But | think our
anal ysts would agree with you that it would be, you know,
al nrost a certainty that they would | ook to take advant age
of the opportunity.

And they generally, both Russia and China, would | ook
to perceive, you know, sort of narrate through information
operations such an event as denonstrating the chaos wthin
the United States that we are not capable of functioning as
a denocracy, and sort of, you know, the governance issues
associated wwth it. They have done that on a range of
t hi ngs.

Chai rman Reed: Thank you. General Berrier, we had
General Cavoli here, who is doing a superb job, and he
I ndi cated that Russia remains a form dable force despite
their significant |osses in personnel in Ukraine, because
air, maritinme, space, cyber and strategic forces have not
really been conmtted to that effort. Wat is DAs
assessnent of Russia's capacity?

General Berrier: Very simlar. Still an existential
threat with a nucl ear arsenal that they have. General
Cavoli is correct, that their strategic forces have largely
been untested here and still form dable.

Chai rman Reed: So that the significant -- we just

-- our forces out of Europe, which will be a challenge
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because of their existing capacities.

General Berrier: | think froma deterrence
standpoint, Russia fears strength. And so even though
their ground forces are degraded right now, they wll
qui ckly build those back.

Chai rman Reed: Thank you. And Director Haines, as |
said in ny statenent, the intelligence community has done
sone remarkable work with respect to Russia and Ukrai ne by
exposing activities that the Russians were contenpl ati ng
before they could do it, not only enbarrassing them but in
many cases frustrating their ability to do it.

Are we ready to use that sane approach to other
adversaries such as China in ternms of strategically using
intelligence to disrupt their operations?

Ms. Haines: Thank you, sir. | think we can talk
about this also in closed session and bit nore. But as a
general matter, we have | earned sone techni ques and
mechani snms that wll not be forgotten com ng out of the
conflict wwth Ukraine that | think we can deploy in other
scenari os which have allowed us to do nore sharing and
downgr adi ng of information, kind of working as a team
across the ICto try to preserve sources and nethods in

t hat process.

And | think we will ook to do that. But | think it
will be nore challenging in different areas dependi ng on
Scheduling@TP.One 800.FOR.DEPO
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t hat concern as we nove forward.

Chai rman Reed: Just quickly, fromboth of you,

32

and how we can manage

we

have had this incident with the Air National Guardsmen,

Tei xeira, years

before that, Snowden. So, this is not

really new. We thought and we think every tine this

happens, we put

in place things |ike keystroke | ogging,

nore restrictive controls, but we are still having

problenms. So just quickly, D rector Haines, what can we do

to make sure we

Ms. Hai nes:

have nore appropriate control s?

Yes. Thank you, sir. It has been

absolutely extrenely frustrating, obviously, and

denoralizing for folks in the intelligence community who

work so hard, frankly, to put together the kind of

intelligence that then gets disclosed in | eaks. And

damage that it does to our national security is just

t he

unaccept abl e on every level, obviously. And | appreciate

t he support.

| think what | can tell you at this stage is only an

i nteri manswer because we are still

fromthe investigation as to what exactly happened.

under st and t hat

I s obviously then to have greater

getting the information

And to

confidence in saying that the things that we are doing are

going to nmake a difference to ensure that this doesn't

happen agai n.
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And right now, what we are doing is |ooking to ensure
that we, in fact, have the best, you know, user activity
noni toring, other techniques that we use. That we are, you
know, again, scrubbing and review ng our processes for
ensuring that there is only informati on provided on a need-
t o- know basi s.

That when there is user privileges, that they are
appropriately granted. That we have additional, you know,
controls around these issues. And we can obviously talk
about this nore in closed session.

Chai rman Reed: Thank you. Senator Wcker, please.

Senat or Wcker: Thank you, M. Chairman. Director
Hai nes, | don't want to get into a | ong discussion about
the debt Iimt, but it is a fact, is it not, that the House
of Representatives has passed a bill that would raise the
debt limt, if it were passed by the Senate and signed into
| aw by the President, a default would be avoided. That is
correct, is it not?

Ms. Haines: Sir, | will confess that | am not
tracking the puts and takes of this, but | absolutely
-- | amsure you are right.

Senator Wcker: Well, I think -- | just wanted to
poi nt that out that the House has done its work and the
Senate now needs to pass a bill and get it to the

President's desk. But let ne ask you this, Director
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Hai nes, the General said since he was a young officer, that
the threat has changed, the threat has exponentially

i ncreased. Do you agree that this is the nost conpl ex and
dangerous threat environnment since Wrld War 11? And |
will ask that to both of you. Director Haines first.

Ms. Haines: Sure. Thank you, sir. | feel as if you
al ways feel as if the tinme that you are in is the nost
conpl ex and nost challenging. | do feel that way, but | am
alittle bit conscious of the sort of cognitive bias that
Is associated with tine. But | think it is, you know, as
our annual threat assessnent --

Senator Wcker: Wll, this is a very conplex and
dangerous threat environnment, is it not? General, is this
t he nost conpl ex and dangerous threat environnment since
Wrld VWar |17?

General Berrier: Senator, | believe it is. Wen you
consi der the advances in technol ogy, the precision of
weapons, the globalization information, the rise of China,
al ong with what Russia has been up to. And then you
consi der dangerous regional actors |like Iran, North Korea,
and the continued threat of violent extrem st
organi zations, it seens |ike the nost conplex --

Senat or Wcker: And do you then agree, General, that
the authorization bill and the appropriation bills that

Congress passes this year should represent acting
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accordingly to address this greatest threat?

General Berrier: Senator, there is a threat there.
support the President's budget and that is -- | will just
| eave it there.

Senator Wcker: Ckay. | think that answer speaks
| oudly. China gives us a figure, Ceneral Berrier, about
how much they spend. They say $224 billion annually on
their mlitary. Do you agree that China spends
significantly nore than they publicly admt? And what is
your best estimate of how much their annual defense
spendi ng iS?

General Berrier: Senator, there are a nunber of
factors that go into that estimate. | would be nore
confortable in a closed session to discuss that.

Senator Wcker: And Director Haines, | guess you
don't want to discuss that publicly also. Well, let's then
| et both of you discuss what this Ukraine war has done to
Russia's mlitary capability, not only today, but over the
next 10 to 15 years. GCeneral.

General Berrier: A nunber of factors as well.
Senator, | think, you know, just the conbat | osses, and |
spoke of this in nmy opening statenment about the new | ook
arny. The reorgani zation that the Russian mlitary took in
the early 2000s neant that they would be better, faster,

smaller, if you will, fromwhat they were in the Sovi et
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era.

That arny largely is gone, and they are relying on
reserves and reserve equi pnment, ol der Soviet era kinds of
kit. 1t is going to take thema while to build back to
nore advanced kit. The estimates go from5 to 10 years
based on how sanctions affect themand their ability to put
t echnol ogy back into their force.

So, | think they have had a setback in the ground
forces, but still very, very capable in their strategic
f orces.

Senator Wcker: Director Haines, the next 10 to 15
years, based on what has happened to the Russian
conventional mlitary capability so far.

Ms. Haines: Yes, | nean, | absolutely agree with
General Berrier. There is no question and | think
unanimty in the intelligence comunity, it will take years
for the Russians to build back up their ground forces.

They have really significantly degraded them but they
nevert hel ess have, as indicated, strategic force, other
forces, and that doesn't nean that they are not a powerful
mlitary force.

Senator Wcker: Okay. Wll, then let nme just say
this with regard to ny previous question, there is an
uncl assified Departnent of Defense annual China mlitary

power report. That is not secret. It doesn't need to be
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It states that China's "actual mlitary related
spending is likely significantly higher than what it states
inits official budget.” You don't disagree with that,

Di rector Haines, do you?

Ms. Haines: No. | think one aspect of it is the
civil mlitary fusion that we see in China, where so nuch
of, in fact, their civilian industry is actually adapted
and used by their mlitary. And when you consider that, it
Is a significant --

Senator Wcker: Thank you. Thank you very nuch.

Chai rman Reed: Thanks, Senator Wcker. Senator
Shaheen, pl ease.

Senat or Shaheen: Thank you both for being here and
for your service to the country. D rector Haines, | want
to go back to your comments about the 702 reauthorization,
because | returned from along wth a nunber of ny
col | eagues, including Senator Budd, we returned from South
Anerica a couple of weeks ago where we visited four
countries, and the 702 really cane up, or at |east the
ability of the intel comunity to use those authorizations
to address the chall enges facing the country.

And | was particularly interested in the
counternarcotics effort because we continue to have a huge

I ssue in New Hanpshire with the opioid epidemc. So, | do

37
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think it is very inportant for us to continue to have those
authorities.

But there are also sone very real concerns about
privacy that we have heard. So, can you talk to how
inmportant it is for these authorities to help us continue
Wi th counter-narcotics efforts and al so what we are doi ng
in terns of addressing the privacy concerns?

Ms. Haines: Yes, absolutely. And I think, you know,
this is one of the challenges for us, has been in the
Intelligence community, frankly, trying to declassify
exanples of howit is that we have used 702 so that the
public has a better understanding of the value of this
authority and the collection that we have.

But also, as a general matter, it has been an
I nportant authority for use for in the context of
countering narcotics trafficking. And in many respects
used to hel p support our foreign partners in interdictions
as a general matter, and that is sonething that has been
critical.

In terns of the privacy and civil liberties pieces of
this, I nmean, | just -- what | would say is, you know, we
have a nunber of things that we do in order to try to
noni tor and assess our conpliance, and then to ultimately
design the systemin such a way as to incentivize and

pronote conpliance, making it, in other words, technically
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hard to do things that are non-conpliant.

And then ultinmately have increased extraordinary
I nvestnments into training of folks who woul d use the system
and then to naki ng adjustnments as we go through the process
where we see sonething goes wong and then actually
addressing it, and al so hol di ng people accountable in the
context of any conpliance violations.

And just to give you a couple of things. On an annual
basis, the entire programis reviewed and recertified by
the foreign intelligence court, essentially, as one piece.
Al so, we do sem annual conpliance reports to Congress. W
have a joint 60-day review, ny office and the Departnent of
Justice, of targeting decisions of any U S. person queri es,
i f they are done through the databases that exist and
di ssem nati on.

We have targeting and m ni m zation procedures for each
el enment that are not just reviewed by the Attorney Ceneral
but go to the FISC court. Again, we go through a variety
of ways in which to try to ensure that we have created, in
effect, a virtuous cycle where we can ensure that
everything that we are doing is in fact pronoting
conpliance and then nonitoring it to see if that is, in
fact, what is happening, and then addressing chall enges as
t hey cone and nove forward.

And then we al so have been providing reports publicly
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about nonconpliance incidents so that we can show t he
Ameri can people, we can have all of you and your
constituents | ook at what is happening and see where we
make progress, where we make m stakes, how we address it,
and then how we nove forward on it so that we can actually
build the trust that is necessary. Thank you.

Senat or Shaheen: Good. Thank you. You both
menti oned cyber in your -- | think you both nentioned cyber
in your remarks, but | didn't hear either of you tal k about
the efforts to address di sinformation.

And one of the places where our adversaries have
certainly been very effective, | think nore effective than
we have been in responding in nany cases, has been in the
di si nformati on arena.

Can you speak to what we are doing and how we are
coordinating with other operations |ike the d obal
Engagenent Center at the State Departnent?

Ms. Haines: Sure. | wll start and CGeneral Berrier,
If you want to add to this. But Congress put into | aw that
we shoul d establish a foreign malign influence center in
the intelligence comunity.

We have stand -- you know, we stood that up and it
enconpasses our election threat executive work, essentially
| ooki ng at foreign influence and interference in elections.

But it also deals with disinformati on nore generally.
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And what we have been doing is effectively trying to
support the gl obal engagenent center, others throughout the
U.S. Governnent, in helping themto understand what are the
pl ans and intentions of the key actors in this space,

Chi na, Russia, other, you know, lran, etcetera, and then
give them a sense of what it is that we are seeing in terns
of the techniques that they use, how they go about this,
and provide that for policymkers so that they are able to
take that information and hopefully counter it and address
it.

Senat or Shaheen: Thank you.

General Berrier: | think DIA s perspective on this,
Senator, is really speed. W want to be able to detect
that. It is really wth our open-source collection
capability, working with our conbatant command partners
where this is happening all over the world. And then the
ability to turn sonething quickly with them under the right
authorities to counter that disinformation or
m si nf ormati on.

Senat or Shaheen: Thank you bot h.

Chai rman Reed: Thank you. Senator Fischer, please.

Senator Fischer: Thank you, M. Chairman. And thank
you both for being here today. Director Haines, |ast year
you testified that, "China will continue to essentially

expand their nuclear arsenal and diversification for a
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period of tine.” Has that assessnent changed or does the
intelligence community still maintain it?

Ms. Haines: That assessnent has not changed.

Senator Fischer: And in public reports, we have seen
that the DI A has assessed that China will deploy 1,500
war heads by 2035. STRATCOM Commander General Cotton, has
al so publicly confirmed that U. S. -- China has now
surpassed the United States in the nunber of fixed and
nobi | e | and- based | aunchers for ICBM Ceneral Berrier, do
you agree wth that assessnent still?

General Berrier: | do agree.

Senat or Fischer: Thank you. Director Hai nes, does
the Intelligence Commttee assess that China has any
Interest in pursuing arns control agreenents that woul d
restrict their devel opnent of nucl ear weapons?

Ms. Haines: No. As a general matter, we have not
seen China express interest in arns control agreenents in
this area.

Senator Fischer: And General Berrier, we have seen
reports that Russia is providing China with plutoniumfor
Chi nese fast breeder reactors. 1In fact, it was reported by
a UK think tank.

They noted that between Septenber and Decenber of
2022, Russia provided seven tinmes nore highly enriched

uraniumto China than the United States and the
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I nternational Atom c Energy Agency have secured over the
past 30 years. Wiat are the inplications of that increased
| evel of cooperation of their nuclear prograns?

General Berrier: The layers of cooperation between
Chi na and Russia go very, very deep. | cannot speak to the
specifics of the uraniumaspect of that. |If true, it is an
accel eration of progranms in devel opnent and technol ogy
transfer.

Senator Fischer: And D rector Haines, do you have
anything to add to that?

Ms. Haines: No.

Senator Fischer: |s there any novenent within the
Admi nistration to look at -- first of all, to set up
agreenents again wwth Russia? And is there any, | would

say, false hope by this Admnistration to believe that they
could pull in Russia, let alone trying to pull in China in
t hose tal ks?
Ms. Haines: | couldn't speak to that just because it
IS obviously in the policy comunity and | am not sure |
woul d know, frankly, what it is that they are | ooking at.
Senat or Fischer: GCkay. Thank you. Also, Director
Hai nes, | ooking at Afghani stan, do you assess that |SIS K
still seeks to conduct external operations against the
United States, our forces, and our allies and partners?

Ms. Hai nes: Yes.
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Senat or Fischer: Do you agree with the assessnent
that we had in March from General Kurilla about how long it
woul d take ISIS-K to generate the capability to conduct
external operations? He told us at that time that any
operation between -- or against the United States and
Western interests abroad coul d happen wthin six nonths
with little or no warning. Wuld you agree with that?

Ms. Haines: | would have to take that back, to be
honest. There has been a nunber of devel opnents, even
since General Kurilla apparently testified on this issue,
of taking out key external ops folks within ISIS-K and |
think that m ght affect the tineline. But | would be happy
to take that for the record.

Senator Fischer: Do you feel that we have | ost
I nformation gathering capabilities and al so CT operations
I n Af ghani stan since our w thdrawal ?

Ms. Haines: W certainly, the intelligence community
has been clear about the fact that we are not able to
coll ect as nmuch information today as we were, obviously,
when the troops were in Afghanistan.

Senat or Fischer: How would you, | guess, rate the
anmount of intelligence that we are able to gather in
Af ghani stan? Because it is ny understanding our CT
operations are basically nil. W are |ooking at hardly

anybody on the ground to be able to help.
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So how do you rate what we are able to get when we are
| ooking at a threat against not just United States
I nterests and persons, but also our Western allies, the
growi ng threats that we are facing there?

Ms. Haines: To be specific, we would have to do this,
| think, in closed session. But as a general matter, what
we have sought to do is to try to -- trying to think howto
do this in an unclassified way but devel op enough
coll ection opportunities so that we can nonitor the threat.
It is definitely, as you indicated, degraded from what we
had previously, and we can discuss the details in the
cl osed session.

Senat or Fischer: Thank you. Thank you, M. Chairman.

Chai rman Reed: Thank you, Senior Fischer. Senator
G |l librand, please.

Senator Gllibrand: Director Haines, the DOD and the
| C are engaged in cyber operations agai nst our adversaries
every day and gain intelligence about how these adversaries
operate and intend to operate in the cyber donain.

However, in the event of a | arge-scale cyber-attack on the
honmel and, CISAis in the leading role. How nuch of your
intelligence on, for exanple, the PRC cyber threat, are you
able to share wwth C SA, and how nuch nust renmain inside
the DOD and the I C?

Ms. Haines: W share al nost everything wth Cl SA
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honestly. They get our analysis on these issues. They see
the raw intelligence. W have overlap in terns of even
intelligence that we get fromcomercial threat indexes and
soon. So, it is quite open sharing in that respect.

Senator Gllibrand: And when we rely on allies across
the gl obe for operations and assistance, are we able to
| everage our efforts with what we do with CISA, wth those
allies?

Ms. Haines: Yes, it is a great question. |In fact, |
nmean, we have tal ked to allies about, for exanple,
recogni zing that so nuch of the critical cyber threat
I nformation exists in the conmercial sector because we are
trying to see how it is that adversaries are attacking
t hem

We have talked to allies about working together in
order to obtain and | everage each other's comrercial threat
I nformati on, where that is permtted based on the
agreenents that we have with the conmmercial sector.

And working with CISA to ensure that they have access
to that information. That is an exanple of working with
allies and partners in a way that can help CISA to better
have, you know, the | andscape and the picture that they
need for the work that they do.

Senator Gllibrand: And in the event of a substantia

cyber-attack by China on our donmestic infrastructure, what
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woul d the chain of command | ook like in ternms of defense
and response?

Ms. Haines: | think it would depend on -- this
probably is not the best question for me, but | think it
woul d depend on where the response is being conducted and
how t hey are approaching it. Ooviously, the President is
the final authority in any event. But how it would work
t hrough the system | suspect m ght have sone differences.

Senator G llibrand: Lieutenant General Berrier, on
t he sane questi on.

General Berrier: Nothing to add to that, ma'am

Senator G llibrand: Qur Governnment often tal ks about
how our allies and partners are our strategi c advantage.
From the perspective of China, Russia, and Iran, who are
the allies and partners they are nost concerned about
bui | ding cl oser relationships with, and how woul d bui | di ng
cl oser relationships with those countries inpact regional
deterrence?

And as context, | recently took a trip to the Mddle
East to study the inpact of the Abraham Accords on UAE, on
Morocco, Bahrain, and Israel. And with regard to that,
obvi ously there was concern when Saudi Arabia decided to
engage China in their negotiations with Iran.

What is the inpact of being able to bring Saudi Arabia

i nto the Abraham Accords, in the context of the |arger
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question?

Ms. Haines: And Senator Gllibrand, forgive ne. At
the very -- | mssed the very first part of your question.
Can you just repeat the first sentence --?

Senator G llibrand: Just that we often tal k about how
our allies and partners are our strategic advantage. And
so, fromthe perspective of China, Russia, Iran, who are
t hey nost concerned about?

And then as an exanpl e, the Abraham Accords, | think,
IS a very strategic partnership for us that should be seen
as very powerful. And how did the recent efforts by China
to negotiate with Saudi Arabia and Iran affect that
strategic alliance.

And whet her that was a powerful strategic alliance we
shoul d have been pushing for?

Ms. Haines: Yes. So, | think what our anal ysts woul d
point to as a general matter would be a whole series of key
countries that are sonetines referred to as hedgi ng states
that are in the space between, as you indicated, UAE is an
exanple of this in a sense.

You know, there may be others. It is probably easier
to talk about this in a closed session. But there are a
variety of countries where, in effect, they are | ooking at
the United States and China and Russia on the other side,

in effect, and trying to diversify their relationship in a
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way that allows themto maxim ze their interests while at
the sanme tinme pursue, you know, sort of econom c and ot her
security strategies in each of these bases.

| would say with Saudi Arabia in particular, that
-- and the Abraham Accords nore generally, that we do think
there has been kind of a value of bringing these countries
t oget her under certain circunstances. And in that that
I nteraction has provided sone security benefits to the
United States and to others.

But | think it is, you know, each case would have to
be | ooked at on a case-by-case basis in order to sort of
Identify what are sone of the pros and cons. Not sure that
was very hel pful. Apol ogi es.

General Berrier: Senator, | would say that your
question is a bullseye on the discussion of strategic
conpetition and what strategic conpetition is. W know
that China and Russia are seeking partnerships with
countries that have historically been U S. partners.

And this is the nature of the changi ng | andscape and
the conplexity of the environnent that | described in ny
opening statenent. And we have to be there, and we have to
be a better a better solution, whether that is through
intelligence sharing or other partnerships.

| don't think it is a lost cause. | think there is a

| ot we can do, and | think people see the goodness in what
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the United States brings, and we have to go forward with
t hat .

Chai rman Reed: Thank you, Senator G 11 brand.
Senat or Cotton, please.

Senator Cotton: Thank you both for your appearance.
| woul d extend nmy condol ences as well to the famly of
General Stewart, who was a trail blazing Marine. | am
surprised it has gotten to ne the seventh questioner and no
one has raised the fact that Russia's governnent has
accused Ukraine of trying to assassinate President Putin
and saying that the United States goaded theminto it.
Seens like kind of a big deal. Big if true, as the kids
say today. Dr. Haines, what do you have to say about these
clainms fromRussia' s governnent?

Ms. Haines: WeIlIl, obviously, you have seen the
Ukr ai ni an government deny their -- you know, having engaged
inthis. And at this stage, we don't have infornmation that
woul d all ow us to provide an independent assessnent on
t his.

Senator Cotton: Okay. General Berrier.

General Berrier: | think it gets after Senator
Sheehan' s coment about m sinformation.

Senat or Cotton: Perhaps sonme grounds to think that
maybe these clains are exaggerated. One, do we know t hat

Viadimr Putin doesn't spend the night at the Krenlin al
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that nuch? 1Is that correct, D rector Haines?

Ms. Haines: Yes.

Senator Cotton: The Kremlin is not like the Wite
House, in other words. |Is not the primary residence of the
President of Russia. Even if you were there, these drones
fromthe videos | have seen, they do not appear to be the
ki nd of the size of weapons that could do significant
danmage to the Kremin. |s that correct?

General Berrier: That is correct.

Senator Cotton: They al so appear to be the kinds of
drones that would require relatively close |ine of sight
control, which neans soneone on the ground in Mdscow, which
Is not known as an open and friendly city to people who are
hostile to the Russian governnent. |Is that correct,

General Berrier?

General Berrier: Potentially fromthe photos that |
have seen, yes.

Senator Cotton: |In nost attacks on Russian soil,
Ukr ai ne' s governnent has been anbi guous or silent about
responsibility for the attacks. Yet in this case, they
have explicitly disclainmed any responsibility. |Is that
correct, Director Haines?

Ms. Haines: Yes.

Senator Cotton: Al right. General Berrier, | think

you m ght have been on to sonething when you said that this
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sounds |ike msinformation. | want to nove on to anot her
matter, Director Haines, about Mexican drug cartels. They
are causing now nore deaths in America than we | ost every
year in the Vietnam War, or every year in America than the
entire VietnamWar. In fact, alnost twice what we |ost in
the Vietnam War due to fentanyl alone. Has the
intelligence conmunity produced a national intelligence
estimate on the threat that the cartels pose to Anerica?
Ms. Haines: No, we have not, sir.

Senat or Cotton: So, the NTE is the nbst authoritative

witten judgnent on national security matters. |Is that
correct?

Ms. Haines: It is authoritative. | suspect it would
be -- yes.

Senator Cotton: Do you have any plans to produce an
NIE on the threat that cartels pose to Anerica?

Ms. Haines: W do actually have sonething on our
cal endar that is on transnational crimnal organizations,
I ncluding the cartels in this space.

Senator Cotton: Thank you. | think that is
warranted, and | look forward to seeing it. Director
Hai nes, you nentioned earlier that it will take Russia
years to rebuild its ground forces. And | believe you were
saying that to express agreenment with General Berrier. |Is

that correct?
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And General Berrier, you believe it will take years
for Russia to rebuild its ground forces?

CGeneral Berrier: | do.

Senator Cotton: Most intelligence agencies
I naccurately judged the early days of the war. They
t hought that Russia would roll into Kyiv very quickly and
conquer nost, not all, of Ukraine. GCeneral Berrier, was
that a result of our intelligence agencies underesti mati ng
t he Wkrainians or overestimating the Russians?

General Berrier: Senator, | think it was a
combi nati on of both.

Senator Cotton: Ckay. Wen you are naking your own
operational plans, you have to nake assessnents about the
adversary, correct?

General Berrier: Correct.

Senator Cotton: Okay. And that is true where they
operating at the platoon level or at the national strategic
| evel .

General Berrier: Yes.

Senator Cotton: So, it is fair to say, based on the
fact that we now know we overesti mated Russia's
capabilities as of |ast February, and we have seen their
forces degraded to the point it will take years to rebuild
them that they are a nmuch weaker fighting force than we

t hought 14 nonths ago, right?
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General Berrier: That is what we currently assess,
yes.

Senat or Cotton: Shoul dn't our operational plans about
a potential war with Russia in Europe then be changed to
refl ect that new understandi ng?

General Berrier: | think in the purview of U S.

Eur opean Command and t he Departnent of Defense, they are
| ooking at all that, Senator.

Senator Cotton: Yes. They need to urgently because
one of the reasons we have heard on this commttee about
t he sl ow pace at which we are delivering certain weapons is
that our operational plans require it.

And if our operational plan in Europe is based on what
we thought Russia was capable of 14 nonths ago versus what
they are capable now, it badly needs to be revisited.
Director Haines, one final |ine of questions about Russia.
They have gotten a | ot nore aggressive towards the United
States recently.

We all renenber the Black Sea incident in one of their
aircraft downed, an MQ 9 drone. The head of U S. Air
Force's Central Command recently said that Russia is,
"increasingly bellicose towards Anmerican aircraft in
Syria," suggesting they even are |ooking for a fight
-- they are spoiling for a dogfight.

And in third, the head of European Command, Gener al
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Cavoli, recently noted that Russian submari nes have gotten
nore active in the Atlantic than they have been in years.
One, are there other instances of grow ng Russian

aggr essi on?

And two, why do -- what is the intelligence
community's assessnent for why Russia has grown
I ncreasingly aggressive in these ways?

Ms. Haines: Can we address this in closed session?

Senator Cotton: Sure.

Ms. Haines: GCkay. Thank you.

Chai rman Reed: Thank you, Senator Cotton. Senator
Kai ne, pl ease.

Senator Kaine: Thank you to our witnesses. Director
Hai nes, in your opening testinony, you said that the
Chi nese are growi ng nore and nore pessimstic about the US-
China relationship. Wat is the source of that grow ng
pessi m snf?

Ms. Haines: | would say that there is a nunber of
factors that are leaning in that direction in the sense
that -- we can maybe do a little nore in closed session to
get to what the root of this is -- but | think they are
i ncreasingly perceiving the sort of zero sum gane that |
nmentioned effectively in the opening testinony, where in
essence, you know, we have al ways understood that they

perceive thenselves, or for the last few years now, as
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being on the rise and they perceive the United States as
being on the decline. And they ultinmately are concerned
about the potential for conflict as we pass each other, or
sort of the classic frame through which they piece this.
The --

Senator Kaine: |s sone of the pessimsmrelated to
their perceptions of statenments by Anmerican political
figures?

Ms. Haines: Sure. | nean, but it is all of the
| arger piece, which is to say that | think that they
continue to perceive that they can't do what they want to
do without essentially pushing back on the United States
and ultimately countering us in ways that, you know -- and
our allies, frankly, in a variety of different --

Senator Kaine: A great President once said, speak
softly and carry a big stick. | will let ny coll eagues
-- we all have our own judgnent about the size of the stick
we are carrying or should. | have noticed on the speak
softly side of the Roosevelt maxi num the -- we have been
getting |l ouder and |l ouder with respect to Chi na concerns.

We had the hearing with the | NDOPACOM | eader ship
recently, and the opening statenent is a boilerplate at
that hearing. War with China is neither inevitable or
necessary, but then the remaining hours of the hearing was

just one statenent after the next that sonmeone trying to
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perceive what the intentions were here mght well lead to
t he conclusion of, wow, you know, we are nore pessimstic
because of statenents that are bei ng nade.

How did, froman intelligence standpoint -- | was
concerned at the news that during the Chinese balloon

I nci dent, Secretary Austin tried to call his counterpart

and the Chinese counterpart would not answer the phone. |Is
that -- that was publicly reported. |Is that accurate?
Ms. Haines: | believe it is. | wll tell you that as

a general matter, the Chinese typically clanp down in a
crisis and they don't, you know, engage. And that is a
cl assic paradi gm

Senator Kaine: And the that is alittle bit different
than Russia, correct? That even in tough tines, at |east
the lines of conmmunication between the mlitary to
hopeful | y de-escal ate generally remain open with Russia.
Isn't that also the case?

Ms. Haines: Yes.

Senator Kaine: W want to try to be very strong to
deter war. W want to be prepared to win any war we shoul d
need to. But we would also want to, a, avoid wars based on
bad intel. W have a recent history of getting into a war
agai nst lIraq based on bad intel regarding Iraqg's non-
exi stent weapons of nmass destruction program

But we would al so want to do everything we could to
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avoi d wars based on m sconmuni cati on, m sunderstandi ng,
unnecessary escalations. |s that correct?

Ms. Haines: Yes.

Senator Kaine: What is your -- as the DNI, what is
your current |evel of concern about the prospect of getting
I nto unnecessary mlitary action based upon a
m sconmmuni cati on or unnecessary escalation? |Is that a
small concern or is that a concern that worries you?

Ms. Haines: Absolutely worries nme. | nean, | think,
you know, that is part of the job, right, is that we need
to be as vigilant as we possibly can in order to be able to
hel p our policymakers, our decision nakers, all of you have
a better understanding of what is actually happening so
that there isn't that kind of unintended escal ati on or
m scal cul ati on

And | think one of the challenges that we al
recogni ze in the context of our relationship with China is
t hat because there is that kind of clanp down during crises
that we were just talking about, it puts an extraordinary
prem um on our capacity to be able to provide insight on
what is happening in those nonents.

Senator Kaine: | think that is a wise concern to
have. Last thing | wll just say is the unclassified
annual threat assessnment that you shared with the commttee

was 40 pages long. Two pages were pertaining to the
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West ern Hem sphere.

| also recently returned froma trip into the
Anmericas, and the issues there, whether it is fentanyl,
whether it is immgration challenges, whether it is
political instability, but also the fact that our
adversaries are investing so heavily in the Wstern
Hem sphere suggests to ne that we ought to be paying nore
attention.

Bot h t he SOUTHCOM budget and sone ot her budgetary
| tenms suggest that we are really under-resourcing the
region, and that is sonething that I will try to work with
nmy col |l eagues on. But thanks to the w tnesses for your
testinony and your service.

Chai rman Reed: Thank you, Senator Kaine. Senator
Rounds, pl ease.

Senat or Rounds: Thank you, M. Chairman. And let ne
begi n by thanking both of you for your service to our
country. GCeneral Berrier, really appreciate 39 years, and
especially to your famly. This is a |ot of deploynents, a
|l ot of tinme away fromhonme, and it is truly deploynents
that are handl ed not just by you but by your famly as
well, and we thank you for that.

Let ne begin with Director Haines. | think Senator
Shaheen began a series of questions regarding 702 and

asking for an explanation really about howit works and so
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forth. | amjust curious, wth regard to our adversaries,
do you think that they believe that there is an opportunity
to mani pul ate or provide m sinformation about sone of the
prograns that we have in this country?

And has there been evidence that they have tried to
mani pul ate public information or provide m sinformation
concerning sonme of our nore capable prograns?

Ms. Haines: | amtrying to think of a specific
I nstance. There is --

Senator Rounds: | prefer not to use a specific, just
not -- because we are in an unclassified discussion, but
just in general, do you think that they believe that they
can i nfluence political decisions here by providing
m si nformati on publicly?

Ms. Haines: Yes, absolutely. They have typically
engaged in such activities in order to try to influence
public debate on issues that are of inportance to them

Senator Rounds: And 702 m ght be one of those as an
exanpl e.

Ms. Haines: Could be. | don't have particul ar
I nformation that indicates that that is happening.

Senat or Rounds: But General Berrier, would you
believe -- would there be assessnents nmade that our
adversaries attenpt to nmani pulate or to influence political

decisions with msinformati on or propaganda being provi ded?
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General Berrier: | think it is clear that they have
participated in that activity, and they woul d take
advant age of any opportunity that m ght present itself,
yes.

Senator Rounds: 702 m ght be one of those prograns
that they would provide --

General Berrier: Potentially, yes.

Senat or Rounds: Potentially. How about with regard
to sone of our mlitary capabilities and sone of the
chal l enges that we sonetines have? They wouldn't be -- it
woul dn't be beneath themto try to mani pul ate deci si ons on

a public level that would influence our ability to defend

our country, if they -- if we had the opportunity. Fair
enough?

General Berrier: | agree with that.

Senat or Rounds: Let nme -- lately, | have been really

kind of following up on the issue of the sharing of
spectrumwi th regard to areas, particularly in the 3.1 to
3.45 gigahertz area. This is the S-band. And | am j ust
kind of curious. W have a nunber of different very, very
I nportant mssions that rely on that portion of the S-band.
Wul d that be a fair statenment, Ceneral Berrier?

General Berrier: |t would be, yes.

Senator Rounds: Are you aware of any of the nore

capabl e -- defensive capabilities that we have that rely
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specifically on radars, conmmunications in that area?

General Berrier: Cenerally speaking, yes, but | am
not a technical expert.

Senat or Rounds: Okay. Fair to say that the Aegis
destroyer systens that we rely on for protecting agai nst
air attacks along our coastlines utilize -- | think
publicly we have tal ked about it already, about the fact
that our radars are in that region.

General Berrier: | think that is fair.

Senat or Rounds: Ckay. Not just the East Coast and
the West coast of the United States, but Al aska and Hawai
as wel .

General Berrier: Yes.

Senat or Rounds: But we spent a | ot of nobney
specifically in that particular area. Qur adversaries know
that. It is a matter of public discussion. Fair enough.

General Berrier: Fair enough.

Senat or Rounds: Right now, there is public discussion
about sharing a | arge anmount of that area, or a discussion
about trying to share or take fromthe Departnent of
Def ense portions of that spectrum

Wul d that be an itemof interest for our adversari es,
and woul d there be an advantage to our adversaries if for
any reason we were to |lose that part of the spectrumfor

def ensi ve purposes?
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General Berrier: | think that would be an item of
i nterest for our adversaries, and | could see them
potentially trying to take advantage of that discussion.

Senat or Rounds: Director Haines, would you agree with
t hat ?

Ms. Haines: Yes.

Senator Rounds: Thank you. Let nme turn one other
area, Africa. Just really curious. | know that right now
Chi na has been | ooking at the possibilities of bases in
Africa, along the Atlantic coast of Africa.

What woul d happen if Africa were to be able to -- or
If China were to be able to establish a base of operations,
or for that nmatter Russia, along the Atlantic coast of
Africa? What would that do in terns of defendi ng our
honel and?

General Berrier: Senator, | think permanent bases
there would give them nore reach and nore access. And as |
t hi nk about strategic conpetition, it is one of those
things that we watch. And it is really DIA's job to keep
an eye on that and alert the departnent if we see that
happeni ng.

Senat or Rounds: Do you see it happeni ng?

General Berrier: W do see China trying to nake
i nroads into Africa for sure. And we know that they woul d

| i ke to expand their gl obal bases.
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Chai rman Reed: Thank you, Senator Rounds. Senat or
Ki ng, pl ease.

Senator King: Thank you, M. Chairman. First, M.
Chairman, | would |like to ask unani nous consent that a
response fromthe Congressional Research Service to a
| etter that Senator Sullivan and | sent to them be included
in the record.

The research service provi ded an exhaustive report to
us in response to questions we had on how China invests in
nati onal security, examning the investnents of the PRC
that nost contribute to the country's power and infl uence.

| want to thank the CRS teamfor the work on this.
This is a very informative report. | hope it can appear in
the commttee's records.

Chai rman Reed: W thout objection.

[ The information referred to foll ows: ]

[ COM TTEE | NSERT]
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Senator King: Thank you. Director Haines, | want to
tal k about allocation of intelligence resources. Since we
have been sitting here this norning, about 15 peopl e have
died in this country fromdrug overdoses, just in the | ast
hour and a half. In a couple of -- in about a week and a
hal f, as many as were killed on Septenber 11th.

We are under attack and yet we are not really
responding. W are sort of nunb to it. And particularly
we had testinony in a previous hearing that between one and
2 percent of the ISR resources globally under our control
are involved in |looking at the drug i nportati on problem
from South of our country.

| think that is a gross msallocation of resources.

If this were a terrorist attack killing 110,000 people a
year, we would be turning this country upside down to
counteract it, and to not be allocating the nost basic,

I nportant intelligence resources of ISRin this fight, |
thi nk i s unconsci onabl e.

| hope that you will go back to the Adm nistration,
and particularly to the intelligence community, and say
this is a worldwi de threat that is the nost i medi ate
threat to American lives. Can you nake that commtnent to
me?

Ms. Haines: Yes, absolutely, Senator. | think you

know t hat, and we have indicated this in other testinony,
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but the | eaders of the intelligence comunity conpletely
agree with you that this is absolutely critical. And we
are each of us involved in a whole series of efforts to try
to expand effectively our collection and our --

Senator King: WlIl, | have been asking these
questions for years, and everybody agrees, but | keep
saying 1 or 2 percent, so --

Ms. Haines: Insufficient.

Senator King: -- | amlooking for action rather than
sinply expressions of concern. Ceneral Berrier, do we have
any information that you can share in open session about
Chi nese provision of nunitions to the Russians in the
Ukrai ne war? Because in ny view, that woul d change the
calculus if suddenly Russia had an infusion of anmunition
and other nmunitions in order to counteract the actions of
t he Ukrai ni ans.

General Berrier: Senator, we watch this very, very
carefully. And publicly, China has said that they woul d
remain neutral in this conflict. W continue to watch
them and we can discuss it nore in the cl osed session.

Senat or King: Thank you. You nentioned in your
testinony, and | notice thereis a little subtlety where
you said this has been a bad year for Russia and Ukrai ne.
But then | think in the next phrase you said, but Russia is

very dangerous. \What is the analysis of the likelihood of
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Putin using nucl ear weapons? What would trigger it and how
likely is it?

General Berrier: Senator, there are a nunber of
scenarios that we have thought through, and I would be
happy to discuss those in a closed session.

Senator King: Well, | think in an open sessi on,

t hough, can you tell ne that whether you think there is
sone |ikelihood or possibility of nuclear weapons being
used?

General Berrier: | think, you know, in the nature of
conflict, there is always that possibility. R ght now, I
would say we think it is unlikely.

Senator King: Unlikely is good. | would rather hear
not happen, but we can discuss this further in a closed
sessi on.

Ms. Haines: Can | --?

Senator King: Yes, go ahead, please.

Ms. Haines: | think fromthe IC perspective, it is
very unlikely is our current assessnent.

Senator King: Thank you. W can discuss that further
In a closed session. Director Haines, yes or no question,
woul d the expiration of Section 702 be a nmjor conprom se
of national security?

Ms. Haines: Yes.

Senator King: And | think you have testified about
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how i nportant it is, but | don't think it really cones
across that this is one of the crown jewels of our
intelligence capability, is it not?

Ms. Haines: Yes. As an exanple of this, 59 percent
of every PDB, our President's daily brief articles, are
sourced to 702 information. It gives you a sense of just
how critical this is. It is utterly fundanental. | could
not overstate, frankly, the value of it.

Senator King: And | know you struggled with this in
your opening statenent, but the problemis the inportance
of it is hard to denonstrate to our nenbership w thout
conprom sing classified material. And that is the dil emma.
| think we have to accept your representation, which
understand you are talking for the entire intelligence
community. This is an essential elenent of our ability to
protect this country. 1Is that true?

Ms. Haines: Yes, absolutely.

Senator King: Thank you. Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator. Senator Ernst,
pl ease.

Senator Ernst: Thank you, M. Chair. And | also
woul d |i ke to express ny condol ences to the famly and the
friends of the late General Stewart. So good norning to
our witnesses and thanks for the testinony today. The

greatest mlitary challenge that we face is a really a two-
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front conpetition, as you have laid out so well this
nmor ni ng, between China and Russi a.

So, | do agree with your judgnent that China and
Russia will maintain their strategic ties, which does
create great potential threats. And let's be clear, we
have heard you State over and over again, as we have seen
Chi na and Russi a advancing, they are clearly encircling us
around the globe. So, China proclained a no limts
partnership on the eve of Russia's invasion.

And Xi just went to Moscow and affirnmed that
commtnment. And we watched all of that unfold on our
television sets. And, Director Haynes, first to you. How
has Beijing' s assessnent of its junior partner in Mdscow
changed since the invasion?

And then to you, Ceneral Berrier, do the recent joint
mlitary exercises suggest a deeper or deepening mlitary
comm tment between the two countries?

Ms. Haines: Thank you, Senator. So, in terns of how
the rel ati onship has changed, and in particularly China's
perception of it since the invasion of Ukraine, | wll say
t hat even before the invasion of Ukraine, we recogni zed
t hat China and Russia were getting increasingly closer and
that was -- and that we were seeing cooperation across al
di fferent sectors.

But to your point, since the invasion, that closeness
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has accelerated to sone extent. And in part this is due to
the fact that Russia is increasingly beholden to and needs
China. And China perceives Russia increasingly as, you
know, a country that was already in the sort of little
brother role is often how it is described, but neverthel ess
I s now even nore behol den and therefore they have greater

| ever age.

And that can sort of manifest itself in the context of
various aspects of the relationship, such as in the Arctic,
where they actually have differing interests, where, you
know, China is not an Arctic country but wants to be in
effect and wants to have nore power and authority in that
ar ea.

And Russi a recogni zes that they are going to need
China and their investnent in order to get to sone of the
resources that they are interested in the Arctic. And as a
consequence, that -- you know, China sees an opportunity
and an increasing one in light of the current scenario with
Russi a.

And so, we see themnow at sort of the peak of their
econom c trade, continuing mlitary exercises and ot her
types of collaboration and political and technical. And it
IS nmoving even as we continue to assess from an
intelligence community perspective that there are limts

ultimately, that they are unlikely to get to the point of
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being |Ii ke NATO allies, for exanple, as we see them

Senator Ernst: Geat. Thank you. GCeneral Berrier.

General Berrier: Senator, | would describe it as
deepening and it has been gradual, but the conplexity, the
scope, and the tenpo of these joint exercises is increasing
nostly in the air domain, in the naval domain. W don't
have a |l ot of insight into nore sensitive activities, but |
do believe that it is deepening and grow ng.

Senator Ernst: Thank you. And to both of you as
well, wth this partnership and the deepening of their
mlitary comm tnent through exercises and so forth, how can
we find a wedge and really divide the two countries by
driving a wedge between then? What can we find as a
strategy to separate those two powers?

Ms. Haines: Yes, it is a great question. W have
done sone anal ysis and we can get you a nore thorough
expl anation rather than ny quick remarks. But | would say
that we do see sone challenges for themin getting, you
know, as they get closer and closer.

And | argely, you know, one can recognize that there is
a tension where there is such an asymetry in the power of
the rel ati onshi p, where you can actually use that to sone
extent to exploit sonme of the chall enges.

But it is you know, | think that it is unlikely that

we wll take themreally off the trajectory of continuing
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to get closer in the com ng years.

General Berrier: Senator, | believe it is areally
tough problemand it is a great question. |In a closed
session, there would be sone things that we coul d di scuss.

Senator Ernst: Okay, excellent. And wth that, |
will yield ny remaining tinme. Thank you.

Senator Hirono: Thank you. On behalf of the
chairman, | recogni ze nyself for five mnutes. Dr. Haines,
| do recogni ze the inportance of the FI SA Section 702
aut hori zation. As you noted, 59 percent or so of the
i nformation given to the President daily is sourced to 702.
However, Americans do have a Constitutional right to not be
searched wi thout a warrant.

So, despite the efforts of Congress, there have been
reported exanples of the intelligence community using 702
to target U S. citizens. That is not supposed to happen.
So, your own office's annual transparency report estinates
that in 2021, the FBlI conducted approximately 3.4 mllion
queries of Section 702 acquired data on U S. citizens.

Clearly, existing safeguards are not enough. | have a
series of quick questions | would |ike to ask for your
responses. Director, would inposing a warrant requirenment
before the Governnent searches Section 702 acquired data
for Anmericans' communi cations hanper your intelligence

gat hering against malign foreign actors?
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Ms. Haines: Thank you, Senator. So, a few things.
One is 702 is an authority that is -- only permts the
targeting of foreign persons outside of the United States.
So just to be clear, if a U S. person were to be targeted
under 702, that would be unlawful, and that is sonething
that is nonconpliant.

When you tal k about the 3.4 mllion searches that the
FBI did, that is not where they are targeting U S. persons.
So, what is happening there, is there is about -- it is a
| ess than 4 percent of the data that is brought in from
FISA that the FBI is able to search. And when they are
doi ng searches, often what they are looking for is
connections that allow themto identify victins of, for
exanpl e, cyber-attacks or other things |like that.

So, they are searching through an existing database to
see if there is a connection that ultimtely would all ow
themto make that connection. And we can talk about this
nore in in private -- in the closed session to give you
greater detail. But for exanple, within the 3.4 mllion,
1.9 mllion was related to a particular cyber-attack. So,
It just gives you a sense of the difference.

And that is not sonething that, you know, that is
necessarily -- in other words, it is not sonething that is
subject to a warrant, nor would it be subject to a warrant

per se. But as a general matter, if we had to seek a
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warrant for every target of a foreign person abroad, there
IS no question it would have an enornous inpact on our work
and make it nuch nore chall engi ng.

Senator Hirono: Yes, but with 3.4 mllion inquiries
based on data coll ected through an appropriate 702 inquiry
of foreign citizens outside of the U S. | think there is -
- there are concerns.

So, ny next question is, would statutory limts and
judicial oversight to prevent the collection and the use of
Anerican's communi cati ons and ot her Fourth Anmendnent
protected i nformation, hanper your intelligence gathering
efforts against malign foreign actors?

Ms. Haines: Make sure that | am understandi ng you
correctly, if you are asking us what are additional reforns
that we would be wlling to nmake? W are absol utely open
to considering reforms. Attorney Ceneral and nyself wote
a letter to Congress letting you know that that is
sonet hi ng we woul d be happy to discuss.

We, you know, have -- | nentioned that we have engaged
in a nunber of reforns in the last few years to try to
pronot e additional oversight, and we woul d be happy to talk
about whet her or not those should be --

Senator Hrono: | amrunning out of tinme. So, there
are concerns about limting the perm ssible pool of Section

702 targets and al so perhaps renoving barriers to existing
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judicial review

So, yes, | look forward to working with you. You did
mention in your testinony that you have the foreign nalign
i nfl uence center, and you noted that China, Russia, and
Iran may be doing things that will interfere with our
upcom ng el ecti ons.

Can you just give us like an exanple of the kinds of
tools that would use? And then how do you al ert our
el ections officials to this kind of interference?

Ms. Haines: Yes, absolutely. And we actually we do
and did relatively recently an intelligence conmunity
assessnent on election influence and interference. There
is a version of it that is unclassified that we can -- you
know t hat we have made public as well.

The kinds of things that we | ook at are, in fact,
efforts by adversaries, including Russia, obviously
engaging in informati on canpaigns or in other types of
di sinformation work to try to underm ne, for exanple,
candi dates or positions or things along those |ines.

And we absolutely do share that information both with
t he Departnent of Honel and Security, with FBI, with -- and
they tend to be the ones to nmake the connection directly to
the election officials within the United States. And there
is a fairly robust, you know, sort of network that has been

devel oped in order to provide this kind of information.
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Senator Hirono: Thank you. General, thank you very
much for your 39 years of service. | did have sone
questions for you that | will submt for the record.
call on Senator Craner.

Senator Cranmer: Thank you, Senator H rono. Thank you
both for being here and for your service. | was -- | had
to step out for a while to take a phone call froma
reporter in Gand Forks, North Dakot a.

And the reason for the question was, as you know, the
Adm ni stration yesterday announced an expansi on of scrutiny
over |land purchases around mlitary bases. They added,
think, eight or nine bases in states |ike North Dakota,
Sout h Dakota, Texas, lowa, to the 100-mle radius for
highly -- as a highly sensitive base. In other words, it
was given CFIUS jurisdiction within 100 mles of these
bases.

One of themis the G and Forks Air Force Base, another
the Mnot Air Force base. You may recall there was -- you
know, we had quite a year |last year dealing with a Chinese
pur chase of sone |and near Grand Forks for a wet corn mll
facility.

Anyway, all of that, finally, the Air Force said, bad
idea, let's not doit. CFIUS didn't have jurisdiction
because it was only 12 mles fromthe base. | ask -- ny

guestion isn't to comment specifically on G and Forks and
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cities, but rather is there an increased intelligence
I nvol venrent or scrutiny of |and purchases by foreign
entities, particularly adversarial foreign entities?

Ms. Haines: Yes is the sinple answer, in the sense
that over the |last many years now, just as a broader
context, and | suspect you already know this, but
basi cally, as we have enacted tools such as CFIUS, for
exanpl e, using the Chinese as an exanple, they have figured
out ways to get around sone of these issues in order to
still try to achieve the results that they are |ooking to
achi eve.

And we have seen, you know, in the nechani sns that on
a bipartisan basis, Adm nistrations have enacted, | think
expanding fromthe CFIUS statute, for exanple, to an
executive order that allows for the review of transactions
where tel ecom conpani es, for exanple, are purchasing | and
and then selling, you know, tel ecomservices to U S
citizens where that information may be then taken and
m suse.

So, there is a variety of exanples, | think, of
scenarios in which that issue at | east has cone up.

Senator Cranmer: No, well said. | appreciate it.
General, anything you would want to add to that?

General Berrier: Cearly, a counterintelligence

threat. Senator, you lay that out. And the purview of the
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DQJ and the FBI here in CONUS. But froma foreign
perspective, we see this behavior and activity in other
countries around the world. Cearly a huge
counterintelligence threat.

Senator Cranmer: Geat. Thank you. Wth regard --
want to comment on Senator King's questions about |SR and
the 1 to 2 percent dedicated to specifically to drug
trafficking. |Is that a priority -- sinply a prioritization
| ssue, or do we just need nore capacity to do really good
| SR? Because | want to be fair that 1 to 2 percent isn't
very nmuch but do, we have enough in general to cover all of
the things that you have to, you know, watch.

General Berrier: Senator, every conbatant commander
t hat speaks before this coomittee wll say the sane thing,
that they don't have enough ISR | think it is a capacity
I ssue. Certainly, technol ogy can hel p, advances in space,
and other sorts of sensing capabilities. But it is a
really difficult conversation with our SOUTHCOM partners on
how bad this problemis.

Senator Cramer: Yes. Geat. Thank you. | suspected
as nmuch. And you are right, it is unaninous anong the
conbat ant conmanders. So, Director Haines, | amgoing to
really shift gears here a little bit because we are talking
about worldw de threats, and it is easy to keep -- to talk

about the big ones that are obvious and always in front of
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us.

But there are other smaller skirm shes here and there
that | think may not be as significant but still
significant. | would |ike your take on one in particul ar,
and that is what is going onin Haiti.

| have a nunber of friends that are involved in
charitable work. In fact, | amkind of stunned how many
friends | have involved in charitable work, and they are
just distraught about what is going on in Haiti.

Now, Haiti, you know, | don't have to tell you where
it isinits proximty, and it is -- maybe you coul d j ust
tell me alittle bit about what you were seeing in Haiti?
What -- to the degree you are able to tell ne what you
think -- what is being done and what can be done.

And these are policy questions, | understand that, but
| think we need to engage a little bit and not just let it
fall because -- for obvious reasons. Maybe just expand to
the last 30 seconds of ny tinme on that.

Ms. Haines: Yes. Thank you. | couldn't agree nore
with the fact that this is a really vexing issue and one
t hat should be focused on.

And |, you know, | can tell you that from an
intelligence community perspective, we have been | ooking to
try to find ways to support, in effect, what | understand

the policy comunity is |ooking at, which is a
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mul tinational force that would try to address the situation
both fromthe perspective of training police and also to
sort of try to manage the violence that has erupted and the
gang control of territory in this area.

And it is -- | wll say briefly that, first of all, we
have a |l ot of analytic products. | am happy to provide you
what | think is the best that we have on this. But it is
-- none of it is optimstic, which is to say that this is a
really challenging situation and it does not look as if it
IS going to get better any tine soon.

Senator Cranmer: So, if | mght, General, | nmean, are
there security concerns in addition to just the noral and
et hi cal concerns?

General Berrier: | think there are security concerns,
and noral and ethical concerns. Wen | look at it, it is
sort of the loss of credibility in the governnment and
governnent’s detentions, their ability to provide services,
a terrible econony, a population at risk.

And then and at the sane tine, this rise of these
organi zed crimnal elenents that seemto be taking over and
chall enging the security forces. So really a perfect
storm and | think in our hem sphere, we are paying
attention to that.

Senator Craner: Thank you bot h.

Chai rman Reed: Thank you, Senator Cranmer. Senator
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Warren, please.

Senator Warren: Thank you, M. Chairnman. So,
cryptocurrency is now the nethod of choice for countries to
evade sanctions so that they can fund weapons prograns,
support spying, and pronote cyber-attacks.

Crypto crine is hidden, but we know that in 2022
al one, there was over $20 billion in illicit transactions.
We al so know that Russia, lIran, and North Korea noved
around at least $8 billion using crypto.

So, let's focus for just a mnute on North Korea.
This one country stole a record breaking $1.7 billion.
According to the UN Security Council, North Korea uses its
crypto crinme to fund its nucl ear weapons devel opnent.

General Berrier, you |lead the Defense Intelligence
Agency, which collects intel on foreign mlitaries,

I ncluding on North Korea. Wen North Korea | aunders
billions of dollars’ worth of crypto and funnels it into
Its nucl ear program does that threaten our national
security?

General Berrier: Certainly, Senator, as North Korea
steals that noney and then tries to turn it into a | egal
tender, which at great cost, as you know. That is hel ping
thembuild their nuclear capacity and that is a threat that
we recogni ze.

Senator Warren: Thank you. So, Director Haines,
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earlier this year, the U S. intelligence comunity, which
you | ead, put out its annual threat assessnment in which you
identified North Korean cryptocurrency heists as part of,
and | amgoing to quote you here, "sophisticated and agile
espi onage, cybercrinme, and attack threat.” So, let ne ask
you, does a sophisticated and agil e espi onage, cybercrine,
and attack threat underm ne our national security?

Ms. Haines: Yes, absolutely. And just to pull it
apart, to say that it is not just -- although obviously the
funding is critical. It is not just the funding of
essentially nucl ear prograns that the DPRK may have
i nvolved in, but it is also posing a cyber-threat to
I nportant networks. And that is part of what it is that we
see as a national security threat.

Senator Warren: Thank you. So, let's nove to anot her
exanple. A 2021 study found that nearly 5 percent of the
world's Bitcoin mining takes place in Iran. The biggest
crypto mine in the country is run by the Islamc
Revol utionary Guard Corps and is backed by Chinese
I nvestnent. How nuch sanctions evasion are we tal king
about here?

Wl |, one crypto exchange al one, Bi nance, has processed
$8 billion worth of Iranian transactions since 2018. So
General Berrier, when the Islamc Revolutionary Guard Corps

uses crypto mning to replace revenue that they |ose
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security?

General Berrier: Senator, | think it certainly
threatens our U S. forces in the region. Cryptocurrency,
Bitcoin is one nethod of how they finance their operations,
sol think it is certainly a conponent of that, yes.

Senator Warren: Okay. Thank you. And | amgoing to
do one nore and get one nore exanple in here, and that is
Russi a, because Russia is ransomnare central. The nost
prolific and dangerous ransonmware gangs are thought to be
run by crimnals in Russia.

Russia affiliated ransomnare gangs have stolen from
Aneri can school s, Anerican hospitals, Anmerican power
stations, and Anerican busi nesses. Director Haines, do you
know what portion of ransomware is paid in crypto?

Ms. Haines: So, we assess that the vast majority of
noder n ransomnar e operators demand cryptocurrency, and when
t hose demands are net, they probably, you know, are paid in
that form

But part of the challenge for us in ternms of
I dentifying specifically how nuch is being used -- you
know, is using cryptocurrency, is that we just -- all
ransomnar e i ncidents or paynents aren't reported or
docunented - -

Senator Warren: Fair enough, fair enough. But when

83

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

the HSGAC comm ttee, Honeland Security committee, put out
its report, it said basically it is 100 percent. Does that
sound about right to you? This is a business nodel built
on crypto, is it not?

Ms. Haines: Yes, | nean -- the vast mgjority, | think
over 90 percent, is perfectly reasonable.

Senator Warren: Okay. And then, Ceneral Berrier,
does the fact that ransommare gangs in Russia and around
the world are using crypto to demand ransons from Anerican
hospital s and schools and power stations and busi nesses,
does that threaten our national security?

General Berrier: | believe it does, Senator, yes.

Senator Warren: You know, | appreciate this. |
appreci ate your answers. You know, just think about what
we are tal king about here. North Korean nucl ear weapons.
| rani an sanctions. Russian ransomware. Drug trafficking.
Human trafficking. Sonme of the major threats to our
national security are facilitated by crypto.

And that is why Senator Roger Marshall, and | wll
soon reintroduce our bill to crack down on illicit crypto
activity. Qur bill is not about SEC requlation or cracking
down on crypto investor scans, although |I think we need to
do that.

Qur bill is about |aw enforcenent and nati onal

security and keeping our country safe. Thank you, M.
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Chai r man.

Chai rman Reed: Thank you, Senator WArren. Senat or
Scott, please.

Senator Scott: Thank you, Chairman. Thanks, both of
you for being here. X, in the last 12 nonths, has given a
vari ety of speeches that he is preparing the Chinese
popul ation for war. How do you -- what should we take from
that? How do you each of you assess that?

General Berrier: So, as we listen to Xi Jinping and
his style of communi cation, he has been on a long-term
canpaign to oversee China's rise. Nowthat he is in his
third term we see his rhetoric picking up. | believe that
there are a nunber of dates out there that nean different
things to different people. W have tal ked about 2025,
2027, 2035 and 2049. | think the bottomline is he has
told his mlitary to be ready. For what, we are not sure.
When, we are not sure. DI A watches this very, very closely
and we eval uate closely every word that he says and where
he goes in his speeches.

Ms. Haines: Thank you. Just to add, but certainly
agree with everything that General Berrier said. | think
we continue to assess that he would prefer to achieve
uni fication of Taiwan through peaceful neans, but the
reality is that he is and has directed his mlitary to

provide himwith the mlitary option, essentially, to be
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able to take it wi thout concern of our intervention.

And that is sonething that will have a neani ngf ul
| npact on his capacity to do so and al so his decision
maki ng, presumably.

Senator Scott: Have you -- do you assess the position
the American econony would be in with our dependance on
communi st China if they did decide to invade Tai wan and we
decided to cone to Taiwan's aid? How -- what inpact would
t hat have on our econony?

Ms. Haines: Yes. So, it is not -- obviously we can't
provi de precision because the scenario will matter when it
happens. Al of those kinds of things would be critical to
actual ly providing an assessnent.

But it is wthout question, and there have been
studi es done by external, you know, think tanks and others
on the inpact, the econom c inpact that an invasion of
Tai wan woul d have on the gl obal financial econony.

| will say that because TSMC, the manufacturer of
sem conductor chips on Taiwan, if that is blocked, it wll
have an enornous gl obal financial inpact that | think runs
sonewher e between $600 billion to over $1 trillion on an
annual basis for the first several years on the gl obal
financial econony is the general estimate.

Because those chi ps, those advanced chips are -- and

over 90 percent, you know, cone from Taiwan and they are in
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worl d, and so therefore, until we would be able to sort of
make up the difference, they would have this enornous

| mpact .

It will also have an inpact on our GDP if there were
such an invasion of Taiwan and that was bl ocked. It would
al so have an inpact if they start making chips on China's
econony, and | think that is another aspect of this and in
fact a nore significant inpact on their GDP if they were
unabl e to get those.

Senator Scott: You want to add anythi ng?

General Berrier: Just that | think watching the
I npact that -- the econom c inpact on Russia as they have
I nvaded Wkraine with the sanctions. Not an exact an
conpari son, maybe apples and oranges, but | think it gives
us an idea of how to nodel this when it happens or if it
happens.

Senator Scott: \What is your assessnent of risk in
Latin Arerica? Senator Craner tal ked about Haiti, but we
know Cuba is a state sponsor of terrorism and they have
allowed their -- you know, our adversaries to be in Cuba.

Maduro is doing the exact sane thing in Venezuel a.

So, what is your assessnment of the risk of bad actors being

in Latin Anerican? And what is the risk that Conmmuni st

China is going to be able to open up mlitary bases in
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General Berrier: For the tine being, | would say the
risk is noderate. We do see Chinese and Russian actors in
Central and South America, sonething that we watch very,
very carefully. W have a consistent nessagi ng canpai gn
t hrough our defense attaché network in Central and South
Anerica to tal k about why this is a bad deal for them W
watch it carefully. | don't think they are very, very
close to acquiring full up operational bases in Central or
South Anerica right now.

Senator Scott: Anything you want to add? All right.
What is your assessnent of the commtnent that Germany has
to make sure that -- they will do everything under their
power to make sure Ukraine succeeds in a war against
Russi a?

Ms. Haines: | think, honestly, that Germany has

exceeded our anal ysts' expectations prior to the war, for

exanple, in ternms of its commtnent to providing support to

Ukrai ne. And we have seen them be actually a stalwart ally

on this issue, and yes, noving forward.

General Berrier: Nothing that on that.

Senator Scott: Al right. Thank you.

Chai rman Reed: Thank you, Senator Scott. Senator
Peters, please.

Senator Peters: Thank you. And thank you, M.

88
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Chai rman. Thank you to both of you for your testinony here
today and for your service to our country.

Director Haines, the proliferation of caneras,
comrercial satellite imge, and social nedia have hel ped
create an environnent where open-source intelligence is
of ten one step behind, but sonetines a step ahead from
traditional intelligence gathering efforts.

The buil dup of Russian forces as they prepared to
I nvade Ukraine was well docunented, with both donestic and
forei gn observers able to confirmtroop and vehicle
novenents, even identify entire units who were noving to
the front.

| was al so taken by article by the Modern War
Institute at West Point that tal ked and sone quotes from
sone intelligence operators. They were tal king about, of
course, the intense need for intelligence as this war was
progressing. And in this saying, "we were collecting only
a fraction of what was needed.

This was not a surprise with the [argest war in Europe
since World War |1 occurring. |Intelligence capabilities
were in high demand. This did not, however, dimnish the
frustration of wal king out of the scif, turning on our
phones, and gai ning access to nore and nore rel evant open-
source content than we had actually at our workstations."

Open-source intelligence has uncovered fields of
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Chi nese nucl ear silos, new PRC shipyard activity, the
bui | dup of PRC troops along the front in India. 1In short,
open-source intelligence seens to be denocratizing the
intelligence field, and | want to nake sure that we are
adequately prepared to harness this activity.

So, ny question for you, and General, if you have
comments on those too, is what changes nust the IC
community nake to ensure that the United States is
mai ntai ning a strategi c advantage in espi onage and
Intelligence gathering, particularly as these new
t echnol ogi es are com ng on board and are denocratized, and
our adversaries and others have access to this information
as well. How are we thinking this problem set through?

Ms. Haines: Yes, it is a nulti-dinensional issue,
right? You know, and this is sonething that has been a big
focus. And | know General Berrier will have a lot to say
because the Defense Intelligence Agency does a lot in the
open-source sort of space for the intelligence comunity.
But first of all, we are in a position where really every
el ement has a version of open source that they are working
on.

However, we are not in a position where we feel as if
the entire intelligence community is |everaging sort of the
best of what we can do in this space yet, and that is

sonet hi ng that we have been focused on.
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W have done a study to | ook at how we can i nprove our
efforts, how we can | everage each other's efforts in this
space, and you will hear from General Berrier about what
DI A does. But also, howwe can invest in it in a way that
supports essentially what we coll ect clandestinely and, you
know, allow us to bring together the two sources of
i nformation so that we can provide a conplete picture that
I's nore insightful than what you m ght get from open
sour ce.

But at the sane tine to recognize that there is val ue
I n actually using open source to help to reveal a picture
of what is happening in different places and share that
with the world. At the sanme tinme, on the flip side, and
just mentioned two things that | think are worth noting is
that we are very conscious of the fact that in this area we
have to be extrenely careful about how we approach privacy
and civil liberties issues.

And one of the issues that we know has been of concern
for many nenbers of Congress is how we deal with, for
exanple, commercially available information. That is, for
exanple, information that we nmay purchase as part of our
efforts to engage in open source, and trying to nake sure
that we are devel opi ng sophisticated policies and
frameworks to ensure that we are handling that information

appropriately.
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And when we collect it, collecting it appropriately in
these places. And finally recognizing that spyware and our
adversaries’ access to open-source information al so nmakes
them far nore sophisticated in their capacity to target and
to, you know, froma counterintelligence perspective affect
us. And that is sonmething we are also looking to try to
manage and to counter appropriately.

Senator Peters: Geat. Limted tine, General, but |
want to hear your thoughts.

General Berrier: Yes. Just briefly. Senator, |
t hi nk open source is kind of the new frontier for the
intelligence community, but it is also a bit of a wld,
wild west. And so, inny role as the intelligence
enterprise manager for the Departnent of Defense on open
source, what | have to nmake sure is that the DOD entities
t hat are doi ng open-source collection and anal ysis are not
getting ripped off fromthe data sources and how nmuch they
pay.

That we have the right tools and right training, the
right tradecraft so that we can go forward to nmake sure
t hat open source and its richness augnents everything that
we do on the sensitive side for a nore ful sone picture of
what i s happening out there in the world. | appreciate
t hat question. Thank you.

Senator Peters: Thank you, General.
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Chai rman Reed: Thank you, Senator Peters. Senator
Tuberville, please.

Senat or Tuberville: Thank you very nmuch. Director
Hai nes, what is your assessnent of Iran's seasoned its
second tank, old tanker in a week in international waters?

Ms. Haines: Sir, can we take that in closed session?
| think there is sonething to be said, but -- yes.

Senat or Tuberville: Thank you very nuch. General
Berrier, SOUTHCOM Comrander has been stating for years that
Chi nese influence in Central and South Anerica is
i ncreasing and we are at risk of losing our status as a
partner of choice for many critical allies in the region.
| just spent a lot of tinme down in Panama. Do you agree
with this assessnent? |f so, what inpact would this |oss
of status have on the safety and defense of the honel and?

General Berrier: | do agree wth General Ri chardson
and | believe that we should be doing everything that we
can to talk to our partners and allies down in Central and
South Anerica about the value that the United States
bri ngs.

Senator Tuberville: Director Haines?

Ms. Haines: Conpletely agree.

Senat or Tuberville: Sanme thing. Do you -- do we see
an inmnent threat in that area?

General Berrier: Not an immnent mlitary threat, but
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| think there is a reputational threat. There is an
econom c threat because they bring their resources quickly.
And | think we have to be insightful in thinking through
how we beat that.

Senator Tuberville: Al right. D rect Haines, | am
concerned about -- we are all concerned about the rise
threat of terrorism especially since the debacle in
Af ghani stan. In March, General Kurilla told this commttee
that in his estimation, 1SIS-K could do an external
operation against the U S. or Western interests abroad in
under six nmonths with [ittle or no warning. Do you agree
Wi th this assessnent?

Ms. Haines: Yes. One of your colleagues raised this
earlier. | would have to check with our analysts to see if
they still agree wth that. There have been sone
devel opnents, that we can tal k about in closed session,
since that statenent was nmade that | think could affect the
timeline. But | agree that the -- that |SIS-K remains
I ntent on |looking to do external attacks.

Senat or Tuberville: GCeneral?

General Berrier: Senator, | think our line is
sonething like 6 to 12 nonths. | amnot disagreeing with
General Kurilla's analysis or his team down at CENTCOM
Sonetinmes at different points we mght see it slightly

different, depending on where we are at and what we are

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

95

| ooki ng at.

Senator Tuberville: Thank you. | yield ny tine.

Chai rman Reed: Thank you, Senator Tuberville.
Senat or Rosen, pl ease.

Senator Rosen: Well, thank you, M. Chairman. And
t hank you both for being here today. And good to see you
here and the really thoughtful answers. | want to build a
little bit on what Senator Scott was tal king about in
countering the rising Chinese influence. So, Director
Hai nes, of course, we know in recent nonths, China has
rapidly increased its engagenent around the worl d.

This includes brokering, actually trying to broker
troubling agreenents between -- to reestablish diplomatic
ties between Iran and Saudi Arabia, offering to broker
peace deal s between Ukrai ne and the Russian aggressors.
So, these incidents, they highlight China' s persistent
presence and intention to exert its influence and match the
U S. as a gl obal power.

So how can the U S. address China's increasing
I nvol verrent in global diplomatic matters? And can we
expect to see nore countries try to turn to China as a
medi ator? And what do you think the inplications of this

pi vot woul d nean to us?

Ms. Haines: Thank you, Senator. It is very
t houghtful question. | think, obviously, China s engaging
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In international fora in and of itself is not a chall enger
problem It is how they engage and the way in which they
use that engagenent to actually underm ne, for exanple,

gl obal nornms and the international order in the way that we
have designed it.

We have spent quite a bit of tine in the intelligence
community trying to map out how they are approaching their
engagenent in international fora in order to do just that.

And | would say that this is a place where we have
been | ooking at their efforts to essentially sort of garner
I nfl uence and change the direction of international
organi zations so as to support their particular approach to
gl obal norms, which is nore aligned with an authoritarian
system

And you | ook at organi zations such as the | TU or the
I nternati onal Tel ecomruni cations Union, and ot her places
where | think there have been concerns about China's
I nfl uence and efforts in those spaces.

And that is sonmething |I know the policy comunity is
focused on trying to nmanage. | think another aspect of it
Is, as you rightly point out, their effort to try to create
coalitions. | would have to say that in that area we have
seen them have m xed success.

You know, there is sort of things like the 17+1 forum

and other things like that that they have tried to do,
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wher e because they took quite a bullying approach to trying
to get other countries to do what they wanted to do, it
actually backfired to sone extent on them and they weren't
able to engage in as nuch influence as we thought. And
there are yet other variations on the thene that | think
are inportant to our work noving forward. Maybe Genera
Berrier has nore.

Senat or Rosen: Yes.

CGeneral Berrier: | believe China is trying to enhance
Its reputation on the global stage. Wen | | ook at the
exanpl es that you gave, we are a key security partner with
the Kingdom and we are a key security partner with
Ukr ai ne.

We al so have influence, and we are in discussions with
t hose partners every single day on really tough issues.

And | think whether those are mlitary diplomats and the
def ense attaché service, or the work that our State
Departnent is doing, we have got a great nessage.

Senator Rosen: Well, | want to build on this because
China's gaining a hold in the Mddle East. They want to
gain a hold there. And our partners in the region, they
want to hedge -- they nmay want to hedge what they coul d
perceive as Anerica's dimnishing gl obal engagenent.

So, building on what you are tal ki ng about, how does

the U S., how do we reassure our allies and partners in the
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M ddl e East, but nore broadly, that we will remain a force
for stability and security and steadfast with themin the
regi on?

General Berrier: So even though our mlitary
comm tnents have conme down in the central region, U S.
Central Command is still very active in this area. W have
a forward headquarters in Qatar.

We have depl oyed forces there still. And is not a
| arge nunber, but they are they are actively there. And we
have | ongstanding rel ati onships with these partners. And
so, it is our ability to continue to communi cate with them
to denonstrate Anerican resolve in the region, and to bring
what it is that the U S. brings.

Senator Rosen: Director, anything? No. Yes, we had
a recent trip there, and | think that was the biggest
concern fromat |east the Abraham Accord countries that we
visited, that we would remain steadfast in the region.

And speaking of the region, | only have 33 seconds
left, so |l wll just ask this for the record, but | really
want to tal k about Iran and Russia, their defense
cooperation, how concerned we are about the sale of Russian
aircraft and air defense systens to Iran.

| wll take that off the record as | only -- unless
you can answer in about 30 seconds, | will just -- we know

what Iran is seeking from Russi a.
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General Berrier: Certainly. | think this is a
rel ati onship of convenience at the nonent, and |I think the
| rani ans are gai ning sone benefit for providing nunitions,
UAVs, and such to the Russians. W are watching it very,
very carefully, and we will see where this relationship
goes.

Senat or Rosen: Thank you.

Chai rman Reed: Thank you, Senator Rosen. Senator
Mul I'in, please.

Senator Mullin: Thank you, Chairman. Thank you,
Director Haines and Ceneral, for being here. | amgoing to
-- | amjust going to nake a quick question about, you
know, | believe it is pronounced Vagner, but | believe the
medi a pronounces Wagner Group all the tinme. | amgoing to
hol d out nost of these questions for actually the cl osed
sessi on.

But right now, we see -- | nean, in ny opinion and |
would like to get your opinion. In ny opinion, Putin is
usi ng the Wagner group to kind of do his bidding around,
literally around the world.

They are -- and in ny opinion, truly nmy opinion, they
are acting nore like a terrorist organization than they are
a malicious group or a contracting group when they are in
sowi ng instability, supporting groups, spreading lies,

exporting critical mnerals around the world, pressuring
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governnents to distance thensel ves from us.

Do you -- would you describe their behavior as nore
acting, nore like a terrorist group, Dr. Haines?

Ms. Haines: Yes, | would absolutely support the
perspective that Wagner is actively working in ways that is
actually driving tourism particularly in the continent of
Africa, for exanple. And that is an exanple of what you
are descri bing.

Senator Mullin: General.

General Berrier: It is areally interesting question.
And when you | ook at their business nodel, how they try to
build security in nations and conduct paramlitary
operations and support those nations, there are sone
atrocities that have been reported and commtted. | don't

know that | would go as far as calling thema terrorist

organi zation right now | would have to --

Senator Mullin: No, | wouldn't -- | amnot, | am
saying acting. | was very careful in saying acting. | am
not calling thema terrorist organization. | am saying

acting nore like that --

General Berrier: Certainly, you could draw a
conclusion |Iike that, yes.

Senator Mullin: So, and we see, their behavior is
they typically go into these countries that are in disarray

and they offer to provide security for organizations.
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Wul d you agree that is kind of how they get their footing
in these countries, a lot of tinmes?

General Berrier: Certainly, along wth business
opportunities to be devel oped.

Senator Mullin: Right. Now, | want to switch ny
gears real quick to China. According to sonme open sources,
China now is controlling the inner river that runs through
Argentina in South Anerica, and is charging tariffs, taxes
i n the nane of the PRC for goods being shipped in and out.
We al so see that they have influence basically in all of
Sout h Anerica except one country. And General, you said
that we are fighting back with information.

But it seens |like those countries are in nore need of
i nfrastructure in dollars, which is what China is
I nvesting. Are we winning or losing in South Anerica with
i nformation, technol ogy, and providing the good deeds that
Okl ahoma does -- not Ckl ahoma, but the United States does?

General Berrier: Well, certainly, | know that we are
tal king to our partners about this issue every day.

Whet her we are winning or losing, hard for ne to judge
that. | amnot tracking this river in Argentina where they
are collecting taxes, but | do know where there is

i nfrastructure, ports, airfields that they can build upon,
that they will take advantage of that business enterprise.

Senator Mullin: So, are you famliar wth the
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I nfl uence that they have, the strong influence that has
grown over the last ten years in Central and South Anerica?
General Berrier: Yes, | am
Senator Mullin: Are you famliar with the only

country that they are currently don't have a foothold in

South Anerica? | findit -- and | amnot -- General, | am
not -- this isn't an, | got you, question because |
honestly feel |ike you and | have been devel oping a

friendship over the | ast couple of years.

But | do find it sonmewhat concerning because that
information is not hard to find and it is nothing that
requires being read in on. It is concerning to ne when
have such a strong influence in Central Anmerica, which is
growi ng, but in South Anerica, we are |osing.

| would say it is -- we are not too far off from
| osing control of the Panama Canal, too. And | believe you
woul d probably agree with that in sone sense. If we don't
-- I f course doesn't correct pretty quick, they are going
to control the main shipping | anes through there. Wuld
you agree?

General Berrier: | would say that that certainly
requires U S. attention for sure, yes.

Senator Mullin: And that would play right into the
role of the Belt and Road Initiative, to which China is

trying to get all the world depended on.
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General Berrier: Yes.

Senator Mullin: So, is information enough or shoul d
we be looking at this in a different strategy to correct
course?

General Berrier: Ranging into the policy sector
there. Certainly, the nore that we can bring, the better,
for sure.

Senator Mullin: Well, we need that information. |
think the American people need to know what threat is
really knocking on our back door and why it is a threat.
It is not just rhetoric. It is sonething that -- extrene
concern. | would say China is trying to fulfill what
Stalin said, trying to destroy Anerica fromw thin, and
that slowy, slowly choking us out. Wth that, | yield
back.

Chai rman Reed: Thank you very nuch, Senator Millin.
Senat or Budd, please.

Senat or Budd: Thank you, Chairman. General,
Director, thank you both for being here and for your
service as well. | would Iike to focus on the | NDOPACOM
AOR for just a little bit. D rector Haines, in this year's
annual threat assessnent, it states expanded mlitary
postures by both India and China along their disputed
border elevates the risk of arned confrontation between two

nucl ear powers. \Wat do you assess is the risk of India
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and China's border dispute erupting into a conflict?

Ms. Haines: It is not insignificant. And this is on
the Iine of actual control between --

Senat or Budd: Correct.

Ms. Haines: -- Indian and the Chinese border, as you
I ndi cate. China has been building up its infrastructure
al ong the border and continuing to increase their presence.
And we have seen, eruptions at different tines, but we have
obvi ously been working with India in order to try to ensure
that we are supporting themand their efforts to manage
this.

Senat or Budd: Thank you. GCeneral, the buildup that
the Director just referred to along the |ine of actual
control. Wat assistance, if any, is D A providing to our
| ndi an partners?

General Berrier: W have, through USI NDOPACOM | oi nt
Intelligence teamthere, have reached out to our Indian
partners. W have a relationship with them and we are
attenpting to support their needs.

Senat or Budd: Thank you. Director, just |ast week,

t he Chi nese accosted a Philippine Coast Guard ship, as nmany
of us are aware of. | nean, it appears that these are
becom ng nore and nore frequent. So, are these negligent
or intentional encounters? And what is the IC s assessnent

of the purpose of China doing this?
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Ms. Haines: Yes. W actually have sone very good
products on this that if you are interested, we should get
to you. But thisis --

Senator Budd: If you would, please.

Ms. Haines: -- what we have seen with China is they
have expanded significantly their coast guard over the | ast
many years. They have al so begun to use their coast guard
In new ways. So, in other words, they pass |aws that all ow
themto use their coast guard to police, in effect, what
they perceive as being their rightful waters, and to use
even force under certain circunstances.

And so, no, | do see this as part of a |arger
conprehensive effort that they have engaged in. And it is
-- there are sort of three different pieces to it. There
Is the ships that they use that are part of mlitia that
are not actually part of the coast guard or the PLA

And then there is the coast guard, and then there is
the PLA, and the relationship that they have wth each of
these different sort of forces is related and sonetines
I ntersects.

Senat or Budd: Thank you. And a question for both of
you, if you would. And Director, we will start with you.
What is your assessnent of the Chinese mlitary's ability
to conduct a cross-strait anphibious assault of Taiwan?

And, you know, they have now effectively practiced a
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| andi ng? Director first.

General Berrier: Senator, we can --

Senator Budd: Director first, and then if you are
referring us to the closed session -- if there is anything
you can share in this setting, please do.

Senat or Budd: Yes, | would honestly defer to General
Berrier on their capacity and probably would do it in a
cl ose session.

Senat or Budd: Understood. D rector, any comments on
t hat ?

General Berrier: | would just say a very, very
conplicated mlitary operation. W have we have observed
exerci ses where they review the points on an operation |ike
this, and we can provide nore detail in a closed session.

Senat or Budd: Thank you. And one final question for
you, Ceneral. So, DIA's China mlitary power report cane
out in 2019, so it is four years old now. [If a new version
was published today, what would the top |ine changes be?
How has the mlitary bal ance of power changed in Asia over
the last four years?

General Berrier: | think we would probably start
descri bing the advances that they have nade in every donain
of their mlitary capability in the short four years. They

have really advanced sone of those capabilities.
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We tal k about space. W tal k about their nuclear
-- expanded nucl ear capacity, and we woul d probably al so
tal k about their expanded reach throughout the Indo-Pacific
and sone of those things that we were tal ki ng about before,
like the maritinme fishing police and the coast guard, and
t hose acti ons.

Senat or Budd: Thank you, both, again for your tine
and for your service. Chairman.

Chai rman Reed: Thank you, Senator Budd. Senator
Schmtt, please.

Senator Schmtt: Thank you, M. Chairman. Director
Hai nes, | want to ask you, the CBP has reported that
t housands of Chi nese nationals have cone across the
Sout hern border. An increase of about 800 percent, | think
Is the nost recent estimate. | guess the question for you
I's, what are sone of the factors causing this?

Ms. Haines: Thank you, Senator. | don't have a full

answer to that. Wy don't | get you that in witing, in

response?
Senator Schmtt: GCkay. | don't -- | amnot trying to
trip you up here, but it -- ny hope would be that the

intelligence community has sonme idea why we are seeing this
I ncrease.
Ms. Haines: Yes, we have done sone analysis on this.

| have taken a look at it. They went back to | ook at nore
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t hat .

Senator Schmtt: GCkay. That is fair. And so,
guess | will ask you, and if it is the sanme answer, |
understand. But do you expect or are you anticipating an
I ncrease in the nunber of Chinese nationals seeking to
cross the Southern border?

Ms. Haines: Yes. | would rather give you the ful
-- what | have seen is that it went up in than it seens to
have gone down a little bit is nmy recollection. And so
uncl ear what the trajectory is, and I think we should give
you sonet hing --

Senator Schmtt: GCkay. M concern obviously with
Title 42 expiring, has accounted for about 50 percent of
all the expulsions | think, is very concerning if this is
an intentional effort by the CCP to send assets across our
Sout hern bor der.

| think the American people deserve to know what is

happening and | don't think we do. | just, it is a very

concerni ng devel opnent, and it is ongoing, and we have seen

an increase. And ny concern is again, giving one of the
tools that has been useful in sending people back is going
away and we need to be prepared for that.

| guess switching gears, and this could be for either

one of you, but I will start with you, D rector Haines.
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During the disastrous wthdrawal from Afghanistan, billions
of dollars’ worth of val uable equi pnent were [ost or |eft
behind, | should say, in addition, of course, to the brave
servi cenen who |l ost their |ives.

But just to put that in perspective, there was $48
mllion worth of ammunition, 80 aircraft, 23,000 Hunvees,
250, 000 automatic rifles, 95 drones, 42,000 pieces of
sensitive mlitary equi pnent, including night vision
goggl es. How have the Taliban utilized this? Wat do we
know? Have they been selling this to adversaries? Were
is all this equipnent and howis it being used?

General Berrier: Largely our understanding is that
t he Tal i ban have organi zed their security forces, that they
have fallen in on this equipnent. | haven't seen a | ot of
reporting that would indicate that they are selling it. |
think they are trying to incorporate it into whatever
security force they devel op.

Senator Schmtt: Do you have anything to add to that,
Director Haines? Ckay. | do want to ask about an after-
action report on the w thdrawal from Afghanistan that
obvi ously was a total ness.

What are your plans to provide an unclassified after-
action report here? | think there are only sone Senators
who have been able to see it, but | think that given the

nature of this -- and there has been sone public reporting
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that -- about what is out there, that seens to just sort of
bl ane the previous Adm nistration.

| mean, | think this was one of the nore disturbing
failures in at |east nodern history. And | guess, what are
your plans to have sort of an accounting of this, of what
went w ong, and nake sure this never happens again? O do
you have plans to do that?

Ms. Haines: Not fromthe intelligence comunity. W

don't have any plans to provide an unclassified after-

action report on Afghanistan. | don't -- | can't speak --
Senator Schmtt: Well, | guess, and | wll just close

wth this. And | don't -- this is not a partisan

statenent. | just -- the idea that what happened in

Af ghani stan, the fact that the American people have not, to
this point, gotten an actual thorough review of an after-
action report of what went wong and how we can nake sure
this never happens again is deeply concerning.

And so, this question isn't just for you. It is being
asked of other people and we wll continue to do that. But
| just think for the nenory of the nmen and wonen who were
| ost, all of the equipnment that | nentioned, it was just a
total debacle and we have got to do better, and make sure
it never happens agai n.

So, | suppose we will be working with you to figure

out what information you can provide to nore fully inform
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the Anmerican people. Thank you.

Chai rman Reed: Thank you very nuch. | have been
I nformed that Senator Sullivan is en route. And so, | wll
take the opportunity to further ask a few questions and
give himthe opportunity to get here, but it won't be
I ndefinite.

One of the issues that we are facing is the, as was
nmenti oned before, the proliferation of nedia, virtual
nmedi a, and now what is approaching is the next great step,
Al. Do you have any concerns that Al wll disrupt our life
dramatically, and that there are steps that we should start
cont enpl ati ng now?

| know the Admi nistration has announced yesterday that
they are taking steps to protect Al. In terns of the
intelligence community, how are you doing this, Director
Hai nes?

Ms. Haines: Yes, thank you very nuch, Senator. | do,
| think you are wise to be focused on this and that it wl]l
have di sruptive inpact. W are -- we have been witing
sonme analysis to try to | ook at what the potential inpact
IS on society in a variety of different real ns, and
obvi ously see sonme inpact in intelligence activities that
we woul d be happy to talk to you in closed session on.

But what we al so recognize is that we do not yet have

our hands around what the potential is. And what we have
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been doing in the intelligence comunity, there have been
many el enents have thensel ves put together task forces,
experts who are | ooking at these issues, who are trying to
understand in particular the inpact of generative Al, as
you have noted it.

And we have been trying to facilitate groups of
experts in the I1Cto essentially connect with those in the
private sector who are on the cutting edge of sone of these
devel opnents so that we can make sure that we understand
what they see as potential uses and devel opnents in this
area as well.

Chai rman Reed: Thank you very nuch. Just a quick
guestion, listening to the discussion about the w thdrawal
of Afghanistan. Most of that equi pnment and supplies were
commtted to the Afghan arny, and that was a pl anned
commtnment. That was not |eaving, deliberately |eaving
equi pnent behind. That was the tactical equipnent for the
Af ghan arny, which we all hoped would continue to function.
s that correct?

General Berrier: That was always the plan at those
Af ghan cores that we stood up and trained --

Chai rman Reed: And that plan was devel oped in the
Trunp Adm nistration after the Doha agreenent?

General Berrier: That is correct.

Chai rman Reed: And then also in terns of -- | think
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agree, obviously, that it has to be public, but we should
all be aware that the Congress and this committee

aut hori zed a commission to study the entire situation in
Af ghani stan over the 20-year peri od.

That conm ssion is at work today and it will publish
the results and those results wll be available to the
public. There mght be sone classified material, but it
will be available to the public. So, thank you. Senator
Sul I i van, pl ease.

Senator Sullivan: Thank you, M. Chairman. Thank you
for holding this open. Appreciate the wi tnesses being
here. DN Haines, | want to just followup a little bit
first, quickly, on the Al piece. D d you happen to read
the very long and insightful piece by Henry Kissinger and
Eric Schm dt, the Google founder and senior MT professor
on Al? Did you read that?

Ms. Haines: | know exactly what you are talking

about, and it is on nmy pile, but I have not yet read it, so

| apol ogi ze.
Senator Sullivan: Yes, | would strongly recommend,
take a look. | think it is such a big topic. The

Econom st has a whole focus on it today. There is all

t hese great opportunities. You know, Henry Kissinger stil

going at it. | think he turned 100 or he is turning 100
here very soon. Incredible mnd. He brings sone insights
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that are very chilling to the uses of Al and what it could
nean, particularly on the national security front.

And | think it would be good for you guys to do a deep
dive on this and cone back to the commttee. W are al
trying to figure it out. You have tech conpanies saying it
Is the best thing since sliced bread. You have ot her
people saying it is going to doomthe world.

And, but | think putting the tech conpanies fully in
charge, | don't think it is a good idea either. So, we
really need your guy's insight, and I think it would be
good if you can cone back to the commttee, either
classified or unclass on that topic.

Take a | ook at that piece. So, it is really well
witten and pretty scary, to be honest, and these aren't
peopl e who are prone to be Pollyannish. Let ne turn to ny

Ms. Haines: | wll do that.

Senator Sullivan: Thank you. Let ne turn to ny
favorite topic, energy. | always |like to recount this
story. It is nowquite a sad story because sone -- | am
sure you know, Viadimr Kara-Miurza was in jail for 25
years, unjustly sentenced. | hope we can keep beating the
drunms to tell Putin to let themout. Al he was doi ng was
speaki ng the truth about denocracy and freedomin Russia.

A very courageous man. | was in a neeting wwth hima
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nunber of years ago. Just nme, him and Senator John
McCain. And | asked himwhat was the nost inportant thing
we could do to undermine the Putin regine, the kind of
mafia grip that he has on his society, and the danger he
presents to the world. And Vladimr Kara-Mirza | ooked at
me and said, it is easy, Senators, it is an easy answer,
produce nore Anerican energy -- produce nore Anmerican
energy.

That is what Russia fears. So, can you tal k about two
things? One, is Russia's attenpt to use energy as a weapon
-- they are pretty good at it. Now, we have blunted it to
sone degree. And then two, on the flip side, | read the
Intel a | ot about what the Chinese |eadership thinks, what
Xi Jinping thinks. They are very scared of American energy
dom nance. Very scared. So, can you tal k about that as
wel | ?

| know, | think it is sone of the products you guys
have produced. And then naybe | know you don't provide
policy, but, you know, we do have this kind of elenent in
Ameri can society, and to be honest, in the Biden
Adm ni stration, and sone of ny colleagues in the Senate who
are |like, oh ny God, we can't produce any nore oil and gas.
That is horrible, climte bonb. No offense, it is
ridi cul ous, right.

We need oil and gas for decades to cone. Places |ike
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nmy State, Al aska, have the highest standards in the world
aren't producing it. |If we are going to need it, we should
produce it, not |et Russia and Venezuel a and hell Saudi

Ar abi a.

So, any thoughts on that, too? And | amtalking all
energy. | love renewabl es, but we need oil and gas. Now,
peopl e close their eyes and screamclimate bonb, and we
can't produce in Al aska.

They have no idea what they are tal king about. And
you guys do. So please enlighten us because, and don't be
political here. | know the Biden Adm nistration -- you are
an i ndependent operator. John Kerry, and everybody, they
go around the world, oh, ny God, quit by an American LNG
These people are idiots, and they are underm ni ng our
nati onal security.

The facts are there. China is fearful of American
energy dom nance. Putin wants to use energy as a weapon.
And the best way to do it as Vladimr Kara-Mirza's advice
to ne and John MCain, produce nore Anerican energy.

That is how you underm ne Putin and scare the Chinese.
What are your thoughts on all of those very inportant
topics that the nedia gets wong, the far left puts its
head in the sand on? W need factual analysis on this
really inportant topic fromyou.

Ms. Haines: Thank you, sir. | know how passionate
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you are on these issues and know edgeable. So, | won't be
political, that is for sure. But | also won't touch on
pol i cy.

Senator Sullivan: Ckay. You don't have to.

Ms. Haines: It is not ny role.

Senator Sullivan: That is not your role.

Ms. Haines: But | will say, absolutely. The
intelligence community believes that Russia uses energy as
a weapon. | know that doesn't conme as a surprise to you.
That is sonething they have continued to try to do during
the course of the conflict. And in fact, you know, is part
of their calculation for invadi ng Ukraine.

One of the things that we know that they were focused
on were the high energy prices for Europe and how t hat
woul d affect essentially, in their view, Europe's

cal cul ation on sanctions. They turned out to be wong,

which | amquite glad about. 1In any event, that is
certainly a part of the picture, | think.
From t he Chi nese perspective, | would tell you that an

area that we have spent a lot of focus on is on actually
China's efforts to try to control global supply chains that
relate to cl ean energy production and work. And that is a
pl ace where we see themvery consciously looking to try to
control the global supply chains related to the critical

mnerals that are relevant to clean energy work. And we
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have sone really interesting analysis on that and happy
also to provide that to you, if it is useful. And naybe
| eave it at that, and | don't know --

Senator Sullivan: Yes. And Ceneral, if you don't
mnd. And sorry, M. Chairman, just a follow on question.
It is related. W did ask in the NDAA | ast year our
mlitary to | ook at options, you know, in the event of a
conflict wwth China to choke off oil and gas supplies to
them Qur navy could do that. And if you have any
t houghts on that, or maybe we should talk about it in a
classified setting.

General Berrier: | do have thoughts, Senator. To
start on Russia weaponi zing energy, | think they have used
It as a carrot and stick, right. And so, they have really
made it painful for our European partners early in the war.

And then they offered it to other partners, nefarious
partners, for nefarious reasons, to acquire nore mlitary
hardware. So, your comrent about weaponization, | think,
Is really, really accurate. | don't disagree with you that
Chi na fears us, about our potential for energy production
I ncrease.

| think they fear a | ot of our econom c power all the
tinme. To the point in the NDAA | think those really are
in the purview of the | NDOPACOM t eam and their planning

efforts as those proceeds, and then we can talk nore in the
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cl osed sessi on.
Chai rman Reed: Thank you, Senator Sullivan.
Senator Sullivan: GCkay. Thank you, M. G aham
Chai rman Reed: W have a vote going on, for the
benefit of ny colleagues. | would suggest that we

reconvene in SVC 217 at 12:15 p.m, giving an opportunity

to reorganize a bit. And | wll at this point adjourn the
open session and we will reconvene at 12:15 p.m Thank you
very nuch.

[ Wher eupon, at 11:58 a.m, the hearing was adjourned.]
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