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1 OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR FROM
2 RHODE | SLAND

3 Chairman Reed: Let ne call the hearing to order. Good
4 norning. Today's hearing is an opportunity to hear from

5 | eading non-governnental experts regarding the gl oba

6 security challenges we face and the strategy the United

7 States needs to avoid a conflict and to advance its national
8 security interests now and in the future.

9 Qur witnesses are Dr. Thomas Wight, Senior Fellow with
10 the Brookings Institution, and fornmer National Security

11  Advisor, retired Lieutenant General H R MMaster. Wl cone
12 to both of you, and thank you for your wllingness to appear
13 before us this norning.

14 The 2018 National Defense Strategy, or NDS, nmade an

15 inportant shift in our defense priorities away froma narrow
16 focus on counterterrorismand towards a strategic

17 conpetition with Russia and China. Yet the exact nature of
18 this conpetition needs to be better understood, and the U S
19 objectives for out-conpeting its near-peer rivals need to be
20 clearly defined. Russia and China reject our denocratic

21  values and the rul es-based international order that has kept
22 the peace for decades. Instead, they seek to sow division
23 and export autocratic political nodels that they see as nore
24  advant ageous.

25 | hope our witnesses this norning will shed light on
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1 what is at stake in these rivalries and what is the role the
2 United States should play in addressing these gl obal

3 chal l enges going forward.

4 W face a very different security environnment today

5 fromeven a decade ago. While we were preoccupied wth

6 fighting wars in Afghanistan and Iraq, our near-peer rivals
7 invested in nodernizing their mlitary capabilities. Russia
8 and China have significantly narrowed the technol ogi ca

9 advantages the U S. mlitary enjoyed in previous decades.

10 In order for our mlitary deterrent to remain credible, our
11  arned forces nust now be prepared to operate in contested

12 envi ronnments across all domains, not only |and, sea, and air
13  but also in cyberspace and space.

14 Forei gn adversaries have al so escal ated the threat of
15 hybrid warfare canpaigns targeted at the United States and
16 its allies. These countries use hybrid tactics including

17 election interference, disinformation anplified on soci al

18 nmedia, and malign financial influence and corruption to

19 exploit vulnerabilities in our open denobcratic societies.
20 Qur rivals have al so invested and continue to invest
21 heavily in research, devel opnent, and acquisition of
22 cutting-edge technologies like artificial intelligence,
23 quantum conputing, hypersonics, and the next-generation
24 digital conmunications. They are making significant strides

25 in a nunber of areas, and we cannot afford to fall behind in
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t hese potentially transformative technol ogi es.

In addition, as the coronavirus crisis has nmade clear,
how we t hi nk about national security nust also address a
range of transnational threats. This includes addressing
health security and the threat from gl obal pandem cs,
environnmental security, including the truly existentia
threat fromclimte change, and the security of critical
i nfrastructure, including our denocratic processes.

Dr. Wight, you have witten that this new era of
strategic rivalry is likely to be transfornative, not just
internationally but also at honme. | agree and believe part
of this transformation will require nore unified efforts for
a whol e- of - governnent and a whol e-of -soci ety strategy for
Great Power conpetition. This strategic conpetition wll
also require a unified approach with our allies and partners
gl obal Iy, which are our greatest conparative advantage.

Yet the international community’s faith in gl obal
| eader shi p has been shaken and our allies and partners are
wondering how reliable a partnership with the United States
wi Il be going forward. The Biden Adm nistration has pl edged
to reinvigorate these relationships and restore the
strategi c advantage we derive fromother countries seeking
to stand with us. | hope our wtnesses wll address how
they see the role of alliances and partnerships and the U S

strategy for conpeting wth Russia and Chi na and how we
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1 should be prioritizing scarce Departnent of Defense

2 resources to best position us to prevail in the strategic
3 conpetition.

4 Again, | want to thank the w tnesses, and | | ook

5 forward to getting your perspectives on these critical

6 security issues.

7 Senator | nhofe, please?
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STATEMENT OF HON. JAMES | NHOFE, U. S. SENATOR FROM
OKLAHOVA

Senat or I nhofe: Thank you, M. Chairnman.

| have had the opportunity to neet Dr. Thomas Wi ght
for the first time just a few mnutes ago, so | don’'t know
himwell, but | appreciate all of the know edge that you're
bringing to this hearing. You' re the right one to be here
to participate at this point.

But | do know CGeneral McMaster. |It’'s a common thing
for us to say thank you for all your tireless years and all
that stuff, but | really nean it. You ve been there.

You’' ve been there doing the right things. And | think when
| look at this -- and |’ m ol der than anyone else in this
room-- | can say that | really believe we’'re in the nost

t hreatened position we’ve been inin ny lifetine.

|’ ve been on this commttee all the way back to the
House years, and when you think about the chall enges that
are out there now, you have China and Russia that are using
mlitary power to achieve political ains, rogue regines.

| renmenber back in the good old days of the Cold War,
we had two superpowers. We knew what they had, they knew
what we had. Mitual assured destruction neant sonething
back in those days. Now you have rogue nations who have
capabilities of wi ping out an Arerican city. | nean, this

Is not the way it used to be, and that’'s why it’'s so
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i nportant to have guys |ike you that have been around, and
particularly you, General, wth your background. You're the
right one to be at this hearing. | appreciate it so nuch.
We | ook forward to the informative advice we get.

As nmentioned by the Chairman, the National Defense
Strategy, this has been our blueprint. This was from |
guess, 2018. Six Republicans, six Denocrats, they got
toget her and they are all know edgeabl e, and they pretty
much outlined it. W use this as a blueprint. So | wll
| ook forward to finding out at this hearing what el enents of
this docunent are still good today. W’ve had a |ot of
peopl e saying it’s getting outdated. So | want to get your
opi nions, particularly you, Ceneral, as to where we are with
this.

The primary mssion of our mlitary is to secure the
nation against foreign external threats or, as the
Constitution puts it, to provide for the common def ense.

The Comm ttee has used this 2018 NDS as a roadmap, and it
still has alot to offer to us. W want to find out what is
rel evant today that we want to conti nue using.

W used to be able to say, as | said, since |'mthe
ol dest guy in this room | renenber World War 11, and |
remenber what happened when we first got in. W weren't
prepared and all that, but after the war is when we deci ded

we were going to -- | kind of got in the habit grow ng up
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when | was a kid thinking Arerica has the best of
everything. W have the best artillery, we have the best
ai rpl anes, the best of everything, but that isn't
necessarily true today.

Chi na and Russi a have gotten ahead of us in devel opi ng
sonme key technol ogies |i ke hypersonics and m croel ectronics,
artificial intelligence, sone areas, and we' re not nunber
one anynore. The bal ance of power in Eastern Europe and the
western Pacific continues to go in the wong direction. CQur
forward forces are outnunbered and out gunned. China and
Russi a are rapidly nodernizing and expandi ng their nucl ear
forces. China will soon conplete its triad and double its
nucl ear arsenal by 2030.

In China, it wasn’'t too | ong ago they actually showed
pi ctures of what they were doing with hypersonics in a
parade in Beijing in Tianannmen Square. So they’'re up there.
They're a threat. This is, | believe, the nost threatened
we’'ve been in this country.

So, DOD s bandwi dth and the resources are not
unlimted. These challenges require a |aser focus on
i ncreasi ng conbat capability and capacity through new
I nvest ments and new operational concepts, new ways of doing
busi ness. W’ ve got to nodernize and replace the | egacy
systens, such as our aging nuclear enterprise, focus on

directing mlitary resources toward m ssions that are
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clearly not a core function.

You know, this bothers ne, and | know that there's a
| ot of diversity of thought on this around this table. Yes,
we had a change in admnistration. Historically, we know
what happened to us back during the last five years of the
Gbanma Admini stration. That would be between the years of
2010 and 2015, that we actually reduced our support of the
mlitary by about 25 percent at that tinme. And during those
sane five years China increased theirs by 83 percent. That
shoul dn’t happen. This is Arerica. W’re not supposed to
be doing that.

It bothers ne a little bit. There are a |lot of people
who are going to be wanting to use a |l ot of our resources
knowi ng that a | ot of resources go to defendi ng Anerica but
wanting to use that for their |iberal agendas that have
nothing to do wth defendi ng Aneri ca.

So that’s what |’ m concerned about, and that’s why
we’'re having this hearing today, and | |look forward to the
advi ce that we get fromyou guys during this hearing.

Chai rman Reed: Thank you very nuch, Senator [|nhofe.
And thank you again to the witnesses. Let ne join Senator
| nhofe in saluting General McMaster’s distingui shed career
in the Arny. Thank you, sir.

Dr. Wight, would you begin, please?
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10

STATEMENT OF DR. THOVAS WRI GHT, SENI OR FELLOW THE
BROOKI NGS | NSTI TUTI ON

Dr. Wight: Thank you, Chairnman Reed, Ranki ng Menber
| nhof e, and di sti ngui shed nenbers of this commttee. It is
a great honor to appear before you today to speak about the
gl obal security environnment and inplications for U S.
def ense policy.

| have submitted witten testinony for the record and |
W ll just speak very briefly on three points fromthat
t esti nony.

The first point 1'd like to make is if you neasure the
security environnent by what was expected or predicted a
decade or so ago, it is clear that the United States is
facing near worst-case scenarios on both G eat Power
conpetition and transnational threats. This is conpounded
by a negative synergy between the two that nmakes each nore
dangerous and nore difficult to deal wth.

The autocratic nature of the Chinese regine and its
par anoi a about its hold on power and standing in the world
made it nmuch less likely to cooperate with the international
community during COVID-19. It covered up the virus in the
crucial early nonths and continues to withhold vital
information fromthe Wrld Health Organization. The current
pandem ¢ hi ghlights the way in which China has increased its

I nfluence in international institutions in ways that danage
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11

the interests of other nations, including the United States,
and i ndependently of Chinese behavior the nore nationalistic
and protectioni st outlook of many governnents around the
wor | d has underm ned the type of international cooperation
we are used to witnessing in a crisis.

This pandemic will have long-term strategic
consequences for the United States. Wile the U S ’'s
econom ¢ decline |ast year was 3.5 percent, and ot her
denocraci es saw even | arger | osses, China s econony grew by
2.3 percent. By one neasure, China will overtake the U. S.
as the world s |largest econony five years earlier than
predicted, in 2027 instead of 2031. Early talk about
Chi na’ s Chernobyl nonment has been replaced by a confidence
on the part of the governnent that has energed stronger from
a global crisis for the second tine in 15 years, the other
being the international financial crisis, and Chi na has
beconme much nore assertive in the wake of the crisis.

What | ast year shows us, | think, is that the United
States nust prepare for a world in which the nost severe and
frequent gl obal shocks occur agai nst the backdrop of
enbol dened adversaries and |linmted cooperati on between najor
powers.

The second point |'d like to make is on a traditional
m ssion of the U S. Arned Forces and defense policy, which

I's deterring adversaries from aggressive action. 1'd |ike
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12

to frame this in terns of thinking about how to deter
revi sioni st powers.

Sonetinmes we think of revisionist powers as countries
hel | -bent on gl obal dom nation |ike Nazi Germany or the
Soviet Union, but revisionismrarely manifests itself
wi thout all-out conflict. Revisionist states traditionally
go after the “non-vital” interests of their G eat Power
rival s because this generally does not provoke the type of
retaliatory strike that attacking a vital interest woul d.
Threatening non-vital interests -- for instance, by
attacking a non-ally of the U S -- |eaves status quo powers
torn over how to respond and del i berating about whet her
retaliation is worth it.

O course, the term“non-vital interest” i s sonewhat
msleading. It only holds true when viewed narrowy and in
I solation. Wth annexation and unprovoked invasion clearly
constituting a breach of the peace and threatening U S
vital interests, seizing rocks or strips of territory poses
a nore anbi guous threat. Such noves appear to be of limted
strategic inportance until, in the aggregate, they acquire
much greater val ue.

This is not a new problem It is textbook revisionism
and it poses one of the nost conplex problens a najor power
can be confronted with. The purpose of revisionismis to

make deterrence extrenely hard and to encourage rival G eat

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

Powers to accommopdate them di plomatically or to limt their
response to the point of being ineffective.

The final point 1'd like to nake is just on
recomendati ons, and | have five recommendations in the
testi nony.

The first is to continue mlitary noderni zati on as set
out in the 2018 National Defense Strategy to reorient U S
defense policy toward dealing with Major Power conpetitors.
The U. S. nust also integrate initiatives to inprove
strategic conpetitiveness with efforts to rebuild the
donmesti c econony after the pandem c, including a strategic
approach to technol ogi cal innovation and reducing the
vul nerability of certain sectors of our society to
I nt erdependence with adversaries. Strategic thinking nust
al so be integrated across all rel evant governnent agencies
and departnents.

Second, nest conpetition with China in a positive and
affirmative vision of the free world which we wll
continuously strengthen, work to strengthen and inprove.

Three, continue to deepen U.S. alliances and
partnerships in the Indo-Pacific, including by focusing on
deterrence by denial, inproving the credibility and
resilience of the U S. presence in the region, encouraging
cooperation between allies and partners in the region,

assisting those allies and partners in responding to

13
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14

external coercion and interference, including as we're
seeing in Australia, and deepening cooperation with India
and Tai wan.

Fourth, I would take a new | ook at the 2 percent
def ense spending target for NATOto reformit to incentivize
European allies to invest in civilian as well as mlitary
capabilities such as new technol ogi es that woul d enabl e t hem
to conpete with China. | would supplenent this with a
sophi sticated Anmerican-Europe strategy that allays European
concerns about strategic conpetition with autocratic powers
and rethinks European security to enable the EU to play a
greater role in security and defense.

And finally, we should facilitate a nationa
conversation about the type of strategic conpetition we want
to engage in. Geat Power conpetition is not a strategy in
itself. It is a condition that we nust cope with in all of
its dinmensions. W are still at a very early stage in
identifying different strategies of conpetition, just as we
had different strategies of containment during the Cold War,
al t hough consi derabl e progress has been nmade in this over
the | ast four years with |liberal, conservative, realist, and
progressive alternatives for how to conpete.

Over the next four years we nust refine and devel op our
t hi nki ng on the objectives of the conpetition and the neans

to acconplish these objectives. Thank you.
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1 [ The prepared statenent of Dr. Wight follows:]

2 [ COMM TTEE | NSERT]
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1 Chai rman Reed: Thank you very nuch, Dr. Wi ght.

2 General McMaster, please?
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STATEMENT OF LI EUTENANT GENERAL HERBERT R MCMASTER,
JR, USA, (RET.), FORMER UNI TED STATES NATI ONAL SECURI TY
ADVI SOR

General McMaster: Chairman Reed, Senator |nhofe, and
di stingui shed nenbers of the commttee, thank you for the
privilege of discussing global security chall enges and how
the United States, alongside our allies and partners, m ght
overcone those chal | enges, preserve peace through strength,
pronote prosperity, and secure a better future for
generations of Anericans to cone.

| want to begin by thanking this commttee for the work
that you and your predecessors have done to provide for the
common defense. | was a direct beneficiary of that work.
Thirty years ago alnost to the day, | had the privilege of
commandi ng Eagl e Troop of the Second Arnored Cavalry
Regi nent at the Battle of 73 Easting. During an intense 23-
m nute assault across 4 kiloneters of heavily defended
ground, our 132 troopers equi pped wwth 9 Abrans tanks and 12
Bradl ey Fighting Vehicles destroyed a brigade of the Iraqi
Republ i can Guard w thout suffering casualties.

Senat or Sam Nunn, who, as you know, rendered
extraordinary service to our nation as a senator, nenber of
this commttee, and its chairman, invited ne to testify as a
captain alongside retired Arny General Paul Gorman to

explain our cavalry troop’s |lopsided victory in the Gl f
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War, a war that was full of |opsided victories. | thanked
the commttee for giving our troop, our Arny, and our entire
joint force the weapons that allowed us to overnmatch the
fourth largest arny in the world and prove wong pre-war
predi cti ons of nmassive Anerican casualties. But Ceneral
Gorman and | stressed the | ess tangi bl e sources of our
force’s conbat prowess and in particular the training,
mlitary education, and | eader devel opnent that were
foundational to forging confident, cohesive teans bound

t oget her by our warrior ethos, an ethos based on honor,
courage, respect, and a willingness to sacrifice for one
anot her and the m ssion.

It is that same ethos that has all owed our snall
volunteer mlitary to sustain conbat operations across the
first two decades of this century after the nost devastating
terrorist attack in history took the Iives of nearly 3,000
i nnocents on Septenber 11, 2001. The warrior ethos is
foundational to conbat power and to the sacred covenant that
bonds servi cenen and wonen to one another and to those in
whose nanme we fight. Wth the support of this commttee,
General Gornman and other |eaders of his generation
strengt hened that ethos as they |l ed a renai ssance in our
all-volunteer joint force after the Vietnam War, a
renai ssance based on inproved training, education, doctrine,

organi zati on, equipnent, and quality of recruits.

18

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

19

Qur joint force is a living historical comunity in
whi ch today’' s | eaders are charged with building on the
| egacy of excellence inherited fromthose who have gone
before them Today' s |eaders, |ike those of Ceneral
Gorman’ s and ny generation, will continue to rely on this
comrittee to help them preserve the warrior ethos and
fulfill their responsibilities to the servicenen and wonen
of today and generations to cone.

That is why the work of this coommittee and its strong
exanpl e of bipartisanship is vital to our nation’s security
as we energe fromfour traumas: a pandemi c; a recession
associ ated with the pandem c; social division and viol ence
sparked by George Floyd' s nurder and anger over unegua
treatnment under the law, and vitriolic partisanship conbi ned
wth lies, disinformation, and conspiracy theories that
culmnated in the nmurderous assault on this building on
January 6th, 2021. Recovering fromthese traumas is
essential to our national security because it is the
perception of division and weakness at honme that enbol dens
rivals, adversaries, and enem es abroad. And confidence in
our conmon identity as Anericans and our role in an
increasingly interconnected world is essential to a
sust ai ned approach to national security and foreign policy.

As Dr. Wight nentioned, we live in a dangerous tine.

But we live in a dangerous tinme in part because our
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confi dence appears eroded as the gl obal pandenm c catal yzes
chal l enges to Anerican security, prosperity, and influence
in the world. | describe sonme of those challenges in ny
statenent for the record and suggest ways that we m ght
overcone them and secure a better future for generations of
Americans to cone.

In general, we nust overcone our narcissistic view of
the world and stop assum ng that what we decide to do or not
do is decisive to achieving a favorable outcone. W need to
adopt a non-partisan, |ong-term approach to foreign policy
focused on conpetitions inportant to our nation’s security,
prosperity, and influence in the world. And we nust ground
our national security and defense strategies in the reality
that rivals, adversaries, and enemes are unlikely to
conformto our preferences.

Thank you for the privilege of being wwth you and for
appeari ng al ongside ny colleague, Dr. Wight. Thank you,
M. Chair man.

[ The prepared statenent of CGeneral MMaster follows:]

[ COMM TTEE | NSERT]
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Chai rman Reed: Thank you very nuch, General.
Wth sone senators attending renotely, | want to once

agai n describe the procedures. Since it isn't possible to

know exactly when our colleagues will be joining via
conmputer, we wll not be follow ng our standard early-bird
timng rule. Instead, we will handle the order of questions

by seniority, alternating sides until we have gone through
everyone. Once we reach the end, if there is anyone we
m ssed, we wll start back at the top of the list and
continue until everyone has had their turn. W wll do the
standard 5-m nute rounds, and | ask ny col |l eagues on the
conputer to please keep an eye on the clock, which you
shoul d see on your screens. Finally, to allow for everyone
to be heard, whether in the roomor on the conputer, | ask
all coll eagues to please nute your m crophone when not
speaki ng.

Wth that, let ne begin the questioning. And again,
| et me thank you for your excellent testinony, Dr. Wight
and General MMaster.

As Senator |nhofe pointed out, the National Defense
Strategy is a very crucial and influential source of
gui dance as we go forward. But one of the aspects of the
NDS is that it describes sort of a vague endpoint, if you
will, interns of so we can conpete nore effectively and

win. That, | think, is sonething we have to dig down into
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nore precisely, and it doesn’t define neasures to see how
well we're doing in that effort.

So, Dr. Wight first and then General MMaster, what
shoul d be our strategic end state of the United States, what
shoul d we be seeking to bring about, and what types of
measures of effectiveness should we use?

Dr. Wight: Senator, thank you. The question about
the goal of U S. conpetition with China, Russia, and
probably other autocratic powers is one that is still in the
early stages of being sorted out, and in the National
Def ense Strategy, National Security Strategy, and many of
the early contributions, | think the answer to that question
was rel atively vague.

My answer to it nowis that, to ne, the U S. objective
in strategic conpetition with Russia and Chi na shoul d be,
one, to inoculate free societies against the negative
externalities of the autocratic nodel; and two, to deter
adversaries from aggressive actions that would upset the
status quo; and three, to build a healthy, vibrant, and
prosperous collection of free societies, the free world that
General McMaster has also witten so el oquently about, so
that that can exist and thrive independently of the
autocratic states.

Chai rman Reed: General ?

General McMaster: Thank you, M. Chairman. | think
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that we have to be able to win, and | think it has becone
fashi onable and regrettable in recent years to think it’'s
okay to engage even in war wthout a clear vision toward
what victory would nmean. Now, it’'s not going to be marching
Into an eneny’s capital and declaring the war over. But |

t hi nk what we have to define winning as is achieving a
sust ai nabl e political outcone consistent with what brings us
into conflict to begin wth.

This is, of course, the problemwe’re facing nowin
Af ghani stan, where our prioritization of w thdrawal over
achi eving that sustainable outcone is going to ensure that
we can’'t acconplish the objective that we are oriented on
fromthe very beginning two decades ago, which is to deny
jihadist terrorists a safe haven and support base that they
can use to plan, prepare, and resource attacks on the scale
of 9/11 in one of the real terrorist epicenters of the
wor | d.

And so | think, in the National Defense Strategy in
particular, it’s inportant for us to consider the
consolidation of mlitary gains as an inherent part of war.
It’s not just an optional phase, as | think we m ght have
| earned fromthe difficulties that we encountered in both
Af ghanistan and in Iraq. | nean, those were always going to
be difficult conflicts, but I think we made it harder on

ourselves by taking this sinplistic short-term approach to
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what is a |long-term problem and negl ecting the inportance of
the consolidation of gains to get the sustainable politica
outcones. There will be tines when we conduct mlitary

rai ds, which are by definition operations of short duration,
limted purpose, and planned wi thdrawal. But neither

Af ghani stan nor Irag were raids, and we paid the price for

I nconsi stent, inadequate, unsound strategies over nany
years. | think it’s fair to say that our long war in

Af ghani stan, our |ongest war, is not a 20-year war. It’'s a
1-year war fought 20 tines over.

I think the other aspect of winning is trying to
ensure, as Dr. Wight has nentioned, that the war doesn’t
happen to begin with, and this is deterrence by denial.

It’s convincing our adversaries that they cannot acconplish
their objectives through the use of force. | would stress
in this case, in connection wth the defense strategy, how
important it is to have capable joint forces forward
positioned in sufficient scale to operate alongside allies
and partners to deny our principal adversaries, in this case
| would say China and Russia, from succeeding in this
approach of anti-access area deni al.

| would just like to point out that capable forward-
positioned joint forces automatically transform what our
enenm es or potential enemes would prefer to regard as

deni ed space into contested space.

24
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1 And then finally, winning is overconing challenges that
2 operate below the threshold of what mght elicit a mlitary

3 response, and | think we can see the danger associated wth

4 Russia and increasingly China trying to acconplish

5 objectives below that threshold, and this is where | think

6 the defense strategy really has to enphasize the integration
7 of the mlitary instrunent with all elenents of national

8 power and efforts of |ike-m nded partners to counter these

9 nore sophisticated and pernicious forns of aggression.

10 Chai rman Reed: Well, thank you very nuch, gentl enen.
11 Let ne recogni ze Senator |nhofe.

12 Senat or I nhofe: Thank you, M. Chairnan.

13 |’ve got two questions to ask, and I’'mgoing to try to

14 get themboth in in 5 mnutes, so be kind of brief, if you
15 woul d.

16 The first one has to do with what we’ ve been talking
17 about, and that is the NDS. It wasn't long ago, | think

18 just |ast week, soneone in the new admnistration -- it was
19 not the President but soneone else -- was tal ki ng about

200 we’'re going to have to be revising the 2018 NDS and witing
21 a new NDS for 2022. This concerned ne a little bit when |
22 heard this, so | want to ask the question first to General
23 MMaster and then a comment fromDr. Wi ght.

24 The question would be, in your opinion, what principles

25 and priorities should be retained fromthe 2018 NDS?

www.trustpoint.one 800.FOR.DEPO

Trustpoint.One | Alderson. www.al dersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

26

General McMaster: Thank you, Senator |nhofe. You
know, I’'ma fan of the 2018 NDS because, nmaybe |'ma little
bit biased, but it was derived fromthe work that we did on
the National Security Strategy in Decenber 2017, a strategy
that | think nade an acknow edgenent that was | ong overdue,
and that was the return of Great Power conpetition, and in
particul ar we rejected assunptions under which previous
polici es had been based.

Forenost anong them was that China, having been
wel coned into the international order, would play by the
rules and, as it prospered, would liberalize its econony and
| iberalize its formof governance and not pose a threat.

So | think what the 2018 Defense Strategy did best was
acknow edge the threat from China and the threat from Russi a
as revisionist powers. | think the defense objectives from
2018 are sound. They're very difficult, | think, to argue
with. They provide a broad framework for a sustained effort
to devel op defense capabilities over tine, and | would say
that the overall three objectives of rebuilding readiness,
strengthening alliances, and then reform ng the Departnent’s
busi ness practices so we can innovate within the cycle of
technol ogy and maintain our critical differential advantages
over potential enemes, those are hard to argue wth as
wel | .

And then, of course, there are the eight priorities for
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noderni zation. The overall point | would say is that |

don’t think any adm nistration going forward shoul d define
Its policies and strategies based mainly as an opposition to
the one that had gone before it, because if that’s the case
we won’'t have the kind of continuity that we need to build
capabilities going forward.

Senator Inhofe: GCkay. |I'mgoing to interrupt you, and
| appreciate your response; it did answer my question.

Any short conmments you have, Dr. Wight, on that?

Dr. Wight: Just very briefly, | agree with Genera
McMaster. | think the overarching principle of the 2018 NDS
and to reorient the Departnent and the U S. mlitary toward
G eat Power conpetitors is the correct sort of thene that
shoul d be continued and evol ved through the next iteration
of the NDS.

Senat or I nhofe: Ckay, | appreciate that very nuch.
|”ve got to have tinme for the second question, and that is
on climte change. There's a |ot of discussion, and | know
-- 1’ve been through the Paris Agreenent and all of that,
and everyone applauds China and Russia and India for all the
wonderful things they're going to do. But there’s sonething
that was said, a statenent that was made in your book

”

“Battl egrounds,” General MMaster, when you said people
don’t understand this but what the world needs is a

conprehensi ve strategy based on the recognition that
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countries will not suppress their security and econonic
interests to join an international group.

But that’s what these people want, the Paris Accord,
and others who join this international group, aren’t China
and Russia wonderful for doing that. However, the Anerican
Enterprise Institute report showed that the United States
led in CO2 em ssion reductions in 2018, while China and
| ndi a accounted for nore than half of all new em ssions.

So with that, General MMaster, what woul d you view as
the role of the mlitary in terns of what we’'re doing in
sonme type of a climate change policy? How does that blend
into it, and do you have any comrents on the fact that these
countries are all getting all kinds of credit for
participating in things when, in fact, you are right, they
are not going to do anything that’s going to inpair their
conpetitive ability?

General McMaster: Thank you, Senator. 1'Ill try to be
succinct on this. |It's a conplex topic, and |I'’mnot the
expert on it. But |I think what’'s really inportant is that
we can't afford to have any nore non-solutions. The Paris
Agreenent is a non-solution because even if we do everything
that we can as a devel oped econony to reduce carbon
em ssions, China, India, and other em ssions fromthe
devel oping world, and Africa in particular, wll ensure that

t hose gains anount to nothing in connection with the

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

29

probl em

So the danger of Paris is it’'s a feel-good exercise
that can lead us to conplacency in this area. | think the
good news is there are real solutions that are avail abl e.

For exanple, there are bridging fuels, |like natural gas, for
exanple. There' s next-generation nuclear. There are, of
course, the whole range of renewables. But what is really

i nportant is that any solution has to be econonically
feasi bl e i n devel opi ng econoni es, and we have to recognize
that China, Xi Jinping can pose as an environnentalist, but
China is building 50 to 70 coal-fired plants a year, for
exanpl e.

The mlitary’'s role is in support, right? | think
research and devel opnment. But | think what the mlitary can
do is innovate, innovate to provide our joint forces the
ability to sustain freedom of novenent and action at the end
of extended and contested supply lines in austere
environnments. That's kind of a niche research and
devel opment capability. | think other departnents and
agencies in the admnistration should have the | ead on the
| ssues associated with climte change and the rel ated issues
of energy security, water security, food security and so
forth.

Senator Inhofe: That's a great answer.

My tinme has expired. Thank you, M. Chairman.
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Chai rman Reed: Thank you, Senator | nhofe.

Senat or Shaheen, pl ease?

Senat or Shaheen: Thank you, M. Chairnman.

And t hank you both for being here this norning and for
your testinony.

| want to start with you, General MMaster, because |
agree with the statenents you've nmade relative to
Af ghani stan, that w thdrawi ng our troops now i s not
strategically a good position for the United States to be
in. But | do appreciate, as | know you do, that people are
tired of this long war and don’t see an end to it. So if
we’'re thinking about the strategy of Afghani stan and how it
affects the Geat Power conpetition, which it does,
obvi ously -- our engagenent in places |ike Syria and Yenen
and Afghani stan are all al so about what happens with our
Great Power conpetitors -- how do we get out of Afghanistan?
How do we achi eve that stable environnment that you' re
t al ki ng about ?

General McMaster: Thank you, Senator. | agree with
you that there are reasons for people to be upset about it,
to be di sappointed about it, to |ose their patience, because
| think that multiple adm nistrations have not done a
sufficient job to explain to the Anerican peopl e what they
need to know. (a), what is at stake; and (b), what is a

strategy that will deliver a favorable outcone at a cost
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acceptable to the Anerican peopl e?

| believe that the first tinme that we had a sustainable
| ong-term approach in place for Afghani stan was the August
2017 South Asian Strategy. Unfortunately, the Trunp
Adm ni stration abandoned that strategy and | believe doubl ed
down on sone of the fundanental flaws of the Chama
Adm ni stration strategy toward Afghanistan, and in
particul ar engagi ng in self-delusion by inmagining a bold
| ine between Al Qaeda and other jihadist terrorists and the
Tal i ban, a bold line that we know as a fact doesn’'t exist;
as well as self-delusion in the belief that the Taliban
really want peace short of establishing the Islamc Emrate
of Afghani stan, which would be the first step again toward
provi di ng safe haven support bases to these groups.

So your very inportant question is, okay, so what,
then? Wat does it |ook |ike?

Senat or Shaheen: Right, that’s the question.

General McMaster: So what it |ooks like is Afghanistan
as it is today with a very small U S. force sustained
commtment there, with allies and partners conmtting even
nore forces than the United States does for burden sharing.
It has to be affordable, but we have to recogni ze that
Af ghani stan is bearing the brunt of this fight right now
About 30 Afghan soldiers die every day fighting to retain

the freedons that they’ ve enjoyed.
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The last thing that | would say here is that what we're
doing I think is also going to cause a humanitarian
catastrophe -- could cause -- of colossal scale.

Af ghani st an needs support if they' re going to be able to
continue to take the lead. | think we just have to

acknow edge that Afghanistan is not going to be Denmark, but
It can be a heck of a lot worse than it is nowif we

wi t hdraw our support prematurely and create opportunities
for the Taliban. W have essentially partnered with the
Tal i ban agai nst the Afghan governnent --

Senat or Shaheen: Onh, | totally agree with that, and |
think the question nowis how do we correct that. And |
al so think that the Afghan people who are going to bear the
bi ggest cost of any precipitous U S. withdrawal are the
wonen and girls in the country, and it would be a huge
humani tari an di saster. So the question again is howto
reverse that policy.

I want to go on to Russia because | think one of the
t hi ngs that Russia has done very successfully is their gray
zone efforts, which we have not responded to in a way that |
can see has deterred Russia. |’ m pleased about the recent
announcenent of sanctions by the Biden Adm nistration with
respect to Naval ny, but can you both talk a little bit about
how we better deter Russia, who I think in the short termis

nmore of a threat than China?

32
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Dr. Wight: Thank you, Senator. Yes, | think the
first thing that we could do is actually make this a top
priority with the European allies. For various reasons,
this has not been up front and center in various NATO
summts and on the bilateral agenda with nmany of those
countries. So | think that needs to change.

| also think we need to re-look at the automatic reflex
to go toward sanctions every tinme Russia does sonething
egregious. | think sanctions have an inportant role to
play, but they don’t really change the behavior. | think
| ooki ng seriously at anti-Kkleptocracy, anti-corruption
efforts to push back against the Putin regine is also
anot her option. And then, of course, increasing resilience
on a NATO and U. S.-EU basis as well, so that societies |earn
from best practices in Taiwan, Australia, elsewhere, and
t hose operations have limted effect on those countries.
Thank you.

Senat or Shaheen: Thank you.

My tine is up. Thank you, M. Chairnan.

Chai rman Reed: Thank you, Senator Shaheen.

Senat or W cker, please?

Senat or Wcker: Thank you, M. Chairnman.

Dr. Wight, you indicate that we can get a better
result fromour NATO allies by shifting the definition of

the 2 percent requirenent from defense spending, per se, to
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1 the kind of technol ogy research that |eads to security. Can
2 you take 60 seconds to explain to us what you nean by that?
3 Dr. Wight: Absolutely, Senator. So | agree, Europe

4 needs to do nore, there needs to be nore burden sharing.

5 But what worries ne about the 2 percent nunber is we're

6 creating sort of an artificial nmetric which they can neet by
7 having all types of things count towards it that don’t

8 necessarily nake them nore conpetitive vis-a-vis Russia or

9 wvis-a-vis China in particular.

10 So if they, for instance, are willing to go all the way
11 on 5G technol ogy, nmake really costly investnents to strip

12 that out of their 4G networks and to invest in denocratic

13 solutions to that technol ogy problem | think we should give
14 themcredit for that, right? W should count that as part
15 of that sort of long-termeffort for themto be nore

16 conpetitive. So that’s just one exanple. [|’mnot saying we
17 let anyone off the hook, but | do think we have to | ook at
18 the effectiveness of how they are positioned, particularly
19 in terns of China and what we really care about, which I

20 think is the technol ogy, the high-end technol ogy.

21 Senator Wcker: That’'s going to be a little bit hard
22 to quantify, though, isn't it?

23 Dr. Wight: Well, | think we can see it with 5G on the
24  basis of the decisions that they nake and the budgetary

25 costs that they incur for those decisions. So | think there
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are ways of neasuring it. But, yes, it’s probably nore
conplicated or diversified than just having one single
nunber that we neasure agai nst a single defense budget.

Senat or Wcker: Thank you very nuch.

General McMaster, let’'s tal k about ship building and
China. | believe we now have naval superiority in the
Pacific, but we’re in danger of falling behind, and we need
consi derabl e investnent in our naval forces. | hope you
agree with that. Tell nme if you do.

General M1l ey suggested |ast year that we may need to
depart fromtraditionally equal allocation of defense
spendi ng between the services. Wuld you comment about
that, and do you believe our naval forces’ structure and
posture are adequate in the Pacific to countering China’s
maritinme threat?

General McMaster: Senator, | do not believe they're
adequat e, especially if you |look at the projections for what
t he Chi nese People’ s Liberation Arnmy/Navy is going to build.
But | would say this sane dynamic is affecting all the
services, you could really say since Wrld War 1, that
smaller and smaller U S. joint forces have had a bi gger and
bi gger inpact over w der areas based on our technol ogi cal
advant ages, right? The autonotive revolution, the aerospace
revol uti on, assured conmuni cations, access to space, big

data anal ytics, precision strike capabilities and GPS, all
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of that now is chall enged because Russia, China and others,
they studied us, especially after the Gulf War, and they
devel oped capabilities to take apart those differenti al
advant ages.

So now scale matters nore, and | think what we need are
nore systens that are maybe | ess exquisite but very capable,
and we need systens that degrade gracefully rather than fai
catastrophically.

Senator Wcker: Systens.

General McMaster: These are ships, these are
submarines. Any systemw thin the network of the joint
force capability has to be resilient, has to be capable of
decentrali zed operations, because the exquisite assured
communi cations and surveillance that we’ ve depended on is at
| east contested in an unprecedented way by electronic
warfare, counter-satellite capabilities, offensive cyber
capabilities, tiered and | ayered air defense, and al so these
| ong-range m ssil e systens.

Senator Wcker: Four years ago this conmttee stepped
forward on a bipartisan basis, included the SHHPS Act in the
Nat i onal Defense Authorization Act for 355 ships as a
requi rement and said we're going to get there as soon as
practicable. The new requirenent cane out late in the
previ ous adm ni stration, around Novenber or Decenber, so

we’' d get over 400 ships. Talk about that, and are you
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famliar with the plan that cane out late |ast year, and do
you support that?

General McMaster: | am Senator. O course, | would
defer to the people in the Departnent of Defense because
they’'re the ones who are | ooking at all the tradeoffs and
what we need in terns of joint capabilities. But | do think
that overall, all of the services are coping wth a bow wave
of deferred nodernization, and when those defense cuts
occurred while we were at war, those were bills that, if we
wanted to maintain our deterrent capability, we were going
to have to pay eventual ly.

So | think that's what, sadly, you're coping with and
t he Departnment of Defense is coping with these days. So |
think it’s really inportant to understand the context of
def ense spendi ng these days, that we are in catch-up node
and we are going back to rectify sone of the weaknesses that
devel oped in our deterrent and fighting capability over many
years.

Senator Wcker: Thank you, sir.

Chai rman Reed: Thank you, Senator W cker.

And now, via Webex, Senator G 1ibrand.

Senator G Illibrand: Thank you, M. Chairman.

On page 68 of the 2017 National Security Strategy, it
devot ed about half a page to conbatting pandem cs and

conbatting other biological threats to our nationa
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security. The COVID 19 pandenmic has really laid bare,
exposi ng many of our gaps in prioritizing, detecting,
respondi ng to and preventing the spread of infectious

di seases that have the potential to not only cost hunman

| ives but to cripple our econony and to weaken public faith
in our institutions.

How can we | everage our current national security and
foreign policy assets to inmprove on our surveillance and on
our response to infectious di sease?

And second, |’ ve advocated for a one-health security
approach that would use a multilateral strategy to address
public health disasters Iike COVID- 19. The one-health
security approach integrates professionals with expertise in
security, law enforcenent, and intelligence to join
veterinarian experts, agriculture, environnental, and hunman
heal th experts to address these probl ens.

How shoul d the Federal Governnent devel op the
mul tidisciplinary approach that is necessary to prevent
di seases, detect themas early as possible to maxi m ze
response tinme, and, in the case of deliberate threats, hold
t hose responsi bl e account abl e?

General McMaster: Ckay, so I'Il take it first. The
three key tasks, the three key actions in the National
Security Strategy on the pandemc, |I'Il just go through

t hose very quickly, where they broke down and what we need
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to do.

The first of these is stop a pandem c before it becones
a pandem c, and that’s through global surveillance and rapid
response to contain it. Well, thank you, Chinese Communi st
Party. W weren't able to do that based on the subversion
of the Wrld Health Organization and the disinformation and
goi ng after anybody who was trying to ring the alarmbells
about it.

The second thing that we have to do is we have to
nobi |l i ze a bi onedi cal response. This is where we fell down
at the beginning. W fell down for a nunber of reasons.
First of all, our supply chains becane too biased in favor
of efficiency over resilience, for too |ong.

Secondly, we didn’'t coordinate well between various
| evel s of governnent, acknow edgi ng the Federal systemthat
we have, and between the public and private sector because
we have a hybrid health care system So authoritative data,
the transferability of that data, the ability to at | east
not conpete agai nst each ot her when we’'re going after
critical elements of the response is very inportant. So how
we share data, that systemthat is put in place, that has to
change. W have to become nuch nore effective at that, as
wel | .

And then finally, we need bionedical innovation. |

think that grade is going to be kind of an A-plus. It’'s
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going to be an A-plus because we delivered a vaccine far
sooner than anybody thought we would. That’'s investnent
really fromthis commttee and others over nmany years on
being able to rapidly prototype vaccines and then be able to
produce them at scal e.

So | think the nost inportant thing we've |learned is
writing anything on paper doesn’'t get it inplenented, and we
need a hi gh degree of conpetency in inplenenting the plans
that we have, and | think the biggest focus that we need now
is on that second task of nobilizing a bionedical response.

But also, the WHO -- and 1’|l ask Thomas to comrent on this
-- needs to be reforned. | think there is no prize for
menbership in international organizations, especially when
they' re bei ng subverted and turned agai nst their purpose by
an adversary, |ike the WHO was wi th Chi na.

Senator Gllibrand: Well, let me give you a nore
poi nted question. Cbviously, COVID 19 was a zoonotic
pat hogen, and |’ m concerned that malignant actors wll use
t he pandem c as a teaching nonment to add weaponi zed di seases
and spread a biol ogi cal weapon in their arsenal attack.

How can we work with our allies to disrupt the spread
of biol ogi cal weapons and ensure that energing biotechnol ogy
and bi oengineering tools are used for good?

Dr. Wight: Senator, | can address that. | would just

add to General McMaster’s comment that, nunber one, | think
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that gl obal health has to be a priority of the U S.
intelligence conmunity. W cannot expect transparency from
China going forward, so intelligence collection on this I
think has to be part of their mssion set.

Secondly, | think the U S. nust engage the WHO and push
for reform again because of China's role. W shouldn’'t
expect for transformative reforns, so we nust develop in
parallel a group of like-m nded countries that are willing
to go further, faster, and to hold countries accountable
when they do not cooperate and do not share informtion.

Senator G llibrand: Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator G| 1|i brand.

Senat or Cotton, please?

[ Pause. ]

Senator Manchin: Tom this m crophone worKks.

Senat or Cotton: Thank you, Senator Manchi n.

Thank you, gentlenen, for your testinony today.

CGeneral McMaster, we tal ked about a | ot of new types of

conpetition with China. Let’s talk about a very ol d-
f ashi oned, hard-power question about China. How bad woul d
it be for America’ s security and our national interests if
China went for the jugular in Taiwan, if China invaded and
annexed Taiwan to the mainland?

General McMaster: Senator, | would just say, first of

all, if we were to respond, the costs on China would be
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tremendous as well. | think there’s a race ongoing right
now to help Taiwan harden its defenses to nmake itself
I ndigestible prior to the period which | think is the
great est danger, which is from 2022 onwards based on the
conclusion of the Beijing Wnter O ynpics and based on the
Communi st Party Congress.

| think that the key thing is to work with the
Tai wanese Arned Forces, us and other |ike-m nded countries,
to help them strengthen their defenses and to support the

policies, the reforns the president signed when it’s

i nitiated.
But it would be extrenely costly for both sides. |If
the United States did decide to respond to Taiwan, | do

bel i eve that the People s Liberation Arny would suffer
trenmendous | osses based on the trenmendous capabilities of
our joint forces. The inportant point that | would make,
though, is that it’s inmmensely inportant to keep forward-
position-capable joint forces there because what China is
trying to do is to create in the South China Sea a barrier
that would nmake it just far too costly for us to cone to any
ally’'s defense. This is vis-a-vis Taiwan, but it’s also in
their effort to isolate China s nmjor regional conpetitor,
Japan, as well.

Senator Cotton: And one of those new types of

conpetition is in advanced technology. |[|f China were able
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to i nvade and annex Taiwan, it would al so put in Chinese
hands the worl d' s | eadi ng producer of sem -conductor chips,
as wel | .

General McMaster: Absolutely. And if you | ook at geo-
strategic inplications, if you just turn the map sideways
such that Taiwan is on the front, you see how that gives the
Peopl e’ s Liberation Arny trenendous access to coerce others
in the region.

Senator Cotton: One final question on this, and |I’'d
like to address it to both of you. It was long U S. policy
that we would nmaintain a position of strategic anbiguity
about supporting Taiwan should China invade it. Sone
experts, to include R chard Haas, President of the Counci
on Foreign Relations, has said that we should repl ace that
now with a policy of strategic clarity because China' s
mlitary is so nuch stronger, because specifically it’s
geared increasingly toward invasi on of Taiwan, because
Tai wan has devel oped a strong, robust denocratic culture
that it wouldn’'t be a change of the end state we’'re trying
to achieve, which is the maintenance of peace in the Western
Pacific, it would sinply be a change of the policy neans to
achieve that end state by going fromstrategic anbiguity,
bei ng unclear to the world, to Beijing, to Taipei about what
the U S. would do, to one of strategic clarity that said

sinply we will cone to Taiwan’s aid shoul d Chi na i nvade
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Tai wan.

General McMaster, do you believe that strategic clarity
woul d be the right policy for the United States?

General McMaster: No, | do not. | believe the
strategic anbiguity is adequate, especially after we’ve nade
public the six assurances to Taiwan. And | think if we act
in the way that the Trunp Adm nistration has acted, and the
new Bi den Adm ni stration has acted, to assure Taiwan and to
send a pretty clear nessage to China -- and | think the
nessage to Chi na ought to be, hey, you can assune that the
United States won't respond, but that was the assunption
made in June of 1950 as well, when North Korea i nvaded Sout h
Kor ea.

So | think it’s really by our actions rather than by
our words. O course, | know it would strike home to all of
you that this is an Article 1 issue, right? To go to war or
to not gotowar. So | think it would be appropriate to
mai ntain strategic anbigquity, and if that crisis occurs, |'m
sure that all of you and your colleagues would reflect the
will of the Anmerican people on what we do about it.

Senator Cotton: Dr. Wight?

Dr. Wight: Yeah, | fully agree with General MMaster.
Il think I wouldn't revisit the concept of strategic
anbiguity, but | think through actions we can deter this

action and denonstrate U. S. commtnent in a stronger and
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cl oser relationship with Taiwan.

Senator Cotton: Thank you both, gentlenen.

I nmust confess, sitting here behind this Senator
Manchi n nanepl ate, |I'’mtenpted to announce the way the nost
power ful senator in Washington is going to vote on all Biden
Adm ni strati on nom nations and | egislation, but I won't out
of a show of gratitude that Senator Manchin allowed ne to
borrow his m crophone. Thank you, Senator Manchi n.

Chai rman Reed: Thank you, Senator Cotton.

Now Senat or Kai ne, pl ease?

Senat or Kai ne: Thank you, M. Chair.

And thank you to the wtnesses for your service and for
your w sdom t oday.

Let ne follow up on Senator Cotton about Taiwan. Wuld
it be strategically valuable if Congress stepped up the pace
of, for exanple, CODELs to Taiwan once we're safely
traveling again? |’ve been sort of wondering about that.
Oten, for strategic reasons, we haven't prioritized Tai wan
and CODELs, but it m ght be valuable to contenplate that.
What woul d your opinion of that be?

General McMaster: Senator, | think that’s a great
idea. And in particular, it’s an inportant counter to what
t he Chi nese Communi st Party’'s talking point is oftentines on
Tai wan, that they want you to believe that the Chinese

peopl e are culturally predi sposed toward not wanting a say
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in how they' re governed and that there is no alternative for
t he Chi nese people other than their authoritarian nodel. So
I think that’s an inportant nessage, as well as the
oversight on mlitary sales and assistance as well. So |
think it’s great froma | ess tangi bl e perspective and froma
very tangi bl e oversi ght perspective, as well.

Senator Kai ne: General MMaster, you and | spoke in
2017 shortly after you becane National Security Advisor, and
we tal ked about CGeorge Kennan. W tal ked about Kennan’s
famous 1947 Foreign Affairs article, “The Sources of Sovi et
Conduct.” I'mstill quite an admrer of a lot of wisdomin
t hat pi ece.

Here’'s sonmething he said in that article that | stil
find troubling, and this will be a question for you too, Dr.
Wight. 1In talking about the way the U S. can best
I nfluence and, frankly, prevail over the Soviet Union and
the international communist novenent at that point, here's
what he said: “It is rather a question of the degree to
which the United States can create anong the peoples of the
worl d generally the inpression of a country which knows what
it wants, which is coping successfully with the probl ens of
its internal |life and wwth the responsibilities of a world
power, and which has a spiritual vitality capable of hol ding
its own anong the nmajor ideological currents of the tine.”

That piece of wisdomwas focusing on the fact that it
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wasn’t necessarily the weapons systens or the defense budget
that was going to defeat conmunism It was the power of the
United States as an exanple of being a world power, of
coping with the internal chall enges and hol ding up a good
exanple to the rest of the world.

|’ mvery, very troubl ed about applying that Kennan
yardstick to today' s reality. W just saw this attack on
the Capitol, sadly perpetrated by the repetition of a Big
Lie over and over and over again about the election. Sone
of the people who were the attackers that day were people
with really bad backgrounds, neo-Nazi white supremaci st
mlitias, but a lot of people weren't those fol ks. They
were just people who got banboozl ed, and sone of the people
who got banboozl ed and got arrested had been ex-mlitary who
the U S. had trained to defend the nation, and they instead
breached the Capitol.

This is a conmttee that's going to focus on the
budgets and the weapons systens and the external reality.
But what should we be doing to try to neet the Kennan
standard of again becomng a nation that seens like it’'s
copi ng successfully with its own internal challenges and
where huge swat hs of the population, including the mlitary,
aren’t so easily banboozled by the Big Lie?

CGeneral McMaster: Well, Senator, | think the way to

t hi nk about this is how do we turn what the Chi nese
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Communi st Party views as our greatest weaknesses into our
greatest conpetitive advantages? They see the fact that the
peopl e have a say in how they’ re governed, they fear that
nore than anything el se and woul d see that as a weakness to
the Party.

Hey, we have representative governnment. W should be
nore confident that all of us have a say in how we're
governed, and if we’'re not happy with the way we're
governed, we have recourse in our elections. That’'s why we
have to guard our confidence in our denocratic processes and
institutions, like the election.

They see freedom of speech and freedom of the press as
a trenmendous weakness to the Party. W have to encourage at
| east the Fourth Estate to reform | nean, why are we in
this situation where if you |lean one way politically, you
wat ch one cable news station; you | ean another way, you
wat ch one of two others? Social nedia is even worse in the
pseudo-nedia world, where a | ot of these conspiracy theories
are sown.

So we have these forces in the informati on sphere which
are polarizing us and pitting us agai nst each other and
reduci ng our common identity in who we are. But we can turn
that into our greatest strength, and | think we can be nore
confident ourselves in our ability to do what our Founders

said we had to do, right? Qur Republic was always going to
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requi re constant nurturing.

Senator Kaine: M. Chair, could | ask if Dr. Wi ght
could just briefly answer the question, as well? Thank you,
briefly.

Dr. Wight: Thank you, Senator. | think while we sort
of aspire and work toward dealing with these problens at
home and to perfect U S. denocracy, | think it’s inportant
to remenber that it’s precisely because there is a struggle
at hone on these issues and precisely because people are
wor ki ng to i nprove denocracy that the U S. ought to stand up
for this abroad as well, because the U S. has a stake in the
outcone of this struggle, and | think it nakes it even nore
i nportant to stand for denocracy, human rights, and the rule
of I aw.

Chai rman Reed: Thank you, Senator Kai ne.

And now vi a Webex, Senator Rounds.

Senator Rounds: Thank you, M. Chairnman.

Good norning, Dr. Wight and General MMster. First |
want to thank you for your service and being with us today.
Your expert testinonies on our nation’s global security
chal | enges and strategy are comng at a critical tine.

My first question is for both of you. Dr. Wight, as
you know, there are sone who believe that the nuclear triad
has outlived its useful ness and that a force of bonbers and

nucl ear mssile submarines will suffice to naintain a
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credible and reliable nuclear deterrent. |In other words,
this school of thought deens the ICBMforce to be no | onger
needed. Ohers believe that the dollars the Air Force has

i dentified as necessary to noderni ze that force would not be

well spent. I’mcurious as to your thoughts on these
ar gument s.
Dr. Wight: Thank you, Senator. | think noderni zing

the triad and nmaintaining a credible deterrent is a
necessary pre-condition of a sort of successful U S.
defense, a national security strategy. So | think that has
to be viewed in balance wth the other priorities that the
Departnent has and to nake sure that we’'re allocating
resources to be conpetitive in all domains, but | think also
mai ntaining a credible deterrent is an inportant priority.

CGeneral McMaster: Senator, | would just add to that
that there is a trenendous bow wave of deferred
noderni zation in the nuclear forces, as you know. | would
stand by the trenendous work that went on in the nucl ear
posture review in 2018. It was published in 2018. | think
that, again, this is one of these areas where it takes a
sustai ned effort over nultiple adm nistrations to nmake
headway.

And then finally, going w thout the |and-based el enent
of the triad works until it doesn’'t work anynore, because

our adversaries and potential enem es have counter-neasures
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avail able to themthat could one day nake us wi sh we had
that capability. And once you divest froma capability |ike
that, it’s super hard to build it back.

Senat or Rounds: | agree.

Let ne ask you, just in the interest of tine |'’monly
going to ask you to think about one itemin particular, but
once again for both of you. W all know that we face ever-
growing threats in cyberspace. |[If you could make one change
with regard to DOD' s role in the defense of our nation in
this domain, what would that be? R ght now it seens that
DOD, when we tal k about defending this, we tal k about
defending internally. And yet the purpose of DOD in the
first place is to protect our nation, and yet we seemto
have a challenge in that we're not allowed to work inside;
we work outside of our country with regard to our protective
nature. W defend forward and so forth.

But woul d there be anything that you would change in
terns of our policy in responding to these very aggressive
cyber attacks?

Dr. Wight: Senator, while we need to work across al
areas, including strengthening deterrence by denial in this
space, | think that ultimately is very difficult and we need
to give a lot nore thought to offensive options to deter by
t hreat of punishnment. W need to also think about ways for

us to respond to attacks like the Solar Wnds attack by
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wor ki ng col lectively with allies, too. | think in that
particul ar case, a NATO wi de response to Solar Wnds woul d
be appropriate.

General McMaster: | would just add that the key is the
I ntegration of efforts across departnents and agencies. The
Cyber and Infrastructure Security Agency | thought was off
to a great start under Chris Krebs. | thought he did a very
good job there in a very short period of tinme, and | think
there are sone good foreign exanples to look at. | nean, we
are not Estonia. W are nuch nore conplicated than Estoni a.
But Estonia has taken a very good holistic approach to cyber
security, and I think we can learn from sone of our
i nternational partners on how to better integrate especially
the security of infrastructure, which is in private hands,
and to incentivize security nmeasures that otherw se
conpanies who are in a position to nake those investnents
are not really incentivized to do so.

So | think that's the biggest area. |If | could change
one thing, it would be the incentive structure such that
conpani es that have and entities that have responsibility
for critical transportation, health care, you nane it,

i nfrastructure are prioritizing those investnents in
security.

Senat or Rounds: GCeneral MMaster, one |ast question,

just briefly. There s been sone discussion about nucl ear
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command and control and the deci sion-naking process. G ven
the speed with which nucl ear weapons can be enpl oyed, do you
t hi nk di ffusing nuclear command and control authority by

I ntroduci ng nultiple decision-nmakers will increase or
decrease the credibility of our nuclear deterrent, both in
the eyes of our adversaries as well as those of our allies
and partners?

General McMaster: Sir, | won’t go into any specifics
of the system because | think there' s already been too nuch
di scussion about this in the public domain, but | have
conpl ete confidence init. Part of my responsibility was to
oversee exercise and so forth, ensure that we could, in
uni magi nabl e circunstances, bring those decisions to the
right people. So I think the current systemthat’'s in place
is tinme tested. It’s worth always | ooking at, and it’s
consi stent with your oversight responsibility to do so, but
nmy opinion is that it should stay as it is.

Senat or Rounds: Thank you.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Rounds.

Senat or Bl unent hal , pl ease?

Senator Bl unenthal: Thanks, M. Chairman.

Thank you both for being here today.

| want to pursue the |line of questioning that Senator

Rounds began on the issue of deterring cyber attacks. W
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have sancti oned our adversaries, we’'ve indicted their
hackers, and we engaged in cyber operations to stop their
attacks, but clearly none of it has worked to deter, and |
enphasi ze deter those kinds of attacks. Just |ast week,

M crosoft CEO Brad Smth testified before our commttee and
told us that our deterrent strategy has failed because we’'re
not communicating red line. As he put it, “It takes rea
clarity about the lines that others cannot cross w thout
consequences, because without that kind of clarity |I don't
think a deterrent doctrine can be effective.”

[’ m assum ng both of you would agree we have failed to
establish red lines and our deterrence strategy, if it ever
exi sted, sinply hasn’'t worked. Wuld you, in fact, agree?

Dr. Wight: Senator, yes, | would agree, but | think
when we tal k about red lines in cyber, | think it’s
I nportant to recognize that we can’t deter all types of
cyber attacks on all levels, right? | think what we're
focused on is those nmjor state-sponsored attacks |ike Sol ar
Wnds or |ike the attack on Australia in 2020 and how do we
deter those.

Senator Blunenthal: Well, | agree, we can’'t deter
every single skirmsh, but as you just put it well, a major
attack that invades a nunber of governnent agencies,

i ncl udi ng Defense and possibly Intelligence, is in ny view

an act of war, but we have no idea what constitutes an act
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of war in terns of red |ines.

General MMaster?

Ceneral McMaster: Thank you. | would say that | think
there have to be really four aspects of cyber threats to
consider. First is cyber-enabled information warfare, which
we' re tal king about, that the Russians are the best at,
right? Polarizes, pits us against each other, and reduces
our confidence in our denocratic institutions and principles
and processes.

The second is what you're tal king about, attacks on
infrastructure. | think the first way to deter is to try to
harden that infrastructure so that your adversary doesn’'t
believe it can take it down without incurring costs. But as
Dr. Wight said, to also nake clear that we have the ability
to i npose costs on that actor that go far beyond what they
may factor into their decision to make that attack to begin
with. Those costs could be within cyberspace, but they also
have to be outside of cyberspace as well, and this is what
you' ve seen us do with sanctions probably nore than any
other tool, as well as offensive cyber capabilities.

| think that sonetinmes the governnent gets it right and
they put the right person in the right job, and I think
that’ s General Paul Nakasone right now | nean, | would ask
hi mthese questions. | think he is absolutely the right

person to hel p us address what you see as real deficiencies
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in deterrence.

And then the third, there’s crimnality, which maybe
North Korea is best known for this right now

And then the fourth is cyber espionage, which is in the
purvi ew of APT-10, and also this recent attack by the
Russi ans.

I think that we need a range of capabilities so we can
apply themvery quickly in conbination based on scenari os
that we know wi Il happen. None of this is really
surprising, right? | nmean, in 2007 the Iranians went after
our financial infrastructure. So | think that we should
have a range of responses prepared across the governnent.
They should be classified, briefed to you, on how we can
Integrate all elenents of national power and, as Dr. Wi ght
menti oned, with efforts of |ike-m nded partners to inpose
t he kind of costs that could deter future attacks.

Senator Blunenthal: Taking your frame of analysis,
| mposi ng costs, do you think at this point sufficient or
proportionate costs have been i nposed on the Russians for
their attack on us in Solar Wnds?

General McMaster: No, probably not. Russia wll
conti nue as they have with Russian new generation warfare
and the cyber-enabl ed information warfare agai nst us.

You know, Senator, I'Il tell you, this is going to be a

battlefield every day, as it is already. | just don't see
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it ever ending. | think the key question to ask is when
does this cyber activity cross over fromthe cyber world and
cyberspace into the physical world and begin to affect the
daily lives of Americans, and then how do we protect that
from happening? O course, the |ikelihood of that happening
IS growing greater and greater because of the Internet of
t hi ngs and the degree to which we are connected.

So it isn't in our nature, because we're all about
custoner experience and nmaki ng our |ives easier, but we have
to devel op systens that can degrade gracefully, that have

firewalls in place.

Senator Blunenthal: Let nme just close because ny tine
has expired. There will never be a nushroom cloud as a
consequence of a cyber attack. What it will look like is

what happened in Texas as a result of a natural disaster,
shutting down electricity and water supplies, but we have to
stop this kind of cyber attack on our country before we see
t hat ki nd of consequence by inposing proportionate costs.
And | agree with you, we haven’t so far on Russi a.

Thank you, M. Chairman.

Senator Kaine: On behalf of Chair Reed, | recognize
Senat or Ernst.

Senator Ernst: Thank you, M. Chair.

Thank you, Dr. Wight and CGeneral MMaster. Very good

to see you. Thank you, gentlenen, so nuch for your service
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and dedication to our country.

This is inportant testinony today. |I'mglad to hear
iIt. There's been sone very, very good topics brought up,
but certainly, as the Ranking Menber of Energing Threats and
Capabilities, we have to understand what our future
chall enges are in order to secure our great nation.

Ceneral McMaster, if we could tal k about Speci al
Qperations Forces and how they fed into our National
Security Strategy and Great Power conpetition. W know that
our SCF has played a large part in carrying out our foreign
policy and enforcing our National Security Strategy
t hroughout the gl obal war on terrorism Now we nust prepare
these elite forces for that challenge of the future and our
Great Power conpetition. So how do we continue to enable
these types of forces into the future to conbat those G eat
Power conpetitors?

General McMaster: Senator Ernst, 1'd like to make two
points on this. First of all, we oftentines define G eat
Power conpetition as just the U S. conventional forces
agai nst Chi nese or Russian conventional forces. As you
know, those arenas have viewed strategic conpetition, if we
could think about the unthinkable, a major war, are going to
play out really across the world, against our interests and
presence abroad and their interests and presence abroad.

So first of all, our Special Operations Forces can work
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with allies to enable themto bring thema whol e range of
our joint force capabilities.

The second is | don’t know how many of you saw the 60
M nutes report on the attack on Al Asad Airbase. That’'s the
world we’'re living in now W are |ike London in Wrld War
| and the susceptibility to V1 and V2, those threats. And
we’ ve seen this before. These are SCUDs out of the western
desert in Desert Storm This is what Israel deals wth out
of sout hern Lebanon or out of Gaza.

So the only way to really get at those capabilities,
what maybe tells rolling out of mountains in North Korea, is
to deploy forces on the ground. Wel|l, that sounds kind of
crazy. Well, that’'s what we had to do. That’'s what [|srae
had to do to defend itself. That's what we had to do in the
Qulf War in "91, is put Special Operations Forces.

So what we need is we need capabl e ground forces that
can be deployed rapidly into unexpected |ocations and
transition imedi ately into reconnai ssance operations to
confirmor deny the presence of these sorts of capabilities.

So | think that our Special Operations Forces are
keepi ng us safe right now against jihadist terrorists, but
they al so have to be capable in connection with this other
m ssi on set.

Senator Ernst: Yes, absolutely. | would agree,

General. W use these forces with direct and 1 ndirect
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actions. So can you describe, maybe for those who m ght be
view ng today, the types of indirect actions we can use soft
forces for to deter any type of future war in this G eat
Power conpetition? Because you nentioned with the pandenic,
the best way to stop the pandemc is to prevent it in the
first place. How can we utilize SCOF, then, to prevent war?

General McMaster: Right. | think it’s Speci al
Qperations Forces and al so conventional forces rotating into
these mssions. It’'s working with partner forces to devel op
those rel ationships, that nutual trust, that allows us to
wor k together effectively so that when there is a crisis, we
can hopefully deter it ahead of tine but then respond to it.

In the fight against jihadist terrorism we are getting
trenmendous results for a relatively small investnent,
because essentially we are enabling other forces who are on
the front lines of really these nodern-day frontiers between
barbarismand civilization to fight against these
organi zati ons who want to commt further mass nurder attacks
agai nst our country.

So | think the Anerican people should know nore,
real ly, about what these forces are doing at a relatively
| ow cost to protect us. | w sh the Departnent of Defense
woul d nore often nake public the evidence and intelligence
of external threats that are uncovered while operating

agai nst groups |like Al-Shabaab in Somalia, for exanple, or
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Al Qaeda in the Arabian Peninsula, or fill in the bl ank.

Senator Ernst: Right on target, sir. You nentioned
the | ow cost of our soft forces. Their annual budget is
ri ght around $14 billion out of our Defense budget, so it is
a very small cost with a very large return on investnent.

So as we're operating in a constrai ned environnment when
It cones to our nonetary resources and | ooking at how we
shoul d be budgeting, this is definitely not an area to be
cutting because of the return on investnent.

CGeneral McMaster: | agree conpletely with you,

Senat or, on that.

Senator Ernst: Thank you. M tine has expired. Thank
you, gentl enen.

Senat or Kaine: Thank you, Senator Ernst.

On behal f of Chair Reed, | recognize Senator King via
Webex.

Senator King: First | want to thank the Chair and the
Ranki ng Menber for even scheduling this hearing to give us a
chance to | ook at the broader issues.

Li ncol n once said, when he was asked what he woul d do
if he was told he had an hour to split a cord of wood, that
he’d spend the first 15 m nutes sharpening his axe. Most of
us woul d just commence choppi ng, and today we’' re having a
chance to sharpen our axe, to think about some of these

| arger strategic issues, and | really appreciate that.
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General McMaster, it’s wonderful to see you again. |
still think you ve witten the very best book on Vi etnam
t hat expl ains what went on, and let ne take a page fromt hat
book. Both of you touched on this earlier in your
di scussi on.

It seens to ne that one of the problens with Anerican
foreign policy is that we think the rest of the world thinks
like us and that they’'re going to react |ike us and that
everything is sort of a transaction fromone mnute to the
next, and we don’t spend enough tinme understanding the
culture and the history of our adversaries.

Ceneral McMaster, do you think that would better inform
our foreign policy if we could get into the heads of Xi
Jinping or the Taliban or M. Putin?

CGeneral McMaster: Sir, thank you for that question. |
covered this at sone length in ny statenment for the record,
and | think what you' re tal king about is what the historian,
Zachary Shore, calls strategic enpathy, and to pay
particular attention to the enotions and the ideol ogy and
the aspirations that drive and constrain the other. And I
think you' re right.

We have this tendency towards strategic narcissism to
define the world only in relation to us, which is a problem
because it’'s self-referential, but it also doesn’t consider

the authorship over the future that the other has. And |
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think as a result of this strategic narcissismwe oftentines
have inplicit and fundanentally fl awed assunpti ons t hat
underpin our policies and strategies. So | think this is a
f undanent al aspect of strategic conpetence, is this quality
of strategi c enpathy.

Senator King: Thank you. | want to nove on.

We tal ked a | ot about cyber. | totally associate
nyself with Senator Blunenthal and all the others who have
t al ked about cyber deterrence. |’ve been working, as you
know, on the Cyber Sol arium Comm ssion for the past two
years. |It’s one of our major recomrendations.

But | want to touch on another thene that’'s cone up a
| ot today, and that’'s allies. Deterrence, whatever formit
takes, is nmuch nore effective if it’s done nultilaterally
rather than unilaterally. This goes also --

General McMaster: | think we just lost you. | think
you m ght be nut ed.

Chai rman Reed: Senator King, we cannot hear you.

Senator King: Yes, I'msorry. | think |I’m okay now.
Can you hear ne now?

Chai rman Reed: Yes, we can. Go ahead, pl ease.

Senator King: GCkay. The question that | wanted to
posit to Dr. Wight is to talk about the essential quality
of allies, which frankly we have. Russia doesn’t have nuch

in the way of allies. China has custoners, not allies. |
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think it’s a major asset that we should be taking greater
advantage of. Cyber is a perfect exanple. |If you can have
wor | dw de sanctions instead of just U S. sanctions, | think
it would be nuch nore effective.

Dr. Wight?

Dr. Wight: Senator, thank you. | 100 percent agree,
and | would actually link your second question to your first
guestion, which is I think we al so need strategic enpathy
with allies and partners, too, to understand where they' re
comng fromon this, that what’s happening in Asia is not
all about China. It is about our allies and partners, as
wel | .

And on your second question, precisely when | think we
| ook at cyber but we al so | ook at other neans of coercion
and interference, including, for instance, what is happening
currently in Australia, | think a collective response by
free societies is incredibly inportant. And nost of the
time in this environnent it would be a non-mlitary
response. It would be political, diplomtic, econonic.

Senator King: Finally, General McMaster, | want to
differ with you a little bit on climte change and the Paris
Accords. The Paris Accords were aspirational, not
regul atory, as you know, and | agree that there are no teeth
there, but at least it was an international recognition of

the issue. And you tal ked about China. China today is the
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| ar gest user of renewable energy in the world. Yes, they
are building coal plants because they have such high growh
In their econony, but they are leading in electric cars and
renewabl e power.

But | want to get to the basic point, which is climte
change is an enornous threat to us and it’s one that has to
be dealt wth internationally. | totally agree with your
poi nt that we could do everything here, but if China and
I ndia don’t do anything, it’s not going to work. But |
think it needs to be acknow edged that other areas of the
country are, in fact, working on limting CO2 em ssions, and
that’s inportant to the future of the country.

So I'll leave it at that, but | appreciate both of you
all being here for the discussion today, and | yield back,
M. Chairman. Thank you again for calling this hearing.

Chai rman Reed: Thank you, Senator King.

Senator Sullivan, please?

Senator Sullivan: Thank you, M. Chairman.

| want to thank the witnesses for appearing here.
General, always good to see you.

Let me go to the issue of China, as well, for both of
you. You know, |’'ve talked a | ot about how !l think this
period right now is analogous to kind of the 1946-‘47 peri od
where our country is awakened to a new chal l enge, |ike we

did after World War Il wth the Soviet Union and the Cold
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War and CGeorge Kennan and others laying out a |long-term
bi partisan strategy of containnment, and | think we're at a
simlar position here.

I’ m al ways anmazed how qui ckly things have changed, in
ny view, in a positive bipartisan way. Wen | got to the
Senate six years ago, | used to give a pretty regular speech
about China and the chall enges, and I would say nobody is
tal ki ng about China. W’'re the U S. Senate and nobody is
even tal king about it. WeIlIl, you obviously can’'t give that
speech anynore. Everybody is tal king about it. That’s
good.

And to be honest, the National Security Strategy,
Nat i onal Defense Strategy, which you had a ot to do wth,
General McMaster, was a huge reason for that, and that’'s
very bipartisan, the recognition of G eat Power conpetition.

But what do we need to do next? Wat do we need to do
next? We need to put neat on the bones, fromny view, of a
strategy that you started. |’ve been reaching out to the
Bi den Adm ni stration saying, |ook, this needs to be |ong
term it needs to be bipartisan. This conmttee can help.

But do you, both of you, have ideas and suggestions on
ki nd of the next step? The awakening has occurred thanks to
you and others. But what kind of details for a long-term
bi partisan strategy do we need to address this issue, which

| ve been saying is the next issue for our country for the
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next 50 to 100 years? Wat do we need to do, General ?

General McMaster: Well, Senator, we recognized that we
need to translate this recognition of the threat fromthe
Chi nese Communi st Party and its policies into real action,
and there we did devel op seven conponents to that strategy
that you saw decl assified, the Indo-Pacific Strategy.

| believe these are fundanentally sound. They all need
to be inproved on in terns of conceptually, how they're
conceptual i zed, and how t hey’ re inpl enent ed.

But, for exanple, one of those is probably of paranount
I mportance, which is how to counter Chinese economic
aggressi on, because | think we understand what we have to
do. W have to commt the resources and do it froma
mlitary and a deterrence perspective. But this sustained
effort by the Chinese under “Made in China 2025” and under
t he overarching concept of mlitary-civil fusion ains to
give the People s Liberation Arny a differential advantage
In future war, and to do so mainly by vast state resources
comrmitted, but also by sustained industrial espionage
agai nst us and ot her devel oped econom es and | i ke-m nded
| i beral denocracies.

So | think the nost inportant thing is really, first of
all, let’'s defend ourselves. Let’s nake sure that the MSS,
the Mnistry for State Security, and the People’'s Liberation

Arny have not infiltrated our research activities, which
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they did with alnost inpunity. | mean, it’s gut-wenching
to see how much has been stolen right out from under our
noses, and nuch of that research funded by the Congress.

But we have to go beyond defense. W need investnents
I n our own research and devel opnent prograns and a greater
partnership with the private sector, and a recognition
across our entrepreneurial class that this is a real
conpetition. | think the financial dinmension of this is
sonething worth a great deal of scrutiny. W are, in |large
measure, underwiting our own dem se by investnents in
Chi nese conpanies and in China which allow themto commt
those resources to gaining a differential mlitary advantage
over us, and then to gain a predom nant advantage in the
ener gi ng data-driven gl obal econony.

"1l ask Thomas to comment on this, as well.

Senator Sullivan: [If you don’t mnd, before ny tine
runs out | want to throw out another idea for both of you to
coment on. Dr. Wight, I'd like you to coment on ny first
guestion and the second one.

| couldn’t agree nore with Senator King on allies. W
have to | ook at conparative advantages. That’'s a huge one.

Let nme give you another one that |I think is actually
I nportant. Senator King nentioned that China is the |argest
producer of renewables. They' re also by far the | argest

emtter of greenhouse gas em ssions. The United States from
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2005 to 2017, we reduced greenhouse gas eni ssions by al nost
15 percent. No major country in the world is even close to
how well we’re doing on this. Meanwhile, China is double

t he anount of em ssions we have.

The conparative advantage |’ mtal ki ng about is the
United States is now the world' s energy superpower once
again. Prior to the pandem c, |argest producer of oil,
natural gas, and renewables in the world. |Is that a
conparative advantage in the conpetition with China we need
to accelerate? O, unfortunately, with the Biden
Adm ni stration, they re focused on actually crushing this
advantage unilaterally. | guarantee you, the Chinese are
| oving that policy fromthis new adm ni strati on.

So if you'd both comment on these issues very quickly,
|’d appreciate it.

Dr. Wight: Senator, if | could address maybe the
climate change part of it and --

Senator Sullivan: Energy superpower.

Dr. Wight: Yes, and maybe nerge it into the answer to
your first question, too. | think General MMaster and |
di sagree on the Paris Agreenent, but | think one el enent of
climate policy that’s really inportant to | ook at in the
context of Great Power conpetition is that climte policy
will itself beconme a zone of conpetition, right? And

particularly in new cl ean technology and in access to
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preci ous resources. | docunent sone of these in the witten
statenent: nmagnets, batteries, high-perfornmance
[ 1 naudi bl e], LEDs and the |ike.

Senator Sullivan: Cean burning natural gas from
Anmerica?

Dr. Wight: There will be a conpetition between
denocratic countries and China. So | think it’s inportant
to look at that part of it, as well.

And then in answer to your first question, | think one
area where the Congress could really help in bringing
forward the strategy of Great Power conpetition is
understanding, as we rebuild the U S. econony after the
pandem c, how to nmake investnents that nmake the United
States nore strategically conpetitive, and | think there is
common ground across the aisle on that issue.

General McMaster: Senator, | would just offer that |
think the way you framed it is exactly the right way to | ook
at it. | think what happens is we only | ook at one
di mrensi on of interconnected problens, and then we sub-
optimze in a way that cuts agai nst what shoul d be our
advant ages, as well as our ability to help sol ve that
I nt erconnected probl em set.

What you're tal king about is really the connection
bet ween energy security, economc growmh to a certain

extent, obviously, and then the very real problens of
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climate change and global warmng. | think if we di sconnect
those, we m ss opportunities, as you were nentioning. |
shoul d nention that | advise a conpany that is engaged now
in exporting LNG The reason |I’mdoing that is because |I'm
atrue believer init. It was that conversion that reduced
carbon em ssions to a very significant | evel here in the
United States, and this is | think a clear bridging
capability. But let nme also say, though, that renewabl es
now are nore affordable.

The point that | was maki ng was not that we shoul d be
out of Paris. |It’'s that Paris can't give us a fal se sense
of security, right? W need to do nore than what’s in
Paris, and the only way to do it is with solutions that are
econom cal ly viable in devel opi ng econom es such that the
Chinese will want to do it, the Indians will want to do it.

So that’'s really, | think, the way ahead, is to | ook at
the interconnected problemset and to work on it
holistically, because this also involves food and water
security as well. But | think that’s the right frame to
have.

Chai rman Reed: Thank you, Senator Sullivan.

Senator Sullivan: Thank you, M. Chairnman.

Chai rman Reed: Let ne recogni ze Senat or Manchin.

Senat or Manchin: Thank you, M. Chairnman.

And thank you to our guests. | appreciate very nuch

71
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the service they’ ve given to our country and basical ly what
they’ re continuing to do.

I have a couple of questions | want to ask. M first
one is going to be that I’m now chairman of the Cyber
Subcomm ttee. |I’mparticularly concerned about our
adversaries, both large and small, noving towards cyber and
I nfl uence operations due to the greater bang for their buck
and the ability for themto have plausi ble deniability they
of fer.

So ny question would be how can we ensure our allies
are effectively prepared and nonitoring for those
destabilizing attacks, and how do we hold those perpetrators
accountable? So what I'’mreally asking is how do we nake
sure that our allies are prepared but also |let our
adversaries know we will not allow these attacks to go un-
responded to? W should respond to them but |’ve heard
people say it should be an act of war. | think that m ght
be a little bit harsh, but we could sure show themthe sane
abilities that we have when these attacks happen to us.

So your thoughts on those, really quick, if possible.

General McMaster: Well, | think, Senator Manchin, your
point is inmensely inportant. There are two ways to deter:
one, by denial, to convince your adversaries they can't
acconplish their objectives through the use, in this case,

of offensive cyber capabilities against you, and that has to
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do a lot with defense but it’s sort of the active-I|ayer

def ense that Joe Nakasone has advocated for and has put in
pl ace; but then it’s also the ability to deter by the threat
of punitive action |ater, and that would have to include
exanpl es of responses fromus that exceed the costs that a
mal i gn actor in cyberspace factored into his decision-naking
to begin with.

Now, the problemis going to be when non-state actors
over tinme get nore and nore of these capabilities. It wll
be difficult to find sonething of value for that adversary
or eneny to hold at risk.

Thomas, any further coments?

Dr. Wight: | fully agree with what General MMaster
said, and | would just add that | think |ooking at the
alliance part of this is quite inportant. | don’t think we
shoul d see every cyber attack, or even major cyber attacks,
as an act of war, per se, because of what that would entail,
but | do think we should see them as acts of aggression that
have to be responded to. There may be ways to | ook at
el ements of NATO and Article 5 and ot her nechanisns to have
a collective proportionate response, and we nay al so need to
consi der ways in which that proportionate response may occur
outside of the cyber donmain. So you m ght want to respond,
for instance, on sanctions or anti-corruption efforts or on

ot her neasures short of war to deter future cyber
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aggr essi on.

Senator Manchin: Thank you. Well, the Russian attack
Is quite extrene, as we know, and we don’t know the far
reaches of that yet, howit’'s going to affect us, but we
know it was a very broad attack.

| have two nore questions, very quickly.

Based on work resum ng on the Nord Stream || project,
China’s near nonopoly on critical mnerals that we' re using
every day in Anmerica and dependi ng on China for the
ingredients, if you will, we’'re reaching a point where a
| i ne nust be drawn between the typical econom c growth and
econom ¢ warfare, because they can hold sone of these
resources fromus, which would really cripple our econony
I nto econom c warfare. So, your thoughts on that?

And then finally, if you can, the 2 percent requirenent
that we have with our NATO allies on defense spendi ng.

They' re nmeeting the spending | evels, we thought, by 2024.
In 2020 we had 10 NATO nations neet the mark. That stil
fell short of the full 30 nmenbers. So do you believe the 2
percent is an adequate figure, and do you believe that we
shoul d keep the pressure on to nake sure the others join in
their conmm tnment?

So the economc warfare, and the 2 percent.

Dr. Wight: Senator, thank you. The econom c warfare

piece of it | think is denonstrative of a broader -- what
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political scientists are calling a weaponi zation of

I nt er dependence, how our links wth China, Russia, and
others are vulnerabilities for us, and their |links are

vul nerabilities for them | think our task is to increase
the resilience of our systemso it is | ess exposed to that
weaponi zation on their side, and | was encouraged by

Presi dent Biden’s statenent on supply chains the other day.
| think there’s a broad agenda set that can go out from

t hat .

On 2 percent, | nentioned this earlier but | think it’s
i nportant in the context of the post-pandem c econonic
situation to realize that there will be severe downward
pressure on defense budgets in many countries. | think with
the viewto G eat Power conpetition, it’s inportant to
measure their contribution to the collective defense effort
by whether or not they' re retaining capabilities that w ||
ensure they are conpetitive. Sone of those are in the space
of the 2 percent, but sone are not. So | think we ought to
reformthat concept to neasure their effectiveness in this
conpetition nore accurately.

General McMaster: | would just say that we need a real
focus on econom c statecraft, as you' re nentioning, and to
recogni ze that econom c security is national security.

There have been sone really encouraging signs across the

| ast two adm nistrations. | think that Undersecretary Keith
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Krach’s work to devel op a conprehensive strategy in this
area is worth resurrecting and w despread adoption fromthe
Biden Adm nistration. | think the Biden Adm nistration’s
initiative nowto audit critical supply chains is i nmensely
I nportant. As you nentioned, rare earths is part of that.
And | think the legislation that |I don’t think has yet been
fully approved on conputer chips and on 5Ginfrastructure,
for exanple, is an exanple of what we have to do to
conpensate for the Chinese Communi st Party taking advant age
of its authoritarian nmercantilist system and weaponi zing it
agai nst our free market econom c systens.

So | think we’re on the right track, but obviously
there’s nore work to do, and | think Congress has been great
at taking a | ook at sone of these issues. | think the
strategic act that was being drafted in the Foreign
Rel ations Commttee is another good exanple of this.

So |l think we're awake to it. There's a |ot of great
work going on. | just don’'t know -- | nean, certainly it’'s
not adequate, but we’'re doing some of the right things
al r eady.

Chai rman Reed: Thank you, Senator Manchin.

"’ m now prepared to call on Senator Cranmer. Senator
Cr aner ?

Senator Craner: Thank you, M. Chairman, and | thank

both of you. This has really been a fantastic hearing. |
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say that every week in this comrittee, by the way. But this
really has been great. And |I’'m about to bl ow up everything
ny staff prepared for ne because | think we started a

di scussion that 1'd like to carry just a little further.

You' re going to find that when it cones to the Paris
Accords, | probably amthe oddest nenber of Congress froma
fossil fuel -producing state, especially a right-wi ng ogre.
But I kind of think that we should be in Paris, and I’
tell you why. Wile it was aspirational -- | think we
forget that oftentines, that Paris was aspirational, not
regul atory, an inportant point. But the one thing, Ceneral
McMaster, that | fear nore than a |large international body
trying to do good things is a |arge international body that
doesn’t have us sitting at the head of the table. To that
end, | do think that we can bring some things that are
hel pful .

But one very specific characteristic of China that |
want to ask you both about, a short answer, and then maybe
we can expound on a couple of other things, is should China
continue to be treated |ike a “devel opi ng” country? Because
therein lies one of the challenges. W kind of nake an
excuse for thembeing able to do everything differently than
us while they' re our near-peer adversary in many respects.

| would turn to Dr. Wight first.

Dr. Wight: Thank you, Senator. | nean, | view

7
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climate change as a major national security threat. | think
It merits involvenment diplomatically in all of these foruns.
| think you have it exactly right, that it’'s inportant to
shape those agreenents. Paris wasn’t perfect. |1’mglad the
US is back init. But |I think |ooking forward, | think
there’s a wide array of strategies needed. Part of that is
wor king with China, but part of it is actually working with
other countries to create an environnment in which China has
to make better decisions.

Senator Craner: Ceneral ?

General McMaster: | would just say that | argued
unsuccessfully when | was National Security Advisor to stay
in Paris for all the reasons that you nentioned. But then
al so what | wote about in this recent book is that in
retrospect it wasn’t all bad. There was a silver |ining
because it had been a fal se sense of security. So | think
there is certainly nore that has to be done.

I wll just nmention that to connect these two issues of
energy security, econom c statecraft and, of course,
climate, it's inportant to recognize that China is the
| eader in renewabl e manufacturing because they stole our
intell ectual property, right? And they subsidized the
manuf act uri ng of solar panels and wind turbines at |evels
far bel ow what the normal market woul d have borne and dunped

themon the international market to drive the U S. conpanies
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who gave themthat technol ogy out of the global nmarket. The
same dynamc is at work now wth batteries and electric
cars.

Sol think it’s really inportant for us to recognize
that this is not a free, fair, and reciprocal trade and
econom c relationship. You already alluded to it in your
question as well, that they have never played by the rules,
even the rules in the WO in 2001. They just never played
by the rules. And this is why, when they make the great
prom ses, when the Party does, about gl obal warm ng and
carbon em ssions, | would just say don't fall for it. Watch
their actions, not their words.

Senator Craner: Amen to all of that. And that’s why |
think if we sit at that table, and especially if we assune,
and | think we ought to, a | eadership role, we ought to
shape a I ot of those things, including those warnings about
t heir behavior and the trust factor.

I would also add to all the things you' re tal king about
things |like clean coal technology. |If, in fact, China is
going to build 30 to 50 new coal plants a year, perhaps the
solution to carbon capture, utilization and storage cones
fromus and we becone the marketer of that technol ogy,
because | believe that the best will be invented here,
provided we don’t kill our own industry, which is another

factor altogether.
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| would just raise this one issue which happened j ust

| ast year. It serves to nme as an illustration of what not

being at the table neans. Wen Engie Gas, an LNG conpany,

as you know, Engie Gas had a deal to purchase U S. liquid

natural gas, the French governnment intervened and kill ed

that deal and instead they’'re buying that natural gas from

Russia. Now, you don’'t have to be an expert to realize that

that’s a national security problem But worse than that,

the natural gas from Russia emts |ike 46 percent nore
em ssions than the LNG com ng fromthe United States.

General McMaster: Let alone a dirtier production
process, as well.

Senator Craner: Al of that; exactly right. So

anyway, |’'d like to see us reformParis by being in Paris.

Wth that, | yield. Thank you.

Chai rman Reed: Thank you very much, Senator Craner.

Let me recogni ze Senator Duckworth by Wbex, and al so

remnd all of the commttee that the 5-mnute tiner IS on

and shoul d be observed. Thank you.

Senat or Duckworth: Thank you, M. Chairman.

Gent | enen, thank you for being here. | have to say, |

want to give you anot her exanple, follow ng ny coll eague,

Senator Craner, of the fact that the PRC colluded with their

comrercial arm used corporate espionage to steal from

Lockheed Martin, and then they turned around and gave t hat
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information directly to the PRC government, which then

all onwed themto solve their problemw th the | andi ng gear of
their 5th generation fighter jet that is supposed to be the
conpetitor to the F-35. And they were very proud of that,
that partnership between their governnment and their private
sector. There’'s no real private sector.

I’mgoing to get to the events of foreign adversaries
on our national security, but I think we also need to start
at hone. | think that wwth President Biden in the Wite
House, | am confident our Conmmander in Chief understands
that restoring alliances is critical to advancing Anerican
security interests, and | know that President Biden
recogni zes that the strength of our nation is not solely
derived frommlitary mght but also the strength of our
val ues. We have a president who now understands the w sdom
of then-General Washington’s adnonition to his troops that
discipline is the soul of the Arny.

My relief at the arrival of the current occupant of the
Oval O fice does not | essen nmy concern over the significant
and | asting damage that fornmer President Trunp inflicted on
the principle of good order and discipline, fromdenigrating
U.S. service nenbers as killing machines to pardoning
I ndi vi dual s accused of commtting war crines. Over the past
four years, the fornmer Conmander in Chief sent a really

danger ous nessage that nenbers of the mlitary are above the
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| aw, and we saw that on January 6th. Qur nation wtnessed
t he consequences of such reckl ess behavior as President
Trunp incited his followers, which disgracefully included
veterans and active-duty service nenbers, to engage in
violent acts of sedition and insurrection. Effectively
addressing external security challenges abroad, | believe,
demands that we strictly correct internal deficiencies in
good order and discipline within the ranks.

Ceneral McMaster, you served in uniformfor nore than
30 years and have extensive experience commandi hg troops in
conbat during the Gulf Wars. Can you pl ease address why it
Is critical to our own national security and stability that
the United States mlitary, starting with the Conmander in
Chief, prioritizes the principle of good order and
di scipline and faithful adherence to the rule of |aw?

General McMaster: Well, Senator, thank you, and thank
you for your trenmendous service to our nation in uniform
and now as wel | .

| really think that it is nost inportant for us to
mai ntain our professional mlitary ethic and our warrior
ethos. | nmentioned that in the opening statenent. | have
nore in the statenent for the record. And | think that
there is a m sunderstandi ng about the nature of our
warriors, their calling, and what notivates themto fight in

our nane. | think nost Americans don’t recognize, don’t
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understand that our warriors are warriors and humanitari ans.
They’ re humanitari ans because they are engaged today agai nst
the enemes of all civilized people, and they’'re al so
humani t ari ans because they use force with great discipline
and di scrimnation, often taking on nuch nore risk

t hensel ves to protect innocent |ives.

That ethos is one about honor and courage and sel f-
sacrifice. But, as you're alluding to, it’s also what bonds
t hem t oget her under nutual respect and commobn purpose and
affection for one another, and pride, pride in what they're
comrmitted to, to one another, and pride in their conm tnent
to our nation. And nothing is worse for unit cohesion and
confidence than breakdowns in discipline and if expectations
for our own conduct are | owered.

| think the question to ask of any unit is what do
servi cenen and wonen in this organi zati on expect of one
another? And your answer to that hel ps you understand the
heal th of that organization. | believe our ethos is strong.
| wish nore of the Anerican peopl e understood what it is.
And, of course, our |eaders have to nurture it and protect
it.

The one thing | would say is what is really dangerous
Is if political leaders try to drag the mlitary into
partisan politics. | think that we’ve seen a tendency to do

that. The nost extrene one was on the part of the
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president, but | think others across the political spectrum
have done that at tinmes, and it’s really a danger to that
professional mlitary ethic.

You know, Senator, | will just nmention that | never
voted -- | voted just recently, but when | was on active
duty, ever since | took the oath of service to the country
at the age of 17, | followed the exanple of George Marshall,
and the reason was to keep that bold |ine between our
mlitary and partisan politics. | don’'t expect that from
anybody else. | expect all Anericans to vote. But | think
that’ s an inportant aspect of the mlitary professionalism
you’'re alluding to.

Senator Duckworth: Can you speak, then, Ceneral, to
the efforts of right-wing extrem sts and donestic terrorists
to recruit and radicalize nmenbers of the U S. Arnmed Forces
and tie that to what you have worked on extensively, witten
on extensively, which is Russian disinformation activity?
Because our adversaries recognize the strength of that
warrior ethos, and I do think that there is a threat to our
mlitary’s strength with these concerted efforts to provide
di sinformation to our troops.

General McMaster: Thank you, Senator. | feel good
about our Arnmed Forces and their ability to insulate
t hensel ves fromthat kind of infiltration and

disinformati on. There nay be sonme nenbers who cone into the
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mlitary with really a skewed interpretation of what
mlitary service neans. This isn't new. | renenber as we
were waiting to attack into Iraq in 1991 Baghdad Betty on
the radio talking to our soldiers. It was very

unsophi sticated, but the effort was to get our soldiers to
be pitted agai nst each other and | ack confidence in who they
were and to get themto focus on mcro-identities rather
than their identities as soldiers in service of our

citizens.

So | think it’s incunbent on every |eader to protect
and nurture our warrior ethos and our professional mlitary
ethic, and | think we have the right | eaders in place in our
mlitary to do it. But I think this is obviously an area
worth nore scrutiny after what we w tnessed on the 6th of
January.

Senat or Duckworth: Thank you.

| yield back, M. Chairnman.

Chai rman Reed: Thank you very nuch, Senator Duckwort h.

I will now recognize via Wbex Senat or Bl ackburn.

Senat or Bl ackburn, please?

Senator Bl ackburn, | think we have a problemw th the
connecti on.

Let ne now recogni ze Senator Tuberville. And before |
do that, |let ne commend both Senator Tuberville and Senat or

Kelly for their patience, persistence, and determ nation as
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they cone first to the neeting and | eave at the end of the
meeting, for obvious reasons. So, thank you very nuch.

Senator Tuberville?

Senator Tuberville. Thank you, M. Chairman. |’ m new
on the job, but I'"'mglad to be here.

I"ma mlitary brat. Dad died on active duty, and |I'm
going to do ny due diligence on this commttee.

But I want to thank both of you for your service.

You know, | grew up in teamsports, and you know a | ot
about the other teans when you play them And we’ve tal ked

about Korea and Russia and China, and we’ve got national

security, and we should know all that. |’'ve had buddi es
just died in the mlitary. | just barely m ssed the Vietnam
War .

But we have to take care of ourselves here. If we

don't have a mlitary here that's organi zed, well trained,
wel | funded, we’re going to be in trouble. Over the years
| ve seen political correctness take over. |’'ve talked to
general s who said, Coach, we spend nore noney on gender
equity than we do covering for $35, $40 million airplanes.
W’ ve got to have our priorities right. This country
t hat pays the taxpayers’ noney, that pays the noney for our
mlitary, needs not just a mlitary because we're in
trouble; we need a killing nmachine. W need people who are

well trained that's going to attack, that when we're
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attacked or if we have to do sonething to defend ot her
peopl e, we can count on them W need to get out of this
political correctness stuff, the clinmate change. W just
had a secretary of defense who said we need to | ook at
donestic terrorismwithin our mlitary. That's fine. But
we need a military that will fight.

| just want to know, just both of you, the only
guestion |’ve got, what do you think about the direction
that we’'re going in terns of what we’ re doing here, of what
we’' re doing, not what anybody else is doing but what we're
doing to make that killing machine prepared and ready to
fight?

Dr. Wight?

Dr. Wight: Senator, | feel pretty good about where
the US mlitary is at. | think nmuch that remains to be
done was articulated in the NDS in 2018. But | think we
need a pretty broad conception of national security if we're
to conpete in the next decade or two. To ne, that includes
traditional threats and chal |l enges, whether it’s ISIS and
China and Russia, but it does also include the transnati onal
pi eces, pandenics and climate change, because of the
probl ens they pose and the way in which they intersect with
those traditional challenges.

| think it also is about perfecting our val ues at hone,

as wel | .
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So | think you can do all of those. | don’t see that
-- | guess we mght disagree a bit here -- as political
correctness. | think nmuch remains to be done on that, but |

think that will nmake the mlitary and the United States
stronger over tinme.

General McMaster: Thank you, Senator. What | want to
say is, hey, the mlitary is not perfect. Even though we
have a small professional force, we reflect all the mal adi es
i n our society. But one of the things | |oved about serving
in our Arny is you see new soldiers cone in from al
di fferent backgrounds. They bring all kinds of prejudices
and biases with them But then, in the crucible of tough,
chal l enging training where they’'re relying on each other,
you see that nelt away and they becone cohesive teans that
rely on each other, that are bound together by affection and
mut ual trust and respect for one another. That's where real
conmbat power cones from and that’s why | think it’s
extrenely inportant that we cultivate and maintain in our
mlitary that we don’t judge anybody by skin color or
religion or sexual orientation or any category. |It’'s what
you bring to the fight.

And when you're in a fight and there are bullets com ng
I n your direction, nobody is checking skin color. | nean,
you' re fighting together as a team | think we can learn

fromthat in our society, and we have to guard that kind of
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environment where mlitary units take on those
characteristics of a famly.

| think there is a fundamental choice, and | think it’'s
going to be our |eaders who understand how to do that by
either getting mred down into this interaction between
raci sm and white supremacy, whatever you want to call it,
all fornms of bigotry and prejudice, and identity politics
and critical race theories, whatever you want to call that,

t hat enphasi zes mcro-identities at the expense of who we
are as Anericans and who we are as hunman beings. You can
ei ther get sucked down into that or you can transcend it,
and | think we’'re better off transcending it. Not to paper
over any problens, but to ensure that we understand who we
are as a people, but ina mlitary unit who you are as
soldiers, sailors, airnmen and Marines, and how you rely on
each other and don’t categorize each other because you al
have a role that’s nmuch bi gger than yoursel ves.

So | hope that we can continue to insulate our mlitary
fromsone of these numl adies we see in our society, but we're
not going to be able to do that perfectly. Qur |eaders, our
commanders at each |evel are going to be the ones who are
best positioned to do that.

Senat or Tuberville. Thank you, CGeneral. Thank you,

Dr. Wight. You' re exactly right, we have to have a team

and |'mafraid we're getting away fromit. W need to take
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politics out of it and build a teamthat’s going to defend
this country because it gets nore dangerous, as we know,
every day. Thank you very nuch.

Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Tuberville.

Senator Peters, please?

Senator Peters: Thank you, M. Chairman.

And t hank you, gentlenen, for your testinony here today
and your service.

Two days fromnow in Beijing the Two Sessi ons begins,
and fromthere China will approve its 14-year plan going
forward. It’s nost |ikely going to be focused on a variety
of things, but will also continue the state-|ed devel opnent
around the world, the Belt and Road project that they’ ve
been engaged in.

So ny first question is just an assessnent from both of
you. How concerned should we be about those types of
efforts, and what should we be doing to respond to thenf
And | guess the second part of that question, too, is
related to the fact that as we’'re thinking about the
conpetition with China, that we al so have to be concerned
about gray zone activities and to what extent should that be
| eading a | ot of our thoughts.

"Il start with you, GCeneral.

General McMaster: Well, | think we have to be
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extrenmely concerned about what | would describe as the
Chi nese Communi st Party strategy of cooption, coercion, and
conceal nent, coopt conpanies and countries with the |ure of
profits or attractive | oans or corrupt paynents or access to
t he Chi nese market, and then once you're in, to use that for
coercive purposes to advance their foreign policy agenda, to
puni sh you if you act against their agenda. This is the
case of Australia that Dr. Wight already brought up. This
I s under the philosophy of kill one to scare 100.

So the approach of one belt, one road fits into these
ot her strategies which are designed to create servile
rel ationships that China can then use to create really
excl usionary areas of primcy across the Indo-Pacific
region, and then to challenge the United States gl obally.

I think the nost inportant point to make about this is
t hat when countries say, hey, don’'t force us to choose
bet ween Washi ngton and Beijing, we have to really highlight
the fact that this is fundanentally a choice not between
Washi ngton and Beijing but a choice between sovereignty and
servitude, and | think we have to work together. | think
what the Administration has done initially to convene |ike-
m nded |iberal denocracies around this problemset is
I mrensely inportant, and there was a great deal of
I nternational cooperation under the Trunp Adm nistration as

well that didn't get a lot of billing. But | think it’'s
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time to build on that, to accelerate it and expand it.

Dr. Wight: Thank you, Senator. | would just add to
General McMaster’s comments that | think in addition to
bei ng concerned, which | think we should be, and to
reacting, as | think we should on many occasions, | would
just underscore a point he nmade that it’s very inportant to
have a positive, affirmative vision for denocratic free
soci eti es about what the U S. and what |iberal denocracies
are offering. 1It’s not about Anmerican interests that they
must follow. It’s about their own interests as they
articulate it.

And then | think it’s inportant when we | ook across the
regions for all of those free societies to work with each
other and to show solidarity with each other when they are
t hreatened on an individual basis, whether that’s
traditionally mlitarily or non-traditionally in the
coercive econom c political sphere.

Senator Peters: Wll, Dr. Wight, you tal ked about the
i nportance for folks to | ook at our denocracy here, the
small “L” liberal denocratic systemas a nodel for what they
may aspire to and ways that we can help. Could you conment
alittle bit about what we are seeing here donestically?

You know, it’'s interesting that we’'re tal king about our
position globally and how to influence the gl obal community,

and tonorrow we’'re going to have a hearing tal ki ng about the

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

93

i nsurrection on our Capitol and the violent attack on the

ci tadel of denocracy and the perpetration of the Big Lie of
trying to undermne the integrity or the perception that the
el ection was not free and fair.

What sort of nessage is that sending to our allies and
our adversaries? Isn't that sonmething we should be very
concer ned about ?

Dr. Wight: Yes, | think they are worried. Yes, |
think we should be worried. And, yes, | think it’s very
i mportant to work on that and to strengthen denocracy at
home. | would al so add, though, that that does not nean
that we should not be active in standing for that abroad, as
well. It’s precisely, | think, because of the stakes and
the inportance of that small classic “L”, as you said,
| i beral denobcracy and those val ues of freedomand |i berty,
it’s precisely because of that, | think, that it’s inportant
to stand for that abroad as well.

Senator Peters: And, General, we tal ked about the
Pacific Defense Initiative that you' re very famliar wth.
To what extent should the PDl allocate resources to create
opportunities for irregular warfare, particularly in the
cyber space and other activities that will likely be the
mai n donmai n of conflict going forward?

CGeneral McMaster: Senator, absolutely it has to,

because as ny friend the historian and retired col onel,
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Conrad Crain, says, there are two ways to fight,
asymetrically and stupidly. You hope your eneny picks
stupidly, but they're unlikely to do so. China has

devel oped, obviously, a very sophisticated capability, also
| i ke Russia has under Russian new generation warfare, to
acconpl i sh objectives below the threshold of what m ght
elicit a mlitary response. You see this with the maritine
mlitias and how active they are in the South China Sea and
toward the Senkaku, for exanple. You see it with their use
of organized crinme and illicit networks, the use of corrupt
networks to extend their reach into countries that becone
kl ept ocraci es, |ike Canbodi a or Zi nbabwe.

So you have to be able to really integrate not only
what you're doing mlitarily but what you're trying to
achieve diplomatically in the informati on sphere, wth | aw
enforcenent and intelligence operations, and with econom c
policies. And that requires really a sophisticated | ook in
cyberspace, as well, and organi zations that can integrate
t hose el enents of power in a nultinational environnent,
because that’s what magnifies our responses, when we can do
it with partners.

Senator Peters: Thank you, appreciate it.

Chai rman Reed: Thank you very nuch, Senator Peters.

Senat or Hawl ey, pl ease?

Senator Hawl ey: Thank you, M. Chairman.
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And t hank you both, General and Dr. Wight, for being
her e.

Ceneral, let nme start wwth you, and Il et ne tal k about
our pacing theater, China, or our pacing theaters into PACOM
and our pacing threat, China and Taiwan. | know you’ ve been
asked about this sone already. Let nme just get your views.

If China noves slowy with regard to a threat to
Taiwan, that will obviously give us nore tine to react. But
what if China noves quickly? Wuat if we find ourselves in a
fait acconpli scenario? | just want to ask you, do you
share ny concern that the fait acconpli possibility scenario
agai nst Taiwan is one of the nobst serious, maybe the nost
serious that we face in that theater, and therefore we need
to maintain conbat credi ble forces postured forward in the
region to deal with it?

General McMaster: Yes, Senator, | do. | do think it’'s
the nost significant flashpoint now that could lead to a
| arge-scale war, is Taiwan, and | think that has to do with
really Xi Jinping' s belief that he has a fleeting w ndow of
opportunity that's closing and he wants to, in his view,
make Chi na whole again. You see this with the extension of
the Party's repressive arminto Hong Kong and this horrible
genoci dal canpaign in Xinjiang. Taiwan is the next big
prize.

So | think what we have to be able to do i s have
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forward positioned capable forces because what Xi Jinping
wants to do with what would be the |argest |and grab, so to
speak, in history if he succeeds in the South China Sea is
to weaponi ze the South China Sea and just nmake it too
difficult for us to be able to enploy forces inside of that
i nner island chain.

If you have forward positioned forces there, that
automatically transforns denied space with the PLA the
Peopl e’ s Liberation Arny, into contested space.

Senator Hawl ey: Very good. Thank you. Thank you for
that very clear articulation. Now let ne just play out sone
of the inplications of that. Wen you think about our other
security commtnents across nultiple theaters, so not just
I n PACOM now but in Europe and el sewhere, ny concern is we
may | ack the resources to fulfill our various commtnents
all at the sane tine.

So let’s think about, for instance, in the European
theater. Do you think our NATO allies shoul d be devel opi ng
the capability to, for exanple, defend the Baltics with
m ni mal support fromus so that we can focus on PACOM and
t he Chinese threat should we face a sinultaneous or near-
si mul t aneous chall enge in both of those theaters?

CGeneral, I'll ask you that, and then, Dr. Wight, |I'd
| i ke your opinion on that too.

CGeneral McMaster: Yes, definitely. | nean, these are
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countries that have the nmeans to be able to do that within
NATO, and | think they have to bear their fair share of the
burden. O course, it’s been a di sappointnent with Gernmany,
which is a nation that could commt a good deal nore
resources to defense. So | think yes. | think it is our
forward presence as well that enables sonetines others to do
nore. Sonetinmes we have this idea, hey, if we do |ess,
others will do nore. Sonetinmes if we do just a little bit
nore, we can get others to do a lot nore, and | think this
is the case with burden sharing in Afghani stan these days,
for exanple.

Senator Hawey: | want to cone back to Afghani stan.

Dr. Wight, give us your views. 1'd |like your views on
the sane question about the sinultaneity problemand the
burden sharing probl em

Dr. Wight: Yes, Senator, | would [ike to see Europe
do much nore in this area, but | don't think, really as an
anal ytical matter, that it is likely that they will be able
to carry 90 percent of the burden in a sinultaneous sort of
challenge in the Asian Pacific and in Europe. | guess |
woul d say that as we think about the 2 percent burden
sharing, |’ m probably nore concerned about Europe devel opi ng
capabilities that would nake it nore conpetitive vis-a-vis
China. So | probably care nore about their decisions in 5G

on hi gh-end technol ogi es and incurring costs now to be nore
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resilient in the future than in transferring 90 percent of
the burden of fighting in the Baltics. | think the U S.
forward presence there wll continue to be required and be
necessary for the security of NATO

Senator Hawl ey: Just on that last point in terns of
their capabilities, our European allies’ capabilities,
shoul dn’t we be pushing themto devel op capabilities that
are devoted towards the theater in which they are? | nean,
| agree that we could use their help on China, we need them
to do nore vis-a-vis China, and we should certainly use as
much help on PACOM as we can get. But with regard to a
Baltic scenario, a fait acconpli scenario in the Baltics,
for instance, shouldn’'t we be encouraging themto focus
their stand-up capabilities there so if we find ourselves in
this extrenely stressing position of two near-sinultaneous
conflicts, we presunably -- if we have a problemin PACOM on
the order of a Taiwan fait acconpli, we're going to have to
direct the bulk of our resources there. AmI| mssing
sonet hi ng?

Dr. Wight: | think that in that scenario they wll,
of course, be called on to do a lot nore, and | do think
t hey should be doing nore now. But nmy viewis that the NATO
posture in Europe basically works at present. | think the
Eur opean Deterrence Initiative was hel pful in that regard.

| am nore concerned, frankly, about Europe’s exposure to
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Chi na and about that collective resilience of free
societies, particularly in the non-kinetic space and those

| ong-terminvestnents in technology. So to the extent that
we have limted political capital, I would be going to
Berlin, Paris, and el sewhere, and trying to build that
coalition to make sure that over a 10-, 15-, 20-year period,
that we cone out of it in a nmuch nore conpetitive posture on
t hose new technol ogi es.

Senat or Hawl ey: Just one nore quick question, if |
may, M. Chairman. The sane question, but nowit’s to the
@l f, swtching regions. Shouldn't we be in the Gulf
broadl y? Shouldn’t we be pushing our partners and allies
there simlarly to devel op capabilities so that with regard
to Iran, for instance, they can carry nost of the cost of
resi sting around thensel ves, barring sonething very serious,
but deterring Iranian aggression w thout our forces needing
to get involved for the sanme reason, the sinultaneous
conflicts? GCeneral, and then Dr. Wi ght.

General McMaster: Yes, | think that’'s the goal, but it
wi |l take sone degree of forward positioned U S. forces, not
a large nunber, and a sustained commtnent. The problemis
we keep saying we're leaving the Mddle East, and people
bel i eve us. W never really | eave, but just by saying that
we encour age hedgi ng behavior, and this is why some of our

key partners in the region, besides the suspension of arns
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sales and that sort of thing, don’'t believe we're reliable
partners, and they hedge wth Russia in particular, and
Russia is the key enabler of Iran. Russia gets away with
bei ng both the arsonist and then posing as the firenman
because the countries in the region think we're about to

| eave conpletely.

So | think a small U.S. sustained comm tnment and a
common vision for the region in terns of the defense
architecture, they can step up over tine. As you know, the
@Qul f states, nobody di sappoints you nore than the Gulf
states. Sone partners are stronger than others, and | think
we ought to go with those who make good on their conmtnents
and devel op those kind of capabilities.

Dr. Wight: Senator, | agree. Actually, in this case
| would agree that it’s inportant that the GQulf allies take
on nore of the burden. | do think there is a tradeoff
bet ween | ong-term security and strategic commtnents in the
| ndo-Pacific and |l ong-termstrategic conmmtnents in the
M ddl e East, and | do think there needs to be a managi ng of
that not just mlitarily but also diplomatically, and |
think that may involve sone difficult choices over tine.

But | think it’s inportant to comuni cate that nessage to
the Gulf Arab states. | think Israel is in a different
category there, but that’s sort of how |l would see it.

Senator Hawl ey: Thank you, M. Chairman.
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Chai rman Reed: Thank you, Senator Hawl ey.

Let me recogni ze Senator Rosen via Wbex.

Senat or Rosen: Thank you, M. Chairnan.

Thank you to both gentlenmen for being here today.

I"d like to continue to build on talking a little bit
about Irani an aggression, as Senator Haw ey was tal ki ng
about. One of the nobst pressing security chall enges that

the Biden Administration faces in its early days is a

rapidly escalating crisis with Iran. Iran continues to be
the world’ s | eading state sponsor of terrorism It’'s a
threat to the region. It’s a threat to our U S interests

Last year Senator Tooney and | co-led a bipartisan
resol ution, co-sponsored by 58 senators, that called to
extend the arns enbargo on Iran. That enbargo, which
limted the fl ow of sophisticated weapons to Iran and
restricted Iran’s ability to provide its proxies with arns,

expired | ast Qctober.

So, Dr. Wight, and then CGeneral MMaster, now that the

UN enbargo has | apsed, what policy options do we have to
curb the fl ow of advanced weapons to Iran?

Dr. Wight: Senator, | agree that this ought to be a

concern of the U S. | think that we ought to see conti nued
action to push back on Iranian assertiveness and aggression
in the region, and | agree about the continuation of an arns

enbargo. | think, obviously, we’'re seeing a particular sort
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of space open up that would m x with di plonmacy, but | think
a precondition of the success of that diplonmacy is regional
stability and a broader conception of the problem which I
think is understood and bei ng acted on.

General McMaster: Senator, thank you for the question.
| agree that this is a huge problem and our allies have to
work with us. Saying we need stronger alliances is great,
but it has to be better than a better atnosphere at cocktail
parties in Paris, right? Wen you | ook at the Iranian
regime, | think we have to consider two fundanental aspects
of the threat fromthe regine that we often overl ook.

First of all, the regine has been fighting a four-
decade-1 ong proxy war against the Geat Satan, us, the
little Satan, Israel, and the Arab nonarchi es, and they
haven’t let up in that proxy war, and in | arge neasure they
have been able to escalate it with inpunity, at wll.

The second is that the ideology of the revol ution
drives the regine. There was, over tine, sone tension
bet ween the conservatives and the reform sts, or you m ght
want to call themthe Republicans and the revol utionari es.
But the revolutionaries won, and we keep talking to the shop
wi ndow of Rouhani, who is about to be voted out here, in an
el ection where they only |l et people who support the ideol ogy
of the revolution run in the election, and Zarif, the

foreign mnister, when they are powerless. It is the
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Suprene Leader who is getting up there in age. Wat’s going
to happen next? |I'mglad the Pope is going to visit
Sistani. This is going to be very inportant for Shi’ism and
the direction it takes and naybe a rejection of the rule of
the IRGC. The Iranian Revolutionary Guard Corps has
preponder ance i nfluence over foreign policy decisions.

This is why, conbined with the irresponsi bl e behavi or
-- the attack on an Israeli ship just in the |ast couple of
days, the attack on our bases in lraq -- this should get our
allies to help us with sanctions. W know that Russia and
China are going to throwthema lifeline, but our European
allies should not be aiding and abetting a regine that is
permanently hostile to the United States, Israel, the Arab
countries; and, by the way, they' re hostile to Europe too.

So | think this should be top of the agenda for better
cooperation with our European allies to force the Iranian
regime to nake a choice. You can either be treated like a
responsi bl e nation or you can suffer the consequences of
econom c isol ation.

Senat or Rosen: Thank you. | want to quickly build on
what Senators Duckworth and Peters tal ked about, white
supremaci st terrorism The violent white suprenacists are
I ncreasingly interconnected. They' re international. They
transcend national boundaries. They exploit the sane

technologies that 1SIS used to create a decentralized
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network of global terror. W can tal k about people
chal I engi ng Ukrai ne, the Russian Inperial novenent. There
are so many things going on. But in the interest of tine,
what nore can the U S. Governnment do to keep Anericans safe
fromwhite supremaci st terror and to gather intelligence on
the gl obal nature of this threat?

Dr. Wight: Just very briefly, Senator, | think two
things. | think, nunber one, making it a priority on
intelligence collection and making it a domestic priority,
which | think the Biden Adm nistration has done. And
secondly, to the extent that this is an internationa
network problem-- and | agree that it is -- | think working
with allies and partners, particularly in the security
services and | aw enforcenent internationally, is an
| nportant part of the response.

General McMaster: Senator, | think a way to think
about this longer termis as a cycle, the cycle of
I gnorance, hatred, and violence. Ilgnorance is used to
foment hatred, and then hatred is used to justify viol ence
agai nst i nnocents.

So | think you have to break that cycle at all points,
and it begins with education. There is a study that is
goi ng to be announced this afternoon, the results of civic
educati on and what we need to do to teach our history and to

bui | d our confidence in who we are as a people, to recognize
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the great gifts of our republic and for all Anmericans to
wor k together toward our unalienable rights that all nen and
wonen are created equal .

So | would just highlight education as a long-term
solution and to recognize that this is fundanentally a
destructive cycle that is part of this problem of
centripetal forces that are pulling us apart from one
another. It has a lot to do with the information sphere.

It has a lot to do with those who feel as if they don’t have
a voice. They feel disenfranchised. They feel left behind
econom cally. There are a |ot of causes of this, but |
think we have to attack it holistically and begin with
educat i on.

I think if you look at the curricula to which many of
our young people are subjected in primary and secondary
education, | would characterize it as a curriculumof self-
| oat hi ng, not that we should replace it with a curricul um of
a contrived happy view of our history, but we should
recogni ze the great gifts that we have in our denocracy and
recogni ze our comon identity as Anericans and our ability
to work together to build a better future.

Senator Rosen: Well, | love the idea of investing in
education. Investing in good, quality, diverse, broad
education is always a great thing. W agree on that one for

sure.
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| know ny tinme has expired. Thank you, M. Chairnman.

Chai rman Reed: Thank you, Senator Rosen.

Senator Kelly, | commend you for your patience.

Senator Kelly: Thank you, M. Chairman.

Chai rman Reed: You have 5 m nutes.

Senator Kelly: Thank you.

And t hank you, General MMaster and Dr. Wi ght.

Senator Cotton highlighted a specific risk that we face
with regards to China and Taiwan. The nbst advanced sem -
conductor chips in the world that are in regular use, the 5-
nanoneter chip, is only made in Taiwan and South Korea. And
even W thout any issue there currently, during COVI D-19 sone
U.S. industries have experienced disruption due to chip
shortages, and this shortage threatens to hanper auto
production, mnedical devices, and health care systens.

So with that in mnd, the shortage and the risk of
further constraint on supply, how integral should our
I ndustrial policy, ensuring that we have a chip supply, and
education policy be as we construct a national strategy
that’ s responsive to this challenge?

General ?

General McMaster: Senator, | covered this in ny
statenent for the record because | agree this should be
important. | would call it economc statecraft. But |

think we have to recognize that there are real
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vul nerabilities associated with the way that the gl obal
econony has devel oped, especially after the accession of
China into the Wrld Trade Organi zation in 2001.

We have put our industries and our workers at a
conpetitive di sadvantage and, as you nentioned, this has a
bi g i npact on not only our ability to grow our econony and
to conpete effectively internationally in the gl obal
econony, but for national security as well.

I think chips and 5G and the | egislation associ ated
wi th both of those ought to be funded and pursued, and |
think this is for the Biden Adm nistration top on the agenda
for cooperation wth the so-called T-10, the group of 10
technol ogi cal | y advanced, |iberal-m nded denocraci es.

So | think economc statecraft has to be a priority and
a recognition, as you're nentioning, that now economc
security is national security.

Senator Kelly: Dr. Wight?

Dr. Wight: Senator, | conpletely agree with the
prem se of the question and with General MMaster’s
coments. | would just underscore that this, to ne,
denmonstrates the need to really think about in new ways the
donmestic econom ¢ agenda to ensure that the U S. renains
conpetitive. So things that may not have been of interest
in the past, |like a targeted industrial policy on high-end

t echnol ogy, that nmay be necessary when you're dealing with a

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

conpetitor that is not bound by normal nmarket rules, that is
massi vely subsidizing their own industries and is
benefitting fromthe theft of intellectual property. |
think we have to think about that in a wholly new way, as
you suggest, and then also to work with those countri es,
those allies that are critically inmportant, including Taiwan
and South Korea, of course, but also Germany and ot hers,
particularly on sem -conductors.

Senator Kelly: W’re looking into |egislation here
that woul d appropriate funding for the CH PS Act, the CH PS
for America Act that would support devel opnent of a donestic
production capability here. Any specific policy approaches
that you woul d reconmend?

Ceneral McMaster: The only thing | would recomrend - -
and |’ mnot an econom st. A general should not tal k about
econom cs. But | would just say how do you guard agai nst
t he di sadvant ages associated with subsidies, that we don’'t
get conplacent? How do we nmintain our conpetitive
advant ages? And then in particular, howto bridge into
next-generation capabilities, frombasic research to applied
research into rapid prototyping? W’re so far behind on 5G
| think the tel ecomsector is an area to | ook at.

What’s com ng next? How do we neke sure that we can
regai n our conpetitive advantage? | think nuclear energy is

anot her area where next-generation could give us another
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1 trenendous advant age.

2 So | think really I ooking further down the line. The
3 imediate problemis chips, but | think we have ot her key
4 sectors that have big inplications for security that we

5 should focus on longer term as well.

6 Senator Kelly: W’'ve got to figure out howto get to
7 the point where, as the industry shifts to a 3-nanoneter

8 chip, a 1-nanoneter chip, how do we have that capability

9 here? What do we have to do today to build that capacity,
10 to have the educated workforce avail able, to graduate the
11 nunber of electrical engineers, software designers, to be
12 able to neet the challenge of not only getting back to par
13 with other nations on this, because we are | aggi ng behind,
14 but to getting ahead and being the first one to roll out a
15 3- and 1-nanoneter chip? It’s going to take sone tine, it’'s
16 going to take an investnent, and we’'ve got to have the

17 commtnent as a nation to do this.

18 Thank you.

19 Senator I nhofe. As Ranking Menber and representing
20 also the Chairman, |'ve got to say this is one of the best
21 hearings we've had. | really nean it. You offered two

22 different perspectives on several things. O course,
23 General McMaster, you covered areas we haven't covered
24  before, and you've said sone things that weren't easy to

25 say, and | want you to know that | appreciate it very nuch.

www.trustpoint.one 800.FOR.DEPO

Trustpoint.One | Alderson. www.al dersonreporting.com (800.367.3376)



110

1 W are adj our ned.

2 [ Wher eupon, at 11:15 a.m, the hearing was adjourned.]
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