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 1                HEARING TO RECEIVE TESTIMONY ON

 2  EMERGING TECHNOLOGIES AND THEIR IMPACT ON NATIONAL SECURITY

 3

 4                  Tuesday, February 23, 2021

 5

 6                               U.S. Senate

 7                               Committee on Armed Services

 8                               Washington, D.C.

 9

10      The committee met, pursuant to notice, at 9:32 a.m. in

11 Room SD-106, Dirksen Senate Office Building, Hon. Jack Reed,

12 chairman of the committee, presiding.

13      Committee Members Present:  Senators Reed [presiding],

14 Shaheen, Gillibrand, Blumenthal, Hirono, Kaine, King,

15 Warren, Peters, Manchin, Duckworth, Rosen, Kelly, Heinrich,

16 Peters, Inhofe, Wicker, Fischer, Cotton, Rounds, Ernst,

17 Tillis, Sullivan, Cramer, Scott, Blackburn, Hawley, and

18 Tuberville.
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 1       OPENING STATEMENT OF HON. JACK REED, U.S. SENATOR FROM

 2 RHODE ISLAND

 3      Chairman Reed:  I will call the hearing to order, and

 4 good morning.  And since this is the first open hearing

 5 since the Senate has organized I would like to begin by once

 6 more welcoming the new members of the committee, Senators

 7 Rosen, Kelly, and Tuberville.  We all look forward to

 8 working with you this year, as we provide oversight to the

 9 Department of Defense and craft the FY 2022 National Defense

10 Authorization Act.

11      This morning the committee meets to examine the impact

12 of emerging technologies on national security.  I want to

13 thank the three extremely well-qualified witnesses who are

14 joining us today to help us better understand this issue.

15 Dr. Eric Schmidt is the former CEO of Google and chair of

16 the Defense Innovation Board, and currently co-chairs the

17 National Security Commission on Artificial Intelligence,

18 which was established by this committee.  Mr. Brad Smith is

19 the president of Microsoft Corporation, and retired General

20 "Hawk" Carlisle is the president and CEO of the National

21 Defense Industrial Association.

22      Each of you has unique and extensive technical,

23 commercial, and defense experience at the intersection of

24 advanced technology and the military that will help inform

25 our discussion.  It is my hope that today we can begin to
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 1 address a number of key questions relating to emerging

 2 technologies and national security, including what are the

 3 key emerging technology areas and trends that will shape

 4 national security and economic prosperity in the future;

 5 what actions could accelerate or slow the operational use of

 6 these technologies; how do you assess the standing of the

 7 United States in the global competition to develop and

 8 deploy these emerging technologies; and what specific

 9 recommendations do you have for actions in policy, programs,

10 or organizational reform that this committee or the Pentagon

11 should pursue to improve our ability to deploy these

12 technologies for national security.

13      The future national security environment will likely be

14 shaped by emerging technologies such as quantum computing,

15 biotechnology, hypersonics, 5G, and artificial intelligence.

16 I am concerned that the Defense Department is not postured

17 correctly to invest in the correct emerging technologies or

18 to play the appropriate role of co-developer and early

19 adopter of the advanced capabilities they will enable.

20      The technology development environment has become

21 globalized and extremely fast moving.  We need to make sure

22 that we are looking at the right technologies, have the

23 processes in place to take advantage of them, and deliver

24 new capabilities to warfighters at the speed of

25 technological change, and faster, much faster, than our peer
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 1 adversaries.  Overlaying this is the competition with China

 2 in both the national security and economic sectors and their

 3 aggressive attempts to undercut our current technological

 4 superiority.

 5      We must also be concerned about the strength of our

 6 national research and innovation enterprise, including the

 7 workforce, the health of the manufacturing and industrial

 8 base, and the infrastructure that we need to support

 9 technology development.

10      Finally, all of this must be in light of budget

11 constraints and competing challenges for the Department of

12 Defense, namely balancing modernization with near-term

13 readiness and force structure.  We also want to make sure

14 that we are making the best use of the great advantages that

15 this nation possesses in the global competition.  For

16 example, we have the world's best innovators in defense

17 industry and the commercial sector.  Are there ways that we

18 can help them work more closely together to produce next-

19 generation defense systems.

20      We have the world's leading research universities,

21 whose efforts have led to all the emerging technologies we

22 are discussing today and also many of the technologies that

23 we use in our current force and even our daily lives.  Are

24 we still making best use of their talents to support

25 national security?
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 1      We are still the magnet for the world's best and

 2 brightest technical minds.  Are positioning ourselves to

 3 continue to attract that talent and to get them to work on

 4 the complex national security challenges of the future?

 5      The technologies and systems that we take for granted

 6 for both national security, such as precision weapons, the

 7 nuclear deterrent GPS, and the internet, were all called

 8 emerging technologies at some point.  It took focused

 9 investment of resources and the time and toil of countless

10 scientific experts to solve the technical challenges that

11 inevitably occurred, but it also took leaders that were

12 willing to patiently protect those resources and people,

13 encourage risk-taking, and to accept and drive the changes

14 necessary to cut through the red tape and support these

15 systems moving from the lab into our operations.  With

16 today's emerging technologies and changing world, we are

17 faced with similar decisions and challenges, and we need to

18 ensure that we have the same experts and leadership for

19 success.

20      Again, I want to thank you all for your willingness to

21 appear today, and I look forward to your testimony.

22      Senator Inhofe is delayed, and he indicated that he

23 would prefer to have his statement submitted for the record.

24 I ask that that be submitted, without objection.  So

25 ordered.  Thank you very much.
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 1      [The prepared statement of Senator Inhofe follows:]

 2      [COMMITTEE INSERT]
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 1      Chairman Reed:  And now I will ask the witnesses to

 2 begin.  Mr. Schmidt, please.
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 1       STATEMENT OF DR. ERIC E. SCHMIDT, CO-FOUNDER, SCHMIDT

 2 FUTURES

 3      Mr. Schmidt:  Thank Mr. Chairman, I think I can speak

 4 for all of us that we are incredibly proud to have been

 5 invited here, and it is a great honor and privilege to be

 6 part of your discussions.

 7      I am one of these people who, like everyone in the

 8 room, believes very strongly that America is a great country

 9 and that our leadership is very, very important.  I also

10 believe that our national security in the United States is

11 tied to both our economic security and our military

12 security.  And I am worried that we do not understand the

13 competitive threat from China to what we are trying to do,

14 and I want to take you through some of the things that are

15 going on.

16      In each of the following strategic areas, China is

17 pushing to meet or beat the work of the United States:

18 semiconductors, where both countries are dependent on Taiwan

19 and South Korea; AI, China catching up relatively soon,

20 according to their doctrine; energy:  they are way down the

21 maturation curve, and we need to jump forward or lose that

22 industry; quantum: they have a well-funded effort and there

23 are important national security consequences from the use of

24 quantum in a number of areas; communications: we are all

25 familiar with the dominance of Huawei and the issues for
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 1 national security that is provided.  You can see that the

 2 success of Huawei in the developing world will be a long-

 3 term problem for our country; and synthetic biology, the

 4 building of life.  China is busy building a biobank and is

 5 trying to sort of come to global domination in a number of

 6 key areas.

 7      These are contests of values as well as investments,

 8 and it is important that American values, the things that we

 9 hold and cherish so deep, are the winners in all of these

10 technological areas.  We need to do a whole bunch of things,

11 including focus on advanced production, which covers

12 manufacturing, architecture, and assembly, and intelligence-

13 augmented infrastructure, everything from our roads and

14 bridges to pipelines to electric networks.  This is how

15 America wins.

16      So what we need to do is recognize that China is a very

17 significant competitor and that we need to respond to the

18 sort of things they are doing and make sure we stay well

19 ahead.  So I will give you a set of examples, which will

20 inform the discussion.

21      The United States national security apparatus, and in

22 particular the DOD, treats software as a very low priority.

23 It needs to be treated as a very high priority.  Software is

24 going to drive pretty much all of the interesting

25 accomplishments in the national security sense in the next
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 1 10 or 20 years, and hiring and training and personnel

 2 policies that are similar to the software companies are

 3 important.

 4      We need to build missiles the way we now build cars.

 5 It turns out that the modern car plan designs everything in

 6 a design studio, knows everything, presses a button, and

 7 boom, all that come out, and they work really, really well.

 8 The bespoke design approaches, where the contractors today

 9 and the primes operate, are completely counter to the way a

10 Silicon Valley company would operate.  You put a design team

11 together, they figure it all out, they work very quickly,

12 very much like the original Lockheed Skunk Works.  We have

13 lost that, and it is important to retain that.

14      We must make sure, for our economic strength, that the

15 next generation of technologies in AI, semiconductors, and

16 so forth, are successful not just for our commercial

17 operations but our national security.

18      If I continue to give you a few more examples, we are

19 going to have to have some kind of leadership out of the

20 White House.  I am the chairman of the National Security

21 Commission on AI.  Thank you.  You all asked for it.  It is

22 coming out March 1.  One of its many recommendations is that

23 there be a technology competitiveness council at the White

24 House, driving by the Vice President, to get the kind of

25 right attention on all of these issues.
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 1      We are going to have to basically fund an AI research

 2 network, one of our recommendations.  We are going to have

 3 fund biology labs, where you can order up the kind of

 4 biology that you need and it shows up the next day, so you

 5 can continue to be innovating.  We are going to need to

 6 welcome high-skills immigrants into the U.S., and keep our

 7 foreign-born PhDs here in the country.

 8      We are going to need a solution to the 5G problem.

 9 China will soon have 1 billion people connected to a 1

10 gigabit network on each of their phones.  The U.S. strategy

11 does not have enough bandwidth allocated for 5G, and the

12 telcos just spent $80 billion to purchase frequency in the

13 C-band.  That $80 billion went to the U.S. Government.  In

14 my view, instead of spending it, to the U.S. Government, it

15 should have been used to spend to build the infrastructure

16 to build the 5G infrastructure to compete with China and to

17 provide leadership for us.

18      The important thing here, and I will finish up by

19 saying, is that the private sector is America's great

20 strength.  We move faster and globally than any government

21 could.  Fast, iterative design and product cycles are the

22 key to competitiveness, and we need global platforms or we

23 will be forced to use the Chinese ones, which is a disaster.

24 I propose the combination of what I said, adopt the AI

25 Commission recommendations, which are coming out on March 1,
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 1 target the military systems that can be accelerated by some

 2 of these new design approach -- you are wasting money with

 3 the existing design cycles.  It is not helping with

 4 preparedness.  And then figure out a way to build agreements

 5 between American industry -- and, Mr. Chairman, you already

 6 talked about this -- and the military, and also build very

 7 tight relationships with our trusted strategic partners in

 8 other countries.

 9      Thank you.

10      [The prepared statement of Mr. Schmidt follows:]
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 1      Chairman Reed:  Thank you very much.  Mr. Smith,

 2 please.
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 1       STATEMENT OF BRAD L. SMITH, PRESIDENT, MICROSOFT

 2 CORPORATION

 3      Mr. Smith:  Well, thank you, Mr. Chairman and members

 4 of the committee, and let me join Eric in saying thank you

 5 for having this hearing and giving us the opportunity to

 6 share our ideas with you.

 7      Let me build on what Eric has said, because I think he

 8 covered a lot of things extremely well.  Clearly technology

 9 is changing every aspect of society, including the nation's

10 national security needs.  It starts with the cloud and the

11 edge and it goes to 5G and AI and a future based on quantum

12 computing.  And I think the first question for all of us is

13 really to ask, how should we, as a nation, think about what

14 this means for the defense of the country in the future?

15      I think the answer is really with a combination of

16 confidence and concern.  I think there are many reasons to

17 be confident, and, Mr. Chairman, you referred to some of

18 them.  We have the world's best research universities.  We

19 have an enormously creative and dynamic commercial

20 technology sector.  We have a military that both

21 quantitatively and qualitatively, on a person-by-person

22 basis, is the best in the world.  And perhaps most

23 importantly, we stand for democratic principles and values

24 that most of the world, quite rightly, wants to follow.

25      That is a formidable combination, and yet I do believe
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 1 there are causes for concern, really two.  Eric covered the

 2 first well.  We are competing with a formidable competitor.

 3 China is investing, and it is investing heavily in every

 4 area of technology we are here to talk about this morning.

 5      But I think there is a second dimension as well.  Over

 6 time, technology either favors offensive weaponry in attacks

 7 or defensive protection against attacks.  And if you think

 8 about American history, geography has always been our

 9 friend.  We could look not to one large ocean but two to

10 keep our adversaries at a distance.  But the truth is the

11 internet has changed all of that.  It has made everybody

12 each other's next-door neighbor.

13      And I think we should draw a lesson, even from the

14 events of the last week.  Think about what happened when the

15 electrical grid went down in Texas.  Think about the danger

16 to American civilians if there is a disruption of the water

17 supply.  And then think about a future where a nation need

18 not send missiles or planes but can simply send code to do

19 its fighting for it.  This is changing the threat landscape,

20 and unfortunately favors offensive attacks against a very

21 broad defensive horizon that must be secured.

22      So what do we do?  Well, Eric has already touched on a

23 number of important ideas.  I would mention four.  Number

24 one, we need to strengthen the nation's digital

25 infrastructure and digital defenses, and that touches every
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 1 part of the public sector and every part of the private

 2 sector as well.  Number two, we need to think about and

 3 decide how we can harness these advances in technology to

 4 equip our warfighters in the nation's military it can move

 5 faster and continue to be at the technological edge.

 6      Certainly at Microsoft we have had the opportunity to

 7 do that in recent years.  We have had the opportunity to

 8 work with the Department of the Army on the Integrated

 9 Visual Augmentation System goggles that provide not only

10 night vision and thermal vision but lots of other data as

11 well.  And we have seen the Army benefit from the

12 procurement reforms that this committee has advanced, and

13 believe it, it changes everything, in my view, about how we

14 can innovate faster.

15      Number three, we need to think not just about military

16 applications but the health of our technology base as a

17 whole -- the education of our people, the investment in

18 higher education and research, our immigration system, and

19 how we advance the areas of technology where we risk most

20 falling behind.

21      And finally, we need to work more closely with our

22 allies than ever before, and we need to lead with moral

23 authority and not the strength of technology alone.  We need

24 to remember every day that there will never be perhaps

25 another day when we will be competing with an adversary that



17

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)

 1 has a smaller population than ours.  But we do, in fact,

 2 have a set of human rights protections and democratic values

 3 that can pull the world together.  And when we succeed in

 4 doing that, both to harness the power of our technology and

 5 to build an alliance of partners and friends, I think we put

 6 this country on the course that it needs, that should give

 7 us all more confidence than concern.

 8      Thank you very much.

 9      [The prepared statement of Mr. Smith follows:]
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 1      Chairman Reed:  Thank you very much.  General Carlisle,

 2 please.
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 1       STATEMENT OF GENERAL HERBERT J. CARLISLE, USAF (RET.),

 2 PRESIDENT AND CHIEF EXECUTIVE OFFICER, NATIONAL DEFENSE

 3 INDUSTRIAL ASSOCIATION

 4      Gen. Carlisle:  Chairman Reed, distinguished members of

 5 the committee, thank you for this opportunity to share my

 6 experiences and industry perspective on emerging

 7 technologies to ensure that our nation continues to be the

 8 preeminent force in the 21st century.  I would like to echo

 9 my colleagues' comments of we really appreciate the

10 opportunity to spend time with you and give you our

11 perspectives and help our nation move forward in this area.

12      The last time I testified was during my final tour in

13 uniform, where I had the honor of leading Air Combat Command

14 at Langley Air Force Base.  In that role, I was responsible

15 for organizing and training combat-ready forces.  Before

16 assuming command of ACC, I was the commander of Pacific Air

17 Forces, responsible for all Air Force activities in about

18 half of the globe.

19      During my 40 years of service, I witnessed firsthand

20 numerous technological advances that focused on ensuring our

21 warfighters operate with the best, most innovative equipment

22 to ensure they are never in a fair fight.  From my first

23 flight in a T-37, a long, long, long time ago, to my final

24 flight in a F-15, technological advances helped our forces

25 go faster, farther, and safer with greater lethality.  My
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 1 role at the National Defense Industrial Association (NDIA)

 2 continues that mission, to work with you and your esteemed

 3 colleagues, the Pentagon, and the hundreds of thousands of

 4 members of industry who strive to imagine and create the

 5 best and most advanced equipment and capabilities to arm

 6 those young women and men that serve our nation today.

 7      We are almost a quarter of the way into the 21st

 8 century and the character of war has changed somewhat.  The

 9 threat to our nation's defense is not necessarily countering

10 state and non-state actors in the domains, but it is looking

11 at cyberspace and actual outer space, and how we defend in

12 those areas.  I think adversaries know they cannot outlast

13 our American industrial might today, but they are making

14 gains in changing the calculus every single day.  Our

15 competitors get stronger, unconstrained, frankly, by fiscal

16 year budgets, and continuing resolutions are continuing to

17 be a challenge.  The 2018 National Defense Strategy

18 identified 11 bipartisan modernization priorities, including

19 hypersonics, microelectronics, and directed energy.  We all

20 agree that these 11 priorities are the emerging technologies

21 priorities.

22      We know our peer competitors are investing in these

23 areas extensively, especially China.  I have to say, I

24 served in the Pacific Theater throughout my career.  Much of

25 my 40 years was in the Pacific, and as a squadron commander
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 1 and in Pacific in the early '90s, China was essentially a

 2 third-world nation.  We really did not consider them a

 3 legitimate threat at the time.  As PACAF commander in the

 4 2010s, they were not just a rising threat; they became, and

 5 are today, the pacing threat. China has made particular

 6 inroads in hypersonics by outspending us, outpacing us, and

 7 building on our work.  China's ambitious plans in space have

 8 led them to make incredibly rapid advancements.  They seek

 9 to build a microelectronics capability within their nation.

10 Even now, they can very rapidly put state-of-the-art

11 components into their equipment, while U.S. military

12 systems, in some cases, are two generations behind.  In some

13 areas, like rare earths, we have already fallen behind and

14 are dependent on others.  In other areas, the question is no

15 longer whether our adversaries will close the gap, but

16 whether we will catch up.

17      Where our competitors can, they have stolen our

18 technology, and where they cannot they have used predatory

19 investments, directed investments, and compulsory

20 cooperation between domestic and military in their

21 countries.  DOD needs to utilize all the tools they have and

22 adjust a risk-averse culture.  Fewer regulations, with more

23 uniform enforcement, will ease the burden on companies and

24 the Department and speed up the acquisition process.  A

25 workforce empowered and given authority to make decisions
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 1 provides the opportunity to unleash innovative companies.

 2 This may lead to some failures in programs and some long

 3 terms, but DOD can take a page from the corporate world and

 4 learn from R&D failures.

 5      We need to encourage and expand new and innovative

 6 partnerships across government, industry, and academia to

 7 exploit the pace of innovation and rapidly scale

 8 transformational research and operational prototyping.  We

 9 have several mechanisms with which to do this and field

10 products quickly.  We have SBIR, we have DARPA, DIU, Space

11 Development Agency, AFWERX, SOFWERX, and many more.  They

12 demonstrate daily they can bring nontraditional players into

13 the defense industrial base in a timely manner.

14      We need to be nimble and thoughtful, encouraging the

15 services to identify and support the transition of world

16 class, disruptive technologies.

17      Ladies and gentlemen, we truly appreciate congressional

18 support in helping DOD adopt an approach to accepting risk

19 intelligently -- it is taxpayer dollars and we have to be

20 smart -- taking a more collaborative approach across

21 services to identify and deploy game-changing technology

22 that allows the Department to maximize our limited

23 resources.  The men and women in uniform sacrifice daily to

24 protect our nation, our freedoms, and our way of life.  They

25 deserve every protection that we can afford them, and the
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 1 equipment, capabilities, and training to do the missions

 2 this nation asks them to do.

 3      Thank you again for the opportunity to be here today.

 4 Thank you, sir.

 5      [The prepared statement of General Carlisle follows:]
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 1      Chairman Reed:  Thank you very much, General, and

 2 gentlemen, thank you for your excellent testimony.

 3      Before we begin questions, since we have some of our

 4 colleagues that are attending remotely I want to let

 5 everyone know how we will conduct the hearing.  Since it is

 6 not possible to know exactly when our colleagues who will be

 7 joining by the computer arrive, we will not be following the

 8 standard early-bird timing rule.  Instead, we will handle

 9 the order of questions by seniority, alternating sides until

10 we have gone through everyone.  Once we reach the end, if

11 there is anyone we missed we will start back at the top of

12 the list and continue until everyone has had their turn.  We

13 will do the standard five-minute rounds, and I ask my

14 colleagues, particularly those virtually attending, to keep

15 an eye on the clock, which you should see on your screens.

16      Finally, to allow for everyone to be heard, whether in

17 the room or on the computer, I would ask all colleagues to

18 please mute your microphone when not speaking.  Thank you

19 very much.

20      We were chatting before, and reminiscing about days

21 gone by, and one of the relics of those days gone by is the

22 current DOD budget process, the PPBE, Planning, Programming

23 Budgeting Execution.  It was a product of the McNamara, the

24 Whiz Kids, and I can assure you those Whiz Kids are not kids

25 anymore.  It is 70 years.
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 1      So I will ask all the members, beginning with Mr.

 2 Schmidt, do you think we need to modify this process in

 3 order to provide the kind of organizational responsiveness,

 4 and are there any other specific recommendations in terms of

 5 the current programs and doctrines of DoD that you would

 6 suggest, Mr. Schmidt:

 7      Mr. Schmidt:  So there are a lot of problems with the

 8 current procurement process, Mr. Chairman, and as a result,

 9 every few years there is a redo of them, which just makes it

10 more complicated.  There was a joke that the only way to

11 understand the procurement process was to have an AI system

12 explain it to everybody, I am sorry to say, but that is the

13 joke.

14      There are a number of problems with it.  One has to do

15 with its design cycle.  There is something called a POM, or

16 a program of record.  There is a two-year planning cycle

17 ahead of actually approving anything.  So if you want to do

18 something new, you have to plan it, and then it starts two

19 years from the time you get it, because that is when you get

20 the money for it.  Because of the way the appropriators

21 work, money that is not used in a particular time is taken

22 away unless it is on an identified POM-based program.

23      This structure means that the people who should be

24 making the decisions, who, in my opinion, are the COCOMs and

25 the heads of, you know, the Secretary of the Army and Navy
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 1 and so forth and so on, find that they do not really have

 2 control over what is going on.  They are responsible but

 3 they do not have the ability to affect these things.  The

 4 result is the procurement systems are typically increasing.

 5 Every generation is increasing two years in design cycle,

 6 and the costs, of course, go up.

 7      There are a number of mechanisms that you all have

 8 given the DoD over the years which are special authorities

 9 of one kind or another, and one of the questions that I do

10 not understand is why, if you give them the special

11 authority, they do not take it.  So what I would suggest is

12 that you give them more authorities and you also ask them to

13 try to figure out why they are not taking advantage of them,

14 because we are all in it together to get faster design

15 cycles.

16      To give you an idea, and I will finish, to give you an

17 idea of how strange the current design cycle is, in a normal

18 business you would have an idea, you would have the

19 engineers and the product people, you would have a chat, you

20 would figure out how much it costs.  The CEO or product

21 person would say, "Let's do it."  That is precisely not what

22 happens in the military.  There is a requirements document,

23 which is not allowed to be communicated to the people who

24 actually are going to build it.  There is no feedback

25 between the people building it and the actual requirement
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 1 document.  As a result, the requirement document gets longer

 2 and longer and longer, and the requirements cause the

 3 tradeoffs to get more and more complicated, and you end up

 4 with a camel rather than a horse.

 5      And that is the overall cycle, and that is why these

 6 systems are so incredibly expensive.  Changing that would

 7 save money and it would make us much, much more effective.

 8      Chairman Reed:  Mr. Smith.

 9      Mr. Smith:  I would offer two ideas, one, building on

10 what Eric said.  I think the more we can encourage the

11 Pentagon to use the authority that you have created for some

12 of these emerging technologies, the better off the nation

13 will be.  I am not here to say that you buy an aircraft

14 carrier the same way you build software, but it is clear in

15 the software space that you can be agile.  And what we have

16 found, in a very, I think, positive way, is when you can

17 bring software developers and, say, warfighters together, so

18 they iterate in a training site, and the warfighters

19 identify a feature they need, and the developers go off and

20 create it over the next day, and then they try it again, you

21 can suddenly enable the military to move forward at the

22 speed of technology.  So that is something worth pursuing

23 further.

24      And then second, I do think it is a good moment in time

25 to step back and look at our protest process.  The protest
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 1 process today definitely does not move forward at the speed

 2 of technology.  And we all want to ensure fairness, and that

 3 includes a fair right to be heard.  But we could definitely

 4 benefit from an accelerated timeline to do so.

 5      Chairman Reed:  Thank you.  General Carlisle, please.

 6      Gen. Carlisle:  Thank you, Mr. Chairman.  I could not

 7 agree more with my colleagues on the panel.  The problem

 8 that I faced when I was making decisions, I was a programmer

 9 in the Air Force so sadly I know PPBE very, very well and

10 very painfully.  And because of its two-year process there

11 are so many people that can stop it along the way.  There

12 are so many levels that you go through.

13      So how you flatten that that is referenced as a

14 suggestion we have an office in the Air Force called the

15 RCO, the Rapid Capabilities Office.  And the head of the RCO

16 has authorized money to work on programs and goes directly

17 to the Secretary of the Air Force, with nobody in between.

18 And that ability to flatten that and get it done more

19 rapidly is really a suggestion moving forward.  And the

20 other services, Space Force and the Navy and Army and the

21 Marines have adopted this same type of thing.

22      And the other suggestion is the programs become -- it

23 was referenced in a previous discussion, that, you know, the

24 F-35 program slowed down significantly because of a problem

25 with the helmet.  But it is because it was one giant
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 1 program, and whether it is a platform, an airplane, a ship,

 2 a tank, the plan form, the platform that it is in is a

 3 development cycle of X number of years, 8, 10, that they are

 4 good for that period of time.  They are 8- to 10-year, 12-

 5 year capability.  The sensors, the hardware in them you

 6 probably need to change out every three or four years, in a

 7 plug-and-play, in an open systems architecture, because the

 8 technology and sensor capability and com capability changes

 9 that rapidly.

10      In the software area it should be a consumable.  It

11 should be like POL, because you change software so often, it

12 is almost like the way you use gas and fuel in an airplane,

13 that you have to change it continuously to stay up to speed.

14      So if there is a way to take an MDAP and break it down

15 so you are not one giant program, that one flaw in either

16 the software or a helmet or one component slows the entire

17 program down.  Thank you, sir.

18      Chairman Reed:  Thank you very much, General.  Thank

19 you, gentlemen, for your insights.

20      Senator Cotton, please?

21      Senator Cotton:  Thank you, gentlemen, for your

22 testimony today and your appearance.

23      Mr. Schmidt and Mr. Smith, I want to ask, to what

24 extent do your companies or, Mr. Schmidt, in your case,

25 maybe the company that you used to lead, or other companies
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 1 that you may represent, rely on Chinese suppliers for

 2 electronic hardware, things like printed circuit boards, raw

 3 materials, like rare earth elements?  Mr. Schmidt, do you

 4 want to take that first?

 5      Mr. Schmidt:  I am no longer with Google.

 6      Senator Cotton:  Yes, I understand, but to the extent

 7 that you still have knowledge of their operations.

 8      Mr. Schmidt:  Yeah.  So, in general, the reliance is on

 9 Taiwan, and I think that as a matter of national strategic

10 priority, Taiwan becomes more important to the United States

11 for that reason.  The reliance on Taiwan is quite serious.

12 I am not aware of Mainland China dependencies, but there may

13 be.

14      Senator Cotton:  Mr. Smith?

15      Mr. Smith:  Yeah, I think  what we see at Microsoft is

16 pretty representative of what we are seeing across the IT

17 sector for hardware production, which is a pretty seismic

18 shift towards what I would call the diversification of the

19 supply chain, which means, frankly, moving more suppliers

20 out of China and to other countries.  We are really focused

21 on what I would describe as a multi-country, multi-continent

22 strategy, and what you are seeing today is a lot of hardware

23 manufacturing start to move to countries like Thailand and

24 Vietnam and Singapore.  You certainly see Taiwan, as Eric

25 mentioned, as critical, South Korea, Mexico, and the United
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 1 States itself.

 2      I think it is right to think of it in the following

 3 way.  The supply chain in China was created over the course

 4 of about 20 years, and I think with the exception of

 5 semiconductor chips, where the fabrication costs are so

 6 high, we are probably working through a transition of what I

 7 would call five years or so, where you are going to see us

 8 and everyone else have a much more diversified supply base.

 9      Senator Cotton:  Mr. Schmidt, you mentioned reliance on

10 Taiwan in particular.  Are you talking about reliance

11 primarily on Taiwan for semiconductors?

12      Mr. Schmidt:  Yes.

13      Senator Cotton:  And that is an especially dangerous

14 reliance because Beijing considers Taiwan to be part of the

15 People's Republic of China.  Correct?

16      Mr. Schmidt:  That is correct, and if I may add that

17 there was a time when the United States was the great leader

18 in semiconductors, and indeed this Congress, in the 1980s,

19 approved something called SEMATECH, to make sure -- it was

20 headquartered in Austin and was pretty successful in the

21 eyes of many people.  But over the last 20 or 30 years, the

22 majority of the production of powerful semiconductors is now

23 offshore, with the exception of some of Intel's fabs and a

24 few foundry fabs.

25      But it is fair to say that if you want a leading piece



32

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)

 1 of hardware, which is what we all need to do what we do, you

 2 are probably going to use a vendor called TSMC, which is the

 3 one in China.  They are just faster, better, et cetera.

 4      One of the key recommendations that is in the AI report

 5 coming out on March 1, is that America needs to stay two

 6 semiconductor generations ahead of China, and that we need

 7 to do the steps necessary to do that, which are long and

 8 complicated and painful.  But it is really important.  We

 9 were in this business.  We got out of the business.  We

10 should back into it.

11      Senator Cotton:  Yeah.  I just want to point out that

12 our dependence on TSMC is great, and the vulnerability of

13 them to China is great as well.  Mr. Smith, you talked about

14 South Korea.  There are some other countries you might

15 diversify into, in Southeast Asia.  Those countries are

16 still, let's just say, within striking range of Mainland

17 China, but China does not have a core claim to want to

18 forcibly seize their territory.  And this is one reason why

19 Taiwan is not just a strategic and a moral question for the

20 American people but also vital to make sure that we do not

21 allow the Chinese Communist Party to seize control of the

22 world's most important chip manufacturer.

23      So I strongly support the efforts that we have to build

24 more semiconductors here in the United States.  That is why

25 I worked with Senator Cornyn, Senator Schumer, and Senator



33

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)

 1 Warner last year on the American Foundries Act, and we are

 2 trying to get money for it this year, but also to diversify,

 3 out of striking range, let's say, from China, and in

 4 particular, out of Taiwan itself.  We want to be good

 5 partners with TSMC, and we will always defend Taiwan's

 6 sovereignty and autonomy, but this is not a vulnerability

 7 that the American people can continue to permit.

 8      Mr. Schmidt:  If I could just add, there are quite a

 9 few research efforts in America leading to new designs and

10 new approaches to semiconductor that would create the

11 possibility of a leapfrog.  Those need to be investigated.

12 That is part of American greatness, and we need to emphasize

13 them.

14      Senator Cotton:  I agree, and TSMC is planning to open

15 a plant in Arizona.  That is great as well.  We want to help

16 that kind of reshoring of manufacturing of semiconductors as

17 well.

18      My time has expired.  Thanks, gentlemen, for showing

19 up.

20      Chairman Reed:  Thank you, Senator Cotton.  Senator

21 Shaheen, please.

22      Senator Shaheen:  Thank you, Mr. Chairman, and thank

23 you all for being here and for your testimony this morning.

24      You have all mentioned workforce as one of the

25 challenges that we face.  Mr. Smith, do you believe we are
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 1 producing the STEM workforce that we need to be producing to

 2 be competitive right now, and how would you suggest we

 3 improve on that?

 4      Mr. Smith:  I think as we look to the future we are

 5 going to have to invest more and we are going to need to do

 6 more, and it really touches every aspect of not just

 7 education but skilling for the entire population.  I think

 8 we need to invest early in the K-12 system.  I think we need

 9 to support more teacher training to get more computer

10 science teachers into the nation's high schools, in

11 particular.

12      I think that our community colleges are an enormous

13 research that we are underutilizing today.  There is an

14 enormous shortage in the United States today for

15 cybersecurity professionals, and I think we can harness our

16 community and technical college, and certainly our four-year

17 and graduate programs remain of imperative importance as

18 well.

19      I do think we are also at a point in time where we

20 should think about providing people with digital skills as a

21 life-long endeavor.  It means more investment in digital

22 skilling for the members of the military, but really every

23 company, every organization.  And I think there are those of

24 us in the private sector -- Microsoft has LinkedIn -- we can

25 do more and we are working to do that, but it is going to
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 1 require a collective effort.

 2      Senator Shaheen:  I certainly agree with that.  As a

 3 former governor I know we worked very hard to focus on STEM

 4 in New Hampshire.  And one of the areas that we had some of

 5 the biggest gaps were encouraging women, young women, to get

 6 involved.  And I think it is a place where Silicon Valley

 7 has not done a very good job of providing equal

 8 opportunities for women.  So we have got challenges both in

 9 the public and private sector.

10      So do any of you have any thoughts about how we

11 encourage more women to --

12      Mr. Smith:  I would first say we need to become more

13 diverse on every indicia of diversity.  There is no area

14 where --

15      Senator Shaheen:  Absolutely.

16      Mr. Smith:  -- we should feel like we are ready to pat

17 ourselves on the back.  We need to recruit and advance the

18 careers of more women.  We need to do a better job of

19 recruiting and advancing more opportunities for black

20 Americans and for our Latinx population.  And we should do

21 it, I think, with the recognition that our industry does its

22 best work when we have a workforce that is as diverse as the

23 customers we serve, which means the country as a whole.

24      Senator Shaheen:  I certainly agree with that, and I

25 think the comments I think you and Mr. Schmidt both made
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 1 with respect to immigrants and trying to keep in the United

 2 States those immigrants who have graduated from our colleges

 3 and university with degrees that we need here is really

 4 important as part of our national policy.

 5      I want to go on to another topic, because I agree with

 6 the sentiment that I think we all share, that China is the

 7 biggest long-term threat to the United States.  But as we

 8 look at what we need to do to harden our digital

 9 infrastructure, clearly the biggest recent threats come from

10 Russia, and yet we are not talking about how we combat that

11 kind of cyber hacking into our systems that are going to

12 affect our ability to achieve all the other goals that we

13 have.

14      So do any of you have a thought about how we should be

15 responding to Russia and their cyber hacking, and what kind

16 of innovation we need in order to protect against those

17 kinds of hacks?

18      Mr. Smith:  I would offer a few quick thoughts.  Number

19 one, we need to modernize the IT infrastructure where it is

20 dated, and it is often most dated in the public sector.  We

21 are seeing this right now with vaccine distribution and

22 public health agencies across the country.

23      Number two, we really need to instill the broader

24 application of what are clear cybersecurity best practices.

25 A lot of these recent attacks have taken advantage of lapses
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 1 in just good practices.

 2      Number three, we are going to need to secure the

 3 software supply chain.  We were talking before about

 4 hardware, but the software supply chain, and really the

 5 build systems for software need to be strengthened.

 6      And then, finally, I would say we need to continue to

 7 strengthen the rules of the road and hold other nations

 8 accountable when they violate them, and do it with our

 9 allies.

10      Senator Shaheen:  Thank you.  General Carlisle, you

11 mentioned the SBIR program, which has been really critical

12 in developing innovation that has been adopted by the

13 military.  Right now that program is scheduled to expire in

14 2022.  How important is it, do you think, that we need to

15 extend that and make it permanent?

16      Gen. Carlisle:  Senator, thanks very much for the

17 question.  I cannot tell you how important we think that is,

18 and I think the ability to utilize SBIR, it is underutilized

19 now.  It is another way that I believe, in reference to the

20 chairman's question of how we can accelerate the process.

21 You get an SBIR contract Phase 1, you maybe make it to Phase

22 2, and you have a promising technology, but then how do you

23 get it into program of record?  How do you cross that,

24 quote/unquote, "valley of death"?  And there are different

25 ideas about it, whether it is a fund that allows you to put
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 1 them into programs.

 2      As a person that was the consumer, the problem we would

 3 have is I would find this great technology and I would want

 4 to put it into my F-22s or my F-35s, but I could not do it

 5 for two years.  A small business cannot survive two years on

 6 a promise.  You know, they are mortgaging their house so

 7 that they can make payroll, so they can continue to develop

 8 this technology.

 9      I think SBIR is incredibly important, and I think we

10 need to find a way in the authorization and appropriation

11 process and within the Department to have funds available to

12 continue those programs through Phase 3 and get them onto

13 contract, and more practical, use them in programs of record

14 with the large primes.

15      Senator Shaheen:  Well, thanks very much.  My time is

16 up, but if you have thoughts about how we should reform that

17 program to make it more effective for small business I hope

18 you will share that with us.

19      Chairman Reed:  Thank you, Senator Shaheen.  Senator

20 Rounds, please.

21      Senator Rounds:  Thank you, Mr. Chairman.  Gentlemen,

22 let me just begin by thanking you all for being with us

23 today.  Your expert testimony in these fields is critical,

24 and this communication is very, very helpful to us.

25      Let me begin, I would like to begin with a question for
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 1 General Carlisle.  Last year, the National Defense

 2 Industrial Association, or the NDIA, sent our committee a

 3 letter stating their concerns about the potential

 4 interference between the proposed Ligado system and GPS.

 5 Last month, the Federal Communications Commission rejected

 6 the National Telecommunications and Information

 7 Administration's petition to stay the commission's April

 8 2020 Ligado order and authorization.

 9      What are your thoughts on the potential impact of

10 Ligado's proposal on the Department of Defense, and has

11 anything changed since the NDIA's letter last year?  I think

12 this is a critical issue that needs to be addressed, because

13 we are going to have this come up time and time again in the

14 future.

15      Gen. Carlisle:  Sir, thank you very much for your

16 question, and let me start by saying the work that the

17 chairman, the ranking member, and this entire committee has

18 done in support of the position that I believe is the

19 correct position with respect to Ligado cannot be overstated

20 how much we appreciate it.  There are the two studies that

21 go back to a DOD study in 2018, and an Air Force classified

22 study in 2016.  I was part of the Air Force classified study

23 in 2016.  I think that it still stands.  I think that the

24 potential for interference is great.  They went from a

25 space-based to a terrestrial base, and knowing what the



40

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)

 1 power of the GPS signals are and the importance of position

 2 navigation and timing, not just to the Department of Defense

 3 but to the whole government and to every American, I think

 4 the potential for an interference is something that has to

 5 continue to be looked at.

 6      I think we have to follow the science, and I think we

 7 have to continue to study and learn. And until we really

 8 understand, then I do not think I believe that you cannot

 9 move forward with the Ligado until you finish the science

10 and you actually know and you can demonstrate that there is

11 interference, or if there is not then you can demonstrate

12 that.  But the risk of continuing not knowing the answer to

13 that and not having all the science, I think that is

14 unacceptable, sir.

15      Senator Rounds:  Thank you.  And for Dr. Schmidt and

16 Mr. Smith, what can be done to make sure that the Department

17 of Defense can maintain access to spectrum to meet

18 warfighter requirements while balancing the needs of the

19 private sector to build commercial 5G systems?  Are there

20 improvements to DOD’s related infrastructure that would

21 help?  Part of my question also goes to being able to share

22 the information, and sometimes which is classified in

23 nature, but to share the risks involved when we have that

24 challenge between commercial operations and DOD, and the

25 significance of the release of spectrum that may very well
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 1 be needed within the DOD’s long-term plans.

 2      Mr. Schmidt:  About 12 years ago, the White House

 3 issued a report, and I know because I was one of the

 4 authors, that talked about the concept of preemption.  And

 5 the basic idea is rather than owning the highway you can

 6 occupy the highway, but if a higher priority police person

 7 comes along you have to get off the highway, or some

 8 metaphor like that.

 9      So the way these systems work is the radio says, is

10 this busy with somebody who is more important, and if so

11 then they do not transmit.  So this technology is now well

12 mature and is being used in something called CBRS.  I am one

13 of the people who believes that we could share the military

14 spectrum such that the military had pre-emption.  That is,

15 the military could always get what it needs but still make

16 that spectrum available when it is not used.

17      One of the more humorous example is that some of the

18 interesting key mid-band spectrum is using naval radars, and

19 the vast majority of those naval radars are not in the

20 middle of our country, on land.  So you can imagine that

21 there is an opportunity to sharing.  Anything that you were

22 to do with military spectrum would have to have an absolute

23 rule that the military had the highest priority, and

24 further, I would propose that the military run that sharing

25 system to ensure it.
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 1      Senator Rounds:  Thank you.  Mr. Smith?

 2      Mr. Smith:  I would say, just building on what Eric

 3 said, I think there is a broad recognition today that we are

 4 going to need to use more effectively the so-called mid-

 5 band, between 3.10 and 3.45 megahertz, both for the DOD and

 6 for the civilian sector of the economy.  We are going to

 7 have to find a way to share it, and I think he just offered

 8 a good description of the kinds of approaches that have

 9 proven effective elsewhere.

10      And then we, you, are really going to need to decide

11 what is the best way to do that.  There are two alternative

12 models.  One has the DOD own it and then have others lease

13 and operate it.  The other is to auction it and let the DOD

14 have priority access to it.  I think that is an important

15 discussion to have.

16      Senator Rounds:  Thank you.  My time has expired.

17 Thank you, Mr. Chairman.

18      Chairman Reed:  Thank you, Senator Rounds.  Senator

19 Blumenthal, please.

20      Senator Blumenthal:  Thanks, Mr. Chairman, and thank

21 you for having this hearing, which is such a great way to

22 begin this session of the Congress, with a topic that is so

23 timely and critical.

24      First of all, let me say, on the semiconductor issue,

25 this shortage is real, urgent, and present right now.  A
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 1 group of us, bipartisan group, wrote to the White House

 2 recently about the shortage of semiconductors in the

 3 automotive industry, which threatens to inhibit actual

 4 production right now in our manufacturing of automobiles in

 5 this country.  The same is true in other critical sectors of

 6 the economy.  I recently visited a much smaller company,

 7 Sema4, in Seymour, Connecticut, which produces medical

 8 equipment.  It is affected by the shortage of semiconductors

 9 as well.  Its plea to me was, "Please do something to help

10 us."  So I thank you for calling attention to this problem,

11 but it is not some abstract future issue.  It is here and

12 now.

13      Let me say to all of you thank you for your

14 contributions on the developing threats that we are

15 discussing today.  And, Mr. Smith, in particular, I

16 appreciate that Microsoft has been such a leader in helping

17 us to recover and understand the recent SolarWinds attack.

18 In fact, we are meeting here about two months after the

19 discovery of the largest cyberattack in our nation's

20 history, a devastatingly brazen and damaging attack on our

21 cyber defense, in fact, revealing the lack of cyber

22 defenses.

23      And I think that your reference to the recent crisis in

24 Texas shows us the mushroom cloud that, in the nuclear area,

25 would be the symbol of a similarly devastating attack in the
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 1 nuclear area.  It is very difficult to sort of understand in

 2 real terms what a cyberattack could do to this country

 3 unless you look at what happened in Texas -- loss of water,

 4 loss of electricity.  Our nation is in no way prepared.

 5      So I would like to take your reference to the

 6 offense/defense.  You and I have discussed it a little bit.

 7 What can we do to deter that kind of attack?  Right now, we

 8 have failed to make clear to our adversaries that they will

 9 pay a price, as General Nakasone said when he testified in

10 his confirmation hearing.  He said our adversaries do not

11 fear us.  What can we do either to make them fear us or

12 establish, as you put it, rules of the road that would

13 establish some kind of framework that will prevent this kind

14 of attack on us or on other nations?

15      Mr. Smith:  It is a critically important question and,

16 of course, the ultimate answers will come from the people

17 who lead the government, not from those of us in the private

18 sector.  But I would offer two thoughts.

19      First, it takes real clarity about the lines that

20 others cannot cross without consequences, because without

21 that kind of clarity I do not think any deterrent doctrine

22 can be effective.  I am not even sure there is a deterrent

23 doctrine in such a situation.  And I think it is easy to

24 sort of lose hope that we will ever bring the entire world

25 together around new rules of the road, but I do not think we
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 1 need to.  I think we need to start with ourselves and bring

 2 our allies with us, and make clear what lines we do not

 3 believe are crossable, and I would say the disruption of the

 4 civilian supply chain, in a disproportionate and

 5 indiscriminate way, should be one of them.

 6      And then I think, like anything, there needs to be a

 7 graduated set of tools.  I think it needs to start by public

 8 accountability with the United States and other governments,

 9 as the country did in 2017, twice, after WannaCry and

10 NotPetya.  But then there need to be responses as well, and

11 there should be a range of responses for different

12 circumstances, but it needs to be a robust menu, and we are

13 going to need an Executive branch that has the confidence

14 and the support of the American public to carry them out.

15      Senator Blumenthal:  As yet there has been no response,

16 at least, that is known to us in the Congress.  Maybe I

17 missed that response, either covert or apparent in some

18 public way.  There has been no proportionate response, no

19 response whatsoever that I have seen to the SolarWinds

20 attack, and I think that making our adversaries, Russia, in

21 particular, pay a price for this attack is absolutely

22 necessary.  That is one of the ways to establish some rules

23 of the road.

24      But I agree with you that strengthening the supply

25 chain defenses is also important.  And we have seen a wide
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 1 variety of competence in that area.  For example, just in

 2 the government, the VA has been much more defense-oriented,

 3 much less vulnerable than, for example, the courts or the

 4 Department of Justice.  So we have seen varieties that I

 5 think we need to learn from.

 6      So thank you very much for your testimony today.

 7      Chairman Reed:  Thank you, Senator Blumenthal.  Senator

 8 Ernst, please.

 9      Senator Ernst:  Thank you, Mr. Chair, and gentlemen,

10 thank you very much for being here today.  And, of course,

11 as the ranking member on Emerging Threats and Capabilities

12 this is a very, very important hearing for us today.

13      And, Dr. Schmidt, I would like to start with you.  A

14 number of years ago I introduced legislation which became

15 the National Security Commission on Artificial Intelligence,

16 which you chair today, so thank you very much for that.  And

17 you did mention you have a report coming out very soon on

18 artificial intelligence, and so maybe some of the questions

19 I have for you today might give us a little bit of a sneak

20 peek on some of those efforts.

21      But as you know, and all of us understand, is that we

22 have a lot of different efforts across Department of Defense

23 in the area of artificial intelligence.  So we have the

24 Joint Artificial Intelligence Center, we have DARPA's

25 initiatives when it comes to AI, and, of course, then we
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 1 have our service branches and special operations forces all

 2 trying to develop their own needs for AI to meet their

 3 requirements.  So a lot of different efforts coming from all

 4 different directions, and, of course, that creates a

 5 challenge with the coordination of those AI efforts.

 6      So how is DOD working to make the different R&D

 7 centers, the military branches and special operations forces

 8 efforts available for AI development and those applications?

 9      Mr. Schmidt:  Thank you for giving all of us the honor

10 to serve on this commission.  It has been a remarkable

11 experience, and I think you will be pleased the final report

12 in a week.

13      With respect to your question, we recommended that the

14 JAIC be kept at a three-star level.  In the military,

15 hierarchy determines everything, and it is important that it

16 be at the right level so that it has influence across the

17 other operations.  The JAIC is well run.  It does not have

18 enough resources.

19      In general, the way to understand the military is that

20 there are very few actual AI resources and there are an

21 awful lot of people who are attempting to help who do not

22 know much about it.  And so we go over and over again the

23 need for human promotion, technical training, getting the

24 right specialists in the right positions, working with

25 partners who are at the state of the art.  AI is extremely
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 1 hard and confusing for a normal programmer to understand, or

 2 a normal human to understand.  It is a new thing.  It is

 3 very challenging.  It needs specialists.

 4      Senator Ernst:  Yes, and thank you for that, and I

 5 think you are right, in that we have many people attempting

 6 to take the hill, and that is why the collaboration is so

 7 important with the JAIC.

 8      The current state of the AI strategy deployment at DOD,

 9 and how, again, you know, talking about our near-peer

10 adversaries, how does this compare to the approach and the

11 goals that have been laid out by China with their own AI

12 efforts?

13      Mr. Schmidt:  It is hard to know what China is doing

14 internally.  There is a classified report, which I obviously

15 am not going to mention now, that I would encourage you to

16 take a look at.

17      Senator Ernst:  Thank you.

18      Mr. Schmidt:  But a simple summary is that China has

19 announced that they wish to be the global leader in all

20 aspects of AI by 2030, and they are relentlessly focusing on

21 that.  They are doing it with their STEM training, their

22 investments, their companies, and so forth, and presumably

23 because of what is called civil military fusion, all of that

24 information just naturally goes back and forth within their

25 military, unlike our structure.
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 1      In the United States, we believe we are one or two

 2 years ahead of China, not five or ten, and because of the

 3 diffusion of the technology you have to expect that anything

 4 that is invented in open-source AI world will immediately be

 5 adopted by China.  So the threat is very, very real.

 6      Senator Ernst:  Yeah.  Thank you.  And I think we

 7 should all take note that, Dr. Schmidt, you said one or two

 8 years ahead of China, and we cannot afford to lose that

 9 edge.  And it would be a much more comfortable margin to be

10 five to ten years ahead of China.  So thank you.

11      If you had to prioritize, just very briefly, one or two

12 areas that would have an outsized impact at DOD when it

13 comes to AI at scale, what would those one or two be?

14      Mr. Schmidt:  So when you speak to the senior

15 leadership what they want is a battlefield command center

16 that takes all the centers and helps them identify what to

17 do.  That should not be the highest priority, because, one,

18 it is hard, and two, they do not have access to all the

19 sensory data anyway because they are all so stovepiped.  So

20 it is a good idea but do not do that first.

21      Senator Ernst:  Good advice.  Thank you.

22      Mr. Schmidt:  But it is important to say what not to

23 do.  Most of the military spends most of its time watching

24 things.  They watch for launches.  They watch for cars.

25 They watch for aberrant appearances.  AI and machine vision
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 1 is particularly good at that.  An example is that I was on a

 2 minesweeper, which is a wooden boat, where the young man who

 3 was doing it was watching a screen to tell him -- and his

 4 accuracy, by the way, I asked his commanding officer, two-

 5 thirds of the time he found the mine.  Well, does that mean

 6 one-third of the time he doesn't?  Computers can do this

 7 much, much better, and plus the guy is bored beyond belief.

 8      So my point is vision, monitoring, and analyzing are

 9 the best strategic uses of this technology -- quickest to

10 inform, quickest to implement, highest payoff.

11      Senator Ernst:  Absolutely.  Thank you, gentlemen, so

12 much.  The applications for AI are endless, and I thank you,

13 Mr. Chair, for bringing this hearing forward.  Thank you.

14      Chairman Reed:  Thank you very much, Senator Ernest.

15 Senator Kaine, please.

16      Senator Kaine:  Thank you, Mr. Chair, and thank you to

17 the witnesses.  I want to ask you about two topics.  One is

18 immigration and the second is alliances.

19      So on the immigration side, just as in your industry,

20 so many of the most prominent advances in national security

21 have been innovated by immigrants or the children of

22 immigrants.  Robert Oppenheimer, the Manhattan Project,

23 child of German immigrants.  Jerry Jordanoff, who helped

24 design the B-29, Bulgarian immigrant.  Father of the nuclear

25 Navy, Hyman Rickover, Polish immigrant.  Father of stealth,
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 1 Ben Rich, Filipino immigrant.  And then broader national

 2 security priorities like vaccinations, Jonas Salk, child of

 3 Russian immigrants.

 4      How important is it if the United States wants to

 5 maintain an edge in these emerging technologies, how

 6 important is it for us in Congress to do comprehensive

 7 immigration reform that continues to make the U.S. a

 8 destination of choice for talented people from around the

 9 world?

10      Mr. Smith:  I think it remains a very high priority.

11 One of the interesting things about technology is it always

12 starts with talent, so it starts with people.  And if you

13 want to have the world's best technology, especially if you

14 have a country as we do, that has the world's best

15 universities, you want to continue to attract the best and

16 brightest, not just to study here but to stay here.  And I

17 think the more we can do in especially these high-demand

18 fields and these critical graduate degrees, to give people

19 the assurance up front that they can not only get a visa but

20 a green card, we put ourselves on a path to do that.

21      I think one of the other reasons that comprehensive

22 immigration reform is so important is we have so many other

23 extraordinarily talented people here, including working in

24 the tech sector, who need the added certainty.  They are

25 either stuck in a green card backlog because they came here
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 1 from India, and they risk actually having their children age

 2 out, or they are dreamers.  I am very struck.  We have an

 3 extraordinarily talented young person at Microsoft.  He is

 4 working at Microsoft to our benefit rather than on, frankly,

 5 what he would like to do, which is the aerospace field,

 6 because as a DACA registrant he can do one thing but not the

 7 other.  And so I just think we need to address this range of

 8 issues to continue to nurture the world's best talent.

 9      Senator Kaine:  Let me ask Dr. Schmidt, if I could,

10 about alliances, and I would like to hear from others on

11 this as well, but to begin with, Dr. Schmidt.  In your

12 opening comments you talked about seven areas where China is

13 trying to get dominance over the United States, where we are

14 in competition, seven technical fields.

15      My assessment, as a member of this committee and the

16 Foreign Relations Committee, is one area where the U.S.

17 still has some significant advantage over China is in the

18 area of alliances.  We have longstanding alliances,

19 participation in multilateral organizations, and we do

20 multilateral alliances different than China does.  China has

21 a little bit more of a mercantile, what-can-I-get-out-of-you

22 approach, and the countries seem to understand that.  And it

23 does seem like adversaries like China and Russia, to the

24 extent that they are nervous about us, one of the things

25 that most makes them nervous is alliances like NATO and
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 1 others, or when the U.S. was leading, potentially, into the

 2 TPP.  That made China very, very nervous.

 3      In the area of emerging technologies, how can we use

 4 our alliances to help us drive an expanded capacity without

 5 running into a problem, say, for example, the F-35.  Built

 6 it with allies, Turkey has been sort of a wavering ally, and

 7 then we end up building something, and there is a security

 8 compromise as the technology now is available to a wavering

 9 ally.  How can we leverage the value of alliances in

10 advancing in these emerging technologies while protecting

11 ourselves from an example like I just made with the F-35?

12      Mr. Schmidt:  Thank you, Senator.  I note with concern

13 that Boris Johnson announced today that they are all

14 Sinophiles and that he is heavily motivated to work with

15 China.  This is our longest-standing partner, the United

16 Kingdom.  This is a bad sign and a bad omen for what is

17 going to happen.  We must build every possible technological

18 sharing path between our key alliances, and who are they?

19 Israel, France, Germany, the UK, Japan, Korea, maybe India.

20 There is a list of about ten.  The word that is coming to

21 the industry is the T-10.  And what it means is constant

22 harvesting of the best ideas, putting companies together,

23 and so forth.

24      If you start from my premise that American global

25 companies are our greatest asset because they move so
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 1 quickly, let's have American companies working closely

 2 across all those boundaries.  Everything that we do to make

 3 it harder to work across those boundaries also hurts our

 4 national security.

 5      I also think that the government should have a national

 6 competitiveness plan, which includes a list of the key

 7 technologies and a list of the key countries.  There should

 8 be money -- not a lot of money, but basically money to

 9 basically fund the communications, travel, and the

10 partnerships, with somebody driving it out of the White

11 House.

12      Senator Kaine:  Illuminating answers.  Thank you.

13 Thank you, Mr. Chair.

14      Chairman Reed:  Thank you, Senator Kaine.  Senator

15 Cramer, please.

16      Senator Cramer:  Thank you, Mr. Chairman, for having

17 this really impressive panel and hearing.  You all have

18 drilled down pretty deeply on several issues that I have an

19 interest in, so I am going to try to drill just a little

20 deeper on one, first of all.  It gets to what you said, Mr.

21 Smith, in talking about procurement reforms.  I do not know

22 that we could disrupt enough to be as effective as we need

23 to be, but we, in this exceptional system of ours, protect

24 things a little more probably than other places, and that is

25 okay.
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 1      But you specifically raised reform of the protest --

 2 you talked about some protest reforms.  Could you elaborate

 3 a little bit on that, because I agree.  That is a problem.

 4 You have all talked about the delays that lead to delays,

 5 and time leads to mischief -- those are my words, not

 6 necessarily yours -- but protest reform seems to be one of

 7 those areas maybe we can do a little better while still

 8 protecting everybody.

 9      Mr. Smith:  Well, it is a really important question.

10 It is certainly another one that we have experienced as a

11 company over the last year.

12      I would start with the recognition that these new

13 technologies that we are talking about today really, for the

14 most part, start as commercial technologies and then they

15 are put to military use, rather than the other way around.

16 So the best way for the Defense Department to move faster is

17 use commercial technology, add security layers, as we have

18 done with the DoD and the intelligence community for, say,

19 secret and top secret workloads, and then create

20 adaptations.  But it is so important to move quickly.  Then

21 the question is, how do you move quickly when the protest

22 process moves slowly?

23      So I do think there is a real opportunity to look at

24 the process, streamline it, put in place some tighter

25 deadlines, consider legal reforms that would apply those
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 1 deadlines to the judicial aspects as well.  We do not think

 2 that others should be denied an opportunity to protest.

 3 Maybe for better and worse that is part of the American way,

 4 to some degree.  But it sure would be beneficial if it could

 5 move faster.

 6      Senator Cramer:  Others on the same topic, Dr. Schmidt

 7 or General?

 8      Gen. Carlisle:  So the only thing I will tell you I

 9 noticed, and Mr. Smith and I had this discussion ahead of

10 time, is I agree, there has to be an opportunity, but the

11 speed with which you go through it -- and the fact is there

12 is absolutely no disincentive to protest.  And except for

13 the consumer, the customer that is going to actually use the

14 equipment and is denied that equipment for an extended

15 period of time.  So the question is, how do you accelerate

16 that, allow those things to happy fairly, but at the same

17 time do not disadvantage the person that is waiting for the

18 equipment while you are waiting for the protest to be

19 resolved.

20      Senator Cramer:  For sure.  Well, I would love to drill

21 down more on that, if anybody has any brilliant ideas,

22 whether it is our judicial system, legal system, regulatory

23 system, or government, whatever we can do.

24      You also have all talked a lot about the skilled

25 workforce, and I think you have answered a lot of the
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 1 questions really well on that.  One area I might just seek a

 2 little more input on.  First of all, I agree wholeheartedly.

 3 We have so blown the opportunity to maximize the incredible

 4 high-skilled immigrants that have come to this country,

 5 whether for education or for work, or all of the above,

 6 putting them in these boxes.  The backlog of green cards is

 7 immoral to me.  The per-country caps I have been trying to

 8 get rid of for a long time.  It punishes certain countries,

 9 obviously, that have a lot more to offer us.

10      But it also opens up another one of those security

11 risks, right, I mean, whether it is chip manufacturing or

12 immigrants.  How do you see moving forward with high-skilled

13 immigrants and some of the reforms, whether it is -- I think

14 you have talked a little bit about comprehensive, and

15 comprehensive is fine, but comprehensive seems to always get

16 in the way of doing some other good things.  And I am just

17 looking for lane here in this next Congress to finally get

18 something over the top as it relates to the backlog of green

19 cards and high-skilled immigrants.

20      Mr. Schmidt:  So Brad and I have spent 30 years here

21 saying basically the same thing.

22      Senator Cramer:  Well, good.  I feel better.  I have

23 only been spending about six.

24      Mr. Schmidt:  I know, and I am sorry to say the same

25 thing again.  Our industry is critically dependent upon
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 1 high-skilled workers.  Today, our industry represents 20 or

 2 25 percent of the total stock market value of America.  So

 3 we are sort of important in at least the economic output, if

 4 not the pride of the country.  And we need these people

 5 because they are the creators of our products.

 6      What I would suggest with respect to the questions of

 7 concern about security is that you could imagine, for

 8 example, a Chinese national comes in, and you would ask

 9 them, "Have you ever been associated with this group, this

10 group, and this group?" and presumably they would say no.

11 When you discover that that is the alternative truth,

12 through some mechanism, you can get them out.  And I think

13 that there is an investigative process that is relatively

14 straightforward.  There is set of red flags.  The vast

15 majority of the Chinese people that we work with are not

16 political, not dangerous, and they are incredibly important.

17      One more comment.  We looked at the question of how

18 important are Chinese researchers for the AI effort in our

19 report, and it turns out that the Chinese researchers are

20 the number one foreigners on the key papers.  So if you were

21 to, if you incorrectly get rid of all of them, because you

22 just do not like them or something, you will, in fact, hurt

23 America's AI leadership.

24      Senator Cramer:  Well, I might -- as I just wrap up

25 with my time gone -- submit to you as well that you have
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 1 discussed allies and alliances, and this is another area of

 2 opportunity, it seems to me, to build maybe some new

 3 alliances with some large countries.  And with that I yield.

 4 Thank you.

 5      Chairman Reed:  Thank you, Senator Cramer.  Next will

 6 be Senator Gillibrand via WebEx.  Senator Gillibrand?

 7      Senator Gillibrand:  Thank you, Mr. Chairman.  Thank

 8 you for testifying.  Since Cyber Command unified the cyber

 9 defense of our nation in 2010, we have adopted a strategy of

10 persistent engagement, which intends to keep our adversaries

11 continually challenged in order to stop attacks like this

12 before they begin.  The SolarWinds attack has been going on

13 for nearly ten months and was likely designed by over 1,000

14 software engineers.  What resources do you believe that we

15 need to develop in order to avoid missing something like

16 this again?

17      Mr. Schmidt:  Can I add, Senator -- can I add that the

18 vulnerabilities of the nation's infrastructure are well

19 known and we have chosen not to fix them.  If we wanted to

20 fix them we would upgrade all the software and we would have

21 some rules.  So, for example, the data that is inside these

22 systems is encrypted at rest.  It is encrypted in transit.

23 We would use proper authentication keys.  The military

24 actually does this.  Many of the rest of the aspects of the

25 Federal Government do not.
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 1      So until we commit to bringing our infrastructure up to

 2 the state of the art of defensive tools we will continue to

 3 have this exposure, independent of what CYBERCOM does.

 4      Senator Gillibrand:  Right.

 5      Mr. Smith:  And, if you want, I would add just two

 6 quick responses to your question.  One is the recent attack

 7 exploited the fact that while the NSA has authority to look

 8 outside the United States, it does not inside the United

 9 States, and it was, in fact, it appears, data centers of

10 commercial companies in the United States that were used

11 really for much of this activity.  So I think the Congress

12 and the country are going to need to decide how it wants to

13 better protect our internal resources.

14      And then second, related to that, I think there is a

15 real question, when must companies, under the law, a law to

16 be decided, report these kinds of attacks, and to whom and

17 how in the government?  I think we need to consider how

18 these things fit together so we have more aggregated and

19 comprehensive threat intelligence.

20      Senator Gillibrand:  Thank you.  On January 6th, we saw

21 what can happen when extremism, incubated in online social

22 groups, spilled over into the real world.  Many hate groups,

23 present at the Capitol insurrection, used online platform to

24 organize and rally.  The development of emerging

25 technologies, including improved encryption and other
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 1 communications tools, are a boon to the privacy of our

 2 citizens but also obscure already murky online extremist

 3 networks.

 4      What responsibilities do you believe private industry

 5 has to disrupt the spread of violent extremist ideology, and

 6 what are the possible regulatory changes that Congress

 7 should make?

 8      Mr. Smith:  I think this really goes to the question of

 9 addressing harmful and dangerous content online.  If you

10 look at the trend around the world, you know, we have seen

11 other governments take this on.  Australia was a leader a

12 couple of years ago in enacting new legislation, that

13 imposes obligations, legally, on tech companies, including,

14 you know, Microsoft, Google, and others, to address

15 extremist violent content and terrorist content.

16      As an industry, we have moved to work more globally and

17 beyond the law, in a collaborative way, through what is

18 called the Christchurch Call, which has brought together a

19 number of governments and the leading tech companies.  We

20 are doing more to address this.  I do think this is a moment

21 in time when we should ask where we want the law in the

22 United States to go and where we want collaboration with our

23 allies to go.

24      The U.S. work is always more complicated, frankly, than

25 in other countries because of the nature of the First
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 1 Amendment to our Constitution, but a lot of these efforts

 2 have identified weak points we can work together to address.

 3      Senator Gillibrand:  Thank you.  Just one last question

 4 on China before my time expires.  Obviously, China is

 5 becoming, and aiming to become the global science and

 6 technology leader by 2049.  How can we best prepare to

 7 outpace China?  What obstacles do you see the U.S. having to

 8 overcome in the science and technology race?  I did hear

 9 your testimony about software and the importance of

10 investment and collaboration.  What do you believe are the

11 biggest missteps to date, and what do you think are the best

12 ways to avoid it in the future?

13      Mr. Schmidt:  My personal view is that our industries'

14 success has largely been due to the extraordinary decisions

15 made by this body over 50 years to fund basic research,

16 starting with Vannevar Bush, et cetera, et cetera.  Today,

17 R&D funding, as a percentage of GDP, is lower than it was at

18 Sputnik.  So one of the problems is that we are, to some

19 degree, leading off of our seed corn, if you will, on all of

20 that.  We have already talked about immigration.  We have

21 talked about the importance of STEM education, and those

22 things.

23      I think we have to confront the following problem.

24 There is a set of platforms, which I identified in my

25 technology, which are going to happen but they are going to
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 1 happen first in China, unless we have a more concerted

 2 effort in America.  I would like to see a national list of

 3 key technology platforms that we collective agree must

 4 emerge, must emerge using Western values, must be the ones

 5 being used by our partners.

 6      And to understand what happens if we do not do that,

 7 consider Huawei, which we are basically trying to ban as

 8 hard as we can, because their products were less expensive,

 9 more easily subsidized, and faster, in some cases, than the

10 competitors that are from Europe.  America got out of that

11 business.  That is an error.  I want us to be in those

12 businesses with world-class products.  I think we need to

13 know what that list is, I think the government will need to

14 help with some forms of funding, and we need to let the

15 private sector build those things and make it successful.

16      Senator Gillibrand:  Thank you, Mr. Chairman.

17      Chairman Reed:  Thank you, Senator Gillibrand.  Senator

18 Sullivan, please.

19      Senator Sullivan:  Thank you, Mr. Chairman, and,

20 gentlemen, thank you for testifying today and your service.

21 General Carlisle, always good to see you, sir.  Great career

22 in the military.  And, Mr. Smith, I appreciate our

23 opportunity to chat last night.  It was very informative for

24 me.  And, Mr. Schmidt, thank you for all you are doing in

25 your post-Google world.
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 1      Let me ask a question.  There has been some press back

 2 and forth, and I think given you three leaders, right, big

 3 leaders in America, in a whole host of different ways, there

 4 has been some press in the last couple of years where some

 5 concerns I have read, and I would love you to just comment

 6 on it, our tech industry, Silicon Valley in particular, kind

 7 of maybe not being so interested in supporting our military,

 8 supporting the Pentagon.

 9      You know, Mr. Smith, as you and I talked about it, I

10 had the opportunity to go out to Microsoft's IVAS

11 partnership and development center.  I thought it was

12 incredible seeing these young men and women who were very

13 motivated to help our men and women in uniform.  Mr.

14 Schmidt, I am sure you saw, there is some Google press that

15 I thought was very unfavorable, where, you know, there was

16 this idea, hey, we do not want to help the Pentagon.  My

17 view, as an American, it is a free country.  You can do

18 whatever the heck you want, but do not then be found to be

19 helping the Chinese Communist Party.  Like that is going to

20 be a problem.

21      So can you three -- I would love hear just succinct

22 statements on, from your perspective, just how important

23 that is.  We have a challenge with this very new, great

24 power competitor and the technology aspects of our country.

25 Working with our military is going to be indispensable.  And
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 1 it does concern me some when you hear -- and again, they are

 2 allowed to do it; that is one of the great things about our

 3 country, it is free.  You can say whatever you want.  But I

 4 would love to hear from you guys on just how important it is

 5 to be doing what you are doing and what we are talking about

 6 here, because if we do not have that kind of cooperation it

 7 is going to be tough on all of us.

 8      Mr. Smith:  Well, I would say first I think one of the

 9 great challenges for this committee, the Congress, and the

10 country is to keep the public united around the importance

11 of our national security at a time when we live in a

12 polarized political climate.  And the key to that, not

13 surprisingly, is, as always, leadership and communications.

14      The formula that we have found to be effective is to be

15 clear, that we, as a company, at Microsoft, will provide to

16 the United States military all the technology that we

17 create.  We will simultaneously engage to address the issues

18 that a new generation I think rightly focuses on, things

19 like the ethics of artificial intelligence.  And we will

20 honor people's choices, and when we have a project like IVAS

21 it is really an all-volunteer project, and we have no

22 shortage of volunteers.

23      Senator Sullivan:  And those young men and women, I

24 will tell you, having spent a day with them, were incredibly

25 impressive, motivated, patriotic, because they knew what
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 1 they were doing, which is helping the frontline troops who

 2 put their lives on the line for our nation.

 3      Mr. Smith:  And I think there is one other thing where

 4 communication can be invaluable.  Look, most people in the

 5 tech sector or perhaps most industries are simply not aware

 6 of the deep ethical tradition of the United States military.

 7 And when they learn about it we actually realize that we

 8 have more to learn from the military, and it really changes

 9 the climate among especially a new generation of employees.

10      Senator Sullivan:  I appreciate you saying that, Mr.

11 Smith.  Mr. Schmidt or General?

12      Mr. Schmidt:  So the only thing -- I am sorry, sir.  I

13 did not mean to interrupt.  The only thing I would add is,

14 you know, my experience is the American population is

15 further and further, in many cases, removed from the

16 military.  It is an all-volunteer force, which is exactly

17 the right thing, in my opinion, and the quality of the force

18 in the United States military, I tell everybody if you want

19 to be impressed with America's youth, go out to your flight

20 lines, your ships, your tanks.  These 19-year-olds are just

21 amazing.

22      Senator Sullivan:  It gives you hope and optimism.

23 There is no doubt about it.

24      Mr. Schmidt:  But I think it is an education.  I think

25 that, just as Mr. Smith said, I think, you know, a lot of it
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 1 is not because they fundamentally, you know, do not like the

 2 military.  They just do not know the lengths we go to to

 3 deter and prevent -- the last person that wants to go to war

 4 is the person getting shot at.  And so the prevention and

 5 deterrence.  And then when we are to follow the most ethical

 6 rules, if we have to engage and how we engage and how we do

 7 everything we can to only follow the enemy combatant.

 8      So I think it is an education process, Senator

 9 Sullivan.

10      Senator Sullivan:  Mr. Schmidt, do you have a view on

11 that?  And I did not want to come down too hard, but I have

12 ripped some Google employees in hearings like this before,

13 where maybe it was bad press reporting, but I was like, you

14 have got to be kidding me.  I mean, again, free country.

15 You can do whatever the hell you want.  But if you are not

16 going to help the Pentagon please do not go help the

17 communist party of China with their AI research.

18      Mr. Schmidt:  I did not agree with the Google decisions

19 on Maven, et cetera.  As you know, I worked as a government

20 employee, working for the DOD for five years, using the DIB,

21 so my personal view is clear.  I also funded and have

22 continued to work with a large number of startups in the

23 areas that we are interested in, who are really, really

24 committed to working with the DOD.  So I can tell you that

25 the Google experience you had was probably an aberration
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 1 compared to the industry as a whole.

 2      Senator Sullivan:  And, Mr. Chairman, if I may, just

 3 very quickly, since this is such a distinguished panel --

 4 sorry to my colleagues -- but I know you have been getting a

 5 lot of questions on China.  Just very quickly, to be

 6 respectful here -- I am over my time -- comparative

 7 advantages that we have versus what they have, particular in

 8 this tech sector.  I mean, I will give you, I think the fact

 9 that we are an energy superpower right now, producing more

10 oil, gas, and renewables than any country on the planet,

11 China would love to be in that driver's seat.

12 Unfortunately we have an administration right now that wants

13 to diminish that, which I find ridiculous and crazy.

14      But where do you think the comparative advantages are,

15 particularly in AI?  I read that part of their advantage is

16 their massive population, that in some ways their own

17 population is guinea pigs that helps them advance in AI.

18 Where are our comparative advantages, and vice versa,

19 theirs?

20      Mr. Schmidt:  So the Chinese are well ahead in areas

21 like face recognition, because of what they do to surveil

22 their citizens.

23      Senator Sullivan:  So that is the idea of guinea pigs

24 and billions of people that they can just test it on?

25      Mr. Schmidt:  Their technology is generations ahead of
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 1 what is possible in the West, and you can understand why.

 2 Their technology is extremely far ahead in electronic

 3 commerce and in mobile payments, and most recently they have

 4 announced the development of a central bank digital yuan,

 5 their currency, to actually -- and they obviously have, from

 6 their perspective, internal security benefits from watching

 7 where all the money goes.  These are all things that the

 8 United States would not do.  So those are two where there is

 9 no question that they have an advantage.

10      There are people who believe that because they have

11 essentially no privacy rights, in the terms that we think of

12 it, that they will be able to aggregate very large

13 databases, in particularly in health care, and that will

14 allow for them to discover new things and so forth.  We need

15 to address these, and again, without compromising our core

16 American values.

17      Mr. Smith:  I would just say, very briefly, we often

18 talk about research and development, but especially for

19 something like AI we should talk about research,

20 development, and deployment.  In other words, broad adoption

21 and use, especially when you think about the positive

22 feedback cycle that is created when technology is deployed.

23 It creates more data.  That data then leads to further

24 improvement.

25      I think China is doing a better job right now than we
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 1 are in deployment.  Part of it is it is government-led in

 2 many ways.  Part of it is there are uses where we, quite

 3 rightly, say no.  Part of it is the entrepreneurialism we

 4 are seeing in many parts of the Chinese economy.  So I think

 5 for the United States we have to think about how we foster

 6 faster deployment, and I think in the government, for the

 7 DOD, how the DOD, for example, can foster faster deployment.

 8      Now, at the same time, the American comparative

 9 advantages in other respects remain considerable -- our

10 universities, our commercial technology sector.  And I think

11 the principles.  One thing we have not noted that I think is

12 very important in the world today is the fact that the DOD,

13 last year, adopted ethical principles to guide the use of

14 artificial intelligence by the military.  And I think the

15 more we can encourage our allies to adopt these principles,

16 the more we separate ourselves in a way that will benefit us

17 in numerous respects.

18      Senator Sullivan:  Thank you, Mr. Chairman.

19      Chairman Reed:  Thank you, Senator Sullivan.  And now

20 via WebEx, Senator King.

21      Senator King:  Thank you very much, Mr. Chairman, and

22 welcome to our distinguished panel.  We have touched on a

23 lot of important issues.  Let me start with a little bit of

24 a detailed question for Mr. Smith from Microsoft.

25      You touched upon this.  It strikes me that we have a
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 1 gap in our authorities towards detecting and dealing with

 2 cyberattacks in that CIA and the NSA are restricted from

 3 operating within the borders of the United States, and yet

 4 the attacks, like SolarWinds and more and more, our enemies

 5 are getting more sophisticated about using servers within

 6 the United States.  It leaves the FBI as sort of the de

 7 facto only cyber defense.  Am I correct that is something

 8 that we really need to look at?  We do not want to be spying

 9 on our citizens.  On the other hand, we do not want to leave

10 ourselves defenseless.  Brad, your thoughts on that?

11      Mr. Smith:  Yeah, no, Senator, I think it is a really

12 important question, and I think the first question for the

13 Congress and the Executive branch is what part of the

14 government do we want to have assume responsibility for what

15 I will call the aggregation of threat intelligence

16 domestically.  Is it CISA?  Is it the FBI?  Is it somebody

17 else?

18      The FBI, obviously, is principally responsible for law

19 enforcement, which means it can work with the DOJ, it can

20 use its subpoena power, but, you know, it then needs to

21 protect the confidentiality of information to investigate a

22 crime.  And what we are really talking about here is threat

23 intelligence information that needs to be shared rapidly,

24 oftentimes immediately, with the other parts of government.

25      So I think this is a key question.  What part of the
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 1 government should do it?  What should the process be for

 2 collecting it and for sharing it?

 3      Senator King:  Great.  Thank you.  Mr. Schmidt, an

 4 additional question on a different area, and you have really

 5 touched upon it today.  Industrial policy has a bad name in

 6 this country but that is really what China is engaged in.

 7 And you mentioned we used to do a lot more R&D, we need to

 8 establish priorities, we need to bring semiconductor

 9 manufacturing home.  Are we really talking about some kind

10 of at least a more pragmatic and planned attack on maintain

11 the technological edge?  Is it Industrial Policy 2.0?

12      Mr. Schmidt:  Senator, I hate to say yes, it is

13 industrial policy, but can we not call it that?  I think

14 what would be useful would be to say there is a set of

15 things that have to happen in America to maintain leadership

16 globally in the important areas, and remember, these are the

17 technologies that drive all of our economic output, our

18 global presence, and so forth, and we need to do whatever it

19 takes.

20      I think in many cases, with a little bit of focus, with

21 a list, with leadership from the White House, leadership

22 from here, a set of gatherings, and so forth, we can agree

23 on what to do, and it is not as much the money as it is

24 getting all the forces aligned.

25      What I learned in working on your AI report is there
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 1 are plenty of people doing a lot of things, and they are

 2 somewhat discontinuous.  And getting them unified around

 3 five or six or seven activities would be very helpful.  In

 4 particular, we have highlighted -- Senator Cotton and others

 5 have highlighted this question about semiconductors.  That

 6 is a key issue.  How are we going to solve that problem?

 7 Let's get some people in a room.  Let's try to figure out

 8 what is the fastest path.  If they cost $50 billion and it

 9 works then maybe that is the right tradeoff, but I would

10 like to have that debate.

11      Senator King:  Thank you.  One final question, again

12 for Brad Smith.  I went to a defense policy conference in

13 Singapore three or four years ago, two or three years ago,

14 and met with a dozen or so officials of a variety of Asian

15 nations.  I came away from that with the conclusion that we

16 have allies and China has customers, and that most of those

17 countries wanted to work with us but they were always

18 looking over their shoulder at China.  In terms of cyber

19 defense, in terms of national defense, in terms of

20 technological innovation, it seems to me that allies are one

21 of the most important assets that we have, that really most

22 other countries, and particularly our adversaries, do not

23 have.

24      Mr. Smith:  I think that is very well put.  One of my

25 favorite publications every year is the January edition of
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 1 The Economist.  It is an assessment of the world's

 2 democracies by The Economist intelligence unit.  This year

 3 it says that there are 75 democracies in the world.  They

 4 account for 49.4 percent of the world's population, roughly

 5 half of the world's people.  And what it also notes this

 6 year is that democracy is growing in a number of important

 7 countries in Asia.

 8      And I think it is a powerful remainder for all of us

 9 that there is an alliance of the world's democracies that we

10 need to nurture as a nation, that we need to invest in and

11 support as a technology sector.  And we do that well it not

12 only advances the values that we all support in this

13 country, it makes our technology base stronger.  When you

14 pull together these countries, you do not even have to pull

15 them all together.  Eric was talking about this before.  But

16 when you get India together with NATO and countries like

17 Japan and Korea and the like, and you pretty quickly get

18 more than 2 billion people, that is a bigger market,

19 obviously, than China.

20      Senator King:  And it is also a huge aggregation of

21 talent --

22      Mr. Smith:  Absolutely.

23      Senator King:  -- that can be taken advantage of.

24      I will leave you with a thought from Churchill.  You

25 can never miss with Churchill.  He said, "The only thing
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 1 worse than fighting with your allies is fighting without

 2 your allies."

 3      Thank you very much, gentlemen.

 4      Chairman Reed:  Thank you, Senator King.  Senator

 5 Tillis, please.

 6      Senator Tillis:  Thank you, Mr. Chairman.  Thank you,

 7 gentlemen, for being here.  I am sorry that I was not here.

 8 I have been watching it on TV and participating in two other

 9 committees that are meeting simultaneously.  But I was here

10 for your opening comments.

11      One thing that, as I was reading the committee prep

12 materials I was thinking we need to do differently is how

13 can we really accelerate the pace of innovation within the

14 DOD for our defense.  And I went back to Operation Warp

15 Speed.  Are you all familiar with that?  We made, in record

16 time, innovated a vaccine, did a public-private sort of bet

17 on people in the private sector who were willing to take the

18 risk, but the on the back end had Federal funding available

19 for them if they produced a result in a shorter period of

20 time.

21      Do you think if we are really going to accelerate,

22 break through some of the -- Mr. Smith, you and I talked

23 last night about some of the hurdles that we have in DoD to

24 just accelerate and field technology -- should we be

25 thinking about innovative ways of preparing or moving up to



76

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)

 1 the NDAA to really incent more private risk-taking with some

 2 federal backstop, based on specific outcomes?  I can think

 3 of a number of specific areas, but does that make sense?  Is

 4 that something that a Microsoft would look at?

 5      I want to go down the line.  We will start with you,

 6 Mr. Schmidt, Dr. Schmidt.

 7      Mr. Smith:  Yeah, I think it is an excellent question

 8 and there are two thoughts worth considering.  Look, first,

 9 any time we can have more risk-taking in the private sector

10 that is a good thing, and not every company can afford to do

11 it.  Microsoft can do things that a small businesses cannot.

12 But look, we built a manufacturing facility in Milpitas,

13 California, for our IVAS goggles for the Army before we won

14 the contract with the units that we would produce there.

15 That was private risk-taking.

16      We have literally been frozen by a Federal court on our

17 performance under the JEDI contract for more than 12 months.

18 We have never stopped working on it, not even for one day.

19 We may never get paid.  That is a risk we are running.  The

20 customer may never be able to use what we create, but we

21 have the confidence that what we are building will be of

22 benefit to the United States some way, somehow.  So the more

23 we can encourage private risk-taking I think is a good

24 thing.

25      And then, specifically, I do think there is something
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 1 to think about in terms of lessons from Warp Speed for

 2 certain areas of technology.  If you think about quantum

 3 computing, there are some that think it will take 20 years.

 4 There are some people that think it will take a decade.  A

 5 year ago we were debating whether it would take 10 years to

 6 get a vaccine, and it took less than 12 months.  And it did

 7 benefit from government spending, putting some money behind

 8 a series of companies with different techniques.  Do not bet

 9 it all on one company or one method.  Prepay and do it on

10 the basis of particular milestones, so the government is

11 getting in advance what it would then own or be able to use

12 if something crosses the finish line.

13      But, you know, there is something there, I think, that

14 we have all learned that sort of surprised us, I think, in

15 the last year, that we should now apply to some of these new

16 fields.

17      Senator Tillis:  Dr. Schmidt?

18      Mr. Schmidt:  I agree with Brad.  I would recommend

19 that in this year's NDAA you all identify four projects

20 where you say they will be run radically differently.  I

21 would pick one in missiles, one in satellites, one in

22 personnel, and another one in some other areas.  And you

23 would, by law, state that they will not be run using the

24 normal procurement mechanisms, but rather you will appoint a

25 joint committee from the Congress as well as the Pentagon



78

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)

 1 and give them the freedom to run the experiment.

 2      Senator Tillis:  And General Carlisle, I am also

 3 thinking about the reality is some of the most brilliant

 4 ideas may come from some of the smaller players that are

 5 virtually impossible for them to do, just because of their

 6 scale with the DoD.  But do you think that that concept

 7 would apply with the right portfolio of some of the smaller

 8 companies?  That is what I have in mind.  The big players

 9 have to be there because they have the scale, but how would

10 we structure that, I think building on Dr. Schmidt's

11 suggestion for the NDAA.  I honestly believe we have to have

12 accelerators like this if we do not want to be talking about

13 this next year when you come back.

14      Gen. Carlisle:  Yes, so I could not agree more, Senator

15 Tillis.  You know, I think the Department has got to be

16 willing to take risk.  It is risk averse.  If you are a

17 program manager in acquisition or a contracting officer you

18 do not get promoted because you took risk.  You get promoted

19 because you are on cost, on performance, and on schedule.

20 So you do not try to get a stretch goal on performance, and

21 that is where innovation comes from.  You do not try to get

22 it faster, because you may not make it.  So we have to

23 figure out how to incentivize inside the Department and

24 industry.  And I think your point on, you know, what we

25 talked about earlier with Senator Shaheen, is the Small
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 1 Business Innovation Research fund, we have got to find a way

 2 to get those through the tough times of an extended process,

 3 make it faster, and then allow them to be able to stay

 4 competitive and bring those technologies to the warfighter.

 5      Senator Tillis:  Thank you, Mr. Chair.

 6      Chairman Reed:  Thank you, Senator Tillis.  And now via

 7 WebEx, Senator Duckworth, please.

 8      Senator Duckworth:  Thank you, Mr. Chairman.

 9 Gentlemen, I apologize.  I am having a little trouble with

10 my video, because of bandwidth, but I am going to go ahead

11 and do this via audio.  Thank you so much for your testimony

12 today.

13      The entire DOD has to innovate to compete against the

14 other great powers, but U.S. Transportation Command faces a

15 unique set of challenges.  Transportation Command's

16 communications network, systems, and software have to

17 support deploying troops and sustainment around the world.

18 They receive inputs and data from many different government

19 entities and also via doing business with private companies,

20 for example, shipping companies and commercial air carriers.

21      But cybersecurity vulnerabilities in Transportation

22 Command's network risk risks exposing our troops' locations,

23 readiness levels, and operational plans, and the requirement

24 to work with private business complicates addressing these

25 weaknesses.
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 1      Dr. Schmidt, during your time on the Defense Innovation

 2 Board, the board produced a number of recommendations

 3 regarding the DOD’s digital networks and cybersecurity

 4 vulnerabilities.  In your opinion, how should Transportation

 5 Command, in particular, approach rapidly improving its

 6 cybersecurity without losing its ability to respond to

 7 warfighters and work with civilian entities?  Your

 8 suggestions could include technical innovations,

 9 organizational changes, or perhaps policy proposals, for

10 example.  And I love this idea of picking several projects

11 and approaching them radically differently in terms of

12 procurement.  Thank you.

13      Mr. Schmidt:  Thank you.  So our group actually visited

14 St. Louis and the Transportation Command it was a very, very

15 interesting visit.  The key room is the room where you have

16 people in uniform who basically have two screens, and there

17 is an order from one shipping system and they type the

18 number of the order into the other screen and cause it to

19 move along.  So that is the level of automation that we,

20 unfortunately, have in that.  Any company would have

21 integrated that, and we recommended that.

22      My own view is that there is a proposal in

23 Transportation Command to do a new transportation system,

24 which was hung up in a bunch of procurement issues.  But the

25 80 or so different systems are going to have to get replaced
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 1 by a more unified system, and that more unified system will

 2 have to have modern security.  That is how we would address

 3 your concern.  Because of the way it is currently

 4 architected, you are correct that we are very exposed to

 5 attack because there are so many different systems that are

 6 disparate and they are not unified.

 7      Senator Duckworth:  Thank you.  General Carlisle, do

 8 you have any recommendations, based on your work with the

 9 commercial members of the National Defense Industrial

10 Association?

11      Gen. Carlisle:  Yes, ma'am, and, Senator, thank you for

12 the question.  I agree with Mr. Schmidt, and I think we saw

13 it in the command centers as well and how we integrate

14 across different systems, even jointly between the services.

15 And I think, you know, the comment was made earlier.  We

16 have a tendency to have our sensor suites are all stovepiped

17 and our communications are often stovepiped.  And what

18 industry needs is the common architecture and the ability to

19 work across the different systems, and I think

20 Transportation Command is a great example of that, where

21 they are working with the whole of government, really, and

22 the commercial enterprise, but the systems are not

23 compatible.

24      So what Dr. Schmidt said, and our ability to drive

25 industry to have a set of standards and out of the stovepipe
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 1 challenges that we face today in many of our systems as they

 2 try to communicate.

 3      Senator Duckworth:  Thank you.  Gentlemen, I am closely

 4 watching the progress of future vertical lift, mostly

 5 because I am personally interested in advancement of rotary-

 6 wing aviation, as a rotorhead myself, and also because the

 7 Army has made a number of smart decisions as it has

 8 developed a program now.  I am hoping some of these

 9 decisions can be adopted across the DOD [inaudible].

10      Chairman Reed:  You broke up, Senator Duckworth.  If

11 you could repeat the question.

12      Senator Duckworth:  Okay.  I am going to turn my video

13 off, because that seems to be the problem here.  I

14 apologize.

15      I was talking about the future vertical lift, and

16 language I had in last year's NDAA requiring a review of

17 lessons learned and employing open systems architecture in

18 the FVL program.  Dr. Schmidt, what are the benefits of

19 using open systems architecture in programs like future

20 vertical lift, and what barriers do you see to the military

21 services using this approach in future acquisition?

22      Mr. Schmidt:  Thank you.  I love your question because

23 I am also a very big helicopter person.

24      Senator Duckworth:  Fantastic.

25      Mr. Schmidt:  If you look at the way the aviation world
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 1 has worked, many of the structures and so forth are

 2 relatively secret and proprietary.  And what we have learned

 3 with more sharing across the industry, the whole industry

 4 moves faster.  So I strongly recommend that open source

 5 designs be made available.  And my personal view is that the

 6 way the Defense Department should do these things is that

 7 the Defense Department should have design studios that

 8 design things which are owned by the government, and then

 9 that technology that they own is then given to the

10 manufacturers to then develop further.  But I would like the

11 government to own much more of its own intellectual property

12 by developing it itself, by funding teams, design teams.  I

13 also think that that will allow for faster iteration

14 throughout the primes and their manufacturing cycles.

15      Senator Duckworth:  Thank you. And I am out of time,

16 but if you could follow up with any type of barriers and any

17 recommendations on overcoming barriers, in written form,

18 after the hearing I would appreciate it.  Thank you.

19      Chairman Reed:  Thank you Senator Duckworth.  Senator

20 Scott, please.

21      Senator Scott:  Thank you, Chairman.  First off, I

22 thank each of you for being here.

23      General Carlisle, you recently retired.  In the roles

24 you had in the military, how concerned were you about, you

25 know, what technology companies were doing, I mean, the
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 1 theft by Russia and China of technology, the espionage,

 2 things like that, and did you feel like you were at a

 3 disadvantage as compared to what Russia and China military

 4 was doing?

 5      Gen. Carlisle:  Sir, we have the greatest fighting

 6 force and the greatest military in the world, and I believe

 7 we have the greatest equipment in the world.  Some of the

 8 programs that I was in, that are now declassified, I was

 9 part of the exploitation of some of the capabilities of our

10 adversaries, both USSR, at the time, back in the late, great

11 days of the Cold War, and China.  And, by far, our equipment

12 is superior to our adversaries.  And you can tell that not

13 only from what we got to see but our friends, partners, and

14 allies want to use our equipment as well, because of the

15 quality of it.

16      I do believe that gaps is knowing because of the theft

17 that occurred.  I was in China when I was the commander of

18 PACAF, and we were walking up and down the line looking at

19 their airplanes.  I actually got to crawl into a couple of

20 their airplanes, a J-10 and a J-12, and when you looked

21 inside you could tell that it was just -- they took stuff

22 from wherever they could steal it, to put it in those

23 airplanes.  And the result is that the gap we had, the

24 superiority we had against our adversaries, because of IP

25 theft, course of action that I talked about in my opening
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 1 statement, that gap is narrowing.  And that is why we have

 2 to continue to get innovation out more quickly, because in

 3 today's world you just do not maintain --

 4      Senator Scott:  But then what you just heard, what Mr.

 5 Schmidt just said, that we do not even have systems that --

 6 you know, you had to put something from one system to put

 7 information into another one.  I mean, in real time you are

 8 not going to win a war if you cannot do some basic things

 9 like that, where we do not have the ability to share

10 information rapidly.  You know, it just seems to me that we

11 have not used the private sector, and we do not have the

12 relationship with the private sector, for whatever reason.

13 But China does, and China might because they steal it, but

14 they do have, you know, whether it is AI or things like

15 that, they are going down a path that we are not even -- we

16 are going awfully slow in.

17      Gen. Carlisle:  Senator, you know, I do not disagree

18 with that.  I think that is a challenge as we move forward.

19 We do make it work, though.  I mean, if you go to the Air

20 Operations Center or the Maritime Operations Center, the

21 Tactical Operations Centers and you see how we pass data,

22 you are right.  We have got a long ways to go and we have to

23 get there, especially with the way our adversaries are

24 moving.

25      You know, the decision advantage, there are two
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 1 different terms, Fully Networked Command, Control, and

 2 Communications, FNC3, or JADC2, which is the Joint All-

 3 Domain Command and Control system.  That is about passing

 4 information.  That is connecting sensors of all types, from

 5 all varieties, from all domains, from all services, and from

 6 allies to the right nodes that can engage in the right

 7 nodes, it can do the command and control.  And that is the

 8 part we have not gotten to yet.

 9      Senator Scott:  Mr. Smith and Mr. Schmidt, would that

10 be true in your companies?  Would you not be able to share

11 data the way the military has inability to share all

12 information?  And something that is way more important than

13 how well you run a company.

14      Mr. Schmidt:  Well, information is incredibly

15 important.  As part of my DIB work, we spent a lot of time

16 on this.  Part of the problem here is that the military has

17 systems but does not have software, and the systems have

18 information and the information has to go from one system to

19 the other.  So a series of projects, they are generally

20 known as Kessel Run and so forth -- they are well known to

21 the staff here at the committee -- we are able, with

22 relatively simply programming, to really, really improve the

23 lethality and the usefulness of these systems.

24      Over and over again, the problem is that the military

25 thinks software is not valuable and it sort of collects it.
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 1 I propose that anybody who is in charge of a COCOM, in fact,

 2 any four-star general, should have 50 software programmers

 3 to just solve problems.  And whenever that has been done,

 4 the force productivity has risen very, very quickly.  So I

 5 used the TRANSCOM example before.  It is a relatively

 6 straightforward thing to have programmers write the code to

 7 take to our enlisted people and have them do something more

 8 useful than just copying numbers all day.

 9      Mr. Smith:  And I would add different categories of

10 information require different approaches.  One of the

11 concerns I was raising before is when we think specifically

12 about threat intelligence, really the data about foreign

13 cyberattacks on the United States, the information is very

14 much in a set of silos, in the public sector and in the

15 private sector.  And I just think it is actually worth

16 pulling out the 9/11 Commission's report, because I think it

17 does speak to us, almost 20 years later.  What they said was

18 that the government needed to move from a culture where

19 information was shared only when there was a need to know to

20 a culture of a need to share.  And we have to do it with

21 privacy controls.  We have got to have the right division

22 between the public and private sectors.  But we are only

23 going to understand our threats better if we are doing a

24 better job of aggregating data and then harnessing things

25 like AI to alert us to what is happening.
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 1      Senator Scott:  Thank you.

 2      Chairman Reed:  Thank you, Senator Scott.  And now via

 3 WebEx, Senator Rosen, please.

 4      Senator Rosen:  Thank you, Chairman Reed, Ranking

 5 Member Inhofe, and, of course, all of the witnesses for

 6 being here today.  I really appreciate.

 7      I really want to talk about international standards and

 8 emerging technologies, because international standards, they

 9 serve as the foundation for the development and the use of

10 emerging technologies.  Our global competitiveness, it

11 depends on our participation and in our leadership in

12 setting the standards for the next generation of

13 technologies.  That is why last year I helped introduce the

14 bipartisan Promoting the United States Wireless Leadership

15 Act of 2020, to ensure that U.S. has a seat at the table in

16 the wireless standards-setting process.

17      China has an explicit plan to become a standards-

18 issuing country by targeting emerging technologies, where

19 global rules have yet to be fully defined.  For the U.S. to

20 remain the leader in this space, to maintain our national

21 security edge, our response must include working with the

22 private sector, investing in R&D and emerging technologies,

23 coordinating with relevant agencies, and engaging in

24 international standards-setting bodies.  And as a former

25 software developer I love the comment that we should have 50
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 1 programmers embedded in all these places.  Programmers and

 2 analysts are key to solving so many critical issues.

 3      But my question is for Dr. Schmidt and then Mr. Smith.

 4 Could you talk about the importance and the impact of U.S.

 5 participation in the international standards-setting bodies

 6 for the development and use of emerging technologies, and

 7 how should we, as the government, be coordinating with the

 8 private sector to really set those standards for the next

 9 generation technologies?

10      Mr. Schmidt:  Your diagnosis of the problem is exactly

11 right.  It turns out that China now has a deliberate goal of

12 basically participating at a significant level at all of the

13 important standards-settings bodies, the most interesting

14 being 5G PPP, which is the one that sets the 5G standards,

15 where they now have figured out a way to have a majority of

16 the members.  So that does not bode well for the kind of

17 values that we care about getting embedded in these

18 standards.

19      There are quite a few organizations, NTIA and others,

20 that are in charge of these, and I think that this is a good

21 project for the government to get itself organized around

22 which are the ones that are most important, because there

23 are so many.  Brad?

24      Mr. Smith:  I would absolutely second that.  First of

25 all, I think it is such an important question because it is
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 1 easy to overlook just how strategically important it is to

 2 the future of American technology for the country to be

 3 successful in influencing and helping to set international

 4 standards.  It is not a case of all technologies being

 5 equal, so as Eric mentioned, you have to identify the

 6 technologies that we want to prioritize.  Different

 7 standards are set by different standards-setting bodies, so

 8 then one needs to have an engagement strategy.  And

 9 certainly you need to think about how to bring together the

10 resources in the Federal Government in a place like NTIA and

11 in the private sector, and we need to do this by continuing

12 to work with our allies especially.

13      The Chinese government has established for itself a

14 leadership role.  It is going to use its own standards-

15 setting ability for its market to try to influence global

16 standards, and we need to be allied with our partners and

17 working together to ensure that we win the race to influence

18 standards.

19      Senator Rosen:  Thank you.  I am going to build on that

20 with our STEM workforce shortfall, because in order for us

21 to continue to be the most innovative country, to set the

22 standards that we need to, we have to maintain a workforce

23 that can innovate.  In the United States we are expected to

24 face a shortfall of nearly 3.5 million skilled technical

25 workers.  That is just by next year.  To address this
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 1 shortfall, I introduced a bipartisan bill called the

 2 PROMOTES Act, that is going to authorize the Secretary of

 3 Defense to enhance the preparation of Junior ROTC students

 4 for training and education in STEM fields.  I am proud that

 5 this bill was signed into law in last year's NDAA, but more

 6 needs to be done if we are going to do all the things we

 7 need to.

 8      So, General Carlisle, can we talk for a moment about

 9 how the Junior ROTC program, how we can leverage that to

10 incentivize, train our high school and college students to

11 enter these emerging technology fields like artificial

12 intelligence, quantum computing, cybersecurity, and so many

13 other spectrums?  What role can the military play?  How do

14 we get the workforce that we need?

15      Gen. Carlisle:  Thank you, Senator.  I could not agree

16 more.  I think our ability to attract the talent and bring

17 them into the STEM career fields, in particular.  We, in the

18 Air Force, face -- well, actually all services face a severe

19 pilot shortage, less so now, obviously, because most of the

20 airlines have not hired, but that will, I think, come back.

21      But one of the things is how do we get to those folks

22 that do not know about us.  How do we get those communities

23 that do not have the opportunity and maybe do not understand

24 what those opportunities are in the military?  Recruiting

25 people, the Junior ROTC program, a very good friend of mine
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 1 runs the Air Force ROTC program out of Maxwell Air Force

 2 Base, and what do we do to attract these folks, to let them

 3 know there are opportunities out there, and that the

 4 military can open up training opportunities, it can open up

 5 different educational opportunities, it can open up career

 6 fields to them that they are not aware of.

 7      So I think the military can play a huge part of that,

 8 and as was mentioned earlier, I think it is K-12 is where it

 9 has to start and then it goes to the world-class

10 universities that we have in this country and how they

11 continue to attract, continue to promote, and continue to be

12 the leaders in their fields.  Again, I think the ability to

13 get to the communities, because we have, you know, the

14 incredible population of this country, and a lot of it is

15 they just do not know.  They do not know what those

16 opportunities are out there, and I think Junior ROTC is a

17 great way to start opening up those opportunities.

18      We did start, for the flying piece, we started a

19 program with the Civil Air Patrol that would allow folks

20 that could not afford to go get a pilot's license, because

21 it is not inexpensive, at the cost of the program, go get a

22 private pilot's license over the summer and learn about

23 aviation, and then the ability to bring them back in to

24 aeronautics or astronautics or aviation is another

25 opportunity for them that they probably would not know
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 1 existed beforehand.

 2      So I think it is about making opportunities and getting

 3 to the full breadth and width of the American population and

 4 offer them those chances.

 5      Senator Rosen:  Well, thank you all.  My time has

 6 expired but I am excited to work on all of these issues with

 7 all of you.  Thank you, Mr. Chairman.

 8      Chairman Reed:  Thank you, Senator Rosen.  Senator

 9 Hawley, please.

10      Senator Hawley:  Thank you, Mr. Chairman.  Dr. Schmidt,

11 let me start with you.  I am very concerned about the

12 consolidation of the defense industrial base.  This is a

13 multi-decade problem, one that has really accelerated in

14 recent years.  And we are seeing this problem now with

15 emerging technologies, the subject of this hearing today,

16 where just a few large companies, like the ones that,

17 frankly, you represent, or have represented and worked for,

18 own a lot of the technology or can buy it up.

19      Two years ago, the Chairman of the Joint Chiefs and the

20 Secretary of Defense sat right where you gentlemen are

21 sitting and complained about Google, in particular.  I was

22 so struck that I went and I pulled the transcript.  The

23 Secretary of Defense said, "I am talking about Google and

24 their support to China and their lack of support for the

25 Department of Defense."  The Chairman of the Joint Chiefs,
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 1 General Dunford, said, "The work that Google is doing in

 2 China is directly or indirectly benefitting the Chinese

 3 military."  Then he went on to say, "We are watching with

 4 great concern industry partners’ work in China, knowing that

 5 there is indirect benefit."  And, of course, Project Maven

 6 is what they were talking about the time but there is also

 7 the controversy about Boston Dynamics and the robotics

 8 collective.

 9      Here is my question.  How can we ensure robust

10 competition so that we have a competitive market for

11 emerging technologies that is not dominated by just a few

12 big firms?

13      Mr. Schmidt:  Well, first I am no longer at Google, and

14 I disagreed with the activities that you were describing,

15 and indeed I worked for the DOD during that period, so my

16 personal views are clear.  I think there is good news --

17      Senator Hawley:  Do you think Google made the wrong

18 decision -- sorry, is that what you are saying, Dr. Schmidt?

19      Mr. Schmidt:  Let me just leave my statement as what I

20 said.

21      Senator Hawley:  Well, I did not hear your statement

22 here on the record now, so just reintroduce it.  Why do not

23 you answer my question?  Are you saying that you disagree

24 with --

25      Mr. Schmidt:  I disagreed at the time with the
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 1 decisions at Google.

 2      Senator Hawley:  That the Chairman of the Joint Chiefs

 3 and the Secretary of Defense were talking about, just to be

 4 clear?

 5      Mr. Schmidt:  Yes, that is correct.

 6      Senator Hawley:  Okay.

 7      Mr. Schmidt:  And it is important to know that during

 8 that time I was an employee of the DOD, so my view is clear.

 9      So with respect to -- there is good news, that there

10 are plenty of companies that now want to work with and for

11 the military.  Part of the problem they have is they are

12 having trouble getting through the valley of death.  They

13 have a good idea.  They cannot get into the right

14 procurements.  They do not have access.  The DOD has set up

15 a set of initiatives, DIU being one, and there are a number

16 of other ones that are quite good.

17      And so I think to the degree you have a concern about

18 concentration around, for example, Google, your best

19 strategy is to have as many touchpoints where private sector

20 innovators can work with the DOD.

21      I should also note that Google's competitors, Microsoft

22 and Amazon, made very different decisions than Google did

23 during that time.

24      Senator Hawley:  Let me ask you, Mr. Smith, speaking of

25 Microsoft, the use of Chinese-made hardware like printed
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 1 circuit boards, poses a significant cybersecurity concern

 2 for the United States.  I think some of my colleagues have

 3 mentioned this earlier.  Does Microsoft use Chinese printed

 4 circuit boards in the systems you provide to the Department

 5 of Defense?

 6      Mr. Smith:  I would have to go look specifically.  We

 7 have been diversifying our --

 8      Senator Hawley:  Well, just before you move on from

 9 that, will you do that and get me an answer on that

10 question?

11      Mr. Smith:  Sure.  I would be happy to.

12      Senator Hawley:  Great.

13      Mr. Smith:  I will say, more broadly, two things are

14 important.  One is we, like other companies that produce

15 hardware, have been diversifying our supply chain, which

16 means less reliance on China, more focus, including on

17 printed circuit boards, from Taiwan, as well as in other

18 countries in Southeast Asia and Mexico, and even we are

19 looking at the United States itself.

20      The second thing I would say is for anything that is

21 going to involve national security system, use for, say, the

22 U.S. Army, you know, every component is reviewed by the U.S.

23 Government itself in terms of where we are sourcing it.

24      Senator Hawley:  I am glad to hear about your

25 diversification, and I heard your remarks on that earlier.
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 1 Let me just press you on this point, though.  Will you

 2 commit to ending Microsoft's use of Chinese printed circuit

 3 boards if, in fact, you are still using them?

 4      Mr. Smith:  I would like to learn more.  I would be

 5 happy to send you a letter and we will give you a

 6 commitment.  I believe we may no longer be using any printed

 7 circuit boards from China, but I would like to go look.

 8      Senator Hawley:  That would be good.  That would be

 9 good.  If you are, though, will you commit to ending the

10 practice?

11      Mr. Smith:  I have learned enough over the years that I

12 should be informed by the other employees at our company

13 before I give a definitive answer, but I will be happy,

14 Senator, to give you a definitive answer.

15      Senator Hawley:  Okay.  You are not going to give me

16 one here today, though, it sounds like.

17      Mr. Smith:  I would like to give you an informed and

18 definitive answer.

19      Senator Hawley:  Uh-huh.  Yeah.  We hear that a lot

20 before this committee.  Would you at least commit to being

21 transparent and notifying DOD about which systems contained

22 Chinese printed circuit boards, if, in fact, you are

23 continuing to use them?  Would you give me that commitment?

24      Mr. Smith:  I believe we already are.  If we are not,

25 that is -- of course we want to be transparent with DOD with
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 1 all of the components that are going into --

 2      Senator Hawley:  Okay, good.  So yes, you will do that.

 3      Mr. Smith:  Yes, I will do that.

 4      Senator Hawley:  Okay.  Outstanding.

 5      Mr. Chairman, I see that my time has expired.  I have

 6 got some more questions for you, Mr. Smith, and also for

 7 you, Dr. Schmidt, but I will give them to you for the

 8 record.  Thank you for being here and thanks for your work.

 9 Thank you, Mr. Chairman.

10      Chairman Reed:  Thank you, Senator Hawley.  Senator

11 Kelly, please.

12      Senator Kelly:  Thank you, Mr. Chairman, and thank you,

13 Dr. Schmidt and Mr. Smith and General Carlisle.  And, Mr.

14 Chairman, I look forward to serving on this committee.

15      And, General Carlisle, in your opening testimony you

16 mentioned that we are lagging behind our adversaries in a

17 number of areas -- hypersonics, directed energy weapons

18 systems, and microelectronics.  About 18 months ago, the PLA

19 fielded what is perhaps the world's first operational

20 hypersonic weapon system, DF-17.  Has a hypersonic glide

21 vehicle as well, and that vehicle can suppress its entry

22 trajectory and accelerate to Mach 5.  Intercepting this

23 vehicle with existing ABM technology is incredibly

24 challenging, and we do not currently have a defense against

25 that, as far as I know.  It has a range of thousands of
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 1 miles, putting our assets and our troops and our equipment

 2 in Japan and South Korea at great risk.

 3      As a former commander of the Pacific Air Force, how big

 4 of a strategic impact is this in the theater?

 5      Gen. Carlisle:  Senator Kelly, it is a tremendous

 6 impact.  It is a tremendous impact to all the entire joint

 7 force and the ability to operate.  You have heard before us

 8 talk about the ability of the adversary to deny us entry

 9 into the space, whether it is by a naval -- by air anti-

10 satellite weapons is another case where they deny our

11 ability to use a domain via laser or on orbit or direct

12 descent at us, anti-satellite weapons.  So it was a huge

13 impact, and clearly, as I mentioned earlier, where China has

14 come over the last 20 years in their fielding of capability

15 at a pace that is extraordinary, it has changed the dynamic

16 in the Pacific tremendously.

17      And the earlier question, I think one of the things

18 that it is incumbent upon all of us, and certainly this body

19 and use that have the opportunity to still work in the

20 defense industrial area, is we have to educate the American

21 population on what the Chinese are attempting to do, what

22 they have written they want to do, and what they are

23 blatantly going forward with, that is counter to our values,

24 our way of life, and our future.  The DF-17, the ability to

25 sense where they are, what they are doing, and then defeat
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 1 them is a tremendous challenge, and sir, we will come back

 2 and at a classified level we can talk at a different level

 3 of what it did.  But, I mean, when you think about our

 4 ability operate again via the maritime domain or the air

 5 domain or the land domain, it significantly impacted and

 6 changed the concept of operations for engagement in the

 7 Pacific.

 8      Senator Kelly:  Later I would like to talk to you about

 9 how do we catch up.  You know, how do we build a system, a

10 defensive system, but also how do we match that capability,

11 or exceed it.

12      Gen. Carlisle:  Sir, I would love to come over and talk

13 to you about it.

14      Senator Kelly:  And I have a couple more minutes.  I

15 want to follow up on Senator Hawley's question a little bit,

16 semiconductor technology.  And the CHIPS Act appropriated --

17 did not appropriate -- authorized about $10 billion to

18 manufacture, to bring that manufacturing capability to the

19 United States.  The Taiwan semiconductor manufacturing

20 company has a 5-nanometer chip that they currently make.  It

21 is my understanding that Intel and other companies cannot

22 manufacture a 5-nanometer chip.

23      Can you outline, Mr. Smith, for us just where -- and

24 Dr. Schmidt as well -- just what technologies, and what is

25 the -- and we only have about a minute left -- what impact
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 1 does that have for our country?

 2      Mr. Smith:  Well, I do think you are right to identify

 3 this.  It creates a weakness and a vulnerability for the

 4 country, and I do think a critical issue for the next couple

 5 of years is going to require decision-making on how to catch

 6 up in that space.  Part of it is an issue of innovation, as

 7 you identified, the gap.  But I think another part does

 8 involve investment, and, you know, Microsoft is obviously

 9 not in this part of the technology business, but if we are

10 going to bring semiconductor manufacturing back to our

11 shores I do think it is going to require some targeted

12 Federal investments, and it is not going to be inexpensive.

13 The kinds of dollars you were just talking about I think

14 captures well just how enormous it is in terms of cost to

15 build these kinds of fabrication capabilities.

16      Senator Kelly:  Dr. Schmidt?

17      Mr. Schmidt:  The CHIPS Act is a very good first step

18 but it is not enough.  The 5-nanometer technology at TSMC is

19 the world class.  They are now working on 3-nanometer

20 technology, which is allegedly going to be available within

21 12 to 18 months.

22      I have often wondered why is it that one group can stay

23 ahead, and the answer is that is year after year of

24 precision and learning and proprietary innovation and so

25 forth, and something which is very hard.  Remember that the
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 1 Chinese had, for 30 years, a goal of catching up to TSMC,

 2 and they have required, for example, fabs in China and so

 3 forth and so on, and they still have not been able to do so.

 4      So I suggest that what we do is we take American

 5 ingenuity, which is profound, with some form of incentive

 6 system to sort of close this gap, and put those

 7 semiconductor operations, at least foundries, in the United

 8 States, and use them for both commercial but also military

 9 purposes.  It is critical that our military chips be made in

10 the United States, for the reasons that everyone here would

11 fully understand.

12      Senator Kelly:  Thank you.

13      Chairman Reed:  Well, thank you, Senator Kelly, and

14 thank you also for sitting through the hearing.  I think you

15 got some practice sitting for hours in a cockpit, which

16 prepared you well for this committee.

17      Senator Kelly:  And alert.

18      Chairman Reed:  Senator Tuberville, please.

19      Senator Tuberville:  Thank you, Mr. Chairman.  Good

20 morning, guys.  I know it has been a long -- very quickly,

21 you know, your testimony today, I just hope everybody is

22 listening across the nation.  We are in trouble.  Our

23 country is in trouble, and it is going to be solved a lot by

24 our technology.  Most of us in here went through a little

25 bit of Vietnam and all these wars, these no-nonsense wars
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 1 that we have had over the years, and we have wasted a lot of

 2 money on these wars, and we have gotten behind China.  We

 3 have not spent enough money, because we have not had it.

 4      But thank you for being here today, and Dr. Schmidt, I

 5 enjoyed listening to you.  In my former life of coaching I

 6 learned a long time ago it is not about the money, it is

 7 about organization.  And if you are not organized you can

 8 throw all the money at it you want, but you are not going to

 9 survive.  So I really enjoyed hearing that.

10      You know, in Huntsville, we lead the nation in many

11 categories in technology, so if you have not had a chance to

12 visit, it is the Silicon Valley of the South, I invite you

13 to come.

14      So just a couple of questions.  Mr. Smith, the phrase

15 "American ingenuity" during my lifetime rose, and we all saw

16 it grow and prosper.  We thrived in an environment with less

17 regulations, smaller government, risk-taking.  Silicon

18 Valley in the '80s and '90s worked much the same way.  How

19 do we get that back?  How do we get that back to where we

20 can continue to grow, instead of just the big companies?  We

21 have gotten away from it, of the smaller companies just

22 being able to innovate and grow with us technology-wise.

23 Because we have got to catch up, somehow, some way.

24      Mr. Smith:  Well, I think we still live in a country

25 that rewards people with bold ambition and the determination
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 1 to make that kind of dream come true.  And, you know, when I

 2 joined Microsoft we had about 4,000 employees.  This was 27

 3 years ago.  Today we have 165,000.  It is a much bigger

 4 place, to your point about organizations.

 5      Senator Tuberville:  What a country, right?  What a

 6 country.

 7      Mr. Smith:  Yeah.  But, you know, there are days when I

 8 still feel like it is the smaller place.  I think that is

 9 American ingenuity, that spirit of creativity.  And one of

10 the interesting things about the tech sector is it is an

11 ecosystem.  You know, Eric has talked about this for years.

12 You cannot succeed at a big company unless you work closely

13 with a network of small ones.  And I think one of the

14 interesting things about the NDIA is it really is the voice,

15 in so many ways, of the small defense contractors.

16      I think we should not worry for the need for the

17 government to invest more in large companies, absent, say,

18 things like chip fabrication.  What we should look at is

19 where the government can ensure that there is an opportunity

20 for small companies, and then I would say for everybody

21 across the board, so we can go to the great universities,

22 the community colleges, and basically hire the talent we

23 need.

24      Senator Tuberville:  I had the opportunity to travel

25 all over, and campaigning the last two years in Huntsville,
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 1 going to 800 or so defense contractors, and, of course,

 2 NASA, SpaceX, Blue Origin, all of those, and it is amazing

 3 the technology that we have.  But it is also amazing, you

 4 know, what the private sector can do, just going through the

 5 new laser technology that you are seeing now, that our

 6 soldiers are going to hopefully be able to use in the very

 7 near future, and hyper-ballistic missiles.  You know, we are

 8 behind China.  You know, the general was saying we are the

 9 best equipped, but we are getting old.  Our equipment is

10 getting very old, and we need to do a lot of things with

11 that.

12      Dr. Schmidt, you say Americans can compete and win on

13 any playing field, and I know a little bit about that.  But

14 we have seen China that is willing to cheat to win.  They

15 are willing to steal our technology, use our own

16 capitalistic system against us.  But I know that there are

17 no shortcuts in winning.  So if you want to win you have to

18 put out the work.  How do we work as a team better?  You

19 know, my question is this country is best when our teammates

20 work together, and our allies work together.  Do you think

21 we are doing that very well?

22      Mr. Schmidt:  There are parts where we are and in many

23 places we are not.  I would urge, collectively, that we

24 identify bipartisan agreement around the areas where we must

25 win.  We have mentioned hypersonics multiple times.
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 1 Frankly, we have to win there.  What is our strategy to win?

 2 How are we going to get there?  We cannot spend 15 years

 3 building the first hypersonic weapon while China and Russia

 4 are already working on it.  We need a different methodology.

 5      So necessity drives the urgency and urgency then drives

 6 the outcome.  There are plenty of ideas of how to do it.

 7 You can do it in a private model in a secure facility.  You

 8 can do it through the government, what have you.  But the

 9 urgency should drive it.  The 5G issue that I highlighted,

10 the issue of AI leadership.  In our AI recommendation we

11 speak about doubling the R&D budget for AI, which these

12 numbers are small relative to the Federal budget, but it

13 would be hugely leveraging.  There is a list.

14      But the bipartisan consensus should be to build a

15 national competitiveness approach, literally globally

16 competitive, all of our technologies to wins, the military

17 benefits and our industrial base wins as well.

18      Senator Tuberville:  Thank you, gentlemen.

19      Chairman Reed:  Thank you, Senator Tuberville.

20 Gentlemen, thank you for your extraordinary testimony.  It

21 has been illuminating.  You have provided us extraordinary

22 insights, but also you have given us a long to-do list.  So

23 we appreciate that too, and we look forward to working with

24 you as we approach all these problems.

25      Thank you.  I have got to depart, along with my
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 1 colleagues, to vote, but I appreciate very much your

 2 participation, and again, this was an extraordinary hearing

 3 because of your insights, all of you.  Thank you very much.

 4      The hearing is adjourned.

 5      [Whereupon, at 11:48 a.m., the hearing was adjourned.]
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