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HEARING TO RECEIVE TESTIMONY ON THE
COMMITTEE’S INVESTIGATION INTO COUN-
TERFEIT ELECTRONIC PARTS IN THE DE-
PARTMENT OF DEFENSE SUPPLY CHAIN

Tuesday, November 8, 2011

U.S. SENATE
COMMITTEE ON ARMED SERVICES

Washington, DC.
The committee met, pursuant to notice, at 9:34 a.m. in room SD–

G50, Dirksen Senate Office Building, Senator Carl Levin (chair-
man) presiding.

Committee members present: Senators Levin, Udall, Hagan,
Manchin, McCain, Inhofe, Chambliss, Brown, Ayotte, and Collins.

Committee staff members present: Richard D. DeBobes, staff di-
rector; and Leah C. Brewer, nominations and hearings clerk.

Majority staff members present: Joseph M. Bryan, professional
staff member; Ilona R. Cohen, counsel; Ozge Guzelsu, counsel;
Richard W. Fieldhouse, professional staff member; and Peter K. Le-
vine, general counsel.

Minority staff members present: David M. Morriss, minority staff
director; Daniel A. Lerner, professional staff member; and Bryan D.
Parker, minority investigative counsel.

Staff assistants present: Kathleen A. Kulenkampff, Brian F.
Sebold, and Bradley S. Watson.

Committee members’ assistants present: Casey Howard, assist-
ant to Senator Udall; Roger Pena, assistant to Senator Hagan; Jo-
anne McLaughlin, assistant to Senator Manchin; Jordan Baugh,
assistant to Senator Gillibrand; Charles Prosch, assistant to Sen-
ator Brown; Brad Bowman and John Easton, assistants to Senator
Ayotte; and Ryan Kaldahl, assistant to Senator Collins.

OPENING STATEMENT OF SENATOR CARL LEVIN, CHAIRMAN

Chairman LEVIN. Good morning, everybody. Today’s hearing is a
product of the Armed Services Committee’s ongoing investigation
into counterfeit electronic parts in the Department of Defense’s
(DOD) supply chain. We will probably hold at least one additional
hearing to discuss what the Department is doing to keep counter-
feit electronic parts out of defense systems.

We have three panels of witnesses today, so I expect that the
hearing may continue into the afternoon, and I also expect that we
will break for lunch. And this will all be determined by how long
these first two panels take. We also have a vote scheduled, I under-
stand, for 12:15 which also could affect that decision.
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I want to thank Senator McCain for his efforts in this investiga-
tion. I want to thank our staffs, the investigative staffs, for their
very, very hard work.

The systems that we rely on for national security and the protec-
tion of our military men and women depend on the performance
and reliability of small, highly sophisticated electronic components.
Our fighter pilots rely on night vision systems enabled by transis-
tors the size of paper clips to identify targets. Our troops depend
on radios and GPS devices and the microelectronics that make
them work to stay in contact with their units and to get advance
warning of threats that may be just around the next corner. The
failure of a single electronic part could leave a soldier, sailor, air-
man, or marine vulnerable at the worst possible time. A flood of
counterfeit electronic parts has made it a lot harder to have con-
fidence that will not happen.

In some industries, the term ‘‘counterfeit’’ suggests an unauthor-
ized fake, a knock-off of an original product. The definition of
‘‘counterfeit’’ as it relates to electronic parts, which has been en-
dorsed by the Department of Defense and defense contractors alike,
includes both fakes and previously used parts that are made to
look new and are sold as new.

In March of this year, we announced an Armed Services Commit-
tee investigation into counterfeit parts in the DOD supply chain.
During the course of the committee’s investigation, virtually every
one of the dozens of people our investigators have spoken with,
from defense contractors to semiconductor manufacturers, to elec-
tronic component brokers—every one of them has pointed to China,
specifically the City of Shenzhen in Guangdong Province as the pri-
mary source of counterfeit electronic parts.

While this hearing is focused mainly on the national security im-
plications of counterfeit electronic parts, the rampant theft of U.S.
intellectual property by Chinese counterfeiters also severely im-
pacts our economic security. According to the Semiconductor Indus-
try Association, the SIA, U.S. semiconductor manufacturers employ
nearly 200,000 American workers. Counterfeiting puts those jobs at
risk and robs us of American jobs yet to be created. The SIA esti-
mates that counterfeiting costs U.S. semiconductor manufacturers
$7.5 billion a year in lost revenue and costs U.S. workers nearly
11,000 jobs.

This spring, we attempted to send Armed Services Committee
staff to mainland China to get a firsthand look at the counterfeit-
ing industry. I wrote the Chinese Ambassador to the United States
informing him that the trip was part of the committee’s official du-
ties. Shortly after my letter, an official at the Chinese embassy told
committee staff that if the results of the investigation were not
positive, it could be, quote, damaging to the U.S.-China relation-
ship. That is exactly backwards. What is damaging to U.S.-China
relations is China’s refusal to act against brazen counterfeiting
that is openly carried out in China.

In June, we sent our staff to Hong Kong where a visa is not re-
quired and the staff again sought entry into mainland China. But
appeals on our behalf through our most senior diplomats in Hong
Kong and Beijing fell on deaf ears and our staff was refused entry.
That refusal only highlights the Chinese Government’s total lack of
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transparency and their unwillingness to act to stem the tide of dan-
gerous counterfeits produced in China that are swamping the mar-
ket.

Looking at just a slice of the defense contracting universe, com-
mittee staff asked a number of large defense contractors and some
of their testing companies to identify cases in which they had found
suspected counterfeit parts over a 2-year period. They reported
1,800 cases covering a total of 1 million individual parts. Of those
1,800 cases, we selected about 100 to track backwards through the
supply chain. So where did the trails ultimately lead? The over-
whelming majority, more than 70 percent, led to China, and with
few exceptions, the rest came from known resale points for parts
that came from China.

Counterfeit parts from China all too often end up in critical de-
fense systems in the United States. China must shut down the
counterfeiters that operate with impunity in their country. If China
will not act promptly, then we should treat all electronic parts from
China as suspect counterfeits. That would mean requiring inspec-
tions at our ports of all shipments of Chinese electronic parts to en-
sure that they are legitimate. The cost of these inspections would
be borne by shippers, as is the case with other types of border in-
spections.

I want to describe now how these counterfeits are made and why
they are so dangerous.

Much of the material used to make counterfeit electronic parts
is electronic waste, e-waste, shipped from the United States and
the rest of the world to China. E-waste is shipped into Chinese cit-
ies like Shantou in Guangdong Province where it is disassembled
by hand, sometimes washed in dirty river water, and dried on city
sidewalks. Once they have been washed, parts may be sanded
down to remove the existing part number and other marks on the
part that indicate its quality or performance. In a process known
as ‘‘black topping,’’ the tops of the parts may be recoated to hide
sanding marks. State-of-the-art printing equipment is used to put
false markings on the parts showing them to be new or of higher
quality, faster speed, or able to withstand more extreme tempera-
tures than those for which they were originally manufactured.
When the process is complete, the parts are made to look brand
new to the naked eye. Once they have been through the counter-
feiting process, the parts are packaged and shipped to Shenzhen or
other cities to be sold in the markets or to be sold on the Internet.

One of our witnesses today has described to the committee,
quote, whole factories set up in China just for counterfeiting and
counterfeit electronic parts are sold openly from shops in Chinese
markets.

This morning, we will hear from Richard Hillman of the U.S.
Government Accountability Office, the GAO, about just how perva-
sive the presence of China-based counterfeiters is online. Mr.
Hillman will share the preliminary results of the investigative
work that we asked him to undertake. GAO’s stunning results not
only point directly to China as the source of the counterfeiting
problem, they show just how far the counterfeiters are willing to
go for money. GAO investigators went out to buy electronic parts
that go into defense systems and found that not only would compa-
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nies supply counterfeit parts when the GAO sought legitimate
parts, suppliers also sold GAO investigators, acting undercover,
parts that had nonexistent part numbers, part numbers that were
made up from whole cloth by committee staff. All of those sellers
that sent those parts with nonexistent numbers were in China.

Now, I am going to go through very quickly a presentation of
how one of these counterfeit parts made its way through the de-
fense supply chain. The SH–60B is a Navy helicopter that conducts
anti-submarine and anti-surface warfare surveillance and targeting
support. The SH–60B deploys on Navy cruisers, destroyers, and
frigates and has a forward-looking infrared, or a FLIR system,
which provides night vision capability. The FLIR also contains a
laser used for targeting the SH–60B’s Hellfire missiles.

On September 8th, 2011, the Raytheon Company sent a letter to
the U.S. Naval Supply Systems Command alerting the Navy that
electronic parts suspected to be counterfeit had been installed on
three electromagnetic interference filters installed on FLIR units
delivered by Raytheon. Raytheon only became aware of the suspect
counterfeit, by the way, after being alerted by our committee’s in-
vestigation. According to the Navy, the failure of an electro-
magnetic interference filter could cause the FLIR to fail. The Navy
also told the committee that an SH–60B could not conduct surface
warfare missions involving Hellfire missiles without a reliable,
functioning FLIR. One of the FLIRs was sent to the USS Gridley
in the Pacific fleet.

So how did a suspect counterfeit part end up in a night vision
and targeting system intended for a Navy helicopter in the Pacific
fleet? These filters were sold to Raytheon by a company called
Texas Spectrum Electronics. And this is the map we are showing
you about the path of these counterfeit parts. That is a defense
subcontractor in Texas. Those three FLIR’s contain transistors that
Texas Spectrum bought in 2010 from a company called Technology
Conservation Group, or TCG. TCG, it turns out, is both an elec-
tronics recycling company and an electronics distributor. The tran-
sistors at issue were mixed in among 72 pounds of miscellaneous
excess inventory that a Massachusetts company called Thomson
Broadcast sent to TCG as, quote, e-scrap. According to TCG, the
parts arrived in what appeared to be the original packaging. So
TCG sold the transistors as new and unused parts.

Now, where did Thompon Broadcasting get the parts? They
bought them from a company called E-Warehouse in California.
And E-Warehouse? They bought them from Pivotal Electronics, an
electronics distributor in the UK. We asked Pivotal where they
bought them and their answer was Huajie Electronics Limited in
Shenzhen, China.

The C–27J is a military aircraft used for tactical support and to
support combat operations. The U.S. Air Force has ordered 38 C–
27Js, 11 of which have been delivered. Two C–27Js are currently
deployed now in Afghanistan. The C–27J is equipped with display
units that provide the pilot with information on the health of the
airplane, including engine status, fuel use, location, and warning
messages. The display units are manufactured by L–3 Display Sys-
tems, a division of L–3 Communications, and they are manufac-
tured for Alenia Aeronautica. Alenia is a subcontractor to L–3 Inte-

VerDate 11-SEP-98 22:36 Nov 15, 2011 Jkt 000000 PO 00000 Frm 00004 Fmt 6601 Sfmt 6601 \DOCS\33120.TXT SARMSER2 PsN: SARMSER2



5

grated Systems, another division of L–3 Communications and the
military’s prime contractor for the C–27J.

In November 2010, after a part failed on a fielded aircraft, an in-
ternal testing L–3 Display Systems discovered that a memory chip
used on its display unit was counterfeit. L–3 Display Systems had
already installed the parts on more than 500 of its display units,
including those intended for the C–27J, as well as the Air Force’s
C–130J and C–17 aircraft and the CH–46 used by the Marines.
Failure of the memory chip could cause a display unit to show a
degraded image, lose data, or even go blank altogether. But L–3 In-
tegrated Systems, the prime contractor to the Air Force, did not no-
tify its customer, the Air Force, that the C–27Js were affected by
the part until September of 2011, nearly a year after it had been
discovered.

Where did these counterfeit chips come from? The supply chain
is somewhat shorter in this case, but it started off in the same
place. L–3 Display Systems bought the parts from Global IC Trad-
ing Group, an electronics distributor in California, which in turn
bought the chips from Hong Dark Electronic Trade, a company in
Shenzhen, China.

That is not the end of it. In total the committee discovered that
Hong Dark supplied more than 28,000 electronic parts to divisions
within L–3 Communications, and at least 14,000 of those parts
have already been identified as suspect counterfeit. Neither the
committee nor L–3 Communications knows whether the remaining
14,000 parts are authentic, and the company has not yet identified
what military systems they might be in.

Another example. The P–8A Poseidon is a Boeing 737 airplane
modified to incorporate anti-submarine and anti-surface warfare
capabilities. Three P–8A flight test aircraft currently are in test at
the Naval Air Station at Patuxent River, Maryland, and the Navy
intends to purchase 108 of the aircraft from Boeing.

On August 17, 2011, Boeing sent a message marked, quote, prior-
ity critical to the P–8 program office. The message said that an ice
detection module installed on one of the P–8 test aircraft contained
a, quote, reworked part that should not have been put on the air-
plane originally and should be replaced immediately. Close quote.
The part at issue is critical to the functioning, in other words, of
the P–8’s ice detection module.

Boeing first identified a problem with the part in December 2009
when an ice detection module failed on the company’s flight line.
In that case, the part had literally fallen out of its socket and was
found rattling around inside the module on the airplane. BAE Sys-
tems, which manufactures the ice detection system for Boeing, in-
vestigated the failure. They discovered that the part that had fallen
out of the socket and dozens of other parts from the same lot were
not new parts at all. Rather, they were previously used parts coun-
terfeited to make them appear new. On closer inspection, BAE dis-
covered that the parts had likely been sanded down and remarked.
The leads on many parts were bent and marking on the parts were
inconsistent. Parts that should have been virtually identical to one
another were actually found to be of different sizes.

In January 2010, BAE notified Boeing of suspect counterfeit
parts on a P–8, calling the counterfeit parts, quote, unacceptable
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for use and recommending that they be replaced. BAE engineers
believed their use created a long- term reliability risk. But it took
Boeing more than a year and a half to notify the Navy or its other
customers about the suspect counterfeit parts. Those notifications
only came after our committee asked about them. Why it took so
long for Boeing to notify its customers is something which we will
discuss with Mr. Dabundo, the Program Manager for Boeing De-
fense and Security Systems P–8 Program Office who is a witness
on our third panel.

The Navy recently wrote Boeing that, quote, the Government’s
position is that any counterfeit material received is nonconforming
material and shall be immediately reported.

So where did the counterfeit parts come from in that case? BAE
purchased around 300 of the parts from a company called Tandex
Test Labs in California. Tandex bought the parts from a company
called Abacus Technologies in Florida. Abacus, in turn, purchased
the parts from an affiliate of A Access Electronics in Shenzhen,
China, and wired payment for the parts to A Access’ account at a
bank in Shenzhen, China.

The three cases I just described are a drop in the bucket. There
is a flood of counterfeits and it is putting our military men and
women at risk and costing us a fortune. And in terms of the cost,
just one example, to the Government now.

In September 2010, the Missile Defense Agency learned that mis-
sion computers for THAAD missiles contained suspect counterfeit
memory devices. According to the Missile Defense Agency, if the
devices had failed, the THAAD missile itself would likely have
failed. The cost of that fix was nearly $2.7 million, and who paid
for it? The American taxpayer.

We must change our acquisition rules to ensure that the cost of
replacing suspect counterfeit parts is paid by the contractor, not
the taxpayer. No if’s, no and’s, no but’s, and regardless of the type
of contract involved.

So let us be clear, though. The risk is not created by the contrac-
tors. The risk stems from the brazen actions of the counterfeiters.
Mr. Kamath of Raytheon, another one of our witnesses, told the
committee that, quote, what keeps us up at night is the dynamic
nature of this threat because by the time we figured out how to
test for these counterfeits, they have figured out how to get around
it.

Now, some have argued that even if a counterfeit is not identi-
fied right away, that a contractor’s testing process will weed out
counterfeit parts. If a system containing a counterfeit part passes
that testing, they argue, then the counterfeit part should work just
like a new part. But that is not what the manufacturers of these
parts tell us, and it is also not what our military leaders tell us.

We wrote to Xilinx, a large semiconductor manufacturer, about
the anomalies that BAE had identified on the counterfeit parts that
were intended for ice detection modules in that P–8A. Again, the
parts were counterfeits of original Xilinx devices. This is what
Xilinx told us. These cases pose a significant reliability risk. Some
of these could be catastrophic. Though the devices may initially
function, it may be next to impossible to predict what amount of
life is remaining or what damage may have been caused to the cir-
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cuitry. In those cases, when DOD or a contractor in the defense in-
dustry needs a spare electronic part to fix a 10- or 20-year-old sys-
tem, there is a good chance that that part may no longer be avail-
able from its original manufacturer and there may be little choice
but to go to the open market to find the replacement part. In other
words, the parts that we buy are still supposed to be new even if
they are no longer being manufactured.

Now, too few contractors and distributors consistently file reports
with the Government-Industry Data Exchange Program, the
GIDEP, a DOD-run system that provides a forum for industry and
Government to report suspect counterfeit parts and the suppliers
who sold them. That has got to change too. Failing to report sus-
pect counterfeits and suspect suppliers puts everybody at risk. We
need to make sure our regulations require contractors who discover
suspected counterfeit parts in a military system to report that dis-
covery to the military right away.

We will hear today from three panels of witnesses. Our first
panel has three witnesses, now four witnesses I believe. Mr. Brian
Toohey is President of the Semiconductor Industry Association. Mr.
Tom Sharpe is Vice President of SMT Corporation, an independent
distributor of electronic components, as well as I believe Vice Presi-
dent of its affiliated test lab, Liberty Component Services. And Mr.
Richard Hillman, the Managing Director, Forensic Audits and In-
vestigative Service at the U.S. Government Accountability Office,
the GAO. Mr. Hillman is accompanied by the chief scientist for the
GAO, Mr. Timothy Persons.

The witness on our second panel is Lieutenant General Patrick
O’Reilly. General O’Reilly is the Director of the Missile Defense
Agency.

Our final panel has three witnesses: Mr. Vivek Kamath, the Vice
President for Supply Chain Operations at Raytheon; Mr. Ralph
DeNino, Vice President of Corporate Procurement at L–3 Commu-
nications; and Charles Dabundo, Vice President and P–8 Poseidon
Program Manager for Boeing Defense, Space and Security Systems.

We appreciate the attendance of our witnesses this morning. By
the way—and this is an important point—all of the companies and
agencies represented here today have cooperated with the commit-
tee’s investigation. We and the companies and the industry here,
as well as, obviously, our troops and their families, are all on the
same side of this battle. The only people who benefit from counter-
feits are people who are making money off those counterfeits, and
we have got to end that.

We have also got to end the attitude of the Chinese who will not
cooperate with this investigation and who will not act against the
counterfeiters. We wrote the Chinese Ambassador last week, in-
vited him to send a representative to testify today, but he declined.

Again, with my thanks, Senator McCain.

STATEMENT OF SENATOR JOHN MCCAIN

Senator MCCAIN. Thank you, Mr. Chairman, and I thank the
witnesses for being here.

We are talking about an issue that is a risk to national security.
These counterfeit electronic parts in our supply chain results, as
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we all know, in reduced reliability, availability, and frankly our
ability to defend this Nation’s national security interests.

As the chairman has pointed out, much of the raw material for
counterfeit electronic parts is salvaged electronic waste, e-waste,
shipped from the U.S. and other countries to China where old com-
puters and other electronic products are disassembled by hand.
There is an article in Business Week magazine entitled ‘‘Dangerous
Fakes,’’ which I would like to quote from. It says, much of that pol-
lution emanates from the Chinese hinterlands. Business Week
tracked counterfeit military components used in gear made by BAE
Systems to traders in Shenzhen, China. The traders typically ob-
tain supplies from recycled chip emporiums such as the Guiyu elec-
tronics market outside the City of Shantou in southeastern China.
The garbage-strewn streets of Guiyu wreak of burning plastic as
workers in back rooms and open yards strip chips from old PC cir-
cuit boards. The components, typically less than an inch long, are
cleaned in the nearby Lianjiang River and then sold from the
cramped premises of businesses such as the Jinlong Electronics
Trade Center.

A sign for Jinlong Electronics advertises in Chinese that it sells,
quote, military circuitry, meaning chips that are more durable than
commercial components and able to function at extreme tempera-
tures. But proprietor Lu Weilong admits that his wares are coun-
terfeit. His employees sand off the markings on used commercial
chips and relabel them as military. Everyone in Guiyu does this,
he says. The dates on the chips are 100 percent fake because the
products pulled off the computer boards are from the 1980s and
1990s, while customers demand products from after 2000.

The chairman has described the situation in detail, and I will not
go on at length because we need to hear from the witnesses. But
this is a serious issue. The Chinese Government can stop it. And
if the Chinese Government does not stop it, then it continues to
pose a national security risk.

There are other problems associated with that which the chair-
man has outlined about defense contractors are often forced to pur-
chase parts from independent distributors or brokers who may
stock or have access to obsolete parts. There is risk, which I hope
the witnesses will explore a little bit, in obtaining parts in the,
quote, independent market. We know that some of these people
that are advertised as small business people are simply conduits
with a phone and a desk for some of these parts. And the chairman
outlined the various layers and places that these parts go through.
We have to address that side of the issue. We all want the small
business people to be able to obtain DOD contracts, but not the
kind of abuse that apparently also is practiced here.

I want to thank you, Mr. Chairman, and the staff for their many
hours of long, hard work. And I look forward to hearing from the
witnesses. Thank you, Mr. Chairman.

Chairman LEVIN. Thank you, Senator McCain.
Let us start with Mr. Sharpe. Ordinarily we probably would call

on the GAO witness first, but I think today we are going to start
with the problem and kind of a very vivid description of the prob-
lem, and then, Mr. Hillman, you can give us the GAO investigation
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here that you undertook. So we are going to start, though, with Mr.
Sharpe.

STATEMENT OF THOMAS R. SHARPE, VICE PRESIDENT, SMT
CORPORATION AND LIBERTY COMPONENT SERVICES

Mr. SHARPE. Mr. Chairman, Senator McCain, and members of
this committee, first I want to thank you for allowing me to come
in and provide this testimony.

The issues with counterfeit parts in the Department of Defense
is a big problem, obviously, and it is a big focus of our job at SMT
Corporation. My company’s job is to authenticate, source, and sup-
ply parts to the defense and aerospace industry. We take this quite
seriously.

And I will explain to you what exactly I saw while I was in the
City of Shenzhen and then into the City of Shantou, as well as
some of the counterfeits that we are seeing out there today.

In July 2008, I had an opportunity, while traveling into the City
of Hong Kong on business, to go into the nearby City of Shenzhen.
And the reason why I wanted to go in was to visit the marketplace
that has been mentioned here. The photos are up there on the
screen. I had an interpreter go with me. We walked through the
marketplace for the day. And while I was touring the marketplace,
the interpreter told me that the marketplace district was the larg-
est in the world of its kind, that 30 to 40 percent of all parts sold
here were counterfeit, that many of the booths that we passed were
owned by counterfeiters who owned off-site locations that actually
did the counterfeiting and brought the product into the market-
place to sell, that the local brokers and manufacturers shop here
openly to receive the 70 percent cost savings on buying parts that
are counterfeit as opposed to buying brand new parts, knowing full
well that the fall-out on these parts is up to 15 percent will not
work DOA.

Products sold to brokers outside of China are represented to be
new and unused at the time that they are sold, in quotes, into the
United States and elsewhere.

And also, that most of the component counterfeiting was per-
formed in the nearby City of Shantou. Now, I had never heard of
Shantou prior to going to Shenzhen. So this was new to me.

The next morning, we traveled to Shantou. We spent the day
touring this area, and we visited select businesses that were known
to the driver that was with us. While there, I witnessed e-scrap
piled outside of buildings throughout large areas of the town,
throughout the outskirts of the town, used electronic parts being
washed in a river, and laid on the riverbank to dry, nylon sacks
with harvested components being dumped onto sidewalks and sort-
ed by women and children, laid out there for the monsoon rains of
July to wash them naturally, cardboard and plastic bins filled with
expensive brand name components and harvested from scrap print-
ed circuit boards ready for processing. The actual counterfeiting
process of electronic components actually taking place while I was
there within some of the buildings. A wide variety of counterfeit
parts for sale within the counterfeiting facility sales areas. So ma-
terials that come from most manufacturers that we know of for
sale. And overall, a huge infrastructure of similar or supporting
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businesses in and around Shantou for harvesting components from
e-scrap and processing into counterfeit electronic parts.

It is interesting to note that counterfeiting performed in
Shantou, from speaking to the people there, was not regarded as
IP theft or wrong in any way whatsoever. It was seen more as a
positive green initiative for the repurposing and reuse of perfectly
good used product.

In the past several years, SMT has identified and documented
several new counterfeit processes and threats specifically designed
to evade the current inspection processes known to be in use by our
industry at the time. These include a new surface recoating mate-
rial that is immune to acetone surface-permanency tests that has
a surface that looks just like the manufacturer’s top coat. SMT re-
leased this to DOD and prime contractors in August of 2009. A
process to remove manufacturer part markings without requiring
surface recoatings. We released this to DOD and primes in June of
2011. And a process to remove and recondition the top surfaces of
ceramic components which was released just yesterday to DOD,
prime contractors, and others.

The counterfeiters are most certainly monitoring our level of de-
tection expertise and quickly evolving newer processes to introduce
into the global supply chains. Many of the current counterfeit tech-
niques are already beyond the in-house capabilities of most open-
market suppliers.

Over the last several years, the defense and aerospace industry
has made steady progress in laying the foundational groundwork
for an effective counterfeit avoidance plan. We hope to begin to see
the fruits of this labor in 2012.

And lastly, I personally believe that the work of this committee
is playing a significant role in the industry transformation needed
to effectively mitigate the counterfeit threat within the Department
of Defense.

Thank you.
[The prepared statement of Mr. Sharpe follows:]
Chairman LEVIN. Thank you very much, Mr. Sharpe. And your

entire statement, if you did not give it, will be made part of the
record, and that would be true with all the statements of all of our
witnesses because we know in some cases they are reducing the
length of that statement for time purposes.

Mr. Hillman?

STATEMENT OF RICHARD J. HILLMAN, MANAGING DIRECTOR,
FORENSIC AUDITS AND INVESTIGATIVE SERVICE, GOVERN-
MENT ACCOUNTABILITY OFFICE; ACCOMPANIED BY DR.
TIMOTHY PERSONS, CHIEF SCIENTIST, CENTER FOR
SCIENCE, TECHNOLOGY, AND ENGINEERING, GOVERNMENT
ACCOUNTABILITY OFFICE

Mr. HILLMAN. Chairman Levin, Ranking Member McCain, and
members of the committee, thank you for the opportunity to dis-
cuss the preliminary observations of our ongoing investigation into
the availability of counterfeit parts on Internet trading platforms.

Counterfeit parts have the potential to seriously disrupt the De-
partment of Defense supply chain, affect the integrity of weapons
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systems, and ultimately endanger the safety of our military person-
nel.

This committee cited concerns about the availability of counter-
feit parts on Internet platforms and asked us to purchase certain
electronic parts and have their authenticity tested. I would like to
briefly summarize how we are conducting this ongoing investiga-
tion and our results to date.

In conducting this work, we created a fictitious company to gain
access to Internet platforms that sell military-grade electronic
parts. Our company included a fictitious owner and employees,
mailing and e-mailing addresses, a website, and a listing on the
central contractor registration. We attempted to purchase member-
ship to three Internet platforms that were of interest to this com-
mittee and were granted membership to two platforms.

We then requested quotes from vendors on both platforms to pur-
chase a total of 13 parts from a list of parts this committee pro-
vided that fell into one of three categories: one, authentic part
numbers for obsolete and rare parts; two, authentic part numbers
with post-production date codes or date codes after the last date
the part was manufactured; and three, bogus part numbers.

We independently verified with the Defense Logistics Agency
that the authentic part numbers were used for military applica-
tions. We also confirmed with DLA and selected part manufactur-
ers that the bogus part numbers were not associated with actual
parts. We requested parts from vendors that were new in original
packaging, not refurbished, and not with mixed date codes. We se-
lected the first vendor amongst those offering the lowest prices that
provided enough information such as name, addresses, and pay-
ment method to make a purchase. We then contracted with SMT
Corporation for component authentication analyses of the parts
that we received. We are not disclosing the names of the Internet
trading platforms we are using and we altered all part numbers in
this testimony due to the ongoing nature of our investigation.

Regarding our preliminary results, as shown in figure 1 on page
4 of my prepared statement, as of today we have purchased 13
parts, and none of the seven parts we have complete test results
for are authentic. Specifically, according to SMT Corp., all three
parts tested, after we requested legitimate but rare or obsolete
parts, failed at least three of seven authentication analyses and
were suspected counterfeits. These parts included two voltage regu-
lators and one operational amplifier, the failure of which could pose
risk to the functioning of the electronic systems where the parts re-
side.

SMT Corp. also made the same determination for another oper-
ational amplifier we received after requesting a legitimate part
number with a post-production date code. In this instance, the part
failed four of seven authentication analyses and the vendor also
misrepresented the part as 9 years newer than the date it was last
produced.

In addition, we received three bogus parts after submitting or-
ders using invalid part numbers. Because no legitimate parts in
this final category exist, we did not send them for authentication
testing.
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We are also awaiting testing results on two additional parts and
have not yet received another four purchases. We will report the
results for these and additional parts we plan to purchase in a fu-
ture product.

While we sent requests to both domestic and international com-
panies, all of the parts we have purchased and received to date
were provided by vendors in China. More specifically, all four of the
parts that SMT Corp. tested were suspected counterfeits. The parts
were subject to a component authentication analysis which in-
cluded visual, chemical, x-ray, and microscopic testing. Figures 2
and 3 on pages 6 and 10 of my prepared statement provide photos
and detailed test results for each part. Overall, each was a suspect
counterfeit because the results of the tests indicated that the parts
were likely used parts that were harvested from older equipment
and then altered to appear as new.

For example, SMT Corp. found that some parts were found to
have scratches similar to suspect counterfeit devices that had been
remarked and confirmed by both visual inspection and scanning
electronic microscopic analysis. Tooling marks were also found on
the bottom of some components suggesting the components were
pulled from a working environment. Further testing between the
top and bottom of leads revealed inconsistencies in chemical com-
position, leading SMT Corp. to conclude that the leads were ex-
tended with the intention to deceive. Microscopic inspection also re-
vealed that different revision numbers of the die and differences in
various die markings were found in some parts even though the
samples were advertised to be from the same part number and pro-
duction date. Commonly components manufactured with the same
date and lot code have the same die revisions.

Finally, the manufacturer of certain parts confirmed their end-
of-life designation leading SMT Corp. to conclude that certain parts
were misrepresented as being newer than the actual parts could
possibly be.

As previously stated, as of today, we have also received three
bogus parts after submitting requests using invalid part numbers.
The fact that vendors fulfilled our requests indicate that they were
willing to sell parts stamped with nonexistent part numbers essen-
tially taking money in exchange for bogus parts. Figure 4 on page
12 of my prepared statement provides photos of the fictitious parts
we received to date.

In conclusion, preliminary observations from our ongoing inves-
tigation indicate that counterfeit electronic parts can be found on
Internet purchasing platforms.

I will be pleased to report to you the full results of our work once
our investigation is complete.

I would also like to extend my appreciation to the entire inves-
tigation team for their dedication and commitment in delivering
this interim report. With the combined assistance of investigators,
analysts, and methodologists, we are pleased to provide these in-
vestigative services to the Congress.

Chairman Levin and Ranking Member McCain and members of
the committee, this concludes my prepared remarks and I would be
happy to respond to any questions you may have.

[The prepared statement of Mr. Hillman follows:]
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Chairman LEVIN. Thank you so much, Mr. Hillman, for your in-
vestigation here and for all the other great work that GAO does.
Mr. Toohey?

STATEMENT OF BRIAN C. TOOHEY, PRESIDENT,
SEMICONDUCTOR INDUSTRY ASSOCIATION

Mr. TOOHEY. Chairman Levin, Ranking Member McCain, and
members of the committee, I greatly appreciate the opportunity to
testify today to aid in your investigation into counterfeit electronic
parts in the Department of Defense supply chain and about the
dangers that counterfeit semiconductors pose to U.S. national secu-
rity and public safety.

The issue is of more and more importance as semiconductors are
key components to an increasing number of mission-critical civilian
applications such as lifesaving medical devices, automotive safety
systems, airplanes, but even more alarmingly, counterfeit semi-
conductors have infiltrated the tools, systems, and communications
equipment that our military is using today.

By way of brief background, a semiconductor is the foundation or
brains of any electronic device. The popular terms, ‘‘microelec-
tronics,’’ ‘‘integrated circuits,’’ and ‘‘computer chips,’’ are synony-
mous with semiconductors.

Our industry is America’s largest exporter, and semiconductor in-
novations form the foundation for America’s $1.1 trillion technology
industry that supports a workforce of nearly 6 million. The semi-
conductor industry is a great American innovation story, and our
companies still lead the world in the rapid pace of innovation and
global market share. We consider our industry a model for the in-
novation economy of the future, and our companies still do the vast
majority of advance design and manufacturing here in the United
States and sell nearly 85 percent of our products internationally.

First, a note on how legitimate semiconductors are manufactured
versus counterfeits. Our members, which include the largest U.S.
headquartered semiconductor companies, invest billions of dollars
in state-of-the-art facilities in order to manufacture semiconductors
in ultra- clean rooms. The highly sensitive chips are then tested to
ensure they function to exacting specifications and standards. In
the case of military-grade chips, these specific semiconductors are
designed and tested to withstand intense temperature and move-
ment variables to meet the performance standards necessary for
combat and military situations.

In contrast, as the chairman and ranking member noted, coun-
terfeiters abroad rummage through piles of e-waste—in some in-
stances, this includes old computers and circuit boards from the
1980s and 1990s—and use crude techniques like surface sanding,
acid washes, and open flames to conceal the true origin and pur-
pose of the chip. These chips, already weakened from their original
state and at great risk of failure, are then relabeled sometimes as
military-grade using digital printing and laser etching and pack-
aged for sale to international brokers. Recently counterfeiters have
begun acquiring more sophisticated equipment and advanced label-
ing techniques making it increasingly difficult to identify fake
semiconductors.
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Our members have also found factories that manufacture blank
chips on which counterfeit markings are added later in a made-to-
order fashion even if the chip’s functionality does not match the
order specifications.

As a result, more and more counterfeit chips make it through our
borders into a wide range of products. Given the high failure risk,
this places our citizens and our military personnel in unreasonable
peril. A counterfeit semiconductor is a ticking time bomb.

A prime example of counterfeits making their way into the mili-
tary supply chain is the VisionTech case which recently resulted in
the first felony conviction for counterfeit IC trafficking. The coun-
terfeit semiconductor sold by VisionTech included chips destined
for naval vessel and land-based identification friend or foe systems,
memory chips for the Harm Testing System used by F–16’s to track
hostile radar systems, chips intended for an application the U.S.
Navy Cobra Judy Replacement Program, and chips that control the
braking system in high-speed trains. This is a very real and very
alarming problem. Americans’ lives are at risk every time a coun-
terfeit semiconductor makes its way into one of these highly com-
plex and mission-critical systems.

Experts have estimated that as many as 15 percent of all spare
and replacement parts purchased by the Pentagon are counterfeit.

Overall, as the chairman noted, we estimate that counterfeiting
costs U.S.-based semiconductor companies more than $7.5 billion
per year, which translates into nearly 11,000 lost American jobs.

Our industry takes this threat very seriously and we are commit-
ted to doing everything within our power to stop counterfeits from
entering the U.S. and being used in our military and civilian sup-
ply chains. We believe this is a multi-faceted problem that will re-
quire a multi-pronged approach with a coordinated effort from Gov-
ernment and industry.

While I understand this is primarily an investigative hearing, I
would like to offer five steps that we view as critical to combating
this clear and present danger.

First, we should continue our successful partnerships with DOD
and DOJ and the semiconductor industry and others to develop a
more robust and effective authentication system.

Second, DOD should implement strengthened procurement proce-
dures for mission-critical components, including purchasing exclu-
sively from authorized distributors or DOD-certified resellers.

Third, we should strengthen our ability, the industry’s ability, to
partner with customs officials to stop counterfeit semiconductors at
the border. In 2008, CBP stopped the successful practice of sharing
key information regarding suspect counterfeit chips with manufac-
turers and began redacting or crossing out critical manufacturing
codes making it virtually impossible to determine if the suspect
chips are authentic or counterfeit. Returning to the pre-2008 prac-
tice would significantly improve our Nation’s ability to stop coun-
terfeits at our border.

Fourth, we should continue to aggressively prosecute counterfeit
traffickers.

And finally, we should leverage every trade tool at our disposal
to encourage stronger enforcement of intellectual property rights,
especially trademarks, internationally.
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Thank you for this opportunity to testify, and I would welcome
any questions.

[The prepared statement of Mr. Toohey follows:]
Chairman LEVIN. Thank you so much, Mr. Toohey. Let us try a

7-minute first round. If we need a second round, we will have one.
Let me start first with you, Mr. Hillman. This action or activity

of the GAO to try to test this market produced some really stun-
ning results. The idea that you can give any part number, make
up a part number, and you can find somebody who will act as
though they are responding to that order on the Internet is an
amazing result. And they are all coming from China so far. It fits
with what our investigation shows, that China is the source of the
counterfeit.

Now, when you set out to buy parts, when the GAO set out to
buy parts, you did not specifically aim at any particular country.
Right? You went on a global marketplace, the Internet.

Mr. HILLMAN. That is correct. We did not target any specific re-
gion such as Asia, Europe, or North America. What we looked at
specifically was individual part numbers requested by this commit-
tee. We added those numbers on the Internet trading platforms.
Vendors then offered quotations for us and we selected quotations
that were amongst the lowest prices that had available information
to allow us to make the purchase. It just so happens that the re-
sults of our tests show that for the 13 purchases that we have
made to date, 12 have come from Shenzhen, China and one from
Beijing.

Chairman LEVIN. Now, how much time elapsed between the time
that the GAO’s fake company that you created requested the parts
with these bogus part number and the time that you actually re-
ceived the bogus part? Is that a matter of days, months, weeks?

Mr. HILLMAN. It is a matter of days, Senator. We made pur-
chases and waited for approximately a 24-hour period, sometimes
a little longer, to obtain quotations of individuals willing to supply
us these part numbers. Upon receiving information from the lowest
price bidders on available information with which to make the pay-
ment for these purchases, it could have taken from several days to
a little over a week for the purchases to actually arrive.

Chairman LEVIN. Now, how did you pay for the parts?
Mr. HILLMAN. We contracted with the vendors through Western

Union services to supply the funds for the purchases.
Chairman LEVIN. They were wire transfers?
Mr. HILLMAN. Wire transfers.
Chairman LEVIN. And did you find that there were any opera-

tors/counterfeiters that were working more than one company? In
other words, did one person, as far as you can say or tell, have
more than one company? Was there like a boiler room anywhere?

Mr. HILLMAN. It appeared from the results of our discussions
over the Internet that there were individuals with similar names
that were supporting multiple vendors that were willing to supply
us these parts.

Chairman LEVIN. Mr. Sharpe, you do independent testing—
right—at one of your companies that you are affiliated with.

Mr. SHARPE. Yes, sir, we do.
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Chairman LEVIN. And when you did the testing here on the parts
I guess with GAO, did you know who you were testing that for—
those parts for?

Mr. SHARPE. We only knew that we were testing them on behalf
of GAO.

Chairman LEVIN. You did not know that it was for this commit-
tee, though.

Mr. SHARPE. No, sir.
Chairman LEVIN. And you sell parts too.
Mr. SHARPE. The biggest part of our business.
Chairman LEVIN. And can you compare the way you saw parts

being handled in China with the way you handle parts that you
sell?

Mr. SHARPE. There are really no words to describe it. Watching
parts literally being washed in rivers, dropped on riverbanks,
dumped into cardboard boxes. There was nothing done whatsoever
to protect the component at any phase of what we saw going on
over there. If anything, the entire process would serve to ruin the
component. The processes that are followed by SMT begin with
strict ESD controlled rooms and areas, clothing by our employees.
The areas are de-humidified, kept between a relative humidity
level of between 25 percent and 45 percent not only where we work
on them but where we store them. All packaging is ESD compliant
and tested. It is a completely different world.

Chairman LEVIN. Now, what impact does the way electronic
parts are handled have on performance and reliability?

Mr. SHARPE. Well, in the case of the parts that we saw in
Shantou that were either on the sidewalks or in the river, for in-
stance, one of the biggest enemies of an electronic component is
moisture. So there is absolutely no safeguards whatsoever to stop
moisture ingression into the components. Moisture ingression into
the components leads to delamination and die voiding, things that
begin to become the beginning of the end. When we look at parts
at SMT through an acoustical microscope, we can see the evidence
of that moisture ingression, and on parts that are counterfeit, that
is a very prevalent thing for us to see.

Chairman LEVIN. In other words, the lifespan of the part is dra-
matically affected by the way in which they are handled?

Mr. SHARPE. Absolutely.
Chairman LEVIN. When you were there, did there appear to be

any steps taken by the Chinese Government to stop the sale and
the marketing of these parts? I mean, the Chinese tell us they act
against counterfeiters. That is what they tell us. We got a state-
ment today from the Chinese or they issued a statement to the
press that they are always taking action against counterfeiters. Did
you see any evidence when you were there of any Chinese Govern-
ment action against what was openly being sold as counterfeits?

Mr. SHARPE. No, I did not. When I was in the Shenzhen market-
place, the parts that were there—the interpreter was reading to me
cards that were inside of the showcases where it was describing
what level of refurbishment had taken place as they were regarded.
This was all right out in the open. When we got into the City of
Shantou, the entire business purposes of everything that we saw
there was very obviously to harvest components from e-scrap and
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go through complete refurbishment right there in the open. There
was nothing that was hidden.

Chairman LEVIN. Thank you.
Senator McCain.
Senator MCCAIN. Thank you, Mr. Chairman. I thank the wit-

nesses. Mr. Hillman, how serious do you think this problem is?
Mr. HILLMAN. The results of our work to date is based off of a

non-generalizable sample of parts that we were requested to pur-
chase. Therefore, we are unable to discuss the prevalence of this
activity.

Senator MCCAIN. But it is a serious problem, not so serious, a
waste of your time?

Mr. HILLMAN. No, Senator, not at all. We consider the problem
itself to be a very serious one, possibly affecting the lives of our
military personnel and the capabilities of the systems that they uti-
lize.

Senator MCCAIN. Mr. Toohey, do you agree with that assess-
ment?

Mr. TOOHEY. Yes, absolutely. This is a very, very serious and
growing problem, Senator.

Senator MCCAIN. So, Mr. Toohey, what do we need to do about
it?

Mr. TOOHEY. Well, Senator, I outlined a number of steps briefly
that I think we ought to continue and expand. Certainly working
to strengthen the authentication procedures, and we are working
in a cooperative way with DOD officials to do this. I think ensuring
that that process continues and is strengthened makes sense.

Ensuring that the procurement system is strengthened so that
for these mission-critical components, they are only purchased
through authorized distributors or DOD-certified resellers. That
would be a critical——

Senator MCCAIN. We are doing that now. People are getting cer-
tified to be a reseller, but obviously there is very little scrutiny or
examination of the people who are getting this certification. Would
you agree, Mr. Hillman?

Mr. HILLMAN. There are certainly on the Internet purchasing
platforms that we observed a wide variety of attesting or lack
thereof associated with the parts that are being made available for
sale.

Senator MCCAIN. Mr. Sharpe, we have been told by a number of
independent distributors and testing laboratories that more often
than not, semiconductor manufacturers refuse to assist them in de-
termining the authenticity of an electronic part. Has that been
your experience?

Mr. SHARPE. We have seen it both ways, sir. We generally try to
reach out to the component manufacturers to get information on
die markings, information on the front markings, things like that
on obsolete parts so we do not have data on—

Senator MCCAIN. Sometimes you do not get the cooperation of
the manufacturer.

Mr. SHARPE. Sometimes we do not.
Senator MCCAIN. Mr. Toohey, what have you got to say about

that?
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Mr. TOOHEY. Well, Senator, our companies work very closely
with Government officials. As a matter of fact, one of the steps that
I—

Senator MCCAIN. So you do not agree with Mr. Sharpe’s assess-
ment.

Mr. TOOHEY. Senator, we work very closely with Government of-
ficials and cooperatively work—

Senator MCCAIN. Do you agree or disagree with Mr. Sharpe’s as-
sessment?

Mr. TOOHEY. Senator, I think our industry has an outstanding
record of working cooperatively with both private sector and Gov-
ernment officials to authenticate chips. As a matter, one of the
steps that I recommended was changing a customs policy to allow
us to cooperate because in many cases at the border, only the man-
ufacturer can authenticate the chip, and right now, given the policy
that is in place, we are not allowed to do that. So we do cooperate
and we would like to strengthen that cooperation, Senator.

Senator MCCAIN. Well, we would certainly like to help you in
that effort.

Mr. Hillman, have you been involved in this issue at all, that
some of the laboratories and testing distributors are not—people
are not given assistance by the semiconductor manufacturers?

Mr. HILLMAN. Results of our investigation to date have not led
us into that area.

Senator MCCAIN. Which means to you in terms of your investiga-
tion?

Mr. HILLMAN. In terms of our investigation, we have shown that
it is possible to purchase counterfeit parts on Internet purchasing
platforms. We have not, as part of this ongoing work, delved into
the potential issues that exist currently within those platforms or
across the supply chain but hope to be doing additional work as
part of the continuation of our work.

Senator MCCAIN. Mr. Toohey, Mr. Sharpe and others have given
us information that the manufacturers many times refuse to assist.
I suggest you get on that, and I suggest you get on it quickly. We
will be glad to consider legislative changes but if manufacturers
are not cooperating, it makes the problem even worse. So I hope
you will look at these allegations, find out if they are true or not
true, and if they are true, get to work on it.

Mr. TOOHEY. We will absolutely do that.
Senator MCCAIN. Mr. Sharpe, how long has this been going on

in your view?
Mr. SHARPE. I have been in the industry for 15 years and I have

spoken to folks who have been around the industry since the 1960’s
and they said they have seen counterfeits going back to the 1960’s.

Senator MCCAIN. Is it growing worse, better, or the same?
Mr. SHARPE. It is growing much worse, and the reason why I call

it much worse is that the counterfeiters are changing their proc-
esses to get in front of the processes that they know that we are
currently doing to detect their processes. So the process is evolving
and it is getting harder to detect.

Senator MCCAIN. So really it would be extremely difficult to stop
this unless we get the active cooperation of the Chinese Govern-
ment.
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Mr. SHARPE. I would agree with that, yes, sir.
Senator MCCAIN. And there is very little doubt in your mind that

the Chinese Government is aware that this significant industry is
taking place.

Mr. SHARPE. Absolutely no doubt.
Senator MCCAIN. Have you ever had a conversation or heard

anything from the Chinese Government about this?
Mr. SHARPE. No, sir, I have not.
Senator MCCAIN. Have you, Mr. Hillman?
Mr. HILLMAN. No, sir, I have not.
Senator MCCAIN. Mr. Toohey, I am a great admirer of your asso-

ciation and its members and the enormous contributions that they
make to America’s economy, but I suggest you give this some prior-
ity so that members of this committee and the American people can
be assured that there is active cooperation on your part. Okay?

Mr. TOOHEY. Yes, Senator.
Senator MCCAIN. Mr. Hillman, again I have read reports of the

desk and the phone, the middle person who basically is just the
pass-through, and part of it is because of our encouragement of
small business people being able to be involved in DOD procure-
ment. How serious is that part of the problem?

Mr. HILLMAN. Well, we all value the participation by small busi-
nesses. In this instance, though, on this investigation, what we
have learned in several purchases that we have made is that indi-
viduals are posing to be representatives of multiple companies and
are willing to supply parts to us that are not authentic where no
actual part numbers exist.

Senator MCCAIN. I thank the witnesses. Thank you, Mr. Chair-
man.

Chairman LEVIN. Thank you very much, Senator McCain.
Senator Udall.
Senator UDALL. Thank you, Mr. Chairman.
Let me first say I think the most important and sobering thing

that I have heard is that this is a serious and growing problem.
I would like to build on the comments and the questions the chair-
man and Senator McCain have asked.

And I think Senator McCain really put his finger on it here. We
need a team effort. The Federal Government and industry have to
work together. Mr. Toohey, I look forward to hearing the results of
your increased focus in this area as you acknowledged this morn-
ing. I am not here to pick on you per se, but I do think this is
something that has really gotten the attention of the committee. To
my way of thinking, there are roles that the State Department and
Customs and Border Patrol, component manufacturers and suppli-
ers alike can play. It does not seem like there is one solution but
it seems like there are a number of relatively simple solutions that
we could provide that would, in turn, provide a screen to get at the
heart of this.

If I could, let me even get into more detail. I think there is some-
thing called the Trusted Foundry Program, and it is a joint DOD-
NSA program that ensures that only certified chips and micro-
processors are allowed into the supply chain. But as I understand
it, we do not require components to be certified through the TFP.

VerDate 11-SEP-98 22:36 Nov 15, 2011 Jkt 000000 PO 00000 Frm 00019 Fmt 6601 Sfmt 6602 \DOCS\33120.TXT SARMSER2 PsN: SARMSER2



20

If I could, I would like to ask the industry experts here would
there be any benefit to requiring electronic components to be cer-
tified as TFP-compliant before they are allowed into the DOD sup-
ply chain. Would a trusted supplier certification requirement not
protect manufacturers and the DOD alike? And given that we are
spending billions on the fake components, would the investment in
such a certification program not pay for itself in a fairly short pe-
riod of time? Mr. Sharpe, maybe we could start with you and Mr.
Toohey in turn.

Mr. SHARPE. Senator, so I understand the question as it is posed
to me, is it that I would send parts to this program to have them
certified before I was to send them in to DOD?

Senator UDALL. I think that is in part what I am getting at, but
we are basically taking suppliers at their word for the authenticity
of the components they provide even though it seems that the sup-
pliers cannot always say for sure where those chips come from. But
we do not know how many other systems, whether they are in vehi-
cles or part of the radio and coms efforts we put forth. Aircraft,
weapons systems themselves could be at risk of failure. So it seems
like we have got to go the extra mile here. Again, I am searching,
as I think the committee is, for ways to get at this quickly and in
a cost-effective manner.

Mr. SHARPE. Well, as far as the Trusted Foundry Program goes,
as I understand it, this is a group of foundries where material can
be built directly for the Government with no brokers in between.
So this would be an area where an independent distributor would
not have any access to, as far as I know, unless we were to ask
them to do work for us. But generally, this is direct from them to
you.

As far as product coming from the independent channel, we all
know that due to the huge amount of obsolescence that becomes
part of weapons systems, that lots and lots of material has to come
from our industry, meaning independent sector.

I personally believe that the way into this to mitigate it properly
is for heavy requirements on testing being done by the supplier,
and I am talking about documented proof of all tests. And I will
not run through the whole list, but there is an awful lot out there
that can be done, including full electrical. This is now being done
and required, by the way, by many of the primes that we currently
deal with.

Senator UDALL. Mr. Toohey, I would welcome your comments.
Mr. TOOHEY. Senator, as you very well noted, this is a multi-

pronged problem and it would a multifaceted solution. And in that
regard, part of the solution is certainly continuing the work that
we are doing with DOD for the authentication process and ensur-
ing that that process works and so that manufacturers can very
easily authenticate chips that are in the supply chain.

The Trusted Foundry Program also plays an important role for
a relatively minor part of what the DOD procures, but I under-
stand that process is being reevaluated as well. And so I think
there are many parts of the solution that we ought to implement
in order to ensure we know which chips are going into the DOD
supply chains.
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Senator UDALL. Could I turn to the Chinese Government? What
more can we do? What should we be doing to encourage them, shall
I say, to stop the flow of these fake components into the United
States? I would welcome any of you on the panel to comment.

Mr. SHARPE. Since the Chinese Government is so well aware of
what is going on as far as the counterfeiting in the country, it
would seem to me that they could get a handle on this rather
quickly if they were to make that effort to do so. Since everything
is out in the open, I believe that China can put the right restric-
tions and penalties in place within their own country and stop an
awful lot of this right at the bud quickly. So that is the way I
would see it.

Senator UDALL. Mr. Toohey, do you have further thoughts?
Mr. TOOHEY. Certainly more can be done in China to stop coun-

terfeiting and enforce intellectual property, although I would note
that our association has been working with Chinese Government
officials both at the state level and the provincial and local level
for quite some time on this problem. For example, part of our work
was the establishment of a legitimate market in Shenzhen so that
there is a legitimate way in which to procure legitimate chips, and
that has been established.

The Chinese Government, certainly during the special campaign
implemented earlier this year, has demonstrated that when it fo-
cuses, it can have real results. Semiconductors were not part of
that special campaign on intellectual property enforcement, but
those industries that were involved, pharmaceuticals and others—
and officials from the U.S. embassy also indicated that there was
strong progress. So I think having our trade officials and our bilat-
eral relations encouraging stronger enforcement is the right way to
go, Senator.

Senator UDALL. Mr. Hillman, do you have any insights into this
counterfeit market in China and the Chinese Government’s role?
Are they simply turning a blind eye or is there evidence of complic-
ity?

Mr. HILLMAN. That is nothing that our investigation has uncov-
ered to date. We will be continuing our investigation and reporting
our final results later this year.

Senator UDALL. Did your investigation determine that any of our
servicemembers had been injured or that there was loss of life tied
to these counterfeit chips?

Mr. HILLMAN. The parts that we have purchased that were au-
thentic fit into a variety of significant military applications. The re-
sults of our investigation to date suggests that those parts can be
purchased on a counterfeit basis. We have not gone to the extent
to determine whether counterfeit parts have actually been placed
into those systems, therefore, whether or not lives have been en-
dangered.

Senator UDALL. Let me end with a comment tied to your answer
and my question. I think that is why this committee is so con-
cerned. Our servicemembers face enough peril, put themselves on
the line day in and day out, and if there is an unseen danger tied
to the electronics on which we depend, this is a very, very serious
situation.

VerDate 11-SEP-98 22:36 Nov 15, 2011 Jkt 000000 PO 00000 Frm 00021 Fmt 6601 Sfmt 6602 \DOCS\33120.TXT SARMSER2 PsN: SARMSER2



22

So, again, we have got work to do. We are going to have to do
it as a team, DOD, this committee, the private sector. And the Chi-
nese Government has an important role to play here.

So thank you again for your appearance. Mr. Chairman, thank
you.

Chairman LEVIN. Thank you, Senator Udall.
Senator Brown.
Senator BROWN. Thank you, Mr. Chairman.
Mr. Chairman, I just kind of had a question back to you. I want

to make sure I understood what you said. So you indicated in your
initial statement that we are obviously paying for product, and
then we, in turn, have determined that those products are being
supplied with defective materials. And then not only we are paying
for the product in the first go-round, did you say also we are paying
for the replacement and repair of those defective—

Chairman LEVIN. Depending on the contract. There is evidence.
We will hear more about that on our second panel. But the exam-
ple I gave, yes, we paid for the repair because it was a cost-plus
contract, and unless you can prove intention apparently that some-
thing is intentionally counterfeit and with knowledge, then we end
up paying for it. And that is something we can change.

Senator BROWN. Well, count me on the amendment that does
that as a cosponsor because it only makes sense here on Capitol
Hill that we would do something like that, Mr. Chairman. The fact
that we are paying top dollar for a product and then, in fact, we
get the product and it is filled with sometimes defective compo-
nents is mind-boggling.

Chairman LEVIN. Well, we can correct it on Capitol Hill, but the
problem is the contracts the Pentagon enters into, if they are cost-
plus contracts, do allow and maybe require that the Pentagon pay
for replacement unless you can prove that the defective part was
put in knowingly by the contractor.

Senator BROWN. We should not have to make that proof. It
should be a given that everything that we pay for is of the highest
quality.

Chairman LEVIN. That is what our amendment will do.
Senator BROWN. Thank you, Mr. Chairman.
Also, Mr. Hillman, you said the middleman—you described it

when you went out and did your research and kind of your sting
operation. You provided them with numbers that were not real,
and in fact, it came back with some fictitious product. Is that a fair
statement?

Mr. HILLMAN. Yes, Senator.
Senator BROWN. What has been done to those people? Have they

been let go? Are you not doing business with them anymore? I
mean, what does it take to stop doing business with people like this
here in Washington?

Mr. HILLMAN. We will be referring the results of our investiga-
tion to the Inspector General of the Department of Defense for fur-
ther review, potential action.

Senator BROWN. With a recommendation, I hope, to terminate
any and all contact and recoup any and all payments. Is that a fair
statement?

Mr. HILLMAN. Yes, Senator.
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Senator BROWN. Thank you.
I mean, this is another reason to not only manufacture in Amer-

ica but, you know, buy American so we know what we are getting,
we know where the supply chain is going. To rely on entities like
you have described, Mr. Sharpe, through your investigation—how
did you actually get into the country to do that when we had rep-
resentatives that were denied? Did you go over like, oh, golly, gee,
I want to see what they are doing and maybe have an opportunity
to buy some more product? How did that work? I am just kind of
curious.

Mr. SHARPE. We do not buy product over there, Senator. The trip
began as a business trip to visit a U.S.-based customer in Hong
Kong that was then to turn into a vacation in Beijing. And it was
2 weeks before the Olympics in 2008. The borders were very po-
rous. And when I got into Shenzhen, not knowing that I was going
to then be traveling the next day to Shantou, it was nothing more
than paying some money to the driver and hiring someone to take
me out there. There seemed to be no issues whatsoever. No one
really questioned me. There were just areas where I was told that
I could not take photographs.

Senator BROWN. And I share Chairman Levin and Ranking
Member McCain’s concerns. From 2005 to 2008, counterfeit inci-
dents have almost tripled possibly as a result of, quite frankly, the
manufacturers failing to adhere to the testing requirements. Do
you think that is the reason?

Mr. SHARPE. Yes, that is a reason, sir. I agree with that.
Senator BROWN. And a lot of the recommendations that you have

made and I think, Mr. Toohey, you are making you feel it would
change that?

Mr. TOOHEY. Yes, Senator. We believe it would significantly help
to strengthen the authentication procedures, to strengthen the pro-
curement policies, to ensure that we are stopping these at our bor-
der and ensuring we are using all tools available, and to leverage
our law enforcement community as well to continue to aggressively
prosecute these—

Senator BROWN. Mr. Toohey, are you giving recommendations to
the chairman and ranking member on what you need in terms of
legislation to get that done? Are you doing that?

Mr. TOOHEY. Senator, we would be happy to follow up with a
more detailed set of proposals.

Senator BROWN. Yes. I would like to be included in that because,
quite frankly, I find this—this is unbelievable. So I want to really
thank you both for pursuing this. It kind of came out of left field
and another thing we have to worry about.

I guess take a shot, any one of you. What is your thought about
the likelihood that everything that has been done is malicious in
fact, not just out there to make money, but malicious in terms of
trying to deliberately breach our DOD equipment and try to gain
some type of tactical advantage? Is there anything like that going
on, or is it just really, hey, you know, they are just going out to
get money, you know, just to make money? That is my first ques-
tion.

My second question is, so why do we not go to the source? Is
there a different way we can process a lot of this waste? We can
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do it internally. Do we not have the ability to do this stuff within
our country? And take that supply chain and just cut it off at its
head. I mean, it makes no sense to me that we are sending this
stuff over there in barges and then they are able to do what they
are doing. It is clear from the pictures. I mean, did anyone send
over this investigation to the embassy here—you know, the Chi-
nese ambassador and say, hey, sir, can you explain what is going
on here?

So I guess there are a couple of questions in there. Do you think
there is any malicious intent to deliberately breach our DOD equip-
ment, number one? And number two, is there a different way we
can do it to stop the supply chain from going over in the first place?
I cannot believe America, one of the greatest countries in the world
and one of the most innovative countries in the world obviously,
cannot do more with this waste.

So anyone can take a shot at that. Dr. Persons, you have been
silent. Why do not take a shot at one of those?

Dr. PERSONS. Thank you, Senator.
In terms of understanding any malicious intent, sir, that was out

of scope of our particular investigation which is still going on. In
terms of dealing with those things, GAO has done reports on e-
waste and recycling and so on, just that general issue and the legit-
imacy thereof. I believe the core issue or one of the core issues has
to do with just who wants that to happen in their proverbial back
yard and who pays for that and that sort of thing.

Senator BROWN. Well, it seems like the American taxpayers are
paying indirectly by the fact that we are double paying for equip-
ment that we should be getting that should be top of the line in
the first off. And then we are paying by the potential breaches in
our security in the way that we are providing equipment to our
men and women that are serving. So my time is up. I appreciate
your holding this, Mr. Chairman.

Chairman LEVIN. Thank you, Senator Brown.
Senator Manchin.
Senator MANCHIN. Thank you, Mr. Chairman.
This will probably be to Mr. Sharpe or Mr. Toohey. Do you know

of any Chinese company or the government agency that makes any
product that they have researched, they have designed it, they
have done the research and brought it to market that no other
country does right now or no other company outside of China? Do
you know of anything unique that they have brought to market in
your realm of business?

Mr. SHARPE. I am not aware of any, Senator.
Mr. TOOHEY. Senator, there are a number of domestic Chinese

semiconductor manufacturers and design companies. There is a le-
gitimate foundry, a very——

Senator MANCHIN. I am saying do you know of anything they
have, let us say, invented?

Mr. TOOHEY. Senator, there are some specific applications, semi-
conductors, that have been designed in China. There are a couple
of good foundries that manufacture quality products, some for
American companies even, in China. And so while it is very
small—the domestic industry is extremely small—in world stand-
ards there are examples of research. I should add that the Chinese
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Government has singled out the semiconductor industry in their 5-
year plan as one that they want to build because they know what
it means to our country. And so they are putting a lot of invest-
ment into developing a domestic semiconductor—

Senator MANCHIN. How many of your members have a presence
in China?

Mr. TOOHEY. Several of our members, Senator. Several of our
large members have a presence in China.

Senator MANCHIN. So it would be right for us to understand that
you would be concerned about their protection, also an ability to do
business there.

Mr. TOOHEY. Yes.
Senator MANCHIN. Are there because of price?
Mr. TOOHEY. Senator, it is a global market. China is actually the

largest market for semiconductors globally. Not a lot is produced
by local companies I mentioned, but they are actually the largest
market and that drives many of our international global companies
to have presence in China.

Senator MANCHIN. Are we still purchasing these products as a
Government? To Mr. Hillman or Dr. Persons, are we still as the
United States Government for our Department of Defense purchas-
ing, doing business with these people?

Mr. HILLMAN. The parts that we have been purchasing as a part
of this ongoing investigation are rare, hard-to-find, and obsolete
parts that are still being utilized in major weapons systems. The
Internet purchasing platforms demonstrate that contractors or sub-
contractors that are in need of these hard-to-find, rare, obsolete
parts have an outlet through these purchasing platforms to acquire
these parts. The concern, though, is that the intent to deceive cer-
tainly exists and——

Senator MANCHIN. Are we still purchasing, sir? I just asked a
very simple question. Is the U.S. Government still purchasing from
these counterfeiters who are putting out inferior products?

Mr. HILLMAN. The Internet trading platforms have 40 million to
60 million line items and parts that are purchased on a regular
basis. Yes, sir, Senator.

Senator MANCHIN. So we are still doing business with the people
that we know that are making inferior products that could affect
our service people.

Mr. HILLMAN. Those businesses certainly continue to be available
to——

Senator MANCHIN. Mr. Sharpe, if I may ask you. Your company
basically does this after-market. Right?

Mr. SHARPE. Yes, sir, we do.
Senator MANCHIN. Do you know of any companies other than

yourself or other companies like yourself that are unable to produce
the quality products that are needed for our service people?

Mr. SHARPE. Well, we do not make products over at SMT, but we
produce products that have been inspected properly.

Senator MANCHIN. Right.
Mr. SHARPE. Yes. There are other companies in the United

States like ours.
Senator MANCHIN. So we would not have to go to China to these

counterfeiters if we did not want to because of price.
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Mr. SHARPE. We absolutely do not need to go to China.
Senator MANCHIN. Okay.
Who writes the specs? Mr. Hillman, who in the world in our Gov-

ernment writes these specs for these products and does not follow
up? The specifications for what we are going to purchase is not
written stringent enough that if you basically do not meet those
specifics, then you are banned, like in any other purchasing, from
State purchasing or Federal purchasing. You should be banned if
you are found to be, you know, neglective of doing what was sup-
posed to be done. Who would want to answer that?

Dr. PERSONS. I will answer that, sir. In the context of our work,
there is a DOD specification. It is called MIL-PRF–38535J in terms
of the context of the tests that we ran on the various parts that
we acquired in our undercover operation. There are specs being
written——

Senator MANCHIN. Who writes the specs? I mean, does the Gov-
ernment? I am sure we have spec writers. Right?

Dr. PERSONS. Yes, sir.
Senator MANCHIN. From all different agencies, Department of

Defense agencies?
Dr. PERSONS. In this case, this was a Department of Defense

specification. So I am sure there are others.
Senator MANCHIN. Who follows up on that? We have got you all

in here to basically check to see if this type of a scam was going
on. We found out it was not only going on, it was flourishing. It
still is flourishing as we are here at this committee hearing right
now. It seems to me you get back to the source. If we are writing
the specs, who is following up? Why would you let it get that far?
You could shut that down in a heartbeat.

Dr. PERSONS. Sir, I am not aware of who is supposed to follow
up, but I do know the specification does exist and is written by, in
this case—

Senator MANCHIN. Well, does anybody in the Department of De-
fense—have you brought your report to anybody in DOD?

Dr. PERSONS. Because it was preliminary, no, sir.
Senator MANCHIN. And they did not request it all. It was basi-

cally this committee that did.
Dr. PERSONS. Yes, sir.
Chairman LEVIN. If I could just interrupt for one second. This

was a very specific report that we asked the GAO very recently to
try to go on to the Internet and to see what parts would show up
when they put in orders, and the cheapest parts that showed up
from—they are all from China—turned out to be counterfeit al-
though it had been tested. And some of the numbers that were
given to them were totally fake numbers. So they have just been
involved working for us very, very recently. We are going to have
a third panel here where we are going to have contractors for
which those questions would be very—

Senator MANCHIN. Mr. Chairman, the only thing—this is not
rocket science. Basically I do not know if they have had an original
idea or brought a product to market that would benefit mankind,
if you will, from China. Everything from the handbags to watches
to mining equipment—everything has been basically stolen by
them as far as property rights and those types of things.

VerDate 11-SEP-98 22:36 Nov 15, 2011 Jkt 000000 PO 00000 Frm 00026 Fmt 6601 Sfmt 6602 \DOCS\33120.TXT SARMSER2 PsN: SARMSER2



27

I just cannot figure out if we are getting bad product and we
know where it is coming from, why do we not shut it down. I think
that is the question that you would ask later. Why did the Depart-
ment of Defense not jump in and say, listen, we are paying and
getting bad products, inferior, we are buying and paying for it
twice to try and get the right product, and we are putting people
in harm’s way, especially our military people? Why would it take
us as a committee? Why would the Department of Defense not have
an internal audit asking for this?

You were not asked, Mr. Hillman, by the Department of Defense
at all to check this out? Did they know they were getting inferior
products?

Mr. HILLMAN. We are releasing preliminary results of our ongo-
ing investigation this morning and have not had contact with any
other outside party associated with these products, other than the
Defense Logistics Agency, in order to determine whether or not the
parts that we were purchasing were being integrated into major
weapons systems and to determine that the bogus part numbers
that we were attempting to purchase were not an authentic part.

Senator MANCHIN. Thank you.
Chairman LEVIN. Thank you, Senator Manchin.
Senator Ayotte.
Senator AYOTTE. Thank you, Mr. Chairman. I wanted to follow

up with what Senator Manchin said. As I understand it, Mr.
Sharpe, you said in your view we do not need to go to China. Can
you explain that?

Mr. SHARPE. There is an awful lot of product over in China that
is certainly not counterfeit. Going to China to buy from the non-
authorized sources is a sure way, as far as we can see right now,
to get ourselves into trouble. There are authorized sources in China
that get products directly from the authorized component manufac-
turers. I would not say that dealing with those folks, as long as
they are selected and audited, would not be a reason why we could
not buy from them. But the open market of China is definitely not
a place to go.

Senator AYOTTE. I certainly appreciate that we have a need to
trade and to trade with China. However, they seem to be flaunting
our intellectual property laws. They, obviously, in this instance, the
counterfeit products—let us just be clear. It is a matter of life and
death with these products. When I see that some of these counter-
feit products—if you are a Navy helicopter pilot or an Air Force C–
27J pilot and you cannot trust your flight system or your night vi-
sion capability, I mean, this could be a matter of life and death,
could it not, for our soldiers?

Mr. SHARPE. Yes, Senator.

Senator AYOTTE. And it seems to me that when we know that
there is a particular area of China, Shenzhen, that is producing,
openly producing, these counterfeit products, why would we even
allow those products to come across our borders to get into our sup-
ply system.

Mr. SHARPE. It is a very good question. If it is coming from the
open market, I agree.
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Senator AYOTTE. In my view, I think we need to send a stronger
message to China rather than trying to continue to talk when the
response we get back is, oh, we are taking care of this and clearly
they are openly allowing this to happen. And it is a matter of life
and death for our soldiers. I hope that we will take stronger actions
to cut them off.

As a follow-up, I wanted to ask—one of the concerns that I have
had since I have been a member of this committee—Chairman
Levin talked about cost-plus contracts and how they could expose
U.S. taxpayers to the cost of replacing counterfeit or fraudulent
goods. And we are basically paying both ways for this. That is one
of the reasons why Senator McCain and I—certainly we have intro-
duced legislation to minimize the use of cost-plus contracts. But,
Mr. Toohey, can you tell me why should the contractors not bear
the risk here within the supply chain for counterfeit products?

Mr. TOOHEY. Well, Senator, from our perspective, everything
ought to be done that can be done to ensure that legitimate product
is going into these products. While I am not very familiar with the
details of defense contracting, it seems like a reasonable approach
to expect companies and contractors to do everything they can to
ensure that these products are legitimate.

Senator AYOTTE. So you would agree with me that taxpayers
should not have to pay twice for the goods and obviously the impor-
tant military equipment that we are paying quite a bit of money
for.

Mr. TOOHEY. Certainly when measures can be done and policies
that can be put in place to better ensure the authentication of
these products, I would certainly agree, Senator.

Senator AYOTTE. The other issue I wanted to ask you about—you
mentioned the case of VisionTech which was a prosecution in Fed-
eral court to address—aggressively prosecute the counterfeiting
traffickers. And I believe you identified it as a first case of its kind.
Why is that? Why are we not prosecuting more of these cases? Be-
cause if we prosecute people who are putting these products in the
line and obviously know that they are trafficking in counterfeited
products, that will also be a great deterrent particularly to contrac-
tors within the United States.

Mr. TOOHEY. Senator, I could not agree more. We ought to be ag-
gressively prosecuting these criminal entities. And that is what
they are. They are criminal entities that are putting the lives of
our soldiers at risk.

And I should say my understanding is VisionTech is the first fel-
ony conviction for it. There are several other pending cases. But
from our perspective, the work of the U.S. Attorney here for the
District of Columbia and specifically the assistant U.S. Attorney,
Sherri Schornstein, in this regard and really single-handedly sort
of forcing these cases and these prosecutions forward has just been
extraordinary. It ought to be recognized and we need to do more
of it as a country.

Senator AYOTTE. I could not agree with you more. I would like
to see more felony prosecutions because we are talking about life
or death decisions here. And the more we aggressively prosecute
these individuals, particularly if we find out that there is a contrac-
tor or a company in the United States that knows they are traffick-
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ing in counterfeit goods to our military that go into important parts
that they have—you know, equipment that they have to rely on, I
can tell you that that will also be a way to stop them.

Mr. TOOHEY. Senator, if I could just add, we cooperated closely
with the U.S. Attorney on those cases and on a number of other
cases, and we stand ready to strengthen that. It needs to be a part-
nership to authenticate which chips are counterfeit. And we have
a very strong cooperation with law enforcement officials here, and
we would like to strengthen that.

Senator AYOTTE. Mr. Hillman, I believe Senator Brown asked
you a question about—one of the issues that leaps to mind for me
about this whole—now it seems to be a profit motive. These cases
seem to be the Chinese trying to make money off of us and other
countries, but primarily the Chinese are participating in this. But
if it is that easy to do this, could this not also easily become a way
for sabotage to be conducted on our military espionage? Is this
something we should be concerned about not only as something
that is undermining and putting our troops at risk with the equip-
ment they are using, but in there contexts for our national secu-
rity?

Mr. HILLMAN. There certainly is the possibility that there could
be counter-motives other than financial benefits associated with
the counterfeiting and harvesting of old parts put into a fashion
that they appear to be new. The vendors that we have supplied
these parts from appear to be more of a boiler room operation
where they are willing to supply parts of unknown authenticity for
the remuneration that is provided from those parts.

Senator AYOTTE. But certainly this represents a vulnerability
that goes—could be far-reaching if we do not address it within our
Department of Defense.

Mr. HILLMAN. I agree.
Senator AYOTTE. Thank you.
Chairman LEVIN. Thank you, Senator Ayotte.
And we will have a chance in the next few weeks, when our bill

comes to the floor, to take some statutory legislative steps, which
I hope we will all be able to support. At any rate, we will have that
opportunity that you made reference to. So we thank you for that.

Senator AYOTTE. I appreciate your leadership.
Chairman LEVIN. Senator Collins.
Senator COLLINS. Thank you, Mr. Chairman. Mr. Chairman, let

me start by thanking you and the ranking member for conducting
such an in-depth investigation into such an important problem.

I would point out that this problem is not a new one. I recall
back in 2004 looking into this issue of the security of the supply
chain. And at that time in 2004, the Department of Defense initi-
ated the Trusted Foundry Program, which Senator Udall referred
to. This program was intended to ensure that mission-critical na-
tional defense systems have access to trusted parts and assured
supplies. Under this program, DOD actually accredits suppliers
that provide microelectronic design, manufacturing, and assembly
services to meet certain standards to ensure the integrity and the
reliability of the product.
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I happen to be familiar with this program because one of the
trusted foundries in South Portland, Maine. It is now operated by
Texas Instruments. It used to be National Semiconductor.

So my question is, what happened to this program? Has it not
worked as well as was hoped back in 2004 when it was launched
by the Pentagon? Should Government and the owners and opera-
tors of critical infrastructure be making better use of these trusted
foundries? What is your assessment?

We will start with you, Mr. Toohey, and then go down the panel.
Mr. TOOHEY. Well, Senator, you very well pointed out the Trust-

ed Foundry Program is a very important system that allows certain
mission-critical items, especially new items to go into the Depart-
ment of Defense supply chain in a very assured way.

In many ways what we are talking about here are parts that are
no longer manufactured and are replacement parts for systems
that have been in place for many, many years. And that is an area
that, at least from my understanding, the Trusted Foundry Pro-
gram does not deal with. And I think just given the increasing
amount of semiconductor content in so many different products, ci-
vilian products and defense products, probably a single solution is
not going to do it. There does need to be a broader solution to au-
thenticate in partnership with the Trusted Foundry Program.

Senator COLLINS. Well, I guess my reaction to that is similar to
the point that Senator Brown raised which is maybe we should
look at where we are buying these parts and reconsider the manu-
facturing of those parts in the United States. We do have the capa-
bility, and if the problem of counterfeiting is that high and if, in
fact, it is causing us to pay twice for the same part, then perhaps
we should look at not only the integrity of the supply chain but
whether we are dealing with reputable countries as sources for
vital equipment.

Mr. TOOHEY. And Senator, if I could just add. You know, in many
cases these counterfeiters are remarking these products. So they
may appear as if they were made in the United States. And so that
is clearly part of the problem. From a third party, these criminal
enterprises like VisionTech present these products as certified mili-
tary spec products, and that is all just fake. And that is a big part
of the problem.

Senator COLLINS. Actually that leads me very well into my next
question. So I still want to hear the rest of the panel’s assessment
of the Trusted Foundry Program, but let me first go to my next
question.

Mr. Toohey, in your written testimony, you noted that the Cus-
toms and Border Patrol agency plays an important role in anti-
counterfeiting efforts by notifying trademark owners of suspected
shipments that are coming into our ports.

Now, previously this effort by Customs and Border Protection in-
cluded sending photos of seized chips to the original industry man-
ufacturer, and they could assess whether or not they were legiti-
mate chips or whether they were counterfeit. But I understand that
Customs and Border Patrol officers have now been given revised
guidance to redact the identifying marks on the chips in the photo-
graphs except for the trademark. I have to say that makes no sense
to me whatsoever because they are redacting information that
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would allow the manufacturer to assess whether the chip is legiti-
mate or not.

What is your judgment on the change in policy?
Mr. TOOHEY. Well, Senator, you articulated it very well. It was

a system that for many years worked very well. Especially now
where counterfeiters have very advanced marking techniques, it is
almost impossible to tell just by visual inspection whether a chip
is counterfeit or not. Really the only way is with the code that is
on the chip, and our companies can instantly identify whether that
is a counterfeit or an authentic chip—instantly. And it is a process
that worked very well for many years.

As a result of an interpretation inside CBP, they have changed
that practice, and we have been working very hard to encourage
them to revert to the practice of sharing those codes. It is virtually
the only way that our customs officials can stop a suspect chip and
know whether or not it is counterfeit at the border—the only way.
And we have been really asking anyone who will listen to us about
how we can work with Customs to change that policy to allow us
to stop these chips at our border. We talked about the industry co-
operating. We stand very ready and we have been eagerly asking
Government officials to let us help them. And it is a policy change
that in our view, Senator, needs to happen to protect our borders.
We need to close our front door.

Senator COLLINS. Mr. Chairman, I would just note that that is
a baffling policy change and one that I hope we can remedy.

I would like to very quickly ask the rest of our panel to comment
on those two issues: the Trusted Foundry Program and the change
by Customs and Border Protection.

Mr. HILLMAN. As part of our ongoing investigation, the parts that
we are purchasing are rare, obsolete, hard-to- find parts that would
not be included in this trusted accreditation program. Although it
is very clear that the Department of Defense continues to rely on
parts that have old manufacture dates, something similar to what
is being done for newer parts would be a possibility that could be
considered for these older, obsolete parts as well.

Also, regarding the customs activities, for one of the purchases
that we have received there was evidence that the Customs depart-
ment did open up our package and viewed the part that was there.
There is no evidence as to what actually occurred as a result of
that review, but it was stamped as being opened by our Customs
department.

Senator COLLINS. Thank you.
Dr. Persons?
Dr. PERSONS. Yes, thank you, Senator. In terms of the Trusted

Foundry, we are aware of that program although again in the scope
of this investigation, the analysis of whether Trusted Foundry
would be appropriate and so on is just beyond the scope of our cur-
rent work. So we do not have any information to share with you
at this time.

Senator COLLINS. It seems like it is a good model.
Dr. PERSONS. Sure.
And in terms of the CBP, it is the same thing. We did not evalu-

ate CBP’s processes and so on. So thank you.
Senator COLLINS. Mr. Sharpe?
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Mr. SHARPE. Senator, the Trusted Foundry Program, as I had
mentioned before, really is not something that is part of what is
available to independent distribution. That would be where Gov-
ernment is dealing directly with the trusted foundry. So I really
would not have much to say there.

With regards to the redaction, I completely agree with being able
to provide the component manufacturer with as much information
as possible from what is being seen at the borders right now.

I will say that the most recent counterfeit report that we have
released had a part in it that if the date code was correct, instead
of being incorrectly stated, it would have most likely passed the
scrutiny of a photograph from the component manufacturer as well.
So that is the level of difficulty they are currently facing.

As far as the word ‘‘trusted’’ with regards to independent dis-
tribution, what we need to do is we need to get a group of trusted
distributors whom are required to do over and above a significant
amount of testing and have the abilities to do so. That is one of
the biggest problems we have out there right now is there are lots
of people who are in business and need to be in business, but they
do not have the capabilities that are required to mitigate counter-
feit parts as we see them today. There are some that do, but we
need to identify who they are and use them and let the other ones
who do not have that ability know what they need to do to get up
to that level as well.

Senator COLLINS. Thank you. Thank you, Mr. Chairman.
Chairman LEVIN. Thank you very much, Senator Collins.
Senator Chambliss.
Senator CHAMBLISS. Thanks, Mr. Chairman.
Mr. Hillman, I will direct this first question to you, but if anyone

else has a comment, I would appreciate it. What indication do we
have that the Chinese Government is complicit in this counterfeit-
ing operation?

Mr. HILLMAN. As part of our investigation, we have contracted
with vendors to supply us part numbers, sometimes legitimate,
sometimes totally bogus, and have found that they were willing to
supply those parts. The extent to which the Chinese Government
itself is complicit in these activities has not been part of our inves-
tigation, although it appears clear from the presentation from Mr.
Sharpe that those activities are being undertaken in the open.

Senator CHAMBLISS. Mr. Sharpe, I assume, from what you said
and what was just stated by Mr. Hillman, that you said about 40
percent, I believe, of the parts that you saw in the marketplace are
estimated to be counterfeit. And we have notified the Chinese of it.
Basically they have done nothing. Is that your indication that the
Chinese Government is complicit in this?

Mr. SHARPE. I would have to say that the local businessman who
accompanied me—I am working off of what he said as far as the
percentages go. I have heard also this information floating around
from other folks as well. That is as good as my information gets
with regard to that as far as just what the accurate percentage
number is.

Regarding the Chinese Government knowing about this, it would
be basically impossible for them not to know what is taking place
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in this marketplace and also in the nearby area of Shantou. It can-
not be missed.

Senator CHAMBLISS. Mr. Hillman, your report was focused on the
defense industry, and all of you have spoken with reference to that.
I assume this is prevalent in every other agency of the Federal
Government just as well?

Mr. HILLMAN. Yes. Counterfeit parts and other items that are
produced on a counterfeit basis is something that impacts all in-
dustries.

Senator CHAMBLISS. Mr. Toohey, that would be the same for indi-
viduals going on the Internet and purchasing items such as this.
Is that correct? Mr. Toohey?

Mr. TOOHEY. Excuse me. I am sorry, Senator.
Senator CHAMBLISS. I mean, anybody that goes on the Internet

and buys these products is going to be subject to the same potential
for purchasing counterfeit parts.

Mr. TOOHEY. Absolutely, Senator. This is an enormous problem
that affects a broad range of industries and individuals from health
care to automotive systems to airplanes mission-critical and non-
mission-critical. Unfortunately, though, the biggest incentive is to
sell into the most mission-critical systems because that is where
the highest markup for these counterfeiters is. But it is a broad
problem affecting many industries and it is a growing one, Senator.

Senator CHAMBLISS. In the January 2008 timeframe, a counter-
feit chip was found in an F–15 flight control at Robins Air Force
Base, and thank goodness it was found by the folks at Robins be-
fore it was ever installed. Subsequently, there were another three
or four chips that were found to be counterfeit. Do any of you have
any information relative to that particular issue?

Mr. HILLMAN. No.
Senator CHAMBLISS. What other resources are there out there

other than the Chinese that we know are counterfeit operators?
What other countries are the potential resources?

Mr. SHARPE. Senator, we have seen Department of Commerce re-
port, and it shows that there are many other countries that are in-
volved in counterfeiting. There certainly is. It is just that probably
the vast majority is coming out of China. We have got counter-
feiters right here in the United States, without a doubt, right now
who are remarking product, and that is pretty scary to know that.

Mr. HILLMAN. For the purchases that we had made as part of
this ongoing investigation, we did an analysis of vendors that were
made available willing to supply the parts that we requested, and
79 percent of the responses came from East Asia. The remaining
21 percent were from Central Asia, Europe, North America, and
the Pacific Islands.

Senator CHAMBLISS. Staggering.
Mr. Hillman, I listened to your description of what I basically

guess you would call a sting operation that you set up. And I also
noted in a press report last month about a lady and her mother in
Bakersfield, California just creating a company—just built it out of
nowhere and got on some approved list and started delivering parts
to the Department of Defense over a period of 3 or 4 years. So ac-
cording to this report, $2.7 million worth of parts were purchased
and sold to the Department of Defense, and they just got them off
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the Internet, just went and got numbers, and it turned out that a
number of them were counterfeit. Obviously, action has been taken.

But I am astounded that you could carry out that operation with
the Department of Defense. And I look at it as certainly a problem
on the other end, but there is obviously a problem on our end too
with respect to how these companies like the company you created
are able to get on that list.

What sort of recommendation would you have for us to think in
terms of how we address that issue?

Mr. HILLMAN. In our investigation, we attempted to obtain mem-
bership on three different Internet trading platforms. Each of the
three platforms appeared to have a varying degree of validation in
order to determine the authenticity of our company. In one in-
stance through social engineering simply talking to the individuals,
we were able to pretty much gain access with very little back-
ground information.

In another instance, we were asked to provide references, ad-
dresses, websites, and information. And based upon the results of
our work to date, there was no indication that any of our references
were checked or determined whether or not we were an authentic
company doing a valuable service.

In the third instance, though, we were denied access to that
website and they did not really explain their reasons.

Senator CHAMBLISS. Were you asked to give any financial ref-
erences?

Mr. HILLMAN. Yes, we were asked to provide bank references as
well.

Senator CHAMBLISS. How many transactions did you negotiate
with the Department of Defense in that operation?

Mr. HILLMAN. The Department of Defense has not been made
aware of our investigation. We are releasing preliminary results
this morning.

Senator CHAMBLISS. Thank you, Mr. Chairman.
Chairman LEVIN. Thank you very much, Senator Chambliss.
We will just have a fairly brief second round.
Mr. Hillman, some of the numbers on these parts were real num-

bers that you were checking out. Some were phony numbers. And
you got responses for both. But on the real numbers, those were
for real systems. Is that correct?

Mr. HILLMAN. That is correct.
Chairman LEVIN. Those are systems that while they need re-

placement parts, still need parts.
Mr. HILLMAN. That is correct.
Chairman LEVIN. What systems were they? What weapons sys-

tems were those parts for?
Dr. PERSONS. Mr. Chairman, if I may, on the two voltage regu-

lators that we purchased, that is a part that goes into the Air
Force’s KC–130 Hercules aircraft, also the Navy’s F/A–18E Super
Hornet fighter plane, the Marine Corps? V–22 Osprey aircraft, and
then also the Navy’s SSN–688 Los Angeles class nuclear-powered
attack submarines.

Chairman LEVIN. Those parts may not be currently manufac-
tured but they still must be currently acquired. Is that correct?

Dr. PERSONS. Yes, sir, that is correct.
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Chairman LEVIN. That is the millions figure that our staff looked
at millions of parts for the 1,800 cases that they looked at which
is just a sliver of the problem. So even though these are, you say,
‘‘rare’’——

Mr. Hillman used the word—these are very important current re-
quirements for these parts. Is that correct?

Mr. HILLMAN. That is correct.
Chairman LEVIN. Now, you said that 21 percent of the parts—

or the inquiries or the responses that you got were not from Asia
I believe you said, other parts of the world. And most do come from
Asia and we all know from other testimony, the vast majority
comes from China, and they are openly sold in China. But of the
21 percent not from Asia, many of those could be transshipment
points, could they not be, for Chinese counterfeit parts?

Mr. HILLMAN. Yes, that is absolutely correct.
Chairman LEVIN. You do not know the origin of the parts by the

fact that you got a response from a particular country.
Mr. HILLMAN. That is correct. And even for the parts that we

purchased, oftentimes negotiating with individuals in certain cities
within China, at the time that we received payment information,
the addresses may have changed considerably, pointing to
Shenzhen as the source for the payment as opposed to the manu-
facturing.

Chairman LEVIN. Mr. Sharpe, you made reference to three new
processes that were released by the Department of Defense, and I
was not sure, but I think they were testing processes. But I am not
sure what you were referring to in your original testimony. Do you
know what I am referring to?

Mr. SHARPE. Yes.
Chairman LEVIN. Can you explain that a little?
Mr. SHARPE. Yes, Mr. Chairman. I was referring to three test

processes that were identified by SMT Corporation that were new
counterfeit processes that we had not seen before.

Chairman LEVIN. Processes to try to determine what is counter-
feit.

Mr. SHARPE. Processes that we knew the Chinese were now
using on the parts themselves.

Chairman LEVIN. Got you.
Mr. SHARPE. So we did extensive reports on these three processes

showing that they looked like, what the evidence is of them, and
what is being used to create them.

Chairman LEVIN. We are going to act. We cannot rely on the Chi-
nese to act. I think that has been proven for a long period of time.
The Chinese say that they have an effort going on to act against
counterfeits and it is baloney. They are openly sold. It is a growing
problem.

On the other hand, as you pointed out, Mr. Toohey, some of our
manufacturers manufacture in China, and so we can put into place
a certification system that the supplier of these parts has been cer-
tified to be a legitimate supplier, whatever country might have the
manufacturer. In China, there is a lot of counterfeiting going on.
It is a clear and present danger, as one of you put it. It is a threat
to our troops, and we are not going to let it go on.
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So here is what at least I am going to be trying to do. We are
going to try to put into place a requirement that the Department
of Defense adopt a certification program for parts suppliers. While
they are doing that, we have got to defend ourselves. We cannot
rely on the Chinese to take action against counterfeits. It has been
going on too long. It has been pointed out to them too long. They
are not cooperative. They will not even let our staff in, so forth. We
just cannot rely on them. So while we are telling the Department
of Defense, which I intend to do in an amendment which I will
offer, to require the Department of Defense to put a certification
in for parts suppliers that these are reliable suppliers, we have to
at the border put in an inspection system for parts coming from
China.

Now, we do this with agricultural products. If we have a product
coming from a particular place which we think will endanger our
health, we have a ban on those products or an inspection system
on products. We do it with dairy products. We have limits as to
what dairy products can come in and so forth.

So what I also would be offering is that while we get a certifi-
cation program in place, that we require inspection of all electronic
parts coming in from China. It is a proven, known source of the
problem. It is an epicenter of counterfeits coming into this country.

And a third thing which we can do is to put some pressure on
our contractors to go back up the chain or down the chain to make
sure that the people supplying the supplier and the people supply-
ing the supplier to the supplier, just going all the way down, are
legitimate people. And the only way I know to do that, other than
just requiring contractors to so notify folks, is to make our contrac-
tors responsible to replace the parts. We cannot any longer have
the Government paying for the replacement of these parts no mat-
ter what kind of contract it is. And if the contractors are going to
be responsible to replace parts which are determined to be counter-
feit, we believe—I believe—that they will take very significant
steps to make sure that those folks down the chain are not buying
counterfeit parts.

Now, you know, we can try to stop this flood—and it is a growing
flood according to testimony—in two ways. One, we can try to get
it at the source. I am determined and I think we are determined,
and I know Senator McCain has spoken on this and other members
have spoken. We are going to try to stop this at the source, but we
cannot rely on it. So we have got to take all the steps we can to
put our fingers in the dyke while we are building the dyke at the
same time. We are going to build our wall against counterfeits. We
are going to, at the same time, have to put our fingers in the dyke
by doing whatever we can that is reasonable, working with our con-
tractors, using the systems which we have to notify the Govern-
ment and other contractors through the system that we have put
in place to make sure that that is used more often.

I guess my last question would be to you, Mr. Toohey, and to
you, Mr. Sharpe. While we are asking our DOD to design a system
of certification and to help design a requirement for inspection at
our border of these parts that are coming in—and we are only talk-
ing about the parts that are coming in—we will need the assistance
of the industry in trying to figure out how to do that. And I want
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to do it quickly because I would like to offer an amendment, and
I know I have a lot of cosponsorship. I would like to do that on this
defense bill. So within the next week or so, would you be willing
to help us with the actual wording of those provisions? Mr. Toohey,
can your organization help in that?

Mr. TOOHEY. Absolutely, Senator. We would enthusiastically be
willing to work with you. Let me just say we have been working
with DOD to already begin this process of authentication. We want
to strengthen that. And we would be enthusiastic to work with the
committee and ultimately with Customs and Border Protection to
ensure that we are catching the parts that are coming in at our
border. The industry is critical for that and we have for many years
been a partner and we want to strengthen that partnership. So,
yes, absolutely, Senator.

Chairman LEVIN. And we will be calling on you. Mr. Sharpe, we
will be calling on you as well.

Mr. Hillman, I think it is fairly clear now that your mission here
was fairly recently given to you, and it is a mission which is a very
important one, but it is kind of a limited mission. This is not a
broader investigation where you have looked at a whole lot of
things which you might have been asked about, but you were asked
to see could you buy—what would be the response if you went on
the Internet to buy parts. You did it and so far every single one
where you have had a response is counterfeit and every single one
of the seven that you know the origin of comes from China. That
is pretty strong, clear testimony.

I was just wrapping up with this panel.
Senator MCCAIN. I want to thank them.
Chairman LEVIN. As I just mentioned, they are going to be work-

ing with us to try to design amendment language which we might
be able to offer in the defense authorization bill on two things to
try to build some kind of a certification system for parts suppliers
so we can have real authenticity assured, and second, while we are
doing that, to have an inspection requirement for parts coming in
from China just the way we would with certain vegetables or cer-
tain dairy products coming in from certain places where we know
there is a problem. We do that with ag products. And the lives of
our troops and the mission of our troops is surely important just
the way the good, healthy ag products coming in is important as
well.

Senator MCCAIN. Well, I eagerly await the opportunity to put it
on the defense authorization bill.

Chairman LEVIN. There is a double meaning in that statement
by the way—[Laughter.]

Chairman LEVIN.—which I share, by the way, totally.
We thank this panel. Thank you very much.
We are delighted to have an old friend of ours and a great patriot

with us this morning, General Patrick O’Reilly, Director of the Mis-
sile Defense Agency. We are delighted to have you with us, Gen-
eral, and you can please proceed.

STATEMENT OF LIEUTENANT GENERAL PATRICK J. O’REILLY,
USA, DIRECTOR, MISSILE DEFENSE AGENCY

General O’REILLY. Thank you, sir.
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Good morning, Chairman Levin, Ranking Member McCain, and
other distinguished members of the committee. I appreciate the op-
portunity to testify before you today on the serious problem of
counterfeit electronic parts infiltrating our critical defense systems
and the steps that the Missile Defense Agency, or MDA, is taking
to prevent their use in the ballistic missile defense system, or the
BMDS.

The missile defense mission requires that thousands of parts
which comprise the BMDS perform flawlessly under stressful con-
ditions over their operational life to confidently protect our home-
land, deployed forces, allies, and friends against ballistic missiles.
Our confidence in the BMDS is only as good as the least reliable
component.

We categorize a part as counterfeit if it is a copy sold without
the original manufacturer’s permission or a part whose material
performance or characteristics are misrepresented by a parts dis-
tributor. Whether the part was knowingly misrepresented has little
consequence to MDA. We still have to resolve the unanticipated
parts replacement challenge regardless of the intent of the sup-
plier. Although a counterfeit part may pass acceptance testing, we
do not know its remaining operational life as it may have been
damaged when removed from a previous product or handled in a
destructive manner. Additionally, there is a risk of counterfeit
parts having malicious functions that could be activated to disable
a critical component of the BMDS. Thus, we simply cannot tolerate
the presence of counterfeit parts in our missile defense system.

There are more than 3,000 suppliers providing parts to the
BMDS supply chain.

The genesis of MDA’s problem with counterfeit parts is the rap-
idly changing nature of electronic parts specifications driven by
broad market applications which frequently present us with compo-
nent obsolescence problems. In other words, a manufacturer
changes a part specification and we face a decision to either rede-
sign our components at a prohibitive cost or seek other sources for
the original parts through independent or unauthorized distribu-
tors.

Despite our efforts to eliminate the use of counterfeit parts, we
have discovered through acceptance testing, stockroom inspections,
and screening for parts bought from independent distributors,
seven incidents of counterfeit parts since 2006. One incident re-
sulted in the removal and replacement of almost 800 parts from an
assembled missile hardware. In another, 38 assemblies had to be
reworked and 250 parts were discarded. A stockroom sweep at an-
other independent distributor found 67 parts that were remarked
and falsely sold as new. All those counterfeit parts were identified
prior to their installation into our components.

Due to the diligence of the Missile Defense Agency’s quality con-
trol personnel and our contractors, we have been able to limit the
cost and schedule impact of counterfeit parts. To date, MDA and
its contractors have suffered $4.5 million in rework costs due to
counterfeit parts. Of that $4.5 million, the cost to MDA has been
$352,000 and industry has paid $1.35 million, with the remainder
of the industry costs to be determined by the Missile Defense Agen-
cy. However, if a counterfeit part is discovered years after a missile
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defense product has been produced, replacing the parts in oper-
ationally deployed systems could cost hundreds of millions of dol-
lars.

The best way to eliminate the threat of counterfeit parts in the
DOD supply chain is to eliminate their source by restricting the
use of independent parts distributors through instituting contract
clauses and enforcing their strict compliance. In June 2009, I insti-
tuted a policy requiring that only parts acquired from the original
manufacturers or authorized distributors will be used in MDA con-
tracts. In cases where a part is no longer manufactured and we
must use an independent part distributor, MDA contractors must
first verify that they cannot use an authorized distributor. Then
our contractors must conduct intensive inspections and testing in
order to scrutinize the part’s authenticity, including using industry
accepted tests like x-rays, die verification, and chemical tests for
false coatings.

Additionally, MDA performs site assessments of independent dis-
tributors. To date, 51 independent distributors have been inspected
and more than 60 percent were assessed as moderate to high risk
for providing counterfeit products.

Since 2006, MDA has compiled industry quality assurance best
practices called our Parts, Materials, and Process Mission Assur-
ance Plan, or PMAP, and incorporated them into all our new con-
tracts. The PMAP provides additional assurances that our parts
are not counterfeit. As MDA developed part authentication exper-
tise, we also participate in the OSD Anti-Counterfeit Part Working
Group. Additionally, we issue mission assurance advisories, Gov-
ernment-industry data exchange program alerts, and notify the De-
fense Contract Management Command and the Defense Criminal
Investigative Service when counterfeit parts are discovered.

MDA has no indication of a counterfeit part in any of our fielded
BMDS hardware, but aside from the financial impacts, our greatest
concern from the use of counterfeit parts is the operational cost of
a malfunctioning interceptor, a cost measured in lives lost or the
negative impacts on our national security strategy.

I am grateful for this committee’s attention for the debilitating
impact counterfeit parts can have on our missile defense system
and the rest of DOD. We do not want a $12 million missile defense
interceptor’s reliability compromised by a $2 counterfeit part.

Thank you, Mr. Chairman, and I look forward to answering the
committee’s questions.

[The prepared statement of General O’Reilly follows:]
Chairman LEVIN. Thank you very much, General.
First, let me thank the MDA for providing the committee with

assistance in this investigation. It has been very helpful. Our staffs
have repeatedly called on Mr. Fred Ship who is currently support-
ing MDA from the Naval Surface Warfare Center Crane. He has
engineering expertise and other technical advice has come from
him, and it has been invaluable. We also would recognize Mr. Isa-
iah Mullis, I believe his name is, from MDA and also from the
Naval Surface Warfare Center who has likewise provided us assist-
ance.

You made reference to your looking into independent distributors
to try to certify them. Your preference is to get parts only from the
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original manufacturers or from authorized distributors, but if there
are none available, you say that then independent distributors can
be used providing you take a look at them and certify them.

I was trying to find in your testimony—and it probably is in
here—your written testimony the number that you used as to how
many of them could not be certified with confidence.

General O’REILLY. 61 percent, sir. 61 percent of the ones we have
looked at we could not certify. I do not accept a moderate risk. So
61 percent were determined to have either moderate or high risk
because of their accounting methods, their stockroom accuracy of
how they actually manage their inventories, and their paper trail
proving that the components are authentic.

Chairman LEVIN. All right. So part of that process is looking at
where do they get the parts from that they are distributing.

General O’REILLY. Yes, sir, and how do they account for it.
Chairman LEVIN. And how they account for it, as well as the

other factors that you mentioned.
The care that you take is care that we need to take in other

weapons systems, and I think the model that you have used needs
to be shared, if it has not already been shared, with all of our other
agencies that are buying components for our weapons systems. And
I am wondering is your model unique to MDA, or is it something
which is agency-wide through DOD that you have just used and
modified? Where did you get that model from?

General O’REILLY. Sir, we came up from the—after I took over
the agency in 2008, we had had two recent counterfeit parts inci-
dents with telemetry. And I know we talk about the operational
systems, but when I conduct a flight test, if I lose my telemetry,
I lost the complete value of that test and that is quite expensive
also.

Looking into that, we determined on ourselves that, in fact, the
history and working with our aerospace industry partners, we
found that the independent distributors is where we found all of
the counterfeit parts were coming from that were affecting the Mis-
sile Defense Agency. So at that point we banned—I signed a policy
that, in effect, bans the aerospace companies from using independ-
ent distributors without first coming to my agency and gaining ap-
proval. And then we scrutinize the specific component which they
are buying.

I understand some parts of the Navy have a similar program to
that, and I am unaware of any other programs.

Chairman LEVIN. Now, when you had the telemetry problems,
were they traceable to particular parts?

General O’REILLY. Yes, sir. Before they were used, we found
them as failures in acceptance testing actually at a sub-tier level.
I have in my supply chain five levels of companies, and at the mid-
dle level is where we found the problem with the specific compo-
nents, which was an operational amplifier and a frequency syn-
thesizer. Those parts that we found were in a particular company,
and we went then and traced where did that company get its parts.
And it was eventually from an independent distributor.

Chairman LEVIN. And do you know where they got their parts
from?
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General O’REILLY. No. At that point, we handed it over to the
Defense Contract Management Command and the Defense Crimi-
nal Investigative Service.

Chairman LEVIN. And do you know whether that amplifier and
that synthesizer were counterfeits?

General O’REILLY. Yes. Our indications were they were black
topped, which is the die is not correct. It does not match what the
paperwork said it would be. And in the other case, the parts were
remarked. There was evidence that the age codes were remarked
on those components.

Chairman LEVIN. Again, I am trying to get the chronology here.
Did that investigation take place after there was the flight prob-
lems or before?

General O’REILLY. It was before. We actually caught all of these
before, and so we have not had a failure that we know of related
to a counterfeit part. But it was only because our supply chain—
at some point someone caught the fact that a part did not look
right or it failed an acceptance test.

Chairman LEVIN. And there was what? A real possibility of fail-
ure if you had not caught it? Is that where you are at?

General O’REILLY. Sir, yes. There is a risk and it is a risk we
cannot take. We do not know the history of that component. A lot
of times they are damaged when they are removed from their pre-
vious product due to heat and then they will be susceptible to
stressful conditions in our tests. And we are very concerned about
then a failure.

Chairman LEVIN. Now, it has been argued that these parts can
last some time, and if they fail, that it would be downstream at
some point.

General O’REILLY. Yes, sir.
Chairman LEVIN. That is what the argument is of some folks

who say that the risks are not real. Your answer to that is, as I
understand it, what?

General O’REILLY. Sir, the risks are real. Just because they pass
an acceptance test, that only gives you a limited insight to what
the remaining life of that component could be, and we cannot take
the chance for one of our interceptors to fail.

Chairman LEVIN. So that the life of that part is what is at issue,
not whether it can pass an immediate acceptance test, but what
how long it will last if it is a counterfeit part and how reliable it
is.

General O’REILLY. Yes, Senator, or if there is some other damage
that occurred that we could not tell because we were not looking
for it at the time of the acceptance test.

Chairman LEVIN. Now, in your written testimony, you used a
slightly different figure than you did in your oral testimony in
terms of the cost to MDA of the seven instances of counterfeit
parts, and you used a figure of $4 million. What is the difference
between those two numbers?

General O’REILLY. I checked the math of my staff this morning,
sir.

Chairman LEVIN. I sometimes do that too, they will tell you. But
you are known for that kind of leadership and that is the kind of
leadership which we very much welcome. Thank you.
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Senator McCain.
Senator MCCAIN. Well, thank you, Mr. Chairman, and thank

you, General, for your important testimony. I guess I would like to
start out by asking you what I asked the other panel. How serious
a problem do you think this is?

General O’REILLY. Extremely serious, sir.
Senator MCCAIN. The largest case, as you have already testified,

cost MDA $3 million to remove counterfeit parts discovered in the
mission computer of the production THAAD interceptor. Is that
correct?

General O’REILLY. Yes, sir. The exact number is $2.74 million,
but yes, sir.

Senator MCCAIN. And how many counterfeit parts were there in
this incident? I believe it was about 800. Is that correct?

General O’REILLY. Yes, sir. It was 800 and there were 49 that
were—actually 50 that were used in a mission computer and one
mission computer was flown in a flight test. So 49 were actually
used in building up computers for the interceptor.

Senator MCCAIN. So I guess my question is—maybe you could
briefly trace it for me how the parts could infiltrate so deeply into
the supply chain.

General O’REILLY. Sir, it was at one of our subcontractors, Or-
bital, that builds up the booster system and it was in the control
units of that. And during their ATP, they then—when they bought
the lot of parts, it was a large lot of parts. Therefore, they caught—
out of several hundred, one of them found did not perform right
electronically. And then they were able to look into it and discov-
ered that it made the whole lot suspect.

Senator MCCAIN. And you made up the cost rather than the con-
tractor for the replacement. Is that correct?

General O’REILLY. Sir, there is an award fee process that is asso-
ciated with this, and we are going through the evaluation of that
award fee period that is to Lockheed Martin and we take this into
account. We have not completed that work. It will be due within
60 days, and we have been very strict in the past on ensuring com-
pliance with quality assurance provisions.

Senator MCCAIN. Well, we will try to help you with legislation
to make sure that responsibility does not apply to the American
taxpayer.

It seems to me that one of the understated or not sufficient em-
phasis has been placed on these intermediaries. Chairman Levin at
the beginning of the hearing, I am sure you noticed that these dif-
ferent entities—they do not go direct from China to THAAD. They
go through three or four different iterations. It seems to me that
that is a serious problem. And some of these people who are, quote,
subcontractors who are intermediaries are simply a phone and a
desk and rake off some of the money as it goes through. Is that too
stark a generalization?

General O’REILLY. Senator, it is not the subcontractors, but it is
the suppliers which they use.

Senator MCCAIN. Intermediaries.
General O’REILLY. But yes, sir, I would say that. That is why we

have banned the use of these intermediaries. They must buy di-
rectly from an original manufacturer or one of their authorized
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dealers. And if we are in a situation where that source does not
exist, my agency has to approve the use of an intermediary or an
independent distributor.

Senator MCCAIN. So you are trying to take steps to make sure
that never again would you see a graph like Chairman Levin put
up on the screen here today, the different layers of intermediaries.

General O’REILLY. Yes, sir. That is exactly what we are trying
to do, go directly to the manufacturer or their authorized dealer.

Senator MCCAIN. Are the other Services doing the same thing?
General O’REILLY. Sir, we present our models and our results to

the working group that OSD has established. I do not have direct
insight into what the other services are doing.

Senator MCCAIN. Well, Senator Levin and I are committed to try-
ing to put legislation into the defense authorization bill, as he men-
tioned. Obviously, we do not want to be guilty of overreach. We do
not want to be guilty of overreaction. But since you and others
have recognized and testified that this is a serious issue, we would
appreciate your input in any legislative fixes that need to be made
between now and the next week or 2 when, hopefully, we take up
the defense authorization bill. Have you got some ideas for us?

General O’REILLY. Sir, one of the implications of the policy which
the Missile Defense Agency has established is if—this creates
clauses in our contract. And regardless if they are cost-plus or fixed
price, if a clause is violated by the contractor and in this case he
does not verify authenticity of the parts he is using, then that cost
becomes unallowable, and an unallowable cost, including the re-
work, then would be borne by industry.

Senator MCCAIN. Well, then why did we end up giving $2.9 mil-
lion back to Lockheed Martin?

General O’REILLY. Sir, that contract is 10 years old, that particu-
lar one, and that was not a clause in the contract. But it still does
not exhaust my remedies. I still have award fee and other steps I
can take in order to remedy the cost to the Government.

Senator MCCAIN. Well, I guess finally you are in complete agree-
ment with the Chinese foreign minister’s spokesman Hung Li who
said, quote, the Chinese government has always paid a great deal
of attention to and has promoted cooperation with relevant over-
seas bodies in the fight against counterfeits. This is universally ac-
knowledged. Do you agree with the Chinese foreign ministry
spokesman, General?

General O’REILLY. Sir, the data indicates the opposite.
Senator MCCAIN. I am shocked to hear that that is the case.

[Laughter.]
Senator MCCAIN. I thank you, Mr. Chairman.
Chairman LEVIN. Thank you very much, Senator McCain.
If you would get to us, General, immediately because we are

going to be drafting language. The procedures that you use in
terms of certification where there is no original manufacturer or
supplier available. If you can get us that procedure, I presume it
is your own procedure. It is in writing or however it is, or write
it up for us.

And also that clause that you just made reference to. Was that
a clause which says that you cannot be reimbursed if you have not
used a certified—give us that clause again.
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General O’REILLY. Our new policy puts into all new contracts a
clause that says the contractor has to use—he is responsible for
using original manufacturer’s parts or their authorized dealer only.
And if they violate that, the cost that is incurred in the Govern-
ment, when that is discovered and the remedy is implemented, will
then not be an allowable cost to the contract.

Chairman LEVIN. Got you. And does that include if they are not
able to get to the original manufacturer, they can get to one of your
certified distributors?

General O’REILLY. No, sir. If they do come to us and we have
done our due diligence and we authorize it and then we find out
later that it is still a counterfeit part, which we do our best to en-
sure that does not happen, but in that case, it would be an allow-
able cost.

Chairman LEVIN. Okay, and that is also in the language then
that would be in the contract?

General O’REILLY. Yes, sir.
Chairman LEVIN. Can you get us that contract language? It

would be helpful.
Senator Hagan.
Senator HAGAN. Thank you, Mr. Chairman. General O’Reilly, it

is a pleasure to see you again, and thank you for your work as the
Director of the Missile Defense Agency.

Hearing this testimony and thinking about the telemetry and all
of the very fine-tuned calculations that every part has to adhere
to—and I think of probably millions of pieces of parts that we are
talking about and dealing with—I guess the question is how com-
fortable do you feel now with these protocols that you have put in
place. I think at one point you said that if they use an independent
supplier that is not on this approved, authorized original part, then
the companies would have to come to you. I just think of you would
have to have a whole other agency just to deal with the sort of con-
tracting issues.

General O’REILLY. Senator, we actually do. We work very closely
with the Defense Contract Management Command. They have on-
site personnel. I have 50 onsite personnel myself. And it is a com-
bined effort. And also, most of these incidents are occurring at
lower levels of the supply chain, a third or fourth level, and the
prime contractors—obviously, they are motivated not to have this
happen too. So we literally form a very large set of scrutinizers
that work through the supply chain. But being coordinated and
working across industry and with other agencies is the key.

I am not comfortable, even after I have implemented these, be-
cause as you sit there in a flight test or in a live fire and you watch
the operation of these systems, you know how precise they must
perform, as you have referred to, and we sweat the details. And so
I really would not be comfortable that would remove the vigilance
which we have already put in place. It is necessary.

Senator HAGAN. Certainly.
How comfortable are you that the prime contractors and their

subcontractors are also having the due diligence where they are
looking out for these same instances that you are?

General O’REILLY. Senator, I believe they are highly motivated
to make sure. And one is they need to get through the develop-
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mental phase to get to production contracts. And then most of our
production contracts are fixed price, which means they bear the
cost, in fact, if a counterfeit part is discovered.

Senator HAGAN. I know that you do not have this aging equip-
ment as some of the other branches of our military might have. But
what if a part is no longer produced by the original either inde-
pendent supplier or the original authorized dealer and it then has
to be remanufactured? Is there a chain of—following that chain,
how would you—do you have that as a problem?

General O’REILLY. Yes. There is a series of engineering decisions
that have to be made between the prime contractor and the sub-
contractors affected and the Missile Defense Agency. And we have
to make the decision, is it worth it to go out and produce our own
components?

The problem is and the problem referred to before of the trusted
foundries is we use very few components, but they are spread out
over a large spectrum of part types. So in many cases, we are less
than one-tenth of 1 percent of the overall market for our compo-
nent. And so we are confronted with having to decide do we have
to redesign our circuitry, and that often is the case and we run into
obsolescence. Almost every one of my manufacturing contracts has
an obsolescence CLIN part of the contract that has to redesign pri-
marily due to electronic parts no longer being manufactured.

Senator HAGAN. So how can you assure that that is in that sce-
nario the original part that you, in fact, are contracting for?

General O’REILLY. We have assessments from industry that
project the life of a component, and we select parts that are in the
early stages of their life. It is called a sunset clause, and they are
not at the end of their operational life and have a tendency to
change. Sometimes we are caught off guard, though, on those. And
it does require a continual amount of engineering work to relook
at the designs that have already been proven because of the dis-
continuity in our supply chain of the electronic parts.

Senator HAGAN. Have you recognized any suppliers lower down
the chain of parts that have repeatedly been found to have counter-
feit parts being used? And if so, are you taking action to be sure
we do not contract with those suppliers?

General O’REILLY. We have always been scrutinizing our parts
usage and our sources because of the nature of our work more than
what I have seen in some of my other acquisition jobs in the De-
partment. And because of that, we have not found a case where
someone is willfully or repeatedly, but I must say that in the seven
cases—in five cases, the supplier actually completed the repair at
their own cost and did not charge the Government for it in five of
the seven cases. So they recognize. A company such as Honeywell
actually went out and did a complete review after one of our cases
of their entire stockage and swept through and removed anything
that indicated that it was a counterfeit part, and they also insti-
tuted new policies.

Senator HAGAN. Thank you, Mr. Chairman.
Chairman LEVIN. Thank you very much, Senator Hagan.
And thank you, General. And we really would look forward to

your being able to give us that information literally in the next cou-
ple days because we are going to try to formulate in amendment
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form. And I think we will have broad support from this committee
that has heard this testimony and I think a lot of other Senators
who are following it. This is quite an amazing story and it has got
to change direction quickly.

You have taken in your agency, which is the right action. It has
been strong. It has been direct. It has caught some real problems
before they created some real problems, and your testimony has
been extremely helpful. We are grateful for it. Thank you.

General O’REILLY. Thank you, Senator.
Chairman LEVIN. You are excused unless you have some other

comment you want to make.
General O’REILLY. No, sir. Thank you, sir.
Chairman LEVIN. Okay. Your stomach is not growling there?
General O’REILLY. Not yet. [Laughter.]
Chairman LEVIN. Thank you. Okay. Now, we are going to have

a vote we think any minute. What we are going to do is break now
for just 10 minutes. I am going to go vote. I am going to come back.
We are going to get the opening statements before lunch, and then
we will break probably for about an hour after the opening state-
ments. But we will be able to get the opening statements in before
lunch, and then we will come back after an hour break or so. So
we will stand adjourned now for 10 minutes. [Recess.]

Chairman LEVIN. The committee will come back to order, and we
will move to our third panel. Then we will receive the opening
statements, and then as I indicated before, we will break for about
an hour for lunch.

Before I call on you, let me thank each of you for being here
today and to thank you and your companies for your cooperation.
We very much appreciate that cooperation with this committee and
we give you credit for doing that because I know that some of these
questions may be difficult to answer, but the fact that you are coop-
erative with us is something that stands in your favor.

Is it Mr. Kamath? Am I pronouncing your name correctly?
Kamath?

Mr. KAMATH. Yes, Mr. Chairman. Kamath is fine.
Chairman LEVIN. Okay. And it is Vivek?
Mr. KAMATH. Vivek.
Chairman LEVIN. Vivek Kamath. So you are the Vice President

of Supply Chain Operations for Raytheon. So we will start with
you.

STATEMENT OF VIVEK KAMATH, VICE PRESIDENT, SUPPLY
CHAIN OPERATIONS, RAYTHEON COMPANY

Mr. KAMATH. Thank you, Mr. Chairman. Mr. Chairman,
Raytheon appreciates the opportunity to work with you on this im-
portant inquiry into counterfeit electronic parts in the Department
of Defense supply chain. These parts making their way into mili-
tary equipment pose a real threat to our national security.

Mitigating the risks posed by suspect and counterfeit electronic
parts is an issue that Raytheon takes very seriously. Our business
and our reputation demand this approach, which is why Raytheon
spends a great deal of time, resources, and efforts tackling this
problem on a daily basis.
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As in any market, counterfeit electronic parts enter the DOD
supply chain because of supply and demand. Rapid turnover in
high technology items provides a steady source of used materials
that can end up as counterfeit parts. In addition, obsolete parts
pose a challenge because original equipment manufacturers may
have stopped making these parts or left the industry altogether.
Despite these challenges, DOD and its suppliers must obtain the
authentic electronic parts needed to build, maintain, and refurbish
defense systems.

Across Raytheon, our supply chain covers thousands of programs
and contracts involving a vast number of suppliers. We issue hun-
dreds of thousands of purchase orders every year. Purchase orders
for electronic parts where the risk of counterfeiting is the highest
may cover multiple lots comprised of thousands of individual parts.

As a company, Raytheon is committed to providing genuine elec-
tronic parts to our customers. Like others in the industry,
Raytheon mandates that suppliers certify in writing that the elec-
tronic parts they are providing meet the standards in the purchase
order, including requirements for authentic parts from authorized
sources.

In 2009, Raytheon formed a cross-business team to develop an
enterprise-wide counterfeit parts mitigation policy. This policy,
which builds on existing business practices, was introduced in July
of this year and will be fully implemented by February of 2012.
Our counterfeit parts mitigation policy assigns specific responsibil-
ities to Raytheon supply chain management, engineering, mission
assurance, and other functions. The policy also focuses attention on
aspects of our supply chain that are most likely to present risks,
such as procurement of electronic parts from independent distribu-
tors.

To further reduce the possibility that counterfeit parts might find
their way into our products, Raytheon is developing a preferred
supplier list for distributors and brokers and will mandate its
usage across our company. We will also consolidate purchasing
through a centralized procurement organization.

In addition, Raytheon is a member of the Government- Industry
Data Exchange Program, also known as GIDEP. The GIDEP re-
porting system provides a means for manufacturers and suppliers
to alert other GIDEP members when they identify potential coun-
terfeit parts, assemblies, components, and their suppliers. This
kind of information sharing can help stop suppliers of counterfeit
parts in their tracks. Raytheon treats GIDEP reporting as manda-
tory. Our new enterprise policy will reinforce this practice.

In conclusion, given the scope and dynamic nature of the threat,
counterfeit items will remain a challenge. The policies, practices,
and measures that Raytheon has put into place will further protect
our supply chain from counterfeit parts and limit exposure and
mitigate risks for our customers and our company. Effective policy
responses will further refine industry best practices and improve
information sharing while avoiding costly or timeconsuming solu-
tions that provide little additional protection for the warfighter.

We thank the committee for focusing its attention on this chal-
lenging issue. I would be happy to answer questions when we re-
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turn. And I would like to ask that the entire statement be made
part of the record. Thank you, Mr. Chairman.

[The prepared statement of Mr. Kamath follows:]
Chairman LEVIN. Thank you. The entire statement will be made

a part of the record and that is true of all statements here today.
Mr. DeNino, you are the Vice President, Corporate Procurement

for L–3 Communications. So thank you.

STATEMENT OF RALPH L. DeNINO, VICE PRESIDENT, COR-
PORATE PROCUREMENT, L–3 COMMUNICATIONS CORPORA-
TION

Mr. DENINO. Thank you, Chairman Levin, and good afternoon.
On behalf of L–3 Communications, I appreciate the opportunity

to be here today to address the important issue of counterfeit elec-
tronic parts in the U.S. military supply chain.

L–3 Communications is a prime contractor in command, control,
communications, intelligence, surveillance, and reconnaissance sys-
tems, aircraft modernization and maintenance, and Government
services. L–3 is also a leading provider of a broad range of elec-
tronic systems used on military and commercial platforms. We
serve a wide range of customers, most notably the U.S. Department
of Defense and its prime contractors.

The reality that L–3 and the entire aerospace and defense indus-
try faces is that electronic components are increasingly susceptible
to two significant risks: obsolescence and counterfeiting. With so-
phistication levels of counterfeiters escalating, detection and avoid-
ance are becoming increasingly difficult. These issues are exacer-
bated by the service lives of fielded defense weapons systems being
extended well beyond their original planned life cycle, furthering
the challenge of the ever-shortening life cycles of electronic compo-
nents, which is being driven by commercial technology changes.

L–3 has been proactive in both managing obsolescence and coun-
terfeit part risk mitigation. Procedures and processes are in place
to manage both of these areas with improvements being driven to
stay current with emerging counterfeit threats. Supply chain man-
agement techniques have been implemented to limit the number of
independent distributors that can sell parts to L–3. Strict and pro-
gressive testing methodologies are in place. Reporting of incidents
is required and training and education of personnel is ongoing.

L–3 will continue to improve its obsolescence and counterfeit
parts mitigation programs through strict adherence to its corporate
procedures and policies across the entire enterprise, controlling
independent distributor purchases, and by providing training and
education to our personnel. Additionally, we will continue to work
with our Government and industry partners and professional asso-
ciations to develop and incorporate best practices throughout the
supply chain.

In any case, if any part is identified as suspect counterfeit, L–
3 will, as it has in the past, promptly notify all of its affected cus-
tomers and work with them to remediate the problem in whatever
way the customer determines is needed at no cost to the Govern-
ment.

Finally, while L–3 has made significant efforts over several years
to address the counterfeit parts challenge, the Senate Armed Serv-
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ices Committee’s examination of the issue has been important in
underscoring the seriousness and depth of the problem and the
need to rapidly develop an effective solution. L–3 looks forward to
working with other companies and the committee in achieving this
goal and will be pleased to answer any questions that the commit-
tee may have.

[The prepared statement of Mr. DeNino follows:]
Chairman LEVIN. Thank you very much, Mr. DeNino. Is it Mr.

Dabundo or Dabundo?
Mr. DABUNDO. Dabundo.
Chairman LEVIN. Dabundo. Mr. Dabundo, put your mike on

there, if you would. You are the Vice President and the P–8 Posei-
don Program Manager at Boeing. So please proceed.

STATEMENT OF CHARLES DABUNDO, VICE PRESIDENT AND P–
8 POSEIDON PROGRAM MANAGER, BOEING DEFENSE, SPACE
AND SECURITY

Mr. DABUNDO. Mr. Chairman, thank you for the opportunity to
appear before this committee regarding counterfeit electronic parts
in defense systems. This is a serious issue that has commanded the
attention of Boeing, the defense industry, and the United States
Government for some time. Unlike my counterparts on this panel,
I do not have overall supply chain responsibilities for my company,
and accordingly, Boeing requests permission to submit a separate
letter that addresses in detail Boeing’s policies and initiatives on
counterfeit parts.

Chairman LEVIN. That will be made part of the record.
[The information referred to follows:]
[COMMITTEE INSERT]
Mr. DABUNDO. Thank you, sir.
Based on my experience working at Boeing for nearly 30 years,

I can say Boeing is fully committed to the safety, quality, and in-
tegrity of our products, and ensuring that those products are able
to accomplish the missions required by our military and civilian
customers. As an aircraft manufacturer, Boeing purchases and in-
stalls thousands of parts from suppliers. We require our suppliers
to deliver a conforming product that meets our spec requirements.
Addressing nonconforming products is essential, and Boeing and
our suppliers have rigorous quality processes to address such parts.

The P–8 program was awarded to Boeing in 2004 and has had
a longstanding track record of successful execution. The program is
based on an in-line production process that leverages the commer-
cial 737 production system and utilizes robust Government-ap-
proved military and commercial processes in accordance with the
Federal acquisition regulations and the contract between the U.S.
Navy and Boeing Defense, Space and Security, or BDS. These proc-
esses have been a key to enabling the program to meet its program
or record milestones with a safe, quality product at a cost that has
been consistently below cost projections at program inception.

Boeing and our P–8 teammates have built six flight test aircraft
and two ground test aircraft to date. Four of those aircraft are at
the Naval Air Station in Patuxent River and have flown in excess
of 1,200 flight hours, and two additional aircraft will be delivered
to the Navy by February 2012.
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The first low-rate initial production aircraft has completed its
maiden flight, and it is in the final stages of installation and check-
out at the BDS facility prior to delivery to the U.S. Navy in Feb-
ruary 2012.

And the program remains on track to meet IOC in 2013.
As mentioned above, leveraging the commercial production sys-

tem has been a key to the success demonstrated by the program,
and separate divisions of Boeing Company, BDS, and Boeing Com-
mercial Airplanes, or BCA, are required by the Federal acquisition
regulations to have a contract in place governing the transition of
the commercial item from BCA to BDS. The aircraft that BDS pur-
chases from BCA is manufactured in accordance with BCA’s exist-
ing FAA-approved quality system, and once delivered to BDS, the
work is completed in accordance with applicable Government qual-
ity assurance requirements. Both sets of processes are based on
many years of experience with a wide range of customers and a
strict focus on safety, quality, and product integrity.

Addressing nonconforming products is essential and we rely on
our quality processes to identify and disposition parts that have
been identified as such. Boeing treats all nonconformances with a
significant level of concern to ensure that safety and integrity of
the product is maintained, and this is accomplished by qualified
subject- matter experts who utilize a comprehensive set of proc-
esses and procedures for addressing nonconformances encountered
during the build of the aircraft. Suspect counterfeit parts represent
a subset of the potential types of nonconformances and, as such,
are covered within these processes.

If nonconformances are encountered during the build of the BCA
commercial deliverable, the processes utilized on the P–8 are gov-
erned by BCA’s quality and material review processes which are
AS9100 compliant and part of an FAA- approved quality system
under production certificate 700. PC 700 was issued to Boeing in
1997 for the 737NG production by the FAA after demonstration
that Boeing has adequate facilities and quality control systems to
ensure it meets the stringent safety and reliability requirements.

If nonconformances are encountered during the installation and
checkout portion of the build that is executed by BDS, the proc-
esses utilized on P–8 are governed by BDS’s quality and material
review processes which are also AS9100 compliant, overseen by the
Defense Contract Management Association, and part of our
NAVAIR-approved P–8 quality system plan in accordance with our
contract with the Navy.

To my knowledge there have been three instances of suspect
counterfeit parts that have been installed on P–8 aircraft. Two of
those were assessed and dispositioned using the BCA commercial
quality and engineering processes and the third using BDS quality
and engineering processes. In all three cases, the safety of the P–
8 and the people who operate it were not at risk and the appro-
priate processes were utilized by people qualified to assess and dis-
position these nonconformances.

So in summary, sir, suspect counterfeit parts are a serious and
industry-wide issue that has affected the P–8 program. Boeing has
utilized our Government-approved quality and material disposition
processes to address these suspect counterfeit parts, and while
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BDS and BCA have slightly different quality and material disposi-
tion systems, they are both under Government regulatory control
and oversight and have a pedigree that ensures the safety and in-
tegrity of the P–8 and the people who operate it are maintained at
all times. And that pedigree is based on many years of application
on Boeing military and commercial products which have and con-
tinue to set the industry standard for safety, quality, and reliabil-
ity.

That concludes my oral statement to the committee.
[The prepared statement of Mr. Dabundo follows:]
Chairman LEVIN. Thank you, Mr. Dabundo.
We will now recess until 2 o’clock, and for the convenience of

those of you who want to take advantage of it, there is a cafeteria
here, a public cafeteria, in the basement of this building that you
are free to use if you so desire. So we will stand in recess till 2
o’clock.

[Whereupon, at 12:57 p.m., the hearing was recessed, to recon-
vene at 2:00 p.m.]

Afternoon Session - 2:00 p.m.
Chairman LEVIN. Good afternoon, everybody, and we will come

back to order.
Mr. DeNino, let me start with you. Between October 2009 and

November 2010, L–3 identified two counterfeit parts in display
units that it had sold to the military. Now, when the second coun-
terfeit was discovered in November 2010, L–3 learned from its sup-
plier, which was Global IC in California, that both counterfeits,
both the October 2009 one and the 2010 November one, had been
supplied to Global IC by the same company in China called Hong
Dark Electronic Trade. Global IC was the supplier to L–3.

Now, Global IC then identified a third part which had been sold
to L–3 from Hong Dark, but L–3 did not test that third part until
October 2011, which is nearly a year later after you were notified.
And you did not test that part until after our investigation began,
and you were notified of it. Now, that testing identified the third
Hong Dark-supplied part as suspect counterfeit.

So L–3 had already installed that third part on display units for
another military aircraft.

So the question is why did it take L–3 so long to test that third
part?

Mr. DENINO. The third part was initially quarantined when L–
3 found out back in November 2010. We had purchased 89 parts.
Only three had been used. The other 86 were quarantined. The
parts were to be tested, and they did not get tested until as you
indicated, until recently, and we did confirm that those parts were
suspect counterfeit.

The parts—there is no real good answer on that other than the
parts should have been tested and we did not. But we are taking
the corrective action now. We have notified the customer, as we
have with the other two incidents, and we will take whatever ac-
tion is necessary to repair and replace those parts.

We have also developed a system to avoid instances like that in
the future.

Chairman LEVIN. Now, what we learned is that Hong Dark had
supplied parts to L–3 via Global IC on approximately 30 occasions.
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There was a total of 28,000 parts that had been supplied to L–3
via Global IC which had originally come from Hong Dark. You
learned about that, I think, recently from staff. Is that correct?

Mr. DENINO. That is correct, Senator. We learned, with the help
of the committee, that there were additional parts that Hong Dark
had provided to L–3. We took action, issued a demand letter to
Global IC Trading, received the information. We requested the data
on October the 20th, received it on October the 21st. Upon receipt
of that letter, we notified the affected companies of L–3 the same
day, October 21, that they had parts that were suspect just by the
nature of them coming from a supplier that had already provided
three counterfeit devices to L–3.

The divisions took the action to go off and test parts. Many of
those devices are in testing right now. We do not have any of the
test results back yet. Where we do not have stock on those parts,
we are looking at other data and analysis, and we will notify all
customers upon completion of that.

We also took a couple other actions just to be very conservative.
We checked with the suppliers that we currently have today. We
only have four independent distributors that divisions can use. We
went to all four to validate that. Not only did they never sell any-
thing to us from Hong Dark, but they never purchased parts from
Global IC Trading that were provided to L–3. All four confirmed
that.

We then went one step deeper with another 11 suppliers that
were formerly on our list of approved suppliers, and we found the
exact same information.

Chairman LEVIN. Now, why did it take so long for you guys to
ask Global IC for the information? Why did it take a committee in-
vestigation before you would ask your supplier, hey, how many
times has Hong Dark been the supplier to you, Global IC? I mean,
this is 30 occasions, 28,000 parts and now you are scrambling to
find out where those parts are?

Mr. DENINO. And we would much prefer not to be scrambling to
make that determination.

Chairman LEVIN. Why did it take a committee investigation be-
fore you would ask your supplier, hey, we have got three occasions
now where the company that supplied you parts, this Chinese com-
pany, Hong Dark. How many other occasions have you given us
parts, sold us parts that originally came from Hong Dark? Why did
that take so long?

Mr. DENINO. Well, it happened when we found out about the
third part, and in retrospect, it would have been better if we had
checked earlier. It was not something that was picked up. We
had—

Chairman LEVIN. No, it did not happen, as I understand it, when
you found out about the third part. You found out about the third
part in November of 2010, but until we told you during our inves-
tigation that we thought there were 30 occasions, when we learned
that via Global IC, then you found that out. My question is why
did you not ask Global IC how many times they had supplied you
with Hong Dark parts.

Mr. DENINO. We should have done that checking on our own.
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Chairman LEVIN. Now you are saying you have taken steps so
that that is not going to happen again.

Mr. DENINO. Yes, we have.
Chairman LEVIN. Now, has L–3 determined what military sys-

tems those—I want to get the right number here—28,000 parts are
on? Have you determined that yet?

Mr. DENINO. Yes, we have. The balance of the parts, roughly
6,500, are not on DOD systems. We have the information on the
balance.

Chairman LEVIN. How many different systems are the balance
on?

Mr. DENINO. Probably 12 to 15.
Chairman LEVIN. And have you notified the services which 12 to

15 they are on?
Mr. DENINO. We are in the process. As I stated, we are doing the

testing and we want to provide a complete package.
Chairman LEVIN. When you do that, when you provide that infor-

mation to the services, will you let this committee—
Mr. DENINO. We would be pleased to.
Excuse me, Senator. I would just like to add one other comment.
Chairman LEVIN. Sure.
Mr. DENINO. Of those 28,000, roughly 14,000 have already been

identified, and that information has been provided to the commit-
tee.

Chairman LEVIN. Of which systems?
Mr. DENINO. This is on the VRAM and Lattice chips on the C–

27J and the C–130J.
Chairman LEVIN. Let me get to that in a minute.
But you have identified, you believe, 12 to 15 systems that those

parts are on?
Mr. DENINO. As a max. We will provide detailed information.
Chairman LEVIN. Can you tell us some of those systems now?
Mr. DENINO. General Dynamics, L–3050V. There is a thermal

imager, MK–46, sold to Cole Morgan.
Chairman LEVIN. Do you know what that goes on, what weapons

system that is a part of?
Mr. DENINO. I am not—
Chairman LEVIN. That is okay. Keep going then. We will figure

it out.
Mr. DENINO. There are some spares for Northrop Grumman.
Chairman LEVIN. For what? What system, do you know?
Mr. DENINO. GHMD, and there is also Global Hawk. And

Raytheon Excalibur, and Raytheon Missile Systems, and United
Launch.

Chairman LEVIN. Do you know what system for United Launch?
Mr. DENINO. I do not, sir.
Chairman LEVIN. How about the Raytheon Missile Systems? Do

you know—
Mr. DENINO. I do not.
Chairman LEVIN. The Global Hawk has some suspect parts on it?
Mr. DENINO. There is one part that was provided that is being

tested. It is suspect only in that it came from Hong Dark.
Chairman LEVIN. Which is a pretty good reason to be suspicious,

would you agree, given their history?
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Mr. DENINO. That is why we are having it tested. Yes.
Chairman LEVIN. Now, do you know if Raytheon was notified of

that suspect part that you just told us about before today?
Mr. DENINO. Not yet at this point. The parts are being tested.

We have quarantined whatever stock on any of these parts exist in
our facility.

Chairman LEVIN. How long is it going to take to be tested?
Mr. DENINO. I suspect everything will be complete within 2

weeks.
Chairman LEVIN. Now, in September, September 19th, just about

2 months ago, a month and a half ago, L–3 Integrated, the prime
contractor for the C–27J, notified that Air Force of a suspect part
on eight 27J’s, including two that are in Afghanistan. Is it true
that you did not notify the Air Force of that because you were not
aware of it until the committee’s investigation?

Mr. DENINO. That is correct. We had properly notified our cus-
tomer—our Displays Division had.

Chairman LEVIN. But did the Displays Division notify the Air
Force?

Mr. DENINO. No, they did not.
Chairman LEVIN. Do you know why?
Mr. DENINO. They did not notify the Air Force because Displays’

customer was not the Air Force. It was Alenia, and Displays, upon
finding out the problem, which they found out on their own, quar-
antined the parts, had them tested, confirmed that there was a
suspect, wrote the GIDEP, provided notification.

Chairman LEVIN. When did they find that out?
Mr. DENINO. Can you just confirm the date of the part, please?
Chairman LEVIN. Okay.
Mr. DENINO. The date that you started. Was it September?
Chairman LEVIN. No. The date of the notice to Alenia.
Mr. DENINO. Oh, I am sorry. It was December 16th of 2010.
Chairman LEVIN. Now, Alenia was supplying that component,

were they not, to L–3 Integrated Systems?
Mr. DENINO. That is correct.
Chairman LEVIN. So L–3 is the prime on that. And did L–3 Dis-

play, which found the problem, notify its sister corporation or sis-
ter—

Mr. DENINO. They did not.
Chairman LEVIN. And why would not they do that?
Mr. DENINO. The responsibility was to notify the customer. We

recognized, through the efforts of the committee, that there could
be improvement in our own system, and this probably applies
across the board in our industry. So we are implementing a revised
system so that when we have a failure or a suspect counterfeit de-
vice, I personally will be notified through the system. We will know
from that system—we are modifying an existing process that we
have to add data so that we can make the determination on where
those parts are used upstream and we can put in place a closed
loop system.

Chairman LEVIN. So everybody in your own company and its
components will know when there is a suspect counterfeit part.

Mr. DENINO. That is correct.
Chairman LEVIN. That was not the case at that time.
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Mr. DENINO. No. We knew that there was a suspect counterfeit
part, and notification had been issued.

Chairman LEVIN. But not to your own—
Mr. DENINO. Not to our own company. To our customer.
Chairman LEVIN. I understand, but inside of your company, you

did not notify the prime which was also a subsidiary of L–3.
Mr. DENINO. That is correct. There was no process in place to

do that.
Chairman LEVIN. That is another process that you put in place

now.
Mr. DENINO. Yes, sir.
Chairman LEVIN. Now, do you know whether or not the reporting

system, GIDEP, was notified of the counterfeit by L–3 Displays?
Mr. DENINO. Yes, they were. A GIDEP report was issued on 12/

20 of 2010.
Chairman LEVIN. So that was put into the GIDEP system.
Mr. DENINO. Yes, it was.
Chairman LEVIN. Do you use GIDEP for every counterfeit you

find or just some of the time?
Mr. DENINO. No. It is not used on every device.
Chairman LEVIN. Why is that?
Mr. DENINO. We will be using GIDEP going forward. As you

have probably seen from the GAO report, there are challenges with
the GIDEP system primarily. GIDEP is not designed for counterfeit
parts. GIDEP handles all sorts of issues and nonconformances on
everything across the spectrum. It is not specific to electronic com-
ponents.

Chairman LEVIN. But it includes—
Mr. DENINO. Yes. It includes.
Chairman LEVIN. And is it now your plan to utilize that system

for every suspect counterfeit part you discover?
Mr. DENINO. We will be using both GIDEP and ERAI.
Chairman LEVIN. But GIDEP you are going to use for every

counterfeit now?
Mr. DENINO. Yes, we will.
Chairman LEVIN. Mr. Dabundo, let me ask you a couple ques-

tions now about Boeing.
Boeing found out about the suspect counterfeit part in the ice de-

tection module on the P–8 in January 2010. On August 17, 2011—
that is more than a year and a half later—Boeing finally notified
the Navy. That in that book of yours, if you need to look at it, is
tab 28. And the notification says, quote, priority critical, and quote,
it is suspected that the module may be a reworked part that should
not have been put on the airplane originally and should be replaced
immediately. So Boeing had known for more than a year and a half
that the ‘‘critical,’’ in its words, problem existed.

Now, why did it take a year and a half to recommend the re-
moval of that part?

Mr. DABUNDO. Sir, if I may walk you through a little bit of the
chronology of that part. As you noted, BAE notified Boeing via a
notice of escape in January of 2010. That notice of escape initiates
the engineering investigation between Boeing and BAE, in particu-
lar, the BCA engineering group. BCA in February initiated a sus-
pect discrepancy report that indicated that there were no safety
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concerns identified with that part and may require correction dur-
ing the service life. So at that point in time, that was the overall
assessment of the part.

Chairman LEVIN. So that you knew it was a suspect counterfeit
part, but you did not think there was a concern about that at that
time.

Mr. DABUNDO. I am not aware if at that time it was a suspect
counterfeit part or a nonconforming discrepant part.

Chairman LEVIN. Well, why would it have been a nonconforming
part? Was it not tested?

Mr. DABUNDO. I do not know the details. I am sure there was
an ATP, a test that is done prior to delivery of the part to Boeing,
but at the time they were doing the engineering investigation as
to the cause of the failure that occurred initially in the BCA factory
in December of 2009.

Chairman LEVIN. Now, before you go on, the notice that I think
you referred to in January 2010 from BAE said that the parts
show, quote, signs of resurfacing. This is in tab 26, by the way—
signs of resurfacing, repainted metal tabs, bent leads, peeling coat-
ing. And they said that the chips were, quote, unacceptable for use
and that BAE Systems recommends replacement of the suspect
components. That is what Boeing was told by BAE. Is that not
enough to test it to see if it is a counterfeit?

Mr. DABUNDO. Well, that was enough to initiate the engineering
investigation that ensued by both the BCA and the BAE engineers.

Chairman LEVIN. And Boeing is BCA. Right? It is part of Boeing.
Mr. DABUNDO. Boeing Commercial.
Chairman LEVIN. I would just as soon use the term ‘‘Boeing.’’
So Boeing then said that what? According to tab 27, it may have

a somewhat lower reliability. Right? So you got your sub saying it
is unacceptable for use. You have got your own engineers believing
it may be less reliable. That is tab 27. And then, nonetheless, you
do not do anything.

Mr. DABUNDO. I think, sir, the pertinent information that goes
with that is in June 2010 when BAE did issue the final service bul-
letin that came out of the investigation, it indicated that there
could be a long-term reliability concern, that it was not a safety
issue, and said to do the rework that was provided in that service
bulletin at customer convenience and customer option. And in co-
ordination with BAE, the BCA final suspect discrepancy report,
which came out in July 2010, indicated that there was no action
required and that the part could be repaired on an attrition basis.

Chairman LEVIN. So you are saying that in June 2010 that BAE
said that there was no need to replace the part? They changed
their mind from January of 2010 when the notice to Boeing said
that BAE Systems recommends replacement?

Mr. DABUNDO. Their verbiage in the draft service bulletin that
was—or I am sorry—the final service bulletin that came out in
June of 2010 indicated it was a long-term reliability concern and
do at customer convenience/customer option.

Chairman LEVIN. ‘‘Do’’ Is that the word?
Mr. DABUNDO. Do the rework that was defined in that service

bulletin at customer convenience/customer option.
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Chairman LEVIN. And the customer’s option was not to replace
it.

Mr. DABUNDO. Correct.
Chairman LEVIN. And then you decided apparently—in tab 28,

Boeing decided priority critical. So you changed your mind. Is that
correct? Take a look at tab 28.

Mr. DABUNDO. I am familiar with—
Chairman LEVIN. It is suspected that the module may be a re-

worked part that should not have been put on the airplane origi-
nally and should be replaced immediately.

Mr. DABUNDO. Right. So that message—
Chairman LEVIN. What changed between July of 2011 when you

decided that you would just, you know, go with it I guess? You
were supposed to give the customer the option, but who is the cus-
tomer here?

Mr. DABUNDO. In that particular case, the customer was BCA,
Boeing Commercial Airplanes.

Chairman LEVIN. And did they give their customer—did the Gov-
ernment ever have the option of replacing this part? Was the U.S.
Government, which was also a customer—was it given the option
of replacing this part? Were they notified of the part?

Mr. DABUNDO. They were notified in August of 2011.
Chairman LEVIN. The Government was notified.
Mr. DABUNDO. The Government was notified.
Chairman LEVIN. By?
Mr. DABUNDO. By Boeing via the message that you were quoting.
Chairman LEVIN. Until then—so it was a year and a half later

now—was the Navy notified for that year and a half?
Mr. DABUNDO. Not to my knowledge, and the rationale for that

was the final disposition that came out of BCA Engineering who
were the qualified folks to make the disposition on that type of
nonconformance was that there was no action required and the
part could be repaired on an attrition basis.

Chairman LEVIN. But the customer was supposed to be notified
and they were not for a year. Right? Is that correct?

Mr. DABUNDO. No, sir. The way that the—
Chairman LEVIN. Let me go through the chronology. The Navy

was notified on August 17th, 2011. Right?
Mr. DABUNDO. Correct.
Chairman LEVIN. This part was discovered by Boeing in January

of 2010. Right?
Mr. DABUNDO. Yes. That is when Boeing was—
Chairman LEVIN. The customer was not notified till August 2011,

and that is the Navy. That is the facts. Right?
Mr. DABUNDO. Correct.
Chairman LEVIN. How do you justify that? You got a critical part

here which by your own notice is critical, but they were not notified
for a year and a half after it was suspected there would be deficient
defective, and as it turns out, a phony part. How do you justify the
year and a half?

Mr. DABUNDO. So again, the way that our commercial processes
work, there is notification made to the end customer, which in this
case would be BDS and the Navy, if there is a safety concern or
a functionality impact. In this case with the IDM, there was not
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a safety concern or a functionality impact associated with the non-
conformance, and so the philosophy that they use in the commer-
cial industry is that the notification occurs when there is an action-
able piece of action that goes to the maintenance departments.

Chairman LEVIN. When there was a notification in August of
2011—

Mr. DABUNDO. Right. So that notification came, I believe, via
awareness to this that came through the Navy talking to the com-
mittee and then the committee talking to BDS. And so that—

Chairman LEVIN. However it came, your notice says that the
part may be a reworked part that should not have been put on the
plane originally. Is that true?

Mr. DABUNDO. That is what that document says.
Chairman LEVIN. Is that a Boeing document?
Mr. DABUNDO. That is a Boeing document, and if you go through

the details of that document, there is conflicting wording in the
message that you are quoting. In the first sentence, it says replace
at next available opportunity, and then in the second sentence, it
says replace immediately. And with that confusing language, we
did go back and verify with the cognizant engineering group, the
experts, BCA in this particular instance, that there were no safety
concerns. It was a long-term reliability issue. Their recommenda-
tion was to repair on attrition, but because of the concerns raised
by the customer, we decided to issue that message to drive a main-
tenance action to move forward and remove and replace that part.

Chairman LEVIN. So you do not agree that a problem which has
not yet appeared and may be a long-term problem represents a
safety concern.

Did you hear the general today tell you that just because there
is a long-term problem, you just do not know when that term is
going to occur? You do not know when the axe is going to fall. You
know that it can meet a current test, but you do not know for how
long. And if it is counterfeit, it could fail at any time. And so the
fact that it meets a current test, if it is known to be counterfeit,
which you guys knew, is not a reason to allow a part to stay in a
plane because it may not fail. It may fail but it may not fail. You
know, you are kind of shooting the dice with the mission and the
lives of our people here. So did you hear what the general said
about your approach that long-term means you can do this even
though it is a counterfeit with all the problems of counterfeit parts
and the likelihood of failure sooner?

Is it Boeing’s position that you are just going to continue the way
you have been going and you are not going to replace counterfeit
parts?

Mr. DABUNDO. We evaluate every nonconformance on a case-by-
case——

Chairman LEVIN. Including counterfeits.
Mr. DABUNDO. It is a subset of nonconformance. Suspect counter-

feit parts is a subset of nonconformance.
Chairman LEVIN. Right.
Mr. DABUNDO. We have processes that have been used on our

products. We have experts who execute those processes. We rely on
those folks to make the judgment calls with respect to these situa-
tions.
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Chairman LEVIN. Now, the Navy told Boeing on October 31st,
2011 that, quote, any counterfeit material received is nonconform-
ing material and shall be immediately reported to the Government.
Do you believe you have a contractual obligation to report counter-
feits to the Government immediately?

Mr. DABUNDO. If there is a safety or a functionality concern, we
would report that to the Navy.

Chairman LEVIN. Only if in your judgment there is a safety con-
cern, which you do not think there is if it is long-term and you do
not know when the axe is going to fall. So if you make a judgment
it is not immediate, it could happen next month, it could happen
the month after, we do not know when it is going to happen, but
you know it is counterfeit. You do not feel you have an obligation
to immediately report that to the Government.

Mr. DABUNDO. I will just again reiterate the processes that we
use.

Chairman LEVIN. No. I want you to just tell me whether Boeing
believes that you have got an obligation, as the Navy says in their
letter to you of October 31st, to immediately report to the Govern-
ment any nonconforming material. Period. They do not say whether
in your judgment it is a safety concern. They say any counterfeit
material received is nonconforming and shall be immediately re-
ported to the Government. You are saying, well, we are not going
to follow that requirement if we in your judgment believe it is not
an immediate safety concern. So that is my question.

Mr. DABUNDO. That statement does not flow from our contractual
documentation.

Chairman LEVIN. And until it does, you are not going to abide
by it.

Mr. DABUNDO. No, sir.
Chairman LEVIN. Pardon?
Mr. DABUNDO. We abide by that for safety-related issues.
Chairman LEVIN. Only if in your judgment it is safety- related,

and if it is a future safety problem and not a current one, in your
judgment, you are not going to do what the Navy says that you
must do which is to report any counterfeit material immediately to
the Government. You just disagree with the Navy.

Mr. DABUNDO. Sir, we received this letter a week ago, and we are
actively looking at the statements that they have made. Our plan
is to engage in discussions on this letter with them to really make
sure we fully understand where they are coming from. And our
track record on the program has been to work with the customer
through these types of things, and I believe that we will do that
in this particular instance.

Chairman LEVIN. Well, let me tell you where we are coming
from. There is no justification—no justification—for not notifying
the Government when you know there is a counterfeit. In fact, I
think by law you are required to do that, by the way. I think we
have a system for it. In any event, you got a customer here, a pret-
ty good customer. It is the Navy. The Navy has told you that they
interpret your obligation contractually to notify the Government
when you have reason to believe that material is counterfeit, and
you got to report it to the Government. I would think just in terms
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of good business practice that you would say, okay, we are going
to report that to the Government.

Now, we are going to try to change the law so that it is not going
to be up to you as to whether or not something represents a safety
concern or not. That has got to be up to the customer, in this case
the Navy, because it cannot be your unilateral decision that, well,
this is not necessarily an immediate safety problem in our judg-
ment. You know, the axe can fall months from now. We do not
know. And we will replace it during our usual service process. It
is not good enough. You got customers here, and the customers ul-
timately are the men and women in uniform. But the Navy and the
other services represent those folks, and if they say that you have
an obligation to let them know immediately of counterfeit parts,
from a pure business practice I would think you should do that.

Now, the contract with the Navy includes a requirement, section
52.211–5, that used, reconditioned, or remanufactured supplies
may be used in contract performance if the contractor has proposed
the use of such supplies and the contracting officer has authorized
their use. Did you ask the contracting officer here to authorize the
use of counterfeit or used parts?

Mr. DABUNDO. No, sir. And that particular clause is something
that is explicitly required of us as to not be flown to commercial
end items, and we did not.

Chairman LEVIN. It does not apply you are saying? That did not
apply?

Mr. DABUNDO. For the commercial end item, it did not apply.
Chairman LEVIN. For commercial. This is military.
Mr. DABUNDO. I am sorry. What is the question?
Chairman LEVIN. This is commercial. You are saying it does not

apply in your commercial contracts?
Mr. DABUNDO. Yes, sir. As I stated in—
Chairman LEVIN. But this is a military contract.
Mr. DABUNDO. The contract between BDS and the U.S. Navy is

a military contract. We obtain the P–8 airframe from Boeing Com-
mercial as a commercial end item.

Chairman LEVIN. What does that have to do with what you sup-
ply the Navy? It says here the Navy contract with Boeing has a re-
quirement that you must propose the use of used or reconditioned
or remanufactured supplies and you must be authorized to do that.
You were not given authority here.

Mr. DABUNDO. Yes. And the way that the FAR’s direct us to im-
plement that commercial contract, they state that we shall rely on
the existing quality system as a substitute for compliance with the
Government inspection requirements and the clause that you are
referring to. And so—

Chairman LEVIN. You shall comply with the current contract—
with the current what system? Read that again. You shall comply
with the current.

Mr. DABUNDO. We shall rely on the contractor’s existing quality
system, in this case our commercial quality system, as a substitute
for compliance with Government inspection requirements.

Chairman LEVIN. And that is unconditional. So in your contract,
it said they are going to rely on your own quality system.
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Mr. DABUNDO. The existing commercial quality system. The dif-
ference in the commercial quality system is they do not notify cus-
tomers of nonconformance unless there is an explicit maintenance
action to be taken or there is a safety concern. And they do that.
They intentionally filter out nonactionable messages so that it is
clear when there is an action to be taken by the maintenance de-
partment.

Chairman LEVIN. The P–8 is built in a facility of Boeing which
is apparently been certified to aerospace standards, the number
being 9100B, which is a widely adopted quality management sys-
tem for the aerospace industry. I think that is the one you are re-
ferring to.

The standard states that nonconforming material—that is surely
the counterfeit parts in the P–8—shall not be used, quote, unless
specifically authorized by the customer if the nonconformity results
in a departure from the contract requirements. And the contract re-
quirements here require new material.

Mr. DABUNDO. In this instance—
Chairman LEVIN. Therefore, you cannot rely on your aerospace

standard 9100B.
Mr. DABUNDO. I think the PC700 is really the FAA approval that

enables us to use the quality system.
Chairman LEVIN. And that quality system allows you to use used

parts—is that what you are saying—without authority from the
customer?

Mr. DABUNDO. It allows us to disposition all nonconformances,
and as I mentioned, the process basically provides information to
the end user when there is an action to be taken.

Chairman LEVIN. And you are saying that the existing commer-
cial rules allow you to use used material without notice to the cus-
tomer.

Mr. DABUNDO. They allow us to use our existing quality system
which does not require notification.

Chairman LEVIN. If that is the situation, number one, I think the
Navy is going to be pretty shocked to hear that you are not going
to let them know about counterfeits.

And second, we are going to change it. I mean, if that is cur-
rently—despite what the Navy says, you are obligated to notify
them of nonconformities, including counterfeits, the Navy is wrong
in their letter to you, and if you want to ignore a customer like the
Navy, go your own way, and argue that, we are going to change
it by law. We have to do it.

Now, do you know whether we paid full price for these used
parts?

Mr. DABUNDO. Yes. BAE is covering the cost of replacing those
parts.

Chairman LEVIN. All right. But did we pay full price originally
for these parts?

Mr. DABUNDO. I do not know.
Chairman LEVIN. Let me read something that Xilinx, which is

the part maker has to say about the part here. I think this is the
best answer to your comment that if you decide unilaterally that
you are going to replace the parts through attrition, that that is a
safe way to proceed. Here is what Xilinx, who is the manufacturer
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of the real parts, has to say about these anomalies and about the
risks of using them.

Number one, that the devices are of dubious origin. These cases
pose a significant reliability risk. There are many potential damage
mechanisms that could have affected the devices. Some of these
could be catastrophic. Others may create a damaged mechanism
that is latent for an undetermined amount of time. The combina-
tion of these events calls into question the integrity of the devices.
Though the devices may initially function, it would be next to im-
possible to predict what amount of life is remaining. That is the
company that made the original parts. It is impossible to predict
what amount of life is remaining—and then they finished—or what
damage may have been caused to the circuitry.

Does that trouble you to hear that?
Mr. DABUNDO. Sir, I am not a reliability expert.
Chairman LEVIN. Well, just as a citizen who cares about men

and women in uniform, does it trouble you that the original parts
maker here says they do not know how long this part is going to
last if it is a counterfeit part? It is impossible to predict what
amount of life is remaining. Some of the risks could be catastrophic
and so forth. Does that not just trouble you kind of as a citizen to—

Mr. DABUNDO. I am a concerned citizen and I am very concerned
about the counterfeit parts problem. In the case of the IDM, there
were people with expertise both at BAE and Boeing who evaluated
that part. Also, in consideration, that part is not a safety-critical
item on the P–8 or on the commercial 737.

Chairman LEVIN. The Xilinx part? They are wrong about—
Mr. DABUNDO. The ice detector module.
Chairman LEVIN. They are wrong about their own part?
Mr. DABUNDO. I am talking about the ice detector module as a

unit on the P–8.
Chairman LEVIN. Are you talking about what Xilinx is referring

to, or do you not know?
Mr. DABUNDO. I am not familiar with the Xilinx—
Chairman LEVIN. With that particular part that they supply on

the P–8. You are not familiar with the Xilinx part on the P–8.
Mr. DABUNDO. No. I believe that is provided to BAE or one of

their sub-tiers.
Chairman LEVIN. And you do not think that that part got into

the ice detection module?
Mr. DABUNDO. I do not know.
Chairman LEVIN. If it did, would that trouble you what I just

read?
Mr. DABUNDO. If it did, it would trouble me and we would want

our engineering experts to assess that part and the associated mod-
ule and make a disposition on it to ensure the safety of the aircraft
was maintained.

Chairman LEVIN. Double check with your engineers and get back
to us, will you, as to whether the ice detection module is a safety
issue or not?

Mr. DABUNDO. I have, sir.
Chairman LEVIN. And they do not think it is a safety issue?
Mr. DABUNDO. That is correct.
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Chairman LEVIN. Why do you think the Navy puts these modules
there if it is not a safety issue? Why are we paying money for an
ice detection module if it does not relate to the safety of the plane?

Mr. DABUNDO. It has got a functionality that is not a direct safe-
ty impact. And sir, they did evaluate the reliability aspects of the
module and its failure mode and effects and determined that there
was not a residual safety concern and recommended replace on an
attrition basis.

Chairman LEVIN. No, I understand all that. You repeated that a
few times. I am just asking you why are we buying the ice detec-
tion module if it is not a safety issue, if it is not for the safety of
the plane and the pilot and the crew? Why are we laying out all
this—

Mr. DABUNDO. It has a function—
Chairman LEVIN.—to Boeing. Why are you taking our money?
Mr. DABUNDO. The ice detection module does have a function

that is not safety-related.
Chairman LEVIN. What is it? What is it for? Just to help steer

the plane? I mean, what is it for?
Mr. DABUNDO. It gives the pilot an indication if there is ice build-

ing up on the exterior of the airplane.
Chairman LEVIN. And does an ice buildup create a safety issue?

Or do your engineers ice buildup does not create a safety issue?
Mr. DABUNDO. I am not an expert in that system, sir.
Chairman LEVIN. You say your engineers have said that ice

buildup is not a safety issue.
Mr. DABUNDO. They have stated that the ice detector module

nonconformance did not create a safety issue.
Chairman LEVIN. Which means in your understanding that ice

buildup is not a safety issue.
Mr. DABUNDO. I cannot make that claim. I am not a qualified

icing engineer.
Chairman LEVIN. Are they making that claim?
Mr. DABUNDO. I do not know. I did not ask that explicit question.
Chairman LEVIN. I would suggest you not make these decisions,

and you are not allowed to make these decisions unilaterally. You
have got to notify the Government when you have counterfeit
parts, and if you think you do not under existing contracts or under
existing laws, then you are either wrong, or I think it is bad busi-
ness to make the argument, or we are going to change it, because
one of those three things, it seems to me, has got to be the case.

Mr. DABUNDO. Sir, we are looking at the counterfeit parts issue
across all the divisions of the company and implementing policies
that will help detect and control those parts.

And I will say we read the Navy’s letter to us loud and clear and
we will engage with them, as we have done in the past, to have
discussions and really understand where they are coming from and
what we collectively need to do to address those concerns.

Chairman LEVIN. Well, it does not sound here like you got a loud
and clear message at all, to me. I mean, you say that it is a loud
and clear message. I thought it is a loud and clear message too, but
I do not think it has been received, other than you are now saying
it is received, from anything you have testified to earlier. It just
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seems to me that you are trying to defend something which is inde-
fensible.

Mr. DeNino, let me get back to you, if you would. When you
interviewed the committee staff, staff asked why it is important for
L–3 to prohibit the purchase of refurbished parts for use in defense
systems. And your answer was, quote, because of the risk, the asso-
ciated risk. Plain and simple, the risk if that part isn’t going to
function the way it is supposed to.

Now, then we asked L–3’s chief engineer for the C–27J program
why they had not recommitted immediately to removing and re-
placing the counterfeit parts on the C–27J, and he said L–3’s ac-
ceptance testing process would show whether a part was functional
or not.

Now, given the risk that you cited, should L–3 not offer to imme-
diately replace suspect counterfeit parts in the display systems
that it sold to the military?

Mr. DENINO. L–3 did offer to replace the parts. We have pro-
vided notification to the customer, and we are working with the
customer to replace the parts. It is not a question of will we. It is
a matter of when and how.

Chairman LEVIN. When did you tell the military again?
Mr. DENINO. I want to clarify that you are talking about the de-

vice on the C–27J.
Chairman LEVIN. Right.
Mr. DENINO. And this was the notification to the customer that

took place on or around September 19th.
Chairman LEVIN. And you are waiting to hear back from them?
Mr. DENINO. I just want to clarify that is the question, that is

the device you are speaking about.
Chairman LEVIN. Yes.
Mr. DENINO. Okay. Yes. I know that our L–3 Integrated Systems

Division is working closely with their customer to work those
issues and to take the corrective action. But L–3 has been clear
with the multiple people that have been interviewed that we will
replace those parts at no cost to the Government, to the customer,
and it is just a matter of working through those issues with the
customer.

Chairman LEVIN. Okay, thank you.
Mr. Kamath, just a few questions for you. I mentioned in my

opening statement that Raytheon manufactures a FLIR, an infra-
red system that is used on the Navy’s SH–60B helicopter for mis-
sile targeting and night vision. The committee’s investigation un-
covered, as I mentioned, a suspect counterfeit electronic part in
three FLIR’s provided to the Navy. We tracked the counterfeit
through this maze of subcontractors and parts suppliers all the
way back to a company called Huajie Electronic Limited in
Shenzhen, and this supply chain is in tab 1 of the binder in front
of you.

Before this investigation, had you ever heard of Huajie Electronic
Limited?

Mr. KAMATH. Mr. Chairman, no, I have not.
Chairman LEVIN. Are you surprised that Raytheon’s supply chain

is as convoluted as this, considering that the parts are destined for
a critical system?
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Mr. KAMATH. Mr. Chairman, I think I would characterize, given
all the testimony we have heard today, it would not surprise me
that there was a supply chain that is convoluted, using your words.

Chairman LEVIN. And is that something that we ought to worry
about?

Mr. KAMATH. Absolutely, yes, sir.
Chairman LEVIN. I think you testified that Raytheon requires all

of its suppliers and subcontractors to purchase parts from the origi-
nal equipment or component manufacturer or an authorized dealer
or to obtain advance permission from Raytheon to purchase from
an independent distributor. Is that correct? I think you testified to
that.

Mr. KAMATH. That is correct, Mr. Chairman.
Chairman LEVIN. And so you are able then to take risk mitiga-

tion measures, additional testing when it knows parts have been
purchased from a source that is not the component manufacturer
or their authorized distributor. The subcontractor who sold
Raytheon the subsystem containing the suspect part failed to seek
permission from Raytheon to buy the part outside of authorized
channels.

I believe that you talked about your experience prior to being
employed by Raytheon, I may say, and seeing factories, huge fac-
tories with 10,000 employees that were set up to manufacture
counterfeit parts. Is that correct?

Mr. KAMATH. Mr. Chairman, as you have heard with other testi-
mony today, it is my observation. It is what I recall from the time
that I visited China, yes.

Chairman LEVIN. And that was before you worked for Raytheon.
Mr. KAMATH. Several years ago and before I worked for

Raytheon, yes.
Chairman LEVIN. Now, well, just tell us in your own words. Is

it a concern to you and should it be a concern to all of us that coun-
terfeit parts are used in defense systems and that they are coming
from China?

Mr. KAMATH. Mr. Chairman, I think our larger concern is that
we have counterfeit parts, period, in the—

Chairman LEVIN. Regardless of where they come from.
Mr. KAMATH. Regardless of where it is coming. I think that was

made clear by all the panelists today.
Chairman LEVIN. I think we would all agree with you. Most of

it comes from China, so that is obviously our primary concern.
But when you were there, did it appear to you that there was

any concern about the counterfeiters being shut down by the Chi-
nese Government, or was it open?

Mr. KAMATH. Mr. Chairman, I mean, it is the same recollection
I think Tom Sharpe had. It appeared to be the same.

Chairman LEVIN. Open.
Mr. KAMATH. Open.
Chairman LEVIN. Raytheon identified to the committee a coun-

terfeit part that was installed on a system that was sold by
Raytheon to General Dynamics. It was intended for the Stryker
mobile gun system vehicle. It costs Raytheon $750,000 to remediate
that counterfeit part. And Raytheon has identified a total of 32
counterfeit parts in its supply chain since 2009. Is that correct?
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Mr. KAMATH. 32 instances.
Chairman LEVIN. 32 instances. More than 32 counterfeit parts.

32 instances?
Mr. KAMATH. That is correct, Mr. Chairman.
Chairman LEVIN. And do you know how much money this coun-

terfeiting has cost Raytheon?
Mr. KAMATH. Mr. Chairman, we have not calculated the number.
Chairman LEVIN. It is a significant amount?
Mr. KAMATH. I have no way to know, sir.
Chairman LEVIN. Now, does Raytheon report counterfeit parts to

GIDEP?
Mr. KAMATH. It is our practice to either issue a GIDEP or to en-

sure that a supplier issues a GIDEP every time we know that there
is a confirmed counterfeit part.

Chairman LEVIN. And does the failure by other companies to re-
port counterfeits into the GIDEP system increase the risk that
Raytheon will inadvertently buy counterfeit parts?

Mr. KAMATH. Mr. Chairman, I think this is a larger issue. I
think we talked about it today. I think the GIDEP is only as good
as its usage by everybody that is a member. I think the consistent
usage of GIDEP certainly makes it a better tool.

Chairman LEVIN. And if it is not used by some people and used
by others, it is less valuable.

Mr. KAMATH. We do not have the value of getting more informa-
tion through the system.

Chairman LEVIN. Now, I talked to you, Mr. DeNino, before about
whether L–3 reports counterfeit parts that they find to GIDEP. I
think your answer was that you do but not 100 percent of the time.
Is that fair?

Mr. DENINO. In the past, that is correct.
Chairman LEVIN. But now you are going to do it 100 percent of

the time?
Mr. DENINO. We are going to use GIDEP.
Chairman LEVIN. 100 percent of the time?
Mr. DENINO. 100 percent of the time.
Chairman LEVIN. And what about Boeing?
Mr. DABUNDO. Sir, I am familiar with the GIDEP process very

top level, but I do not have insight into the detailed workings of
that process.

Chairman LEVIN. And do you know whether that suspect coun-
terfeit part in the detection system was put into the GIDEP sys-
tem? Do you know?

Mr. DABUNDO. I do not.
Chairman LEVIN. It did not, by the way. I mean, we have

checked it out. Boeing did not file a GIDEP report, and I think the
testimony of our witnesses here is that the failure to file a GIDEP
increased the risk that another defense contractor or the Depart-
ment of Defense may inadvertently purchase a counterfeit part. So
I think that is just a fact of life. I mean, would you agree, to the
extent people do not use that system, it is less valuable?

Mr. DABUNDO. Yes.
Chairman LEVIN. Mr. DeNino, let me ask you about something

in your written testimony. I am not sure it was in your oral testi-
mony. I think it was relative to the C–27J. You appear to explain
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the continued use of counterfeit parts by pointing to the screening
of L–3’s display units through acceptance testing or burn-in. And
I am wondering—and I asked this already of Mr. Dabundo—about
General O’Reilly’s testimony this morning. He told us it is just not
enough to hope the parts will be screened out through acceptance
testing. Were you here for that?

Mr. DENINO. Yes, I was, sir.
Chairman LEVIN. He said that some counterfeit parts that in-

clude the correct die but are actually used parts can pass accept-
ance tests, be fielded, and result in a reliability risk. Do you dis-
agree with him?

Mr. DENINO. I do not disagree with that statement.
Chairman LEVIN. Let me thank you all. I think you have heard

a discussion today about the problem which I think that everybody
recognizes as a major problem that jeopardizes the well-being and
safety of our troops and the success of their mission. And we are
going to act I hope in the next couple weeks on the defense author-
ization bill.

I have outlined today what my ideas are and I think there is a
lot of support for those ideas in terms of we have got to have a cer-
tification system in place for parts that do not come from the origi-
nal manufacturer or their authorized dealer.

We have got to do something to inspect parts from China at the
border because they are the predominant source of the counterfeit-
ing and they are obviously not doing anything about it. And I do
not want to rely on them to do something about it.

And we also have got to make it clear that where the counterfeit
parts end up in a system, that it has got to be the contractor and
the contractor’s suppliers that have to be responsible for making
the corrections. It cannot be the taxpayers of the United States.

And so we would welcome any comment that you have either
now or, if you wish, you can make to the committee later about
these suggestions. Feel free to do so.

But I think this investigation and the great work of our staffs
has shown we got a problem. It is a serious problem. We have an
obligation to act, to do something about it. We know that the De-
partment of Defense has been working doing something in the
counterfeiting area for a long time, but we are not willing to wait
any longer. So we will be asking them to help us to put into
amendment form and legislative form the kind of ideas which have
been discussed here this morning.

Again, we would welcome any comment that you might have ei-
ther now or that you might want to submit to the committee in the
next couple days.

So let me close by asking any of you if you would like to com-
ment on any of those suggestions at this time.

Mr. DENINO. We will be providing a comment, and I would just
like to thank the entire committee for their efforts. This is a critical
issue for us, and we look forward to working with the committee
going forward. Thank you.

Mr. KAMATH. Mr. Chairman, the same thing here. I think we
would like to provide comments as quickly as you would like.

Chairman LEVIN. Well, make it within the next week because
this bill could come to the floor within another week.
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Mr. KAMATH. That works for us. We will work with your commit-
tee staff on this.

Chairman LEVIN. Feel free to do so. Mr. Dabundo?
Mr. DABUNDO. Sir, I am going to provide some input beyond the

statement that I made, and we do welcome participating with the
committee to help find good solutions.

Chairman LEVIN. Any comments that you might want to make
on the legislative ways to change the status quo here we would be
happy to look at. But I think you heard a lot of determination on
the part of this committee today that—a lot of shock, frankly. Some
of this is stunning. It is the only word I could use. Some of the
GAO testimony is just absolutely stunning what is available there
on the Internet. Phony numbers will be filled. I mean, these coun-
terfeiters will do anything, obviously. They will stoop to anything.
They will do anything.

And I know you guys got your hands full in trying, even if you
put forth an adequate effort, which I do not think has been the
case, but nonetheless, even if you do put forth an adequate effort
to screen out the counterfeits from these flood of counterfeits, it is
still going to be a challenge.

And so we are going to do everything we can to stymie and stop
this at the source. It is going to be a two-track effort on our part,
and we will welcome your cooperation with both tracks. We will
stand adjourned with our thanks.

[Whereupon, at 3:07 p.m., the committee adjourned.]
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