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OPENI NG STATEMENT OF HON. M KE ROUNDS, U.S. SENATOR
FROM SOUTH DAKOTA

Senator Rounds: Well, good afternoon.

Senat or Manchin, our Ranking Menmber, should be here
shortly. He, unfortunately, had a neeting off the Hill.

Thank you, Senator Blunenthal, for being here. Senator
Perdue, as well. W have a nunber of our other nenbers who
are joining us virtually today.

Today, the Cybersecurity Subconmm ttee wel cones, for the
first time, colleagues to present the findings of the
Cyberspace Sol ari um Commi ssion: our friend Senator King,
from Mai ne, and Representative Gllagher, from W sconsin.
They are joined by fellow Conm ssioner, retired Brigadier
General John C Inglis, Professor of Cybersecurity Studies
at the U S. Naval Acadeny, and forner Deputy Director of the
Nat i onal Security Agency.

Wel cone, to all. Thank you for comng to discuss this
I nportant topic at today's hearing.

I'"d like to extend ny congratul ations, as well, to Mke
Gal | agher and his wife, Ann, on the recent birth of their
baby girl, Gace. Good luck on your greatest adventure yet
and all the amazing nonents yet to cone associated with it.

I'd also like to recogni ze fornmer SASC Policy D rector
Mar k Mont gonmery, who serves -- or who served as Executive

Director of the Comm ssion.
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Section 1652 of the Fiscal Year 2019 NDAA established
t he Cyberspace Sol ari um Comm ssion to study alternative
strategies for defending the United States agai nst nalicious
cyberactivity and advancing its national interests in
cyberspace. Anong the strategies to be eval uated were cyber
deterrents, persistent engagenent, and conpliance with
I nternational norns. The Conm ssion has produced an
| npressive report that advocates a conbination of all three:
deterrence by denial and rapid attribution, deliberate
shapi ng of international nornms through aggressive dipl onacy,
and conti nued persistent engagenent of nalicious cyber
adversari es.

The Conm ssion's report also presents a nunber of
refornms, many in legislative format, for our deliberation.
O particular inmportance are the foll ow ng recomendati ons:
that the Departnent of Defense evaluate the size and
capacity of the Cyber M ssion Forces; that the Departnent of
Def ense takes an expanded role in exercises and pl anni ng
rel evant to protection agai nst cyberattacks of significant
consequence; that the Departnent of Defense and
cybersecurity conpani es hunt on defense industrial base
networ ks; and that the adm nistration establish a National
Cyber Director.

These recommendati ons are val uabl e contributions to the

debate on what policies, progranms, and organi zati ona
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constructs will best advance the Nation's cybersecurity.
am proud that we were able to incorporate 11 of these
recommendations into the commttee mark of the NDAA, wth
several additional recommendati ons which were,
unfortunately, outside of our jurisdiction, but were
i ncorporated | ater on the floor discussion.

While this hearing conmes too late to informthe NDAA
mar k, three objects of the Comm ssion's study remain
rel evant for this subconmttee's oversight of the
Departnent's cyberstrategy and operations, and for the
comrittee's conferencing of the NDAA. First and forenost,
want to discuss the notivations behind the Comm ssion's
recommendat i on and recent annex further detailing the
establ i shnent of a National Cyber Director. Howis the
i nt eragency pl anni ng an executi on process, broken today?

What authorities, especially those relevant to offensive

cyberaction, should be available to the Director? How would

the National Cyber Director act to direct or coordinate

Departnment of Defense action in response to a cybersecurity

i nci dent of significant consequence?

Since its establishnent, this subcomm ttee has focused

on inproving coordi nati on anong the many rel evant entities
Wi thin the Departnent of Defense to assure synchroni zed

efforts in inplenenting and executing their cyberspace

m ssions. | believe that the Principal Cyber Advisor within
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the Ofice of the Secretary of Defense has been particularly
effective at perform ng that particular oversight and
coordi nation role, and advising the Secretary of Defense.
Thi s has been acconplished without the establishnent of a
| ar ge bureaucracy, and wi thout creation of yet another cyber
st ovepi pe within the DOD

In this year's NDAA, we included a provision that
strengt hened the Principal Cyber Advisor's oversight and
coordination role. | also sponsored a provision in the
Fi scal Year 2020 NDAA that added Princi pal Cyber Advisors
for each Service Secretary to provide themw th this
critical coordination asset. The Principal Cyber Advisors
have a departnental or service role, while the proposal for
a National Cyber Advisor concerns a national role. However,
| think there may be sone simlarities between the functions
of the Principal Cyber Advisors and the National Cyber
Director, as envisioned by this Comm ssion. | would,
therefore, appreciate discussion on the simlarities and
di fferences between the roles of the DOD Principal Cyber
Advi sors and the proposed National Cyber Director.

Second, | hope to better understand the recommendati ons
t he Comm ssion provided regardi ng the Departnent of
Defense's cybertargeting. Did the Comm ssion see Cyber
Command' s current plans and operations as matching the

Commi ssion's recomrendati ons in cyber deterrence and
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persi stent engagenent? Did it find the Departnent's
aspirations for persistent engagenent of adversaries to be
realistic?

Finally, I want to hear how the Departnent of Defense
can better execute its mission to protect the Nation agai nst
Russi an, Chinese, Iranian, and North Korean cyberattacks.
What are the Departnent's capability shortfalls? Wat
should its role be in enmergency response actions?

Thank you for your diligent efforts in producing this
report, and for agreeing to testify before this
subconmi tt ee.

And, Senator Manchin, wel come. Senator Bl unenthal sat
in to check and make sure things were working the way they
wer e supposed to. Welconme. And do you have any openi ng

comments, Senator?

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF HON. JOE MANCHI N, U. S. SENATOR FROM WEST

VI RG NI A
Senat or Manchin: Well, Senator Rounds and Senat or
Bl unent hal , thank you very much. | appreciate that.

Thank you, Senator Rounds.

|, too, welcone our witnesses: Senator Angus King, our

dear friend, and Representative Mke Gllagher -- | guess
Mke's -- is he going to be on -- okay -- who served as co-
chairs of the Cyber Sol arium Commi ssion at -- that this

comrittee established in last year's NDAA, and the third,
retired General Chris Inglis, who served as one of the
Conmi ssi on nenbers.

Senat or King, of course, is a distinguished nenber of
this conmttee. Representative Gllagher, | want to thank
himfor his work on this Comm ssion and for your great
service in the House. And Chris Inglis is no stranger to
this commttee, having previously served as the Deputy
Director of the National Security Agency.

Thank you, Chris, for being here, too.

I want to take a nonment and speak about the efforts of
this Conm ssion, why it has been successful, and what
| essons we can learn fromthe future.

A commi ssion of this type is intended not just to
educat e Congress, the executive branch, and the public. The

intent is to forge a consensus on what needs to be done to
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fix the problens the Comrission identifies. However, too
often those recommendati ons are too vague or difficult for
Congress to |legislate on. The Conm ssion spent a | ot of
time and effort turning those recommendations into actual
draft legislation text. This was an i mensely i nportant
decision. If you have to turn an idea into bill |anguage,
you have to really think it through, and the result has to
be conpatible with the main purpose of Congress, which is
drafting | aws.

To be sure, we have had to nodify these
recommendat i ons, sonetines significantly. But, wthout
those legislative drafts, nuch of the Comm ssion's work
m ght al ready be collecting dust on sonmeone's shel f.
Instead, a vast majority of the Conmm ssion's recomendati ons
were included, in one formor another, in the NDAA bills
passed by the House and Senate, including a significant
nunber of recomendations that crossed the jurisdictional
lines of nultiple commttees. This is no nean feat.
Getting approval across nultiple commttees for |egislative
anendnents on the floor of the House and Senate is extrenely
hard, sonething that Senator King and Representative
Gal | agher know very well and were able to do it.

One of the main and nost influential Conm ssion
reconmmendations is the creation of a National Cyber

Director. This recommendation is not popular with the
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adm ni stration. And Senator Rounds and | al so concl uded
that the proposal needed a bit nore polishing by the

Conmi ssion in order to better understand what this
position's role should be. Senator King and Representative
Gal | agher took this on, and, in the last couple of nonths,
have produced a very, very good proposal, which we will talk
about here today. The Comm ssion co-chairs firmy believe
that this position is crucial to integrating the response of
all the departnents and agenci es who have to be involved in
dealing with maj or cyberattacks. W nust have the mlitary
cyberforces, the intelligence collectors, our |aw
enforcenent officers, and Honel and Security operating as a
team bringing all their authorities and resources to bear
to counter an attack. | hope the President and his senior
advi sors can be persuaded to not just accept this idea, but
to enbrace it to inprove our national security.

Wiile I"'mgreatly inpressed with the Conmm ssion's
effort, I do have two concerns | would like to address with
our W tnesses today:

First, the reconmendation to require reporting of all
critical infrastructure entities to the Departnent of
Homel and Security. Wile it's inportant that we do all that
we can to effectively respond to cyberthreats in the
tinmeliest manner, we nust do so without interrupting

establ i shed cyberthreat reporting. As Ranking Menber of the

www.trustpoint.one 800.FOR.DEPO
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Energy and Natural Resources Conmittee, a prinme exanple are
critical energy infrastructure entities. They should stil
report through their established chains wth the Departnent
of Energy, and that intelligence should be nade available to
t he eventual National Cyber Director.

Second, the Conmmi ssion's report explicitly rejected a
nodel deterring maj or cyberattacks on our critical
i nfrastructure by assuring adversaries who contenplate such
actions with an in-kind response; nanely, retaliating
against their critical infrastructure through cyberattacks.
The Comm ssion's report suggests that a retaliatory doctrine
of doing to an adversary what an adversary does to us is
I moral, and even inconsistent with international law. A
strategy of deterrence based on retaliation in-kind,
symretrical against an adversary is the basis of our nuclear
deterrence that has been in place since the end of World War
1. W do not consider this strategy illegal, imoral, or
I neffective. Moreover, the idea that an adversary woul d be
deterred fromhitting our critical infrastructure by a
threat that we would disable their conputers or their
cyberforces does not seemvery likely to me. This is even
assum ng that we will be able to identify and incapacitate
their cyberforces, which, | submt, is an uncertain and
nonment ary sol uti on.

Before turning to our witnesses for opening statenents,

www.trustpoint.one 800.FOR.DEPO
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| will close by noting that the Comm ssion has proposed, and
this conmttee has endorsed, the NDAA, an extension of the
life of the Conm ssion. This was done for the 9/11
Conmi ssion, and | think it is a good idea for Senator King
and Congressman Gal | agher to be able to observe how t he
Commi ssion's work is being inplenented, and to revisit
| ssues that could not be resolved in this year's budget and
| egi sl ative cycle.

Thank you, M. Chairman. And | |ook forward to hearing
fromour w tnesses.

Senat or Rounds: Thank you, Senator Manchi n.

I think the best way to approach this, probably, since

you' ve done a conbi ned opening statenent, which is in the

record now -- Senator King, would you |ike to begin, and
we' || have you and then Representative Gllagher, and then
finish up with General Inglis, if that's -- works, in terns

of how you would |ike to proceed?

11
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STATEMENT OF SENATOR ANGAUS S. KING JR, CO CHAIR
CYBERSPACE SOLARI UM COWM SSI ON

Senator King: Thank you, M. Chairman.

There are so many aspects of this, an opening statenent
could go on all afternoon. |1'mgoing to try very hard not
to make that happen.

Let nme just nmake one point about the pandem c. Anong
all the other things we've learned, | think one of the nost
i nportant things we've |learned is that the unthinkable can
happen. A year ago, we woul d not have contenpl ated where we
are now with a disease that we're having to deal with on a
wor| dw de basis. So it is wth a cyberattack. It seens
unt hi nkabl e, it seens the stuff of science fiction, and yet
it can and it has happened. |In fact, it's happening right
at this very nonent.

Qur basic purpose in the work that we did on this
Commi ssion -- and I'll outline howit was -- how we
proceeded -- was to be the 9/11 Comm ssion, wthout 9/11.
Qur whol e purpose is to avoid not only a cyber catastrophe,
but a death by a thousand cyber cuts. And that's really
what we want to tal k about here today.

The Conmm ssion, as you nentioned, M. Chairman, was set
up alnost 2 years ago in the National Defense Authorization
Act, and our mssion was to devel op a conprehensive

cyberstrategy for the country, and recommend how it should

www.trustpoint.one 800.FOR.DEPO
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be i npl enented. There were 14 nenbers. And | think part of
t he success of the Commi ssion rests upon how it was
structured. There were 14 nenbers: four nenbers of
Congress, and then there were four nenbers fromthe
executive, fromthe rel evant agencies, and six nenbers from
the private sector. W had over 30 neetings. W had 90-
percent attendance at our neetings. W net in this

buil di ng, just downstairs, over and over. W had hundreds

of docunents, w tnesses, and an I nmense anount of literature

search and review of all of the ideas that could be brought
bef ore us on these subjects.

|"mproud to say that the work of this Conm ssion was

entirely nonpartisan. |In fact, to this day, other than the
four nmenbers of Congress whose -- who wear their party
| abel s on their sleeves, | have no idea of the party

affiliation of any of the other 10 nenbers of the

Comm ssion, and | can honestly say that, in all of those 30

neetings, there was not a single coment, discussion,

guestion that suggested any partisan content or any kind of

partisan point of viewin our comrittee's -- in our

Comm ssion's di scussions. Four-hundred interview, we came

up with 82 recommendations; 57, as Senator Manchin

menti oned, were turned into actual |egislative |anguage.
What are the basic principles of the report? They can

be sunmarized in three words: reorganization, resilience,

13
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and response:

Reorgani zation, | think we're going to talk a | ot about
today. How are we organized in order to neet this
chal | enge?

Secondly, resilience. How do we build up our defenses
so that cyberattacks are ineffective, and that that, in
itself, can be a deterrent if our adversaries decide it's
sinply not worth it?

The final is response. How do we develop a deterrent
strategy that will actually work, particularly for attacks
bel ow the | evel of the threshold of use of force? W
haven't had a catastrophic cyberattack, probably because of
the deterrents that we already have in place. The problem
Is, we're being attacked in a |ower-|evel way continuously,
whether it's the theft of intellectual property, whether
it's the theft of the OPMrecords of mllions of Anerican
citizens, whether it's the attack on our election in 2016.
That's the area where we remain vul nerable, and we haven't
devel oped a deterrent policy.

What is |labored -- |ayered cyber deterrence, which is
t he fundanental theory that we put forth? It's to shape
behavior, it's to deny benefits, and it's to inpose costs.

I know that we're going to spend a great deal of tine
in this hearing tal king about the National Cyber D rector,

but 1| do want to address it briefly in these opening

www.trustpoint.one 800.FOR.DEPO
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remar ks.

The m ssion and the structure of the National Cyber
Director is alnost identical of the Principal Cyber Advisor
position that we've created at the Departnent of Defense.
The difference is a w der scope. Just as we were preparing
for the hearing, | nmade a quick |ist of seven or eight or
ni ne Federal agencies, all of which have cyber
responsibility outside of the Departnent of Defense. And
t he fundanental purpose and structure of the National Cyber
Director is to provide a person in the admnistration with
the status and the advisory relationship with the President
to oversee this diverse and dispersed authority throughout
t he Federal CGovernnent. For the sane reason we created the

Cyber Advisor in the Departnent of Defense, we need to do it

nati onwi de. And that's the fundanental purpose. |'msure
we'll be able to -- we'll go into nmuch nore detail on this.
But, before | conplete ny statenent, |'ve got two

witten records. One is a very strong letter fromthe U S.
Chanber of Commerce endorsing the National Cyber Director
position. And the second is the testinony recently in the
House by former Representative M ke Rogers, fornmer chair of
the Intelligence Commttee, who confesses that he has 180-
degrees changed his position on the idea of a National Cyber
Director, from steadfast opposition to very strong support.

|'"d like to i ntroduce both of those docunents into the

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



1 record, with the perm ssion of the Chair.

2 Senat or

3 Senat or

4 [ The information referred to fol |l ows: ]

Rounds:

Ki ng:

W t hout objection.

Thank you.

5 [ SUBCOWM TTEE | NSERT]

10
11
12
13
14
15
16
17
18
19
20
21
22
23

24

Trustpoint.One = Alderson.

www.trustpoint.one
www.al dersonreporting.com

16

800.FOR.DEPO
(800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

Trustpoint.One = Alderson.

Senator King: |1'll end ny conments now, and we will be
able to really discuss nore of the details, particularly on
the National Cyber Director recommendati on, as the hearing
pr ogr esses.

Thank you, M. Chair.

[ The conbi ned statenment of Senator King, Representative

Gal | agher, and General Inglis follows:]

17
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Senat or Rounds: Thank you, Senator King.

Representative M chael Gallagher, | believe you'll be
joining us virtually here. Are you ready, sir?

M. Gallagher: | am Can you hear ne?

[ Laught er. ]

Senat or Rounds: Ah. Just back off a little bit. Hang
on a second. W're going to bring that volune down just a
little bit, here.

Al right, let's try that again.

M. Gallagher: Okay. Hopefully, that's alittle bit
better, not too jarring.

Senator Rounds: Mich, much better. Thank you.

Wl cone.

www.trustpoint.one 800.FOR.DEPO
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STATEMENT OF REPRESENTATI VE M CHAEL J. GALLAGHER, CO
CHAI R, CYBERSPACE SOLARI UM COWM SSI ON

M. Gallagher: Thank you, M. Chairman. And thank you
for, not only your |eadership, but for the kind words about
ny baby daughter. W truly do feel blessed. And, to ny
good friend, Ranking Menber Manchin, thank you, sir, and all
t he di stingui shed nenbers of the conmttee, for allow ng us
to testify on behalf of our report.

| have enornous respect for this commttee in the
Senate, because, before | was a nenber of the House, | was a
staffer in the Senate, which is to say there was a tine when
| actually used to weld real power.

[ Laught er. ]

M. Gallagher: So, thank you for letting nme return to
ny roots in the Senate.

As Angus, ny -- as Senator King laid out, our
adversaries' cyber operations continue to increase in
sophi stication and frequency, creating what is really an
unacceptable risk to our national security. And, given what
we know, the state of our defenses and our adversaries'
intentions, a major disruptive cyberattack to critical
I nfrastructure at this point is alnost sonething to be
expected. And | -- so, therefore, | would say we have no
choi ce but to hope for the best while planning for the

wor st .

19

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

20

And with this in mnd, | wuld |like to enphasi ze at
| east two of our critical proposals as we | ook ahead to the
NDAA conf erence.

First, | strongly agree with ny co-chair, Senator King,
on the inmportance of establishing a National Cyber Director.
The country needs strategic | eadership on cybersecurity, and
we all believe this is the right balance of authority,
responsibility, and necessary prom nence. A Senate-
confirmed National Cyber Director within the Executive
Ofice of the President that w el ds both budget and policy
authority, to coordinate cyber policy across the Federal
Governnment, in ny opinion, and in the opinion of the
Comm ssion, would bring the focus that cybersecurity
desperately needs at the highest |levels of the Federal
Gover nnment .

Secondly, | would like to highlight the necessity for
continuity-of-the-econony planning. W need resilience and
redundancy in our critical infrastructure. And national
resilience necessitates planning. | would submt that the
pandeni ¢ has shown, not only that our econony is vul nerable
to w despread disruption, but to the potential inpact that
econom c¢ di sruption has on Anericans. And, just as we
t hought through the unthinkable in the earliest parts of the
Col d War, so, too, now we need to think through the

unt hi nkable, in terns of how we would rapidly recover in the

www.trustpoint.one 800.FOR.DEPO
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wake of a nmassive cyberattack so that we have the ability to
strike back with speed and agility agai nst whoever chooses
to test us.

| would also say that, to ensure the U S. Governnent
reduces vulnerabilities across critical infrastructure,
Congress nust address a nunber of issues that inpact
mul ti ple agencies that currently work together to protect
our national security in cyberspace. Just a few of our key
recomendations on that front include: one, the
institutionalizing of DOD participation in public/private
cybersecurity initiatives; two, establishing and funding a
joint collaborative environnent for sharing and fusing
threat information; three, establishing an integrated cyber
center within ClSA to host that collaborative environnment
and i ntegrate our seven existing Federal cyber centers;
four, creating a joint cyber planning office; five,
conducting a biennial senior-|eader cyber exercise to test
our plans, playbooks, and integration efforts; and finally,
and sixth, establishing authority for CISA to do threat-
hunting on all dot-gov networks. Al of these provisions
are included in the House version of the NDAA

Per haps our nost inportant conclusion, and what | w |
cl ose on, and a recommendation fromthe Conmm ssion, is that
failure to act is not an option. Wile we've nmade

remar kabl e progress in the last few years, the status quo is

21
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sinply not getting the job done, and the tinme to act is now.
Thank you again for the opportunity to testify before
you today, and for your commtnent to American
cybersecurity.
Senat or Rounds: Representative Gall agher, thank you
very much for your opening statenent.
Now we' || turn to Brigadier General, Retired, John
I nglis.

M. Inglis, please proceed.
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STATEMENT OF BRI GADI ER GENERAL JOHN C. I NGI'S, ANG
(RET.), COW SSI ONER, CYBERSPACE SOLARI UM COWM SSI ON

CGeneral Inglis: Thank you, Chairman Rounds, Ranking
Menber Manchin, and all the distinguished conmttee nenbers,
for the privilege of testifying before you today on the
recommendati ons fromthe Cyberspace Sol ari um Comm ssi on.

| agree with ny fellow conm ssioners that this | ast
year has been, for nme, an honor and the opportunity of a
lifetime to hear fromthe expert counsel of a broad array of
experts in cyber technol ogy, policy, and operations across
the conti nuum of private and public sectors, to include
consi deration of how both allies and adversari es approach
the chal l enge of defining and executing a national
cyberstrategy.

I fully back ny coll eagues here in supporting both the
overall report, to include its 82 recommendati ons, and to
urge you to, in particular, swiftly pass the provisions that
we'l |l probably discuss in great detail today, not |east of
whi ch, the National Cyber Director. To that extent, |1'd
like to focus ny opening remarks on the National Cyber
Director.

This commttee has done nuch to inprove both the
Nation's understanding and the mlitary's preparedness to
deal wth the chall enges of cyberspace, and yet we nust do

still nore, for mlitary cyber power is only one of the many
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i nstruments of power that nust be applied to achi eve our
ainms in and through cyberspace. As you well know,
cyberspace is inextricably linked to every other domain of
human interest, such that, while cyber, conprised of both
technol ogy and the humans who nake use of it, is an
i nstrument of power inits own right, all other instrunents
of power increasingly depend upon a properly functioning
cyberspace for their efficient and effective operation.

The reverse is also true, nanely that the proper
functioning of cyberspace relies upon the effective
enpl oynent of a diverse array of authorities, tools, and
expertise. These tools and authorities are not held by one
person, one organi zation, or one sector, and they do not
self-organi ze into the coherent whole we require to ensure
t hat cyberspace is appropriately robust, resilient, and
wel | - def ended agai nst the increasing threats posed by
transgressors who often operate with inpunity, holding both
cyberspace and, in turn, our nation's security at risk.

Qur adversaries have gone to school on us. They
routinely seize the initiative of choosing the tine, the
pl ace, the manner of their transgressions w thout regard to
I mgi ned or commonly accepted boundari es between the
pervasively interconnected swaths of cyberspace that are,
again, operated by individuals, the private sector, and

governnents, as a collective whole. Absent a consistent,
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proactive, and joined-up effort on our side that gives a
premumto preparation, integration, and coll aboration, we
will fall further behind.

To that end, the United States needs a | eader to act as

the President's principal advisor on cybersecurity and
associ ated energency technol ogy i ssues, and to coordi nate
t he Federal Governnent response. Qur experiencing -- our
experience as a Nation in preparing for kinetic attacks has
richly infornmed doctrine and plans on how the mlitary wll
respond to kinetic attack, to include the supported and
supporting roles that other instruments of national power
woul d play under various scenarios. W're not in the sane
place with respect to cyberattack, where the mlitary
I nstrument may not be the singular, or even the supported,
I nstrunment of national power, |let alone the need to consider
the actions of the private sector, which typically maintains
and operates the front line of cyberattacks as they nmaintain
and operate over 85 percent of what we know as cyberspace.

To that end, there is a rough, but useful, analogy to
be drawn between what we're recomendi ng here, in the
Nati onal Cyber Director, and the Departnent of Defense's use
of the Principal Cyber Advisor and/or even the Chairnman of
the Joint Chiefs of Staff. Both positions are used to
ef fect cohesion anbngst the operational conbatant conmanders

Wi t hout usurping the efficiency execution of the operational
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authority of those comnmanders.

While installing another player, the National Cyber
Director, into the coordination of already conplex cyber
operations could be a concern, | think it's inportant to
note how this functions in the Departnent of Defense.
| mportantly, neither the Principal Cyber Advisor or the
Chai rman of the Joint Chiefs of Staff serve as operational
commanders in their distinct and separate roles. The Cyber
Advi sor ensures coherent planning for cybercapability and
doctrine, and the Chairman ensures the tasking of the
i ndi vi dual conbatant conmanders is nmapped to nationa
strategy, is coherent across COCOMs, and is nmutually
supporting and properly resourced. These are useful force
multipliers for forces that are often outnunbered but never
out mat ched by our adversaries. National Cyber D rector
woul d ful fill anal ogous functions across agencies, simlar
to the role these two roles that are already well -
establ i shed and very useful wthin the Departnent of
Def ense.

Finally, I would sinply note that cyberspace exists
i nexorably in the presence of adversaries. The contested
nature of cyberspace, where the U S. is challenged by
adversaries who can and do attack us on every front -- in
our hones, in our places of business, and within our

critical infrastructure -- nanes -- needs the sanme essenti al
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coherence in national strategy, defined roles and
responsibilities, and in the propensity to coll aborate based
on | eadershi p that connects and supports the various players
to a national strategy.

I would sinply close by saying, while it renains
difficult to propose or to nane the tinme and place adversary
action will take place in cyberspace, we can be certain that
it wll take place. And a failure to warn, prepare, and
respond will result in sure and certain costs that we can
i1l afford in a future where our dependence on digital
infrastructure will only grow. The tine to do act is now.

| close ny opening remarks, again, wth the thanks for
pronoting this hearing and an opportunity to discuss these
in greater detail.

Senat or Rounds: Thank you very nuch for your
t esti nony.

And | think -- let nme begin. | do appreciate the work
that this Comm ssion has done. You've not only started out
Wi th a whol e series of proposals, but, when we asked you to
go back and to flesh out, in particular, the authorities and
responsibilities of what a Cyber Director would | ook Iike, |
have real ly appreciated the responsiveness to -- fromthe
Conmi ssion back to the commttee.

It is our intent to use this information to di scuss and

to, basically, provide information during the markup of the

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

28

reconciliation between the House and the Senate versions of
the NDAA in conference. And the House commttee has l|aid
out what their visionis. And the concern that we had
expressed was one that we believe that the Principal Cyber
Advi sors, as laid out wwthin the Departnment of Defense, have
al l owed for technical know edge and for professional
expertise to be avail able and deliverable to our chief
executive officers immediately, and that, with that
addi ti onal expertise, they could facilitate the use of
cyberactivities, offensive and defensively, where needed.

The concern that we had was that, if, at the national
| evel, you created a silo, a |location where there could be
authority or, for that nmatter, responsibilities and the
ability to sinply have one nore stop along the way in
deci ding before policy could be executed, that we risk
maki ng those cyber responses nore chall engi ng.

Now, the reason why | lay this out for you this is way
Is, is that, over the |ast several years, we have foll owed
what has happened at the executive branch with, originally,
a very well-intended PPD-20, Presidential Policy Directive
Menmor andum 20, which was started in the previous
adm ni stration. Their intent was to find consensus, but,
before cyberactivities would be rolled out. Unfortunately,
in doing so, it becane a consensus, which neant that any one

of a nunber of a different individuals could stop the
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novenment forward of any cyberactivity. That was changed a
coupl e of years ago with the creation of NSPM 13, Nati onal
Security Policy Menorandum 13, in which a clear |ine was
| aid out for the decisionnmaking process on the use of cyber
tools and the availability of cyber for our warfighters.

The reason why | lay this out is, is we were able to,
I n coordination with the executive branch, streamine the
process, so we were actually able, as -- and | wouldn't
di scuss this, except that President Trunp did share a little
bit about it -- 2018 and the fact that we did not have
interference in our 2018 el ection was not by accident, it
was because of the clear capabilities of nmen and wonen of
Cyber Conmmand. And it was because they coul d execute
appropriate cyber policy in an expeditious manner.

What | don't want to have happen in -- is to have
anot her | ayer of bureaucracy get in the way. | think you' ve
done an excellent job of laying out for this subcommttee
your vision of what this would I ook like. But, | think, for
the record, | would ask all of you, Wuld it be your intent
that this Cyber Director be identified as nuch as a
Princi pal Cyber Advisor, simlar to the DOD, versus having
authority, responsibility, and the ability to silo those
areas and create a roadbl ock for cyberactions in the future?

Senat or Ki ng?

Senator King: M. Chairman, | would say that our
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proposal is the anti-silo. The problemis now, as I
menti oned, we've got cyberactivities and planni ng and work
goi ng on throughout the Federal Governnent, and the whol e
idea is to bring sonme coherence and coordi nation to that.

To your specific question, which | think is an
i nportant one, we do not propose that the National Cyber
Director be in the chain of command for cyberactions. |It's
Cyber Conmmand, Secretary of Defense, President of the United
States. W are not talking -- and you used the term "policy
executed" -- we're not tal king about adding a layer, in
terms of execution of policy. W're tal king about adding a
coordi nating function to bring together the expertise
t hroughout the Federal Governnent. And | think that's a
very inportant distinction. That's a totally valid
guestion, but we view this as a bringing-together of a
coherent organi zation with soneone at the top that has
oversi ght and situational awareness of what's going on in
all these different agencies. But, in terns of cyberaction,
such as the action you cite in the 2018 election, this
person woul d be an advisor to the President, yes.

Senator Rounds: And that's what |'mhoping, and that's
what | -- | just wanted to nake it clear so that -- and I'd
sure |like to have Representative Gllagher concur with that,
If he's available, as well.

M. Gallagher: | do concur with what Senator King
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expressed. And | think | speak for the whol e Comm ssion
when | say the intent of this proposal was to build

I nteragency integration and not to add bureaucracy. |

think, M. Chairman, you did a great job of laying out how
far we've cone in recent years on the offensive side. Aot
of this starts 2 years ago with the provisions we put in, as
Congress, to make cyber surveillance and reconnai ssance a
persistent mlitary activity and traditional mlitary
activity.

Senat or Rounds: Correct.

M. Gallagher: NSPM13 is laid on top of that. And
one of the -- | think, the primary val ues of NSPM 13 is that
It just establishes clear authority. R ght? As ny good
friend Senator King continually rem nds ne, you al ways want
one throat to choke, one person to keep accountable. And I
think our vision for this was to provide the President with
that person primarily on the defensive side.

Now, the final thing I'd say is just to confess, ny
bias when | cane into this was to resist the creation of new
agenci es and, you know, positions. And largely, | think, we
have avoided that. But, with this, |'ve cone to believe
It's actually the | east bureaucratic option. One option
woul d be to create a separate agency entirely. | think
that's pretty bureaucratic. But, doing nothing | actually

think is the nost bureaucratic option, because | think it

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

will lead to a catastrophic cyber incident that will require
in layering on of new agencies and positions in response to
that. And so, we really want that National Cyber Director
to get to the left of that cyber boom by coordinating and
advising the President primarily on the defensive side of
t he equati on.

Senator Rounds: Geat. And thank you very much.

And |'m about out of time, but, M. Inglis, what would
your -- very quickly, what would your thought --

CGeneral Inglis: | would say that -- | think | speak
confidently -- the Conm ssion would support your sense of
t he substance and the spirit of the National Cyber Director.
The National Security Advisor is busy. He doesn't have the
time, or she doesn't have the tine, to, on a daily basis,
try to figure out what our overall strategy is, vis-a-vis
cyber. And, much like this comrmittee has reconcil ed how we
think about the mlitary instrunent of cyberpower, what we
asked, | think, 2 years ago, was, of the Nation, Wat is the
context of the application of the mlitary instrunment of
cyberpower? Is it atraditional mlitary instrunment --
traditional mlitary activity, or not? Gve us the
expectations of what, then, it mght do, and then let us go
do it. | think the National Cyber Director needs to treat
all the instrunents of power in the sanme way: provide

context, provide expectations, and allow the depth of

32

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

33

expertise to then do that in a distributed fashion.

But, absent the sense of the context or the fabric,
what we'll have is a series of stovepipes that actually are
a jazz band that makes no nmusic worth listening to.

Senat or Rounds: Thank you.

Senat or Manchi n.

Senator Manchin: Thank you, M. Chairman.

And | guess, to Senator King and to Congressman
Gal | agher and to CGeneral Inglis, |I'munderstanding that the
way we have the 17 different intelligence agencies -- and |
woul d assune every intelligence agency has its own cyber --
| know that the FBI has a cyber center for |aw enforcenent,
DHS has a cyber center for dealing with cyberattacks on the
honel and, DOD, and on and on. So, you're saying that this
one person would be gathering all the information. So,
think, if we have a credible threat to the honeland, if we
have a credible threat, they all would have to interact, |
woul d assune, and agree that this is a valid threat to
present. Is that the way it's done now, or is it,
basi cally, just each one taking their own different
direction and shot at how they're going to --

Senator King: Well, we've --

Senator Manchin: -- counter this?

Senator King: Different agencies have different

responsibilities. In addition to the ones that you
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menti oned, other -- the other agencies that have cyber
responsibilities are FERC --

Senat or Manchin: Sure.

Senator King: -- the EPA, the Departnent of Energy. |
mean, it's just so broad. And what we're tal king about is
having an office -- and not a big office. W tal ked about
the possibility, as Representative Gall agher nentioned, of
creating a new departnent, but we thought that was too
bureaucratic, too heavyhanded, and woul d take too | ong.
This is a position that's -- there are really two nodels for
the position we're tal king about. One is the Cyber Advisor
in the Departnent of Defense. | think that's an al nost
exact anal ogy, because it was created because there was too
many noving parts in the Departnent of Defense. There
needed to be a coordinator. The other nodel was the U. S.
Trade Representative, Ofice of Managenent and Budget, the
Drug Ofice, and -- | can't think -- | think there's one
other. But -- Science Technology, that's right. And these
are all presidential -appointed, Senate-confirned, and it
provides themwi th the status and the ability to have sone
authority -- and budget review authority is part of it --
over the range of cyber-involved agencies in the Federal
Gover nnment .

Senator Manchin: Wo do these agencies report to now,

Senator? Right now. Who do the heads of these agencies,
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when there is a cyberattack --

Senator King: Wll, they -- they're -- they would
report directly to the President. There's no cyber
coordinator. That's the whole problem

Senator Manchin: So, this is, basically, the
coordi nator you're tal king about.

Senator King: Yes. And there was a cyber -- one of
the argunents is, well, this was -- traditionally been a
position in the National Security Agency as an appoi nted
position by the National Security Advisor. The problemwth
that is, it's at the whimof any particular --

Senator Manchin: | gotcha.

Senator King: -- National Security Advisor. Two years
ago, this position was elimnated by the then Nati onal
Security Advisor. That's why we're saying, let's elevate
this to the status and the organi zational status that it
needs in order to be effective to defend the country.

Senator Manchin: General Inglis, being the mlitary
person you are, the Comm ssion report specifically rejected
the idea of deterring cyberattacks on critical
infrastructure by threatening retaliation against the
attacking country's critical infrastructure. So,
understand the desire to be reserved, but how do you feel
your -- this recommendation is going to be adequate to

deter?
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General Inglis: Well, first, if | mght go a half-step
back and answer anot her question that you asked --

Senator Manchin: Ckay.

General Inglis: -- which was a concern about whet her
sector-specific agencies mght then be thwarted in the
intimate and direct relationship they have, very profitably,
in terns of outconmes, wth their respective sectors. The
Comm ssion actually is with you on that. W actually want
to strengthen the sector-specific agencies' relationships
and allow them as representatives of the governnent, to, on
their various faces, continue that strength. And so, the
Nati onal Cyber Director should benefit fromthat, but never
constrain that; should, essentially, take advantage of that.

To your question about whether the Conm ssion believes
it is appropriate or inappropriate to attack the critica
infrastructure of other nations, | think that our views on
that are perhaps nore nuanced than a yes or a no. W would
start by, first, saying that we believe, as the United
States has long attested, we will follow international |aw,
and we will adhere to the gl obal standards of nornal
behavi or that we attested to in 2015 through the auspi ces of
the State Departnent, that we wouldn't, in peacetine, attack
the critical infrastructure of other nations. That being
said, in wartine, it is a political decision of the

| eadership of this Nation to determ ne, with necessity and
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proportionality, how we should array the various instrunents
of national power that we bring to bear. And so, we
shouldn't be in a place where we never say never, we just
need to follow the rules of proportionality and necessity
and the international |aws that govern such things.

| would offer, though, that it's often a discussion
that takes place with respect to the use of force or arned
attack. And what we have found is that our adversaries are
operating well below that with inmpunity; essentially, like
termtes in the woodwork --

Senat or Manchin: R ght.

Ceneral Inglis: -- as opposed to this flash and bang
that m ght kind of be effected through kinetic weapons.

Senat or Manchin: | gotcha.

CGeneral Inglis: Wat we then have to address is
whet her or not our adversaries are taking inappropriate
advant age of our either conplacency or perhaps our inplicit
tol erance of theminserting thenselves into our critical
i nfrastructure, and how do we stop that. You know, | think
that there are an array of --

Senat or Manchin: Yeah.

General Inglis: -- nmethods, sonme of which include
cyberpower. But, the use of diplonacy, the use of | egal
nmet hods, the use of, perhaps, public sham ng, all of those

need to be brought to bear to stop that and to hold them at
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risk in ways that follow international |aw, that use
necessity and proportionality.

Senat or Manchin: If | could ask one final question to
Congressman Gal | agher.

Congressnman, | think, in your opening statenents, you
all have laid out a significant nunber of Conmm ssion
| egi sl ati ve recommendations. Am| correct that each of
t hese recommendati ons that you described appear in sone form
in either the House or Senate NDAAs, and they'll be part of
the issues in play in our conference of the NDAA? So, it's
-- the Conmi ssion's report, the recommendati ons you nake,
are they in both?

M. Gallagher: There were --

Senat or Manchin: Congressman Gal | agher?

M. Gallagher: Yeah, there were six specific
recomrendations that | tal ked about that were -- are in the
House version of the NDAA, but not in the Senate version of
the NDAA. And | brought that up just to urge the Senate to
consi der the House equities when we're in that discussion.
And | believe there is sone ongoi ng debate about our
continuity-of-the-econony proposals. And | understand, for
various jurisdictional issues in the House and the Senate,
there are sone other reconmmendations that nmade it into
neither report. But, we feel fairly good about just the --

sort of the baseline of what nmade it into either the House
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or the Senate, and hope there is a, you know, collaborative
approach in the conference commttee processes.

Senator King: Senator Manchin, | can present to the
comrittee a chart that exactly answers your question. There
are 12 of our provisions in the House National Defense Act
that aren't in the Senate version. Ckay? There are 12 in
the House that aren't in the Senate version. There are 11
i n both the House and the Senate versions. So, they match.
And then there are six in our version that aren't in the
House. So, all together, let's see, we've got 29
provi sions, of which 11 are in both and another nore than a
dozen can be, and hopefully will be, resolved in the
conf erence.

Senat or Manchin: Are they outside of the jurisdiction?
Is that the problemthat we have? Sone of those are outside
the jurisdiction?

Senator King: No, these are all, we believe, close
enough so that --

Senator Manchin: So, they can be considered in to the

Senator King: Yes.

Senator Manchin: -- conferees.

Senator King: Yes. Yes, sir.

Senator Manchin: You think that will all be -- all 29
will be in play.
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Senator King: Yeah. So, they're in the bill. And we
hope that they can resolved so that as nmany as possible -- |
nmean, you know - -

Senat or Manchin: Yeah.

Senator King: -- we all know what happens with
Commi ssion reports. And we were determ ned to not have that
happen.

Senator Manchin: | gotcha.

Senator King: And that's why we actually drafted

| egi sl ation rather than just give you ideas. And so, if we

can finalize these docunents in the -- these anendnents in
the bill as it cones out of the conference commttee, we
w ||l have done well nore than half of our tota

reconmendat i ons.

Senator Manchin: Thank you all. | appreciate it very
much.

Senat or Rounds: Thank you.

And -- yeah, just in |ooking back over the nunbers of

-- that I've got in front of ne, it's been great to see the
nunber of themthat were actually put into the -- this
subcomm ttee's mark, and then the other three that were
added on the floor. W couldn't do themin subcommttee,
because of jurisdictional issues, but -- so, that was good
to see, | think, 14 total com ng out of the Senate, and then

hol ding a spot for the discussion on the National Cyber
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Director position, as well. So, | think the comrmttee has
been very successful, and you've done sone great worKk.

Just to followup a little bit, | did start out -- when
| first got onto this commttee, | was very interested in a
Nat i onal Cyber Advisor of -- or National Cyber Director.
Then | kind of cane around a little bit, saying there -- the
one thing I was concerned about is, is that things were
starting to work within the Departnent of Defense. W were
actual Iy having some novenent forward, getting sone things
done, and | was concerned that we not create any silos. And
|"'mvery happy to hear all of you indicate the sane, that it
I's not the intention, and the |egislation should not be
there, to create that. But, there is clear evidence that
t he Congress has, in the past, asked for Senate-approved
menbers to advise the President or to participate in the
executive branch. And | just thought |1'd take a m nute just
to make that point here.

Exanpl es of such positions that currently exist, that
Congress has put into law, top | eaders of the Ofice of
Managenment and Budget, the Director, the Deputy D rector,
the Deputy for Managenent, the Controller, the Ofice of
Federal Financial Managenent, OVB; Adm nistrator, Ofice of
I nformati on and Regul atory Affairs, OVB; Adm nistrator,

O fice of Federal Procurenent Policy, OVB;, Director of

Ofice of National Drug Control Policy; top | eaders of the
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O fice of Science and Technol ogy Policy, including the
Director and the Associate Directors; Intellectual Property
Enf or cenent Coordi nat or; Chairman, Council of Econom c

Advi sors; Chair and Menbers, Council on Environnenta
Quality; top | eaders of the Ofice of the United States
Trade Representative, including the United States Trade
Representative, Deputy United States Trade Representatives,
Chi ef Agricultural Negotiator, Chief |Innovation and

Intell ectual Property Negotiator. And | understand that,
really, a ot of the | anguage that you've put into this
proposal conmes fromthe |egislation authorizing and
directing the United States Trade Representative, as well.
So, there is a format that's been followed here that we can
| ook at to see whether it's successful, or not, in terns of
advi sing the President of the United States.

So, | think you' ve done your work on it. And nost
certainly, I'd -- if there's any part of it, as | say, that
we were concerned with, it was that we make sure that we
al l ow what is working within cyber operations of the DOD to
continue to work, and that we not create any other silos.

The other thing the conmttee -- that the commttee
tal ked about a little bit was the direction with regard to
our activity in cyberspace, whether there should be -- you
know, what type of deterrence should be used, whether we

shoul d be putting nore enphasis on defensive activity,
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making it nore difficult for our adversaries to get in. And
|"d just like to take just a m nute, because | -- just to
give you the opportunity to share a little bit about your

t houghts regarding the operations in cyberspace. You' ve got
air, land, sea, space, and cyberspace. And nost certainly,
t he nost inexpensive of any to get into and to create havoc
everypl ace el se is cyberspace. W have to be on top of our
game. Can you share with nme a little bit your thoughts
about the questions, concerns that your Conm ssion found or
that you wanted to express and maybe haven't had the
opportunity to do so, so far?

Senator King: Thank you, M. Chairman.

And there are a couple of aspects. One | want to touch
on very quickly. One of our nmjor recommendations, which
isn't before this conmttee, but -- is for the creation of
an Assistant Secretary of State for Cyber, because
I nternational norns and expectations are an inportant part
of this discussion. And if we're not at that table, we can
| ose -- when they are tal king about standards or whatever,
this is a place where we've |ost sone ground. So, that's

one of our recomendati ons.

But, | think the -- what I'd |like to say about the
deterrent issue is that this was a -- there was a great deal
of discussion about this, and it grow -- it grew, for ne,

out of many of the hearings that you and | have sat through
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over the last 4 or 5 years, where we haven't had a deterrent
policy. W' ve been purely defensive. And what we are
saying is that there's a level -- everybody knows that there
woul d be a response if there was an attack on critical
i nfrastructure. But, the question is, \Wat happens if
there's an attack on our election, or what happens if
there's wholesale theft of intellectual property? Wat's
t he response? And because there hasn't been, and because,
as you point out, this is a cheap way to nmake war, then
we' ve becone a cheap date. W' ve becone an easy target.
And what the Conm ssion suggests is, there needs to be a new
declaratory policy that there will be a response. It my
not be cyber. It may not be kinetic. It may be sanctions.
It may be any part of the national power toolkit, but that
there will be a response.

And anot her sort of winkle of this that's very
I nportant is, 85 percent of the target space in cyber is in
the private sector. It's not the Arny and the Air Force.
They will be under attack -- cyberattack. But, the target
space is in the private sector. And that's where we have to
really develop relationships. This is a whole new way of
t hinking. One of the things we tal k about is the
intelligence agencies being able to share with the private
sector what they're |earning about cyberattacks on SCADA

systens at power plants.
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So, you're absolutely right, the discussion of the
deterrent idea was an essential part and a | ot of discussion
in the Comm ssion, but we concluded that there had to be
sonme deterrent. It can't sinply be defensive, patching,
make it nore difficult, cyber hygiene. Al those are
i nportant, but we wanted our adversaries, when they're
contenplating a cyberattack on the United States, to say,
"But, what will they do to us?" W want that to be part of
their risk cal cul us.

A formative nonment for ne was when we were interview ng
the head of NSA, 3 or 4 years ago in this conmmttee, and |
asked himif there was any deterrent to the -- a foreign
adversary taking these kinds of actions. And his answer,
|'ve never forgotten, was, "Not enough to change their risk
calculus.” And that, to ne, is a -- is an adnonition and a
warning to us that we have to, not only defend oursel ves,
but we -- our adversaries have to know that we can and w ||
respond in such a way as to make themregret their attack.

Senat or Rounds: Thank you, sir.

I"'mgoing to turn it over to Senator Manchin.

Senator Manchin: M. Inglis, one of the Comm ssion's
recommendations that was included in the Senate NDAA is to
have the Defense Departnent carefully and conprehensively
assess whether the Cyber M ssion Force, our mlitary

cyberforces, are rightly sized. W included the
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recommendation in our bill, and it is inportant. Frankly,
this mssionis so new, and we had to create everything from
scratch 10 years ago. No one really knew how many people it
woul d take to performthis mssion, or even, really, the
exact mx of skills we needed to get the job done. But, as
you know, we al so realized that Cyber Command can only get
after targets, and clever people can figure out to get

I nside that target through cyberspace and, if we have
infrastructure in the right places, to get access to it.
These are really high-end skills, and enabling accesses
requires a lot of smart planning by a | ot of snart people.
If you don't have the accesses to mlitary targets, adding
nore cyber units are not going to acconplish nuch.

So, ny question is, Did the Comm ssion exam ne whet her
Cyber Conmmand has difficulties recruiting, training, and
retai ning enough people with the requisite skills to
generate accesses to support an expansion of the
cyberforces?

General Inglis: | think that we did | ook at that,
nationally and then within the various conponents that
constitute those who enpl oy cyber workers within the United
St ates Federal bureaucracy. Qur sense of United States
Cyber Conmand is, they've done a great job within the
authorities that they have of recruiting, training, and

devel oping for careers the people necessary to do the work
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that they do. But, as you well know, those forces were set
in size in the year 2013. | think we're sitting nowwth a
conbi ned size of that force, the actual, kind of, pointy-end
of the force, about 6200, 133 teans, sized in a tinme and
pl ace when our sense of how we use mlitary cyberpower was
different, in a time and place when the sense of where that
shoul d be used was different. It's tinme to review that.
It's time to take a | ook at that.

But, to your point, we need to also, at the sane tine,
make sure that we've done everything necessary to create a
bi gger pie fromwhich we can recruit, and, once we recruit,
to focus hard on: How do you retain those peopl e across
careers in cyber disciplines?

Senator Manchin: If | could follow up with Congressman
Gal | agher on that.

Congressnman, your Comm ssion did make a recommendati on
t hat you have not enphasized here today, or Senator King,
and, | assune, because it did not get nuch serious
consideration here in Congress. That recommendation is that
t he House and Senate shoul d establish select conmttees on
cybersecurity, with nmenbers drawn nostly fromall the
comm ttees, and each nenber that has significant
jurisdiction over our national cybersecurity problem So,
maybe next year you can give it another try and see if that

goes anywhere. |If you want to comment on that, |'m happy to
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hear .

M. Gallagher: Well, | understand the difficulties of
trying to reformcommttee jurisdiction in both the House
and the Senate. W viewthis as a critical recommendati on.
It was one that we spent a ot of tine debating as -- just
as we want that single point of focus within the executive
branch, that person who wakes up every single day thinking,
How can we defend the country in cyber? So, too, | think we
want a repository of legislators who have the ability to
devel op true cyber expertise, can hold that person, as well
as the other people in the executive branch that work on
this issue, accountable, and just creates a space where the
executive branch and the | egislative branch can work
together to keep the country safe. So, | understand the
difficulties of this proposal, but | viewit as necessary.
It's one drawn from Congress's own history of creating
per mmnent select commttees on intelligence.

The final thing I'd say, Senator, is that | think the
nost forceful advocate for this proposal was ny coll eague in
t he House, Congressman Ji m Langevin, who presumably has the
nost to lose, jurisdictionally, given that he chairs the HAS
Subcomm ttee that is anal ogous to your conmttee, and
therefore -- but, you know, mght |ose sone jurisdictional
power. But, he feels very strongly about this proposal, as

wel | .

48

www.trustpoint.one 800.FOR.DEPO
www.aldersonreporting.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

Trustpoint.One = Alderson.

49

Senat or Manchin: Thank you.

And, Senator King, you mght want to follow up, if you
will, real quick, on -- let nme ask you sonething el se.

Senator King: Well, first, | wanted to --

Senat or Manchin: kay.

Senator King: -- followup. | think, toillustrate
the difficulty of the congressional organization, in order
to get -- | gave you the list of those anendnents that had
been cleared and put in -- we had to get 180 cl earances from
both sides on nmultiple commttees and subcomm ttees. |
mean, that gives you a flavor of how bifurcated -- there's
got to be a word -- fractioned, or fractured, the
congressional process is. So, that's sonmething that we're
going to continue to work on.

The analogy is, the Intelligence Conmttee, which was
created in 1976 for the sane reason, there was a realization
that intelligence was scattered throughout the Federal
Gover nment and t hroughout the Congress, responsibility, and
It made sense to put it into one set of expert hands. And
that's the origin of the Intelligence Conmttee. W think
the same thing should be done here, and I'Il continue to
pursue the idea.

Senator Manchin: Wth all the expertise you all had on
your Conm ssion -- it seened like you had a wi de range of

people comng fromdifferent wal ks of life that had
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expertise to add -- what was the greatest concern, if we can
tal k about -- maybe we can't in this type of a setting --
but, the greatest concern you had with our cybersecurity

ri ght now, and what our adversaries are trying to do to us
on a daily basis, of the vulnerability we m ght have that
you was really concerned about? O did all of you agree you
had one highly concerned sector of our society that was

vul ner abl e?

Senator King: | can't identify one sector, but
critical sectors, one that doesn't get enough attention, is
water. Qur water system there are sonething |ike 50,000
different water conpanies --

Senat or Manchin: Yeah.

Senator King: -- in the United States, and there are
vul nerabilities there; all of our financial system our
t el ecommuni cati on system of course, electrical energy. And
this is ongoing. W've talked to utility executives, for
exanpl e, one of whomtold us his systemwas attacked 3
mllion tinmes a day.

Senat or Manchin: Jesus.

Senator King: Three million tinmes a day. And that
gives you the range. Banks, | know, the sanme -- | don't
know if it's the same nunber, but hundreds of thousands of
times a day. So, this is an ongoing threat, not only from

State actors, but frommalign actors who are doi ng
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ransomnar e, sometines they're just garden-variety crooks,
but they're also people that want to underm ne our society.

So, | can't give you one specific target that we nost
worried about. | think our worry was that we just didn't
feel that the country was adequately prepared for what
could, and likely will, happen.

General Inglis: And, sir, could | speak to that, too,
then --

Senat or Manchin: O course.

General Inglis: -- you know, building on that, just to

say that there is the insidious threat, which is that our
concern was that our adversaries -- whether they be
crimnals or nation-states, or those in between, it could
beat one of us, wi thout garnering the attention or the
response of the rest of us. W actually have a situation
where we' ve been divided, and we're sl owy being conquered
one at a tinme, "The hole's not on ny side of the boat,
therefore I"'mnot going to help you kind of patch the hole
on your side of the boat."

Qur viewis -- and you won't find this line in the
report, but if |I was stuck in an elevator with sonebody and
had 10 seconds to get out, what we propose is that, if
you' re an adversary in this space, henceforth, you're going
to have to beat all of us to beat one of us. That actually

derives fromusing all of the talent, all of the expertise,
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all the authorities that we already have in a nore coherent,
nore joi ned-up fashion, preparing as one, applying those
resources as one, such that, when we execute this in a
di stributed fashion, nuch |like the Departnent of Defense
has, we're giving the freedomto operate, we know that we're
operating according to sonme |larger strategy, consistent with
sone | arger purpose, and that we're hel ping whatever is to
the left of us, to the right of us. That's a fundanent al
problemfor us at this nonment in tine.

As we made the rounds over 400 different engagenents,

nost of those in the private sector, we heard tinme and again

fromthe private sector, "I like the part of governnent that
| have an interaction with" -- maybe it's a sector-specific
agency -- "but I'mnot sure | know what the governnent
strategy overall is. The governnent's not joined up and,

therefore, not in a position where it can be a viable
col |l aborator with ne, the private sector, who is bearing,
then, the burden of this, kind of, transgression after
transgression.” They want the governnent to be joined up,
they want it to be coherent, they want it to be a viable
partner at the same speed that they enjoy on the edge that
t hey approach that governnent.

Senat or Manchin: Thank you.

Senator Rounds: Look, | want to take this tinme to just

say thank you to all of our participants. This is critical,
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that we get this right. Today, | think there's an
under st andi ng, sonehow, that the Departnent of Defense has a
role to play with regard to comng in and working internally
within the United States to defend, and yet they can't
really step in unless they coordinate with Honel and.
Honel and, basically, requests, and then DOD can, but it's
almost like if -- in terns of an anal ogy, if you have
archers on the outside shooting arrows in, you can work al
day at trying to catch each arrowthat's comng in -- and
you're talking mllions of them-- or at sone point, you
have to go after the archer. And the challenge on it is,
defensively and offensively, how do you do that in the best
way possi bl e?

| can't say enough about how inportant | think it is
that the work that you've done on the Conm ssion be
recogni zed, and that we do our best to incorporate what we
can into the NDAA

The second piece that |I think we have to recognize --
and | want to thank Senator Manchin for being here today --
we had a nunber of other nenbers who were here early on, and
then had to leave. |It's nultiple neetings at the sane tine.
But, we shouldn't |eave w thout recognizing how far our
cyber teans have cone in just the |last few years. And the
way in which General Nakasone and those teans have really

stood up what has been an inpressive series of achievenents,
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both of fensively and defensively, and yet they will tell you
it's still so much nore work to be done. And so, everything
we can do to provide themw th the tools that they need and
the correct public policy that they need in order to do
their job, the better off we're going to be. And every

ot her domai n, whether you're talking air, |and, sea, space,
all of them are dependent on our ability to protect themin
cyberspace, because it's all connected. And it's the |east
expensive way for our adversaries to get in and actually do
damage in any one of the other domains. And so, we have to
pay attention to it.

And | think the work that you' ve done is to be
conmmended, and we appreciate your tinme today.

Senat or Manchin, any final thoughts?

Senator Manchin: No, | appreciate all the work. |
know there's an awful |ot of effort that you all have put in
this for quite sone tinme, and | appreciate it very nuch.

And, having served with Senator King on Intel
Commttee, it's kind of opened our eyes. There's a |ot of
concerns we have. And we're still very good at what we do,
but we can be a |lot better and nake sure that we can protect
the Anerican people the best we can.

My only thing was -- | was wanting to ask the question
on -- do you see the private sector starting to harden up a

little bit? Are we comunicating with themwell enough to
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| et them know they have a responsibility to harden up, also?

Senator King: The answer is yes. And | would include,

when you say "the private sector,”" also the States, the

public -- the election system for exanple.
Senator Manchin: Are they looking to us -- | guess,
Senator King -- are they looking to us, basically, to do it

all for them or do they understand they've got to cone to
the table, too?

Senator King: No, no, they're very nmuch engaged in
their own --

Senat or Manchin: kay.

Senator King: -- in their own processes. But, as |
said, this -- because 85 percent of the target space is the
private sector, and the Chairman, in his very opening
remarks, said that we're here to defend the Nation. W' ve
got to help defend them but they have to --

Senat or Manchin: Yeah.

Senator King: -- do their part.

Senat or Manchin: Yeah.

Senator King: Building those relationships is very
much a part of what we're trying to establish. And it's
happening, | can assure you. But, we're not there yet.

Senator Manchin: Thank you all.

Thank you very nuch.

Senator Rounds: Wth that, | would like to say thank
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you to our witnesses today: Senator Angus King, The
Honor abl e M chael Gall agher, and Brigadi er General John
Inglis, Retired. Thank you, to all of you, for your
t esti nony.
And, with that, this subcomrttee neeting is adjourned.
Thank you.

[ Wher eupon, at 3:43 p.m, the hearing was adjourned.]
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