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OPENI NG STATEMENT OF HON. M KE ROUNDS, U.S. SENATOR
FROM SOUTH DAKOTA

Senat or Rounds: Good afternoon.

The Cybersecurity Subcommittee neets this afternoon to
receive testinmony on the Departnent of Defense’'s role in
protecting the U S. election process.

The wi tnesses are M. Bob Butler, Cofounder and
Managi ng Director of Cyber Strategies, LLC Adjunct Seni or
Fel low at the Center for a New Anerican Security; Senior
Vice President of Critical Infrastructure Protection
Qperations for AECOM M. Heat her Conley, the Senior Vice
President for Europe, Eurasia, and the Arctic and Director
of the Europe Programat the Center for Strategic and
International Studies; Dr. R chard Harknett, head of
political science at the University of Ci ncinnati and a
former scholar in residence at U S. Cyber Comrand and the
Nat i onal Security Agency; and Dr. M chael Sul neyer, the
Director of the Cyber Security Project at the Harvard
Kennedy School .

At the conclusion of Ranking Menber Nel son’s comments,
we will ask our witnesses to make their opening renmarks.
After that, we will have a round of questions and answers.

There is no dispute about what Russia did during the
2016 el ection cycle. There is clear evidence that Russia

attenpted to underm ne our denocratic process through the
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hacki ng of independent political entities, manipulation of
soci al nedia, and use of propaganda venues such as Russi a
Today. Evidence to date indicates that no polls or State

el ection systens were mani pul ated to change the out cone of
the vote. However, there was evidence of Russian probing of
certain election systens in 21 States.

The Departnent of Defense has a critical role to play
in challenging and influencing the m ndset of our cyber
adversari es and defending the honeland from attacks, attacks
that could include cyber attacks by other nations agai nst
our election infrastructure. W |look forward to the
Depart nent approaching these issues with a hei ghtened sense
of urgency.

The threat is not going away. Just a couple of weeks
ago, the Director of the Central Intelligence Agency warned
that Russia will seek to influence the upcom ng m dterm
el ections. The White House National Security Advisor stated
that the Mexican presidential canpaign as well. This is al
in addition to Russian attenpts to influence the elections
in France and Gernany | ast year.

Each of us on this panel has been quite vocal about the
need for a strategy that seizes the strategic high ground in
cyberspace. Wether you call it deterrence or sonething
el se, we need a strategy that noves out of the trenches and

i nposes costs on our adversaries. The |ack of consequences
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for the countless attacks over the past decade has

enbol dened our adversaries and left us vulnerable to

enbol dened behavi or. The attacks we experienced during the
2016 election are just the latest rung on that escal ation

| adder. As long as our adversaries feel that they can act
wWith inmpunity, they will press further.

Qur wi tnesses offer unique perspectives on the
chal l enges we face. W look to themto hel p us understand
why our posture restraint has not worked, if we can reverse
t he damage al ready done, and what it will take to devel op
and inplenent a strategy that limts our exposure and
i nposes costs on nalicious behavior.

W invited Dr. Richard Harknett to explain his theory
of cyber persistence, specifically on how our failure to
tailor our strategies to the uniqueness of the cyber domain
l[imts our ability to confront challenges we face. Qur
adversaries actively exploit us because they see great
benefit and little consequence in doing so. | agree with
Dr. Harknett that the Cold War nodels of deterrence will not
work and | ook forward to hearing what he believes it wll
take to influence the m ndset of our adversaries.

In addition to his witings on cyber deterrence and
el ection attacks, Dr. M chael Sul neyer has focused a great
deal of his research on the organi zational chall enges we

face as a governnent. W understand that Dr. Sul neyer is
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wor ki ng on a paper addressing sone of the chall enges we
exam ned during our full conmttee hearings in October on

t he whol e- of - gover nment approach to cybersecurity. W | ook
forward to hearing nore fromDr. Sul neyer on the gaps and
the seans he sees in our organizational nodel and what

| essons we can learn fromanalyzing like the British

Ms. Heat her Conley provides an expertise in Russian
politics and foreign policy. Russia has yet to face serious
consequences in the cyber or other domains for its 2016
el ections’ interference. W |ook forward to Ms. Conley’'s
testinmony on how the United States can tailor and inpl enent
these penalties and how t he Departnent can best deter or
di ssuade further Russian el ection neddling.

We also |look forward to the testinony of M. Bob Butler
who brings extensive cyber experience in both the Departnent
of Defense and the private sector. M. Butler has been
i nvol ved in nunerous studies on the cyber deterrence,

i ncluding the recent Defense Science Board Task Force on
Cyber Deterrence.

Let nme cl ose by thanking our witnesses for their

wi |l lingness to appear today before our subconmittee.

Senat or Nel son?
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STATEMENT OF HON. BILL NELSON, U.S. SENATOR FROM
FLORI DA

Senat or Nel son: Thank you, M. Chairnman

First of all, | want to nmake sure that since this is a
hearing on el ections, that everybody understands that this
Senator feels that this is about the foundation of our
denocracy and that we as a government ought to be doing nore
to defend oursel ves.

And the second thing I want to make sure everybody
understands is this is not a partisan issue. This can
happen to either party or the non-party candi dates as well.
And it ought to be all hands on deck.

The chairman and | in public and in closed neetings
because of the clearance -- we have been quite disturbed
about wondering if we are doing as nuch as we should as a
government to protect ourselves. So in a recent closed
hearing of this subcommttee, the Departnment of Defense
denonstrated that it is not taking appropriate steps to
defend agai nst and deter this threat to our denocracy.

So, M. Chairman, | join you in welcom ng these
wi t nesses and hope that sone practical suggestions are going
to come out. Now, | want to nmention just a few things.

First, the Departnment has cyber forces designed and
trained to thwart attacks on our country through cyberspace,

and that is why we created the Cyber Command s Nati onal
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M ssion Teanms. A nenber of this subconmttee, Senator

Bl unent hal , Senat or Shaheen -- we all wote to the Secretary
of Defense |ast week that they, the Departnent, ought to be
assigned to identify Russian operators responsible for the
hacki ng, stealing information, planting msinformation, and
spreading it through all the botnets and fake accounts on
social nedia. They ought to do that. The Cyber Command
knows who that is.

And then we ought to use our cyber forces to disrupt
this activity. W are not.

W shoul d al so be inform ng the social nedia conpanies
of Russia's fake accounts and other activities that violate
t hose conpanies’ terns of service so that they can be shut
down.

Second | would ask us to |look at that as the
Departnent’s own Defense Science Board Task Force on Cyber
Det errence concl uded | ast year -- we ought to show M. Putin
that two can play in this ganme. W ought to consider
i nformati on operations of our own to deter M. Putin |ike
exposing his wealth and that of his oligarchs.

Third, 1 would suggest the Departnent should ensure
that its active and reserve conponent cyber units are
prepared to assist the Departnent of Honel and Security and
the governors to defend our election infrastructure, not

just after the attack but proactively before and during the
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Russi an attacks.

Fourth, | would suggest that the Departnent nust
integrate capabilities and planning to cyber warfare and
information warfare to conduct information warfare through
cyberspace as | ast year’s defense bill mandated. CQur
adversaries recogni ze the inportance of this kind of
i ntegration, but today cyber warfare and information warfare
are separated in the Departnent of Defense and invol ve
mul ti pl e organi zati ons.

And fifth, | would recommend, as one of our w tnesses |
think will testify today, the Departnent nust hel p devel op
an effective whol e-of -governnent response to Russia's
strategic influence operation through things Iike a joint
I nteragency task force and a fusion center. Qur colleagues
on the Foreign Relations Commttee have proposed sonet hi ng
simlar. The threat is not going away. It is likely to
intensify. And as our intelligence community has been
warning and as DNI Coats has just testified to the Senate
Intelligence Commttee, that threat is not going away.

So the 2018 el ections are upon us. W cannot sit idly
by and watch this happen agai n.

Thank you, M. Chairman

Senat or Rounds: Thank you.

And wel cone to all of our panelists here today, our

wi tnesses. W would ask that, first of all, you limt your
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2 will be made a part of the record. W would like to begin

3 with M. Butler.
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STATEMENT OF ROBERT J. BUTLER, COFOUNDER AND MANAG NG
DI RECTOR, CYBER STRATEQ ES, LLC;

M. Butler: Thank you, M. Chairman, Ranking Menber
Nel son, and di stingui shed nenbers of the Cyber Subcomm ttee.
It is a privilege to be here. Thank you for the invitation.

My views really represent ny views and not that of any
particul ar organization. And I will just quickly hit the
highlights of nmy witten statenment. They track very closely
with a ot of the opening conments. M conments are really
focused around nmy assessnent of the threat in the electora
processes after interviewing a few different States;
secondly, recommendations for the Federal Governnent
partnered with a whol e-of - Aneri ca canpai gn; and then
thirdly, what this subconmttee can do goi ng forward.

| have been watching the Russian influence operations
threat for sonme tine in uniformand out of uniform And our
ability to counter Russian influence operations is not only
a function of what we know about the threat but our
wi llingness and our ability address that threat through
hardeni ng resilience and ot her counternmeasures.

As | have | ooked at the election infrastructure in a
few different States, we have | earned from 2016, and our
known vul nerabilities have been renedi ated. Wether you
| ook at the voting registration systens in the election

infrastructure proper, we are making progress there.
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However, the States do not know how to address the
di sinformati on canmpaign. That is a struggle and the threat
still remains very, very high

From ny perspective | ooking at this particular threat,
what we are tal king about today is one line of operation
within what | think has to be addressed through a Nationa
Security Council-led task force, a whol e-of-Anrerica canpai gn
not too nmuch dissimlar fromthe NCTC, but with a strong,
enpower ed private sector elenent. Again, | go back to the
i dea of a whol e-of - Anerica process.

Two key conponents inside of this. One is the idea of
havi ng an el enment that is focused on strengthening States’
el ection infrastructure and hardening Anerican citizens,
deterrence by denial sone would say. A second conponent
focused on cost inposition from botnet disruptions to other
ki nds of sanctioning activities, inportantly reinforce
multilaterally. | ama big proponent of an internationa
cyber stability board, a coalition of the willing, working
to ensure the nost effective way of doing cost inposition
Those two conponents then supported by an integrated fusion
center that provides situational awareness, conbines the
best of intelligence both in the cormercial and fromthe
national security community with | aw enforcenent and active
def ense actions, focused on a canpaign that is centralized

inits planning but decentralized in its execution.
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From ny perspective, it really requires both cultura
and | egi sl ative enablers. Culturally the President nust
| ead, nust rally the nation. There are opportunities
already this week that can be used to help with that. The
infrastructure proposal is a great exanple. | do not see
anyt hing about resilience in the infrastructure proposal
We shoul d have a way of incorporating, especially as we are
bui l ding new infrastructure, nethods and strategies and
incentives for strengthening the infrastructure here in this
country.

Additionally, we need to | everage the best of U S
conpetenci es across Anmerica. Defense is excellent at
canpai gn pl anning and exercise. U S. intelligence agencies,
conmbi ned with web-scal e conpanies, do a great job in
intelligence generation and fusion. Wb-scale conpanies are
very good and growing in their ability to rapidly identify
di si nformati on canpai gns and response, and we will need sone
help fromthe | egislative side.

Specifically for DOD, five reconmendations that track
very closely with what Senator Nelson was tal king about. |
think to junp start this NSC sponsored task force, we shoul d
coordinate with the Secretary of Defense to i mediately
stand up a JIATF, a joint interagency task force. |Inside of
that, again enpowered private sector players. W typically

do not think about that, but this really is sonething where
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we need to work together in a public-private partnership
We need to nmake arrangenents with State and |local officials
t hrough DHS and the National CGuard Bureau

The second recommendation really is to the NG and
working with the National Guard Bureau to really not only
i nventory what we have froma cyber and |1 O perspective. W
have cyber units. W information operations units. But to
begin to scale themto help the States and to help us as we
t hi nk about incident response in general. | think they
could be aligned with FEMA regions. | think they could be
aligned in a lot of different ways, but we need to first get
or gani zed.

The third is to actually have a session where we
di scuss courses of action. It would have to be a cl osed
session. But | think that is where the request for
authorities, new authorities, requests for new resources
come out. It really gets at the point of not only | ooking
at of fensive actions but defensively what we are in store
for as we begin to nove offensively and what we are going to
do froma continuity of governnment, continuity of business
per specti ve.

The last two relate to Senator Nelson’s comments with
regard to the DSB task force. | think we should continue to
push with the NDAA and operationalizing the rest of the

Cyber Deterrence Task Force recommendations. And | woul d
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advocate that this conmttee should have its own canpai gn of
exercises to help it understand where the adversary is going
and to be able to advance ideas with regard to | ooking at
threat and count er neasures.

| stand ready to answer any questions that you have.

[ The prepared statenent of M. Butler follows:]
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2 Ms. Conl ey?
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STATEMENT OF HEATHER A. CONLEY, DI RECTOR, EUROCPE
PROGRAM CENTER FOR STRATEG C AND | NTERNATI ONAL STUDI ES

Ms. Conley: Thank you so nmuch, Chairnmn Rounds,
Ranki ng Menber Senator Nel son, and esteened col | eagues.
Thank you for this very tinely opportunity to speak to you
this afternoon and what a tinely nonent as U. S. intelligence
agenci es have now assessed that Russia will continue to make
bol d and nore disruptive cyber operations focused on the
m dtermelections. ClIA Director M ke Ponpeo al so stated
publicly that he fully expects that Russia will attenpt to
disrupt the U S. mdtermelections. So we know they are
doing it and will do it, but we as a nation are not prepared
to effectively conbat what | believe is an intensifying
di sinformati on operation and influence operation.

| ama bit of a contrarian on this panel. | amnot a
cybersecurity expert. But what | am nost concerned about is
that we have 9 nonths, and the Anerican people are not
educated as to what is going to happen to them And that is
where | think our focus nust lie. | amless concerned about
the m ndset of President Putin. | know his mndset. | am
nore concerned about the m ndset of the Anerican people as
we head towards this election

You asked us what role DOD could play to protect the
US elections. And | think sinply DOD, working with

Congress, has got to denmand a whol e-of - gover nnent strategy
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to fight against this enduring disinformation and influence
operation. W do not have a national strategy.
Unfortunately, nodernizing our nuclear forces will not stop
a Russian influence operation. That is where we are m ssing
a grave threat that exists in the Anerican people’s pal m of
their hand and on their conputer screens. It is vital that
we start tal king publicly about this threat and educati ng
the Anerican people on a bipartisan basis.

Tragically the Russian campai gn has al ready deeply
pol ari zed our country, which only serves the Kremin’s
interests. As one of the nost trusted institutions in the
United States, the Departnent of Defense nmust |everage that
trust with the Anerican people to nmitigate Russian
influence. Sinply put, the Departnment of Defense has to
nodel the bipartisan and fact-based action, behavior, and
awar eness that will help reduce societal division. This is
about | eadership. It is about protecting the United States,
and as far as | can see, that is in the Departnent of
Def ense’ s job description

So a good place to begin is using DOD s extensive
enpl oyee and mlitary networks to provide tinely policy
gui dance and statenents about the threat the Russian
i nfl uence operation poses to election security. Secretary
Mattis and CGeneral Dunford shoul d provide extensive public

outreach to the defense community about the threat and how
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to counter it. Perhaps they should think about form ng
public service announcenents. European governnents have
been very effective in warning their publics about the
danger of Russian disinformation. France and Gernmany were
very strong on that, but you have to put the nessage out and
we have not.

| offered one suggestion in ny witten testinony to
| ook at how we could | everage the National Guard Bureau,
working closely with State and | ocal |eaders in cooperation
with the Departnent of Honel and Security, to enhance
cybersecurity awareness and be able to detect patterns of
i nfl uence, for exanple, if packed emails surface online in
conjunction with the fal se runors about potential electora
candi dates. W need to start tal king about this.

Anot her instrunent is the State partnership program
The National Guard has partnered with the Lithuani an
mlitary, the Estonian mlitary. They can bring back to
their States information about how Russian influence works.

W are speaking today about protecting the honel and
from conti nuous disinformation attacks, which alter how t he
average Anerican thinks about their system of governance and
their governnment. And what the Anerican people may end up
thinking is that everyone is lying, everything is fake, and
there is nothing that can be trusted. And then even the

nost trusted of Anerican institutions, the Defense
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Departnent, the Justice Departnent, the FBI, the Departnent
of Honel and Security, the Ofice of the President, will nean
very little to the Anerican people. And this is exactly how
you break the internal coherence of the eneny’ s system
according to Russian mlitary doctrine. And unfortunately
today we are doing nost of this to ourselves w thout

assi stance fromthe Krenlin.

This is a matter of urgency. W have 9 nonths. W
need to educate the Anerican people in addition to
enhanci ng, of course, our cybersecurity protections. But as
the French disinformation attacks showed, what many of the
organi zations that |ooked |ike that disinformtion was
coming from-- it was comng from Anerican organi zati ons.
This is designed to be hidden. It adapts. W have to
educate the Anerican people about what they are going to
confront on the Novenber el ections.

Thank you.

[ The prepared statenent of Ms. Conley follows:]
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1 Senat or Rounds: Thank you, Ms. Conl ey.

2 Dr. Harknett?
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STATEMENT OF DR. RI CHARD J. HARKNETT, PROFESSOR OF
POLI TI CAL SCI ENCE AND HEAD OF POLI TI CAL SCI ENCE DEPARTMENT,
UNI VERSI TY OF CI NCI NNATI

Dr. Harknett: Chairman Rounds, Ranking Menber Nel son
di stingui shed nmenbers, thank you for this opportunity to
speak to you about this critical issue today.

W have a big picture problem Throughout
international political history, states have at tines
m sal i gned their security approaches to the strategic
realities in which they tried to secure thensel ves.

In 1914, every general staff in Europe thought that
security rested on the offense, and they found out
devastatingly in Wrld War | that they were tragically
wr ong.

France in the 1930's said, okay, we learned fromthe
last war. It is a defense-dom nant environnent. W are
going to rest our security on the nost technol ogically
advanced defensive works in history. But again, the
fundanment al s had changed and the Gernmans sinply went around
t he Magi not Line.

Senators, with all due respect, | do not want to be
France in the 1930s, but | think we are com ng dangerously

close to that myopia and the m salignnment of strategy that

follows fromit. Qur adversaries are working through a new

seamin international politics. Cyberspace is that seam
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Its unique characteristics have created a strategic

envi ronnent in which our national sources of power can be
exposed without having to violate traditional territorial
integrity through war.

What we have been witnessing are not hacks. They are
not thefts. It is not even sinple espionage. Wat we nust
accept is the fact that we are facing conprehensive
strategi c canpaigns that underm ne our national sources of
power, be they economc, social, political, or mlitary.
And so, therefore, | agree we nust develop a counter
strategic canpaign to protect those sources that has as its
overal |l objective a nore secure, stable, interoperable, and
gl obal cyberspace.

Wth regard to the integrity of our elections, we have
effectively left civilians, whose main focus is not
security, on the front lines. That is not a recipe for
success.

Specific to the Departnent of Defense’'s role in
produci ng greater security in, through, and from cyberspace,
we nust adopt a seam ess strategy of what | call cyber
persistence, in which our objective is to seize and maintain
the initiative. W nust defend forward as close to
adversary capacity and planning as possible so that we can
wat ch and i nform oursel ves, disrupt and disable if

necessary.
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Qur inmedi ate objective nust be to, first, erode the
confi dence adversaries now have in their ability to achieve
and enabl e objectives. They are very confident.

Second, we have to erode their confidence in their own
capabilities.

And third, we nust erode those capabilities thensel ves.

W are well past the post on this. W need a
conpr ehensi ve, seam ess, integrated strategy that pulls to
get a greater resiliency, forward defense, and when
necessary, countering and testing cyber activity to reverse
current behavior. W are not at step one. W are well past
that. W actually have to reverse behavior.

Qur security will rest on our ability to simultaneously
antici pate how adversaries will exploit our vulnerabilities
and how we can exploit theirs.

Cyberspace is an interconnected donmai n of constant
contact that creates a strategic inperative for us to
persist. This is a westling match in which we have to
grapple with who actually has the initiative, being one step
ahead in both knowl edge and in action. |f we do not adjust
tothis reality, our national sources of power will renmain
exposed and nore of those who wi sh to contest our power wll
pour into this seam

|, therefore, argue that we nust nake three critica

adj ust ment s.
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The first is we have to adjust our overall strategic
perspective. War and territorial aggression, which can
effectively be deterred, are not the only pathways for
underm ni ng our national sources of power. |In fact, because
we have this effective strategic deterrent, we shoul d expect
our adversaries to nove into this new seam of strategic
behavi or bel ow the threshold of war.

Second, we nust nove our cyber capabilities out of
their garrisons and adopt a security strategy that matches
the operational environnment of cyberspace. W nust neet the
chal | enge of an interconnected donmain with a distinct
strategy that continuously seeks tactical, operational, and
strategic initiative.

Third, we nust nmake the fundanental alterations to
capabilities devel opnent, operational tenpo, decision-naking
processes, and nost inportantly, as Bob referred to, overal
authorities that will enable our forces to be successful
We cannot succeed using authorities that assune
territoriality and segnentation in an environnment of
I nt erconnect edness, constant contact, and initiative
persi stence. W cannot secure an environnent of constant
action through inaction. Strategic effect in cyberspace
comes fromthe use of capabilities and having the initiative
over one’s adversaries. It is time for us to seize that
initiative.
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1 | look forward to explaining in nore detail how we can
2 pursue security through persistence during our Q and A
3 Thank you, M. Chairnman.

4 [ The prepared statenent of Dr. Harknett follows:]
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1 Senat or Rounds: Thank you, Dr. Harknett.

2 Dr. Sul neyer?
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STATEMENT OF DR. M CHAEL L. SULMEYER, DI RECTOR, CYBER
SECURI TY PRQJECT, BELFER CENTER FOR SCI ENCE AND
| NTERNATI ONAL AFFAI RS, HARVARD UNI VERSI TY

Dr. Sul neyer: Thank you, Chairman Rounds, Ranking
Menber Nel son, and di stingui shed nenbers of the
subconmittee. It is an honor to be with you today.

Before | get to the mlitary's role, however, | would
like to note that | ampart of a team at the Kennedy
School’s Belfer Center that released a report a couple hours
ago. It is a playbook for State and | ocal el ection
adm nistrators, and it has got steps they can take to
i nprove the cybersecurity of systens that they adm nister
It is based on field research by a wonderful research team
Many, many students contributed. | amvery lucky to have
one of the wonderful students here with us today. Corina
Fai st has flown down to join us.

So regardl ess of the role of the Departnent of Defense,
these defensive inprovenents are essential. And | want to
make sure | hit that right up front. Those recomendati ons
that we put out today conplenent our |ast playbook for
political canpaigns to also inprove their cybersecurity. It
Is essential that we nmake our el ections harder to hack and
that we inprove resiliency in case critical systens are
conprom sed. But we should al so consi der how best to

counter threats abroad before they hit us at honme.
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So let ne transition to how | see sone potential roles
for the mlitary outside of the United States to protect our
el ections. There are two necessary conditions of posture
that | see as critical: reconnaissance posture and force
post ure.

First, reconnai ssance posture. Qur cyber m ssion
forces should constantly conduct reconnai ssance ni ssions
abroad to di scover election-related threats to the United
States and provide indicators and warnings to our forces and
deci sion-makers. There will never be sufficient resources
to address all threats equally, so prioritizing threats to
our denocratic processes is critical. Oherw se, we cannot
hope to disrupt these threats.

On force posture, our forces nust be sufficiently ready
to strike, strike against targets abroad that threaten our
el ections. Readiness is a critical issue for our arned
forces today, and | woul d encourage Senators on this
subcomm ttee to ensure they are asking tough questions about
t he readi ness of our cyber forces just as they woul d about
any other part of our mlitary.

And if the mlitary’ s reconnai ssance and forces are
postured to focus on threats to our el ections from abroad,
there are four objectives that | think our forces should be
prepared to pursue. It should go w thout saying that

undertaki ng these actions should be consistent with
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1 international |aw and other relevant U.S. conm tnents.

2 Those objectives are: first, preventing attacks from
3 materi al i zing; second, preenpting inmmnent attacks; third,

4 halting attacks in progress; and fourth, retaliating, if

5 necessary, after an attack.

6 On the fourth, let nme just note | woul d enphasi ze that
7 this retaliation needs to be tinely. It has got to be

8 tinmely since the nore tine that el apses after an adversary’s
9 initial attack, the harder it will be to nessage and

10 communi cate that our action is a direct response.

11 Across those objectives, proper training, thorough

12 rehearsals, and coordination with other parts of our

13 governnment are essential. Bringing mlitary capabilities to
14 bear inside or outside of cyberspace is always a serious

15 matter, so it is critical to ensure that rules of engagenent
16 and questions about authorities are settled well in advance
17 of any order to strike. Here, | would note that sonme of our
18 closest allies |like the United Kingdom and |srael have

19 undertaken sone national -1 evel organizational refornms to
20 stream ine responsibilities for cyber issues. And we nmay at
21 some point want to consider sonething simlar here.
22 One of the best cyber-related investnents the nation
23 has made is in the national mssion force, an elite group of
24 networ k operators at Cyber Command. They defend the nation

25 froman attack of significant consequence in cyberspace.
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think it is very much worth considering what role the NW
can play to acconplish the objectives | described just now.
| mght note for Senators that | have not discussed
deterrence nmuch so far. | very nuch support calls to deter
our adversaries fromneddling in elections. Do not get ne
wrong. However, | would not want to bet the cybersecurity
of U S. elections on a policy of deterrence if | did not
have to. Sonetines, |like the prospect of defendi ng agai nst
t housands of nucl ear-tipped mssiles, deterrence is the
| east bad option. That is not the case in cybersecurity.
We have other options, like the ones | described just now,
and we shoul d enpl oy them al ongsi de strong policies of
det errence.

Finally, I would just note that information derived
abroad from reconnai ssance shoul d be shared with rel evant
parties at the State and local level. | want to conmend the
Depart nent of Honel and Security for working hard to pronote
i nformation sharing over the |ast few years.

And | would also Iike to encourage nore thinking,
especially anong ny col | eagues in academi a, to hel p Congress
protect itself since Congress is so critical as a part of
our denocratic process, not just work accounts but also
campai gn accounts, personal accounts. These cannot be |eft
vul ner abl e.

That concludes ny prepared testinony. | |ook forward
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1 to taking your questions.

2 [ The prepared statenent of Dr. Sul meyer follows:]
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1 Senat or Rounds: Thank you, Dr. Sul neyer
2 First of all, let me thank all of you for sone great
3 insight, and | |look forward to your thoughts in terns of the

4 questions that we ask.

5 What | would like to do is to do what we call 5-mnute
6 rounds here. We will alternate back and forth. And then

7 after we have done that once through, if we have tine, |

8 woul d go back through and do a second round dependi ng upon

9 t he amount of tine that we have and whet her or not ot her

10 menbers cone.

11 Let me begin with mne. | amgoing to start with Dr.
12 Har knett. You have witten that restraint and reactive

13 postures are not sustainable, that the United States needs a
14 strategy that capitalizes on the unique attributes of the

15 cyber domain. You have called for a strategy of cyber

16 persi stence where we are constantly engaged with our

17 adversaries seeking to frustrate, confuse, and chall enge.

18 How woul d your strategy calling for persistent

19 engagenent apply in the Russian nmeddling with our election
20 as an exanple? And should this involve us contesting the
21 mal i ci ous behavior at its source? And what do you believe
22 are the consequences of our failure to respond in cyberspace
23 to the Russian election interference? Because, nunber one,
24 we have got to be able to provide attribution to where it is

25 com ng from and hopefully we have got that conpleted. But
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give ne your thoughts on it. What would you say woul d be an
exanpl e of persistent engagenent with regard to what they
have done al ready and what we expect themto do?

Dr. Harknett: Thank you, Senator

So let us think about the Internet Research Agency.
Right? | nmean, we know about this center in St. Petersburg.
We know that it controls a series of automated bots that are
driving particularly well conceived informati on operations
that are nmeant to be divisive. | do not know why we are
accordi ng or why we should accord First Amendnent rights to
bots. It is not a free speech issue. |If we have evidence
of foreign manipul ation, technical manipul ation, of the
soci al nedia space, that is not what the Anerican people,
froman educated standpoint, actually understand is coni ng
at them They think that this is a majoritarian aggregator
trending. It is telling nme, hey, this is where everybody is
going. But if that trend is being driven by automated
foreign intrusion, that is not an issue over free speech
That is an issue of direct foreign manipul ation.

And so | agree with Dr. Sul neyer. W need to have the
reconnai ssance, to your point about attribution. That is
what persistence enables you to do, to start to get better
at attribution. But we need to be able to nove at the speed
of relevance. So if in fact those bots are hitting us in a

particular trend that is neant to be divisive, we should be
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that capacity.

So we do know where some of these capacities lie. By
bei ng persistent in our reconnai ssance, we will get a better
under st andi ng of what our vulnerability surface is. W have
to think about it that way. W tend to think about an
attack surface. That is fromtheir perspective. W have to
get a better handle on what our vulnerability surface is.
And by being able to understand where our vulnerabilities
are and anticipate where their capabilities map to that,
again, a product of being persistent in this space, we can
start to take those capabilities away.

Senat or Rounds: Dr. Sul neyer, do you agree with that?

Dr. Sulnmeyer: | do. | agree with the vast ngjority of
what mny col |l eague, Dr. Harknett, just said.

For nme, even just to get a little nore specific, the
ki nds of options that I would want to be seeing presented
need to all ow deci sion-makers sone flexibility froml ower-
| evel actions |ike denying troll farm access to conprom sed
infrastructure, to deleting sone accounts, to erasing sone
systens if it comes to it. It is too inmportant to take
options off the table ahead of time. So as long as the
option space is kept open, we can do it persistently or |ess
persistently, but a w de range of options.

Senat or Rounds: M. Butler, your thoughts.

Alderson Court Reporting

1-800-FOR-DEPO www.AldersonReporting.com



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

35

M. Butler: | agree with both Mchael and Richard on
this. | would say that we need to be asynmmetrical in our
response. So | ama big believer in botnet disruptions and
taki ng down bot infrastructure, as we just saw with
Levashov, but we need to do that in a continuous way and
that is a symretrical response.

| think if you |look at the Internet Research Agency in
St. Petersburg, they are coupled to the Kremin. You need
to have an informati on operations counter-influence canpai gn
where you begin to cut the funding and cut the support

enabl ers behind that infrastructure. So we need to think

about things differently. It should not be cyber on cyber,
social nedia on social nmedia. It has got to be a broader
canpai gn.

Senat or Rounds: Ms. Conley?

Ms. Conley: Yes. | wll agree with absolutely the
asymretrical response. And while trying to bring down the
infrastructure of those bots, what they are doing, though,
Russia exploits the weaknesses that it finds. So it is
anplifying the weaknesses and divisions that are already
appearing on social nmedia. So how do we try to reduce the
weaknesses?

And this, again, gets back to the critical inportance
of exactly what this commttee represents, the

bi parti sanship, fact-based, and getting to conmunities
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through a variety of nmethods to help informthe Anmerican
peopl e so when they see a trending site, let us | ook at
that. Wat is underneath that? The only way we can really
stop this from changi ng hearts and m nds anong the Anerican
people is hel ping themdiscern what is com ng. W can do
everything we can technologically to elimnate it. But the
other part is just mssing. W are not educating.

On the asymmetrical sanctions, ny frustration -- and |
amsure many on this conmttee as well --

Senator Rounds: | amgoing to ask you to shorten it up
because ny tinme has expired.

Ms. Conley: Absolutely, sorry about that. |Is to think
about ways that we can focus on the Krenlin, on financial
sanctions, on sanctioning the inner circle as ones
attributable back to that, so not just in the cyber domain,
focusing on financial sanctions and individual sanctions.
That could be very powerful as well.

Senat or Rounds: Thank you.

Senat or Nel son?

Senator Nelson: So all of you sound |ike that you just
do not think enough has been done and that we are not ready.
And, Dr. Harknett, you have said that 2016 was the Stone Age
conpared to what is going to happen. So do you want to
trace what you think wll happen?

Dr. Harknett: Well, one of the things, back to the
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chai rman’ s questi on about whether the lingering effects, is
again we have got adversaries who are confident. There are
other actors aside fromRussia out there as well that are
going to look at this space and say, hey, this is a space
that I can play in and I can work in. And so until we start
to reverse that confidence, we are going to see greater
experimentation.

Technologically, I will give you one exanple, Senator.
My concern with regard to |l everaging artificial intelligence
and machine learning. | nean, this will be a step function,
thus my Stone Age allusion, fromwhere we are. W are going
to -- within the next 16 nonths, | amgoing to be able to
take you and put you in a video in which you are saying
sonet hing that you never said in a place that you have never
been, and you are not going to be able to authenticate that
you were not doing -- that you had not done that and not
been there. Just think about that as a tool for an
adversary who wants to engage in disruptive social cohesion
types of information canpaigns.

Senat or Nel son: Right.

Dr. Harknett: That is around the corner

Senator Nelson: So, Ms. Conley, given that, you have
al ready said that you do not think we have taken any
positive proactive steps. Wiy do you think that is the

case?
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Ms. Conley: | think the executive branch refuses to
recogni ze the threat. It refuses to put forward a nationa
whol e- of - gover nment, whol e-of -society strategy and bring all
the agencies and tools of influence to bear on this. W
have to think of this as a direct threat to the national
security of this country. It has to receive the priority.

Al so, to focus on what Dr. Harknett said, this is

adaptation. |If we are preparing for what Russia did in
2016, it will be very different in Novenber. It will be
very different in 2020. It wll look nore Anerican. It
will ook less Russian. And so this is adaptation. W are

already fighting the |last war. W are not ahead of the new
one, which is why | think education is so critical, that
absent a U S. Governnent approach, we are all going to have
to do our part in our conmunities to informthe Anmerican
peopl e about the threat. It is unfortunate we cannot pul
together and do this in a unified way.

Senator Nelson: So if we cannot get the governnent to
nove, are there any private initiatives that wuld hel p?

Ms. Conley: Wiat | amseeing is sone very effective
news literacy canpaigns. | think, again, news sources,
social nedia are doing fact checking. The pressure that
Congress has brought to bear on the social nedia conmpanies
is changing their perspective. But, again, we are so |late

to need. This has been ongoing. This canpaign is only
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1 intensifying, and we are just getting our arnms w apped

2 around this. So this is where every Menber of Congress has
3 to return to their hone district and talk about this in very
4 cl ear ways.

5 Senat or Nel son: Anen to that.

6 And, Dr. Harknett, on the exanple that you gave of the
7 next |evel of technol ogy, of which something can be created
8 that | ooks real, acts real, feels real, et cetera, if Cyber
9 Command were to adopt your thinking, know ng what the threat
10 is even greater in the future, what woul d you suggest that
11 t hey change the way that they are doing their operations?
12 Dr. Harknett: | think it is very inportant to expand
13 this notion of defending forward, this notion that we need
14 to be as close to the source of adversarial capability and
15 deci si on-naki ng as possible. This is not a space in which
16 time and geography is | everagable for defense. So when we
17 t hi nk about the notion of front lines, the front lines are
18 everywhere. And right now, our general approach has been to
19 defend at our borders, at our network, which actually neans
20 that we start defending after the first breach, and we are
21 al ready pl aying catch-up
22 So | concur with the notion of adaptability here. It
23 is all about anticipation. So when Bob Butler tal ks about
24 asymmetric, that is what | would talk about in terns of

25 being able to be one step ahead. W have to be able to
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anticipate the exploitation of our vulnerabilities. You
need to be able to be defending as far forward as possi bl e.
In terrestrial space, we defend forward. W are not
defending forward in cyberspace right now

Senat or Nel son: Thank you.

Senat or Rounds: Senator G| 1ibrand?

Senator G llibrand: Thank you, M. Chairnman and M.
Ranki ng Menber, for having this hearing.

Thanks to all of you for your testinony. | agreed with
alot of it.

So to Professor Harknett, | appreciate your effort to
redefi ne cyberspace and the chall enges we face in operating
withinit. Wre Russia to have bonbed one of our States
rat her than attacked our election infrastructure, we would
treat it just |like an attack, as you said. But because of
the way in which we set up our cyber capabilities, which we
have done for good reasons, including privacy and States
rights, it seens to ne that the DOD is hanstrung in trying
to properly respond to an attack on our denobcracy.

| have asked this in many settings, and every single
time they said it is not our job.

So you argue that we need to consider authorities that
all ow DOD, DHS, and our intelligence conmunity to enploy a
coordi nated strategy of cyber persistence and reconmend

| ooki ng at approaches energing anong all of our allies. Can
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you expand on what kind of authorities we should be
considering and what we mght learn fromour allies?

And | ask this because |I have put this question to the
Departnment of Defense in every setting we have had, any
conversation about cyber, and every response is we do not
have the authorities and the States rights issue. It is not
our job. And | cannot, for the life of ne, understand why
they do not see it as their job because if another country
bonbed any one of our States, then that is a declaration of
war and we woul d have responded fromthe mlitary. W are
not doing that in this regard, and it seens really off-
putting to ne. Their response is often, that is Homel and
Security’s job. They can call us if they need us, but they
have not. | understand why that is probably not the case
because of a |ot of secretaries of state in a |lot of States
think it is their job, not anyone else’s job, and they do
not want to relinquish that control.

So | would Ii ke your suggestions on howto wite the
authorities that you think are necessary, but also | have
really tried to push National Guard as a possi bl e place
where this can be done because the National Guard already
serves the States. They are already under control of the
governors. So why not anplify what we are already doing
wi th our National Guard and Reserve to give themthe

expertise in cyber but actually delegate this m ssion
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specifically to themin conjunction with all the other
assets in the mlitary?

So to all of you, you can answer this question. You
start, Dr. Harknett, since you addressed it a little bit in
your opening remarks about what authorities can we give.

How can the National Guard be useful, and how do we get this
done? Because it is frustrating to ne that we are not doi ng
it.

And then just a third thing to add to your answer. |
do have a bill with Lindsey Gahamto do a 9/11 deep dive
style analysis of the cyber threat to our el ectoral
infrastructure. It is a bipartisan bill. You know, whether
we ever get a vote onit, I will never know, but that would
be a great first stepin ny mind to at |east just get a
report and say these are the 10 things you need to do to
harden our infrastructure. So maybe conment on those three
i deas.

Dr. Harknett: Thank you, Senator

You nentioned our allies, and | think M chael had sone
wor k that he has been doing as well analyzing them | think
if you look at the UK, for exanple, you | ook at the
Israelis, you |ook at the Australians, their first default
in cyberspace is to ask how do we find synergy, not
segnentation. Qur entire approach to this space has been

starting with who has divided roles and responsibilities.
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So | think we can learn sonmething fromour allies right now
in terns of their orientation to trying to find synergy

rat her than segnentation. That should be our first policy
framewor k questi on.

But in terns of authorities, | think there is a false
debate, say, for exanple, between 10 and 50. So when
argue for a seanm ess notion, | am suggesting that we
understand title 10 and title 50 as actually nutually
rei nforcing, not defined as, again, segnentating. They
segnent in Congress in terns of oversight, and | get that,
but they do not segnent in operational space. And so we
shoul d actually understand and reinterpret, | would argue,
those authorities to enphasize where a synergy and where
there is seanl ess reinforcenent rather than |ooking at those
authorities as sonething that divides and puts us into
different |anes.

In terns of the National Guard, | think the cyber
protection teans and force type of an approach woul d be
appropriate. W need to get at this, Senator. So if that
is the best nechanism there is expertise at that |evel.

And Ms. Butler has tal ked about |everaging our private
sector. Through National Guard, as well as Reserve, we have
a capacity. |If you look at the Brits, they are | ooking at
cyber civilian reserve force. | think that is another

i nteresting way of thinking about this.
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So ultimately if we need to do a deep dive, | think we
do. Right? | think we have authorities that are structured
for a terrestrial space that does not map to the realities
of this human-nmade interconnected space. Authorities are
what we should do last. W should figure out what our
mssion is. W should devel op the organi zations to pursue
t hose m ssions, and then we should authorize themto do it.

| would submt to you that one of the nmjor problens
that we have faced is we have been continually trying to
shoehorn our cyber forces into existing authorities and
wor ki ng backwards fromthe way we shoul d be worKki ng.

Senator G llibrand: M. Conley?

Ms. Conley: Senator, | think the National Guard is an
area that we absolutely should explore, and | nentioned it
inm witten as well as far as education, bringing together
DHS, DOD, working with conmunity | eaders at the State and
| ocal |evel.

On the 9/11 Conmi ssion style, cyber is critical pillar
of this, but it transcends it as well. W need to |ook at
Russi an econom c influence. W have to |look at a whole
range not just of Russia as the adversary but other
adversaries that will use cyber disinformati on and econom c
So pl ease broaden that out. They will find any seam State,
federal, First Anmendnent, privacy. That is where they wll

be, and that is why we cannot get | ocked into those seans.
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M. Butler: Senator, | take it fromtwo different
angles. One is clean-sheet everything. Wat do you want to
do? And let us refocus the authorities. Catherine
Lotrionte’s work here in | ooking at counterneasures is a
great exanple of that. Her legal interpretation of the
Tallinn Manual is very different than what nost people are
sayi ng these days.

The other thing is | aminvolved in exercises where
am bl endi ng physi cal and cyber together and | ooking at what
we can do with physical authorities in cyberspace. So | am
working with the Army Cyber Institute on an activity where
we have a natural hazard and a nation state actor is
mani pul ating inside of it. How do you get a rolling start?
You can use our authorities. The mlitary has the ability
to use an imedi ate response authority to create a rolling
start. W need to | everage. W need to reinterpret and
| everage these kinds of things as we go forward.

A part of that is the National Guard Bureau. W have
unevenness within the stand-up of our National Guard
activities both in the air and nowwth the Arny. W have
bot h cyber and information operations. | think we could
create pockets of talent. | nean, Washington State has a
phenonenal industrial control systemsecurity unit.

Maryl and has a fantastic unit where they |everage a | ot of

NSA expertise. W have got units spread around the country.
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W need to create a construct of cyber nmutual assistance
across boundaries, across State borders. And, again, |
think we can do that. W have just got to sit down and pl an
together a canpaign in that regard.

Senat or Rounds: Wile the Senator’s tine has expired,

if you could expedite your answer, we will let you finish up
as well, sir.
Dr. Sulnmeyer: | will go real quick. | support all the

goodness just said.

Abroad, | do not believe the kinds of activities I
descri bed earlier need new authorities.

On the deep dive, | would say great. The Belfer
Center’s work over the last year has tried to get a start on
that. So we hope we can be of support.

And on cons and education, there is a part of ne that

wonders if that by saying “cyber,” the response is help
desk. And by not describing it in a way about warfare and
propaganda and foreign influence, we do a disservice to the
real problem

Thank you.

Senat or Rounds: Senator Bl unenthal ?

Senator Bl unmenthal: Thank you, M. Chairman

| want to thank all of you for being here. | amvery

famliar with the work done by the Belfer Center in

particular, and thank you all for the work that is done by
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each of your organizations.

| want to first tell you -- you probably already know -
that the i mredi acy and urgency of this task was reinforced
this nmorning before the Senate Intelligence Commttee where
Dan Coats, the Director of National Intelligence, said,
quote, there should be no doubt that Russia perceives its
past efforts as successful and views the 2018 m dterm
el ections as a potential target for Russian influence
operations. That statenent would be beyond conventi onal
wi sdom It would be unnecessary to state because it is the
consensus of our intelligence community. It has been
broadly accepted by everyone except the President of the
United States. And in ny viewthat is the elephant in this
room that the President refuses to acknow edge this threat
to our national security.

So | put that on the record sinply because we can
propose all the great ideas in the world. And sone very
good ideas, as a matter of fact, cane froma report done by
the Senate Foreign Relations Comrittee. It is a mnority
report by ny coll eague, then-Ranking Menber Senator Cardin,
called “Putin’s Asynmetric Assault on Denocracy and Russi a
and Europe Inplications for U S. National Security.” It
makes sone very good proposals.

| would be interested to see the Belfer Center’s

rel ease today, and in fact, w thout even having seen it, M.
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1 Chairman, | ask that it be made part of our record.
2 Senat or Rounds: W thout objection.
3 [The information referred to follows:]

4 [ SUBCOMM TTEE | NSERT]
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Senat or Bl unent hal : But | think we need to make

progress on gai ning acceptance at the highest |evels of the

United States Governnment -- let nme put it as diplomatically
as possible -- for the proposition that Russia attacked our
denocracy. In ny viewit commtted an act of war. They are

going to do it again unless they are nade to pay a price for
it, and that includes enforcing sanctions passed
overwhel mngly by this body 98 to 2, still unenforced. So
the talk about retaliatory nmeasures in real tine, Dr.
Sul meyer, | think is very well taken. But why should the
Russi ans take us seriously when the President denies the
plain reality of their attacking our country and the
sanctions that would nmake them pay a price are stil
unenf or ced?

Al'l of that said, | want to raise another topic, which
I think so far has been untouched, the social nedia sites,
Facebook, Google. Let nme ask each of you if you could
comrent on what their responsibilities are and how they are
meeting themin this disinformation, propaganda canpaign
usi ng bots and fake accounts whi ch have been appearing on
those sites. M. Butler?

M. Butler: | think, Senator, the response -- and
have tal ked with a couple of the web-scal e conpani es about
this -- is aligning with what we have already seen in the

counterterrorismfight. And so in that space what you see
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is themactively, proactively |ooking for disinformation, in
the case of terrorism of course, |ooking for recruitnent.
| think the challenge is guidance with regard to counter-
narratives or alternative narratives in that space. That
needs to be done with others. But | think that is where we
need to head. They have the ability based on their reach
and their fusion engines to really help us nove nmuch nore
quickly into active defense in this space and not just to do
it froma cyber perspective but froma counter-influence
perspective which | think is so critical

Senat or Bl unent hal : Thank you.

Ms. Conl ey?

Ms. Conley: Thank you, Senat or

| would just note that building the awareness of what
Congress has already done to force the social nedia

conpanies to really take a very deep | ook at this has been

very hel pful.

| woul d suggest to you that | think Russia w |l adapt
their tools, that this will |ook nore and nore Anerican,
which will get nore and nore into First Amendnent issues

because that is a weakness to exploit here.

So what | would comrend, in the interest of being ahead
of the curve and not behind it, is we start |ooking at how
soci al nedia engines can start detecting what |ooks like it

is Anerican origin but it in fact is not. So that would be

Alderson Court Reporting

1-800-FOR-DEPO www.AldersonReporting.com



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

51

the next step | woul d reconmend.

Senat or Bl unent hal : Thank you.

Dr. Harknett: | think we have to nove away from a
partnership nodel, to be perfectly honest with you. W have
been tal king about a public-private partnership for 25
years. | published about this 25 years ago. And the
problemis that partnerships require shared interest in the
begi nning of the norning. The private sector has a very
specific interest: profit making. The state has a very
specific interest: security providing. W should recognize
and grant that they have a different interest.

And so we need to nove us to an alignnment nodel. How
do we structure incentives within the marketpl ace for them
to achieve their primary objective, which is profit making,
whi |l e producing an effect that the state requires, which is
enhanced security?

And until we actually start to actually think about how
can we shape and incentivize that behavior and recognize
that we actually have very different interests in this
space-- | nmean, that is Strava fitness band conpany a few
weeks ago produced a heat nmap that exposes all of our
forwar d- depl oyed troops. | would submt to you that nobody
at their board neeting, when they canme up with this really
great idea of releasing that heat map -- and they said,

| ook, our stuff is in the real dark places, and they thought
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that was really cool. 10 years ago, the intelligence
capacity that a state would have had to have found all of
our forward-deployed troops -- think about that. And this
was produced by a fitness conpany.

There are non-security seeking, security relevant
actors in this space. That is the way we have got to think
about them Let us neet themon their grounds and start to
get themto align towards the security needs that we have.

Senat or Bl unent hal : Thank you.

Dr. Sulnmeyer: Briefly | would just note the interests
are not aligned, and that is really the nost essential part
and to not treat themall the sanme. Not all the conpanies
have gone through the same amount of self-reflection. Sone
have not; sone have. And we should be honest about that.

And finally I do not think we should limt this to
soci al nedia conpanies. There is a |lot of conpanies up and
down the stack, a lot of different types of people on the
Internet who have an interest in this type of work.

Senat or Bl unenthal: Thank you all.

| apol ogi ze, M. Chairman. | have gone over ny tine.

Senat or Rounds: What | would like to do is another
round. GCkay? Let us do it this way. Let us do one nore
round so that everyone has an opportunity. W wll make it
5 mnutes. And | would sinply say that for those of us up

on this end -- and I went over as well -- let us phrase it
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so that when we hit the 5 m nutes, whoever is final speaking
onit wll have their -- that will be the | ast one and we
will nove fromthere.

So with that, let me just begin with this very quickly.
Ri ght now, we are | ooking at changi ng our hats, our dua
hats. Right now, within the cyber community, we have a
dual -hatted individual for both title 10 and title 50
operations and so forth. W are |ooking at separating those
into separate itenms: title 10 one side, title 50 on the
other. The cybersecurity side would be separated out from
the NSA side and so forth. W had a |ot of discussions over
it. W were concerned at first that they were going to go
very, very rapidly. Now there is the discussion about
whet her or not nmoving in this particular way is quick
enough.

| just want to know your thoughts about whether or not
we are actually approaching the challenges that are facing
us in the right way with regard to the organi zation of
governnment as a whole. Can | just very quickly go across
and just ask each of your thoughts about whether or not we
are noving in the right direction as to how we are arrangi ng
so that we can respond to these types of threats? | wll
begin with M. Butler.

M. Butler: Thank you, Senator

Let ne start with the CYBERCOM NSA i ssue. M sense is
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we are at a point where we have got enough of the
infrastructure developed to really work within Cyber

Command, that we are not as dependent as we once were on the
Nat i onal Security Agency.

| think the other part of this is as we nove forward
with the kinds of influence strategies that we are tal king
about, we need to have a way of checking and under st andi ng
whether it is working. And so we need an activity that
understands this space that can hel p Cyber Conmand nake
adj ustnents al ong the way.

So | support the split and support where we are trying
to go as we nove forward. And as we take a | ook at those
two el ements and we put it into a larger DOD | C and whol e-
of - gover nnent, whol e-of - Ameri ca construct, | go back to what
| put innmy witten statement. | think fromny perspective,
havi ng been through this both in uniformand doi ng
i nformati on operations canpai gn planning and where we are
today, we need to get the best of Anerica into this space.
There is a role for DHS. The FBI is very engaged. There is
a role for the Departnent of Defense that goes beyond the
Nati onal Guard Bureau that ties in with the intelligence
community. There is a role for trusted private sector
partners in this space. As a matter of fact, you cannot
scale without it. So |I think we have to align.

Senat or Rounds: Thank you.
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Ms. Conl ey?

Ms. Conley: The organizational structure gets to the
reason why we needed a conprehensive 9/ 11-type conm ssion
because we are horribly structured for this particular
challenge. It falls within the streans of |aw enforcenent,
intelligence, defense, education, awareness, and that is why
we need a deeper dive to get to a reconfiguration. Just as
we did after 9/11 with the DN and DHS, we restructured
ourselves. W need to do that again

Senat or Rounds: Thank you.

Dr. Harknett?

Dr. Harknett: | fully concur that we should do that
deep dive, and | would urge us to reconsider the split of
the dual hat. And | know that that is not the current view.
This notion of ny litnmus test. Are you produci ng nore
synergy or are you producing nore segnentation? There is
not one of our allies that is noving in that direction.

Senator Rounds: Let nme just ask one question on that
very qui ckly because one of the itens was is that we know
that on the title 50 side, on the NSA side, they |ove to be
deeply enbedded and they do not want to be seen. There is a
real concern out there that if they actually actively and
nore persistent that they are constantly being seen, that
that interrupts their capabilities to be the intelligence

gatherers that they are. How do we then allow for that
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constant and persistent activity if they have the sane
concern about they would really rather not been seen? They
just sinply want to be the deep ears for us.

Dr. Harknett: So | think having the dual hat enables
that kind of determination to be made. The sensitivity of
bot h when and where we are going to nake certain tradeoffs
and where that seaml ess between intelligence and --

Senator Rounds: But it is not working today. 1Is it?

Dr. Harknett: No. | think it can. | think it can
sir.

Senat or Rounds: But we do not have evidence.

Dr. Harknett: But if you | ook at our adversaries, why
are they not worried about burning capabilities? Wy are
they not worried about -- we have had a high-end right kind
of focus to all of this both in the recon phase and in the
force phase that | think has actually been distorting of
this space.

Senat or Rounds: | amgoing to nove over very quickly
because Dr. Sul neyer has been shorted each tine around here.
Dr. Sul neyer: You always pick on the Harvard guy.

[ Laughter.]

Dr. Sulnmeyer: | think we are back to different
interests. The two different institutions have matured and
now t hey have different m ssions, different jobs to do. And

the current structure, what you can say for it, is very
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ef ficient decision-nmaking because it is one person who naekes
the decision. | think it is tinme, though, for two different
and for an adjudication to be made for which priorities are
going to take precedence each tine.

Senat or Rounds: Thank you.

Senat or Nel son?

Senat or Nel son: But until we evolve into that new
structure, we are stuck with what we have. And we set up
t hese Cyber Command national m ssion teans to disrupt the
Russian troll farns, the botnets, the hackers, all engaged
in attacks on our denocracy, re the elections. And we can
identify them the infrastructure they use. W can identify
their plans, their operations. W can do everything that we
can to stop these activities, but if you do not do anything,
it is not going to happen. And until the existing structure
that we have -- the Secretary of Defense wal ks into the room
and says, boss, and his boss is the commander-in-chief --
until he says, boss, we have got to act, nothing is going to
get done.

So are we describing a situation that we are
defenseless in this 2018 el ection?

M. Butler: M sense, sir, is no. M recomendation
is, in the honeland defense m ssion of the Departnent of
Def ense, we should stand up a JI ATF and nove forward as we

begin to nove to another |evel, which would be a nationa
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security task force. But in the interim this commttee has
jurisdiction. The Secretary has prerogatives to set up a
JIATF in support of honel and defense. This is a honel and
def ense issue.

Dr. Harknett: | would just add one. | think it is a
defend the nation issue.

Senator Nelson: | think you are right. 1 think this
is as clear an attack on the country as if you | obbed a
mssile or if you | obbed an artillery shell

Senator Bl unment hal wanted to ask the question. One of
you had stated that it is going to norph into where the
attacks are going to | ook nore American. Wuld you expand
on that, please?

Ms. Conley: Senator, that was ne.

It is in part fromsonme of the | essons we |earned from
the French presidential election. The |last cyber attack,
whi ch happened within the |ast 24 hours of the canpaign --
it was a conbination of both hacked emails from Macron’s
canpai gn, as well as nade-up nessages, and it was all m xed
in between. \What we understand -- and | do not have access
to classified briefings fromour French coll eagues -- where
the source cane fromlooked |ike it was com ng fromthe
United States, fromU. S. organizations. And sone of this is
tied into adaptati on where they do not want it to | ook |ike

a Russian bot. They do not want it to | ook Russian. They
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wanted to originate fromother sources to confuse and nake
attribution questionable in those | ast few nonents.

So ny intuition tells me that nore and nore of these
attacks will look like they are comng fromAmerica. It
wi Il obscure attribution, and then people will say this is
their First Amendnent right to say these things and put
forward these -- that is the problem

Senat or Nel son: And how did the French counter that?

Ms. Conley: Well, very gratefully, the French have a
very unique -- they have a bl ackout period 24 hours before
an election. It is a reflection period. And because the
French governnment and intelligence agenci es had nmade very
clear repeatedly and publicly that this was likely to
happen, French nedia were very responsi ble. They coul d not
fact check the material in time. The reflection period
woul d not nove forward. And in fact, that last major attack
was really thwarted because both of a | aw but also a | ot of
French proactive steps to informtheir public that this
coul d happen.

Senator Nelson: And that was in the |ast 24 hours
before the French el ection.

Ms. Conley: So what had happened, it was the
presidential election debate between Mari ne Le Pen and
Emmanuel Macron. |t was the Wednesday before the el ection

on Sunday. And in that debate, she began to hint that there
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may be sone information about potentially M. Mcron's
overseas bank accounts and sort of hinted at this. Then
about 24 hours |ater, the docunent rel ease happened. So one
coul d specul ate that there was sone coordi nati on. But
because it hit so late, it really did not have the inpact.
But, again, responsible nmedia, governnment warnings, and the
reflection period all prevented sonmething that, if it would
have happened 72 hours before, may have had a different

i npact on that election.

Senat or Rounds: Senator G| 1ibrand?

Senator Gl librand: Thank you.

Just followng up on a couple things. You said the
Bel fer Center already has done a deep dive on how we were
hacked and ways to prevent it. |Is that true?

Dr. Sul neyer: Senator, the two reports are about the
practices that canpaigns and State and | ocal officials can
take based on field research about what they found as
vul nerabl e and techni ques that were effective in the past,
so ways to shore up those defenses. It is not going to be
that kind of a deep dive like you are --

Senator G llibrand: Have you distributed that to the

50 States?
Dr. Sulneyer: | believe so, yes.
Senator G llibrand: Have you gotten conments or any

response back?
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Dr. Sulneyer: It went l|ive today.

Senator Gllibrand: So | would like to request that
you brief this commttee on what the responses are to each
of those efforts to outreach the different States and a copy
of the report for all commttee nenbers so that we have our
own first draft of what our 9/11 deep dive mght ultimately
| ook |i ke because this has to be done. And it is striking
to me that there is no sense of urgency by this
adm nistration. It is absolutely crazy as far as | am
concerned. And so | want to work towards elevating this
i ssue, and your work will help us do that.

Dr. Harknett, you nentioned in your comments that bots
do not have free speech rights. | could not agree with you
nore. So what kind of |egislation do you think we could
wite or could be witten to say we expect these platforns,
whether it is Facebook or Twitter or Instagram or any other
online conmunity, to not sell its technology to fake
entities who are posing as real people? And the reason |
say that is it is sinple fraud, as far as | am concerned,
because you are doing it for the purpose of changing
sonmeone’s mnd, distracting them giving themfalse
information. And | believe it should be illegal under the
sanme anal ysis that we have for fraud statutes. How would
you go about trying to take away those free speech rights

that are given to non-entities today?
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Dr. Harknett: Thank you, Senat or

So | amnot a lawer, but | would build on what you

just said. | think the notion of our default to fraud -- so
if in fact what you are trying to sell is trend, if that is
the actual operative thing that you are trying to -- then

that actually should be capturing human behavior. And so we
really have to think through -- | mean, this is very tricky.
But legislatively we have to separate out human behavi or
from aut omat ed behavi or, and automated behavi or can be
classified as falsification of trending, if you wanted to
capsulize it in that fashion. So |I think the notion of
under st andi ng techni cal mani pul ati on of the space is not
smart marketing. It is manipulation and therefore should be
out of bounds.

Can | make one qui ck conment on your deep dive?

Senator G Illibrand: Yes.

Dr. Harknett: | would | ook as anot her exanpl e,
Ei senhower’s sol ari um exerci ses back in the 1950s.
Presi dent Ei senhower said, okay, what is going to be our
macro | evel grand strategy? Set up three conpeting teans to
come up with what those strategies should | ook Iike, and
that is where contai nment and deterrence cane from It is
an interesting alternative approach, but we get at the sane
sort of things that you are | ooking at.

Senator G llibrand: Like a national conpetition?
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Dr. Harknett: Well, he brought together three very
specific groups of experts. They were given access to
classified informati on, but they worked as i ndependent
teans. And then they were brought together to knock heads
over what the best route to a grand strategy |ooks |ike.

We do not have a cyber grand strategy, and we do not
have a grand strategy for cyberspace. | can tell you the
Chi nese do. They have announced it. They are going to be
t he nunber one Al country by 2030. W need to start to
think in those kinds of grand strategic terns.

Senator G llibrand: her thoughts?

M. Butler: Yes. Senator, | would build on the Honest
Ads Act. You have got elenents in this particul ar
| egi sl ati on which gets to what we want online platforns to
do. They can identify botnet infrastructure and are
beginning to identify infrastructure that has origin in
elements that are nefarious. And so | think | would add to
that as one way of kind of tackling this issue.

The second point. | do not want to di sagree too
strongly with ny coll eagues here, but | have worked in the
private sector and | have worked on the public sector side.
And | know that there are nodels that can work to align
incentives. The enduring security framework is a good
exanpl e of that. W have had it work before. Wen you show

private sector and national security governnent el enents
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sone type of limted liability protection, you can get

there. It took us a long tine with Facebook, Twitter, and
M crosoft to get to pulling terrorists’ data offline, but
they are doing it now M sense is the sooner we get into
this process with creating an alignnment of not only

i ncentives but understanding of the problem-- and again, it
is not with everyone. It is with folks who can do things on
scale and really help us as a nati on.

Senator Gl librand: Thank you.

Thank you, M. Chairman

Senat or Rounds: Thank you, Senator G I Iibrand.

First of all, let nme just take this tinme to say thank
you very nmuch to all of our wi tnesses for your tine. You
spent an hour and a half with us today. It has been greatly
appreciated. | would suspect that we w Il be speaking again
in the future as we continue to | earn nore about the
chal l enges and the threats that face our country. It is not
going to get better. It is going to get worse. W al
recogni ze that. Qur challenge is to nake sure that we have
the right long-termstrategi es and that they are being
properly inplenented. As such, | think we have got a | ot of
work to do.

Wth that, once again, thank you. Thank you for the

partici pati on of our nenbers here today.
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1 At this time, this subconmmttee neeting is adjourned.

2 [ Wher eupon, at 3:53 p.m, the hearing was adjourned.]
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