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TO RECEI VE TESTI MONY ON THE DEPARTMENT' S CYBER FORCE
GENERATI ON PLAN AND THE ASSCOCI ATED | MPLEMENTATI ON PLAN

Wednesday, January 28, 2026

U S. Senate
Subcomm ttee on Cybersecurity
Comm ttee on Arnmed Services

Washi ngton, D.C.

The subcommi ttee net, pursuant to notice, at 2:30
p.m, in Room SR-232A, Russell Senate O fice Building, Hon.
M ke Rounds, chairman of the subcomm ttee, presiding.

Conmittee Menbers Present: Senators Rounds, Ernst,

Rosen, and G I |i brand.

www. L exitasL egal.com 800.FOR.DEPO
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OPENI NG STATEMENT OF HON. M KE ROUNDS, U.S. SENATOR
FROM SOUTH DAKOTA

Senator Rounds: | call this hearing to order.
Wel cone to today's Cybersecurity Subconmm ttee hearing on
the Departnent's Cyber Force Ceneration Mdel, known nore
commonly as 2.0. The purpose of this hearing is to discuss
how t he DoD seeks to generate and sustain the advanced
cyber workforce necessary to confront the full range of
adversaries in the cyber domain scale.

| have about a five-page opening statenent that | am
going to submt for the record, because | want you all to
have an opportunity to share with us how you are going to
respond to this.

| think the nost inportant part that we want to share
Is this particular approach is designed to provide us with
cyber professionals to neet the workforce needs of
literally a domain which is in huge demand right now, and
has been the focus of anything having to do wwth mlitary
oper ati ons.

Today, as our w tnesses, we have Katherine Sutton,
Assi stant Secretary of Defense for Cyber Policy, Ofice of
the Secretary of Defense; Lieutenant General WIIliamJ.
Har man, USA, Acting Commander, United States Cyber Comrand
and Performng the Duties of Director, National Security

Agency, and Acting Chief of Central Security Service; and
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Brigadi er General R Ryan Messer, U S. Ar Force, Deputy

Director for Gobal Operations, J3 Joint Staff. Wlcone to

all of you. W look forward to hearing your thoughts,

reconmendati ons, and answer questions that we have of you.
And with that I will turn to our Ranking Menber,

Senat or Rosen.
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STATEMENT OF HON. JACKY ROSEN, U. S. SENATOR FROM
NEVADA

Senat or Rosen: Thank you, Chairman Rounds. | have a
very short opening remark, so | amgoing to read those in
and then we will get right to it.

This hearing is so inportant, and | appreciate the way
that the Chairman and | worked together, hearing from al
of you about the Departnent of Defense, your Cyber Force
Generation Plan, the associated inplenentation plan,
CYBERCOM 2. 0. And for the witnesses here, thank you for
your service and your commtnent, because now nore than
ever the United States needs a cyber workforce equi pped
with the acunmen and expertise to defend our networks, to
executive offensive operations in a rapidly -- is not a
fast enough word to even describe it -- a rapidly changi ng
battl e space that achi eves our national security
obj ecti ves.

| woul d point out, however, that the new Nati onal
Def ense Strategy, publicly rel eased on Friday, only
nmentions cyber in three places. Cyber is everywhere. | am
surprised at how little enphasis has been placed on cyber
I n conparison to other capabilities in the NDS. It does
not engender nuch confidence that cyber is being treated
Wi th the necessary urgency or priority by this

Adm nistration that | think we would all agree that we
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need.

The Departnent of Defense nust take swift action to
devel op prograns that enable our cyber warfighters to
i ncrease cyber domain nastery and operational readiness.

It is critical. W have to pronpote standardi zed training

across all of our services. W need a sustainable talent

pipeline -- | know you are going to tal k about that -- and
we need effective initiatives for retention.

Because in an era of persistent cyber threats from
foreign adversaries |like China and Russia and Iran, they
are probing and testing and chal |l engi ng our systens, |
woul d say by the nanosecond. Not even enough to say daily.
Every single second. They are seeking any opportunity they
can to degrade our conmmand control, disrupt our operations,
steal our nost sensitive information, and they are using
sophi sticated cyber tactics to disrupt mlitary operations,
spreadi ng danger ous propaganda to Anerican citizens, and
denyi ng access to |ifesaving goods.

Advancenent in artificial intelligence by our
adversaries, of course, they heighten the sense of urgency
we nust all feel right now, we nust have to protect against
Al -orchestrated canpai gns ained at targeting, well,
targeting us, our critical infrastructure, our supply
chains. And we cannot defend agai nst these disturbing yet

real threats w thout cyber professionals every step al ong
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the way, arned with the requisite skills and abilities to
bol ster the cyber enterprise.

And so for too long the approach to manning, training,
and equi ppi ng our cyber forces, we have just |agged behind,
and we need to really step that up, in ny opinion. The
Department of Defense, we know we struggle, continue to
struggle with recruitnent, retaining cyber talent,
particul arly agai nst such a conpetitive private sector. So
this issue underm nes our readi ness across all domains, and
It is apriority of this Subcommttee, and the Conmttee at
| arge, to help the Departnent do everything that we can to
fix it, because we cannot fight today's digital wars wth
the outdated infrastructure, with our inflexible personnel
structures. W need a skilled, professional cybersecurity
force. It is not a luxury; it is a foundational
requi renment for all of us.

So |l amcommtted to work together in a bipartisan
way, on this Commttee, on the full Commttee, with all of
you, to be sure that we have the cyber force of the future
that we need and will continue to need, going forward.

Thank you again for your work and for being here. M.
Chai rman, thank you.

Senat or Rounds: Thank you, Vice Chair Rosen. Let ne
just begin with Secretary Sutton. W wel conme you back.

She has been on this side for quite a while, and we all
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know you and appreci ate what you do, and appreci ate what
you have already done in terns of providing for a |ot of

t he | anguage. But right now you operate under the

I nternational Defense Authorization Act that were

| npl enent ed when you served on this side. So we appreciate
havi ng you back. W wel conme you back, and we | ook forward

to your opening conments.
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STATEMENT OF THE HONCRABLE KATHERI NE SUTTON,
ASS| STANT SECRETARY OF DEFENSE FOR CYBER PCLI CY

Ms. Sutton: Thank you. Chairman Rounds, Ranking
Menber Rosen, and distingui shed nenbers of the Committee,

It Is an honor to appear before you today. As you
mentioned, it is really quite the privilege to be on this
side of the table, representing the Departnent and all of
the efforts that we are working forward to tackl e those
chal | enges that Senator Rosen highlighted in her opening
remar ks.

| amgrateful for the opportunity today, in particular
to discuss the Departnent of War's conprehensive efforts to
organi ze, train, and equip our cyber forces to neet the
conpl ex changes the nation faces in the 21st century.

The subj ect of today's hearing, Cyber Command 2.0,
represents what the Secretary of War, Secretary Hegseth,
menti oned at the Reagan Defense Forum the nost significant
transformati on of U S. Cyber Conmand since its inception 15
years ago. This initiative is the cornerstone of our
effort to ensure Anerican dom nance in a rapidly evol ving
cyberspace donmain, neeting the President's clear mssion to
t he Departnent of War, achieving peace through strength.

Cyber Command 2.0 is only one of the key initiatives
we are to working to nmaxi mze our cyber forces. W are

al so working to validate, and if necessary, update our
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force design and force enploynent to ensure we are able to
achi eve the nmaxi mum out cones.

For many years, the Departnent has recogni zed that our
approach to building and sustaining cyber talent was not
keepi ng PACE. Qur adversaries are investing heavily in
cyber, while we have been constrained by traditional force
generation nodel s which, while effective for conventi onal
forces, failed to fully address the uni que requirenents of
cyberspace operations. This has created significant
challenges in recruiting the right people, retaining our
best operators, and providing the agile specialized
training needed to wn.

Qur | egacy force generation nodel is inconsistent,
hi ndering our ability to adapt at speed and scale to
counter threats like Volt Typhoon and Salt Typhoon, and
qui ckly integrate enmerging technologies like artificial
i ntelligence.

To address these systematic chall enges head on, the
Secretary of War approved Cyber Conmand 2.0, a fundanental
rei magi ni ng of how we build and nmanage our cyber forces.

At its core, Cyber Command 2.0 is founded on three
essential, fundanental pillars.

The first of those is domain mastery. W are shifting
froma conpliance-based paradigmto one that fosters deep,

career-long expertise. Qur goal is to cultivate a cadre of
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cyber personnel who achieve true nmastery through enduring
oper ati onal experience rather than rotating through cyber
assignnments as generalists.

Second is specialization. The cyber domain is not one
size fits all. Cyber Command 2.0 establishes dedicated
pat hways for our personnel to becone deep experts in fields
| i ke industrial control systenms or space asset protection,
resulting in specialized units aligned to our nost critical
m ssi ons.

And third is agility. The cyber threat |andscape
evolves with unparalleled speed. W require a force that
can adapt and enpl oy new technol ogy just as quickly. This
nodel allows for dynam c allocation of talent, ensuring we
mai ntain a proactive posture agai nst the npbst pressing
t hreats.

To bring these pillars to life we are inplenenting
seven core attributes. The first is targeting recruiting
and assessnment. W are shifting fromgeneral recruiting to
targeted talent acquisition, beginning with an in-service
recruiting pilot using validated instrunents |ike a Cyber
Assessnent Battery to identify individuals wth inherent
aptitude and suitability for cyber warfare.

Second are incentives for recruiting and retention.

To remain conpetitive, we mnmust inplenment robust incentive

pay and retention bonuses that reward mastery, and we w ||

10
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standardi ze this pay across the services.

Third is tailored and agile training. Through our
Advanced Cyber Training and Education center we will focus
m ssion-specific skills on demand, ensuring our forces
remai n ahead of technol ogi cal advancenents and adversari al
tactics.

Fourth, tailored assignnment managenent. W are
engi neeri ng career pathways that enabl e sustai ned operator
engagenent, allowi ng operators to build a conprehensive
portfolio of tailored experience rather than being forced
to nove on after a single tour. This approach generates
domain mastery within the Cyber M ssion Force while al so
provi di ng greater operational effectiveness when
warfighters return to their services and apply their
devel oped talent to service m ssion sets.

Fifth is specialized mssion sets. W are devel oping

dedi cated units of experts focused on highly specialized

m ssi ons, such as protection of space assets or the defense

of critical infrastructure, making themthe world' s | eading

authorities in their fields.

Sixth is integrated headquarters and conbat support.
Qur tactical cyber teanms will be presented with dedi cated
headquarters and conbat support, ensuring they have the
| eader ship and resources needed to execute their m ssions

w t hout the distractions they have today.

11
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And last is optim zed unit phasing. To prevent
burnout and sustain readiness, we are instituting a unit
phasi ng nodel that creates a sustainable operational tenpo,
keepi ng our personnel focused and effective for the | ong
haul .

Wi |l e each one of these attributes offers nerit, the
true power lies in their synergy, creating an exponenti al
effect on our ability to generate and sustain cyber tal ent
across the entire talent managenent |ifecycle. These
efforts are driven by the creation of three enabler
organi zations wthin Cyber Command, that General Hartnman
wi Il talk about in his speech.

As directed by the Secretary of War, | wll oversee
t he Cyber Command 2.0 inplenentation, consisting of 97
tasks across 26 lines of effort. This revised force
generation nodel enpowers the commander of U. S. Cyber
Command to directly influence how our forces are manned,
trai ned, and equi pped, to deliver inmediate warfighting
out comes whi |l e preserving deci sion space on future
organi zati onal constructs. The core attributes of mastery,
specialization, and agility are indi spensable, regardl ess
of any future structural changes.

Cyber Command 2.0 represents the begi nning of a
necessary journey and the Departnment's conm tnent to

provi ding our cyber warriors with the careers, talent, and

12
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support they deserve. 1In addition to Cyber Conmand 2.0,
the Departnent is undertaking several initiatives to
enhance our warfighting capabilities in the cyber domain.
They include validating and updating our cyber force design
and devel oping a force enpl oynent nodel that ensures
maxi mum | ethality and operati onal outcones.
| mportantly, Cyber Conmmand 2.0's purpose extends
beyond the cyber domain. It is a critical Joint Force
capability that nust be integrated across all warfighting
domains. This sends a clear nessage to our adversaries:
the United States is all in on achieving and mai ntai ni ng
cyber superiority in support of our national interests.
Thank you for the opportunity to testify today. |
| ook forward to continuing to work closely with this
Subconmittee on this critical national security priority,
and | wel cone any questions that you have.

[ The prepared statenent of Ms. Sutton follows:]

www. L exitasL egal.com 800.FOR.DEPO
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Senat or Rounds: Thank you, and | appreciate your
comments, Secretary Sutton.

General Hartman, wel conme, and as you get started |
just want to personally say thank you for your dedicated
service to our country and everything that you have done to
forward our security through inplenentation of these types
of policies in the cyber domain. And | appreciate that.
Thank you, sir.

Go ahead with your statenent, please.

14
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STATEMENT OF LI EUTENANT GENERAL W LLI AM HARTMAN, USA
ACTI NG COWANDER, UNI TED STATES CYBER COMVAND/ PERFORM NG
THE DUTI ES OF DI RECTOR, NATI ONAL SECURI TY AGENCY/ ACTI NG
CH EF, CENTRAL SECURI TY SERVI CE

General Hartman: Thank you. Chai rman Rounds, Ranking
Menmber Rosen, and di stingui shed nenbers of the Commttee,

t hank you for the opportunity to discuss the future of our
nation's cyber force. Thank you specifically for the
requirements in Section 1533 of the fiscal year 2023 NDAA
that brings us here today.

The revised Cyber Force Generation Mdel approved by
the Departnent is fundanental to a nore lethal, agile, and
enduring cyber force, capable of deterring, and if
necessary, defeating our adversaries in cyberspace.
CYBERCOM 2.0 directly addresses our national security
chal l enges and fi xes many of the issues facing our
servi cenenbers. This is a significant upgrade in how we
man, train, and equip the world s best cyber force.

Since the standup of U S. Cyber Command we have had
chal | enges manni ng the cyber force and ensuring we had
vi abl e cyber-centric career nodels across all services. W
face many chal |l enges, ranging fromduplicative training,
unconpetitive and inconsistent conpensation, excessive
adm ni strative burdens, and a high operational tenpo that

contributes to an unsustai nable stress on the force.

www. L exitasL egal.com 800.FOR.DEPO
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CYBERCOM 2.0 targets these problens through seven key
del i verabl es that overhaul how the Departnent of War
generates and sustains |ethal cyber warfighters. These
del i verabl es include overhauls in targeted recruiting,
noder ni zed i ncentives, specialized mssion teans, and
optim zed operational tenpos.

This plan gives us what we need. It forges cyber
warrior by building upon the warfighting culture and | et hal
capabilities of the mlitary departnents, harnessing their
I nstitutional mastery of sustained warfare, their capacity
for precise global operations, and their core conpetency
and expeditionary and agile power projection in denied
envi ronnent s.

To lead this effort | have established three key
enabl i ng organi zations. The Cyber Tal ent Managenent
Organi zation is devel oping the cyber assessnent battery
test to better align incomng talent. To ensure we retain
hi gh-end warfighters, we are using our Title 10, Section
167b authorities to budget for standard skills pay and w ||
next focus on retention incentives.

The Advanced Cyber Training and Education and Center
Is tailoring training to specialize m ssion needs while
elimnating training redundancy in areas like artificial

intelligence, expeditionary cyber, and advanced tradecraft.

Qur Cyber Innovation Warfare Center will nore rapidly
www. L exitasL egal.com 800.FOR.DEPO
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equi p our cyber forces with cutting-edge capabilities and
gane-changing trade craft. We will build capabilities we
need for the future, not focused on past requirenents.
This center will serve as the central point of
col | aboration for industry, academ c, governnent partners,
and the cyber operating force.

These enabl i ng organi zati ons are bei ng designed to be
Al by birth, built fromthe outset to be data centric,
aut omat ed, and decision optim zed. This neans that data
will be treated as a strategic asset, workflows are
engi neered for automation, artificial intelligence is
enbedded into planni ng, operations, and sustai nnment, not
bolted on | ater.

Artificial intelligence is no |onger a future concept.
It Is an operational capability we are integrating today.
In line with our Cyber Command 2.0 vision, we are
transform ng how the command i s organi zed, enabl ed, and
resourced to operate at the speed and scale required in the
cyber domain. W are fundanentally changi ng how we bring
Thank you into the fight. Rather than relying on | ong,
bespoke government devel opnment cycles, we are aggressively
| everagi ng commerci al proven Al technol ogies, the sane
systenms driving productivity, analytics, and automation
across the global econony, and rapidly adapting themfor

mlitary use, while also building classified and m ssion-
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specific capabilities internally, when required.

This industry-first approach allows us to nove at the
pace of relevance. It enables continuous iteration, rapid
upgrades, and alignnent with the global Al innovation
ecosystem which no single governnent entity can replicated
on its owmn. In a domain where our adversaries are already
exploiting automati on and nachi ne | earning and | arge-scal e
anal ytics, speed is not a luxury. It is a necessity.

| nportantly, we are no |longer piloting Al for
| earning. We are operating Al for m ssion outcones. Today
Al is being used to accelerate cyber threat detection and
response, prioritize and automate defensive actions across
| arge networks, inprove operational planning, targeting,
and operations, and reduci ng anal yst workl oads so human
expertise is focused on the highest val ue decisions. These
are not experinents. These are capabilities already being
delivered across the force.

Because getting this right is so critical, we have
aligned our Chief Al Oficer as a direct report to ne,
outside traditional stovepipes. This ensure Al data
architecture and operational design are integrated from day
one, rather than conpeting for priority after the fact.

CYBERCOM 2.0 strengthens our integration with other
conmbat ant commands. By buil ding nore proficient cyber

forces, we provide nore |ethal and capable support to the
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Joint Force. Wen our cyber operators are expertly matched
to their roles, receive cutting-edge training, and are
freed fromadm nistrative burdens to focus on the fight,

t heir operational effectiveness increases exponentially.
Thi s enhanced capability directly translates to delivering
deci sive outcones for CYBERCOM and ot her conbat ant
commanders at the timng and tenpo our senior |eaders
require.

In closing, | want to reiterate nmy appreciation for
Congress' support and partnership over the past several
years. Changes to our budget and acquisition authorities,
as well as the fiscal year 2023 NDAA Section 1533 provi ded
us the required tools and a clear mandate to address
persi stent readi ness chal |l enges and i npl enent sol utions
across the Cyber M ssion Force. W are using those
authorities to inplenment CYBERCOM 2. 0.

| assess inplenenting CYBERCOM 2.0 as the best path to
get our cyber warriors and our cyber force where it needs
to be to support the Joint Force, in crisis and conflict.
The Secretary's direction is clear, and we have buy-in and
participation with services. Alregady we are |everaging
the Arny nodel for proficiency pay, and the Navy is
| npl ementing clear career progression for the maritine
cyber warfare officers.

Your continued support, both in sustained investnent
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and providing flexible authorities to partner with the full
spectrumof U. S. Al conpanies, frommajor defense prines to
vent ur e- backed startups, is what allow us to nove fast,
stay secure, and nmintain our advantage. The success of
this endeavor will depend on continued partnership with
Congress and the Departnent to ensure adequate oversi ght
and sustain funding to inplenment these necessary changes
and maintain the world's premer cyber force. This is how
we ensure that American innovation renmains decisive in
cyber space.

Thank you. | |ook forward to your questions.

[ The prepared statenent of General Hartman foll ows: ]
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Senat or Rounds: Thank you, Ceneral

And Gener al

your service to our country.

pl ease proceed.

Messer, thank you.

www. L exitasL egal.com
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And wi th your statenent,
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STATEMENT OF BRI GADI ER GENERAL R. RYAN MESSER, USAF,
DEPUTY DI RECTOR FOR GLOBAL OPERATI ONS, J3 JO NT STAFF

General Messer: Chairman Rounds, Ranki ng Menber
Rosen, and di stingui shed nenbers of the Subcommittee, thank
you for the opportunity to join this hearing and speak to
the inportance of cyberspace as an integral part of joint
all-domain mlitary operations.

Joint Operations are reliant on operators who are
masters of their craft. For exanple, an aviation strike
operation requires aircrew who are exceptionally skilled in
aerial refueling, air intercept control, air-to-air
warfare, and strike warfare. It takes years of specialized
training to build a team who can succeed in such m ssion
areas. The sane is true for our cyber operations.

At the sane tine, the demand for cyber forces across
the Joint Force is steadily rising. As you will hear in
conbat ant conmander posture statenents, our adversaries are
usi ng the cyber domain as part of their multi-faceted
canpai gns to degrade U S. and allied interests.

USI NDOPACOM has enphasi zed def ensi ve cyber operations as
the "Joint Forces' first line in defense" in their theater,
and USSOUTHCOM hi ghl i ghted "cyber espionage" as a vector
for both intelligence gathering and persuadi ng audi ences
against U S. interests in their theater.

Am d these threats, demand for cyber capabilities is

22
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at an all-tinme high. Threats in cyberspace are currently
grow ng faster than we can scale our actions. The size of
t he existing Cyber Mssion Force requires us to prioritize
sone efforts and take risks in others, which could del ay
our response to neeting energing threats.

For all mlitary operations, actions in cyberspace are
pl aying an increasingly inportant role. That includes
operations where the cyber el enment may not be self-evident.
Whet her protecting our forces fromharm conplenenting
ki netic action, inposing costs on adversaries, or defending
friendly infrastructure, cyberspace operations are critical
to the successful enploynent of the Joint Force. To
succeed, we nust be proactive, not reactive. Cyber
activities nust be integrated into every phase of
operations, starting with concept devel opnent.

Mlitary operations in every domain require
specialists. Just as specialized aircrew support every air
operation, specialized cyber operators are essential to
ensure U S. dom nance in cyber and all-donmain operations.

CYBERCOM 2.0 wi Il help us conbat the adversary's
ability to mass forces with donain mastery and advanced
tools, extracting the greatest value fromthe force that we
have. Training, experience, tools, and resourcing wll
gi ve our operators what they need to prevail in this

dynam ¢ donai n.

www. L exitasL egal.com 800.FOR.DEPO
DC.Scheduling@L exitaslL egal.com (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

On behal f of the nen and wonen of the Joint Force, we

appreci ate your support for the Cyber M ssion Force and for

this vital initiative. And with that we will open it up

for questions.

[ The prepared statenent of Ceneral
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Senat or Rounds: Thank you, General Messer.

Look, to begin with, we are in an open session right
now so we have an opportunity to not only ask questions but
to help educate, as well. Five domains -- air, |and, sea,
space, and cyberspace. It appears that there will never be
anot her kinetic activity that does on in terns of our
Depart nment of Defense or Departnent of War w thout having
sonme cyber activity to the left of it, basically to make
the field of battle a little bit safer for our young nen
and wonen.

But in order to do that it has to be integrated and a
part of the larger force. And in order to nmake that
happen, you need professionals that clearly understand
their role. That is |ot about what this discussion today
Is about. It is about the cyber force itself and how t hey
actually provide the needed services to different COCOM
commanders, conbatant comranders, that we |ay out
t hroughout the world. |In order to do that, we have got to
make sure that the cyber operations can be integrated as
qui ckly and as efficiently as possible.

Ms. Sutton, part of the CYBERCOM 2.0 initiative
recommends maturing the Assistant Secretary of Defense for
Cyber Policy position to neet the demands of executing
Section 167b authority for cyberspace operations peculiar

activities. And | just want you to describe what that
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maturation mght look like in practice. Specifically, how
woul d an enhanced Assistant Secretary for Cyber Policy, how
woul d that office support the force generation objectives
outlined in CYBERCOM 2.0, and what additional
responsibilities or authorities would be necessary to
effectively execute this expanded role? 1In other words,
what specific resourcing would be required to enabl e that
maturity of the ASD Cyber Policy office?

| know you are new in the role and so forth, but you
have got a great deal of experience in the cyber donmain and
what we have done within the National Defense Authorization
Act in the past. Your thoughts, please.

Ms. Sutton: Senator Rounds, than you for that really
| nportant question. So as you nentioned, one of ny top
priorities going forward, and what | think one of the key
responsibilities of ny office, is to nmake sure that cyber
Is integrated into nmulti-domain operations. And so having
this role be fundanental and be enbedded w thin the Under
Secretary of Policies organizations allows that to happen
on a daily basis, to bring the cyber domain to all of the
pol i cy di scussi ons happeni ng nore broadly.

| think historically we have seen cyber treated very
much in a stovepi pe, where the cyber people go off and talk
about the cyber domain and do their things in a silo and in

a vacuum And | see one of the primary roles of ny office,
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both as the Assistant Secretary for Cyber Policy as well as
the principal cyber advisor in ny role to be an advisor to
the Secretary of War, is to be that coordinating function
across the Departnent, to really bring cyber to all of the
ot her domai ns of warfighting, to coordinate across the
services, and to | ook for opportunities where resourcing is
needed and where we need to really focus the Departnent's
efforts to achieve these outcones that are going to be
critical to all future conflicts going forward.

Senat or Rounds: Thank you. And just in order to nake
sure that all of our nenbers get an opportunity to speak,
and we are going to do several rounds of questions, | wll

defer right now to Senator Rosen.

Senator Rosen: | amgoing to defer to Senator
G llibrand, because we are here the whole tine and everyone
has a | ot of hearings going on. So Senator Gl Ilibrand, you

are recogni zed.

Senator G llibrand: Thank you, M. Chairman. Thank
you, Madam Vi ce Chai r nan.

General Hartman, since the fiscal year 2017 NDAA
CYBERCOM has had the authority over the training of
assigned joint forces, conducting specialized courses of
I nstruction, nonitoring and pronotion of Cyber Operation
Forces, coordinating with the mlitary departnents

regardi ng assignnent, retention, training, education, and
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speci al and incentive pays for Cyber Qperation Forces. The
command has been the Joint Force trainer for al nost as
|l ong. Miuch of CYBERCOM 2.0 appears to be tinkering with
this space rather than fundanental reinmagining. Can you
speak to why the command did not take these steps before
and why you believe this is a dramatic transformtion?

General Hartman: Senator, thanks for your questions.
As you point out, in 2017 we were given certain
authorities. But what we did not have control of at the
tinme was the funding, Senator. So as you are aware, in
2023, we were given enhanced budget control. There were a
series of issues that actually caused us to not receive
control of that funding until 2024. And so when we had
sonme authorities we really had no enforcenent nechani sns,
and we have started to execute those enforcenent
mechani sms, and we have seen benefit fromthat.

Senator, CYBERCOM 2.0 does not intend to totally
rei nvent how we train the force, but what it does intend to
do is make sure that the services are held to the standard
of 1,000-level training. The CYBERCOM J7 will continue to
execute 2,000-1evel training. So basic training by the
services, qualification through CYBERCOM which we have
made a | ot of progress on in the last 2 years. And then
what CYBERCOM 2.0 is really going to bring is advanced and

specialized training, noving at the pace of industry, that
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is really required, that will allow us to both conpete and
really plan to outpace China. That is the construct that
we are |laying out, Senator.

Senator G llibrand: Thank you. Secretary Sutton
while the services |argely say cyber is inportant, it is
not a top priority for any of them Agreeing to a notional
plan is easy, but the services are notoriously protective
of their control over their recruiting, retention, and
tal ent managenent. How will your office hold services
account abl e and ensure they do not steanroll CYBERCOM on
career and tal ent nanagenent ?

And | will just say that this Commttee, we have had
hearing after hearing, year after year, and we have drilled
down to how many personnel you are getting from each
service, and which services are slower than the other, and
what | evel of staff you could acquire. And frankly, it is
never good enough. So | just really want to know how you
I ntend to succeed?

Ms. Sutton: Senator, | appreciate your question and
understand the frustration. | think you are really
hi ghl i ghting what is fundanental about Cyber Command 2.0,
which is involvenent at the Secretary's level to really
coordi nate and make sure that the services are all doing
t hi ngs consistently and that we rise everybody to the top

bar .
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We see best practices in pockets across the services,
but have historically |acked a coherent effort to bring al
t hose together and rise all levels up. It is going to
require hard discussions internal to the building. It is
going to require prioritization. And we have a clear
direction fromthe Secretary of War when he approved this
pl an about the inportance of increasing the lethality of
our cyber warri ors.

| ook forward to having all those internal battles
within the Pentagon, because | think it is fundanental to
what we owe our cyber warriors that cone to work every day
and do this mssion, is to be able to train themand retain
themin ways that allow us to maintain the world' s nost
conpetitive cyber force.

Senator G llibrand: General Hartman, it was just
reported that China inproved the inport of H200 chips to
Byt eDance, Alibaba, and Tencent. These conpanies all work
closely with Chinese mlitary, and just a few nonths ago
reports indicated a Wite House nmeno rai sed concerns that
Al i baba provides support for PRC mlitary operations
against targets in the U S

| f these sales go through, what inpacted wll this
acqui sition of H200s have on their ability to target U. S.

mlitary and U.S. critical infrastructure?

Ceneral Hartman: Senator, | have not studi ed that
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question, so | will agree to get back to you with an
answer .

Senator G llibrand: Thank you. And just ny | ast
point. | would like to hear fromeach of you. | still do
not understand why you do not want a Cyber Acadeny. | just
do not know why you do not want a service acadeny that wll
just train the personnel you need, fromtop to bottom
consistently and regularly. W tried to create snall
pi pelines for you through Cyber Acadeny for non-mlitary
personnel, but | still do not know why you do not want your
own. | get why you are going to use existing services and
try to do better training, but future war is going to be
cyber, and | do not know why we are taking so long to do
this.

And | think also in your testinony you said that your
goal for -- what is the group? -- the ACTEC, the Advanced
Cyber Training and Education Center, will not be fully
operational capable to @B fiscal year 2031. | nean, that
is areally long tinme for any bricks and nortar.

But can you each tal k about why you do not have this
vision, and why is it so difficult?

Ms. Sutton: So | really appreciate that question
because | think how we get the right training to our people
and what courses we have avail abl e and what nechani sns we

have is really inportant.
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| really want to highlight the inportance in Cyber
Command 2.0 of the ACTEC, the Advanced Cyber Training and
Education Center. And the intent of it is actually not to
be a brick-and-nortar institution, because what we see is
havi ng an i nternal devel oped training systemis probably
al ways going to be slowto need. As we |ook at the
tinelines it takes to get basic training updated, we are
| osing out to the best of breed that is happening in
i ndustry and academi a. So that Advanced Cyber Training and
Education Center nodel is really intended to figure out
what our requirenents are, where we have skills and key
knowl edge gaps that we need training on, and then to be
able to go out to industry and academ a, find the best of
breed, if it is available out there, bring that in, and
then we can have standards that we are trained to.

So that is really the nodel that we are | ooking to
nove out on quickly. The tinelines that we are tal king
about are to get it fully up and scal ed across the entire
force, across an entire curriculum | wll |et General
Hart man tal k about sonme of the early pilots that we are
aimng to get sonme quicks wins in.

Senator G llibrand: Again, the Chairmn can take
control of this, but honestly, we have been saying that for
a decade, and it just does not work. W cannot conpete.

We do not pay enough. Qur salaries are too low. So the
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benefit that the service academ es have is it is free
college for 4 years, or 2 years, or whatever it is going to
be. So kids wll choose to do that route because we can
conpete on that.

Let's say you set your standard, every 6 nonths of the
perfect person. They are not going to join you, because
t hey are making $400, 000 or $600, 000 where they are. You
are not going to get them

So you guys can answer the question if you want, but
you can also take the tine back if you would |ike, M.
Chai r man.

Senator Rounds: | wll allow the question, if you
have got it, and if not we can bring it back in and you can
respond with a witten response. But | would be curious to

hear what your thoughts are on it.

Ms. Sutton: Just one thing and then | wll |et
General Hartman al so provide his answer. | ama firm
believer in exactly what you nentioned. | ama Schol arship

for Service recipient. M mster's degree was funded

t hrough governnent funds wth a service obligation, and
over 20 years later | amstill in government. | see it is
a very powerful recruiting tool and sonething that we are
continuing to | ook to opportunities to continue to

| ever age.

General Hartman: Senator, | am not opposed to a joint
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cyber service training acadeny. | think there is great
merit in that. Wat | do not think is the best answer
right nowis to divorce our cyber capability in the
Department fromthe services. And that is based on
everything that we are doing from an operational
standpoint. And if | have got to build a cyber plan

agai nst an adversary's air defense network, the A r Force,
as a service, brings trenendous capability to ne that | do
not believe we need to separate.

Senator Gllibrand: Got it.

General Hartman: And then the second piece is, the
Advanced Cyber Trai ning Acadeny, what we are trying to do
Is really marry the training to the operational elenents of
the command. So we learn things in an Qps Room both
of fensi ve and defensively, that we imediately turn into a
training requirenent, that we train across the force. So
each disparate elenent is not |learning every tinme they get
on keyboard in order to execute operations. W just think
that is fundanentally inportant, but there is a huge
I nstitutional training environment, and | support your
| dea.

Senat or Rounds: Thank you, Senator Gl |ibrand, for
t he excell ent questions. | appreciate that.

Ms. Sutton and CGeneral Hartman, you are likely aware

of the calls -- and this follows the sane line -- for the
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establishnment of a separate mlitary service dedicated to
the cyber domain or a cyber force. Like ne, you are no
doubt close with and respect many of those who are
supportive of a cyber force. Wat would you say to those
nati onal security and cyber experts who are advocating for
a separate cyber force? Step right into it.

Senator Rosen: You knew he was going to ask that,
didn't you?

Ms. Sutton: | appreciate that question. | think this
Is areally inportant debate for us all to be having about
the future of the cyber warfighting domain. | do think one
of the nbst common m sconceptions about Cyber Conmand is
that it is a debate between Cyber Command 2.0 and a cyber
force, and they are actually separate debates that |
bel i eve both need to be had, and we need to | ook closely at
the pros and cons of both.

Cyber Command 2.0 is inherently about building a
talent nodel. It is |ooking across the entire tal ent
pi peline fromwhen we recruit soneone, how we nmeke sure we
have the right talent, how we train them how we retain
them how we build careers for them how we really build
our cyber warriors. W know how to do this. As Cyber
Command has becone operational we have built a set of very
capabl e cyber operators. Now we need to do that at scale

and have a systemthat supports that, rather than doing it
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in an ad hoc net hod.

And so Cyber Command 2.0 is really that talent
managenent nodel, and we have been very careful as we have
built that nodel that it is agnostic to the organizati onal
nodel and that it would support both the current nodel,
where five services present, as well as other
organi zati onal nodels, such as the establishnment of a cyber
force.

So | think they are both really inportant debates to
have, but they are separate debates that we need to nake
sure that we are quickly noving ahead with Cyber Command
2.0. We have a lot of work done, and it is required
regardl ess of what nodel we have. W have to build the
talent. And so that is our inmediate focus, is working on
all of these fundanental activities that we are going to
need, going forward, that would enable any future decisions
to be nmade about an organi zati onal change.

Senat or Rounds: General Hartman?

General Hartman: Chairman, | just would |like to add
three things to what the Honorable Sutton said. | agree
with her that this CYBERCOM 2.0 is certainly inportant
regardl ess of any future deci sion.

| do believe when we did the analysis for CYBERCOM 2.0
the tinmeline was fundanental ly inportant, so we did view

this through a 2027 lens. W viewed it through a
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resourcing lens. And through that | ens, CYBERCOM 2.0
provi ded us the best opportunity in order to build the
force that we needed on a 2027 tineline. And I think that
I's inmportant.

The second piece is, | fundanentally believe the
ability to integrate across the Joint Force is best suited
to the nodel that we are devel opi ng here in CYBERCOM 2. 0,
and that is fundanmentally inportant. | did not answer the
guestion that you asked earlier, but our ability to
I ntegrate not just left of conflict but during a conflict,
In all phases of the operation, just |ike any other
traditional mlitary capability, is absolutely essential to
us delivering the capability that the nation needs. And I
think CYBERCOM 2.0 is really the best course to do that.

Senator Rounds: And | amgoing to be asking a
question in a little bit about sone of that, the cyber
activity that m ght occur during an operation, as well.

But | do want to followup a little bit. Wth
CYBERCOM 2. 0, where does a civilian workforce fit into a
CYBERCOM 2. 0 concept ?

Ms. Sutton: So the scope of Cyber Command 2.0 is
primarily focused on the Cyber Mssion Force and it is
enabl i ng organi zati ons, the headquarters, Cyber Conmand
headquarters, the Joint Force, Cyber headquarters, which is

a bl ended workforce of both mlitary and civilian and
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contractor work roles. So as a result, within Cyber
Command 2.0, the mpjority of initiatives do apply to both
mlitary and civilian popul ati ons, and we have sort of

dedi cated lines of effort that also target some things that
are unique to both sides. So in short, we are addressing
both issues for those elenents that support the Cyber

M ssi on Force.

Senator Rounds: Plenty of roomfor Guard units to
continue to participate?

Ms. Sutton: Absolutely. The Guard and the Reserve
are going to be critical on how we bring in sone of that
uni que talent that has special expertise, and there are
specific lines of effort in the inplenentation plan where
we |l ook at howto bring that in, as well as they will be a
fundanental part of our cross-functional teamthat we are
building to roll out the inplenentation.

Senat or Rounds: Senator Rosen.

Senator Rosen: Thank you. Well, you actually set ne
up for ny next question, you did not even know. But | want
to thank you for the testinony so far, because cyber is not
an add-on or service adjacent anynore. It has to be part
of the fabric of everything we do, woven in.

And tal king about data, | always say this data tells a
story if you know howto listen to it. And so | hope that

we can nmaybe have a hearing to tal k about how we think
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about data and its role in everything that we do going
forward. That is a separate issue.

But | actually want to tal k about the servicenenbers,
to what Senator Rounds was tal king about. So | have two
questions for you, General Hartman. One is on the regular
force and the second one is on the Guard and Reserve.

The first one, can you talk a little bit how you build
a fully qualified cyber operator? What does the training
pi peline look like at service and joint |evel, and what

ki nd of on-the-job experience is required before they can

be deened full qualified, and how often do they, | guess,
have their benchmarks taken, | guess if you think of it
i ke that.

General Hartman: Thanks, Senator. Each of the
servi ces produce a cyber operator, and that is a bl anket
term We have a nunber of different specialties across the
force. And then we, CYBERCOM supervise what we call work
role training. So if you are an interactive on-net
operator you go to a specific training course. |If you are
an exploitation analyst or another specialty you would do
the sane thing. And we work through a process that all ows
themto neet a series of benchmarks and then becone fully
gualified. Once they becone fully qualified they execute a
series of operations and nove frombasic to journeyman to

master | evel of qualification.
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Hi storically, we have not produced a | ot of operators
at the master |evel, because the training and the
certification process has taken too long. And part of
CYBERCOM 2.0 is how do we reduce that training tineline and
allow themto focus nore on operations vice |ess on
qual i fications.

So I think we have, over the years, reduced that
benchmar k, but you get trained, you get qualified, you
execut e operations, you becone a noncomn ssioned officer,
and then you supervise the next group of people that we are
bri ngi ng up.

It is a process that works, but it does not work fast
enough, and that is really the focus of 2.0 and the ACTEC
program

Senator Rosen: Thank you. | want to ask a simlar
question about the skills for our National Guard and
Reserve nenbers. They are not currently tracked, it is ny
understanding, at the sane fidelity as the active force, so
they are going to be a critical part, to your point, of
bringing in the public sector, | guess, if you wll, say it
t hat way.

So what specific steps, can you talk to us about how
you are going to ensure that a Guardsman or Reservist with
t hose hi gh-end cyber skills, they mght be doing it in the

regul ar world, their civilian career, how can they be
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activated for special mssion? How are you working with
that? Because | do think that is a big part of our

pi peline and training. So whatever, you both can answer,
pl ease.

General Hartman: Thanks, Senator. W do have
organi zations in the National Guard that are exenpl ars that
we are trying to really use to leverage it across the
entire Reserve conponent. W have got the Del aware and the
Maryl and Air National Guard that is part of our Cyber
National M ssion Force. So one of our nost elite
organi zations really for the | ast decade. W bring those
servi cenenbers on active duty and they participate as full
menbers of the team To be honest with you, they bring
deep expertise, because when they are not nobilized, as you
hi ghl i ghted, they go back to civilian jobs.

We have an organi zation down in Texas supporting our
Air Force cyber organization that, again, provides a
significant amobunt of expertise. And we have the sane
nodel on the defensive side.

What we have to do is scale that across the force. W
have got to get themall in JCC2-R, our readi ness tool, and
we have got to be able to track themjust |ike we are
tracking our active duty servicenenbers.

Senat or Rosen: Because you mmy, across the country,

each state may have one or two that are working in this
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area in their civilian life. And so how do we pull them
I n?

General Hartman: Senator, that is our plan. W are
in the relatively early stages, but as we build this out,
that is our intent.

Senat or Rosen: Thank you. Senator Rounds.

Senat or Rounds: Thank you. GCeneral Messer, you have
gotten off too easy so far. | amgoing to throw you the
hard one now, and this is sitting in an unclassified
setting. | want you to talk a little bit about successes,
and | want to specifically talk Venezuel a.

It has been in the news, there has been a | ot of
di scussi on about the fact that this was a good exanpl e of
what happens when you conbine all of the Joint Forces,

I ncl udi ng cyber operations. Once again, | understand that
this is an unclassified, but there are a |ot of fol ks out
there that m ght now have a curiosity about this, and they
may very well want to be a part of a teamin the future

that you are going to have to try to recruit.

Can you share with us -- and | would open up to anyone
el se, as well here -- can you share with us the types of
operations and how this happened -- it is not just at the

national level or the international |evel or the big

picture, strategically, but tactically, how critical cyber

I's when you are doing -- and this was a | aw enf or cenent
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operation -- but a required support of the arnmed forces of
the United States. Can you share a little bit about what
that neant for the cyber teans involved? And a no answer
IS not acceptable.

General Messer: Senator, thanks for the question.
What | probably will not do is go into specifics of the
Venezuel a operation. But what | will tell you is as has
been nmentioned by Honorable Sutton and General Hartman, the
role that they play as |eaders in pushing cyber to the
forefront | think is critical. And that is one of the
t hi ngs we have seen from Chairman Caine, is his enphasis on
not just traditional kinetic effects but the role non-
kinetic effects play in all of our gl obal operations,
especi al ly cyber.

So leading up to the events in Venezuel a over the | ast
6 nont hs we have been devel opi ng sonet hi ng new on the Joint
Staff called a non-kinetic effect cell. This is designed
to integrate, coordinate, and synchroni ze all of our non-
ki netics into the planning and then, of course, the
execution of any operation globally.

| think it is inportant to point out that one of the
reasons that it has been successful is the enphasis that
t he Chairman has placed on the role of non-kinetics and, in
particul ar, cyber, and then the coordination that has

continued to grow and nmature with CYBERCOM as we work
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t hrough vari ous operations around the gl obe.

Senator Rounds: So in this particular case, not only
was there a huge amount of work to be done beforehand, but
then it had to be executed at the tinme, as we say, not just
on the left side but during the operation itself.

For young nen and wonen that are out there and they
want to be involved in a growing and very exciting field,
can you talk a little bit about what that neans in terns of
why we want these folks to actually be a part of not just
the large Cyber M ssion Force but actually within their own
branches, and the need to maintain that continuity and
under standi ng of the big picture by individuals who are
back in wwth their regular units, and how that gets
integrated in terns of providing direct assistance on a
unit-by-unit basis. Howintegrated is this? As a nenber
of the Joint Forces, | just kind of wanted to hear you talk
about how critical that is.

General Messer: Yes, sir. Cyber operations are
critical to everything we do, whether it is just day-to-day
operations of the functioning of the Departnent of War or
It Is actual execution and operations.

One of the things that | will point out is grow ng up
in the Air Force there was al ways a non-kinetic effect cel
at an Air Operations Center, but it usually existed back in

a back room it was a very dark place, and usually we did
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not ask for many inputs fromthat teamuntil we wanted to
sprinkle what we called the lightning bolts onto sone form
of operation. The reality is that we have now pull ed cyber
operators to the forefront.

Soif | were talking to a group of young people who
were considering a career, and joining General Hartnman's
team over at CYBERCOM | would say, "You are not just going
to be integral to every option we are going to do, but you
will be at the forefront of everything we do, both now and
in the future.”

Senator Rounds: So let's just say that there is a
young man or woman out there, and they enjoy the keyboard
wor k, and they are fascinated by cyber. They have seen
what hackers do. |Is there a place for the good guy hackers
to be, and how would they be able to I et you know t hat they
want to go to work for you? What is the best way to get
t hat word out?

General Messer: Sir, | think there would absol utely
be arole for themto play, and | think that the targeted
recruiting and assessnents that will be a focus of CYBERCOM
2.0 wll open up nore of those opportunities to find those
uni que individuals. And | wanted to see if General Hartnman
wanted to say nore about that.

General Hartman: There is a place for themto go,

Chai rman, absolutely. Qur intent is part of CYBERCOM 2.0
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Is if you are a young person, a hacker, you want to cone
serve your country when you show up at your recruiting
station, we want you to be adm nistered a cyber aptitude
test. If you score well on that test we would like you to
be offered a contract to becone a cyber operator in

what ever your service of choice is. And we would |ike you
to then go through the pipeline and cone to CYBERCOM That
Is the first way.

The second way is we are going to execute an in-
service recruiting pilot. And so if you are out in another
specialty, the sane way that you mght attract a Delta
Force operator in the Arny, we are going to also give you
an aptitude test, and if you neet a certain score on that
aptitude test we are going to work with your service to
have you nove to the Cyber (Operational Force.

And so we believe those two areas are ways that we can
really attract world-class tal ent.

| do want to go back, if you allow ne, to just address
alittle bit the question you asked the J39. | would tell
you not just Absolute Resolve but M dnight Hamer and a
nunber of other operations. W have really graduated to
the point where we are treating a cyber capability just
| i ke we would a kinetic capability. W are not sprinkling
cyber on. W are integrating cyber operations into the

Joint Force Commander's plan, and we are executing it to
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achi eve specific effects that are ultinmately tied to what
the commander is trying to achieve, and we are doing it in
a repeat abl e, sustainable nmanner, across a nunber of

di fferent COCOMS.

So while we cannot go into detail here, Chairnman, |
woul d I ove to get an opportunity to brief you in sone |evel
of detail. | do believe it is fundanentally one of the
reasons we created CYBERCOM and | do believe we have
achieved a certain level of integration that is really
| nportant for our nation.

Senat or Rounds: Thank you for that. And we wll make
arrangenents to have a classified neeting, and we woul d
invite you to conme back and share that with the nenbers of
this Subconmttee. Thank you for that. Senator Rosen.

Senat or Rosen: Thank you. | can tell you, the young
woman who started her career in conputer progranming in
1980- sonet hi ng coul d not dream of what is happening now and
what have been so excited about all the things that you are
doi ng or having even been recruited. O course, these
things did not exist in the sane way they do now So |I can
tell you all those folks are out there, because if the
wayback clock, if you went back, that woul d have been
sonet hing that woul d have excited ne, and it still excited
me to this day to think about it. Cyber is kinetic

capability. It is in the fabric of everything we do. W
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use it the sane as every bit of intelligence and every bit
of capability, and it is really inportant.

But I just want to ask, | think, the |last question I
amgoing to ask. How do we |everage security automation
tools to defend our DoD networks? W are talking a |ot
about the pipeline. W know we have nore to go to recruit
and train and figure out how we are blending all of this
together so it is seanless, in the sane ways that we do a
| ot of our intelligence capabilities, right.

But I want to just nove for a second to security
automation tools. General Hartman, you have to defend
t hose DoD networks. It is fundanental, right? And so |
had a provision in the Cyber Defense Command to s
subordi nate unified command included in the fiscal year
2025 NDAA. It is a structural change that reflects the
sophi stication of the current threat |andscape.

So as our adversaries increasingly utilize A, as we
tal ked around the circle about Al, to execute cyberattacks
at machi ne speed, the Departnent's ability to maintain
real-tinme visibility over the DoD information network is
being tested |i ke never before. So detecting a
vul nerability, it is only half the battle, right? You know
you have a vulnerability, and now you have got to cl ose the
door. So it requires a speed that manual process may not

be abl e to achi eve.
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By depl oying security automation tools, can we nove
froma reactive posture to a proactive defense that keeps
Chi na, Russia, other adversaries off our networks, and how
you are factoring in this use of automation and Al into
CYBERCOM 2. 0 for our devel opi ng cyber operators who defend
t he network?

General Hartman: Senator, thanks for the question.
First of all, thanks for the legislation as it relates to
DCDC and a subunified command. | assure you, General
Stanton has taken that legislation and is running with it,
and certainly inplenenting that.

Look, the use of automation, artificial intelligence
in order to secure the Departnent of War information
network is absolutely a part of CYBERCOM 2.0 and our pl an
for the defense of the DoD. It is not going to entirely
take the human out of the |oop, but what it is going to do
Is identify the nost inportant data that our anal ysts need
to look at in order to best protect our network.

We have executed a nunber of pilots, one | think we
previously briefed called an Optic Junction, that the Arny
executed down at Fort Gordon. W are |ooking at scaling
that technology. It was specifically focused about how to
find Chinese living off the |l and techni ques, that we have
seen repeatedly used.

But the bigger piece, though, is really closing the
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| oop between what we learn in our offensive capability and
what our defensive teans are prepared to defend against,
and literally, in real time, turning around that know edge
so that as we learn nore, we use that information to drive
our own defense of our networks, and artificial
Intelligence and automation is absolutely, 100 percent part
of our plan.

Senat or Rosen: Thank you.

Ms. Sutton: If you would not mnd if | added in just
one addi tional coment.

Senat or Rosen: OF course.

Ms. Sutton: one of the things that | amreally
excited about with Cyber Command 2.0 is the Cyber
| nnovati on Warfare Center, or the CIWC, which is really
| ooki ng at how do we adopt all the innovation that is
nmoving very rapidly in this domain, particularly Al and
automati on, and how do we operationalize that nost
effectively in the Departnent.

So it is not just about acquiring a tool or a
technol ogy. There are a |l ot of non-material aspects that
we wll need to be successful. How do we need to train our
wor kforce to nost effectively use that tool? Al is going
to change fundanentally what many of our work roles do in
this domain, so how do we devel op new training nodul es?

What doctrine, what new tactics, techniques, and procedures
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do we need to develop to be able to fully | everage these
new capabilities?

So the nodel of the CCWC is to have an I nnovati on
Warfare Center that can | ook at technol ogies that are going
to have gane-changing effects in our domain, bring in the
operational input that General Hartman nentioned, and in a
very short term |ook at how we need to address everything
we need to adopt that technol ogy, both material and non-
material, and then get that into our platfornms as quickly
as possi bl e.

It wll be our tie to industry. It ties our
operational force directly to industry, to allowthis to

happen at the speed at which we are seeing the capabilities

come out.
Senator Rosen: No, | could not agree nore. Thank you
for that answer. | do think artificial intelligence wll

potentiate what we can do, help us do it faster, maybe a
little bit smarter. But it will help us pull it al
together. Thank you for that.

Senat or Rounds: General Hartman, just a foll ow up
with regard to the response that you gave to Senator Rosen.
One of the itens that you tal ked about was kind of term of
art when you say the Chinese are living off the | and.

Since this is an open neeting and it is going to be

broadcast, can you share a little bit about what that neans
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for folks that are out there, about how that works, what
t hat neans?

General Hartman: |t just neans that the Chinese have
executed a deli berate canpaign in order to conpromse U.S.
net wor ks, and they use negative commands and native
features inside those networks to nove around, to |ook |ike
legitimate traffic that makes it difficult for us to find
t hose.

Senator Rounds: Is it fair to say, just confirm they
woul d be within our tel ecomunications systens today?

General Hartman: So have seen themin
t el ecommuni cati ons systens. W have seen themin critical
I nfrastructure. That is the bad news. The good news is we
see them and we report them and we execute operations to
get them out of those networks. And increasingly, as we
buil d expertise under the CYBERCOM 2.0 program it wl]l
allow us to do that nore effectively.

Senator Rounds: Thank you. | amjust curious, as
wel I, I am thinking now about universities across this
country, and | amgoing to use an exanple in South Dakot a,
Dakota State University, where they produce, perhaps, 400
cyber professionals per year. They have jobs basically
before they are out of school. They are in the
Madi son/ Si oux Falls area in South Dakota. But a |ot of

themwant to be a part of providing cyber protections.
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You have, and you need to be able to do not only cyber
protection, defensive capabilities for the Departnent of
Def ense's prograns, but you also then do offensive stuff,
as well, and you need tools for both. Can you talk a
little bit about what you have for capabilities in terns of
getting young peopl e involved in the devel opnment of those
specific tools? And these are tools that are not just
traditional cyber tools but ones that have basically been
agent-ized, for lack of a better term using Al as a part
of that process.

Can you talk about the need for that and the
avai lability for young people out there that want to be
i nvolved in this, who may not necessarily want to be
directly involved full-tinme, but either through Guard units
or through a civilian contract, and your interest in
actually having them nmake contact with you along that |ine?

General Hartman: Absolutely. So in the command, in
our service conponents, each of those organizations have
devel opnent organi zations, and those devel opnent
organi zations work specifically wwth operational teans in
order to produce capabilities. To date, that effort has
not been as unified as we would like. It is one of the key
work roles that we tal k about. Wen Honorable Sutton
tal ked about the CIWC, the CIMWC is really going to be the

organi zation that brings our service devel opnent units
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toget her and ensures that they have the absol ute best
training and they have access to the best devel opnent

envi ronnents, they have nodeling and sinul ation
capabilities to really | ook at what are future
capabilities. |In each of those organi zati ons we have both
mlitary and civilian nmenbers, and certainly there is an
opportunity to work there. Across a nunber of our Reserve
conponent units, we partner wwth themfrom a devel opnent
st andpoi nt.

But | think that the latter part, Chairman, is where
we really have to nove forward wwth CYBERCOM 2.0, and it is
how do we partner with cutting-edge, innovative, private
conpani es that we can work with in order to produce
capabilities that we need in order to execute operations.
And as | said in ny opening statenent, this probably is not
the extrenely |arge defense firns. It is these smaller
organi zations, often tines made up of nenbers that used to
be in the Cyber Mssion Force, or as part of the
intelligence community. And we are working with a nunber
of those organi zations right nowin order to do that.

Senat or Rounds: Thank you. Senator Rosen?

Senator Rosen: So you need the devel opers of the
software for the end user, so this is where you are witing
application software. This is where the collaboration

bet ween a software devel oper and your end user is, because
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we do not want to give you what we think you need. W want
to give you what you actually need. So these are where the
conversations about creating what you need, and the person
goes to wite that software for you, or however that gets
done, or gives you the tools to |let that happen dynam cally
with giving you the franmework and they can put in certain
particulars. So | amvery excited about you doing this.

That | eads nme to the question we always ask. Wat do
you need fromus? So you m ght need new authorities. You
m ght need incentives -- retention incentive paynents,
rotational prograns, other legislation, things with the
private sector, expedited clearance perhaps, if you are
going to be using folks fromthe private sector.

So we are going to be working. W are working on the
NDAA, this next years, right, as we speak. So as you think
about this, what are sone things, off the top of your head,
that will help us with readi ness, workforce retention,
private sector? Wat do you need fromus as we go back and
t hi nk about our next hearings, to get us ready for our good
mar k?

Ms. Sutton: | wll start out by saying how grat eful
we are for all of the things you have given us. | think
t here has been significant focus over the last 5 to 7 years

on additional authorities, additional funding, additional

pay. | think the Departnent, at this point, has a
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significant obligation to execute all of those, and | think
we are on a good path to do that.

At the nonment, we have not identified any specific new
authorities that are necessary. A lot of it is
I npl enenting the authorities and really maturing and fully
| everaging the authorities that we al ready have. But do
appreciate the offer, and intending that we will continue
to work with you iteratively as we work through the
I npl ementati on of Cyber Command 2.0, and identify things
that we do need. You will be the first ones to know, and
we wll gladly get you that information.

Senat or Rosen: Anything el se?

General Hartman: | agree with Honorable Sutton. W
appreciate all the additional authorities that we have been
offered. W appreciate your advocacy for funding. It wll
be inportant as we inplenent 2.0, as we really build out
the capabilities that we need froman artificial
i ntelligence standpoint.

| do believe there will be a discussion about how do
we best fund the activation of our Reserve conponent
forces, to ensure that we can do that in a sustainable,
repeat abl e manner, that we are able to bring the talent to
the active force in order to execute specific m ssions.
There have been sone good use case exanples, but it is a

systemthat is not optimzed, and | do think we wll work
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with the Departnent and Congress on how we mght like to do
that better in the future.
Senator Rosen: So like ny Gvilian Cyber Reserve
| dea, perhaps.
General Hartman: | think it is a great idea, Senator.
Senat or Rosen: General, you wanted to add sonet hi ng?
General Messer: Ma'am | was just going to say thank
you very much for the support that you have provided. |
refl ect what Honorable Sutton said of, you know, you have
been exceptionally supportive. | think it is nowtine to
fulfill CYBERCOM 2.0's objectives, and then fromthere
conti nued support from Congress is nuch appreci at ed.

Because as you both pointed out, this is a part of warfare

in the 21st century, and will continue to be. So your
support and advocacy, as well, is trenendous. So thank
you.

Senator Rosen: Well, | know | am thankful for your

wor k and everyone that works with you, and | am especially
grateful to be Ranking Menber with Senator Rounds. Because
on this Commttee, we just see cyber on this Commttee,
right? And so it is really a pleasure to be able to think
about these things in a neaningful way, going forward.
Thank you, M. Chairman.

Senat or Rounds: Thank you, Senator Rosen. And it is

bi partisan, and it needs to stay that way. And we need to
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| ook at how we fully mature this particular protection
wWithin this particular domain. | appreciate your help and
t he cooperation that the entire nenbers on both sides have
done in noving this forward, as clearly evidenced by the
anmpunt that we are getting done in each of the NDAAs over
the last couple of years. So we appreciate that. Thank
you.

Wth that, this will conclude the open portion of
today's Cybersecurity Subcommttee hearing. Questions for
the record will be due to the Comnmttee within two business
days of the conclusion of this hearing. And CGeneral
Hartman, | will take you up, at sone point in the future we
will set aside tinme for a classified hearing to learn a
little bit nore about the processes and the procedures that
you did use so successfully. Thank you.

General Hartman: Thank you, Senator.

Senat or Rounds: Thank you all for your sacrifice and
service for our country. And with that, this Commttee
meeting i s adjourned.

[ Wher eupon, at 3:41 p.m, the hearing was adjourned.]
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