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HEARI NG TO RECEI VE TESTI MONY ON THE FI NDI NGS AND

RECOMVENDATI ONS OF THE COVM SSI ON ON THE NATI ONAL DEFENSE

STRATEGY

Tuesday, July 30, 2024

U S. Senate

Commttee on Arned Services

Washi ngton, D.C.

The commttee nmet, pursuant to notice,

at 9:32 am in

Room SH- 216, Hart Senate O fice Building, Hon. Jack Reed,

chai rman of the commttee, presiding.

Comm ttee Menbers Present:

Senators Reed [presiding],

Shaheen, G Illibrand, H rono, Kaine, King, Mnchin, Wcker,

Fi scher, Cotton,

TP One

Rounds, Ernst, Tuberville,
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and Schmtt.
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OPENI NG STATEMENT OF HON. JACK REED, U.S. SENATOR FROM
RHODE | SLAND

Chai rman Reed: Good norning. The commttee neets
today to discuss the final report of the conm ssion on the
Nati onal Defense Strategy, or NDS. The NDS Conmi ssi on was
established in the Fiscal Year 2022 National Defense
Aut hori zation Act with the mandate of assessing the 2022
NDS, and the departnent's efforts to successfully inplenent
it.

During today's hearing, the commttee wll receive the
comm ssion's evaluation of the National Security chall enges
we face, whether the force planning construct in the 2022
NDS remains valid, and the effectiveness of the Defense
Departnent's inplenentation of the NDS. The Conm ssi oner
was shared by the Honorabl e Jane Harman, who served nine
terms in Congress as the U S. representative from
California's 36 Congressional District and was Ranki ng
Menber of the Intelligence Commttee for four years after
911.

The Comm ssion's Vice Chair Anbassador Eric Edelman is
currently counselor at the Center for Strategy and
Budget ary Assessnents and served previously as
undersecretary of defense for policy from 2005 to 2009, and
as U S. Anbassador to Finland and Turkey, and really, |

want to commend the conm ssion for the extraordi nary work
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you' ve done. Very, very proud of your effort, and | know
it was intense work over nany, many nonths, so thank you
very, very nuch.

| "' m pl eased of course to wel conme the chair and vice
chair but | also want to congratulate their fellow
comm ssi oners CGeneral Jack Keane, Thomas Mahnken, Mara
Rudman, Mariah Sixkiller, Alissa Starzak, and Roger
Zakheim Together, you did a remarkable job. The 2022
Nati onal Defense Strategy was witten prior to Russia's
full-scale invasion of Ukraine and the evolution of the
strategi c partnership between China, Russia, Iran, and
Nort h Kor ea.

Nonet hel ess, the 2022 NDS provi des an inportant
framework for Anerica's national security. The NDS ranks
China as the nost consequential strategic conpetitor,
identifies Russia as an acute threat, and addresses the
persi stent chall enges fromauthoritarian regi nes and
violent extrem sts. Indeed, | believe that we currently
face the nost dangerous conpl ex security environnment since
Vrld War 1.

To address these chall enges, the NDS proposes four
broad m ssions for the Departnent of Defense, which include
defending the U. S. honel and, deterring strategic attacks
against the United States and its allies, and partners

deteriorating aggression while being prepared to prevail in

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

a conflict and building a resilient joint force and defense
ecosystem The NDS al so outlined several priorities of
bui l ding joint capabilities, including the concept of

i nt egrated deterrence, canpaigning, and actions that w |
bui | d enduri ng advant ages.

And these are well reasoned priorities. | understand
that the NDS Conm ssion agrees broadly wth these
obj ectives but has concluded that the Departnent of Defense
I s not adapting at the speed or scale necessary to achieve
themor neet today's threats. The conm ssion recommends a
fundanmental change in the way we approach our national
def ense i ncludi ng an overhaul of the defense departnent's
rel ationships with the U. S. interagency and our allies.

A significant investnent in the defense industri al
base and a restructuring of departnents acquisition and
procurenment process. | look forward to hearing the
conm ssion's specific recommendati ons on how to nmake
targeted investnents and reforns in these areas. Notably,

t he comm ssion concl udes that 2022 NDS does not provide an
adequate force structure to handl e sinultaneous conflicts
in nmultiple theaters.

The commi ssion proposes a nultiple theater force
construct that would resize and restructure the joint force
to match regional threats and integrate with regional

allies. | would appreciate our w tnesses further
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explaining this construct in what chall enges the
departnents nay face in inplenenting it. At its core, the
2022 NDS requires all elenents of national power, including
mlitary, diplomatic, and economc to nmaintain a stable and
open international system

However, the conmm ssion concludes that Anerica's civil
society nust also be reinvigorated as a source of national
power. The Anerican public nust be educated on the threats
we face and encouraged to engage in national service,
whet her through the mlitary or civil service, and |
support the Commi ssion's urgent call to engage nore in this
area. Utimtely, the 2022 NDS recogni zes that the U S
must noderni ze and strengthen our mlitary.

This will require smart investnents in platforns and
equi pnent, rapid devel opnent and integration of cutting-
edge technol ogi es, and steadfast support for our service
menbers and national security workforce. | wll welcone
the Christians' insights on how the departnent is adapting
to these conplicated i ssues and the chal |l enges of great
power conpetition.

In light of the wi de-ranging gl obal security
chal | enges presented by Chi nese aggression in the |Indo-
Pacific region, Russia's invasion of Ukraine and the
persistent terrorist threat posed by extrem st groups and

rogue reginmes, the commttee would appreciate the
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conm ssion's assessnent of the resources necessary to
prevail in strategic conpetition, as well as its
recommendati ons for strengthening U S. gl obal engagenent
and al li ances.

Let nme again thank the nenbers and staff of the
comm ssion. W look forward to your testinony. Before
recogni zi ng Senator Wcker, we have a quorumand | would
| i ke to proceed with your permssion. Since the quorumis
not present, | ask the conmttee to a consider a |list of
3,135 pending mlitary nom nations and two civilian
nom nati ons.

First, | ask the commttee to consider a list of 3,135
pending mlitary nom nations. All of these nom nations
have been for the commttee, the required length of tine.
Is there a notion to favor to report this list of 3,135
pending mlitary nom nations to this?

Senator Wcker: So noved.

Chairman Reed: |s there a second?

Senator Fischer: Second.

Chairman Reed: All in favor say aye.

[ Voi ce vote. Chorus of ayes.]

Chairman Reed: The notion carries. Finally, | ask
the commttee to consider the followng civilian
nom nations; Ms. Tonya P. Wl kerson to be Under Secretary

of Defense for Intelligence Security, and Dr. M chael L.
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Sul nreyer to be Assistant Secretary of Defense for Cyber

Policy. |Is there a notion to favorably report these two

nom nati ons?
Senat or W cker:
Chai r man Reed:
Senat or
Chai rman Reed:
[ Voi ce vote.

Chai r man Reed:

very nuch.

TP One

Fi scher:

All

Senat or W cker,

So noved.

|s there a second?

Second.

Chorus of ayes.]

The notion carries.

Scheduling@TP.One
www.TP.One

in favor say aye.

pl ease.

Thank you very,
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STATEMENT OF HON. ROGER F. WCKER, U.S. SENATOR FROM
M SSI SSI PPI

Senat or Wcker: Thank you very nmuch. M. Chairnman, |
want to congratulate you on a very fine opening statenent
which | fully subscribe to. W have two very distingui shed
W tnesses today and this may possibly be the nost inportant
hearing we will have this year. But | have to say | very
much appreciate the service of Representative Harnman and
Ambassador Edel man. Let's go back six years.

This comm ttee began hol ding hearings on the first
Nat i onal Defense Strategy Comm ssion report which revi ewed
the 2018 National Defense Strategy. The first NDS report
was i nportant, hel ped us nmake significant bipartisan
progress toward inproving our national defense. W [ ost
Chai rman Jim I nhofe just a few weeks ago. Many of us wll
remenber that he in particular, admred that report.

He woul d often hold the report up and wave it around
at hearings. H's enthusiasmproved that the NDS served as
a guiding light for him and it pronpted all of us to
consider the report's reconmendati ons. The gl obal security
envi ronment has worsened nuch faster than we expected back
in 2018. The first tinme that the first I[ine of a new 2024
NDS conmi ssion report sunmarizes the situation in which we
find oursel ves.

"The threats the United States faces are the nobst
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serious and nost chall enging the nati on has encountered
since 1945 and include the potential for near term ngmjor
war." A dramatic and forceful statenent. It turns out
that the comm ssion believes that we are not at all where
we need to be and | think nmenbers of the commttee
understand this. W understand clearly there's no tine to
wast e.

The conm ssion report notes that our mlitary capacity
and capabilities are insufficient to neet the current
requi renments at acceptable risk. The docunent details the
way i n which the 2022 National Defense Strategy and
Assessnent conpleted just two years ago did not adequately
account for the threat of simultaneous and increasingly
coordinated mlitary action by our four primry
adversaries. A group which |I have cone to call the axis of
aggr essors.

The report correctly notes that with the possible
exception of the Departnent of Defense, the U S. governnment
Is not acting with alacrity or making so-call ed whol e of
governnment strategies nore than sinply a buzzword. It
anply describes our hollow brittle defense industrial base
and pai nfully byzantine bureaucratic process. The report
al so finds that we cannot fix these problens w thout
I ncreasi ng defense spendi ng.

Thankfully, this commttee has added a $25 billion top
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line increase for the Fiscal Year 2025 NDAA. Even that
I ncrease, a 3.8 percent nomnal edition would fall short of
the comm ssion's recommendation fall well short. The
report endorses a 3 to 5 percent real increase this year
with inflation running above 2 percent.

| appreciate the conm ssion's recomrendati on that
national security spending nmust return to |late Cold War
| evel s. A goal which matches ny plan to spend 5 percent
eventual |y of GDP on defense. That |evel of investnent
woul d be tenporary. It would be a down paynent on the
rebui |l ding of our national defense. Tools, for a
generation, tools that have sharpened can reduce the risk
that our adversaries will use mlitary force against U S.
I nterests, peace through strength.

The 2018 and 2022 defense strategies both recommended
a vague force sizing requirenent. The mandate called for
the US. mlitary to have sufficient forces to defeat
either China or Russia in a mgjor conflict while
si nul taneously deterring other adversaries. That force
sizing construct failed to provide a useful neasuring stick
by which to determine the ideal size and capability of the
US mlitary.

| woul d appreciate the comm ssioners expandi ng upon
their new force sizing construct, which proposes that we be

able to lead coalitions that can defeat both China and
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Russia, while continuing to nmaintain deterrence el sewhere.
| would also like our witnesses to explain a claimthey
make in the report. The docunent contends that the

Aneri can public does not appreciate the threat environnent
and therefore does not understand why strong defense is
necessary to ensure a bright future for our country.

Very perceptive, this is a perspective that echoes
concerns expressed by the recent Congressional Strategic
Posture Conmi ssion. [|I'mof the opinion that this is
| argely the fault of the U S. governnent, the executive and
| egi sl ative branches alike, for failing to make the case to
the Anerican people. M. Chairman, | could go on and on.
| would sinply say that | appreciate the great a great deal
of the conm ssion report.

|"'mgrateful for the work of all eight bipartisan
comm ssioners and their staff. Thank you for calling each
and every nane of the Conmm ssioners and | hope their [|abor
can help guide us as we wite a new national defense
strategy and the legislation that will follow to allow us
to regain our mlitary edge and avoid wars in the years to
cone. Again, M. Chairman, | congratul ate you on your
openi ng statenment and | subscribe to it and | yield back.
Thank you, sir.

Chai rman Reed: Thank you very nuch, Senator W cker.

Now, |et mnme recognize Chai rwonman Har man.
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STATEMENT OF JANE M HARMAN, CHAIR, COW SSI ON ON THE
NATI ONAL DEFENSE STRATEGY

Ms. Harman: Thank you, M. Chairman. And it's a
pl easure to appear before you Ranki ng Menber W cker and so
many ot her nenbers of this commttee whom | serve within
t he house and who are very good friends. |'m happy to be
back. And as you know, M. Chairman, | al nbst wasn't back
t oday because yesterday afternoon at Boston Children's
Hospital, ny youngest child, a daughter, had very
experinental surgery, which has resulted we hope in her
fetus becom ng healthy.

And hopefully she will give birth in a few weeks and
it's quite a mracle. And obviously, |I was going to stay
there if things had not gone well. But | nentioned this,
not only because it's top of mnd but also because it makes
cl ear how amazing this country is and how i nportant what we
offer in terns of healthcare, and other services, and
benefits to the Anerican people is, and it's worth fighting
for this country.

And that's what our report is about. W try to make
the case about howit is worth fighting for our country.
And sonme pundits have already said, well, it's a good
report, but it'll gather dust on shelves. | sure hope not.
Qur conm ssion on a bipartisan basis was unani nous in our

recomendati ons and we are dedicated to nmaking sure they
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get inplenmented. And | just suggest to you and | listen to
your opening statenents.

| think you're dedicated on a bipartisan basis to
maki ng that happen too. So, let's not waste a mnute, in
that vein, Eric Edel man, our vice chair, who co-chaired the
| ast commi ssion is sitting next tone and | wll yield to
himin just a nonent. But let nme nake a few points. CQur
conm ssioners who are sitting on a bipartisan basis right
over there have been introduced Tom Mahnken, Mara Rudman,
and Roger Zakhei m

But you did not introduce the vaunted staff sitting
behind me on a bipartisan basis. Ably |l ed by David
G anni s, whom you may know was the Chief of Staff to the
| ate Di anne Feinstein for many years here, and who was
originally hired by ne in ny capacity as a nenber of the
house. You've nentioned when the NDS was witten, you' ve
nmenti oned when we were created but | just underscore again
that we think and you said it too, that the threats to U S
nati onal security and our interests are greater than any
time since Wrld War |1.

And nore conplex than any threats during the Cold War.
Significant and urgent action is needed. W reconmend
fundanental change in the way the Pentagon and ot her
gover nnment agenci es do busi ness, the way they incorporate

private sector technol ogy, and a full enbrace of our
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partners and allies. Shorthand for this is we recommend
using all elenents of national power.

Qur report includes actionable recomendati ons which
we will highlight in just a nonent, including one that is
bei ng i npl enented today, and that is telling the public how
grave the threats are. Sadly, we think, and |I'm sure you
agree, that the public has no idea how great the threats
are and is not nobilized to neet them

Public support is critical to inplenment the changes we
need to make | eaders on both sides of the aisle and across
governnment need to nmake the case to the public and get
their support. Eric. Thank you.

[ The prepared statenent of Ms. Jane M Harnman

foll ows: ]

14
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STATEMENT OF ERIC S. EDELMAN, VICE CHAIR, COW SSI ON
ON THE NATI ONAL DEFENSE STRATEGY

Anbassador Edel man: Chai rman Reed, Ranki ng Menber
W cker, and nmenbers of the commttee. |It's pleasure to be
back before you again. | think this is the 11th tinme |'ve
testified in front of this commttee. And | do want to say
one thing, which is we could not have conme to a unani nous
bi parti san conclusion of this report without the |eadership
of our Chair, Jane Harman, who worked indefatigably to get
us there.

These are difficult issues that we westled with and
whi ch you westle with every day. But | really want to
just commend Jane for the | eadership she denonstrated in
| eadi ng our conm ssion. Several of our conmm ssioners
served on the 2018 Comm ssion. And General Jack Keane,
who's not able to be with us today, actually served wth ne
on the 2010 Comm ssion. The 2010 Conmmi ssion said that we
were facing a train weck because threats were gathering
but defense resources were declining.

In the 2014, National Defense Panel, we said that the
Budget Control Act had been a strategic m sstep that had
hanmpered U.S. defenses and that we needed to go back to
t hreat based defense budgeting as Secretary Gates had | ast
done before the BCA and his Fiscal Year 2011 budget. And

| ast tinme we raised the question of whether the United
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States mght find itself in a conflict that could lose if
current trends conti nued.

Six years |later when we cane back to this task, the
threats are nore serious, and we found that we as a nation
have failed to keep pace, as you said, Chairnman Reed, and
as Secretary Gates has said in an inportant article he
wote in Foreign Affairs, this is the nost chall engi ng
gl obal security environnment since the Second World War.
There is potential for near termwar and a potential that
we m ght |ose such a conflict.

The partnership that's energed anong Chi na, Russi a,
Iran, and North Korea is a najor strategic shift that we
have not conpl etely accounted for in our defense planning.
It makes each of those countries potentially stronger
mlitarily, economcally, and diplomatically, and
potentially can weaken the tools we have at our disposal to
deal with them And it nmakes it nore likely that a future
conflict, for instance, in the Indo-Pacific, would expand
across other theaters, and that we would find ourselves in
a global war that is on the scale of the Second World War.

The 2022 NDS identified China as the pacing chall enge.
W found that China is in many ways, outpacing the U S.,
while we still have the strongest mlitary in the world
with the farthest global reach, when we get to a thousand

mles of China's shore, we start to lose our mlitary
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dom nance and could find ourselves on the losing end of a
conflict. China' s cyber capabilities, space assets,
growing strategic forces, and fully noderni zed conventi onal
forces are designed to keep us fromengaging in the Tai wan
Strait or the South or East China seas.

Chi na has been testified to before Congress has
infiltrated our critical infrastructure networks to prevent

or deter U S. action by contesting our |ogistics,

di srupting Anerican power and water, and ot herw se renoving

the sanctuary of the honeland that we have | ong enj oyed.
For its part, Russia has reconstituted its own defense

I ndustrial base after its invasion of Ukraine, nuch nore
rapi dly than peopl e antici pat ed.

Viadimr Putin seeks to reassert Russia as a great
power and is happy to destabilize the world in order to do
so. Qur report describes the threats posed by Iran, North
Korea, and terrorismas well. Cearly, Iran and North
Korea both feel enboldened by the current environnment and
terrorismremains a potent threat fueled by the
proliferation of technology. As the DNl has said, the
current war in the Mddle East is |likely to have a general
generational inpact on terrorism

We share the goal, | think, as a conm ssion
unani nously, of the NDS, that our purpose is to deter war.

But doing so is going to require noving wwth a greater

17
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sense of urgency and determ nati on beyond what we've seen

over the | ast couple of decades.

[ The prepared statenent of Anbassador

foll ows: ]
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Ms. Harman: M. Chairman, we are at 10 m nutes and
happy to submt the rest of our testinony, if you prefer,
and take questions. O we can briefly sumarize our
findings. Wich would be better?

Chairman Reed: | think the vice chair and | woul d
| i ke you to go ahead.

Ms. Harman: Thank you. Thank you very nuch. So,
we're sharing this. First finding, DOD cannot and should
not provide for the national defense by itself. The NDS
calls for an integrated deterrence that is not reflected in
practice today. A truly all elenents of national power
approach is required to coordinate and | everage resources
across DOD, the rest of the executive branch, the private
sector, civil society, and U S. allies and partners.

We agree with the NDS on the inportance of allies and
we commend the adm nistration for expandi ng and
strengt heni ng NATO, and building up rel ati onshi ps and
capabilities across Asia. W also point out ways for the
United States to be better partners ourselves, including by
mai ntai ning a nore stable presence globally. And in key
organi zations |ike NATO we call for reducing barriers to
intelligence, sharing joint production and mlitary
exports.

So, we can better support and prepare to fight with

our closest allies. Second recommendati on i s fundanment al
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shifts in threats and technol ogy require fundanental change
in how DOD functions. This is particularly true of how DCOD
works with the tech sector, where nost of our innovation
happens. W say that DOD is operating at the speed of

bur eaucracy when the threat is approaching wartine urgency.

DOD structure is optimzed for research and
devel opnent for exquisite irreplaceable platforns when the
future is autonony, Al, and |arge nunbers of cheaper and
attri butable systens. | know this because | represented
t he Aerospace Center of Los Angeles in Congress for so nmany
years, where exquisite irreplaceable satellite platforns
were built.

And now we know that there is a plethora of comercia
platforns that can do many of the sane things and offer
redundancy. DOD prograns |ike Replicator and the Defense
| nnovation Unit, and the Ofice of Strategic Capital are
great but they're essentially efforts to work around the
| arger Pentagon system In addition, since the 2018
report, the joint staff has worked to devel op operati onal
concepts to overcone deficits in nunbers in geography.

Qur comm ssion finds that there is nore work to be
done to truly operate a joint force with technol ogi cal and
strat egi c advant age.

Anmbassador Edel man: M. Wcker, you raised the issue

of the fore sizing construct in your opening statenent, and
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we, as you noted, found that it is inadequate. | nean, it
was witten actually before the invasion of Ukraine and
before the energence of this tightening alliance between
Russia and China. And we proposed that the force needs to
be sized -- the joint force in conjunction wth U S. allies
and partners to defend the honel and but simnultaneously be
able to deal with threats in the |Indo-Pacific, Europe, and
the M ddl e East.

These are not all the same fight, so different
el enents of the force would be required in different parts
of the globe but U S. global responsibilities require a
global mlitary response as well as a diplomatic and
econom ¢ one. President Putin, in sone ways has done us a
bit of a favor by having i nvaded Ukrai ne and exposed as a
result, sonme of the limtations of U S. defense industrial
producti on.

And shown that it's grossly inadequate to provide the
equi pnent, technol ogy, and nunitions that the U S mlitary
and our allies and partners need today, |let al one given
demands of a potential future conflict, which m ght be even
nore taxing. The DOD workforce and the all-volunteer force
provide us with a kind of unmatched advant age, but
recruiting failures have shrunk the force and have raised
serious questions about the sustainability of the all-

vol unteer force in peace tine.
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Let alone if we had to nobilize for a major conflict
or a protracted conflict. The civilian workforce at DOD
and in the private sector also face critical shortfalls and
we can di scuss sone of that later in the hearing.

Ms. Harman: A few nore findings. W found that the
joint force is at the breaking point of maintaining
readi ness today. Adding nore burden w thout adding
resources to rebuild readiness wll cause it to break. And
secondly, we found that the United States nust spend nore
but al so spend better. This is a point we make
consistently. It's not just nore | egacy programs, it's
nore spending that gets us to the ability to deter and wn
future wars.

Additionally, we think that Congress shoul d revoke the
2023 spendi ng caps and provide real growh. | know Senat or
W cker loves this one, for Fiscal Year 25, 2025, defense
and non-defense, national security spending, that at a bare
mninmum falls within the range recommended by the 2018 NDS
Comm ssion. That range was never achi eved. Subsequent
budgets will require spending, that puts defense in other
conponents of national security.

O her conponents, jointly across governnent, and the
tech sector, and partners, and allies, other conponents on
a glide path to support efforts commensurate with the U. S.

national efforts seen during the Cold War. But we agree
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and | et nme underscore this because sone of the commentary
about our report has mssed this. W agree on a unani nous
basis that the national debt is its own national security
chal | enge.

If we want to approach Cold War | evels of spending, we
need to increase resources, and reformentitlenent
spendi ng, during the Cold War, top margi nal incone tax
rates, were above 70 percent, and corporate tax rates
averaged 50 percent. W don't call for those nunbers, but
we are calling for an increase in resources and point out
that interest on the debt is higher than our total nunber
of our total top line of defense spending.

So, M. Chairman, Ranki ng Menber Wcker, and nany good
friends on this on this inportant commttee, we thank you
for your role in establishing our comm ssion, and we're
happy to share our report wth you and we wel cone the
opportunity to answer questions. Thank you.

Chairman Reed: Well, thank you very nuch, Chairwoman
Har man and Vi ce Chair Edel man, for your inpressive and
sobering testinony. Just to reiterate, you' ve said it
several tines that it's inportant to note is that our
funding, it can't be exclusive to the Departnent of
Def ense. We have to | ook at the Departnent of Treasury,
Departnent of State. You even indicate the Departnent of

Educati on because of the shortfalls we're seeing in
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recruitnent.

Wi ch can be traced back to very poor education and
very poor public health, obesity. Just again
Represent ati ve Harman, Anmbassador, in your comrents on
t hat .

Ms. Harnman: Yes.

Chai rman Reed: Thank you.

Ms. Harman: Absolutely, all elenents of national
power, the U S. needs to project power across our
governnent, |everage the enornous talent and innovation of
the tech sector, connect both of those to partners and
allies. And then we have inpressive deterrence. And in
the kind of integrated deterrence that the NDS, the 2022
NDS, calls for that was -- has never been achi eved.

Chai rman Reed: Thank you. Wen | was in the service
a long, long tine ago, the stock phrase was, shoot, nove,
and conmuni cate. Now, | believe the phrase is conmuni cate
so that you can shoot and nove. One of the key elenents, |
think, is we have tried but we're not there yet with a
comruni cation systemthat reaches every aspect of our
mlitary which is uninterruptible and which is dependabl e.
And Anbassador, your thoughts on that issue?

Anbassador Edelman: No, | very nuch agree with that,
and that of course, what the joint all domain comrandi ng

control systemis neant to address. But as you say, in
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your as -- you suggested in your question, Chairmn Reed,
the departnent's not quite there yet. And we're of course,
it's conplicated by the fact that the systemis being done
by all three services and then has to be brought together
and unified.

So, there's alot of a lot of work to be done on that,
and it's one of the areas where we think it -- insufficient
progress has been nade.

Chairman Reed: In terns of priority, | would think
it'd be very, very high on the list, if not, nunber one, as
| said, if you can't conmunicate, you can't do |ots of
things. |Is that your feeling too?

Anbassador Edel man: Absol utely.

Ms. Harman: If | could just add one thing to that.

We call for interoperability which has not been achieved
across the Pentagon, |let alone with other governnent
agencies, let alone with partners and allies. And we nake
a point, that sone of our classification systens work

agai nst each other in terns of sharing information. And

t he goal would be to have an effective comuni cati on system
across all elenents of national power.

Chai rman Reed: Thank you. The other -- one of the
many poi nts and you've enphasi zed, and | think inportantly
so is, we have to engage the American people, not just in

getting out the word about the threat but also getting them
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I nvol ved. And that puts a big enphasis on public service,

not just in the mlitary domai n but

servi ce.

And can you just el aborate on | ows,

Chai rman Har nan?

in civilian public

starting with

Ms. Harman: Well, the notion of public service isn't

new as you know, M. Chairman,

It was around when |

not act on any

way to get al

of the proposals that |

saw. | t

of the public, at the proper age,

it's been around for years.

served in Congress and Congress did

Is still a

engaged

In, in understanding the requirenents of citizenship. A

| ot of our young people have no earthly idea.

Sadl y, because they have no civic education what our

governnent really is and what are the ways to serve. And

surely one of the nost honorable ways to serve is as a

menber of the mlitary, you did it.

this commttee

have done this. And |

t hi nk t hat

And ot her menbers of

is the way

to revive a kind of sense of coherence and patriotismthat

we are | acking

Chai r man Reed:

ri ght now.

Is the point you nake in the report.

ml|lage force i

rapidly is probably very weak.

our situation?

Anmbassador

TP One

And adding to this Anbassador Edel man,

The size of our

s too small and our ability to expand it

Edel man: | think that
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M. Chairman. You know, we have not really as a society
tal ked about the need for national nobilization but if the
wor st were to happen and sone of the worst scenarios, we
di scuss in our report were to cone to pass, and where we to
face a global conflict, it would require nobilization on
the scale of what we did as a nation during Wrld War I1.

And we haven't done that in a long tinme. W haven't
t hought about that in a long tine. There are a |ot of
elements to it including stockpiling strategic materials
but being able to rapidly bring people into the mlitary,
et cetera. And | just don't think we are prepared to do
it. | think we have to have a national discussion about
this and | think it goes hand in hand with the earlier
di scussion you had with ny col |l eague about nati onal
-- about public service and serving the nation.

Chai rman Reed: W had, in Wrld War |1, two years,
essentially from Septenber 1st, 1939 to Decenber 7th, 1941
to prepare. And | doubt it, we'll have two years to
prepare in this environnment. Thank you very nuch. Senat or
W cker, pl ease.

Senator Wcker: Well, thank you very nuch for your
testinony. And again, thank you, M. Chairman. There was
a time when we could sort of count on a rivalry between
Russia and China. W don't see nuch of that anynore. And

of course |'ve spoken of this axis of aggressors. How are

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

t hey cooperating with each other now and in a real crisis?
What do we need to | ook out for about increased
cooperation?

Anmong the four countries that |I've identified, that
I ncl udes of course, Iran and North Korea, Representative
Har man.

Ms. Harman: Well, | think Anbassador Edel man woul d
want to add to this but | renenber being a nenber of the
Def ense Policy Board when Jim Mattis was Secretary of
Def ense and his piece of advice to us was let's do
everything, we can to keep Russia and China apart. Well,
oops, that has not happened. And there is a -- you know,
this close friendship and col | aborati on between them

You asked howis it manifested? Wll, we see it nost
at the nonent in UWUkraine, where Russia was the aggressor,
violating international |aw, and invading Ukraine, and
China is a huge help to Russia in evading our sanctions by
buyi ng Russian gas, and by its efforts to ship into China,
material for the war. And then you add in, as you
mentioned Iran and North Korea which are suppliers of
drones and other lethal material to Russia.

And this unholy alliance, or whatever, | think you
call it, alliance of aggression, is extrenely dangerous.
Let's renenber that both North Korea has nucl ear weapons,

Iran is at breakout for nuclear weapons, and the other two

28
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countries are nuclear countries. And where this goes is
-- it seens to ne terrifying. And that is again, why we
need to | everage all elenents of national power to make
sure we deter these countries fromacting agai nst us.

Senator Wcker: Anbassador Edel man respond as you'd
| i ke, but also you mght also want to take this question as
you speak. Representative Harman nentions Ukraine, why is
Ukraine inportant to this entire discussion? And if
Ukr ai ne manages to be successful and keep their own borders
in their own country, what does -- what signal does this
send to Xi Jinping?

Anbassador Edel man: Thank you, Senator Wcker. |
really don't want to add very nuch to what Representative
Har man just said other than to say in short, what we're
wat ching is a war of preneditated, unprovoked aggressi on by
Russia that is being financed by China and enabled by its
transfer of dual use goods including precision tooling
that's allowed Russia to get its defense industry up and
runni ng despite U S. sanctions and export controls.

Drones provided to Russia, including a factory built
In Russia by Iran, and of course, mllions, literally
mllions of rounds of 152 ammunition for the Russian
mlitary comng fromNorth Korea. Sure --

Senator Wcker: Some people ask, what's that to us?

How does that affect the United States and our people?
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Anbassador Edelman: Well, it affects the outcone, of
course, of the fight in Ukraine, which gets to your second
question. | nean, first, Ukraine offered to give up and |
was involved in sonme of the diplomacy of this back in the
ni neties, the nuclear weapons that were left on its
territory after the end of the Soviet Union. As a result
of that, Ukraine gave them up.

But in exchange for assurances fromthe United States,
Russia, Great Britain, and France, that its territorial
integrity would be recogni zed al ong the borderlines that
exi sted before the 2014 seizure of Crinmea by Putin, which
was a violation of those undertakings. |f our assurances
in the nonproliferation realmfor, in this instance, are
shown to be hollow, it will raise questions in the m nds of
all of our allies about the assurances we've given them

Qur extended deterrent assurances, whether it's for
our allies in Europe, part of our nultilateral NATO
alliance, or our bilateral allies in East Asia, or our
partners, parts of special relationships we've devel oped in
M ddle East with Israel, the kingdom of Saudi Arabia, the
UAE, and Egypt, and others. So, the whole fabric, frankly,
of the international order is at risk here depending on the
out conme i n Ukrai ne.

And to your point, if Putin is successful in Ukraine,

the lesson that Xi Jinping is likely to drawis that he too
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can be successful in Taiwan, or in the East China Sea, or
t he Sout h Chi na Sea.

Senat or Wcker: Thank you. Thank you, M. Chairnan.

Chai rman Reed: Thank you, Senator W cker, Senator
Shaheen, pl ease.

Senat or Shaheen: Thank you both for your work on this
report and thank you to the other nenbers of the
conmm ssion, those of you who are here and those who are
not. You tal ked about the communi cations, the need for
I nteroperability, and for communications but | didn't hear
you tal k about -- and al so you tal ked about an approach
that coordinates all elenents of national power, but you
really didn't talk about the information environnent.

So, can you -- one of the areas where we are not
keeping up with our adversaries is in the information
environnent, it's with disinformation m sinformation. So,
can you tal k about what the report suggests we should do
with respect to information?

Ms. Harman: Well, it's a hugely inportant topic and
you're right, we haven't got there yet but nalign
I nfl uence, foreign malign influence in our pending el ection
Is something that we're all worried about. And it is a
security threat, let's go there. But certainly, across the
worl d, foreign malign influence and dis and m sinformation

can alter how we understand what the threats are agai nst
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us.

This is a huge focus now of our intelligence community
and |"'mglad this commttee is also paying attention to it.
We touch on it but we really -- I'mjust | ooking at
Anmbassador Edel man. W don't have a focus on that. W do
tal k about Al, cyber and the information environnment but we
don't specifically address ms and disinformation. And |
wi sh we had paid nore attention to that.

Senat or Shaheen: | renenber being in this room
think after the KLM airline was shot down over Ukrai ne and
General Breedl ove, who was then USEUCOM commander, sayi ng
as long as it takes us two years to identify the Russians
as being the people responsible for what happens, we are
losing the fight. And | think that's a problem Now, |
appreci ate everything you're saying about | egacy systens
but the reality is -- until we get that information domain
I nto our discussions, we are not winning the fight.

Ms. Harman: | agree. And we have to attribute where
attacks are comng fromin real tine. |It's tricky, for
exanmple, in responding to cyber-attacks, to know whether if
Chi na does sonething to U.S., or Russia, or sone crimnal
syndi cate, we shoul d respond i mredi ately because tit for
tat can lead to unw se outcones for us. But nonethel ess,
we have to know who did what to us, and you are totally

right.
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Senat or Shaheen: And we don't have a strategy, and we
are not working the G obal Engagenent Center at the State
Departnent, which has that as its goal, is not integrated
with what we're doing at DOD. So, we --

Ms. Harman: W address that. W do say that the
State Departnent, Defense Departnent have to align their
regi ons of operation wth each other, and then add in the
Treasury Departnent with sanctions, add in all the other
agenci es of governnent, |ike USAID that have sone play
here, add in partners and allies. That's the way to
proj ect Anmerican Power.

And you're right, that a huge focus needs to be,
absol utely needs to be on finding the source of dis and
m si nformati on and nmaki ng sure we correctly understand the
t hreats agai nst us.

Anbassador Edel man: Senator Shaheen, if | just m ght
add to what Representative Harnman said, part of our
enphasis on all elenents of National Power is precisely to
get at the issue you raise, which is that we have, you
know, disestablished, you know, nunber of years ago, the
U S. Information Agency, we don't really have a dedi cated
capability.

We, you know, have, in the Departnent of Defense, a
capability for mlitary information to support operations

which is an inportant capability. But we, | think
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up engaged in information operations that are really beyond
what they're capable of executing effectively. And | think
that is a problem

So, we need a better integrated effort across the
entire panoply of national security institutions but also
need sone dedicated effort on information. Qur adversaries
think information is a hugely inportant to domain. They
invest a lot in it and we just have not matched that
I nvest ment .

Senat or Shaheen: | certainly agree with that. [|'m
pl eased to hear both of you say that. Hopefully, that wll
be nore of a focus going forward and | appreciate the First
Amendnent concerns. However, we were able to deal with
that during the Cold War. W ought to be able to deal with
it today. Thank you. Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Shaheen. Senat or
Fi scher, pl ease.

Senator Fischer: Thank you, M. Chairman. And thank
you, Representative Harman and al so M. Anbassador, all of
t he comm ssioners, and good staff for the work you've done
here. M. Anbassador. Nuclear deterrence is the
foundation. It is the bedrock on which our national
security rests. And | understand that the conm ssion did

not seek to replicate that work that cane out of the
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Strategi c Posture Conmi ssion.

But it does highlight the inportance of deterrence,
strategic deterrence in view of China's devel opnent,
Russi a's aggressi on on and on, as you considered the
strategic elenents of the national security policy for us.
Can you explain to this commttee the role that nuclear
noder ni zati on plays in the NDS Conm ssion's proposed
Mul tiple Theater Force Construct

Anbassador Edel man: Nucl ear deterrence, Senator
Fischer, is at the, you know, is the fundanment on which
everything else is built in terns of our national security.
It's operating every day. You know, it's not visible to,
you know, Anerican citizens but the fact of our nuclear
deterrent force, all three legs of the triad being
available is the nost powerful deterrent that we have to
conflict.

It's not sufficient, but it is the absolute basis.
And we really, | think, agreed with the concl usion our
col | eagues on the Strategi c Posture Conm ssion reached
which is that we have to nove forward with alacrity on al
the el enents of nodernization of the nuclear triad. That's
the GBSD Sentinel Program That is the the B-21, that is
the Chio replacenent class. All of those things have to be
acconpl i shed.

And there are problens in sone -- one of the reasons
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we hi ghlighted education is that sone of the problens that
GBSD are running into has to do with |ack of skilled, you
know, workers to be able to pour the kind of special

rei nforced concrete that you need for the new silos for

m ssiles, the new control systens for mssiles. W [|ack
wel ders in the submarine industrial bases Senator W cker
knows wel | .

So, there's a lot that has to be done across the board
in order to nove forward with nucl ear nodernization but it
I s absolutely fundanmental to our ability to deter
aggressi on agai nst our allies and of course against the
honel and.

Senat or Fischer: Thank you and Representative, |
real |y appreciated your comrents on the workforce and the
need we have for that, for a national strategy, and to be
able to work with Senator King on a bill that we
I ntroduced, that we were able to get sone of those
| nportant of factors into the NDAA so that we can address
t hem and hopefully continue to grow what we need and neet
t hose needs qui ckly.

Anbassador, based on the conm ssion's work, what do
you think are the biggest barriers that we are going to
face as a country to achieving that Multiple Theater Force
Construct? And Representative, |I'd |ike to hear your

opinion on that as well.
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Anbassador Edelman: Well, in the first -- Senator
Fi sher, to your question, the force right nowis too small
and so we have to grow the force, and that's in the face of
the recruiting challenges that we've highlighted in the
report, that the Arny in particular but also the Navy and
the Air Force have faced --

Senator Fischer: Wy -- and |'mgoing to interrupt
you.

Anbassador Edel man: Pl ease.

Senator Fischer: Wy is it too small? Can you
explain in this setting, the threats that we are facing
when we | ook at the adversaries that we face and how t hat
has changed over the |ast decade?

Anbassador Edelman: It's too small in part because
the departnent was sizing itself for one conflict. But if
you have to be present in three theaters as we are now,
we've got conflicts in tw theaters now |If we have a
third conflict in athird theater, it's going to require,
you know, nore, a lot nore forces. People talk, for
i nstance, about the Indo-Pacific being |argely a, you know,
Navy and Air Force fight.

That's correct. But the logistics that support the
Navy and the Air Force will largely be nmanned by the Arny.
And so, we have to have an arny that is sufficiently |arge,

that it can operate in all of these places, potentially
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si nul t aneousl y, because honestly, it is very hard to
| magi ne today, a conflict in the Indo-Pacific that doesn't
becone a gl obal conflict very quickly.

Sonmeone asked earlier in the hearing about cooperation
bet ween Russia and China. The last tinme | testified before
this coonmttee was two years ago about the so-called Three
Body Problem Russia, China being both nuclear peers of the
United States. And, you know, one of the criticisns that
was | evel ed at ny coll eague Frank M| ler and ne, was that,
you know, well, there's no evidence that Russia and Chi na
are coll aborating in the nucl ear area.

Vell, we just saw them flying strategi c bonbers
t oget her, you know, up near Al aska. So, you know, | don't
know what nore evidence you want that they're beginning to
coll aborate in that, in that strategic area.

Ms. Harman: If | could just add a few things. First
of all, on the nuclear triad and the nucl ear posture
review, Senator Kyle, as a dear friend of ours, he did
great service in the Senate, and witing that report, and
we tal ked about whet her we should in sone ways overlap sone
of his recomendati ons but we decided they were so good
t hey should stand alone. So, it's not that we don't care,
It's just that we recogni ze good worKk.

And add to that though, that our nucl ear agreenents,

that were so inportant over recent years, especially the
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heroi ¢ work that president Reagan did, don't include China,
and a nunber of them have | apsed. And that is a truly
dangerous situation especially when rogue states |ike North
Korea and Iran are part of the nuclear gane now. And there
could be a nuclear arns race in the Mddle East or in Asia
al so.

So, just would point that out, in terns of workforce
and why is it small? WIlI, one thing we have not done, and
we mentioned this, is enbrace the tech sector adequately.
Future wars are not going to be fought the old way with
vul nerable big platforns. They're going to be fought with
nore software, |ess hardware, nore software. Not to
di m ni sh hardware, but we need both.

In fact, the chairman of the Joint Chiefs was at the
Aspen Security Forum | ast week. Sone of us were there.
Senator Sullivan was there and he said DOD is not a
har dware departnent. Right. It's not, or if it is, it
shoul d not be a hardware departnent. So, not only do we
need nore people but we need different skills, and we need
peopl e who understand the tech base. And in fact, we have
said that the business nodel of the Pentagon ought to nove
to enbrace the business nodel of the tech sector.

Where failure sonetines is inportant so that you can
i mprove things. And just one coment to a prior question.

We -- sone of us were in Wkraine | ooking at how t hey

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

40

produce goods, including drones, and tanks, and they have
been nmuch nore innovative than we have. And there are
| essons to |earn there.

Senat or Fischer: Thank you.

Chai rman Reed: Thank you, Senator Fischer. Senator
Hi rono, please.

Senator Hirono: Thank you very much, Representative
Har man and Anbassador Edel man, and to all of you who worked
on this very inportant review |l eading to seven very
substanti ve recomendati ons, each of which requires sone
fundanental changes. So, as | review your recomendati ons
and | -- and noting that you started off, | believe by
saying that we need to informthe public as to the nature
of the dangers that we're facing with the great power
conpetition.

And how we're going to do that. [|'mnot so sure, | am
wonderi ng whet her your review included the fact that
Russi a, for exanple, is not only a gear power conpetition
inthe mlitary sector but they are al so engaged in our
el ections and m si nformati on when we have natural
di sasters. For exanple, | don't think very many people
know t hat when Maui had its wildfire that we -- that there
were indications that Russia had sent misinformation as to
how, how the wildfire started.

And how to question what FEMA was doing. So, |I'm
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wonderi ng whether you reviewed the -- all of the different
ways that Russia is providing msinfornmation in a | ot of
platfornms, not just inthe mlitary arena, and what can we
do? That's one way to informthe public, I would say, to
t he dangers that we face.

Anbassador Edelman: | think the challenge we face,
Senator H rono, is that we're not -- Russia is very active
in this space. You're correct. And it's an inportant part
actually, of their mlitary doctrine. And they see
I nformati on operations as part of a suite of activities as
opposed to being stove piped between information and ot her
kinds of mlitary operations.

And we still, | think, see it in sort of stove pipes
but Russia's not the only challenge. | nean, Iran has been

very active in this election cycle with a very different

agenda than Russia's but still interfering in our election.
China as well is very active. All of our adversaries are
active in this domain and we need, | think, to take it

very, very seriously. And | do think we need to informthe
public, that's | think, a responsibility that the executive
branch certainly has.

But | think, you know, you and your coll eagues have a
role to play as well.

Senator Hirono: | think that we are al so stove pi ped

i n how we approach the dangers that are presented by China,
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Russia, Iran, and the other actors in the cyber space.

Anbassador Edel man: Yes.

Senator Hirono: And so, one way that | think that the
public will be apprised of the dangers is to informthem of
the m sinformation, et cetera, in the -- where they can
relate, such as our elections. And | don't think we're
doing such a great job with that. One of the other
| nportant recomrendati ons you nmade, you tal ked about,
Congressman Harman, is that we are not set up to take risks
I n our acquisitions and ot her forns.

And that the culture of not wanting to take ri sks.

How do we even approach sonething like that? Because it's

not just, we need to maybe spend nore noney on our military
but how do we change the culture? So, it's not just about

noney, it's about attitudes. It's about risk taking. How
do we approach that?

Ms. Harman: Well, let nme respond to sonething you
started with, which is the devastation in Lahar Maui,
havi ng been there just before the fire. |t was a glorious
pl ace and you | ost so nuch of your history, and it's tragic
that that happened. On this topic, we had a | ot of
di scussi on about risk taking, which is a core value of the
tech sector. How do you |l earn unless you take risk?

How does Space X learn? Unless it's prepared to | ose

alot of its assets and then build better based on | essons?
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Sadly, both the Pentagon and Congress are pretty risk
averse. |'mnot accusing anyone, any nenber of this
commttee personally however, the way Congress operates
with respect to requirenents of the Pentagon, and not only
sone of the budget issues here, we'll get into those, |I'm
sure.

You know, operating by CR and possible, you know,
shutdowns is really an expensive way to proceed. |'msure
you are all aware of that and hopefully we are in a new era
where we don't do that. But if you build to requirenents
and then the requirenent fails and then you do oversi ght
and puni sh the people who have failed, that creates a risk
averse culture. 1'mnot saying reward people who have
failed.

But understand that if we're going to iterate and
buil d better nodels of, pick anything, drones, tanks
anything that you mght need in current and future wars, we
have to be prepared to fail. And we have to understand
that culture and this commttee by doing nulti-year
procurenments and other things, which we point out would be
very hel pful, and allow ng the Pentagon to change sone of
its you know, sone of the details of procurenents as a
routine matter, if that will i1inprove the performance of
whatever it's building, would be extrenely hel pful.

So, I"'mglad you pointed that out. W tried to point
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Senat or Hirono: Thank you.

Chai rman Reed: Thank you, Senator. Senator Rounds,
pl ease.

Senat or Rounds: Thank you, M. Chairman. First, let
me begin by thanking both of you and the nenbers of your
comm ssion for the work and the service to our country that
this provides. Mst recently, when Director Haines and
General Cruz were before this commttee, | think it was in
May, they confirned that the initial or the initiation of
hostilities between the United States and either Russia or
Chi na woul d increase the likelihood that hostilities would
be initiated by the other against the U S as well.

It would appear, based on the conversation so far that
your conm ssion would agree with that assessnent. |Is the
departnent planning for this reality in which conflict with
either Russia or China likely neans a conflict with both
today? Anbassador Edel nan?

Anbassador Edel man: Well, the departnent's plans
basically in the -- as enbodied in the NDS of 2022, I|ike
Its predecessor in 2018, essentially is geared towards
def eati ng one adversary while holding the others, you know,
harm ess essentially by nuclear deterrence. Wat | don't
t hi nk the departnent has actually begun to wap its arns

around is precisely the scenario you outline.
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Where to give an exanple, if we got into sone kind of
conflict in the Indo-Pacific, whether it be over Taiwan, or
Sout h China Sea, or East China Sea, what m ght Russia do?
You know, one thing that cones to mnd is, take advantage
of the separatist novenent in Ml dova to nove on Ml dova, a
country that's trying to nove closer to the European Union
and to the West which would then precipitate, you know,
additional conflict in in Europe.

O take advantage of the ethnic, Russian speaking
mnorities in the Baltic states, say Latvia, to initiate a
conflict there. How would we manage that? Wen you raise
t hat question with departnent | eaders, they basically say,
well, that, to go back to the Chairnman's point earlier,
wel |, that would be sort of like World War Il or, you know,
woul d require national nobilization, and that's correct.

But we haven't really taken the next steps to really
focus on what that and what a protracted conflict would
actually ook like. W're optimzed to fight very short
war s.

Senat or Rounds: Representative Harman, | appreciated
your comments at the very beginning of this discussion in
whi ch you shared that yesterday your famly was chal | enged
and that your daughter was going through sone very serious
surgery, and this is sonething that every famly can

identify with. You also tal ked about the technol ogi es
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I nvol ved and your decision making was that you woul d stay
there if anything, serious was still in, in the air.

And | appreciated that. And believe nme, this entire
commttee woul d' ve supported you in that decision. You
al so indicated the need or what this country represented
wth regard to the technol ogy that we have and that we
sonetinmes don't take advantage of. W have that
opportunity with this report to tal k about those
technol ogi es today. There are five different domains in
whi ch our country will be attacked in the future.

Airland and sea, nobst people woul d understand, but
space and cyberspace are the new domains, which wll
precede any attack on the first three. Wth regard to
cyber, today in the United States, we just recently cane
through a tinme period in which an accident occurring by one
conpany literally crippled a significant part of our
airline industry. Is it fair to say that both Russia and
Chi na have capabilities to do nore than sinply cripple
airline capabilities?

And what exactly would that |ook |ike for the American
peopl e? Should we have a contest with either one of those
two adversaries?

Ms. Harman: Well, thank you, Senator Rounds, for your
personal conments. | really appreciate that and | hope

everyone on this commttee is as fortunate as | was with
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the news that | got late | ast night which enabled ne to get
on the 6:00 AM plane. On cyber, it's a huge threat and |
don't think we mnimze it in any way.

One of the things we mght anticipate, for exanple, is
I f China decides to annex Tai wan or whatever euphen smthey
m ght use, they m ght engage in a major cyber-attack here
first, for which we are under prepared, cyber-attack of our
Infrastructure. Wen | was in Congress, | represented the
Port of Los Angeles, which with the Port of Long Beach is
the |l argest container port conplex in the country.

50 percent of our container traffic enters and exits
t hrough those ports. There are cranes on the port,
surprised to nove the cargo, and those cranes have Chi nese
technol ogy. So, guess what? W should --

Senator Rounds: All of which are subject to the
possibilities of cyber-attacks?

Ms. Harman: Absolutely. W should anticipate that
our ports could go down.

Senat or Rounds: Throughout our entire society we find
that to be the case, don't we?

Ms. Harman: |'magreeing with you and this is
devastating. Does the Anerican public understand this?
No, this is our point about public awareness. This is
sonet hing that's happening right now |If anyone's wat ching

this inportant hearing, they're |earning things that they
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| eadership to try to educate the public and thank to your
commttee for doing it about the grave threats we face.

So, cyber is a huge threat. You also nmentioned space,
again, sonething |I know sonet hing about since | used to
call ny district the aerospace center of the universe,
where nost of our intelligence satellites were made. W
are nore dependent on space as a country and nore
vul nerabl e in space because of that dependency than any
ot her country. And shoring up space, which is one of the
threats we address, is absolutely crucial.

And it's not just mlitary space but commercial space.
A | ot of how you tal ked about communi cation, a |ot of how
we conmuni cate is through comrerci al space and think how
I nconveni ence the public would be if all of a sudden, their
little devices, which were all dependent on didn't work.

Senat or Rounds: Thank you. |'mout of tine and
overtinme. Thank you, M. Chairman.

Chai rman Reed: Well said, Senator.

Senat or Rounds: Thank you.

Chai rman Reed: Senator Kaine, please.

Senat or Kaine: Thank you, M. Chairman. Thanks to
our witnesses. It's good to be back before you, Anbassador
Edel man, 11 tinmes testifying here. And Jane probably about

the equivalent. W should give you guys sone steak knives

48

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

49

or sonething. | nean, very hel pful report. A couple of
t houghts before I have sone questions.

Anbassador Edel man, you nentioned your testinony
earlier when you tal ked about potential for nuclear
col | aboration between China and Russia. You were kind of
criticized for that and | renmenber that, and frankly, the
Pent agon during the entire tinme |'ve been here, beginning
In 2013, when we asked questions about the possibility of
cooperation between Russia, China, lIran, and North Korea.

They' ve kind of poo-pooed the idea as if historical
entities, or border disputes, or the past would bl ock them
frombeing able to work in a collaborative way. And |'ve
al ways found that dism ssive attitude naive. And | think
that the results of today are showi ng the degree to which
t hese nations, seeing the U S.' strong alliances, realizing
they don't have them they're drawn cl oser and cl oser
t oget her.

There may be barriers to the | evel of cooperation but
we shoul dn't assune those barriers are going to inhibit
significant collaboration. And | think that's one of the
aspects of your testinony or joint testinony in the report
that's very powerful. | did chuckle at one of the
punchlines, which is that we need to do a | ot nore defense
spendi ng and bring the deficit down too.

But we hear that punchline at a |ot of hearings in a
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| ot of different commttees. But that's why, you know,
that's why we get elected to do what we do, and there are
tough choices to be made. Here's a question that | have.

I f you asked Anerican public, and | do think educating the
publ i c about the challenges is inportant.

You said, what's the nost inportant national security
threat today? | bet the top one would be fentanyl.
think before just the Anerican public would cite Ukraine or
woul d cite the possibility of a war against Taiwan, | bet
they would say fentanyl. The National Defense Strategy in
2022 had one paragraph about the Western hem sphere. You
have a section dealing wiwth Africa and Latin Anmerica.

That is a nmuch |onger paragraph. | like that. And
yet it's about Africa and Latin America and it tal ks about
the fact that China and Russia are making Africa and Latin
America real centers of activity. And as the Chairmn of
the Anericas Subcommittee on Foreign Rel ations, when
travel in the Americas again and again and again from
governnents left, right center or unpredictable.

VWhat | hear, is we'd rather work with you than with
China, for exanple, but you're not present. Yeah, we
appreciate you |lecturing us not to accept a free 5G system
from Chi na but what do you have on the table? W
appreciate you telling us not to allow Russia to help with

port investnents but what do you have on the table? And I
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think the fact that we spend so little intellectual energy
focusing on our own hem sphere, and | just match that up
against, | think Anerican public would say fentanyl is like
t he bi ggest chall enge, national security challenge that

t hey see every day.

Now, this conmttee's done sone good work. W have
done significant investnents in fentanyl interdiction
technology. | had a chance to see sone of it that is being
piloted in Brownsville about two weeks ago. That | think
will really help us. And Senator Ernst and |, in |ast
year's NDAA, did a provision that calls for greater mll to
m |l cooperation between the United States and Mexi can
mlitaries on the fentanyl issue.

But why don't we just spend nore energy on the
Anmericas? Wat blocks us fromnore focus in the
hem sphere? And | just worry, we can't see it, our own
backyard to -- especially Chinese investnents and count on
our ability to | ecture about the danger of Chinese
I nvestnents to carry the day.

Ms. Harman: | agree. And | think we all agree. W
did nmeet the head of SOQUTHCOM We net the head of AFRI COM
both of whomtold us that we're under investing in Latin
Arerica and in Africa, and --

Senator Kaine: Just in Africa, a stat of the 35

youngest countries in the world, 32 are in Africa.
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Ms. Harman: Well, and | --

Senator Kaine: So, in terns of a youth bulge in a
growi ng population, | nean, this is where the future is.

Ms. Harman: | think the population in Africa is going
to double by 2050 and it will be the nost popul ous
continent. | think in, in the world. |'mnot positive
that it will exceed China and India but | think it wll.
And we're under investing. And in South Anerica, for
exanpl e, we heard that there are five countries with no
anbassadors, no confirned anbassadors, and our mlitary
footprint in Africa is decreasing.

| think we all agree on this conm ssion that
I nvestnment has to inprove. And again, our whole idea about
all elenments of national power has to include partners and
allies in those regions. Not an afterthought, not to say,
oh, yeah, about Africa, and South Anerica, and on fentanyl.
| believe that President Biden and President Xi, when they
nmet in San Francisco, canme up with sonme deal on China
policing the precursors of fentanyl.

Wi ch cone into our country, nostly, | think through
Mexi co. That deal hasn't been fully inplenented but it's a
start. And it's absolutely inportant, given how

devastating fentanyl is to young people in this country who

t ake drugs unsuspecting, that they have -- they're | aced
with fentanyl. |It's absolutely crucial as a national
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security threat to us. W do nore.

Senat or Kaine: Thank you. M tine is up. Thanks,
M. Chair.

Chai rman Reed: Thank you, Senator Kaine. Senator
Tuberville, please.

Senator Tuberville: Thank you very nmuch. Follow ng
up on that, is our southern border a national threat? |'ve
only seen it in your report one tine.

Anbassador Edel man: Yes, absolutely. The border
security is a threat. W do call in the report for
addi ti onal funding across the agenci es of national
security, including DHS, which has the fundanental
responsi bility for the border.

Senator Tuberville: 80,000 Chinese com ng across the
border in the |last nine nonths. |Is that a threat? That's

a pretty good threat, isn't it?

Anbassador Edelman: |Its a potential threat, sir.
Yes.

Senat or Tuberville: Yeah, huge. | don't understand
why we're not tal king about it nore, fentanyl, | saw a

report the other day where you can order fentanyl from
China and make it at your own house. You can order -- be

delivered and nake mllions of appeals w thout any

repercussion. | nean, we've lost our mnds. W're |osing
our kids. You're talking about education. | spent 35
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mlitary standards.

Is that correct? To take nore young nmen and wonen in
the mlitary?

Anbassador Edel man: Part of what you hear fromthe
servi ces when you tal k about the recruitnent chall enges
t hey face Senator Tuberville is that some of the standards
are no longer really relevant. And sone of it's an
artifact of --

Senator Tuberville: Such as?

Anmbassador Edel man: Chil dhood asthma for instance.
You know, is that sonething that --

Senat or Tuberville: Flat feet --

Anbassador Edel man: You know, that's --

Senator Tuberville: A lot of people got out of
Vi et nam because of flat feet, right?

Anbassador Edel man: Yeah. So, the question is do you
continue to, you know, use those standards which are
screeni ng out people who m ght otherwise be willing and you
know, ready to serve, or do you change it? Sone of it's a
function of the changing tracking that we have in nedical
records that allow things that wouldn't have cone up 10 or
15 years ago to bl ock sonebody from servi ce.

And that's, | think what we were tal ki ng about .

Senator Tuberville: Well, you, what's hurting us too
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Is a lot of our governnment schools, |I call them governnment
school s because | went in thousands and while I was
coaching, recruiting, and the problem we have is hate.
That's being taught in a |lot of our governnent schools
towards our country. Wiy would any young man or woman want
to fight for a country that they don't believe in, that

t hey' re being taught to hate.

It's absolutely amazing to ne the direction this
country's going. So, is there any agreenent there even
Representative Harman? | nean --

Ms. Harman: Yeah, there is agreenent there. Yeah.
think hate on both sides is totally destructive. | think
t he absence of civics education and the absence of
institutions that hel p people understand what patriotism
means, that's, we had a conversation about nati onal
service, which mght be a way to get all of our youth back
together. | nean, this country, sadly, is in a point where
many peopl e say our biggest eneny is us fighting each
ot her.

| was just going to tal k about standards. One of the
problenms is the kind of deploynents the mlitary does every
two years. Moving sonewhere where in many cases the spouse
wor ks and having to change his or her job every two years
I's very burdensonme. |It's also hard on kids. And so that

could change. And we, we tal k about incorporating nore of
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the tech base and the tech skills into the work that our
mlitary does.

| mean, after all, future fights, we were just talking
about this, are in nore domains. They're in cyber and
space, not just in air land and sea. And so, if we don't
have the skill sets to fight those wars, we're going to
| ose.

Senat or Tuberville: Yeah, because we don't have a
mddle class. W're ruining our mddle class. Were
techni cal schools, all these kids, we tell, hey, you got to
go to a four-year school to get a job. W all knew that.
And when we grew up, that's what we're told. But now
that's not true. A lot of these kids go to school and
their wages paid and unfortunately, they get social -- sone
kind of social justice degree and they can't get a job at
Wl mart .

We have got to start training our kids again. W're
| osing the ball here. | mean, this is where, that's, to
me, that's a national security threat, where we don't teach
kids how to use their hands and do those things. Let's go
to Ukraine real quick. W got to get out of this, right?
| nmean, this has got to be solved. Do we let Wkraine into
NATO? Your thoughts?

Anbassador Edel man: NATO has al ready nade the

deci sion back in 2008, that Ukraine at sone point wll be
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in NATO And that's a decision that was taken under the
George W Bush admnistration in which | served. | think
the alliance, the just conpleted sunmt of the Alliance has
made clear that while there's an ongoing conflict in in
Ukraine, it's probably not appropriate to have Ukraine be a
menber .

But the Alliance has undertaken a series of actions
and the U S. bilaterally with Ukrai ne has undertaken a
series of actions to build a bridge towards Ukraine's
potential future nenbership.

Senat or Tuberville: Wll, that being said, should we
allow, with the new governnent in Mexico, MeXico join
BRI CS? Should we allow that? Because it's comng, it's
com ng.

Anbassador Edelman: | don't. Senator, | don't know
that we have any ability to, you know, the BRICis an
organi zation which the United States not, you know, a party
to. So, | don't know --

Senator Tuberville: 1'mjust asking your opinion
because we're doing the National Defense Strategy and we're
going to be | ooking down the barrel of a gun on this
because they're going to be on our border. You just said
that, you know, NATO was goi ng to accept Ukraine. Shoul d
Mexico go into BRICS if offered that position with the new

presi dent they have?
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Anbassador Edelnman: If, well, the BRICS was actually
kind of an invention of Goldman Sachs. It's not really a
serious mlitary organi zati on of any sort --

Senator Tuberville: As we speak, it is com ng though
with India joining, with Iran joining, Saudi Arabia
joining, it could be a threat. Thank you, M. President.

Chai rman Reed: Thank you very nuch, Senator
Tuberville. Senator King, please.

Senator King: Thank you. The first country to adapt
new t echnol ogi es generally w ns wars, Genghis Khan, and the
stir up, the long bow at the Battle of Agincourt, the tank
in Wrld War |, radar in Wrld War 1I, we are
systematically m ssing technologies. |It's one of the great
failures of the last 10 or 15 years in our defense
structure, directed energy, hyper sonics, Al, cyber
I nformation warfare.

We are woefully behind on every one of those hyper
sonics. I'msorry, directed energy. W are shooting down
$20, 000 Houthi mssiles with $4.3 mllion mssiles of our
own. That's ridiculous. And the budget for directed
energy in the Defense Departnent has fallen by half in the
| ast three years. Representative Harman, is it systematic
| egacy thinking? Wat's the problenf? Wy did we mss
t hese obvi ous technol ogi es?

Ms. Harman: Well, you heard us say that the Pentagon
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I's nmoving at the speed of bureaucracy. | think it is
| egacy systens. A d think, | think Congress is sonmewhat
| egacy --

Senator King: | think it's |egacy thinking.

Ms. Harman: Legacy thinking, fine. But | think that
Congress is sonewhat conplicit in the way the budget
process doesn't work. And this insistence on requirenents
and oversight rather than on what is the problemset we are
solving for, which is how the tech sector thinks.

' ve been maki ng a comrent about DI U, the defense
I nnovation unit that was set up by the |ate secretary, Ash
Carter, that naybe we shoul d outsource the Pentagon to DI U,
which is ably headed by sonmeone named Doug Beck, who had 11
years' experience in the private sector because they know
how to think about this. And | couldn't agree with you
nore. The budget of DIUis $1 billion out of 850 billion.

Doug Beck says he can | everage that --

Senator King: Yes, these technol ogies that win
wars - -

Ms. Harman: Right?

Senat or Ki ng: New t echnol ogi es --

Ms. Harman: |'min violent agreenent with you. He
says he can |l everage that into 50 billion of comrerci al
i nvestnent but that's still a pittance conpared to the kind

of change we need to undergo. Not just at the Pentagon but
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at the Pentagon | ashed up with other governnent agencies
with the tech sector and with partners and allies. That is
our point about all elenments of national power, which wll
Wi n the next war.

Senator King: Let's talk about cyber for a mnute. |
think it's kind of pathetic that today, just today, this
norni ng, at the beginning of this neeting, we approve the
very first Assistant Secretary of Defense for Cyber. Cyber
has been a serious threat in this country for 15 or 20
years. And just today we are finally getting there.

To nme, that's enblematic. Let ne tal k about anot her
poi nt about cyber. Several of our nenbers, and you all
have tal ked about the cornerstone of our defense strategy
Is deterrence. 1In cyber, we have no deterrent strategy.
We're trying to patch our way out of this. People have
attacked our country, they've attacked our elections,
they' ve attacked our infrastructure. There have been no
conseqguences, no results.

No one fears us in the cyber realm Do you agree with
me that we need to develop a cyber deterrent strategy? It
doesn't necessarily have to be cyber for cyber but there
has to be a price to be paid for attacking this country in
the real mof cyber, M. Anbassador?

Anbassador Edel man: Senator King, | think one of the

chal l enges wth deterrence and the cyber realmis that
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first attribution is frequently, you know, a problem But
secondly, the actions you take are not necessarily visible.
And therefore, it lacks the kind of, you know, visible
signs that we have. |In other realns --

Senator King: It needs to be visible to the adversary

Anbassador Edel man: To the adversary.

Senator King: O deterrence.

Anbassador Edel man: Yeah. Well, the problemis it
needs to be visible to the adversary. But you know, the
guestion is, is it visible to your allies who you' re al so
trying to protect wwth your deterrent? | did want to, if
you permt ne on the directed energy point because | think
it's a very powerful point that you nake. | think directed
energy has suffered a bit fromover promsing in the past
and it's been the next big thing and a | ot of people have
felt that it's not been delivered.

But clearly what you identified is correct, which is
we can't be on the wong end of the cost inposition curve
where adversaries can use very cheap but tradeabl es that
we're shooting down with mllion-dollar mssiles, that's
just not sustainable. But there is progress being made on
directed energy, including by our allies, the UK has system
Dragon Fire that |looks like it's got sone prom se.

The Israelis have, you know, got iron beam So,
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there's activity going on. And | think you' re right that
we need to invest nore tine and effort init.

Ms. Harman: |If | could just add one thing on cyber, |
think you serve on the intelligence conmttee as well.
There are things we're doing that we can't tal k about that
are deterring cyber against us. And we are in other
networks and | --

Senator King: |I'msorry, but if we can't tal k about
it, it's not a deterrent.

Ms. Harman: But it --

Senator King: You got to be able to talk about it --

Ms. Harman: No, but maybe --

Senator King: It's Dr. Strange | ove.

Ms. Harman: But not all --

Senator King: You can't keep the doonsday machi nes
secret.

Ms. Harman: Not all the time, our adversaries do
under stand sone of the things we're doing for deterrence.
Attribution is still an evolving art and we can't al ways
I dentify who's doing what to us. But | think we're
stronger in the cyber real mthan nay appear publicly.

Senator King: | think we have capabilities. M tine
Is up. | commend you for nmentioning terrorism | worry
that we've turned our focus so nuch to great power

conpetition. One denented individual alnost upset our
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entire presidential process a few weeks ago. | think
terrorismis still a very, very significant threat and |'m
afraid we are not attending to it sufficiently. Thank you,
M. Chairman.

Chai rman Reed: Thank you, Senator King. Senator
Cotton, please.

Senator Cotton: Representative Harman, Anbassador
Edel man, and the rest of the comm ssion, thank you for your
good work once again. Anbassador Edel man, you spoke wth
Senat or Fi scher about the Multiple Theater Force Construct,
basically the kind of threats we're planning for. And
there's a tinme when this nation planned to fight two major
wars at tine.

And | think now we're down to a force that can fight
one conflict, and protect our honel and, and hopefully scare
bad guys everywhere el se around the world, and not starting
a war, is that right?

Anbassador Edelman: That is correct. That's what the
2022 NDS descri bes.

Senator Cotton: |Is our, so that's the, what our
Nat i onal Defense Strategy says. |s the current force even
capabl e of doing that, in your opinion? Putting aside what
it should be capabl e of doing?

Anbassador Edel man: Yeah.

Senator Cotton: Wiich I'll conme to nonentarily. Can

63
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Anbassador Edelman: | think they' re very serious
questions about whether the force in being could actually
execute the strategy.

Senator Cotton: Ckay, there's been sone tal k about
this access of Russia, and China, and North Korea, and
Iran. You mght add in a few other ancillary bad actors
| i ke Cuba for instance. Do these countries have to get
together in a secret diplomatic neeting and agree to carve
up different parts of the world or to act in concert
Russi a, you strike UWkraine, China, I'mgoing to hit Taiwan,
and then Iran's going to go for the jugular in Israel.

Do they have to get together |ike the Ml otov Ri bbon
Trop Sunmt and have a pact to act in concert together?

Anbassador Edel man: They could do that, but they
don't necessarily have to do that. | mean, the problemwe
face is twofold. W face one problemthat you've just
descri bed, which is concerted, you know, collaboration in
aggression but there's also the potential of opportunistic
aggression if sonething happens in one theater, and one of
the other actors decides to take advantage of it to do
sonmet hing in another theater.

Senator Cotton: Representative Harman, | see you
noddi ng your head. Wuld you like to add your perspective?

Ms. Harman: | totally agree with that and we see that
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all the tine. And I'mnot sure if you were in the room but
one of the things that Anbassador Edel man said is that
China is watching intently whether Russia can get away with
its illegal invasion of Ukraine. And if it can, that would
enpower China w thout a conversation with Russia to nove
agai nst Tai wan.

Senator Cotton: And that this idea, well found in
hi story, that these adversary nations don't have to sit
down at a secret summt, that they can just see that for
I nstance, the United States and its allies are being taxed
i n Europe and therefore nowis the tine to becone nore
aggressive in the Mddle East, if you're Iran, or nmaybe
Chi na goes for the jugular in Taiwan.

It gets back to the point about this force construct
as well. Wat they also see is what the United States just
says it's capable of doing and the fact that it may not
even be capable of doing that. |Is that right?

Anbassador Edel man: | agree.

Ms. Harman: And the word pivot probably should be
retired. | don't think we can | eave anywhere. | think we
have to have an understanding of the threats agai nst us not
j ust agai nst regions everywhere. And the whole idea of
this Multiple Force Construct is flexibility and having an
adequat e deterrent so we don't engage in nore wars.

Senator Cotton: Another related point, there's been
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sone questions about the information environnent,

m si nformation, disinformation, cyber threats as well.
Those are inportant, don't get ne wong but are wars goi ng
to be won in the informati on environnment and cyber w t hout

things that go boomin the real world? Anbassador Edel man?

Anbassador Edel man: You have to have both. | nean,
one, | don't think you were in the room Senator Cotton.
said that the -- our adversaries, particularly the Russians

who have witten a | ot about this doctrinally see
information as part of a suite of activities including all
of their kinetic activities. Wereas we see it in sort of
si | os.

But they see it totally differently. And you have to
be able to, you know, bring all of those el enents together
and nore.

Senator Cotton: And we've learned a |ot and we've
technol ogi cally seen advances on the battlefield in Ukraine
on both sides. But isn't the case that the nost inportant
t echnol ogi cal advances or the advances that enhance the
power of the things that go boomon the battlefield, the
munitions, the aircraft, the drones, the interceptors and
so forth, not things are just done from keyboards sitting
back in Washi ngt on.

Anbassador Edelman: | want to be careful because |

think part of the answer is that the, you know, sone of
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what we've done for instance in armng the Ukrainians with
different off the shelf commercial drones has been undone
by Russian el ectronic warfare which is done froma
keyboard. So, and electronic warfare i s sonetines, you
know, attributed to "information," you know, "warfare" as
wel | .

So, I, think it's --

Senator Cotton: Keyboard's closer to the battlefield
wi th big dishes that shoot

Anbassador Edel man: Correct.

Senator Cotton: Shoot invisible things up in the sky,
right?

Anbassador Edel man: Exactly.

Senator Cotton: Not just people sitting at a keyboard
witing a hashtag out.

Anbassador Edel man: Correct. Correct.

Senator Cotton: Okay, thank you both, ny tine's
expi red.

Chai rman Reed: Thank you very nuch, Senator Cotton.
Senat or Manchi n, pl ease.

Senat or Manchin: Thank you, M. Chairman. And thank
both of you all for very informative discussions this
norning. | appreciate all the hard work you' ve done. Wen
| first canme to the Senate in 2010, | cane |eaving the

Governor's office of West Virginia and wasn't really that
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much in tune on the national threats that we had. | was
worried about the threats we had in West Virginia.

So, when | cane here, | tried to bone up when | was on
this commttee, ny first conmttee, and |'l|l never forget
and it had to be early February or |late January of 2011.

We had all the joint chiefs of staff and all the questions
wer e bei ng asked, and identifying the problens we had
around the world, and the threats we had. And the question
was asked to Admral Millins, Mke Millins at that tine,
what's the greatest threat to the United States faces?

| thought |I'm going to hear about, you know, | earning
about China nore, and about Russia, and al ways bei ng
Russia, and the threat that they have. And then all of a
sudden, wi thout hesitating, he said, the debt of our nation
IS the greatest threat that we face as Anericans. So, |
woul d ask you all, since we just hit $35 trillion of debt
yesterday, what do you all believe is the greatest threat
we face, Jane?

Ms. Harman: Well, let nme agree with you that our
henorrhagi ng debt is a huge threat. And one of the things
we -- one's

Senat or Manchin: Who was even tal ki ng about on either
of national --

Ms. Harman: W do --

Senat or Manchin: Denocrat, Republicans, nobody --
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Ms. Harman: Senator, we do, in this report, we
identify the national debt as a national security threat.
And we say that we need to spend smarter and spend nbre on
defense and pay for it. W, on a unaninous basis are not
recommendi ng printing nore noney. W are recommendi ng
finding a way to raise the revenues and reform
entitlenents. | know that's a sacred cow, sadly, these
days.

But reformentitlenments and we point out that the
I nterest on the debt is |arger than our defense budget.

Senator Manchin: So, you both agree to that,
Anbassador ?

Anbassador Edel man: Yes, sir.

Senat or Manchin: Ckay. Second, | would say that on
your report, you tal ked about the current force structure
that we have and | think you had identified that the
Marines are only ones neeting that we agree with, that what
you failed to do is basically identify why we have not or
why you all did not take up wonen being in selective
service or joining selective service because wonen nake up
74 percent healthcare and education industry, 52 percent of
financial activities.

They're a trenendously strong force. And there's a

| ot of wonen | don't want to go up against. | can tell you
that, in so many ways. But why do you believe, | guess ny
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question is sinple. Does the conm ssion support wonmen
regi stering for selective service?

Ms. Harman: Well, 1'Il speak for nyself. | do. |
think that wonen are a majority of our population, a
majority of the talent pool, many of the nost tal ented
wonen serve on this commttee. So, yes, they should be
-- we should be, and --

Senator Manchin: WMke it clear that we, it does
not -- we tal ked about this, does not require wonen to
participate in mlitary draft.

Ms. Harman: | understand.

Senat or Manchin: Wich wll also require --

Ms. Harman: [It's registering.

Senat or Manchin: Yeah, registering, that's all.

Ms. Harman: Yes. And ny answer to that is yes. kay.

Senat or Manchin: How cone you all didn't address it?

Anbassador Edel man: You know, | don't have a good
answer for you, Senator Manchin. It's not sonething we
took up. We |l ooked at other elenents of the recruiting
chal | enges that the services face.

Senat or Manchin: Got you. Wll, | hope you all would
revisit that, if you wll. So, ny last, | have two nore
questions. M next question would be Russia. Wat have we
| ear ned about Russia during the Ukraine war? Do you think

it's basically shown Russia's vulnerability or they've
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| earned basically where the vulnerabilities were
strengt heni ng? What's your concerns?

Anbassador Edelman: | think we've learned a | ot of
things. | nmean, at first, | think we've |earned that
corruption is a feature, not a bug of the systemthat
Viadimr Putin has created since he becane president of
Russia. You know, at the turn of the century, | think
we've learned that Russian mlitary doctrine is not
necessarily going to predict how they actually wll fight
when a conflict conmes up.

| think we've |earned that that we've relearned a
| esson that has been true of Russian mlitary history for
hundreds of years which is they're willing to sacrifice the
lives of their service folks to gain an objective w thout
regard, you know, to the human costs.

Senat or Manchin: If | can, ny final question, if I
could real quickly, | comend your report on tension to
defense industrial base especially nunitions and supply
chain. However, there was no nention of Solid Rocket
Motors. We have a problem And the problemis this. W
continue to keep pouring noney into Aerojet Rocketdyne that
can continually fall short of producing the quality of
rockets in the environnment we need. But the governnent is
into that, supporting it.

And yet the federal governnment, we own the ABL | ab at
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Rocket City in West Virginia, and they have been produci ng
unbel i evable. And no one's saying a word about it. No
one's basically pushing, why are you shoving noney into a
private entity when board changes? Wo's buying stock
owner shi p when you al ready own one? Have you all | ooked at
that or would you and basically bring it to a higher |evel?

Ms. Harman: Sure. Absolutely. And you'll be m ssed
here. You have been very articulate at identifying things
not just that West Virginia does but you know t he energy
needs of this country and why it matters, that we export
nore energy.

Senat or Manchin: |If you would |l ook into it and
conpare ABL, at Rocket City, in Wst Virginia, okay, versus
Aer oj et Rocketdyne, and | ook at the ownership, the
production, the quality of what we're producing there.
Because without that as we've said before, we can't
conpete. W just can't. So, if you would do that, | would
appreciate it.

Chai rman Reed: Thank you, Senator Manchin. Senator
Ernst, pl ease.

Senator Ernst: Yes. Thank you, M. Chair, and thank
you both so much for being here for your |eadership and to
the entire comm ssion for their great work and support
staff as well. W really do appreciate it. O course,

we' ve had the opportunity to hear about this urgent
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assessnent of our national security |andscape and it has
changed quite dramatically since the |ast NDS. So, thank
you for your tinme and attention.

The recomrendati on should be a roadmap to address our
security challenges and restore Anerican | eadership on the
world stage. | feel that's very inportant. It's
desperately needed right now And | know we have tal ked
about force structure, and Anbassador, we'll start with
you. Only recently has the force planning shifted to a
single conflict structure despite facing the nost
significant strategic conpetition our country has ever
faced.

So, the, the report, | want to draw attention to the
guote, and I, again, | know we've tal ked about it, but the
report includes a quote froma defense strategi st who warns
" a force that can only wage one conflict is effectively a
zero-conflict force since enploying it would require the
President to preclude any other neaningful gl obal
engagenent . "

And in light of this, again, if you can talk a little
bit about the Multi Theater Force Construct, Anmbassador,
but then | also want to then lead into what Senator King
alluded to wth terrorism \Were does that |eave our
counter-terrorismforces?

Anmbassador Edel man: Senator Ernst, | think the
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probl emwe have is that, to go to your point, if we have a
force that's optimzed to fight one war when a crisis
erupts and the President asks the Secretary of Defense and
the Chairman of the Joint Chiefs for mlitary options to
deal with it, the answer they're likely to get is, you
know, M. or Madam President, we can fight this fight but
you wll be at very high risk in all these other places.

And agai nst that backdrop, you know, what kind of
deci si ons woul d, you know, cone out of that. It's why I
think it's described as a zero-war force. Qur view was
that you have to be able to deter and potentially defeat
adversaries in all three of the main theaters that we have
been engaged in since the end of the Second World War.

And which we repeatedly engaged in. | nean, there's
been no shortage of efforts to try and extricate the United
States fromthe Mddle East. The last NDS in 2018 said we
should be willing to run risk in the Mddle East. | think
on Cctober 7th, we got a sense, and then again on Apri
13th of what running additional risk neans in the Mddle
East .

So, it's our view that we have to be able to, you
know, manage to do all of those things. In that regard,
think we're consistent with our coll eagues on the Strategic
Post ure Conmi ssion who argued sonething quite simlar. But

we al so have to be able to deal wth the ongoing threat as
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Senator King said of terrorism And to be able to continue
to focus on the things that Special Operations Conmand has
been focused on for a nunber of years.

Maki ng sure that we don't have terrorists plotting to,
you know, create mass casualties either in the honel and or,
you know, with our allies.

Ms. Harman: Yes. |If | could just add to that, | was
i n Congress on 911. Many were, | was a nenber before that
of a comm ssion on, | think, the Conm ssion on Terrorism
whi ch predicted a major attack on U.S. soil. No one was
listening. And then canme 911 and we surged everything to
the GMT, the G obal War on Terror. Surging everything is
not a good strategy.

We m ssed when we did that, the rise of China. W
m ssed the rise of Russian grievance. W mssed the kind
of world we now live in. W have to do all these things at
the sane tine, wal k, and chew gumat the sane tine. And
this report tries, by pronoting this all elenents of,
nati onal power strategy to talk about how we could do that.

And we don't think we, the comm ssion on a unani nobus
basis, that accepting risk in certain parts of the world
basi cal |l y meani ng not projecting U S. |eadershipis a
successful strategy. W have to be strong everywhere which
doesn't nmean we have to have boots on the ground everywhere

but we have to have an all elenents of national power
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strategy everywhere.

Senator Ernst: Yeah. | amin absol ute agreenent,

Repr esentati ve Harman and nentioni ng SOCOM Speci al
OQperations Conmand. | do think it's incredibly inportant
and I"'min full agreenent that we need to be able to face
multiple fronts. | think all of us on this commttee would
agree wth that but we also have to have those that are
ninble, agile, those that can respond quickly to

si tuati ons.

Those forces are found in SOCOM W need to be able
to leverage different tools of power in other regions to
create stability. So, whether it's kinetic action through
the mlitary or just working with friends and allies, we
need to create greater stability all around the world. And
| think we can achieve that but we have to be willing to
I nvest.

Ms. Harman: And diplomacy is one of our tools. So,
it's soft power matters but hard power does too. And we're
not tal king about selecting parts of the world for one and
other parts for the other. W're talking about a
conbination that's greater than the sumof the parts.

Senator Ernst: Absolutely. Again, | want to thank
you both for your service and our entire conm ssion and
support staff. Thank you very nuch.

Chai rman Reed: Thank you, Senator Ernst. Senator
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G |l librand, please.

Senator G llibrand: Thank you, Congressworman Harman
Thank you, Anbassador Edel man. So, grateful for your
testinony and thank you for the great work of this report.
One of the things that you concluded was that the DOD
shoul d invest nore in cyber capabilities and capacity over
the ast two NDAA cycles. W included a cyber acadeny to
create an ROTC-type program There's about 600 school s
eligible right now across the country who are already
participating in this program

It's built on NNSA, a smaller, nmuch smaller program
Can you talk a little bit about how this cyber acadeny and

its thousand slots a year could help neet DODs future

needs?
Anbassador Edelman: | don't doubt that it wll help,
you know, fill the gap because we need nore cyber warri ors.

| do think that Cyber Conmmand has actually done a pretty
good job at Cyber Command and NSA under General Nakasone's
| eadershi p and now his successor at building the force.

Whi ch you know, when we | ooked at this fromthe conm ssion

poi nt of view six years ago, there were questions about how

wel | we were doing.
| think we've actually nade a | ot of progress in the
ensui ng years. But obviously the nore we can generate

young cyber warriors who are, you know, willing to cone to

7
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work for the governnent because that's been an issue in the
past, that is going to be a boon.

Ms. Harman: | would just add that and |I' m not sure
you were here, when we tal ked about it, that the two new
def ense domai ns are space and cyber, and we now have space
force, and we have cyber command. And slowy, we are
building the skill sets that we need for our defense
capability, not just in the Pentagon to be robust and
effective. And so, a major cyber-attack on U S. soil could
pre sage China's annexation of Tai wan.

That's sonmething we nentioned before, that coul d
happen. Are the -- is the Anerican public aware of this
and ready? Absolutely not. |Is there Chinese technol ogy
all over Anerica, including in our ports? Absolutely. And
so buil ding nore capabl e people who have the training and
having a nore focused governnent on the threats is -- are
both essential things to do.

Senator G llibrand: So, one of the concerns | have is
that the current recruiting technique for Cybercom
Cyberforce, is that they're recruiting fromthe existing
services. So, Navy has to give X nunber every year, arny,
marines, et cetera, air force, and not all the services can
neet the goals. Not all the services have the senior cyber
personnel that a cyber conmand actual |y needs and wants.

And when they do | eave to cyber command, then there's
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no cyber expert left in the service because they just gave
t hose personnel to cyber conmand. So, one question | have
for space as well, shouldn't we consider having a west
poi nt for cyber or west point for space, or having one new
servi ce acadeny to educate and train the mlitary personnel
for cyber command and space command?

And the reason | say this is because the cyber acadeny
that we have created is just civilian jobs because 50
percent of all cyber jobs are civilian. So, let's at |east
recruit fromthe entire country in an ROTC type program for
non-mlitary personnel. And so, that arguably can be a
t housand kids a year graduating with that capability. So,
| et me push the next question. A thousand of civilian
personnel is great, not going to neet all our needs.

Do you think we should think about or at |east do a
study on the inportance of perhaps having a service acadeny
to directly train mlitary personnel and conmanders in
cyber and space?

Anbassador Edelman: It's not sonething we exam ned,
Senator G llibrand, but I certainly think it's sonething
worth sone study, to see whether that woul d generate the
ki nd of flow through that you would want to staff those
skill sets, as ny coll eague just said.

Ms. Harman: And we also tal k about integrating the

tech base with the DOD base and neke a recommendati on t hat

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

80

t he busi ness nodel of the tech base may be nuch nore
successful than the business nodel. You know, governnent
at the pace of bureaucracy of the Pentagon and the tech
base produces a | ot of highly trained cyber fol ks through
our national university systemand private universities.

So, | think the study is still a good idea but | also
think there are resources we're not |everaging that we
coul d.

Senator G llibrand: So, even a nore serious question
you concl ude, that given that nuch of the critical
infrastructure that the United States relies on for the
projection -- power projection overseas falls outside of
the DODs remt, the departnment needs to further its
Integration with and increase the capability of the other
parts of the U S. governnent, including ds DHS and CSA.

Intelligence community, FBI and state and | ocal
governnents. This finding, | find to be the nost troubling
because it's entirely outside the DODs m ssion. |It's
outside their authority, it's outside the job they want,
the job they're willing to do but in actuality we don't
t herefore have donestic cyber defense. FBI is the best
cyber response organization to the gl obe.

CISAcan literally only offer best practices. And
their best practices are the best practices and they're

doi ng great outreach and all the things but there's no one
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to stop. And this goes to Senator Angus King's questions.
There's no one to stop a significant cyber-attack, let's
just say, on mlitary bases.

Taking out all of our capabilities donestically to
have an electric grid, a water supply, food supply
ener gency services, stock exchanges, there's no one to stop
that as if we'd want that in a war scenario and we stop a
bonbi ng that's going to happen on our subway system but we
don't stop a cyber-attack that's about to, on our subway
system

W' Il do response, we do offensive. So, with the zero
seconds | have left, could you please talk a little bit
about what we shoul d be doing froma cyber defense for the
honmel and? This year's NDAA has a requirenent for a plan,
for howto protect at least our mlitary bases but | think
we should be protecting all of critical infrastructure.

Anbassador Edel man: Look, | agree. And, you know, |
think the departnent is just beginning to wap its arns
around this problemthat, as I'mnot sure if you were in
the room Senator Gerald Brandt, when we said earlier, the
honel and, if there's a conflict, is not going to be a
sanctuary anynore. And the first attacks will likely be in
the cyber domain and they will be incredibly disabling for
our society but also for the departnent.

But getting all the agencies of governnment that would
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have a role in all this, because it goes beyond just DOD,
it goes beyond just DHS, | nean, it goes to the Departnent
of Transportation, it goes to comerce. | nean, there's
just, it's an unbelievably conplex issue. And we're only,
| think now, kind of wapping our mnds around it, and it
needs a ot nore work and attention fromthe departnent.

Ms. Harman: | think that Senator King nmentioned that
this conmttee just confirnmed an Assistant Secretary of
Def ense for Cyber today. It's way too late. It's way too
slow. You're absolutely right that all of this stuff has
to be accelerated. | do think sonme of our capabilities
that we can't talk about publicly are nore extensive than
peopl e may believe but the public is essentially cluel ess
about the massive cyber-attacks that could be | aunched any
day by our adversari es.

Not just nation states but rogue actors as well.

Chai rman Reed: Thank, thank you. Senator G 1i brand.
Senator Schmtt, please.

Senator Schmtt: Thank you, M. Chairnman, and thank
you for your work, both of you. | want to ask a few
questions about sort of this our pivot to China which
t hi nk, you know, in this place, in this town, there's hard
to find bipartisan agreenent on nuch. | think nost people
agree that China is our, however you want to call it, chief

adversary, pacing threat, pacing chall enge, however you
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want to wordsmth it.

| think that's real. And | think there's recognition,
| think in your work and others that we have a capacity
problemin effectively doing that. So, |1'd wanted to ask,
maybe Dr. Edelnman, as relates to this sort of like
priorities, how would you, if we, | guess for either one of
you, what would you say? | nean, | think | have an idea of
what the nunber is.

The anount of noney that we spend in Europe, how nuch
of our defense budget, what -- give ne a ballpark of a
dol | ar anount .

Anbassador Edel man: Senator Schmtt, it's a little
hard to di saggregate it because, you know, you've got
command and control that, you know, covers a variety of
sins. But if you're getting at the question of, you know,

do we need to spend | ess on defense of Europe and nore in

the Indo-Pacific, | think we've got to be able to do both.
W' ve got --
Senator Schmtt: Well, but, I'"'m-- here is this

point. W' re not doing both.

Anbassador Edel man: Right.

Senator Schmtt: And ny argunent isn't the w thdrawal
necessarily. M argunent is, you know, sone estimates
woul d be 150 billion to 300 billion a year. Let's just,

let's just use that as a nunber and peopl e coul d debate
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what that actually is. | think for ne and I want to get
your thoughts on this, if Canada and Europe went from-- so
they're a conbined total of 2 percent right now, if they
went to 3.4 percent of spending on defense per -- you know,
as it relates to their GDP.

Li ke we do, that's another $300 billion. And I'm
just, how have you guys grappled with this? Because to ne,
$300 billion allows us to, you know, continue to be, you
know, an inmportant ally for a European allies, but also
allows us to do the things that we need to do for the
honmel and in China. So how do you guys view that?

Anbassador Edelman: | think, ook, our allies need to
spend nore on defense. That's clear. At the |atest NATO
summt, there's clearly a lot of talk of allies noving
beyond 2 percent of GDP, which now | think about two thirds
of themare hitting to beyond 2 percent to 2.5 percent. |
t hi nk, you know, honestly, a cynic went on of them doing
that is also seeing us nake the investnent.

VWhich is why in increasing our top line, which is one
of the reasons we cane to the conclusions we did about, you
know, the U S. top line, obviously we need our allies to be
produci ng nore. Qur defense industrial base is in very bad
shape as we've discussed in our report. The European
defense industrial base is, you know, in even worse shape.

So, we need you know, their industrial base, we need our

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

85

I ndustrial base.

We need our allies in the Indo-Pacific Australi a,
Japan, The Republic of Korea, Taiwan, all need to be
st eppi ng up because to nmatch what Russia, China, North
Korea, and Iran are doing is going to beyond our ability to
do it ourselves. W're going to have to do it, you know,
with allies. So, there's going to have to be broad
I nvest nent across the, you know, across all of the regions,
by the way, M ddle East as well.

We've got you know, partners in the Mddle East who
could al so be doing nore in that regard.

Ms. Harman: | would just add that | think Europe is
waking up to this and | think there's a robust conversation
I n Europe about doing nore and even possibly setting up. |
don't think this idea wll ever take, you know, becone a
reality, sonme kind of a European force. But the point is
spendi ng nore, |leading, nore, fighting Europe's fight in
Europe. And | would add that we enbrace in this al
el enents of national power strategy.

That's the core of our report, doing nore with
partners and allies. Think about the Indo-Pacific. The
Secretary of Defense is there now, | think with Secretary
Bl i nken, tal king about how to turn the -- enhance the
command that we have in Japan into a nore robust conmand.

It shouldn't just be --
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Senator Schmtt: | have |limted tine. | want to get
to one nore question. So, | appreciate -- | think that's
true. | think that $300 billion would go a long way in

allowng us to sort of, as we tal k about priorities, and
just to run through a couple, you know, $320 million for
the Gaza Pier would ve gone a |long way and al nost fully
funded. You know, the Guam M ssile Defense Project that
we're not spendi ng noney on.

So, there, you could go over, you could go through
this list about things of us being spread too thin and
m ssing what our real priorities are. And | don't have
time to go through themall, but they're significant. |
guess the final question of the tine that | have is, this
guestion of the industrial base. | nean there's -- to ne,
there's no question Europe needs to step up and that's the
part of a |l ot of conversations we have here.

But as it relates to our industrial base, | supported
the plus up. | think we should be spending nore. What is
the, if there's a couple of things that could be done to
actually produce the things that we need, we're not, we
don't have enough of what we need. What are a coupl e of
those top |ine suggestions that you woul d have that when
peopl e ask ne back hone when | talk about this chall enge.
What are the things that can be done differently?

Anmbassador Edel man: Well, | nean, nenbers of this
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comm ttee have done, you know, their job for sure in
providing, for instance, authority for nulti-year
procurenent, which is, | think one of the nost inportant
t hi ngs because industry responds to, you know, the notion
that they're going to have a, you know, long tineline to
produce this not just a spike and then go down. |t would
be hel pful if the appropriators would on their side, nake
sure their dollars appropriated against that, to do that
for the departnent.

That | know is one of the problens that's held up the
departnent until recently.

Ms. Harman: | just add that we're not only talking
about the defense in industrial base, we're tal ki ng about
the industrial base and enbracing fully the tech sector,
whi ch has much nore to contribute to the defense of our
country than it is able to contri bute.

Senator Schmtt: Thank you. Thank you, M. Chairman.

Chai rman Reed: Thank you, Senator Schmtt. | want to
t hank Representative Harman, Anbassador Edel man, excell ent
testinony based on a superb report. And I also want to
shout out to General Keane, and Tom Mahnken, Mara Rudman,
Mariah Sixkiller, Alissa Starzak, and Roger Zakheim the
great group.

But | have to give a special kudos to David G annis,

Ral ph Cohen, Any Hopkins, Travis Sharp, Dustin Wal ker, and

Scheduling@TP.One 800.FOR.DEPO

T P O ne WwWw.TP.One (800.367.3376)



10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

88

Becca Wasser, because we all know you get the credit, they
did the work. So, thank you very nuch. But this has been
an extraordinarily useful hearing and it's got us both
informed and | think energized to nove forward. And with
that, | thank you all and I w Il adjourn the hearing.

[ Wher eupon, at 11:31 a.m, the hearing was adjourned.]
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