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Disruptive Change in Warfare

Warfare — the way in which militaries fight — is constantly evolving. Militaries compete in a cycle of
innovations, countermeasures, and counter-countermeasures in an attempt to gain an advantage over
their enemies. War is a punishing environment, and even a small edge in capability can lead to
dramatically different outcomes. A slightly longer-range sensor, missile, or longer spear can mean the
difference between life and death. Occasionally, some innovations lead to a major disruption in warfare
that changes the rules of the game entirely. Better horse cavalry no longer matter when the enemy has
tanks. Better battleships are irrelevant in an age of aircraft carriers. New technologies are often catalysts
for these changes, but it is their combination with doctrinal and organizational innovations in war that
leads to paradigm shifts on the battlefield. Tanks or aircraft alone might be beneficial, but they require
new training, organizations, and concepts for use to create the blitzkrieg.

Even while militaries seek ordinary, incremental gains over adversaries, they must constantly be on
guard for disruptive changes that revolutionize warfare. This challenge is particularly acute for
dominant military powers, such as the United States today, who are heavily invested in existing ways of
fighting while underdogs must innovate by necessity.

Are we on the verge of another paradigm shift in warfare? On what timeframe? Is one already
underway? And if so, what early conclusions can we draw about these changes? There are two elements
driving changes in warfare that will unfold in the coming decades:

The first is the proliferation of existing advanced technologies to a wider range of actors. Even though
these technologies already exist, their proliferation to multiple actors across the international system
will change the operating environment for U.S. forces. Technologies that the United States has itself
used in war, but not yet faced on the battlefield, are finding their way into the hands of potential
adversaries. This will force changes in U.S. concepts of operation and capabilities, changes that can be
seen in nascent form today but have not yet fully matured.
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Technology does not stand still, however. The information revolution, which has already yielded
advances such as GPS, stealth, and precision-guided weapons, continues apace. Advances in autonomy,
cyber weapons, data fusion, electronic warfare, synthetic biology, and other areas are likely to drive
significant changes in military capabilities. This second driving force — the continued maturation of the
information revolution — could lead to even more profound changes in how militaries fight.

The U.S. military must prepare for these changes to come, which will inevitably unfold at uneven rates
and in surprising ways. While no one can predict the future, U.S. defense spending represents a de facto
prediction about what sorts of capabilities planners believe are likely to be useful in future conflicts.
Research and development (R&D) and procurement investments often take decades to mature and
yield platforms that stay in the force for even longer. The new Air Force long range strike bomber
(LRS-B) will not reach initial operational capability for 10 years and will likely remain in the force for
decades beyond. The B-52 bomber has been in service for 60 years. This year, the U.S. Navy began
laying the keel for a new aircraft carrier, the USS John F. Kennedy (CVN-79), which will remain in active
service until 2070. These investments represent multi-billion dollar bets that warfare will evolve in such
a way that these capabilities will remain useful for decades to come.

Disruptive change is a near certainty over these timescales, however. The twentieth century saw major
disruptive changes in warfare in World War I, World War II, the Cold War with the advent of nuclear
weapons, and the Gulf War with first-generation information age weapons such as stealth, GPS, and
precision strike. Thus, it is imperative that military planners peer as best they can into an uncertain
future to try to understand the shape of changes to come.

The Future is Already Here

Science fiction author William Gibson, who coined the term ¢yberspace, has remarked, “The future is
already here, it’s just not evenly distributed yet.” Many of the changes to come in warfare will come not
from new technologies, but from the diffusion of existing ones throughout the international system.'
The resulting difference in scale of a technology’s use can often lead to dramatically different effects. A
single car can help a person get from point A to point B faster. A world full of cars is one with
superhighways, gridlock, smog, suburbia, road rage, and climate change. In war, the battlefield
environment can look dramatically different when one technology proliferates to many actors.

There is historical precedent for such changes. At the end of the nineteenth century, the British used an
early model machine gun, the Maxim Gun, to aid their conquests of Africa. This technology gave them
a decisive advantage over indigenous forces who did not have it. Machine gun technology rapidly
proliferated to European competitors, however, resulting in a very different battlefield environment. In
World War I, the British faced an enemy who also had machine guns and the result was disaster. At the
Battle of the Somme, Britain lost 20,000 men killed in a single day. Their concepts for warfighting had
failed to evolve to their new reality.

Today the United States faces a similar challenge. The 1991 Gulf War hinted at the potential of
information age warfare. U.S. battle networks comprised of sensors, communication links, and
precision-guided weapons allowed U.S. forces to employ great lethality on the battlefield against Iraqi
forces.” The United States had these advantages because it was a first-mover in the information
revolution, capitalizing on these opportunities before others.’
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Now these same technologies are proliferating to others and the result is a very different operating
environment. Thousands of anti-tank guided missiles are in the hands of non-state groups in the
Middle East and North Africa. Countries such as China are building long-range missiles to target our
bases and ships. Now that others have guided weapons, they can target U.S. forces with great precision,
saturating and overwhelming U.S. defenses. Missile interceptors to defend our assets are costly, and the
cost-exchange ratios favor the offense.

This vulnerability of major U.S. power projection platforms — our ships, air bases, and aircraft — to
precision-guided weapons is particularly unfortunate because it coincides with a long-term trend in
decreasing numbers of U.S. major combat systems. For several decades, per unit costs for ships and
aircraft have steadily risen, shrinking the number of major combat assets the United States can afford.
This trend preceded the current budget crunch and, unless corrected, will continue long after.

To date, the U.S. response has been to make its platforms more capable to offset their reduced
numbers. This has further driven up costs, exacerbating this trend. In a world where the enemy has
unguided weapons, the United States has been willing to accept this trade. The U.S. has fewer ships and
aircraft in its inventory than twenty years ago, but they are more capable.

But in a world where the enemy can target U.S. forces with a high-degree of precision, having a small
number of exquisite systems creates an enormous vulnerability, because the enemy has fewer targets on
which to concentrate firepower.

The Department of Defense broadly refers to these adversary capabilities as “anti-access / area denial”
(A2/AD), because any U.S. forces within their range will be vulnerable to attack.* The Department of
Defense has launched a new offset strategy to regain American military technical superiority. But the
solution to this problem cannot be merely a better ship or aircraft. On the current trajectory, those
assets would be even more expensive and purchased in fewer numbers, placing even more eggs in a
smaller number of vulnerable baskets.

A more fundamental shift in American military thinking is needed. To operate against adversaries with
precision-guided weapons, the U.S. needs to disperse its forces, disaggregate its capabilities, confuse
enemy sensors through decoys and deception, and swarm enemy defenses with large numbers of
expendable assets.

Early thinking along these lines is already underway in many corners of the Department of Defense.
The Army’s new operating concept includes dispersed operations for anti-access environments.” The
Marine Corps is experimenting with distributed operations across the littorals. The Naval Postgraduate
School is researching aerial swarm combat.® And DARPA’s System of Systems Integration Technology
and Experimentation program aims to disaggregate aircraft capabilities into a swarm of cooperative,
low cost expendable air vehicles.”

Collectively, these efforts hint at the next paradigm shift in warfare: from fighting as a network of a
few, expensive platforms as we do today; to in the future fighting as a swarm of many, low cost assets
that can coordinate their actions to achieve a collective whole. The diffusion of advanced military
technology is also increasing the number of actors who can effectively contest U.S. forces in certain
domains — undersea, the electromagnetic spectrum, space, and cyberspace. Areas where the United

CNAS.ORG ‘ W @CNASDC 3




States has largely had freedom of maneuver to date are now becoming increasingly congested, requiring
new U.S. responses.

As the U.S. military adjusts to a world of proliferated precision-guided weapons and adapts its concepts
of operation to counter-A2/AD capabilities, it must also be cognizant of even more dramatic changes
to come.

The Unfolding Information Revolution

The information revolution has already led to significant changes in warfare by enabling the advanced
sensors, communications networks, and guided weapons that led to U.S. superiority and now anti-
access capabilities as they proliferate. But the information revolution is not stopping. $3.8 trillion is
invested annually in information technology, roughly double all military spending—procurement,
R&D, personnel, construction—of every country on earth.® While the United States was an early first-
mover in information technology, the fruits of the massive commercial sector investments in better
sensors, processors, and networks will be available to many.

The scale of this investment, along with the continued exponential growth in computing power,
virtually guarantees disruptive change.” But in what ways will the continuing information revolution
change warfare? Specific military applications may not yet be known, but we can look at underlying
trends in what information technology enables. Across the many diverse applications of information
technology run three core trends: increasing transparency, connectivity, and machine intelligence.

Increasing transparency

One of the core features of the information revolution is the “datafication” of our world—the
generation of large amounts of digital data. Combined with the fact that computers make it virtually
costless to copy information, this has resulted in a freer flow of information that is making the world
increasingly transparent. Satellite images, once the province only of superpowers, are now available free
online. Police and security services have found their activities subject to unprecedented scrutiny and are
scrambling to adapt, even in the United States."” Even secret government data is not as secret as it once
was. According to the U.S. government, Edward Snowden stole in excess of an estimated 1.7 million
documents, the largest leak in history."" A leak of such scale would have been nearly impossible in a
pre-digital era. The Vietnam Era Pentagon Papers, by comparison, were a mere 7,000 pages
photocopied by hand."” The datafication of our world combined with the ease with which digital
information can be copied and shared is leading to a world that is more transparent, with secrets harder
to keep on all sides. Sifting through this massive amount of data, particularly when it is unstructured
and heterogeneous, becomes a major challenge.

Increasing connectivity

Information technology is increasing the degree of connectivity between people and things, both in
terms of the number of people and things online as well as the volume and bandwidth of information
exchanged. As the Internet continues to colonize the material world, more objects are increasingly
networked (e.g., Internet of things), enabling remote access and information-sharing, as well as making
them susceptible to hacking. Social media enables many-to-many communication, allowing any
individual to share their story or report on abuses of authorities. The result is a fundamental shift in
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communication power dynamics, upending relationships between individuals and traditional authorities.
In addition, connectivity allows crowdsourcing of problems and ideas, accelerating the pace of
innovation and the momentum of human communication.

Increasingly intellioent machines

The rapid growth in computing power is resulting in increasingly intelligent machines. When embodied
in physical machines, this trend is allowing the growth of increasingly capable and autonomous
munitions and robotic systems."” Advanced computing also allows for the processing of large amounts
of data, including gene sequencing, enabling advances in “big data,” artificial intelligence, and synthetic
biology. While current computing methods have limitations and face tapering growth rates, possible
novel computing methods, such as quantum computing or neural networks, hold potential for
continued growth in intelligent machines."

Six Contests That Will Shape the Future of Warfare

As militaries weigh how to spend scarce defense dollars, they must grapple with the challenge of
predicting which attributes will be most valuable in the decades to come. Should they focus on speed,
stealth, range, sensing, data processing, armor, mobility, or other areas? All of these attributes are
valuable, but which will be most crucial to surviving the conflicts of the 21* Century?

As the information revolution continues to mature, six key operational concepts will shape the future

of warfare:
1. Hiding vs. Finding
2. Understanding vs. Confusion
3. Network Resilience vs. Network Degradation
4. Hitting vs. Intercepting
5. Speed of Action vs. Speed of Decision-Making
6. Shaping the Perceptions of Key Populations

These contests are a product of both the proliferation of existing guided weapons, sensors, and
networks as well as future advancements in information technology. Militaries will seek to both exploit
these technologies for their own gain, finding enemies on the battlefield and striking them with great
precision, as well as develop countermeasures to conceal their forces, sow confusion among the enemy,
degrade enemy networks, and intercept incoming projectiles. As they do so, information-based
technologies will not be the only ones that will be useful. Advances in directed energy weapons or
electromagnetic rail guns to intercept enemy guided weapons, for example, have great potential value.
But the scale of changes in greater transparency, connectivity, and more intelligent machines will make
capitalizing on these advantages and countering adversaries’ attempts to do so critical for gaining an
operational advantage in the battlefields of the twenty-first century. While militaries will seek
dominance on both sides of these contests, technological developments may tilt the balance to favor
one or the other side over time.
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Hiding vs. Finding

One of the prominent features of information-enabled warfare to-date is the development of precision-
guided weapons that can strike ships, aircraft, and bases at long distances. Defensively, this has placed a
premium on hiding. Non-state groups seek to blend into civilian populations. State actors increasingly
rely on mobile systems, such as mobile air defense systems and mobile missile launchers. Because of
these innovations in hiding, offensive operations are often limited by intelligence, surveillance, and
reconnaissance (ISR) capabilities. For the past two decades, the United States has been on the offensive
side of this exchange. However, adversary developments in long-range precision strike are forcing the
United States to think more carefully about concealment strategies as well. Because precision-guided
weapons can deliver a high volume of lethal firepower directly on a target, whoever gets the first salvo
may decide victory. Getting that first shot may also depend increasingly on one’s ability to effectively
hide, while deploying sufficient sensors to find the enemy first. The maxim “look first, shoot first, kill
first” may apply not only in beyond visual range air-to-air combat, but in all domains of warfare.

One important asymmetry in the hiding vs. finding contest is the ability to leverage increasing
computer processing power to sift through noise to detect objects, including synthesizing information
gained from multiple active or passive sensors. This makes it increasingly difficult for those seeking to
hide because they must conceal their signature or actively deceive the enemy in multiple directions at
once and potentially against multiple methods of detection. Advanced electronic warfare measures
enable precision jamming and deception, but these methods require knowing the location of enemy
sensors, which may be passive."” Thus, a contest of hiding and finding capital assets may first depend
on a preliminary contest of hiding and finding distributed sensors and jammers lurking in the
battlespace. These techniques, both for distributed passive sensing and distributed precision electronic
warfare, depend upon effectively networked, cooperative forces, which are intimately linked with other
contests.'

Certain domains of warfare may have inherent characteristics that make hiding more or less difficult,
changing where militaries make their investments over time. Warfare undersea is likely to become
increasingly important, as the underwater environment offers a relative sanctuary from which militaries
can project power well inside adversaries’ anti-access zones. Cross-domain capabilities that allow
militaries to project power from the undersea into air and land may be increasingly useful. Conversely,
as other nations develop counter-space capabilities, U.S. investments in space are increasingly at risk.
During the Cold War, the U.S. and U.S.S.R. had a tacit understanding that counter-space capabilities
were destabilizing, since they could be seen as a prelude to a nuclear first strike. However, the era of
U.S. sanctuary in space is over as U.S. satellites face an increasing array of threats from kinetic and non-
kinetic weapons as well as the specter of cascading space debris.'” Satellites move through predictable
orbits in space and maneuvering expends precious fuel, making them inherently vulnerable to attack.
This vulnerability places a premium on redundant non-space backups to enhance U.S. resiliency and
diminish the incentives for an adversary to strike first in space.

Technology areas that could enhance hiding or finding include:

* Hiding
o Adaptive and responsive jamming
o Precision electronic attack
o Counter-space capabilities (kinetic and non-kinetic)
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Metamaterials for electromagnetic and auditory cloaking

Cyber defenses

Low-cost autonomous decoys

Undersea capabilities — submarines, autonomous uninhabited undersea vehicles, and
undersea payload modules

Quantum encryption techniques (which can sense if the communications link is being
intercepted)'®

o O O O

O

* Finding
o Sensor fusion / data fusion
Distributed sensing
Foliage-penetrating radar
Resilient space-based surveillance
Low-signature uninhabited vehicles for surveillance
Low-cost robotic systems, including leveraging commercial components for clandestine
surveillance
Long-endurance power solutions (such as radioisotope power) to enable persistent
robotic surveillance systems
o Networked, undersea sensors
Cyber espionage
o Quantum computing (to break encryption)"’

(@) 0 O O O O

O

Understanding vs. Confusion

As the volume and pace of information on the battlefield increases (including misinformation), turning
information into understanding will be key. A key contest in war will be between adversary cognitive
systems, both artificial and human, to process information, understand the battlespace, and decide and
execute faster than the enemy. Advances in machine intelligence show great promise for increasing the
ability of artificial cognitive systems to understand and react to information in intelligent, goal-oriented
ways. However, machine intelligence remains “brittle.” While it is possible to design machines that can
outperform humans in narrow tasks, such as driving, chess, or answering trivia, human intelligence far
outstrips machines in terms of its robustness and adaptability to a wide range of problems. For the
foreseeable future, the best cognitive systems are likely to be hybrid architectures combining human
and machine cognition, leveraging the advantages of each.”

These technologies also offer the potential for new vulnerabilities, as militaries will attempt to thwart
their enemies’ ability to understand the operating environment by denying accurate information,
planting misinformation, and sowing doubt in whatever information an enemy already has. Deception
has been a key component of military operations for millennia and will remain so in the future, and
these technologies will offer new opportunities for increasing confusion.”

Technology areas that could affect understanding or confusion include:

* Understanding
o Artificial cognitive systems
*  Advanced microprocessor design®
= Data processing and “big data’ analytics
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= Artificial intelligence, neural networks, and “deep learning”
o Human cognitive performance enhancement
=  Pharmaceutical enhancements, such as Adderall or Modafinil
® Training methods, such as transcranial direct current stimulation
=  Synthetic biology
o Human-machine synthesis
® Human factors engineering and human-machine interfaces
* Brain-computer interfaces™
= Synthetic telepathy

* Confusion
o Cyber espionage and sabotage
o Misinformation, deception, and spoofing attacks
o Human performance degradation
o Tailored biological weapons

An important asymmetry between the United States and potential adversaries is the uneasiness with
which human enhancement technologies are viewed in the United States. While there are no legal or
ethical objections per se to human enhancement, they raise many legal and ethical issues that must be
addressed. Experiments with cognitively enhancing drugs and training techniques can and have been
performed in military labs, meeting stringent legal and ethical requirements.”* However, there remains a
cultural prejudice in some military communities against human enhancement, even for treatments that
have been shown to be both safe and effective. The Department of Defense currently lacks
overarching policy guidance to the military services to articulate a path forward on human performance
enhancing technologies.”

Network Resilience vs. Network Degradation

Networking allows military forces to fight as a coherent whole, rather than as individual, non-cohesive
units. For the past two decades, the U.S. military has been able to leverage the advantages of a
networked force and has largely fought with freedom of maneuver in space and the electromagnetic
spectrum. However, military networks will be increasingly contested by jamming, cyber attacks, and
physical attacks on communications nodes. Resilient networks that are flexible and adaptable in the
face of attacks, as well as doctrine that can adapt to degraded network operations, will be key to
maintaining a force that can fight through network attacks. This includes “thin line” redundant backups
that may offer limited communications among distributed forces, as well as off-network solutions.
While many solutions for network resilience encompass doctrine and training to fight under degraded
network conditions, technological solutions are also important to maintain networks under stress. This
includes not only communications, but also position, navigation, and timing data, which are critical for
synchronized and precise global military operations.

Technology areas affecting network resilience and degradation include:

* Network resilience
o Protected communications, such as low probability of intercept and detection
communications
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o High-altitude long-endurance aircraft or airships to function as pseudo-satellites
(“pseudo-lites”)

Software-defined radios (to allow adaptable communications)

Open-architecture communications systems, to allow rapid adaptability of hardware and
software to respond to enemy jamming

Cyber defenses

Autonomous undersea vehicles (to protect undersea communications infrastructure)
Lower-cost space launch options

Faster-responsive space launch options to replenish degraded space architectures
GPS-independent position, navigation, and timing

o O

0 O O O O

* Network degradation

Improved jamming techniques

o Offensive cyber weapons

o Anti-satellite weapons (kinetic and non-kinetic)

o High-powered microwave weapons to disrupt or destroy electronic systems

O

Hitting vs. Intercepting

Finding the enemy, understanding the data, and passing it to the right warfighting elements is only a
prerequisite to achieving effects on target, frequently from missiles or torpedoes. If “knowing is half
the battle,” the other half is violence. Because guided weapons can put lethal effects directly on a target,
intercepting inbound threats or diverting them with decoys is generally a more effective response than
attempting to mitigate direct hits via improved armor. However, missile defense is a challenging task.
Missiles are difficult to strike mid-flight, requiring multiple interceptors, resulting in cost-exchange
ratios that currently favor the offense.

A number of possible technology breakthroughs could tilt this balance in either direction:

* Hitting

o Networked, cooperative munitions, including cooperative decoys and jammers

o Hypersonic weapons

o Advanced stealth, both for missiles and aircraft

o Large numbers of low-cost swarming missiles or uninhabited systems to saturate enemy
defenses
Airborne, undersea, or sea surface arsenal ships or “missile trucks” to more cost-
effectively transport missiles to the fight
o High-fidelity decoys to increase the costs to defenders
o Long-endurance uninhabited aircraft to enable long-range persistence and strike

O

* Intercepting
o Low cost-per-shot electric weapons, such as high-energy lasers and electromagnetic rail
guns
o High quality radars for tracking incoming rounds and guiding interceptors
o Long-endurance uninhabited aircraft for forward ballistic missile defense, both for
launch detection and boost phase intercept
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o DPersistent clandestine surveillance, from space assets, stealthy uninhabited aircraft, or
unattended ground sensors for early detection of ballistic missile launch and pre-launch
preparation

The U.S. military has long sought low cost-per-shot weapons such as high-energy lasers and
electromagnetic rail guns to upend the missile defense cost-exchange ratio. High-energy lasers have
already been demonstrated against slow-moving, unhardened targets such as low-cost drones or
mortars. Current operationally-ready lasers are in the tens of kilowatts, however, and scaling up to
sufficient power to intercept ballistic missiles would require on the order of a megawatt, more than an
order of magnitude improvement.” While such improvements are frequently seen in computer-based
technologies, laser technology and perhaps more importantly key enablers such as cooling and energy
storage are not improving at such a rapid pace. Electromagnetic rail guns, on the other hand, currently
show the most promise for defense against ballistic missiles. They require significant amounts of
power, however, on the order of tens of megajoules, necessitating more advanced power management
systems, similar to those on the DDG-1000 destroyer.”’

Speed of Action vs. Speed of Decision-Making

Speed has always been a critical aspect of warfare. Understanding the battlefield and reacting faster than
the enemy can help in achieving a decisive edge over one’s adversary, forcing the enemy to confront a
shifting, confusing chaotic landscape. In recent times, this has been instantiated in the American
military concept of an “observe, orient, decide, act” (OODA) loop, where adversaries compete to
complete this cycle faster than the enemy, thus changing the battle’s conditions before the enemy can
understand the situation and effectively respond. But the concept is ancient. Sun Tzu wrote, “Speed is
the essence of war.””

Many emerging technologies have the potential to accelerate the pace of battle even further, including
hypersonics, directed energy weapons, cyber weapons, and autonomous systems. Militaries will seek to
leverage these technologies and other innovations, such as improved training, doctrine, or
organizations, to understand and react faster than the enemy. Nascent developments in these areas
highlight a different contest, however — the challenge commanders have in keeping control over their
own forces on the battlefield.

The tension between the speed of action on the battlefield and the speed of decision-making by
commanders will be an important aspect of future warfare. Disaggregated and dispersed swarming
tactics may be valuable for operating within A2/AD areas and decentralized control will push decision-
making closer to the battlefield’s edge, but this comes at a cost of less direct control for higher
commanders. Coordinating action across a widely dispersed battlefield will improve operational
effectiveness, but depends upon resilient networks and effective command and control architectures.
Different militaries will balance these tensions in different ways, with some retaining centralized control
and others delegating decision-making to battlefield commanders.

While this tension between centralized vs. decentralized command and control is not new, an important
new dimension to this dilemma is the role of automation. Autonomous systems — robotics, data
processing algorithms, and cyberspace tools — all have the potential to execute tasks far faster than
humans. Automated stock trading, for example, happens at speeds measured in milliseconds.”
Autonomous systems will pose advantages in reacting quickly to changing battlefield conditions. They
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also pose risks, however. Autonomous systems are “brittle” — if used outside of their intended
operating conditions, they may fail unexpectedly and dramatically. Automated stock trading, for
example, has played a role in “flash crashes,” including the May 2010 flash crash where the U.S. stock
market lost nearly 10 percent of its value in a matter of minutes.” Autonomous systems also may be
more vulnerable to some forms of spoofing or behavioral hacking, which also allegedly played a role
during the 2010 flash crash.” Militaries will therefore want to think hard about the balance of human
and machine decision-making in their systems. “Human circuit breakers” may be valuable safeguards
against hacking and failures in autonomous systems, even if they induce some delays.”

One example area where militaries already face this challenge is in defending against rocket, missile, and
mortar attack. At least 30 countries have automated defensive systems to defend land bases, ships, and
vehicles from saturation attacks that could overwhelm human operators.” These systems are vital for
protecting military assets against salvos of guided munitions, but they are not without their drawbacks.
In 2003, the U.S. Patriot air defense system shot down two friendly aircraft and its automation played a
role in the incidents.™

Balancing the tension between the speed of action on the battlefield and the speed of decision-making
by commanders is less about specific technologies than how those technologies are used and the
training, rules of engagement, doctrine, and organizations that militaries employ. Realistic training
under conditions of imperfect information and degraded networks can help prepare commanders for
real-world situations that demand decisive, decentralized action. Improved human-machine interfaces
and design can also help in retaining effective human control over high-speed autonomous systems.”
Cognitive human enhancement may also play a role. Ultimately, militaries will have to balance the risks
associated with delegating too much authority — whether to people or autonomous systems — and
running the risk of undesired action on the battlefield vs. withholding authority and risking moving too
slowly to respond to enemy action. There is no easy answer to this problem, but technology that
quickens the pace of battle is likely to force it to be an even more significant dilemma in the future.

Shaping the Perceptions of Key Populations

Technologies can aid in the conduct of war, but war is fought by people. Maintaining the support of
key populations has always been critical in war. In guerrilla wars and insurgencies, influencing the
civilian population is a direct aim of both sides, but even in nation-state conflicts domestic support is
crucial to sustaining the campaign. Militaries have often sought, as both sides did in World War II, to
sap the will of the enemy population, either through propaganda or even direct attacks.

The radical democratization of communications brought about by social media, the internet, blogs, and
ubiquitous smartphones has increased the diversity of voices and the volume and pace of information
being exchanged, altering the way in which actors compete to influence populations. In a pre-internet
era, mass communications were the province of only a few organizations — governments and major
media organizations. Even in democratic countries, there were only a handful of major newspaper and
television outlets. Information technology and the advent of many-to-many communications has
shifted the media landscape, however. Any person can now gain a nationwide or international following
on YouTube, Twitter, or any number of other social media venues. Governments and non-state groups
are already leveraging these tools to their benefit. Jihadist videos showing attacks — both for
propaganda and instructional purposes — are available on YouTube. Russia has deployed an army of
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Twitter bots to spread its propaganda.”® The Islamic State similarly employs a sophisticated network of
human Twitter users to spread its messages.”’

Various conflict actors, state and non-state alike, will seek to leverage new media tools as well as old
media to help spread their messages. While states generally have more resources at their disposal, the
net effect of the widespread availability of social media is to increase the relative power of non-state
groups, whose messaging tools are now far more capable than twenty years ago. This means that even
in conflicts between nation-states, messaging directly to various publics — the enemy’s, one’s own, and
third parties — may be critical to influencing perceptions of legitimacy, victory, and resolve.

Strategic Agility: A Strategy for Managing Disruptive Change

How should the U.S. military prepare for these potential disruptive changes in warfare? While
investments in key technology areas are important, the U.S. defense budget is insufficient, even in the
best of times, to invest in every possible game-changing opportunity. Moreover, technology alone will
rarely lead to paradigm shifts in warfare without the right concepts for use. To sustain American
military dominance, the Department of Defense should pursue a strategy of strategic agility, with a focus
on increasing the DoD’s ability to rapidly respond to disruptive changes in warfare.” Rapid reaction
capabilities, modular design, and experimentation are critical components of achieving strategic agility.

Rapid reaction capabilities

U.S. military forces have evolved considerably since the Cold War, but the nation remains saddled with
a Cold War-era bureaucracy that is too sluggish to respond to the pace of change of modern warfare.
The DoD’s capability development process proved wholly inadequate to respond to emergent needs in
Iraq and Afghanistan, necessitating the creation of ad hoc standalone processes and task forces, such as
the MRAP Task Force, ISR Task Force, JIEDDO, Rapid Equipping Force, Joint Rapid Acquisition
Cell, and other entities.” While the specific capabilities that these groups fielded may not be needed in
future wars, the need for rapid reaction capabilities is universal. In fact, rapidly responding to enemy
innovations is likely to be even more critical in major nation-state wars than in counterinsurgencies,
which often play out over longer time horizons and at lower violence levels. DoD should move to
institutionalize many of the ad hoc processes developing during the most recent wars and ensure the
Department is better prepared for rapid adaptability in future conflicts.

Modular design

Even as DoD pursues more rapid reaction capabilities, major platforms such as submarines, aircraft
carriers, aircraft, and tanks will still have lifespans measured in decades. In order to ensure their
continuing utility, modularity should be front and center in their design, with the platform conceived of
as a “truck” to carry various weapon systems that can be more easily upgraded over time. In practice,
this modular design principle is already in use in many weapon systems throughout the U.S. military,
from the F-16 to the B-52 to the M-1 tank, all of which have had many upgrades over the course of
their lifespan. Some platforms are inherently modular, such as aircraft carriers, which carry aircraft that
then project combat power." This principle of modularity, which emphasizes “payloads over
platforms” should be expanded to include “software over payloads™ as well, allowing rapid technology
refresh to keep pace with the information revolution.
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Furthermore, modular design can evolve entirely beyond the platform, as the DARPA SOSITE
program does, emphasizing the weapon systerz as a collection of plug-and-play platforms that can be
upgraded over time. This concept places a greater burden on protected communications between
distributed system elements. When successful, however, this concept allows even more rapid
technology refresh as individual platform elements can be replaced individually without redesigning the
entire weapon system, upgrading combat capability incrementally and at lower cost.

Excperimentation

In 1943, Lieutenant General Lesley McNair, then Commander of Army Ground Forces, sent a
memorandum to the Chief of Staff of the Army arguing for reducing armor-centric units in favor of
making tanks subordinate to infantry. LTG McNair explained that the success of the German blitzkrieg
was, in his mind, an aberration and that the proper role of tanks was “to exploit the success of our
infantry.”"' The fact that there remained significant debates within the U.S. Army as late as 1943, affer
Germany had decisively demonstrated the effectiveness of armored forces in Europe, shows the
importance of doctrine in exploiting paradigm shifts in warfare. New technologies alone rarely accrue
significant battlefield advantage if they are not used in combination with new concepts of operation,
training, doctrine, and organization.

From a training perspective, the U.S. military currently retains many advantages over potential
adversaries; however, that also means others have more room for improvement. When it comes to
embracing new doctrinal or organizational shifts, however, U.S. military dominance may actually be a
weakness. U.S. organizations heavily invested in current ways of warfighting may be slow to adapt to
disruptive changes.” A rigorous and deliberate program of experimentation is critical to uncovering
new ways of warfighting and breaking out of pre-conceive doctrinal paradigms.

Experiments differ from training or unit qualification as the purpose of experiments is to try new ideas,
fail, adapt, and try again in order to learn how new technologies change warfare. The U.S. military
currently lacks sufficient depth in experimentation, which is critical to sustaining U.S. military
advantage in the face of disruptive change. The ability to rapidly adjust not only the hardware and
digital software comprising military power, but also the human software—the training, doctrine,
concepts of operation, and organizations—is likely to be the most critical factor in ensuring long-term
advantage.

Conclusion

The twentieth century saw a number of major disruptive changes in warfare, with the introduction of
machine guns, tanks, aircraft, submarines, nuclear weapons, GPS, stealth, guided munitions, and
communications networks all changing how militaries fought in war. The penalty for nations that failed
to adapt to these changes was high. While the United States weathered these changes and in many cases
led them, future success is not guaranteed. The proliferation of existing advanced technologies around
the globe and the continued unfolding of the information revolution will drive further changes in how
militaries fight. To be best prepared for the changes to come, the U.S. military should pursue strategic
agility, supported by rapid reaction capabilities, modular design, and experimentation to rapidly respond
to disruptive change. While the specific shape of the future is uncertain, the need to adapt to the
challenges to come is universal.
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