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OPENING STATEMENT OF SENATOR CARL LEVIN, CHAIRMAN

Chairman LEVIN. Good morning, everybody. Today’s hearing con-
tinues a series of posture hearings that the Armed Services Com-
mittee is conducting on our combatant commands. Today we re-
ceive testimony from the U.S. Strategic Command and the U.S.
Cyber Command, a sub-unified command of the U.S. Strategic
Command.

Let us welcome General Robert Kehler, the Commander of the
U.S. Strategic Command, and General Keith Alexander, the Com-
mander of the U.S. Cyber Command, wearing one of his hats, and
I thank them both. We thank you for your great work. We thank
you. If you would pass along our thanks to those who work with
you for their service, we would greatly appreciate it.

This hearing comes at a time when the Department of Defense
and other Federal agencies face the twin threat of sequestration
and an expiring continuing resolution and we will want to hear
from our witnesses what impact budget restrictions and uncer-
tainty are likely to have on their programs and their operations
over the coming months.

First, General Kehler, here are some of the issues that I hope
you’ll address this morning: First, are you satisfied with the status
of our nuclear deterrence?

Second, are you satisfied with the National Nuclear Security Ad-
ministration’s ability to maintain our nuclear stockpile so we can
ensure without testing that the stockpile remains safe and meets
military requirements?

Third, do you believe we have the ability to protect our space as-
sets and to reconstitute them if necessary, given the growing con-
gested and contested nature of space?

Fourth, the Department of Defense is allocated a block of the
electromagnetic spectrum that connects our space, cyber, and elec-
tronic warfare assets to our forces. STRATCOM is the lead combat-
ant command for synchronizing spectrum operations. How con-
cerned are you about preserving the Department of Defense’s ac-
cess to this block of spectrum, given the competing pressure to allo-
cate more spectrum towards commercial use?

And finally, what is your view on the links between the space
and cyber domains and the potential for integration of capabilities
and operations in both domains?

Now, relative to the Cyber Command: For years and especially
since the Department proposed to establish a Cyber Command, the
Armed Services Committee has emphasized the lack of an effective,
mature policy, strategy, rules of engagement, doctrine, roles and
missions, and command and control arrangements that are so crit-
ical to managing this vital but complex new domain. Progress in
this area has been slower than we desired, but appears to be pick-
ing up some steam.

After Congress failed to pass comprehensive cyber security legis-
lation, the President developed and issued an executive order
aimed at improving the security of critical infrastructure and to
better share cyber threat information. The President has also re-
cently issued a classified presidential policy directive governing
cyber operations. The Department of Defense, working through the
interagency planning process, has developed a set of emergency ac-
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tion procedures for cyber crisis situations similar to the processes
in place and regularly exercised for nuclear and ballistic missile de-
fense operations. The Joint Staff is ready to issue is first-ever docu-
ment covering cyber doctrine. Finally, we understand that the Joint
Staff states that it will soon issue rules of engagement for military
commanders.

The fact that these foundational policy frameworks and planning
actions are now just taking shape serves as a stark illustration of
how immature and complex this warfare domain remains.

The National Defense Authorization Act for Fiscal Year 2013 in-
cluded a sense of Congress provision that raised serious concerns
about the complications that could be caused by making Cyber
Command a full unified command. The NDAA also included a pro-
vision that requires the Secretary of Defense to create a process for
designated defense contractors to report to the Department when
networks containing DOD information are successfully penetrated,
and we’d be interested in hearing the views of our witnesses on our
recent important addition to the law in that regard.

Meanwhile, China’s massive campaign to steal technology, busi-
ness practices, intellectual property, and business strategies
through cyber space continues and it continues relentlessly. Last
year’s report by the National Counterintelligence Executive, plus
the recent report by Mandiant Corporation and the very recent
Cyber National Intelligence Estimate, all leave little doubt that
China’s actions are a serious threat to our Nation’s economic
wellbeing and to our security.

It’s long past time when the United States and our allies, who
are also being attacked in this way, should be imposing costs and
penalties on China for their behavior. The Defense Science Board
released a study in January that provides a grim assessment of the
ability of the Defense Department and the owners of critical infra-
structure to defend vital systems and networks against capable ad-
versaries. In light of vulnerabilities highlighted in that report, the
Defense Science Board suggests building resilience into our forces
and infrastructure in addition to trying to improve defenses.

We look forward to hearing from General Alexander on the ex-
tent to which Cyber Command is capable of preventing adversaries
from seriously damaging our critical infrastructure.

We have a long way to go to protect our vital infrastructure and
services from damaging cyber attacks. That’s why I supported the
Lieberman-Collins bill that the Senate failed to act on last year.
That’s the reason why the President issued his recent executive
order. And that’s the reason why all of us are deeply concerned
about this issue and look to working together to try to address the
threat that exists particularly from China in that area.

Senator Inhofe.

STATEMENT OF SENATOR JAMES M. INHOFE

Senator INHOFE. Thank you, Mr. Chairman. I agree with all of
your statements and I am very concerned. I think it’s a very sig-
nificant hearing with both Generals Kehler and Alexander. I want
to thank both of you for the time that you've given me personally
to help me along, particularly you, General Alexander, because it’s
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a tough issue that not many of us understand, certainly not as well
as you do.

The importance of our nuclear forces for the security of the Na-
tion and that of our allies was made clear by Deputy Secretary of
Defense Carter before this committee just last month. Even in the
face of the drastic budget cuts and all of this brought about by the
sequestration, he said: “We in the Department of Defense will try
to protect our nuclear capabilities to the maximum extent pos-
sible,” and that “The nuclear deterrence is the last thing that you
want to do serious damage to.” While we all agree with that in this
room, there are a lot of people out there who really don’t, because
it’s not as well understood as the conventional threats that face us.

It’s troubling, General Kehler, the statement that you made to
the House Armed Services Committee last week. As the sequestra-
tion impacts continued to grow, you said: “Reduced readiness and
curtailed modernization will damage the perceived credibility of our
capabilities, increasing the risk to achieve our primary deterrence
and assurance objectives.” You're exactly right and I'm glad you
made that very bold statement. In other words, if we don’t consist-
ently demonstrate a commitment to modernizing our nuclear deter-
rent both in words and in funding, our allies might lose confidence
in the U.S. nuclear umbrella, while potential adversaries could be
led to believe that they hold a nuclear advantage over the United
States, which I think that gap is closing. It disturbs me.

While the President has been AWOL on the issue, I was pleased
to hear him acknowledge in his State of the Union message the
need to strengthen our own missile defense capabilities.

Now, on the cyber end of it, I do agree—and I'm skipping a lot
of my opening statement because some of the contents made ref-
erences to China, because that is a fact and it would be redundant.
But this administration has thus far failed to implement an effec-
tive cyber deterrence strategy that dissuades those seeking to hold
our economic and national security interests at risk in cyber space.
Not a day goes by where it is not reported that our national secu-
rity is being exploited in the cyber domain. Nation states such as
Iran and China have been exposed publicly for attempting to gain
access to national secrets and undermine our defense and economic
interests. Criminal and terrorist organizations continue to actively
pursue and exploit malicious capabilities, with little resistance or
consequences.

Despite my concern on White House policy, progress is being
made within the Department of Defense. Organizations and struc-
ture are maturing and the Department is beginning to rise above
the inter-agency gridlock that’s sought to undermine the Penta-
gon’s reach.

I'm happy to welcome General Alexander and applaud him and
his team for the progress that they have made in just the last year
in developing the foundation, the foundations necessary to start de-
veloping an offensive cyber capability. I will confess to them the
conversation that you and I had. My concern over your future is
to make sure youre there long enough to we can find somebody
who understands this very complicated issue and can deal with it
as effectively as you have.
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Certainly more must be done and the resources must be allo-
cated. However, progress is being made and I'm pleased to see the
Department is moving past the defense-only mind set. I think we
need to get beyond that so that we can understand that there’s an
offensive angle to this that’s going to have to be pursued.

So under the sequester every Department of Defense account will
be subject to the highest level of scrutiny. The threats we face,
however, are blind to our fiscal woes and are emboldened by our
dysfunction. Every dollar we spend has got to be maximized, and
those going toward nuclear deterrence, missile defense, and cyber
should be placed at a premium. That’s nuclear deterrence, missile
defense, and cyber; that’s what is the most significant part, I be-
lieve, of the hearing that we’re having today.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you so much, Senator Inhofe.

General Kehler.

STATEMENT OF GEN. C. ROBERT KEHLER, USAF,
COMMANDER, U.S. STRATEGIC COMMAND

General KEHLER. Good morning, sir. With your permission, I'd
like to make my full statement a part of the record, please.

Chairman LEVIN. It will be.

General KEHLER. Good morning, sir, and Senator Inhofe, distin-
guished members of the committee: I am honored to join you today.
It’s a privilege to begin my third year leading the outstanding men
and women of United States Strategic Command.

I'm also pleased to be here with General Keith Alexander, whose
responsibilities as the Commander of U.S. Cyber Command and Di-
rector of the National Security Agency cover some of the most criti-
cally important national security subjects. General Alexander and
I and our staffs are in constant contact and I greatly value his
leadership, his vision, and his counsel.

Uncertainty and complexity continue to dominate the national
security landscape, even as the United States transitions from a
decade of active conflict in Southwest Asia. Uncertainty and com-
plexity make this transition unlike any we have experienced in the
past. Many regions of the world remain volatile and increasing eco-
nomic and infrastructure connections mean regional issues can
quickly have global consequences. Events over the past year vali-
date this perspective.

Since my last appearance before the committee, we have seen
violent extremists continue to act against or threaten U.S. inter-
ests, citizens, allies, partners, and our Homeland. Cyber activities
increased in both quantity and intensity, with the potential for
greater exploitation of U.S. intellectual property, institutions, and
critical infrastructure.

Iran’s nuclear ambitions remain concerning. North Korea con-
ducted a missile launch in violation of its obligations under mul-
tiple U.N. Security Council resolutions and announced last month
it conducted another nuclear test. Civil war continues in Syria.
Russia and China continue to improve and demonstrate their stra-
tegic capabilities.

Fiscal uncertainty is adding unique challenges. Not only are the
additional sequestration reductions steep, but the law allows little
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flexibility in how to apply them, and we’re working from a con-
tinuing resolution while the services are transitioning contingency
needs to the base budget—all of this during a time when continued
readiness is essential, modernization is overdue, violent extremists
remain active, threats in space and cyber space are increasing, and
the possibility of nuclear and ballistic missile proliferation persists.

As we confront these challenges, our enemies and potential en-
emies are watching. In this uncertain and complex world,
STRATCOM remains focused on conducting the missions that are
most critical to protect our core national security interests, and my
priorities support this focus. Our fundamental purpose remains
constant: With the other combatant commands, we must deter, de-
tect, and prevent attacks against the United States, assure our
friends and allies of our security commitments to them, and, if di-
rected, employ appropriate force to achieve national objectives
should deterrence fail.

To do this, our men and women wield a range of complementary
capabilities to create the tailored effects the Nation needs. Our pri-
mary objective is to prevent conflict by influencing in advance the
perceptions, assessments, and decisions of those who would con-
sider threatening our vital national interests. Ultimately this re-
quires the continuing credibility of America’s military capabilities,
brought to bear in concert with other elements of national power.

While our heritage in Strategic Command is nuclear and our nu-
clear vigilance will never waver as long as those weapons exist, to-
day’s STRATCOM is far more diverse and versatile than ever be-
fore. Mr. Chairman, I am pleased to report that STRATCOM is ca-
pable of executing its assigned missions today. However, given the
potential impact fiscal uncertainty and declining resources could
have on STRATCOM, I am concerned that I may not be able to say
the same in 6 months or a year.

I'm most concerned with the impact financial uncertainty is hav-
ing on our people. Uniformed and nonuniformed members alike
have managed the effects of sustained high-stress combat deploy-
ment and operational tempos. They willingly take personal risks
for their country, but they are fearful of taking financial risks for
their families. Hiring restrictions, salary freezes, and the likelihood
of unpaid furloughs are especially troubling to our civilians. And by
the way, civilians comprise about 60 percent of the STRATCOM
headquarters staff. They hold key leadership positions. They rep-
resent critical expertise and they make up much of the essential
workforce which provides crucial functions like intelligence, main-
tenance, and sustainment.

Because they are such dedicated patriots, I believe our military
and civilian members will cope with the effects of financial uncer-
tainty in the near term. But I worry that over time our most expe-
rienced professionals will retire early and our best young people
will leave to pursue more stable opportunities elsewhere. We are
detecting hints of that now. Beyond the human dimension, seques-
tration will eventually impact the command’s readiness and curtail
growth in new areas like cyber and cyber defense.

Now, even though the services are trying to give STRATCOM’s
missions as much priority treatment as possible within the law—
and you heard that from Deputy Secretary Carter last month—we
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could not remain immune. So while the immediate impact will vary
by command, overall in STRATCOM the effect is a bit like an ava-
lanche. Seemingly small initial impacts are going to grow. As time
passes, we will see greater impacts and potential impacts to things
as Senator Inhofe mentioned, like the nuclear deterrent, to Global
Strike, to missile warning and missile defense, the situational
awareness in both space and cyber space, and to our support to
warfighters around the globe.

In the longer term, continuing in this financial path will affect
STRATCOM’s modernization and long-term sustainment needs, po-
tentially eliminating or jeopardizing a number of important recapi-
talization efforts. And of course, ultimately such reductions could
impact our ability to deter and assure.

Mr. Chairman, STRATCOM’s responsibilities have not changed,
but the strategic and fiscal environment in which we must carry
them out is much different than a year ago. I remain enormously
proud of the superb men and women I am privileged to lead and
potential adversaries must know that we can meet our mission re-
sponsibilities today. But the pathway we’re on is creating growing
risk to our defense strategy and our ability to execute it.

I look forward to working with this committee and Congress on
these difficult and complex challenges. I will certainly carry back
your message of appreciation for the men and women who we are
privileged to be associated with, and I look forward to your ques-
tions. Thank you.

[The prepared statement of General Kehler follows:]

Chairman LEVIN. Thank you very much, General Kehler.

General Alexander.

STATEMENT OF GEN. KEITH B. ALEXANDER, USA,
COMMANDER, U.S. CYBER COMMAND

General ALEXANDER. Thank you, Chairman Levin, Ranking
Member Inhofe, and distinguished members of the committee. It’s
an honor to lead the men and women of Cyber Command. It’s also
a tremendous honor to work with and for General Bob Kehler. He
has been truly supportive of everything that we’re trying to do in
Cyber Command, and he’s the only one that’s nice to me, and as
an intelligence officer that’s unique. [Laughter.]

You know, it does give me great pleasure to come here today and
talk to you about the great things that we’re doing at Cyber Com-
mand, but also to address some of the questions that you've put on
the table and I think some of the questions that have troubled the
committee in the past. I will try to answer some of those. I cannot
answer all of those today.

First, the role of the Defense Department. As you know, it takes
a team to operate in cyber space and we've talked about this team
approach. But at times I think in talking about the team approach
we’re not clear on who’s in charge when. For defending the Nation
in cyber space or in any way when the Nation is under attack,
that’s a Defense Department mission and that falls to STRATCOM
and U.S. Cyber Command in cyber space. We are also responsible
for supporting the combatant commands in their cyber space oper-
ations and for defending the Defense Department networks, as well
as supporting DHS and defending critical infrastructure. We must
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also gather important threat information to protect, prevent, and
mitigate and recover from cyber incidents in support of DHS and
FBI.

As I said, no single public or private entity has all the required
authorities, resources, or capabilities to respond to or prevent a se-
rious cyber attack. I work closely with Secretary Napolitano and
Deputy Secretary Lew at DHS and with Director Bob Mueller at
FBI. We all see eye to eye on the importance of cyber, of supporting
each other in these cyber missions. FBI’s role in domestic space is
absolutely critical to disrupting cyber criminals and stopping cyber
attacks and leading investigation in those areas. DHS’ work to de-
fend the government and to strengthen the security posture of crit-
ical infrastructure is essential. They are the lead for domestic cyber
security and help protect Federal networks and critical infrastruc-
ture.

To act quickly, we must have clear lanes of responsibility and
rules of engagement. We all recognize the private sector plays a
key role in this area and having the ability to work with the pri-
vate sector is important to us and one of the key reasons we need
cyber legislation. The EO issued last month, as you noted, Chair-
man, is a step in the right direction, but it does not take away the
need for cyber legislation.

I'd like to point out before I go forward that civil liberties, over-
sight, and compliance are key for both Cyber Command and NSA
in operating in this space, and we take that requirement sincerely
and to heart and ensure that we do every part of this properly. I
would also point out that we can do both. You can protect civil lib-
erties and privacy and protect our Nation in cyber space. I think
that’s one of the things that we need to educate the American peo-
p}!le on, how do we do that, how do we work with industry to do
this.

If you look at the strategic landscape—you’ve hit on much of
that, Chairman. When you look at the strategic landscape from our
perspective, it’s getting worse. Cyber effects are growing. We've
seen the attacks on Wall Street over the last 6 months grow signifi-
cantly, over 140 of those attacks over the last 6 months. Last sum-
mer in August we saw a destructive attack on Saudi Aramco where
the data on over 30,000 systems were destroyed. If you look at in-
dustry, especially the antivirus community and others, they believe
it’s going to grow more in 2013, and there’s a lot that we need to
do to prepare for this.

Let me just talk a little bit about what we’re doing to prepare
for it from our perspective. As many of you know, we are already
developing the teams that we need, the tactics, techniques, proce-
dures, and the doctrine for how these teams would be employed,
with a focus on defending the Nation in cyber space.

I would like to be clear that this team, this defend the Nation
team, is not a defensive team; this is an offensive team that the
Defense Department would use to defend the Nation if it were at-
tacked in cyber space. 13 of the teams that we are creating are for
that mission set alone. We’re also creating 27 teams that would
support combatant commands and their planning process for offen-
sive cyber capabilities. Then we have a series of teams that would
defend our networks in cyber space. Those three sets of teams are
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the core construct for what we’re working with and the services to
develop our cyber cadre.

As you noted, the key here is training our folks to the highest
standard possible. I think that’s the most important thing that we
are on the road to and it’s the most important partnership that we
have with NSA and others, is ensuring that the training standards
that we have for our folks is at the highest level.

I'd just like to hit on a few key points that we’re doing to develop
this cyber strategy. You mentioned command and control. General
Kehler, the combatant commands, the service chiefs and I are all
looking at the command and control, how we work this with the
other combatant commands. That’s a key issue. We have done a lot
of work on that and we've ironed out how the joint cyber centers
at each combatant command would work with Cyber Command and
how we push information back and forth and how we’d have oper-
ational control and direct support of teams operating in their area.
More to do in this as the teams come on line.

One of the key things that we have to address is situational
awareness, how do you see an attack in cyber space. Today seeing
that attack is almost impossible for the Defense Department. Spe-
cifically, an attack on Wall Street would probably not be seen by
us. It’s going to be seen by the private sector first, and that’s a key
need for information-sharing. It has to be real-time to the Defense
Department, Department of Homeland Security, and the FBI, all at
the same time, one government team. If we’re going to respond in
time to make a difference, we have to see that in real time. And
those companies that are sharing that information with us have to
have liability protection.

We'’re also building the operational picture that we would share,
Cyber Command would share, with the other combatant com-
mands, with DHS, with FBI, and with other national leaders the
operational picture that we would share, Cyber Command would
share, with the other combatant commands, with DHS, with FBI,
and with other national leaders.

We need a defensible architecture, and you’ve heard about the
joint information environment, our cloud security. Not only is that
more defensible, it was created by some of our folks to come up
with the most defensible architecture we could make; it’s also more
secure. It’s not perfect. No architecture is perfect in security, but
it is better than where we are and it’s cheaper, and it’s something
that we should push for.

Mr. Chairman, you mentioned authorities, policies, and SRO.
We're working that hard, but, as you’ve already stated, this is a
new area for many of our folks, especially within the administra-
tion, within Congress, and the American people. Setting those
right, we’re being cautious in ensuring that we’re doing that ex-
actly right and sharing the information we have with Congress.

So in conclusion, from my perspective no one actor is to blame
for our current level of preparedness in cyber space. Many don’t
understand how serious the threat is, so we need to educate people
on this threat. We must address this as a team, sharing unique in-
sights across government and with the private sector. We must le-
verage the Nation’s ingenuity through an exceptional cyber work-
force and rapid technological innovation. The U.S. Government has
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made significant strides in defining cyber doctrine, organizing
cyber capabilities, and building cyber capacity. We must do much
more to sustain our momentum in an environment where adver-
sary capabilities continue to evolve as fast or faster than our own.

Mr. Chairman, that completes my statement.

[The prepared statement of General Alexander follows:]

Chairman LEVIN. Thank you so much, General Alexander.

We’ll have an 8-minute first round.

General Kehler, let me start with you. The Defense Science
Board released a report in January that has a number of note-
worthy assertions and I'd like you to start with this assertion and
comment on it. The report says that: “Our nuclear deterrent is reg-
ularly evaluated for reliability and readiness.” But then it says:
“However, must of the systems have not been assessed against a
sophisticated cyber attack to understand possible weak spots.”

Can you comment on that? And then, General Alexander, I'm
going to ask you to comment on that as well.

General KEHLER. Mr. Chairman, in general terms I agree with
the thrust of the DSB report. I think that they’ve pointed out a
number of places that we need to do better. Let me hone in specifi-
cally on the nuclear command and control system for just a second.
Much of the nuclear command and control system today is the leg-
acy system that we've had. In some ways that helps us in terms
of the cyber threat. In some cases it’s point to point, hard-wired,
which makes it very difficult for an external cyber threat to
emerge.

However, we are very concerned with the potential of a cyber-re-
lated attack on our nuclear command and control and on the weap-
ons systems themselves. We do evaluate that. I think, as the De-
fense Science Board pointed out, in terms of an end-to-end com-
pfe}}llensive review I think that’s homework for us to go and accom-
plish.

In what we have done to date and the pieces that we have looked
at to date, which has been going on for quite some time, I am con-
fident today that the nuclear command and control system and the
nuclear weapons platforms themselves do not have a significant
vulnerability that would cause me to be concerned. We don’t know
what we don’t know, and I think what the Defense Science Board
pointed out is that we need a more comprehensive recurring way
ti)l evaluate such a threat. And on that I am in agreement with
them.

But I don’t want to leave you with the perception that I believe
that there is some critical vulnerability today that would stop us
from being able to perform our mission or, most importantly, would
disconnect the President from the forces. I believe we have looked
at that. I receive those reports. We've done a lot more over the last
one to two years. But I think in general terms the Defense Science
Board is right. We need to do better at exercising such threats and
we need to do better working with Keith and his team to detect
such threats, red teaming, as the DSB suggested. I think we have
a way to go here until we put a punctuation mark at the end of
the sentence.

Chairman LEVIN. Is that underway? Is those kinds of continuous
reviews underway?
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General KEHLER. Yes, sir, they are. In fact, the pace of those
things has increased. We completed, for example, a review of the
Minuteman intercontinental ballistic missile system not so very
long ago. We have a little bit different problem, of course, with air-
craft that are in flight and submarines that are under way. We're
confident in the connectivity to those.

But I think that this is something we’re going to need to increase
the volume of the gain here on this whole issue.

Chairman LEVIN. Thank you.

General Alexander, do you want to add anything to that?

General ALEXANDER. Mr. Chairman, I would just add three key
points. First, General Kehler has led a series of meetings on the
nuclear command and control, working with both the NSA side and
the Cyber Command side, to look at vulnerabilities and address
those. I would tell you I think they’ve done a great job over the last
6 months in doing that and I think that’s moved in the right direc-
tion and leads to the conclusion that General Kehler just gave.

I would also add that our infrastructure that we ride on, the
power and the communications grid, are one of the things that is
a source of concern, how you maintain that. Now, we can go to
backup generators and we can have independent routes, but it com-
plicates significantly our mission set. And it gets back to, in the
cyber realm how the government and industry work together to en-
sure the viability of those key portions of our critical infrastruc-
ture.

Chairman LEVIN. General Alexander, there’s a real, real theft
going on of our technology and our business strategies, our intellec-
tual property, by China particularly, not exclusively but by China.
The question is, of course, what is it going to take to stop that
practice? I will Reserve that question for later if there’s time.

But I guess the real question I want to focus on right now is
whether the intelligence community can determine not only which
Chinese government organizations are stealing our intellectual
property, but also what Chinese companies may be receiving that
intellectual property and using it to compete against U.S. firms?

General ALEXANDER. Walking a fine line, Mr. Chairman, I would
say that the intelligence community has increased its capabilities
in this area significantly over the last 7 years, and I can give you
specific examples in a classified setting.

Chairman LEVIN. Because it’s really important that we act. I
think there’s a consensus here in Congress that this has got to stop
and that we've got to find ways of preventing it, stopping it, re-
sponding to it in every way we can. This is a threat which is at
the moment probably an economic threat, but some day could be
a physical and a military threat as well. So we will take that in
a classified setting.

General Alexander, you mentioned three teams that you're cre-
ating, I believe. Is there a timetable for those three teams?

General ALEXANDER. Chairman, we're working with the Services
on that. The intent is to roughly stand up one- third of those, the
first third, by the end of September of this year, the next third you
September of the next year, 2014, and the final third you Sep-
tember 2015. The Services are on track. In fact, I would tell you
great kudos to the Service Chiefs because they are pushing that
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faster. The key part of that is training. I am extremely proud of
the rate that they’re pushing that on.

Chairman LEVIN. General Alexander, you mentioned the execu-
tive order. You've indicated that information-sharing is needed in
real time. Give us your personal view as to why Congress needs to
pass cyber legislation and what needs to be in there? What is miss-
ing now that needs to be in legislation which Congress hopefully
will pass?

General ALEXANDER. Well, there’s three key elements that I be-
lieve personally that needs to be in cyber legislation: first, the abil-
ity for industry to tell us in real time—and this is specifically the
Internet service providers—when they see in their networks an at-
tack starting. They can do that in real time. They have the tech-
nical capability, but they don’t have the authority to share that in-
formation with us at network speed. And they need liability protec-
tion when we share information back and forth and they take ac-
tions.

The third part is more difficult and the Executive order in part
addresses that. That’s how do we get the networks to a more defen-
sible state. It’s like your own personal computers; how do we set
the standards without being overly bureaucratic, but how do we set
the standards so that the power grid, our communications infra-
structure, banks and the government can withstand cyber exploits
and attack? That resiliency needs to be built in.

I think what the executive order offers us is a way of discussing
that with industry, led by Pat Gallagher, Dr. Pat Gallagher at
NIST, would allow us to sit down with different sectors of industry
and get their insights on the most efficient way of doing that and,
coming back then from Congress, how do we incentivize them for
moving forward and in some cases, for example the power compa-
nies, how do we help move there through regulatory processes.

Chairman LEVIN. Just to complete that point, you talk about the
ability to communicate. You talk about the authority to share. Do
we need legislation to authorize the sharing? That’s the privacy
piece of it?

General ALEXANDER. Chairman, it is the authority for them to
share back information on the networks to the government. That’s
the part that needs to be in there.

Chairman LEVIN. All right. But that’s essentially a privacy or a
commercial protection of secrets, of proprietary information, issue?

General ALEXANDER. In combination, and I think it goes to some
of the previous acts that have been there on computer and protec-
tion that’s out there. I think what we have to do is tell them it’s
okay to share this level of information with the government. Spe-
cifically from our perspective, that information that we need to
share 1s the fact of an exploit or an attack that’s coming in.

We need to have it in real time. The complication, to really get
to the point of your question here, is when the government shares
back signatures it becomes more complicated because some of our
capabilities are classified. So we have to have a way of giving them
classified information that they would have to protect, and then if
they see that classified information, think of this as going up to
New York City on the New Jersey Turnpike. The EasyPass would
see a car going by. What we’re telling the Internet service provider
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is if you see a red car tell us that you saw the red car, where you
saw it, and where it’s going.

In cyber space it would be they saw this significant event going
from this Internet address to this target address, and they could
tell us that at network speed and they could stop that traffic. It
is important to recognize the role of industry because government
could not easily scale to what the Internet service providers could
do. It would be very costly, very inefficient. So we’re asking indus-
try to do that.

Chairman, that does not get into the content of those commu-
nications. I think it’s absolutely important for people to understand
we’re not asking for content. We're asking for information about
threats. Think of that as metadata.

Chairman LEVIN. And you're aware of the fact that I the last de-
fense authorization bill we put in a requirement that industry that
has classified—that has clearance for classified information is re-
quired to report threats to the government, and the regulations and
rules for that are currently being written and I presume you're
having an input in that; is that correct?

General ALEXANDER. That’s correct. We’re working with them.
The issue would be with the defense industrial base, would be they
don’t see all the threats coming in all the time. Oftentimes the
threats that we see have gotten in long before. So I think we need
a total approach. I think that’s a good step in the right direction.

Chairman LEVIN. What, the law that we wrote?

General ALEXANDER. Yes.

Chairman LEVIN. Okay. Thanks. Thank you.

Senator Inhofe.

Senator INHOFE. Thank you, Mr. Chairman.

I'm going to just ask for some brief answers to a couple of ques-
tions here. General Kehler, there seems to be unanimity in draw-
ing the relationship between the nuclear reductions and nuclear
modernization. It’s been stated several times, and I will quote Sec-
retary Gates, who said: “When we have more confidence in the
long-term viability of our weapons system, then our ability to re-
duce the number of weapons that we must keep in the stockpile is
enhanced.” Do you agree with that and with the linkage in general
that I'm referring to?

General KEHLER. Yes, sir, I do.

Senator INHOFE. Would you take that last statement, that says
“When we have more confidence in the long-term viability of our
weapons system,” is there reason to believe that we do now have
more confidence? Have we done what’s necessary to have that, to
earn that confidence in the existing system?

General KEHLER. Sir, I'm confident in the deployed weapons
today. I am confident in the stockpile that provides the
sustainment spares and the hedge against any technical failure
that we might experience. I'm confident in that stockpile today.
Every year my predecessors, the commanders of Strategic Com-
mand prior to me, and I are responsible to provide our assessment
of the stockpile, and through this year I can certify.

Senator INHOFE. You feel you've had the resources necessary to
do that to your expectations and to ours?
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General KEHLER. Yes. Although the resources have increased
over the last couple of years and that has helped us, I think that
the resources were dwindling to an unacceptable point.

Senator INHOFE. Let me get into the homeland missile defense.
You know, we’ve said for quite some time that there’s more con-
centration—or less concentration on the homeland part of the mis-
sile defense. I'm referring to, of course, the number of ground-based
interceptors going down under this administration from 44 to 30,
but it’s really more than that because there were 10 of them that
would have been part of the Poland ground-based interceptor,
which would have been more for protection of the eastern part of
the United States.

It was kind of interesting because I had Vaclav Klaus in my of-
fice yesterday and we were talking about a conversation we had
many years, not too many years ago, where I'd made the state-
ment—or he made the statement to me, he said: Are you sure now,
if we put our radar system in the Czech Republic and agree and
do what’s necessary in Poland for a ground-based interceptor for
the Western Europe and Eastern United States, that you won’t pull
the rug out from under us? And of course I said yes. But we did
anyway.

Now we’re looking at where we are today and I would ask you,
General Kehler, do you think we should—are you satisfied with the
numbers that we've gone down to in terms of our ground-based
interceptors and do you think that we should be—there are a lot
of options I'll ask you about in a minute. Are you satisfied with the
number of ground- based interceptors we have right now at 30?

General KEHLER. I am satisfied that we can defend against a
limited attack from North Korea today with 30. I think——

Senator INHOFE. What about Iran?

General KEHLER. I am confident that we can defend against a
limited attack from Iran, although we are not in the most optimum
posture to do that today.

Senator INHOFE. Well, that’s—yes, I think you’re being a little
too cautious—not cautious enough here when you say a “limited at-
tack,” when our intelligence has shown us that Iran is going to
have the capability and a delivery system by 2015. And we’re look-
ing at what we have today with some options there. They're talking
about possibly an option on the East Coast, an option on additional
ground-based interceptors—I think you’d probably say it’s not nec-
essary—at Fort Greely, but to enhance our capability.

I'm concerned, as I always have been going all the way back to
the Poland operation that was pulled out, with what was going to
happen as far as the East Coast of the United States. I know you're
somewhat cautiously confident. How would you characterize your
level of confidence in the protection of the eastern part of this coun-
try with the capability that we have today?

General KEHLER. Again, cautious. And it doesn’t provide total de-
fense today.

Senator INHOFE. What about the idea of a third site in the
United States?

General KEHLER. It is under consideration along with, as impor-
tantly, this sensors that will be important for the threat from Iran.
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Senator INHOFE. Okay, I'm concerned when you talk about SM—
3 Block 2A missiles. The date of that I believe currently that we
could expect that would be 2018, is that correct?

General KEHLER. Around ’18, yes, sir.

Senator INHOFE. And the capability that I've been concerned
about with Iran is 2015. I would share with you and I'd like to
have you send to me your level of confidence about what’s going to
happen, what our capability is in that three-year interim time.

General KEHLER. Yes, sir.

Senator INHOFE. That can be for the record, if you would do that
for me.

[The information referred to follows:]

[COMMITTEE INSERT]

Senator INHOFE. Let’s see. Let’s go to, if we could, to General Al-
exander. First of all, you've been very helpful to me in bringing to
my attention some of the things that I—some of my shortfalls in
knowledge, as I've confessed to you, on this whole issue. Yet I con-
sider it to be so incredibly important. Right now, as youre well
aware, the mainframe computers, while could be considered a relic
of the 80s and the 90s, of the past, they are still integral to our
core infrastructure and have unique security vulnerabilities that
are not as well appreciated at this endpoint in security.

Do you agree that layered defenses are essential and that the ef-
forts must be made to ensure our mainframes receive comparable
attention on the vulnerability protection? It seems to me that most
of the focus is on where all of the data is stored and all the new
stuff that’s coming on, and are we adequately protecting the main-
stream, mainframe components of our systems?

General ALEXANDER. Senator, as we've discussed, I believe
there’s more work that needs to be done in protecting the main-
frame computers and that portion of the total information infra-
structure. It’s not the only vulnerability and probably not the most
frequent one that we see, but it’s an important one to address be-
cause it is at the heart of many of our systems. As you've stated,
it is one of the ones that we don’t normally look at. But it is one
that our information assurance folks are addressing and it’s one, as
you stated, that’s key to a layered defense.

Senator INHOFE. I think that’s important, because what you hear
is the new systems coming on more than the mainframe. I'm glad
to know that you’ll be paying adequate attention to that relative
to some of the new innovations that we see.

There was an article in the Wall Street Journal, I think it was
yesterday, that talked a little bit about the banks are seeking help
on Iran cyber attacks. It says “Financial firms have spent millions
of dollars responding to the attacks, according to bank officials,
who add that they can’t be expected to fend off attacks from a for-
eign government.”

Then further down in the article it says: “U.S. officials have been
weighing options, including whether to retaliate against Iran. Offi-
cials say the topic was discussed at high-level White House meet-
ings a few weeks ago, a U.S. official said, adding, ‘All options are
on the table.””

Could you address this for me?
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General ALEXANDER. Senator, what I can do is hit more theo-
retical and then in a closed session address that more specifically,
that question. But I think this gets to the heart of, so how do we
defend the country and when does the Defense Department step in
to defend the country, and what are the actions that the Internet
service providers can do, and what’s the most logical approach to
this? Why I say logical is that distributed denial of service attacks,
those are what mainly today are hitting Wall Street. Those types
of attacks are probably best today, if theyre at the nuisance level,
mitigated by the Internet service providers.

The issue that we're weighing is when does a nuisance become
a real problem and when are you prepared to step in for that.
That’s the work that I think the administration is going through
right now in highlighting that. In order to do that, it gets back to
the question the chairman had asked about information sharing.
For us to stop this at network speed, we’ve got to see it at network
speed, and that’s going to be key to helping the banks and others.

I do see this as a growing problem and I believe this is one of
the problems that the antivirus community and others have
brought forward to say, here’s what you're going to see in 2013.
What we’re seeing with the banks today I am concerned is going
to grow significantly throughout the year. We have to address it.

Senator INHOFE. I appreciate that.

Then lastly, just for the record, General Kehler, I have been con-
cerned about our allies losing confidence in the strength of our um-
brella that’s out there, and I'd like to have you—we all remember
during the New START Treaty, which I opposed, the President was
very specific on the things that he was going to do. I look at these
things and I see that they haven’t, with specific reference to the
B61 bomb, the warheads of 78 and 88 and the air-launched cruise
missiles, the Los Alamos processing facility. These are all behind
the schedule that was put out back during the New START Treaty.

So for the record, I'd like to have you evaluate what we have
done that we should have done and were told was going to be done
if that treaty would pass, if you would do that for the record.

General KEHLER. Yes, sir, I will.

[The information referred to follows:]

[COMMITTEE INSERT]

Senator INHOFE. Thank you.

Chairman LEVIN. Thank you, Senator Inhofe.

Senator Reed.

Senator REED. Thank you very much, Mr. Chairman.

Thank you, gentlemen, for your service.

General Kehler, in your discussions with Senator Inhofe you
talked about the capacity to withstand, I believe, a limited attack
from a country like North Korea or Iran. I think it’s important to
sort of determine what that means. Their existing capabilities
would allow them only to mount a limited attack or they could
mount a limited attack and something more than that? L.e., are we
capable of defending today against what they have, and at what
point do you feel that they could go beyond a limited attack?

General KEHLER. Senator, let me split that into two different
questions. There’s a question for the theater and the theater-class
ballistic missiles, where the numbers are large and we continue to
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try to deploy capabilities to be able to blunt such a large ballistic
missile attack in theater.

Senator REED. Which would not be against the United States. It
would be against regional powers.

General KEHLER. Regional powers, our allies or forward forces,
etcetera, and perhaps in some cases Guam and other U.S. territory.

Senator REED. But not the continental United States.

General KEHLER. Yes, sir.

Then the second question is about a limited threat to the United
States, and the current ballistic missile defense system is limited
in two important ways: number one, in terms of the size of raid,
if you will, that it could deal with; and second in terms of the tech-
nological capability of it. So our system is limited. It is limited in
terms of the size—and sir, before I say it’s X number of ballistic
missiles, what I can say is we are confident we could defeat a
threat from North Korea today. But, given the potential progress
we are seeing from them, we are considering right now whether we
need to take additional steps.

Senator REED. That’s a fair response. But today you feel con-
fident you could protect the continent of the United States from an
attack. And then the question is their technology, how fast it
evolves.

General KEHLER. Yes, sir.

Senator REED. And you're considering that, as you must.

General KEHLER. And numbers and whether they evolve in terms
of an intercontinental threat. And we’re working with the Intel-
ligence Community on that to see if we can’t scope that. But that
has our attention. Their activities have our attention and it has our
concern.

Senator REED. Thank you.

Let me shift gears slightly, and that is the architecture of our
nuclear deterrence has been the triad, sea, air, and land. One as-
pect is the replacement of the Ohio-class ballistic missile sub-
marine. That’s slipped a bit. Can you give us your assessment of
can we allow additional slippage or that’s something we have to get
on with?

General KEHLER. I think we have to get on with the replacement
for the Ohio-class submarine. I support the triad. I continue to sup-
port the triad. I think that what it brings to us still are the three
big attributes: survivability, flexibility, and responsiveness. And
that confounds an attacker.

I think that continues to serve us well, and of course the most
survivable of the legs is the OHIO replacement. As far as we can
see into the future, I think we're going to require a replacement for
the Ohio class. Here’s the interesting part. They will reach a date
certain that they are no longer capable of going to sea and being
used the way they’re used today. The Navy is working very hard
to make sure we understand that time with clarity. We intend to
keep those submarines longer than any other submarines we've
ever had before. So I think we will reach a point that we must have
a replacement and I believe we understand where that point is,
and the current program puts us right about there.

Senator REED. Thank you.
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Let me ask a question to both of you which involves the triad.
You made the point that the most invulnerable leg of the triad is
the undersea, the submarine. There’s been lots of discussion of the
potential for disruption of the electric grid as one of the major ways
to inflict damage on the United States. To what extent, General
Kehler, are your land-based assets, the missile silos and the air-
fields, dependent critically on the local grid that could be taken
down and therefore, either wittingly or incidentally, two legs of the
triad could be knocked out without an explicit kinetic blow?

General KEHLER. Sir, the nuclear deterrent force was designed to
operate through the most extreme circumstances we could possibly
imagine. So I am not concerned that a disruption in the power grid,
for example, would disrupt our ability to continue to use that force
if the President ever chose to do that or needed to do that.

I am concerned, though, about some other facets of this. One, of
course there’s a continuing need to make sure that we are pro-
tected against electromagnetic pulse and any kind of electro-
magnetic interference. Sometimes we have debates over whether
that’s a Cold War relic and I would argue it is not. We need to be
mindful of potential disruptions to that force. But I am not con-
cerned about disruptions to the power grid, for example, or other
critical infrastructure pieces impacting that force.

Senator REED. General Alexander, your comments about this, the
potential threat?

General ALEXANDER. Sir, I agree with what General Kehler said
with nuclear command and control and the way that we do that
specifically. I think what it really impacts is, as you look at com-
mands like TRANSCOM and others, our ability to communicate
would be significantly reduced and it would complicate our govern-
ance, if you will, and our ability for the government to act.

I think what General Kehler has would be intact. So the con-
sequence of that is, it’s the cascading effect into operating in that
kind of environment that concerns us, concerns me mostly.

Senator REED. General Alexander, let me raise an issue that, as
Senator Lieberman indicated—excuse me—Senator Levin, the Col-
lins-Lieberman legislation was not successful. I share his view it’s
very important because right now we have essentially a voluntary
scheme. One of the arguments that’s raised by the opponents is
that it would impose too much cost on the business community,
etcetera.

Your knowledge of the potential state and non-state ability to
disrupt the economy of the United States, not our Strategic Com-
mand but ATM machines, etcetera, do you have—have you done a
calculation of the potential cost to the economy if someone decided
to conduct, not an intermittent attack on a banking system, but a
concentrated attack?

General ALEXANDER. Senator, an attack on a bank, as you know,
would be significant. It would have significant impacts. If people
can’t get to their money the impact of that is huge, and you’ve seen
that and we’ve discussed that impact.

What I'm concerned about is a distributed denial of service at-
tack could accomplish that. A significant distributed denial of serv-
ice attack could make it very difficult for our people to do online
banking, online trading, and others. The cost—so there’s the cost
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of losing that. If you think about Amazon, one hour of Amazon
costs $7 million in profit to them if they were offline.

There’s also a cost that complicates legislation in that each of our
critical infrastructure portions of our industry have different levels
of cyber readiness, if you will. So the banks and the Internet serv-
ice providers are generally pretty good, the power companies not so
good, and the government somewhere in between. So the cost for
repairing, for fixing that, is significant.

I think the issue that I get talking to industry is their concern
on creating an overbureaucratic regulatory process. So I do think
that what the administration has put forward is, let’s sit down and
talk to them on the way to address this, is a great step forward.
It really does allow us now to sit down with industry and say, so
here’s what we think needs to be done.

In my discussions with the power company specifically, their
comment is: Look, we’d like to do that, but that’s going to cost
more; how do we do that?

Senator REED. But the point, my final point, is from your per-
spective right now if an attack, which is conceivable, took place the
cost to that company would be many, many times the cost of pre-
emptive action today. Yet they still object to that cost. Now, the
probability of attack has to be weighed. If that probability today is
one percent, that cost, that might be a reasonable judgment. But
I think the impression I get from your testimony and consistently
is that percentage or probability goes up and up and up each day,
until we reach the point where, do the math and if theyre not in-
vesting in protecting themselves, those financial institutions, then
the cost they're likely, probably to shoulder, will be catastrophic.
They don’t seem to get that point, though.

General ALEXANDER. I think that’s accurate. Just as you’ve said,
it increases every day. That’s the concern and I think you've seen
that from industry stating the same thing. So I do think we have
to have this public debate on that and get it right.

Senator REED. Thank you very much.

Chairman LEVIN. Thank you, Senator Reed.

Senator Ayotte.

Senator AYOTTE. Thank you, Mr. Chairman.

I want to thank both of our witnesses for your leadership and for
your service to our country.

I wanted to follow up, General Kehler, on the issue of the inter-
continental ballistic missile threat to the country that Senator
Inhofe and Senator Reed asked you about. You used the term in
terms of, I think you said “not optimum” in terms of some of the
challenges we may face there. Just so it’s clear to people, if now
an ICBM were headed to the west coast we would get a shoot-look-
shoot at it, correct, because of our missile defense system? But we
don’t have an East Coast missile defense system, so if Iran devel-
ops ballistic missile capability we don’t have the same capacity, do
we, on the East Coast of the country?

General KEHLER. While I hate to say it, the answer is it depends.
It depends on what a country like Iran would do, where they would
launch from, what the azimuths are, etcetera. The intent is that as
time passes and additional features are added to the ballistic mis-
sile defense system that our capability to defend improves.
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Senator AYOTTE. But just so we’re clear, as of today am I not cor-
rect in saying that West Coast, North Korea, we get shoot-look-
shoot? We don’t get the same capacity on the East Coast if Iran—
some analysts believe that they could develop this ICBM capability
as soon as 2015. That may or may not be correct. But at this point
our missile defense is—the capacity is different on the East Coast
of the country versus the West Coast, isn’t that true?

General KEHLER. I would tentatively say yes and provide you a
better answer for the record.

[The information referred to follows:]

[COMMITTEE INSERT]

Senator AYOTTE. I appreciate it, because the National Research
Council actually this year recommended an additional ballistic mis-
sile site on the East Coast; isn’t that right?

General KEHLER. Yes. They are one of the organizations that has
looked at this, yes.

Senator AYOTTE. Well, I certainly would like to hear your view
more specifically as to why an East Coast missile defense site
would or would not enhance our capability to address an ICBM
missile coming from Iran, particularly protecting the population
base in the East Coast of the country.

General KEHLER. I'd be happy to provide that for the record.

Senator AYOTTE. Thank you, General.

I also wanted to follow up. As I understand it, last week you tes-
tified in the House Armed Services Committee that any potential
future nuclear arms reductions with the Russians should be bilat-
eral in nature; is that fair?

General KEHLER. That’s fair.

Senator AYOTTE. So my follow-up question to that is, should they
not be bilateral and verifiable? Is verifiable important if we were
going to take arms reductions based on what we were going to
count on a bilateral understanding with the Russians?

General KEHLER. I believe verifiable is important.

Senator AYOTTE. Why is verifiable critical or important when we
think about entering these types of understandings with the Rus-
sians‘,? or any other country for that matter, with regard to nuclear
arms?

General KEHLER. Senator, from a military perspective I believe
we have been on a successful and deliberate pathway with the Rus-
sians that has allowed us to reduce the threat to the American peo-
ple and to our allies while at the same time being able to achieve
our national security objectives, and we’ve done so in a way that’s
verifiable. I think that’s a winning combination of things.
Verification has proven to be important for us, I believe, from an
assurance standpoint, and I think it’s important. It has also pro-
vided second and third order benefits in terms of transparency and
engagement with Russia which I think has been very valuable.

Senator AYOTTE. General, are the Russians in full compliance
with all existing arms control agreements with the United States
right now?

General KEHLER. The United States’ view is that they are not in
compliance with the Conventional Forces in Europe Treaty.

Senator AYOTTE. Are there any other treaty obligations they’re
not in compliance with?
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General KEHLER. As I recall, and I'll provide the official answer
for the record, as I recall there are a couple of other treaties where
we have questions about the way they are going about it. I think
the only one that we have said that we do not believe officially that
they are complying with is Conventional Forces in Europe.

I can tell you that so far under New START all of the indications
I have is that they are in fact complying.

Senator AYOTTE. I would actually like a follow-up for the record,
just with the question of whether they are in full compliance with
all existing arms control agreements with the United States.

General KEHLER. I'll provide that for the record.

[The information referred to follows:]

[COMMITTEE INSERT]

Senator AYOTTE. Thank you, General.

I also wanted to ask you—you and I talked about this when you
came to see me in my office yesterday, which I appreciated, to talk
about these issues—an article that appeared in the Sunday New
York Times titled “Cuts Give Obama Path to Leaner Military.” In
that article the article essentially said that it would give the ad-
ministration—the sequestration cuts would allow the administra-
tion to call for deep reductions in programs long in President
Obama’s sights, and among those programs were an additional re-
duction in deployed nuclear weapons and stockpiles and a restruc-
turing.

There’s some other restructuring, but the issue I want to ask you
about is an additional reduction in deployed nuclear weapons. Can
you tell me right now—in the article it said that the Joint Chiefs
had agreed that we could trim the number of active nuclear weap-
ons in America’s arsenal by nearly a third and make big cuts in
stockpile of backup weapons. Is there any intention by the adminis-
tration right now that you’re aware of or any recommendation
pending to significantly reduce our active nuclear weapon arsenal
by a third or make big cuts in the stockpile of our backup weapons,
as outlined in this article?

General KEHLER. Senator, I can’t comment on the article. What
I can say is that from the nuclear posture review forward certainly
the administration has undertaken a study to look at what alter-
natives may exist beyond New START, for reductions beyond New
START. We participated in that conversation and in parts of the
study. In fact, we did parts of the study at STRATCOM. We were
fully involved, and to my knowledge no decisions have been made.

Senator AYOTTE. Let me just say that, obviously, I think that
preserving our nuclear deterrent is very, very important, and I
think that making significant reductions right now, at a time with
what’s happening in North Korea, with the threat we face from
Iran, and also from the situation where we find ourselves I think
in the world, that obviously I hope that if there are any reductions
that are made, for example, with the Russians, that will be done
through the treaty process. The New START was done through the
treaty process.

One of the things this article also says is that there could be re-
ductions made with the Russians without a treaty. So I don’t know
whether you would weigh in on whether we should go through the
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treaty process, but in my view I think that Congress should have
an ability to weigh in on these issues.

As a follow-up, I wanted to ask you, General Alexander, the role
of the Guard in cyber issues. Where do you see the Air National—
excuse me—the Guard in general, not just the Air National Guard,
but all of the Guard, playing what role they would play with regard
to how we meet the challenges facing us with cyber attacks, and
what role could the Guard play on a State basis working with
your—obviously, you, General Kehler and General Alexander, and
how can the Guard help in this?

General ALEXANDER. Thank you, Senator. I've sat down with the
Guard leadership, all the adjutant generals from all the Guard,
and talked about the role and responsibility of the Guard in cyber
space. I think there’s two key things that they can do: first by set-
ting up protection platoons and teams and training them to the
same standard as the active force, it gives us additional capacity
that we may need in a cyber conflict.

The second part is it also provides us an ability to work with the
States, with the Joint Terrorism Task Force and cyber forces that
FBI has, and with DHS to provide additional technical capacity for
resilience and recovery. I think those two areas the Guard can play
a huge role in.

The key is training them to the same standards. We talked about
the with all the Guard chiefs. They agree with that and we are
working towards that objective.

Senator AYOTTE. Thank you both. I appreciate it.

Chairman LEVIN. Thank you, Senator Ayotte.

Senator Nelson.

Senator NELSON. Thank you, Mr. Chairman.

General Kehler, you spoke very crisply about us having the abil-
ity in our command and control to control our nuclear response. I
appreciate that, and that is assuring, even though we might have
a cyber attack that would take out electric grids and so forth and
SO on.

What about the Russians and the Chinese? Do they have the
ability to stop some cyber attack from launching one of their nu-
clear ICBMs?

General KEHLER. Senator, I don’t know. I do not know.

General KEHLER. Well, Mr. Chairman, I think that’s a question
that we ought to see to what degree we could answer. That re-
minds me, you know, in the disintegration of the Soviet Union it
was the United States that took the initiative through Nunn-Lugar
to go in and try to secure those nuclear weapons. That turned out
to be a very successful program.

In this new world of cyber threats, we of course have to be re-
sponsible for ours, but we have to worry about those others on the
planet that have a nuclear strike capability protecting theirs
against some outside player coming in and suddenly taking over
their command and control.

General Alexander, do you have any comment on that?

Chairman LEVIN. I wonder if you would yield before his answer.

Senator NELSON. Certainly.

Chairman LEVIN. That is, it’s a very important question. I won-
der for starters—and I didn’t mean to, I shouldn’t interrupt the an-
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swer—is to whether for starters, Senator Nelson, we should ask the
intelligence community writ large as to what we know about that.

Senator NELSON. Okay. If you want to save that—

Chairman LEVIN. No, no. We will do that. It’s a great idea. It’s
an important point and we will take that on. We will ask. But let
me not interrupt further the answer.

Senator NELSON. Okay. I know General Alexander is going to be
constrained as to what he can say in this setting. So let me just
defer that then for a classified setting.

Chairman LEVIN. Well, not just classified, but also a broader in-
telligence community assessment as well, if we could do that, Sen-
ator Nelson.

Senator NELSON. Well, General Alexander knows everything
about everything.

General KEHLER. Senator, if I could add just one additional
point, though. I would say that we know—I think because we’ve
worked with the Russians over the years and we've had fairly de-
cent transparency with the Russians over the years, I think we un-
derstand they are very careful about their nuclear command and
control. They are very careful about the way they provide what we
would call nuclear surety as well.

This is also one of the reasons for why we would like to see addi-
tional transparency with China, because we would like to be able
to have these dialogues with them in a military-to-military kind of
context. It’s something that we have been trying to push now for
quite some time.

Senator NELSON. Exactly. And as we go into the session that the
chairman has recommended, let’s just don’t stop with China. What
about the Brits? What about the French? Do they have the capa-
bilities of stopping a cyber—a rogue cyber attack from coming in
and suddenly messing up their command and control?

Okay. General Alexander, you must be one of the most frustrated
people on the planet, because you know the threat in cyber and
here the Congress can’t get anything done because certain players
won’t allow the passage of the legislation. So let me ask you, what
is it about liability protection that the private sector would feel
comfortable about in order so that real-time, as you said, we have
to have the private sector respond to an attack with the informa-
tion in real time in order to be able to meet this present and in-
creasingly dangerous threat?

General ALEXANDER. Senator, I'll give you my answer here and
I'd ask to just take that for the record to get you a really accurate
and detailed answer on it, because I do think this is important to
lay this out.

The issues as I see it for liability protection are in two parts.
When the Internet service providers and companies are acting as
an agent of the government and make a mistake and are subject
to lawsuits, the issue becomes they get sued so many times by so
many different actors that they spend a lot of money and time and
effort responding to those lawsuits when we’ve asked them to do
something to defend the Nation. So there is that one set.

The other is, let’s say theoretically that we send a signature that
says stop this piece of traffic because it is that Wiper virus that
hit Saudi Aramco, but we the government mischaracterize it and
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when they stop it that stops some traffic that they didn’t intend to
nor did we. We make a mistake. Mistakes are going to happen be-
cause when you have real-time concerns, emergency concerns, some
traffic may be impacted.

That traffic that is impacted, the Internet service providers
would quickly fix by altering that signature to get it right. But
some traffic has been delayed or disrupted by their actions because
we’ve asked them to, which could cause them also subject to law-
suits.

So I think it’s in that venue that we’ve got to give them immu-
nity from those kinds of actions. I'm not talking about giving them
broad general immunity and I don’t think anyone is. It is when
they’re dealing with the government in good faith in these areas we
should protect them for what we'’re asking them to do, and I think
that’s in the venue.

I'll get you a more specific answer from our legal folks on the
technical side.

[The information referred to follows:]

[COMMITTEE INSERT]

Senator NELSON. This should not be that hard, because we’ve
been through this before with the metadata on all the question a
few years ago of being able to intercept traffic in order to identify
the terrorist wherever the terrorist was. Clearly, we've dealt with
it before and liability protections, so we ought to be able to get this
one.

General ALEXANDER. I think, Senator, if I may, I think there’s
broad consensus on information sharing and liability protection.
Where it really gets uncomfortable, if you will, is regulations,
standards, what the government does there. That’s the really hard
part, in part because all the industry sectors are so different.

I think that’s one of the things that the administration has done
that really puts the step forward, is the executive order now gives
us an avenue to start discussing that. I think that’s very useful. I
think any legislation should point to that and look at incentives to
get industry and others to having a more resilient infrastructure.

Senator NELSON. Thank you.

Thanks, Mr. Chairman.

Chairman LEVIN. Thank you. Thank you, Senator Nelson.

Now it is Senator Blunt.

Senator BLUNT. Thank you, chairman.

General Alexander, on the staffing of Cyber Command, it’s been
reported that you need to expand in a significant way. Do you want
to talk a little about what you see as your staffing needs and also
how you’d meet those staffing needs? How do you compete for the
kind of people you need that are in the private sector now?

General ALEXANDER. Senator, thank you. There are two issues
here and let me just pull them apart to accurately answer your
question. We're not talking about significantly increasing the Cyber
Command staff per se. We’re actually asking the service compo-
nents of Cyber Command to field teams that could do three mis-
sions: defend the Nation from an attack, support our combatant
commanders, and defend our networks with cyber protection pla-
toons.
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Those sets of teams are what is the big growth that we’re talking
about and that the services are looking at. We are working closely
with each of the services in setting standards, training standards
for those.

The good news: So far the services have stood up and met every
goal that we've put for them here. I just give my hats-off to the
service chiefs and our components in doing that. So we are right
now in line, on track for one-third of that force being completed by
September and about one-third the next September, 2014, and the
last third by 2015, that target range.

The good news is we are taking the most serious threats and ad-
dressing those first with the teams that have already stood up.
They’re already on line and actively working in this field. So we al-
ready have teams up and running, thanks to the Army, Air Force,
and Navy for setting those teams up.

So what we’re talking about is bringing those folks in. Now,
doing that, there’s two parts to it. One is training. So we can take
kids, young adults, with great aptitude. They don’t have to be cyber
experts. We can help them get there. I will tell you, my experience
is people who want to work in this area and have the desire—we
have a machinist’s mate from the Navy, a machinist’s mate—you
know, you thought—I talked to him and I said, well, how’d you get
here? He goes: Well, I really wanted to do it. He is one of our best.
So we've asked the Navy to give us all their machinist’s mates. No,
just kidding.

So when you look at it, there is great talent out there. The real
key part is how do we keep them, how do we incentivize them, and
what are the programs that we’re doing? We're working on a pro-
gram with the Services to do that, and setting up their career fields
for the Services to have this common among the Services.

Senator BLUNT. A concept I'd like you to talk about if you want
to and think about if you haven’t thought about it. Senator Vitter,
Senator Gillibrand from this committee, and I, along with Senator
Coons and others, are looking at some legislation that would create
more cyber warrior opportunities in the National Guard. Missouri’s
done some of this already, as I think you know. These are people
who are actively in this work every day anyway, who would then
be available to react or be available to train.

Do you have a sense of how that might be part of what you're
looking at in the future?

General ALEXANDER. Senator, we have National Guard folks on
our staff. We are actively working that with the Guard. A few
weeks ago I sat down with all the adjutant generals from all the
States and walked through how we could do this, how we train ev-
erybody to the same standard, active and Guard. Their roles, two-
fold. Just to quickly summarize, one would be how they work with
the States, DHS, FBI, in resiliency and recovery and helping the
investigative portion, and how they work with us in a cyber conflict
to complement what we're trying to do. We will not have enough
force on our side, so we’ll depend on Reserve and National Guard
just like the rest of our force structure.

Senator BLUNT. I think in this area that gives—for instance,
your machinist’s mate, if he decides, he or she decides, for some
reason that they don’t want to be in the full-time force, but they
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have this great skill level that they’ve acquired, to take that to the
Guard.

General.

General KEHLER. Senator, if I just might pile into the conversa-
tion for a moment. I think it’s just as important for us to remind
ourselves that, whether it’s growth in cyber, whether it’s invest-
ment in replacement for the Ohio-class submarine, no matter
which piece of the future that we are looking at here, all of this
is sensitive to the budget decisions.

Sequestration, for example, and those budget totals will in fact
impact all of this. And while General Alexander is right, there is
some growth that is underway—and I think the services have been
very generous in that regard—there will be impacts across the
board here. We just can’t predict what those will look like today
until the actual budgets are redone.

Senator BLUNT. General Kehler, have you talked about the se-
questration and the continuing resolution component of that? We
had people in here in the last few days that have talked about how
important it is we update your spending request, and hopefully
we’re in the process of doing that. But would you visit with me a
little bit about that?

General KEHLER. Yes, sir. I think we would be in favor of as
much certainty as we can put back into the process. That is a way
to help with certainty, and that will be very beneficial. I think, as
I said earlier, the most immediate impact for us and the most con-
cerning and troubling impact in Strategic Command is the impact
that we will see on our civilians. That is not insignificant, and I
think we’ve got to be very mindful of the potential damage that
those impacts will have.

Beyond that, then there are the impacts on the readiness ac-
counts that we will see. That’s like a slow- motion movie. In
STRATCOM this will be like watching something in slow motion.
It will occur. It is happening now. It’s just we do not see the effect
yet. We will see that effect as the months progress.

Senator BLUNT. I think these two things come together here,
where the failure to update the priorities by refusing to appropriate
and debate those bills on the floor has come together with then cut-
ting those old priorities on a line by line basis, and it’s challenging.

General KEHLER. Yes, sir.

Senator BLUNT. General Alexander?

General ALEXANDER. Senator, I was just going to add that it im-
pacts Cyber Command in a similar way, two parts. The continuing
resolution holds us to the fiscal year 2012 budget, but, as you now
know, we’re standing up all these teams in fiscal year 2013 and the
funding for that was in the fiscal year 2013 budget. So that’s about
25 percent of our budget right now is held up. That’s significant.

One-third of our workforce are Air Force civilians and they are
going to be impacted by this furlough. When you think about it,
here are the folks that we're asking to do this tremendous job and
we're now going to furlough many of those. That’s a wrong message
to send people we want to stay in the military acting in these ca-
reer fields.
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Senator BLUNT. What’s the impact of dividing your workforce be-
tween the uniformed personnel and the civilian personnel? What’s
the internal management challenge of that, General Alexander?

General ALEXANDER. Actually, it works well together.

Senator BLUNT. I know it works well, but when the civilian force
takes a furlough—

General ALEXANDER. Right. It has a significant impact because
they look at it and they say, well, why are we being targeted for
this? And it is a smaller group, and when you look at it both sides
agree that this is the wrong way to handle it.

I think I would add to what General Kehler said, is we need to
give the service chiefs and the military the ability, the flexibility
to look at where we take these cuts and do it in a smart way. Right
now, just doing it by activity doesn’t make sense. We would not do
it if we ran this as an industry.

Senator BLUNT. I couldn’t agree more.

General Kehler, when I was at Whiteman Air Force Base the
other day the commanding general there on this topic said: The ci-
vilian force is an integral part of what we do and we don’t need
to send a message to them that somehow they’re not as integral to
what happens every day as the uniformed force is. He showed real,
I thought, very good management concern about how you keep your
team together when the law is dividing your team and part of your
team’s taking the hit that the other part’s not taking.

Not suggesting, by the way, that we do anything to the uni-
formed force, but I think this is maybe one of those, the law of un-
intended consequences. You think you're protecting the uniformed
force and in writing the law that way then all the personnel obliga-
tion goes onto the other side.

Do you have anything you want to say about that?

General KEHLER. Sir, I couldn’t agree more. The role of our civil-
ians has changed dramatically over the years that I've served.
Today they are integral to everything we do. They are leaders in
our organizations. They occupy senior leadership positions. And in
many, many cases they represent the expertise and the experience
that we do not have in the uniformed force.

So in a place like Strategic Command, in a place like Cyber Com-
mand, in a place like the nuclear enterprise, where our senior civil-
ians really represent most of the experience that’s left in these
types of highly technical, highly complicated places—so certainly in
the space part of our business, we have some senior civilians who
are in very important parts of the DOD space organizations.

So I think that my concern with the sequestration begins with
the intentional and then the unintentional intangible impacts that
we might see on our workforce. It is the uncertainty that goes with
that that concerns me the most.

If I could just add one more thing, we have had a very successful
intern program to try to entice young college graduates to enter
civil service so that they can have government careers. It’s been
very successful. So in Omaha we find that a number of these
youngsters who are just beginning their careers in civil service
with college degrees are looking around today and wondering if this
is their future.

Senator BLUNT. Exactly.
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Thank you, Generals.

Chairman LEVIN. Thank you, Senator Blunt.

Senator Donnelly.

Senator DONNELLY. Thank you, Mr. Chairman.

To General Kehler, General Alexander, thank you so much for
your service.

General Alexander, does the private sector have the same skills
that your team does in reacting to cyber security and to reacting
to cyber attacks and being able to protect themselves?

General ALEXANDER. The private sector has some tremendous
talent in this area, which we need to leverage and partner with.
So I want to I think be clear. There are two parts to answering this
question I think accurately. When you look back 70 years ago to
Enigma and you look at the making and breaking of codes and
doing some of the special work that the predecessors to NSA did,
we have special capabilities both in Cyber Command and NSA.
Hence that partnership. That gives us unique insights to
vulnerabilities and other things that we can share back and forth.

It is that area that is perhaps most important in identifying
those vulnerabilities and sharing it with industry, those things that
could impact our industry. But industry has like skills and sees dif-
ferent things. So the antivirus community is very good in this area,
and I don’t want to underestimate them. What you're actually
doing is saying, let’s put the best of those two teams for our Nation
together to defending us. I think that’s in legislation one of the key
things that we need to do.

Senator DONNELLY. When we look at what’s going on, a huge,
huge amount of this is efforts to try to steal America’s intellectual
property, from defense contractors, from private businesses, from
our military. If you are a business and you’re developing products
and you’re going to patent it, you may be concerned about your
ability to protect against a cyber attack. You know how to develop
a great product that may help cars run faster, on less fuel,
etcetera, but cyber attacks are not your thing.

If you were that company, what would you recommend to them
in terms of protecting themselves?

General ALEXANDER. I would recommend that they first talk to
companies like McAfee, Symantec, Mandiant and others that have
great experience in this and that can give them great advice. The
defense industrial base also have companies that can do that. That
takes them one step.

I think Senator Inhofe brought up a good point that needs to be
brought in here and that is it needs to be a layered defense. So
there are things that they can do to have a more resilient and more
protected architecture, and those things they should do. It’s like
having Norton Antivirus in your home computer.

Senator DONNELLY. Sure.

General ALEXANDER. Those are the key things and we can help
them with that. There’s another part. We know things about the
network that now we’ll call classified information, that would be
useful for us to share to protect those. But what we can’t do is
share those so widely that the adversary knows that we know
them, or we lose that capability.
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So that part of sharing has to be done properly, in a classified
forum, that those Internet service providers and other companies
can use to protect the networks. That’s why I say it’s almost two
layers to this.

Senator DONNELLY. You had mentioned before, you talked about
being on offense as well. Are there communications made to those
countries, to those organizations, that have done cyber attacks
against us that there are consequences in regards to what we can
do as well?

General ALEXANDER. The President did make that statement
publicly in 2011, that we’d respond to cyber attacks with all the
broad range of options that he has before them. I think some com-
panies have been talked to privately. I can’t go into that here. I
think that’s the first logical step that we should take, is say if you
do A it will really upset us. That’s why they don’t have me do it.
They have people who can really put this in the right words. But
I think we ought to have those demarches and other things with
other countries and I know the inter- agency process does work
that closely.

Senator DONNELLY. General Kehler, in regards to North Korea
and what we have seen in the past few weeks, at this point what
adjustments to our posture are needed, if any, to make sure that
not only our friends in South Korea, but our own Nation and our
other allies are protected?

General KEHLER. Senator, we’re looking across our entire range
of activities to see if any adjustments need to be made. What I
would say is that deterring North Korea from acting irrationally is
our number one priority, and that deterrence begins on the penin-
sula with our alliance with the ROK. It extends to our conventional
forces that are forward on the peninsula. It extends to other forces
that are available in the theater to Admiral Locklear and General
Thurman. It extends ultimately all the way back to our nuclear de-
terrent.

Today my assessment of certainly Strategic Command’s role in
this is that we are capable of offering to the President the full
range of options. Whatever he chooses to use in response to a
North Korean act, I believe we can make available to him, and I'm
confident in that today.

We are looking, though, at the pace of the North Korea threat
to see whether or not the limited missile defense that we have in
place, both in the theater and for the United States, is on the right
pathway to deal with the threat. We're working that with the intel-
ligence community to see if there’s a more complete assessment
that we need to put in place today and whether that will cause us
to make any adjustments.

Senator DONNELLY. With some areas, some countries, you can in
a way determine here’s what we expect them to do next. Has North
Korea—you talked about rational actors. Is it difficult at times to
del‘ze};mine what they are going to do next and what steps they will
take?

General KEHLER. I believe it’s difficult. I believe that we all think
that’s difficult, especially with a new leader that, frankly, I think
we're still getting to know. So I think that there are great debates
about rational, irrational, etcetera. I think for us anyway it is a
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question about readiness for us, and us being ready to respond in
any way that might become appropriate. I am confident today that
we can respond in appropriate ways.

We participate in exercises, of course, with Pacific Command and
with our command on the peninsula, as they are participating with
the ROK’s in their exercise series. So I believe that we are dem-
onstrating the credibility of our capabilities and that’s important.

Senator DONNELLY. Do you see coordination between North
Korea and Iran in Iran’s efforts to develop further nuclear tech-
nologies and in Korea’s efforts?

General KEHLER. Sir, I would prefer to have that conversation in
a different setting.

Senator DONNELLY. That’s fine.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you, Senator Donnelly.

Senator Fischer is next.

Senator FISCHER. Thank you, Mr. Chairman.

Thank you, gentlemen, for being here today. General Kehler, it
is a pleasure to see you again.

Earlier you said that we can protect the continental United
States with the resources that we currently have. Is that correct?

General KEHLER. Against a limited threat, yes.

Senator FISCHER. Against a limited threat. Would you agree that
that equation would rapidly change if others would be able to de-
velop technology to detect our submarines, if governments would
become more hostile to us, and if we don’t maintain the systems
that we have?

General KEHLER. Senator, I think that any time the threat
changes that that certainly causes us to review and could cause us
to make adjustments in all kinds of places, yes.

Senator FISCHER. Are we addressing those concerns now?

General KEHLER. Yes, we are.

Senator FISCHER. Are we maintaining our nuclear arsenal to the
standards you would like to see?

General KEHLER. We are today and—however, with a caveat.
And the caveat is that all along here over the last two years that
I've been in command we have made a point of agreeing forcefully
with the need to both modernize the deterrent and make sure that
the enterprise is capable of sustaining it. So with those caveats,
then yes, I am comfortable that we are capable of maintaining a
safe, secure, and effective deterrent.

Senator FISCHER. And with those caveats, you can perform the
mission that you are asked to do right now?

General KEHLER. Yes.

Senator FISCHER. Do you agree with the statement the more use-
able weapons are the more deterrent value they have and the less
likely they will be used?

General KEHLER. I would generally agree with that. I typically
say the more credible the deterrent is, and that of course includes
that we are able to employ it if we were ever in the situation where
the President asked for us to employ it.

Senator FISCHER. Do you believe that our conventional forces
today would be able to execute a deterrence mission that’s cur-
rently performed by our nuclear weapons?
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General KEHLER. I think in some cases conventional forces are
capable of executing—of producing a military result that would be
similar to what a nuclear weapon could do. The question about de-
terrent effect I think is an interesting one, and in some cases yes,
I believe that strong conventional forces clearly improve and in-
crease our overall deterrent, just like a number of other factors do.

But I believe that nuclear weapons continue to occupy a unique
places in our defense strategy, in our national security, and I think
in global perceptions I think they continue to occupy a unique
place.

Senator FISCHER. From your response I would assume that you
would agree that we need to maintain the balance that we cur-
rently have, then, with our nuclear deterrent in balance with our
conventional forces. Is that a good balance right now? Are we at
a good point?

General KEHLER. I think an interesting thing has happened. 1
believe that we are. I think that they are complementary, I would
say. What has happened, I believe, since the Cold War is that our
increases in our conventional capabilities and in sort of the over-
whelming conventional power projection that we can bring to bear
around the world has made a difference in the role of our nuclear
deterrent. I think that we’ve been able to narrow the role of that
nuclear deterrent accordingly.

But I think as we go forward that will be an interesting question
to watch, whether our conventional forces remain strong.

Senator FISCHER. But at current levels you believe that it is a
good balance? If those levels would drop with conventional forces
or with nuclear, but focusing on the conventional, if we see the nu-
clear side drop, if we don’t maintain the arsenal that we have now
or if we continue to limit it, can the conventional forces pick up the
slack?

General KEHLER. I think in some cases the answer is yes. I don’t
think they can across the board. I don’t think that they substitute
for the effect of the nuclear deterrent. However, I do think that
conventional forces do in fact make a difference in terms that we
are no longer in a position where we have to threaten nuclear use
in order to overcome a conventional deficiency. So that’s made a
difference.

I also think that we need—saying that they are in some kind of
balance today doesn’t mean in my view that there isn’t some oppor-
tunity to perhaps go below New START levels.

Senator FISCHER. Would you like to elaborate on that?

General KEHLER. I think there are still—as I said earlier, from
my military perspective, I think that we have in the deliberate
pathway we have been on with the Russians over the years in re-
ducing the number of weapons that can potentially threaten the
United States or our allies, and we’ve done that in a way that’s
maintained stability and we’ve done that in a way that’s been
verifiable, I think that has provided benefit to us from a military
perspective. And I think that if there are additional opportunities
in the future we ought to explore those.

Senator FISCHER. Would you recommend going below the New
START levels unilaterally?
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General KEHLER. I would not. I would not. I think that again the
formula for success has been that we have done this with the Rus-
sians and I think that’s the formula for continued success. And I
believe that certainly Secretary Panetta was very public about
that. I've seen some correspondence from Secretary Hagel where he
has agreed with that. The President mentioned in his State of the
Union address that he wanted to work with the Russians. I think
that’s a consistent theme that we have seen across the board.

Senator FISCHER. It’s been suggested by opponents to our nuclear
program that the program’s on a hair trigger. Do you believe that
there is any risk that’s caused by our readiness posture right now?

General KEHLER. We go to extraordinary lengths to make sure
that our nuclear deterrent force is both safe and secure, and I be-
lieve that it is safe and I believe that it is secure. It is also under
the positive control of the President of the United States.

Senator FISCHER. Do you believe that it makes our country safer?

General KEHLER. I believe that in today’s global environment
that having a portion of our force in a ready to use posture for the
President meets our needs today. But we are always reviewing that
to see whether that’s the appropriate balance for tomorrow or the
day after. I think that will vary as the world situation changes.

Senator FISCHER. Thank you.

General Alexander, if I could just ask you a brief question. The
defense authorization bill said that Congress should be consulted
about any changes to the UCP as it relates to Cyber Command.
Would you commit to providing this committee, this panel, with
justification for elevating to a U.S. Cyber Command?

General ALEXANDER. Absolutely. I think right now the Secretary
and others are looking at that and I know that the intent is to
share everything with this committee before they take any action
and make sure the committee is comfortable with any actions.
Right now it’s just in the discussion phases. The new Secretary has
to look at it and I think that will take some time, and they will
bring it back.

Senator FISCHER. Thank you very much.

Thank you, Mr. Chairman.

Chairman LEVIN. Thank you very much, Senator Fisher.

Senator Blumenthal is next.

Senator BLUMENTHAL. Thank you, Mr. Chairman.

Thank you both for your service, your extraordinary contribution
to our defense readiness and our Nation.

Perhaps I could begin, General Alexander, by asking you a gen-
eral question which perplexes me. We agree, I think all of us on
this committee, agree with you that the threat of cyber attacks and
cyber interference with key parts of our Nation’s infrastructure,
our private companies that are so vital to our national defense, is
a clear and present danger to our Nation. Yet the Nation as a
whole seems unaware, certainly unalarmed, by this threat.

I know that you’ve thought a lot about these issues, have spoken
to us about them privately as well as publicly. And I wonder if you
have some suggestions for us as to how we or you or the President
can make the Nation more aware about them. Obviously, the Presi-
dent has spoken about them, but I wonder whether you have some
thoughts for us
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I know it may seem as though it’s in the political realm, but real-
ly in the educational task that I think we face together to make
the country aware of the real threat physically and otherwise of
cyber attack.

General ALEXANDER. Senator, thank you. What you bring out is
the key, I think, to really moving the legislation and other things
forward, and that’s educating people on the threat, accurately edu-
cating them on the technical side—what does this mean, what’s a
cyber attack, and what are the effects, what’s going on, what are
we losing, and what should we do.

There are many reasons that industry and other players are con-
cerned about legislation and other things. Part of it is the cost, the
bureaucracy that comes in. Part of it is addressing a very complex
issue that at times it’s easier to ignore, and that’s theft of intellec-
tual property. The fact that they lose it is an issue, but for the
country, for the Nation as a whole, this is our future. That intellec-
tual property from an economic perspective represents future
wealth and we’re losing some of that.

Senator BLUMENTHAL. And you've referred to it, I think, as the
greatest single transfer, illegal transfer of wealth in the history of
the world.

General ALEXANDER. Illegal, yes, exactly. And I'm concerned that
if we don’t stop it it will hurt our Nation significantly. There’s two
parts to stopping it. One is fixing our infrastructure, working to-
gether with industry and government to stop these attacks. Then
the second, as was brought out by Mr. Donnelly, perhaps our ad-
ministration and others reaching out to those countries and stop-
ping them.

I think the second part is ongoing right now. We have to step
back to the first part and look at how we educate. I do believe that
we have to be more public in some of this and we have to defuse
the alarming stuff that comes out on civil liberties and privacy and
have a candid set of discussions on what it means to protect in
cyber space. I think that’s often lost. Often it is just thrown out
there as a way of stopping progress when what will happen, what
I'm really concerned about, is a significant event happens and then
we rush to legislation.

We have the time now to think our way through and get this
right. We should educate people and do that. And we are pushing
the same thing, and we’ll help in any way we can, Senator.

Senator BLUMENTHAL. Thank you.

General Kehler, if I may ask you. You have stated that “It is es-
sential to provide sufficient resources to replace our Ohio-class bal-
listic missile submarines.” As you're aware, the fiscal year 2013
budget deferred procurement of the first Ohio replacement boat by
2 years. I'd like to—TI'd like you to share with the committee to the
extent that you can whether 12 submarines are still required—I as-
sume that they are—and how in general terms a requirement like
this is established, and what we’re going to do to achieve that goal?

General KEHLER. Senator, we established the requirement by
looking into the future and making a number of judgments about
the future, which is what we do with every weapons system that
we put on the books. In this case, though, I think we’ve started re-
port the assessment that the value of a submarine-based deterrent
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as we go to the future will remain as high as it is today. Then the
question doesn’t become if you need to do it; in my mind it becomes
when do you need to do it.

So we’ve worked this very carefully with the Navy, and it is ulti-
mately the Navy’s assessment of the current performance of the ex-
isting submarines and their longevity that’s driving the answer to
this question. Much like any other military platform, the amount
of use that gets put on it determines its lifetime. In the case of sub-
marines, which I don’t know much about, but a number of subma-
riners who work for me remind me constantly that it’s the cycles
on a submarine. It’s a harsh environment, first of all, and then you
get the pressure, no pressure, pressure, reduced pressure, etcetera.

So that does things to metallurgy and it does things to fittings
and it does things to sort of the internal workings of a submarine
that ultimately cause them to question the continued safety of
being able to cycle down and up. The Navy tells us that we’re going
to reach that. It’s not going to be a bright line in the sand that on
today theyre all okay and tomorrow they’re not. There’s a zone
that theyre going to enter and sliding these an additional two
years to the right puts them in the zone.

My view would be it’s not prudent for us to slide them further,
unless of course the Navy steps forward and says, no, we can go
another couple of years. I don’t know that theyre going to say that.
I don’t expect that they will. But I think again it’s not a bright line
in the sand. I think the issue for us will be 12 looks like the right
number as we go to the future. That can always be adjusted as we
go to the future. It seems to be the right balance between capa-
bility and cost, and that’s going to be important as we go to the
future, no question about that.

So on balance my view is that we do need to go forward with
that. We need to go forward with long-range strike aircraft as well,
and we need to complete the analysis of alternatives on the future
of the intercontinental ballistic missiles beyond 2030. That’s not a
decision we have to make today, but it is an analysis of alter-
natives that needs to go forward.

Senator BLUMENTHAL. But there’s no question right now that 12
is the right number?

General KEHLER. I don’t have a question that that’s—I would say
that that’s a minimum number that we sit there looking at today.
I don’t know if the number gets larger than that, and that will de-
pend, I believe, on a number of factors as we go forward.

Senator BLUMENTHAL. When you say that sliding to two years
puts us in the zone, could you explain what you mean?

General KEHLER. The first of the OHIO-class submarines will
begin to reach the end of their service lives at just about the time
the first of the replacements comes on line. It’s a dance that we’re
working. And by the way, we’re working this with the United King-
dom as well because they are looking the piggyback, if you will, on
this program for their own replacement. So this is a very delicate
programmatic dance that the Navy is doing with the U.K. as well
as with the needs that STRATCOM has put on them.

Senator BLUMENTHAL. Thank you.

My time has expired. Perhaps I can follow up with some ques-
tions and also to General Alexander, if we can explore perhaps fur-
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ther the education of the public, which is so vital to the work really
that you’re doing and that we’re seeking to assist you to do.

Thank you very much. Thank you both.

Chairman LEVIN. Thank you, Senator Blumenthal.

Senator Sessions.

Senator SESSIONS. Thank you, Mr. Chairman.

I thank both of you for your leadership in the important com-
mands that you have, both of which are extremely important to
America.

The Defense Department acknowledges, General Kehler, that
Russia is increasing its reliance on nuclear weapons and that the
pace and scope of China’s nuclear programs, as well as the strategy
behind their plans, raises questions about their future intentions
and the number of weapons they intend to have. Likewise, India
and Pakistan are modernizing their nuclear forces and the French
president recently commented that nuclear weapons are essential
for France. And of course, North Korea continues to expand its ca-
pabilities, while Iran is on the verge of acquiring nuclear weapons.

So I'm not aware of any country reducing their nuclear stock-
piles, except perhaps us as we continue to look at that.

But let me ask you, what are the strategic implications of these
trends of enhanced nuclear weapons around the world?

General KEHLER. Senator, they do have implications for us. I
think first of all, when we look at assessing other nuclear arsenals
around the world what we do is we look at intent and capability.
I think none of us believe that the Russians intend to attack the
United States. I think we don’t believe the Chinese intend to attack
the United States, etcetera. However, they have the capability to
do so, and as long as they do then we have an obligation to deter
against such an attack. And that means we’ve got to be mindful of
the capabilities that they are bringing to bear.

We note their modernization and we certainly note their num-
bers. And I think, at least again from my military perspective,
arms control and arms reductions have helped us in terms of lim-
iting or reducing in some cases the threat that we face.

We get to a point here, though, where as we work toward a goal,
if the eventual goal is zero, you get to a point where other arsenals
I think begin to bear on this equation.

Senator SESSIONS. Well, I couldn’t agree more about that. I think
it’s unimaginable that if we go to zero that every other country in
the world would go to zero, and that would place us at a strategic
disadvantage of great magnitude and cannot be allowed to happen.

Could the disparity in public vision of countries and their nuclear
weapons, some or most of these I've mentioned more robust than
the United States, could that make our allies nervous? I'm con-
cerned about these discussions that we’re having about further re-
ducing our nuclear weapons to a level I think is dangerous, about
what discussions—what impact they might be having on our allies
around the world, like Japan and South Korea, that have relied on
the U.S. nuclear umbrella for the past seven decades.

If our arsenal and therefore the nuclear umbrella we provide con-
tinues to shrink, I'm concerned that our partners will look to create
their own, and this is the very definition of proliferation, it seems
to me.
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As you may have seen, the Sunday New York Times reported
that following North Korea’s third nuclear test some influential
South Koreans are now beginning to openly call for the South to
develop its own nuclear arsenal.

Do our allies—is this a factor that we should consider as we
evaluate the level of nuclear weapons that we want to maintain?

dGreneral KEHLER. Yes, sir, I believe it is a factor you have to con-
sider.

Senator SESSIONS. In a message to the United States Senate in
February 2011, President Obama said: “I intend to, A, modernize
or replace the triad of strategic nuclear delivery systems of heavy
bomber, air-launched cruise missile, and ICBM, and nuclear-pow-
ered ballistic missile submarines and SLBM’s, and maintain the
United States’ rocket motor industrial base.”

Additionally, two days before the vote on the New START treaty
in a letter to Senators Inouye, Feinstein, Cochran, and Alexander,
President Obama reaffirmed this commitment to nuclear mod-
ernization, stating: “I recognize that nuclear modernization re-
quires investment for the long term. That is my commitment to the
Congress, that my administration will pursue these programs and
capabilities for as long as I am President.”

Can you tell us where we are on the efforts to modernize our
triad and our nuclear infrastructure, and are we on pace to comply
with the President’s commitment?

General KEHLER. Sir, I can tell you that through the submission
of the 2013 President’s budget, with some exceptions that we
talked about last year—there were still issues in the nuclear enter-
prise, the weapons part of the business. The program didn’t close,
if you recall that from last year. But the 2013 budget continued the
modernization efforts across the board. Some were later than oth-
ers, but it continued the modernization efforts.

The 2013 budget turned into a CR. I don’t know what the re-
mainder of the year is going to bring to us in terms of the 2013
piece of this.

The 2014 piece—we’ve worked pretty hard over the last year to
try to structure the ’14 piece so that it would also continue all of
the things that you've mentioned here. I don’t know what’s going
to happen to the '14 piece, given the additional investment reduc-
tions that will have to come with sequestration. So I can’t tell you
today what it looks like, sir. I can’t tell you it’s not going to hap-
pen. I just can’t tell you what’s going to happen yet, because we
don’t have a budget on the Hill yet that describes our position.

Senator SESSIONS. Do you believe financially we should follow
through with the commitments that the President had and this is
a reasonable defense posture and expenditure for the United
States?

General KEHLER. I believe, as the advocate for the strategic force,
that this continues to be a wise investment on our behalf, I do.

Senator SESSIONS. In the last National Defense Authorization
Act, we articulated certain expectations of the National Nuclear Se-
curity Administration, which manages our nuclear weapons produc-
tion, and the Nuclear Weapons Council, of which you’re a member,
with regard to the shaping and reviewing of NNSA’s budget. You
review the budget and through the Council have input into that.
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Specifically, our report said: “The conferees expect that the Nuclear
Weapons Council not only certify, as required by law, that the
NNSA budget as it is submitted to Congress, but that the Nuclear
Weapons Council also take an active role in shaping and reviewing
the NNSA budget as it is prepared for submission to Congress and
negotiated with the Office of Management and Budget during the
budget review process.”

Is the NWC, the Nuclear Weapons Council, which you and others
sit on, taking an active role in shaping and reviewing NNSA’s
budget proposal? 1 ask that because it’s really clear to me, col-
leagues, that the Nuclear Security Administration and the Depart-
ment of Energy, their role is much like a defense contractor, a Boe-
ing or a Lockheed. They’re producing a weapons system that you
have to have and utilize, and you should be involved in how they
manage that and the amount of money that’s spent on it, I believe.
At least I think that’s healthy for America.

So do you feel good about where NWC is and are we on track
here to raise it up as we intended to, to give it more power?

General KEHLER. Senator, I do feel good about where we are
today in terms of insight and influence. It isn’t perfect, but I think
that over the last year in particular there has been a dramatic
change in the working relationship between the Department of De-
fense and the Department of Energy and NNSA in particular over
visibility into the budget and over influence in shaping that budget.

So again, it’s not perfect. I think we’re learning a lot about how
we can get better at this as we go forward. I think there’s more
to do. But I have seen a tremendous change in the way we go about
working together through the Nuclear Weapons Council and I
think it’s a tremendous positive change.

Senator SESSIONS. Well, great.

Mr. Chairman, I would note that my understanding is that the
Department of Defense has not yet certified the budget. They must
have some concerns about it. But it is at the OMB level already
and going forward. I do think it’s healthy that the Defense Depart-
ment have real input into the production of the budget for nuclear
weapons.

Thank you.

Chairman LEVIN. Thank you, Senator Sessions.

Senator Hirono.

Senator HIRONO. Thank you, Mr. Chairman.

Thank you, General Kehler and General Alexander, for your
service.

General Kehler, as you know, the men and women who are as-
signed to the Pacific Missile Range Facility on Hawaii are some of
the best around. The capabilities provided at this facility are excep-
tional and the Missile Defense Agency, the MDA, uses it to test the
systems that will protect our country and allies from missile at-
tacks.

Currently under construction there is the Aegis Ashore facility,
I'm sure you’re familiar, which will enhance the capabilities avail-
able for MDA and the Navy. So if you have not visited PMRF re-
cently, I certainly encourage you to go out there, and I would cer-
tainly want to join you in that visit so that you can chat with the
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great team that we have out there and also the contractor per-
sonnel that keeps the whole place going.

I would welcome your thoughts on the facility as we go forward
in these economically constrained times.

General KEHLER. Senator, I'll do that. I could hear my staff back
here volunteering to get on the airplane and go visit out there.

I can tell you that the entire Pacific Range complex, that really
starts on the West Coast of the United States, goes to PMRF in
Hawaii—there are other range assets in Hawaii elsewhere as well,
as I know you know—and then it extends all the way out toward
Kwajalein—is very, very important to the United States.

Senator HIRONO. So I can expect your continuing support for the
new construction that’s happening for the Aegis Ashore?

General KEHLER. Yes, you can.

Senator HIRONO. Again, I note in your testimony the challenge
that you’re facing—I think you might have talked about this a little
bit—to process and analyze all the data that our intelligence, sur-
veillance, and reconnaissance platforms are providing. So it’s one
thing to collect all the data and we want to be sure that that data
is accurate. It’s another as to how you’re going to use that data,
all this tremendous amount of raw information that you’re getting.

Given the challenging budget situation that we face and the lim-
its on the number of analysts that you have, the costs of data stor-
age, and the limits on the amount of intelligence products your con-
sumers can effectively use, how do you solve this problem and find
the balance while ensuring that we don’t miss something big?

General KEHLER. Senator, let me start and then I'm going to
defer to my intelligence community colleague sitting on my left, be-
cause over the last ten years I think we've learned something in
combat in Southwest Asia, and that is that it isn’t about the collec-
tors as much as it is about collecting and processing. So the more
processing power we've been able to throw at the collection to have
the machines make sense out of what is being collected, the better
we have gotten. And it has provided great insight for forward
forces to be able to carry out their missions and act in ways I think
that the adversaries did not think we could act.

The question now and the trick is to extend that globally for all
of our combatant commands as we look to the future. That’s some-
thing that we are looking at as we speak. So that’s going to be real-
ly important, and I'll defer to Keith because his organization has
really been in the forefront of how do you use computing power to
help us in this collection business.

General ALEXANDER. Senator, I think one of the things—and I'll
just go back to Irag—was putting together a real-time regional
gateway capability—think of this as the processing power that
General Kehler talks about—and putting it forward with our com-
bat troops so that they had the information they needed.

I think there’s a few things that you have to put on the table:
first, understanding the needs of the tactical commander, what do
they need to do their job. So from the intelligence community per-
spective that means our folks going down and being in their envi-
ronment, living in their environment, and understanding what
their needs are, and then having access to all the data that the col-
lectors do.
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I think this committee and others and some of your staff have
worked hard to ensure that the sensors that we have push their
information into data stores that everybody could use. This is key,
key to leveraging the power of our collectors, national, theater, and
tactical, to impact the tactical commander’s requirements. We've
made great strides in that.

I know you’ve been up to NSA Hawaii, a wonderful facility, and
I think some of the capabilities exist there, and our folks would
love to walk you through those.

Senator HIRONO. So I take it that the research and development
component of what you do is very critical and that we need to con-
tinue to provide resources for that in order to enable you to do
what you need to do with all this massive data that you are need-
ing to analyze.

I note, General Alexander, that you had talked a little bit about
how important recruiting and retaining your key personnel would
be. I note in your testimony that you wanted to increase the edu-
cation of our future leaders by fully integrating cyber into our ex-
isting War College curricula. You noted that this will further the
assimilation of cyber into the operational arena for every domain.

So I know that what you’re working in is an area that needs to
become fully integrated and assimilated. What are your thoughts
on how long this is going to take to make sure that the curricula
incorporates cyber and that cyber is at the forefront of what all of
our generals should be thinking about?

General ALEXANDER. It should be absolutely the first thing they
learn and the most important. That’s my view, of course. I do
think—

Senator HIRONO. I tend to share that view. This is a new area
and I think that we are very, very vulnerable on the cyber front.

General ALEXANDER. So I speak at the war colleges. We have
people at the war colleges on the NSA side that carry that message
forward, and we are adding it into the curriculum and these
courses are growing.

We are also working with the Defense Intelligence Agency on set-
ting up a cyber, if you will, mid-grade course for field grade offi-
cers, the young O3s, 04s that we have. And we have a series of
courses that we have for our folks and for staffs, for the combatant
command staffs, not just ours but all of them, to understand cyber.

The interesting part here is we’ll get that set up, but it’s key to
note that every day this area changes. So keeping on top of it and
keeping those changes is what we really need to do, and keeping
people aware of those changes and the impact those changes have.
That’s the key part.

One of the great parts about having Cyber Command at NSA is
that we can leverage the academic capabilities of NSA with the
military working together to ensure we have these courses that
both our civilian and military people go through. We’ve made great
strides in that and we have a whole series of courses that we can
show you that we’re giving to our folks.

Then when I talk publicly, I also give people insights to books
that they should read. When I was a younger officer, I know I did
not read all those books that people recommended, but there are
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some great books out there on cyber space that we recommend that
they read.

Senator HIRONO. So are you satisfied that this assimilation is
going on fast enough and that it will continue? As you note,
changes occur very rapidly in this area.

General ALEXANDER. It’s growing. It’s not fast enough. There’s a
lot that we have to do. But changing some of these courses takes
time. We are pushing this very hard, with a focus on those folks
that first have to operate in this area. I think that part is going
well. And we do have the staff-level courses out, and we have
opened it up for all the combatant commands, and we’re hitting
those key parts.

Finally, I'll tell you that the Chairman and others have worked
with the combatant commands and had these discussions with all
of us sitting around the table to talk about cyber in a classified en-
vironment, so everybody understands the threat of that. I'll tell
you, the senior officers in our military do understand that.

Senator HIRONO. You noted just now that this is an area that
changes very rapidly and you have to stay on top of these changes.
So can you talk a little bit about how you would measure effective-
ness in your cyber security efforts and what kind of metrics would
you use to determine whether we'’re on the right track?

General ALEXANDER. There’s two parts to measuring that. One is
certifying individuals, so we are developing a certification pro-
gram—think about getting a flying license—that our cyber opera-
tors would have to be certified to operate in cyber space for dif-
ferent functionalities. That’s one part.

The other is in our defense, looking at what we see in going
through our cyber readiness inspections to see where each of our
commands in the military are in defending their networks. What
we've seen is a constant improvement in the cyber readiness of
those networks. It’s not perfect, but it’s growing and getting better.

Senator HIRONO. That’s reassuring.

I recall that you testified about how important collaboration is
with the private sector. Can you talk a little bit about what you
see as the kind of collaboration? Are we talking about collaborating
on information with the private sector, collaborating on technology?
And then you also said that in order for all of this to happen that
the private sector would need insulation from liability. So can you
talk a little bit more specifically about what you mean and why the
private sector needs liability protection?

General ALEXANDER. Senator, the key things that they need, that
we need in sharing information, is the ability for those to under-
stand the threats as we see them, perhaps in a classified environ-
ment, and what they’re seeing in threats in their networks. They're
going to be looking at different portions of our networks than the
government looks at. So together we see more if we put those two
facts together, and we can come up with a more defensible architec-
ture.

So there’s that sharing of information on the threats that we
both see. Those threats could be just routine malicious software
that’s out there to nation-state capabilities. That’s one set of
threats, and sharing it.
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The second part is, so what do you do to fix the networks and
make them more defensible? Here industry and government have
some great ideas, and implementing those, for example the joint in-
formation environment, is just such a path forward that gives us
a more defensible architecture because it allows us to patch at a
more rapid rate and see threats better than we’ve ever been able
to in the past. So it’s those kinds of things that we’re working on
to move forward.

The reason we need liability protection is when we share some
of this information with industry or they share it back, the liability
that they incur because they are acting perhaps as an agent of the
government in letting us know a threat is significant. And allowing
them to be sued in some of these areas, from my perspective, when
we're asking them to do something and then they bear the brunt
of that lawsuit, is not right, and we ought to fix that and address
that. We ought to give them the authority to share their informa-
tion with the government, which they don’t have today.

Senator HIRONO. Thank you.

I apologize for going over my time. I didn’t see the little blue
note. But thank you so much, Mr. Chairman.

Chairman LEVIN. Thank you, Senator Hirono, and we will put
these blue notes a little bit closer to the eye contact in the future.
But you’ve always maintained your courtesy, so I'm sure our col-
leagues understand.

Senator LEE. Thank you, Mr. Chairman.

Thank you, General Kehler and General Alexander, for joining us
today and for your service to our country. Both of those things are
deeply appreciated.

General Kehler, in June of 2010 as the Senate was considering
the New START treaty, your predecessor General Chilton testified
before the Senate Foreign Relations Committee that the force level
under that treaty, meaning 1,550 warheads on 700 delivery vehi-
cles, was “exactly what is needed today to provide the deterrent.”

Did I understand your answer to Senator Fischer’s question as
being inconsistent with that? I think I did. I thought I heard you
say we could go lower than that. If that’s exactly what we needed
in 2010, what has changed between now and then?

General KEHLER. Senator, I think I'm not inconsistent with that,
so let me explain. The way we determine the size of the force, we
don’t start with a number. What we start with is a set of national
security objectives. Those objectives eventually wind up being mili-
tary tasks. Those tasks require a certain number of weapons to
achieve.

When General Chilton was asked that question, he took a look
at the national objectives that he had at the time, the tasks that
he was asked to perform, and he looked at the number of weapons
that were going to be permissible under the New START Treaty,
and he said all of those matched.

My point is that we may have opportunities to go below that, but
it doesn’t start with a number; it’s got to start with national objec-
tives and military tasks that would be associated with it.

Senator LEE. Okay. So you’re not saying as of right now you're
certain or you're confident that we could go below that. You’re say-
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ing it is possible, based on further assessments at some point in
the future?

General KEHLER. Yes, sir, I think that’s right. I think it’s pos-
sible, based upon assessments, based upon national objectives,
based upon the military tasks we would be asked to achieve. And
I think it depends on the nature of any threat that’s out there. So
I think many factors go into the number.

My contention is, though, like the nuclear posture review said,
I support this. I think we should explore whether further reduc-
tions are possible.

Senator LEE. One of the reasons why I think I was a little bit
surprised to hear you say that, though, was in light of the ambi-
tious ongoing modernization programs that we have going on in
Russia and in China, and in light of the fact that we've got other
countries like North Korea and Iran with aggressive nuclear ambi-
tions. I would think that our risk and our threat would be on the
increase and our need for those weapons would not necessarily be
diminishing. Am I mistaken in that regard?

General KEHLER. I think all of those factors need to be consid-
ered. Primarily, though, yet today the arsenal that we have, that
was built during the Cold War, and the arsenal that the Russians
have represent the vast majority of the weapons that exist. So——

Senator LEE. Sure, I understand that. But you know, there are
a lot of countries that rely, a lot of countries in addition to the
United States, that rely on our nuclear arsenal.

General KEHLER. Most definitely.

Senator LEE. So that umbrella, if you will, extends over a num-
ber of our allies, some of which lie in close proximity to countries
like Iran and countries like North Korea. What consequence do you
think it might have if we diminish our nuclear forces even further,
either through reductions or because of a failure to modernize ade-
quately? What impact might that have on some of our allies who
rely on our own nuclear capabilities to protect them? And couldn’t
that bring about additional nuclear proliferation?

General KEHLER. I think that’s always a possibility. I think we
would have to be mindful of that as we go forward and that needs
to be one of the factors considered.

Senator LEE. Now, do you think that countries like Saudi Arabia,
Turkey, or maybe other nations in the Middle East might feel com-
pelled to develop nuclear weapons in the relatively near-term fu-
ture if, for example, Iran is able to achieve status as a nuclear
power?

General KEHLER. There have been some reports that some of
those countries would consider it. Whether—I don’t have a good
feeling from my position about what our official view is of that, but
I think that again any time that we are talking about extending
our nuclear guarantee, which is what we have done for many,
many, many years, that our allies, what they’ve told us when they
come and visit my headquarters is that it concerns them as we con-
sider making changes. So I think we need to be mindful of those
concerns and address them accordingly.

Senator LEE. Right, right. That probably means that we ought to
be cautious before reducing our nuclear arsenal, and we also ought
to be very concerned about our failure to modernize adequately
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those weapons systems, wouldn’t it? Because again, it seems to me
logical that, especially as we've got states like Iran and North
Korea moving in that direction, that inevitably will have a huge
impact on what other countries do and what other countries do will
in turn most likely put more of a burden on us and further strain
our ability to provide that assurance that we’ve provided in the
past, would it not?

General KEHLER. I think, Senator, as we have always thought,
ultimately our ability to deter, our ability to extend that deterrence
and assure our allies with that is based on the credibility of our
nuclear deterrent and our nuclear deterrent force. Increasingly,
certainly over the last decade now, the presence and capability of
our conventional capabilities has made a difference, and I think in
some cases has set a different context for the way we view our nu-
clear forces. But they still remain critical, I believe, and com-
plementary.

Senator LEE. Okay. In the minute and a half or so that I have
left, I'd like to talk to you a little bit about China. What can you
tell me about the Chinese nuclear arsenal, and in particular wheth-
er you believe that China will continue to increase its—the number
of weapons in its arsenal, and whether it’s going to try to seek a
level of equivalency with the United States and Russia in terms of
nuclear weapons?

General KEHLER. Senator, I think we need to have a more full
conversation in a different setting than this. But just in this set-
ting, what I would say is we watch China continuing to modernize
portions of their nuclear force. In terms of numbers, I believe the
number ranges that are intelligence community has assessed with
that—I don’t think I can state that here, but I tend to believe that
they’re in about the range that we are talking about.

I do not see, nor has the intelligence community reported to me,
that they are seeking to have some kind of numeric parity with the
United States or with Russia. But I would quickly say I think this
is why we want more transparency with China. We’d like to know
what their intentions are going forward and we’d like to be able to
expand our dialogue with them so that we can prevent any mis-
understandings.

Senator LEE. Thank you very much, General.

Thank you, Mr. Chairman. I see my time has expired.

Chairman LEVIN. Thank you very much, Senator Lee.

Senator Graham.

Senator GRAHAM. Thank you, Mr. Chairman.

I certainly want to associate myself with the line of questioning
of Senator Lee. I think he’s right on point. We've got to look at the
world we live in when we make these decisions about numbers and
capabilities.

General Kehler, am I pronouncing your name right?

General KEHLER. Yes.

Senator GRAHAM. Close enough?

Senator FISCHER. Yes, you and I are right.

((fhairman LEVIN. We’ve been batting about 500 on the committee
today.

Senator GRAHAM. Well, I'm a colonel. I don’t want to get
courtmartialed. [Laughter.]
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Are we spending enough money to modernize our nuclear weap-
ons force?

General KEHLER. I think we are coming out of a period where the
answer was no. I think—

Senator GRAHAM. How does sequestration affect?

General KEHLER. It affects it. I can tell you it affects it in the
near term in terms of the potential impact on readiness, as I men-
tioned earlier, which will come about over a period of months. I de-
scribed this earlier as a slow-motion impact in STRATCOM, be-
cause the services are trying to protect——

Senator GRAHAM. Well, as part of the START Treaty negotiations
was, those who voted for the treaty—I did not—there was a prom-
ise given we’d modernize our nuclear force.

General KEHLER. And part two of sequestration, of course, is the
overall budget totals which are coming down.

Senator GRAHAM. So basically my view is we never honored the
modernization commitment in terms of funding, and along comes
sequestration. So you've been hit twice. We never gave the—we
never made the commitment that was promised in terms of mod-
ernization funds, even though it was more than in the past. And
now you have sequestration. It’s sort of a double whammy. Would
you agree?

General KEHLER. Well, I don’t know yet, sir, what the sequestra-
tion investment impact is going to be on us. I don’t know. The
budget details have yet to be worked out.

Senator GRAHAM. Well, if it’s across the board your account will
be hit, right?

General KEHLER. Certainly if the rules stay the way they are,
across the board.

Senator GRAHAM. Well, let’s just assume that. Get back to me or
the committee in writing: Assuming an across-the-board continu-
ation over a ten-year period, what it would do to our nuclear mod-
ernization efforts. Could you do that?

General KEHLER. Yes, I can.

[The information referred to follows:]

[COMMITTEE INSERT]

Senator GRAHAM. General Alexander, why isn’t an attack on crit-
ical infrastructure in this Nation, a cyber attack by a government
like China or Russia, why is that not considered an act of war?

General ALEXANDER. That’s a great question and I think one that
needs to be ironed out: What constitutes an act of war in cyber
space? So let me give you my thoughts on that—

Senator GRAHAM. Please.

General ALEXANDER.—versus trying to bat this around.

Senator GRAHAM. There is no clear answer, I agree with you.

General ALEXANDER. Right. I think first I would look at the laws
of armed conflict, the intent of the Nation, and what they’re doing.
I would say what we’re seeing today from those countries, essen-
tially espionage and theft of intellectual property, is not an act of
war.

Senator GRAHAM. What about military modernization plans,
stealing—a lot of their fighters tend to look like our fighters.

General ALEXANDER. That’s right, and a lot, a lot across the
board. So I think that’s espionage. I think that’s theft of intellec-
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tual property. I would say that the intent is to steal secrets and
you’re into the espionage, criminal

If the intent is to disrupt or destroy our infrastructure, I think
you've crossed a line. So somewhere in that zone

Senator GRAHAM. Have you seen an intent, a planning process in
place where enemies of the Nation would attack us through cyber
space? Is that something we should be worried about?

General ALEXANDER. Yes, that’s something we should be worried
about, and I can give you more details in a closed setting.

Senator GRAHAM. All right. Now let’s talk about outside Depart-
ment of Defense. You can defend the defense infrastructures, but
you’re so connected to the private sector one cannot be disconnected
from the other; is that correct?

General ALEXANDER. That’s correct.

Senator GRAHAM. We don’t have a little bubble that you can pro-
tect. If systems go down, if power systems go down, it affects you.
If financial services are disrupted it would affect you. You can just
go on and on with how an attack on critical infrastructure could
affect our national security.

Have you talked to Senator Whitehouse about his proposed solu-
tion of dealing with critical infrastructure?

General ALEXANDER. I have not, not the latest one. I have talked
to Senator Whitehouse in the past and found that he and I are es-
sentially in sync on those discussions. But I haven’t seen his latest.

Senator GRAHAM. I am with him. The concept is that we would
identify critical infrastructure in the private sector, like power sup-
ply, financial services, things that every American depends on, and
if they went down would hurt us as a Nation, hurt our economy,
and could do harm to our citizens. I think his concept is that, let’s
identify our critical infrastructure and allow the industries in ques-
tion, like the utilities, to come up with best business practices with-
in their industry and submit their proposal to a collaborative body
of government agencies, with Homeland Security certainly a key
component of it.

And if these best business practices are in the minds of the gov-
ernment meaningful, we would grant liability protection to those
who met those standards. It would be voluntary.

Does that sound like a reasonable way to proceed?

General ALEXANDER. Senator, I think in part that’s reasonable.
The issue that it leaves not addressed is the information-sharing
part.

Senator GRAHAM. Right. That has to be done. That’s a critical
part of it.

Let’s assume that we get the information-sharing right. We've
got two ways to do this, through a regulatory regime—my belief is
that regulations would be expensive and the threats move too fast
for it to work. Do you agree with that?

General KEHLER. I do. In fact, I would say so if you separate the
two and you have liability and information- sharing on one side
and then you have liability and standards and regulation on the
other side that work together, in essence that’s essentially where
the executive order is trying to go as well.

Senator GRAHAM. Right. So I would just want to encourage you.
We’'ll meet with Senator Whitehouse and others and see if we can
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find a pathway forward that would allow the private sector to set
the standards in the critical infrastructure area, and the payoff
viflould be liability protection, because this is an ever-changing
threat.

Finally, what kind of damage could be done to our you through
a cyber attack? Start with nation states, then criminal organiza-
tions. What kind of threat are we facing?

And finally, in South Carolina our database at the Department
of Revenue was hacked into and every citizen’s Social Security
number and a lot of business information was stolen, causing the
State of South Carolina a lot of chaos in trying to provide identity
theft protection to our citizens. This was a massive intrusion into
a Sta&:e system where over 3 million Social Security numbers were
seized.

Can you just quickly tell the committee the kind of threats we
gace, and if Congress doesn’t get involved I think we will regret the

ay.

General ALEXANDER. Generally speaking, all our systems today,
our power systems, our water systems, our governments, our indus-
try, depend on computers, depend on computerized switches, de-
pend on these networks, all are at risk. If an adversary were to get
in, they could essentially destroy those components, make so that
you either had to replace them or get somebody to come in and re-
place each part of that.

In the power grid as an example

Senator GRAHAM. They could do as much or more damage than
the attacks of 9-11?

General ALEXANDER. That’s correct, I think it would. If you look
at what happened in 2003 in the Northeast power disruption, that
was caused by a software failure. That was not somebody attacking
us. That was a software failure.

But now think about somebody imposing a software failure, not
just in the Northeast, but across all of those and cascading that
across the United States, and breaking some of the transformers,
which would be very difficult to replace. We would have significant
power outages for extended periods throughout the country.

Think about Wall Street if we were to go in and—I know Senator
Blumenthal was asking questions on this earlier, about what hap-
pens if you attack Wall Street and you destroyed the data that they
need to at the end of the day ensure all the books are right. If you
can’t close those books, which are done today by computers, you
have a significant problem in our banking infrastructure, not just
ours but global.

Senator GRAHAM. Since our time is up, if you could maybe just
submit to the committee sort of a worst case scenario from a cyber
attack, kind of a September 11 scenario.

[The information referred to follows:]

[COMMITTEE INSERT]

Senator GRAHAM. Finally, the executive order I think is a result
of Congress’ inaction and I don’t blame the President at all. Do you
believe it would be prudent for the Congress to enhance the execu-
tive order, that we need legislation in this area beyond the execu-
tive order to make the Nation safe?

General ALEXANDER. I do.
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Senator GRAHAM. Thank you.

Chairman LEVIN. We're expecting Senator Kaine back at any
minute. Senator Inhofe has a question and then I'll have a ques-
tion, and then we’ll turn it over to Senator Kaine.

Senator INHOFE. General Kehler, in response to the question that
was given to you by Senator Graham—he was talking about what’s
going to happen to you under sequestration, and then you qualified
it and said, well, that is assuming it’s going to be cut straight
across the board. Of course that would be damaging, because that’s
done in my opinion without thought. It’s just a cut across the
board.

Now, I introduced legislation six weeks ago anticipating that
maybe sequestration would happen. I didn’t think it would, but I
thought in case it does, to take the same top line as to how it’s
going to affect a whole division of bureaucracies and then say, in
the case of you and of anything having to do with defense, take
that and adhere to that top line, but allow the service chiefs under-
neath that to make those decisions, and would that be better?

And all the service chiefs, all five including the Guard chief—I
contacted them, too—said yes, that would make a world of dif-
ference. The devastation is still there, but not as devastating.

Would you agree with that?

General KEHLER. Yes, sir, I would.

Senator INHOFE. Would you, General Alexander, too?

General ALEXANDER. I would, Senator.

Senator INHOFE. Thank you.

Chairman LEVIN. Thank you.

Now Senator Kaine.

Senator KAINE. Thank you, Mr. Chair.

Thank you, Generals Kehler and Alexander.

General Kehler, I just want to focus a little bit on some of your
testimony that grabbed my attention. The opening comment that
you made and that you repeated verbally today is uncertainty and
complexity continue to dominate the national security landscape. I
agree with that and I want to wrestle with questions that many of
the colleagues here have asked about fiscal uncertainty.

We can’t necessarily reduce the uncertainty in the broader world,
but it is in our power as Congress to try to reduce some of the fis-
cal uncertainty that youre dealing with. One week ago yesterday,
so the first weekday after the sequester cuts went into effect, I vis-
ited the Pentagon and spoke with Secretary Hagel and General
Odierno, Deputy Secretary Carter. I spoke with General Welsh on
that same day here in my office.

Then I went downstairs and didn’t talk to the brass, but I went
to the cafeteria and just went table to table. In three tables, just
in the random three tables I went to, I've got active duty assigned
to the Pentagon, veterans who were there having lunch with
friends, DOD contractors, DOD civilians, and some Guard rep-
resentatives who were there for planning meeting.

They were all sharing their concerns about sequester, CR, and
the overall climate of uncertainty as it affects them and as it sends
a message about our commitment to the mission, to the DOD mis-
sion. One affect of the uncertainty that I think just has really
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dawned on me and increasingly in your testimony is the effect on
personnel.

So a couple of the comments in your testimony. On page 2: “Fis-
cal uncertainty presents our people with an unprecedented com-
bination of professional and personal concerns as well. The all-vol-
unteer military and civilian team has performed beyond our great-
est expectations and is the envy of the world. But some of the best
young uniformed and non-uniformed people assigned to
STRATCOM are questioning their future. The uncertainty sur-
rounding civilian hiring restrictions, salary freezes, and the possi-
bility of unpaid furloughs is especially troubling since,” as you tes-
tified earlier, “60 percent of U.S. STRATCOM headquarters staff
and much of the essential workforce which supports our missions
and sustains our mission-critical platforms and systems are civil-
ians.”

Then with a specific reference to cyber, at the end of your testi-
mony—and this is General Kehler’s testimony, but I'm sure it’s
something that General Alexander resonates with as well: “Improv-
ing the DOD’s ability to operate effectively in cyber space requires
investment in five major areas.” And then you go over the areas.
“But of these, the most urgent intelligence 1s increasing the num-
bers, training, and readiness of our cyber forces.”

Again, it’s about personnel and the choices that people are mak-
ing about their own future. It strikes me, and I just would like to
hear you talk about this a bit more—I know that Senator Blunt
raised it—it strikes me that you’ve got two issues of significant con-
cern as you're trying to grow a cyber talent pool within DOD.

The first is the competition from the outside world, which from
a salary and benefits standpoint I would imagine for these profes-
sionals can be pretty intense. The second is a fiscal uncertainty
that people would have if they chose the path of public service.
What would they face in terms of furloughs or pay cuts or pay
freezes? What is the commitment that we have?

I would like to hear each of you just talk about how you deal
with the sort of recruiting and retention in this environment when
you not only have a global uncertainty, but tough economic com-
petitors in the private sector and fiscal uncertainty as well.

General KEHLER. Senator, I would only add a couple of remarks.
Number one, we have the most magnificent people anywhere.
They’re the envy of every other military in the world. They're like
that for a reason. They're extraordinarily talented and they are
very patriotic.

So normally I don’t worry much about them other than to make
sure that as a leader I'm doing everything that I can to take care
of them and make sure that they’re going to be there and that
we're taking care of them and their families. That’s been an inter-
esting challenge, of course, over the last 10 or 12 years, with
wounded and other things.

But I think as we look to the future here what I'm hearing from
some of our folks is particularly troubling, and it gets back to un-
certainty. As we all—of course, we all want the economy to get bet-
ter and we’d like it to be better soon, as fast as it can possibly hap-
pen. But when that happens and as that happens, I guess is a bet-
ter way to say it, as that happens, then this competition for our
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best and brightest talent is going to go up. In that environment,
I'm concerned that as they are weighing, not the personal threats
to themselves, which they are willing to take, but when they are
weighing the financial certainty for their families, that they’ll come
down on a different side than government service.

So I think that’s an important question for us. We have an all-
volunteer military. It’s been stressed in a lot of different ways. This
is another stressor on it. So I think we need to be mindful of this
because we are competing for the best and brightest talent. We've
been getting it. I believe again they are magnificent people that
raise their right hand, whether that’s a civilian or uniformed or
whether they serve as a contractor. It doesn’t seem to much matter;
they’re all working hard to do the right things.

It’s preserving that, and there is an impact here with what is
going on. There is an impact on them. It is coming to our level.
They are telling us that there’s an impact on them, and we need
to be mindful of it.

. 1ng)nator KAINE. General Alexander, could you comment addition-
ally?

General ALEXANDER. Senator, two broad areas. First, I agree
Wi‘chk everything that you read there. I think it’s 100 percent on
track.

We’re impacted in Cyber Command in two areas. The continuing
resolution impacts our ability to train more and we need to do that
to get this force stood up. And I think by singling out the civilian
workforce for furloughs we've done a grave injustice. You know,
we're trying to get people to come in and support us in this tech-
nical area. People are leaving industry to come in and work with
us. Now that they get there, they're saying: Did I make the wrong
decision? You're going to furlough me now X percent of the time.
I already took a salary reduction to come to work for you. I think
it’s a great thing for our Nation. But if this is the way it’s going
to be, I can’t afford to do this to my family.
hThat’s a big impact across our workforce and we shouldn’t do
that.

Senator KAINE. Let me stay on cyber and just move to a related
area that raised some questions earlier as well. That is trying to
pass the right kind of balanced cyber legislation. A lot of it is a dia-
logue between policymakers and the private sector and they have
legitimate concerns. Thus far in your own experience, has the pri-
vate sector expressed those concerns in the right way? Namely, has
it been a series of, well, don’t do this to us, don’t do that to us,
don’t do this to us, or have they been offering ways that we can
accomplish the goal in a productive and constructive way? Because
if the answer to that is no, that might be something that we could
help with, to try to smoke out the positives, the positive and con-
structive advice about how to balance some of these important con-
siderations.

General ALEXANDER. Senator, I think the big problem is every
sector approaches it slightly different. So what you get is 18, 20 dif-
ferent views, groups of views, on cyber and cyber legislation, what
we need and how we need to do it. I think the executive order, that
which Senator Graham and Senator Whitehouse are referring to,
are in the right way: Get industry to sit down with the government
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officials, put the Director of NIST in charge, bring all our technical
talent there, and start talking with industry on the best way sector
by sector, and then bring that back up to the administration, to
you, and say: Here’s what we think the way to work with industry
to help make their networks more resilient.

What you’ll find is each part of our industry sectors are at dif-
ferent states of cyber readiness, if you will, and that’s the real
problem that we face. I've talked to lots of CEQ’s out there on this
topic area and you get from one side to the other. When you do
that, you see that—when you really start drilling down, you see
that some of them really need help, want help, are concerned about
regulation and how we do it. Some of them don’t need help and are
concerned about the “help” we're going to give them.

So I think what we have to do is address each of those concerns
and do it in a fair and equitable way. I think that executive order
reach-out is a great step in the right direction.

Senator KAINE. Thank you both very much.

Mr. Chairman, thanks.

Chairman LEVIN. Thank you, Senator Kaine.

Senator Inhofe, you all set?

If there are no other questions, we just want to thank you both
for your great service to our country, your great testimony this
morning, thoughtful, considered, and we are very appreciative of it;
and we will stand adjourned.

[Whereupon, at 12:20 p.m., the committee adjourned.]



